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About this guidebook
 
This guidebook has been prepared to help journalists in Pakistan attain a 
basic understanding of the laws that criminalize and regulate expression. 
Not all of the laws mentioned in this guidebook are speci�ically framed for 
the media industry and the press, but their primary function is linked to 
expression and thus, they remain highly relevant to the press. The guide is 
designed to give an initial introduction to the laws and should not be seen 
as a comprehensive guide.  



Glossary 

ATA – Anti Terrorism Act
 
FIA – Federal  Investigative Agency

PECA – Prevention of Electronic Crime Act, 2016

PEMRA – Pakistan Electronic Media Regulatory Authority
 
PPC – Pakistan Penal Code
 
PTA – Pakistan Telecommunication Authority 
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Criminal LawsCriminal Laws
Section 1



Chapter 1
Defamation

The law
The offence of defamation is de�ined in different sections of the Pakistan 
Penal Code, including 

Section 499
Whoever by words either spoken or intended to be read, or by signs or by 
visible representations, makes or publishes any imputation concerning 
any person intending to harm, or knowing or having reason to believe that 
such imputation will harm, the reputation of such person, is said except in 
the cases hereinafter excepted, to defame that person. 

Section 500
Whoever defames another shall be punished with simple imprisonment 
for a term which may extend to two years, or with �ine, or with both.

Operational words
i.
ii.

How it affects your work as a journalist
Section 499 and 500 of the Pakistan Penal Code are among the most 
dangerous of the existing laws in Pakistan for journalists, as they can have 
a direct impact on all kinds of journalistic activities. The fact that 
defamation is criminalized means that it acts as an instrument for prior 
restraint. Due to this, it violates freedom of speech under the constitution 
and various other international treaties and conventions. 

It is important to note that international best practices condemn the 
criminalization of defamation and recommend the enactment of civil laws 
to deal with the issue.  Since defamation has been de�ined as a criminal 
offence in Pakistan, it can have a direct impact on the role of the press as

Intending to harm
having reason to believe that such imputation will harm
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“public watchdog”, as it can act as an instrument of intimidation to silence 
voices that are critical of the state and its institutions. 

The way the law is framed, means that journalists can be tried even if they 
are making “true statements” i.e. even the statement of facts might be 
considered defamatory if the disclosure of the facts doesn’t appear to be 
in “public good”. There is no proper de�inition of “public good” in the law 
and therefore, it is up to the Court to determine what that may be. 

Past Precedents 
In April 2019, an FIR was lodged against Journalist Shahzeb Ali Jillani for 
defamatory statements against the state and the establishment. Jillani, 
speaking on missing persons in a political talk show, said that it was an 
“open secret” that security forces have abused their powers many times. 
However, he also went on to say that it would be incorrect to place the 
blame for missing persons on the security forces in every instance, and 
many other institutions are involved in enforced disappearances as well. 
Jillani later spoke in the same talk show on a different occasion and 
expressed his view that the Parliament is not the supreme decision 
making body, and that it is in fact backed by some other secret powers. 
These statements were construed to be defamatory. The complaint 
against him alleged that Mr. Jillani was involved in conspiracies against 
the respected state institutions, and that he intended to tarnish the 
reputation of the army, either directly or indirectly.

This case is a classic example of sti�ling a journalistic opinion that is 
considered to be critical of the state and other institutions. The fact that 
Mr. Jillani bases his opinions or views on his knowledge and 
understanding is disregarded completely. This shows how easy it is to use 
defamatory laws against journalists or all those involved in journalistic 
activities.
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Chapter 2
Blasphemy

The law
Blasphemy and related offences are de�ined in the following sections of the 
PPC;

Section295-A 
Deliberate and malicious acts intended to outrage religious feelings 
of any class by insulting its religion or religious beliefs:
Whoever, with deliberate and malicious intention of outraging the 
religious feelings of any class of the citizens of Pakistan, by words, either 
spoken or written, or by visible representations insults the religion or the 
religious beliefs of that class, shall be punished with imprisonment of 
either description for a term which may extend to ten years, or with �ine, 
or with both.

Section295-C
Use of derogatory remarks, etc. in respect of the Holy Prophet
Whoever by words, either spoken or written, or by visible representation 
or by any imputation, innuendo, or insinuation, directly or indirectly, 
de�iles the sacred name of the Holy Prophet Muhammad (peace be upon 
him) shall be punished with death, or imprisonment for life, and shall also 
be liable to �ine.

Section 298-A 
Use of derogatory remarks, etc. in respect of holy personages:
Whoever by words, either spoken or written, or by visible representation, 
or by any imputation, innuendo or insinuation, directly or indirectly, 
de�iles the sacred name of any wife (Ummul Mumineen), or members of 
the family (Ahle-bait), of the Holy Prophet (peace be upon him), or any of 
the righteous Caliphs (Khulafa-e-Rashideen) or companions (Sahaaba) of 
the Holy Prophet (peace be upon him) shall be punished with 
imprisonment of either description for a term which may extend  to three
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years, or with �ine, or with both.

Operational words
i.
ii.
iii.

How it affects your work as a journalist 
Given the nature of the blasphemy law and the cultural sensitivities 
around the issue, it becomes important for journalists reporting cases of 
blasphemy to exercise extreme caution.
 
The Supreme Court, while hearing Mumtaz Qadri’s case, pointed out that 
majority of blasphemy cases involve false accusations. This highlighted 
how blasphemy laws have been used either to settle personal scores or 
show the extremist efforts to silence dissenting voices. Due to the 
possibility of false allegations, a number of liberal commentators shut 
down their accounts completely for the sake of their own safety and many 
journalists have resorted to self-censorship. The section has room for 
wide interpretation and thus mere opinions, remarks or comments on 
religion, or the state’s religious laws can be used as basis of initiation of 
cases under the charge of blasphemy.

Past Precedents 
There has been a history of mob violence and lynching of people accused 
of blasphemy in Pakistan, whether or not the law has actually been 
evoked. This violent history also means that journalists reporting on 
cases of those under trial for blasphemy have to do so with extreme 
caution. Case in point is the reporting on Asia Bibi’s case. Journalists who 
were critical in any way or form of the case, faced public outrage and hate 
campaigns. So, while the law itself has not been directly used against 
journalists, the implications for even reporting incidents linked to 
blasphemy charges remain serious.  

Deliberate and malicious intention
Outraging the 'religious feelings'
Directly or indirectly de�iles.
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Chapter 3
Sedition

The law
This is one of the most serious offences linked to expression and carries a life 
sentence, as it constitutes a direct offence against the state. The law, de�ined 
in the PPC states: 

Section 124-A of the Pakistan Penal Code
Whoever by words, either spoken or written, or by signs, or by visible 
representation, or otherwise, brings or attempts to bring into hatred or 
contempt, or excites or attempts to excite disaffection towards, the 
Federal or Provincial Government established by law shall be punished 
with imprisonment for life, to which �ine may be added, or with 
imprisonment which may extend to three years, to which �ine may be 
added, or with �ine

Operational words
i.
ii.
iii.

How it affects your work as a journalist
The charge of sedition is a serious one and the consequences are dire. 
Journalists operating in war zones and con�lict areas should be specially 
mindful of this law as its framing allows the government to frame charges 
against journalists whose reporting or commentary can create negative 
feelings towards the federal or provincial governments. In essence, 
sedition charges might be brought on against journalists whose reporting 
re�lects negatively on the government. It is important to note that since 
sedition is a crime against the government, charges of sedition can only be 
brought on by the government itself. 

Brings or attempts to bring into hatred or contempt 
Excite disaffection towards, the Federal or Provincial Government
Imprisonment for life
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Past Precedents
In one of the most high pro�ile cases against journalists in Pakistan, 
Dawn’s Cyril Almeida faced charges of treason and sedition after 
publication of a story detailing a meeting between civil and military 
leadership1. In 2004, Quetta based journalist Khawar Rizvi faced charges 
of sedition after working on a terrorism related story with two French 
journalists2. Sedition has also been used as a charge against political 
dissidents. 

01

02

Hadid, D. (2018). Pakistani Journalist Faced Court Hearing On Treason Charges. 
Retrieved 27 August 2019, from
https://www.npr.org/2018/10/08/655528964/pakistani-journal-
ist-faces-court-hearing-on-treason-charges
Journalist charged with sedition. (2004). Retrieved 27 August 2019, from 
https://cpj.org/2004/01/journalist-charged-with-sedition.php  
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Chapter 4
Contempt of Court

The law
The Contempt of Court Act, 2012, de�ines the offence of contempt of court as

“Whoever disobeys or disregards any order, direction or process of a 
court, which he is legally bound to obey or commits a willful breach of a 
valid undertaking given to a court or does anything which is intended to 
or tends to bring the authority of a court or the administration of law into 
disrespect or disrepute, or to interfere with or obstruct or interrupt the 
process of law or the due course of any judicial proceedings, or to lower 
the authority of a court or scandalize a judge in relation to his of�ice, or to 
disturb the order or decorum of a court, is said to commit “contempt of 
court”.

The law includes a set of exemptions as well, including a set of 11 
conditions that do not qualify as contempt of court.  

Operational words
i.

ii.
iii.

How it affects your work as a journalist
The most prominent impact of this act is the way the press covers court 
cases. The media is barred from commenting on matters that are sub 
judice i.e. cases that are still under trial are to be reported very literally 
without added commentary, as commentary at that stage might be seen as 
an attempt to interfere in the due process of law. Contempt of court also 
applies in cases where media entities broadcast content speci�ically 
prohibited by the court. 

Bring the authority of a court or the administration of law into 
disrespect or disrepute 
Scandalize a judge in relation to his of�ice
Disturb the order or decorum of a court
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Past Precedents 
Charges of contempt have been brought on against journalists and media 
houses for airing content deemed in contempt of the judiciary and 
judges.3 In addition to the contempt of court act, PEMRA has also issued 
notices to TV channels and anchors for airing programmes allegedly in 
contempt of judiciary or speci�ic judges. In another case, the Lahore High 
Court issued notices to the Film Censor Board for allowing the 
distribution of an Indian movie against the court’s orders.  

03 Contempt case against anchor, TV owner adjourned | Pakistan Press Foundation (PPF). 
(2015). Retrieved 27 August 2019, from  https://www.pakistanpressfoundation.org/con-
tempt-case-against-anchor-tv-owner-adjourned/ 
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Chapter 5
Glori�ication of an offence

The law
Glori�ication of an offence, speci�ically in the digital spaces was criminalized 
in 2016, through PECA. The relevant text from the law states:

Section 9 of the Prevention of Electronic Crimes Acts (PECA) 2016
Whoever prepares or disseminates information, through any information 
system or device, with the intent to glorify an offence relating to 
terrorism, or any person convicted of a crime relating to terrorism, or 
activities of proscribed organizations or individuals or groups shall be 
punished with imprisonment for a term which may extend to seven years 
or with �ine which may extend to ten million rupees or with both.

Operational words 
i.
ii.

iii.

How it affects your work as a journalist?
This section uses the terms “encouragement” and “glori�ication”, which 
are vaguely de�ined and overly broad. This means that a wide range of 
journalistic activities, including legitimate reporting of terrorism related 
crimes, could be potentially framed as glori�ication. For example, 
reporting of a statement by a proscribed organization in which they claim 
responsibility for an incident of terrorism can be potentially charged as 
glori�ication. 

Intent to glorify
Crime related to terrorism or person convicted of a crime relating to 
terrorism
Activities of proscribed organizations.

16



Chapter 6
Cyber terrorism

The law
Under PECA various information & expression related 

Section 10 of the Prevention of Electronic Crimes Act (PECA) 2016 
Whoever commits or threatens to commit any of the offences under 
sections 6, 7, 8 or 9, where the commission or threat is with the intent to.

(a) Coerce, intimidate. Create a sense of fear, panic or insecurity in the 
Government or the public or a section of the public or community or sect 
or create a sense of fear or insecurity in society: or

(b) Advance inter-faith, sectarian or ethnic hatred; or

(c) Advance the objectives of organizations or individuals or groups 
prescribed under the law, shall be punished with imprisonment of either 
description for a term which may extend to fourteen years or with �ine 
which may extend to �ifty million rupees or with both.

This section is opertionalised in context of the following sections of PECA 
6. Unauthorized access to critical infrastructure information system or data: 
Whoever with dishonest intention gains unauthorized access to any critical 
infrastructure information system or data shall be punished with imprisonment 
which may extend to three years or with �ine which may extend to one million 
rupees or both.

7. Unauthorized copying or transmission of critical infrastructure data-Whoever 
with dishonest intention and without authorization copies or otherwise transmits 
or causes !o be transmitted any critical infrastructure data shall be punished with 
imprisonment for a term which may extend to �ive years, or with �ine which may' 
extend to �ive million rupees or with both.

8. Interference with critical infrastructure information system or data-Whoever  
with dishonest intention interferes with or damages, or causes to be interfered
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with or damaged, any pa( or whole of a critical information system, or data , shall 
be punished with imprisonment which may extend to seven years or with �ine which 
may extend to ten million rupees or with both.

9, Glori�ication of an offence.-(l) Whoever prepares or disseminates information., 
through any information system or device, with the intent to glorify an offence 
relating to terrorism, or any person convicted of a crime relating to terrorism, or 
activities of proscribed organizations or individuals or groups shall be punished 
with imprisonment for a term which may extend to seven years or with �ine which 
may extend to ten million rupees or with both. Explanation -For the purposes of this 
section "glori�ication" includes depiction of any form of praise or celebration in a 
desirable manner

Operational words 
i.
ii.
iii.

How it affects your work as a journalist?
This section has also been framed in an overly broad manner and thus, it 
can be used to clamp down on a wide range of legitimate journalistic 
activities online that may not fall under the conventional de�inition of 
“cyber-terrorism”. One of the many implications of this is that any 
journalist who merely shares, comments or reports on the state’s 
strategies to combat terrorism can also be charged under section 10 of 
the PECA, by being accused of spreading “fear” or “panic or even be 
accused of trying to spread insecurity within the government. Moreover, 
it may also discourage whistleblowing activities, along with satirical 
content, which can be deemed as “glori�ication of a terrorism related 
offence under both section 9 and section 10 of the PECA.

Past Precedents 
The case of Journalist Shahzaib Ali Shah Jillani, discussed earlier in 
chapter 1, can also be used as an example for section 10 of the PECA. 
Hayat Preghal, a blogger and vocal supporter of an ethnic movement, was 
also charged under this section.

Create sense of fear 
Panic
Hatred 
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Chapter 7
Hate Speech in PECA

The law
Section 11 of the Prevention of Electronic Crimes Act (PECA) 2016
Whoever prepares or disseminates information, through any information 
system or device that advances or is likely to advance interfaith, sectarian or 
racial hatred shall be punished with imprisonment for a term which may 
extend to seven years or with �ine or with both.

Operational words 
i.
ii.

How it affects your work as a journalist?
This section of the PECA also suffers from a broad and vague de�inition 
that can cover a multitude of journalistic work online. This could include 
statements that are true, which may unknowingly incite hatred. This leads 
us to one of the major issues with this section, that it does not take into 
account the intention of the person writing/ spreading the statements. 
Therefore, it also restricts the choice of a journalist on how to report 
information on issues such as religious intolerance. This violates the right 
to freedom of expression and opinion, and can lead to great deal of 
self-censorship amongst reporters working on these issues.

This section has also been used to curb anti-state or anti-establishment 
comments made by journalists. 

Prepares or disseminates
Advance interfaith sectarian or racial hatred 
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Past Precedents 
Journalist Rizwan Razi was booked in an FIR under this section4 for 
allegedly criticizing extra-judicial killings through his Twitter account. He 
was abducted from his house in Lahore in February and released after 
two days. However, Razi has not been active on Twitter ever since the 
incident. 

04 Journalist Rizwan Razi booked under cybercrime law (2019). Retrieved 27 August 
2019, from   https://www.pakistantoday.com.pk/2019/02/09/journal-
ist-booked-under-cybercrime-law/  
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Chapter 8
Offences against the dignity of a person

The Law
Section 20 of the Prevention of Electronic Crimes Act (PECA) 2016
Whoever intentionally and publicly exhibits or displays or transmits any 
information through any information system, which he knows to be false, 
and intimidates or harms the reputation or privacy of a natural person, 
shall be punished with imprisonment for a term, which may extend to three 
years or with �ine which may extend to one million rupees or with both.

Operational words 
i.
ii.
iii.

How it affects your work as a journalist?
This section criminalizes defamation in an online space. The unclear 
wording of the section poses a threat to journalistic work. First, the 
de�inition of the word “intimidation” is not clearly de�ined. This means 
that the reputation of the person in question must not actually be harmed, 
and as long as there is some form of “threat” to the reputation, this section 
will apply. This will affect legitimate journalistic activities such as 
reporting on a sensitive public �igure or body. It also puts an unreasonable 
restriction on a journalist’s choice of reporting the information, resulting 
in self-censorship.

Past Precedents 
The case of Journalist Shahzaib Ali Shah Jillani, as discussed earlier, also 
serves as a good example here. Along with being charged with the 
defamatory sections of the Pakistan Penal Code, he was also charged 
under section 20 for allegedly defaming the Pakistan army. 

Intentionally; publicly
Knows to be false
Harms the reputation
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Chapter 9
Spoo�ing

The Law
Section 26 of the Prevention of Electronic Crimes Act (PECA) 2016
Whoever with dishonest intention establishes a website or sends any 
information with a counterfeit source intended to be believed by the 
recipient or visitor of the website, to be an authentic source commits 
spoo�ing.

Operational words 
i.
ii.

How it affects your work as a journalist?
Journalists and bloggers running satire based websites or creating 
satirical content, need to be mindful of this section and ensure that their 
work is clearly identi�iable as being satirical, otherwise, they might risk 
being charged under this section. 
 

Dishonest intention
Intended to be believed
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Chapter 10
Hate Speech in Anti Terrorism Act

The Law
Section 11W of the Anti-Terrorism Act 1997
A person commits an offence if he prints, publishes or disseminates any 
material, whether by audio or video-cassettes 2[or any form of data, storage 
devise, FM radio station or by any visible sign] or by written photographic, 
electronic, digital, wall chalking or any other method 2[or means of 
communication] which [glori�ies terrorists or terrorist activities or] incites 
religious, sectarian or ethnic hatred or gives projection to any person 
convicted for a terrorist act, or any person or organization concerned in 
terrorism or proscribed organization or an organization placed under 
observation.

Operational words 
i.
ii.

How it affects your work as a journalist?
This section can have a direct impact on how terrorism and related 
incidents are reported on mainstream and digital news media. Since the 
section includes a wide range of content and a wide range of 
dissemination and distribution mediums, without being focused on intent 
and impact, it can easily be used to charge journalists who are merely 
reporting terrorism related incidents. It is important to note that this is a 
section of the Anti Terrorism Act, which means that the charge will not 
simply be of a criminal offence but it will be a terrorist offence. 

Past Precedents
A demonstrative case regarding application of 11W is High Court Bar 
Association vs Government of Balochistan. The case dealt with reporting 
of a terrorist incident in which 26 persons were brutally murdered and a 
banned organisation Lashkar e Jhangvi (LeJ) claimed responsibility. In the

Glori�ies terrorists
Incite religious hatred
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judgment, the judges acknowledged the fact that journalists in 
Balochistan would face threats to life if they did not publish news about 
terrorist out�its claiming responsibility for attacks, but at the same time, 
journalists were asked to simply notify the police if they were faced with 
any such threats and the government instructed to initiate action against 
any publications and broadcasters that included claims from 
banned/terrorist organizations.
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Chapter 11
Unlawful Online Content

The Law
Section 37 of the Prevention of Electronic Crimes Act (PECA) 2016
The Authority shall have the Power to remove or block or issue directions for 
removal or blocking of access to an information through any information 
system if it considers it necessary if the interest of the glory of lslam or the 
integrity, security or defense of Pakistan or any part thereof, public order, 
decency or morality, or in relation to contempt of court or commission prior 
incitement to an offence under this act

Operational words 
i.
ii.
iii.
iv.
v.
vi.

How it affects your work as a journalist?
Since the terms “glory of Islam”, “defense of Pakistan” and other quali�iers 
have not been clearly de�ined, this section can be used to restrict access to 
a wide range of journalistic activities. In the two years since the law has 
been enacted, section 37 has been used arbitrarily for blocking and 
censoring journalists  and outlets with a dissenting or a critical approach 
towards the state and the establishment. This also means that the 
Pakistan Telecommunication Authority (PTA) has the power to decide 
what comments harm the “glory of Islam” and this can actually be used to 
block commentary of religion based political parties and movements. 
Under this law, PTA is bound to inform the person of any content that is 
removed and the aggrieved person can approach the High Court and �ile 
an appeal against the decision of the Authority within thirty days. 
However, so far there has been an absolute lack of transparency around 

Remove or block
Glory of Islam
Integrity, security or defense of Pakistan 
Public order, decency, morality
Contempt of court 
Incitement to an offence 
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these decisions. 

Past Precedents 
One of the most famous examples of the misuse of section 37 is the 
blocking of Awami Workers Party’s of�icial website just a few days prior to 
the 2018 General Elections. No notice or reasoning was provided by the 
PTA on why the website was taken down and remains blocked to date. 
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Chapter 12
Code of Conducts and Ethics 

In addition to the laws that criminalize and restrict access to different 
kinds of expression and information, there is another set of laws that lay 
down the operational and regulatory guidelines for the general conduct of 
the press and media industry. These guidelines are largely de�ined 
through two legal instruments, the Pakistan Media Regulatory Authority 
(PEMRA) law and the Press Council of Pakistan (PCP) Act. 

PEMRA has the mandate for implementation of its Conduct for Media 
Broadcasters or Cable TV Operators. This code of conduct was issued 
in 2015 as an amendment to the Pakistan Electronic Media Regulatory 
Authority Rules, 2009. It is a legally binding set of rules that are applicable 
to all electronic media outlets licensed by PEMRA. The code of conduct 
prohibits all kinds of hate speech, speech against the state, army, 
anti-religious or disrespectful content. It places an obligation on 
electronic media to differentiate between news and opinions, and to avoid 
the spreading of unveri�ied news.

Unlike PEMRA, the PCP does not exercise its authority for implementation 
of a code of conduct. In 2002, after the enactment of the Council, the PCP 
de�ined a 17 point code of ethical conduct5. Overtime the code went 
through some changes, but as PCP has remained largely inoperational and 
ineffective, the code doesn’t have much of an impact on journalism in 
Pakistan6.

05

06

Press Council to implement 17-point ethical code of  practice. (2002). Retrieved 27 August 
2019, from  https://www.dawn.com/news/63999
This statement is only reflective of  the situation at the time of  publication of  this 
guidebook, i.e. August 2019  
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Media Matters for Democracy (MMFD) works to 
defend the freedom of expression, media, Internet, 
and communications in Pakistan. The main premise of 
our work is to push for a truly independent and 
inclusive media and cyberspace where the citizens in 
general, and journalists in speci�ic, can exercise their 
fundamental rights and professional duties safely and 
without the fear of persecution or physical harm. We 
undertake various initiatives including but not limited 
to training, policy research, advocacy, movement 
building and strategic litigation to further our 
organizational goals. We also work on acceptance and 
integration of digital media and journalism 
technologies and towards creating sustainable 
‘media-tech’ initiatives in the country. MMfD 
recognises diversity and inclusion as a core value of 
democracy and thus all our programs have a strong 
focus on fostering values and skills that enable and 
empower women, minority communities, and other 
marginalized groups.

Charahgar, a legal aid centre initiated by Media 
Matters for Democracy, aims to provide free legal 
assistance to journalists and media who have been 
targeted for exercising their right of journalistic 
expression online. Charahgar seeks to facilitate those 
who are standing up to the prevalent persecution and 
approach Courts in order to safeguard the right of free 
speech granted under Article 19 of the constitution 
and to restore democratic values. Through a network 
of lawyers deployed in the major cities throughout the 
country, we are all set to work towards our goals of 
securing the internet as a safe space for journalists 
and other media actors.


