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Manipulating Social Media
to Undermine Democracy
Governments around the world have dramatically increased their
efforts to manipulate information on social media over the past year.
The Chinese and Russian regimes pioneered the use of surreptitious
methods to distort online discussions and suppress dissent more than
a decade ago, but the practice has since gone global. Such state-led
interventions present a major threat to the notion of the internet as a
liberating technology.
Online content manipulation contributed to a seventh
consecutive year of overall decline in internet freedom,
along with a rise in disruptions to mobile internet service and increases in physical and technical attacks on
human rights defenders and independent media.

environment remained generally free, it was troubled
by a proliferation of fabricated news articles, divisive
partisan vitriol, and aggressive harassment of many
journalists, both during and after the presidential
election campaign.

Nearly half of the 65 countries assessed in Freedom
on the Net 2017 experienced declines during the
coverage period, while just 13 made gains, most of
them minor. Less than one-quarter of users reside
in countries where the internet is designated Free,
meaning there are no major obstacles to access,
onerous restrictions on content, or serious violations
of user rights in the form of unchecked surveillance or
unjust repercussions for legitimate speech.

Russia’s online efforts to influence the American
election have been well documented, but the United
States was hardly alone in this respect. Manipulation
and disinformation tactics played an important role
in elections in at least 17 other countries over the
past year, damaging citizens’ ability to choose their
leaders based on factual news and authentic debate.
Although some governments sought to support their
interests and expand their influence abroad—as
with Russia’s disinformation campaigns in the United
States and Europe—in most cases they used these
methods inside their own borders to maintain their
hold on power.

The use of “fake news,” automated “bot” accounts, and
other manipulation methods gained particular attention in the United States. While the country’s online
www.freedomhouse.org
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Venezuela, the Philippines, and Turkey were among 30
countries where governments were found to employ
armies of “opinion shapers” to spread government
views, drive particular agendas, and counter government critics on social media. The number of governments attempting to control online discussions in this
manner has risen each year since Freedom House
began systematically tracking the phenomenon in
2009. But over the last few years, the practice has
become significantly more widespread and technically
sophisticated, with bots, propaganda producers, and
fake news outlets exploiting social media and search
algorithms to ensure high visibility and seamless integration with trusted content.

algorithms behind news curation and by disabling fake
accounts that are used for antidemocratic ends.

Half of all internet shutdowns in the past
year were specific to mobile connectivity.

State censors target mobile connectivity. An increasing number of governments have shut down mobile
internet service for political or security reasons. Half
of all internet shutdowns in the past year were specific to mobile connectivity, with most others affecting
mobile and fixed-line service simultaneously. Many
of the mobile shutdowns occurred in areas populated by minority ethnic or religious groups that have
challenged the authority of the central government
or sought greater rights, such as Tibetan areas in
China and Oromo areas in Ethiopia. The actions cut
off internet access for already marginalized people
who depend on it for communication, commerce, and
education.

Unlike more direct methods of censorship, such as
website blocking or arrests for internet activity, online
content manipulation is difficult to detect. It is also
more difficult to combat, given its dispersed nature
and the sheer number of people and bots employed
for this purpose.
The effects of these rapidly spreading techniques on
democracy and civic activism are potentially devastating. The fabrication of grassroots support for government policies on social media creates a closed loop in
which the regime essentially endorses itself, leaving
independent groups and ordinary citizens on the outside. And by bolstering the false perception that most
citizens stand with them, authorities are able to justify
crackdowns on the political opposition and advance
antidemocratic changes to laws and institutions
without a proper debate. Worryingly, state-sponsored
manipulation on social media is often coupled with
broader restrictions on the news media that prevent
access to objective reporting and render societies
more susceptible to disinformation.
Successfully countering content manipulation and
restoring trust in social media—without undermining
internet and media freedom—will take time, resources, and creativity. The first steps in this effort should
include public education aimed at teaching citizens
how to detect fake or misleading news and commentary. In addition, democratic societies must strengthen regulations to ensure that political advertising is
at least as transparent online as it is offline. And tech
companies should do their part by reexamining the
2

In the absence of a comprehensive campaign to
deal with this threat, manipulation and disinformation techniques could enable modern authoritarian
regimes to expand their power and influence while
permanently eroding user confidence in online media
and the internet as a whole.

Other key trends

Freedom on the Net 2017 identified five other trends
that significantly contributed to the global decline in
internet freedom over the past year:

More governments restrict live video. As live video
streaming gained popularity over the last two years
with the emergence of platforms like Facebook Live
and Snapchat’s Live Stories, some governments have
attempted to restrict it, particularly during political
protests, by blocking live-streaming applications
and arresting people who are trying to broadcast
abuse. Considering that citizen journalists most often
stream political protests on their mobile phones,
governments in countries like Belarus have at times
disrupted mobile connectivity specifically to prevent
live-streamed images from reaching mass audiences.
Officials often justified their restrictions by noting that
live streaming can be misused to broadcast nudity
or violence, but blanket bans on these tools prevent
citizens from using them for any purpose.
Technical attacks against news outlets, opposition, and rights defenders on the rise. Cyberattacks
became more common due in part to the increased
availability of relevant technology, which is sold in a
weakly regulated market, and in part to inadequate
security practices among many of the targeted groups

Freedom House

or individuals. The relatively low cost of cyberattack
tools has enabled not only central governments, but
also local government officials and law enforcement
agencies to obtain and employ them against their
perceived foes, including those who expose corruption and abuse. Independent blogs and news websites
are increasingly being taken down through distributed denial-of-service (DDoS) attacks, activists’ social
media accounts are being disabled or hijacked, and
opposition politicians and human rights defenders
are being subjected to surveillance through the illegal
hacking of their phones and computers. In many cases, such as in Bahrain, Azerbaijan, Mexico, and China,
independent forensic analysts have concluded that
the government was behind these attacks.
New restrictions on virtual private networks (VPNs).
Although VPNs are used for diverse functions—including by companies to enable employees to access
corporate files remotely and securely—they are often
employed in authoritarian countries as a means of bypassing internet censorship and accessing websites
that are otherwise blocked. This has made VPNs a
target for government censors, with 14 countries now
restricting the connections in some form and with six
countries introducing new restrictions over the past
year. The Chinese government, for example, issued
regulations that required registration of “approved
VPNs,” which are presumably more compliant with
government requests, and has moved to block some
of the unregistered services.
Physical attacks against netizens and online journalists expand dramatically. The number of countries
that featured physical reprisals for online speech
increased by 50 percent over the past year—from
20 to 30 of the countries assessed. Online journalists and bloggers who wrote on sensitive topics
and individuals who criticized or mocked prevailing
religious beliefs were the most frequent targets.
In eight countries, people were murdered for their
online expression. In Jordan, for example, a Christian
cartoonist was shot dead after publishing an online
cartoon that lampooned Islamist militants’ vision of
heaven, while in Myanmar, an investigative journalist
was murdered after posting notes on Facebook that
alleged corruption.
Several of the practices described above are clearly
outside the bounds of the law, signaling a departure
from the trend observed in previous years, when
governments rushed to pass new laws that regulated internet activity and codified censorship tactics.
www.freedomhouse.org

GLOBAL INTERNET POPULATION
BY 2017 FOTN STATUS

FOTN assesses 87 percent of the world’s
internet user population.
Not Free

36%

Not Assessed

13%

Partly Free

28%

Free

23%

FREE
PARTLY FREE
NOT FREE
NOT ASSESSED

Online manipulation and disinformation
tactics played an important role in
elections in the United States and
at least 17 other countries.
For instance, spreading fake news and smearing
individuals’ public image are often criminal offenses
in countries where the government employs those
tactics against its critics. Similarly, in a number of
countries where the government is apparently behind
cyberattacks affecting the human rights community,
newly passed cybersecurity laws actually prohibit
such activity. Even in cases of mobile shutdowns,
most countries do not have specific laws authorizing
the disruptions. It appears that in many countries, the
internet regulations imposed in recent years apply
only to civilians in practice, and government officials
are able to disregard them with impunity.
3

FREEDOM
ON THE NET
2017

Manipulating Social Media to Undermine Democracy

2017 FREEDOM ON THE NET IMPROVEMENTS AND DECLINES
— Improved
— Declined
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Internet freedom
declined in 32
countries, while only
13 made gains, most of
the gains minor.
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Tracking the global decline

Freedom on the Net is a comprehensive study of internet freedom in 65 countries around the globe, covering 87 percent of the world’s internet users. It tracks
improvements and declines in government policies and
practices each year. The countries included in the study
are selected to represent diverse geographical regions
and regime types. This report, the seventh in its series,
focuses on developments that occurred between
June 2016 and May 2017, although some more recent
events are included in individual country narratives.
More than 70 researchers, nearly all based in the countries they analyze, contributed to the project by examining laws and practices relevant to the internet, testing
the accessibility of select websites and services, and
interviewing a wide range of sources.
Of the 65 countries assessed, 32 have been on an
overall decline since June 2016. The biggest declines
took place in Ukraine, Egypt, and Turkey. In Ukraine,
the government blocked major Russian-owned platforms, including the country’s most widely used social
network (VKontakte) and search engine (Yandex), on
national security grounds. Meanwhile, violent reprisals
for online activity escalated in the country, with one
prominent online journalist killed in a car bombing.
In Egypt, the authorities blocked over 100 websites,
including that of the Qatar-based news network Al-Jazeera, the independent news site Mada Masr, and
the blogging platform Medium. Social media users received lengthy prison sentences for a range of alleged
offenses, including insulting the country’s president.
And in Turkey, thousands of smartphone owners were
arrested simply for having downloaded the encrypted communication app ByLock, which was available
publicly through Apple and Google app stores, amid
allegations that the app was used by those involved in
the failed July 2016 coup attempt.
China was the worst abuser of internet freedom for
the third consecutive year. The Chinese government’s
crackdown intensified in advance of the Communist
Party’s 19th National Congress in October 2017,
which ushered in Xi Jinping’s second five-year term
as general secretary. The year’s restrictions included
official orders to delete all online references to a newly discovered species of beetle named after Xi, which
the censors reportedly found offensive given the
beetle’s predatory nature. Meanwhile, the authorities
further eroded user privacy through a new cybersecurity law that strengthened internet companies’
obligation to register users under their real names and
www.freedomhouse.org

assist security agencies with investigations. Domestic
companies are implementing the measures as part
of a gradual move toward a unified “social credit”
system—assigning people numerical scores based
on their internet usage patterns, much like a financial
credit score—that could ultimately make access to
government and financial services dependent on
one’s online behavior. The cybersecurity law also
requires foreign companies to store data on Chinese
users within China by 2018, and many—including
Uber, Evernote, LinkedIn, Apple, and AirBnb—have
started to comply.

In Turkey, thousands were arrested
for downloads of an encrypted
communication app allegedly
used by coup plotters.
Government critics received sentences of up to 11
years in prison for publishing articles on overseas
websites. While such penalties are documented year
after year, the July 2017 death of democracy advocate
Liu Xiaobo from liver cancer while in custody was
a stark reminder of the immense personal toll they
may take on those incarcerated. Liu, a Nobel Peace
Prize winner, had been in prison since a prodemocracy manifesto he coauthored was circulated online
in 2009. News of his passing sparked a new wave of
support—and censorship.
The internet freedom status of Venezuela and Armenia was downgraded. Venezuela went from Partly Free
to Not Free amid a broader crackdown on political
rights and civil liberties following President Nicolás
Maduro’s May 2016 declaration of a “state of exception
and economic emergency,” which was renewed in May
2017. The government blocked a handful of sites that
provided live coverage of antigovernment protests,
claiming the sites were “instigating war.” Armed gangs
physically attacked citizen and online journalists who
tried to document antigovernment protests, while the
political opposition and independent outlets experienced an unprecedented wave of cyberattacks, effectively taking their sites offline for periods of time and
disabling their accounts. In Armenia, which dropped
from Free to Partly Free, the police attacked and
obstructed journalists and netizens who were trying
to live stream antigovernment protests. Thousands of
people demonstrated in response to the police’s mis5
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DISTRIBUTION OF GLOBAL INTERNET USERS BY COUNTRY AND FOTN STATUS
The 65 countries covered in Freedom on the Net represent 87 percent of the world’s internet user population.
Over 1.2 billion internet users, or forty percent of global users, live in three countries — China, India, and the
United States — that span the spectrum of internet freedom environments, from Free to Not Free.
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handling of a hostage situation, during which officials
temporarily restricted access to Facebook.
The United States also experienced an internet
freedom decline. While the online environment in the
United States remained vibrant and diverse, the prevalence of disinformation and hyperpartisan content
had a significant impact. Proliferation of “fake news”—
particularly on social media—peaked in the run-up
to the November 2016 presidential election, but it
continues to be a concern. Journalists who challenge
Donald Trump’s positions have faced egregious online
harassment.
Among other developments, after Trump assumed
office as president in January 2017, U.S. Customs and
Border Protection agents in March asked Twitter to reveal the owner of an account that objected to Trump’s
immigration policy, and backed off only after the company fought the request in court. Even more worrying
was a government request in July 2017 to compel
internet hosting company DreamHost to hand over all
the internet protocol addresses of users who visited
disruptj20.org, a website that helped coordinate Trump
inauguration protests; this request was narrowed only
after a legal challenge from DreamHost. Meanwhile,
the new chairman of the Federal Communications
Commission announced a plan in April to roll back net
neutrality protections adopted in 2015.
Only 13 countries earned an improvement in their
internet freedom score. In most cases, the gains
were limited and did not reflect a broad shift in policy.
In Libya, for example, several news websites were
unblocked, and unlike in previous years, no users were
imprisoned for their online activity. In Bangladesh,
there was no repetition of the government’s temporary 2015 blocking of popular apps like Facebook,
WhatsApp, and Viber amid security concerns following the confirmation of death sentences against two
Islamist leaders. And Uzbekistan, one of the most
restrictive states assessed, improved slightly after the
introduction of a new e-government platform designed to channel public grievances, which prompted
greater citizen engagement.

www.freedomhouse.org

Global internet user stats

3.4 billion

Nearly
have access to the internet.

people

According to Freedom House estimates:

63%

live in countries where ICT
users were arrested or imprisoned for
posting content on political, social, and
religious issues.

62%

live in countries where individuals have been attacked or killed for their
online activities since June 2016.

52%

live in countries where social
media or messaging apps were blocked
over the past year.

47%

live in countries where online
discussion of LGBTI issues can be repressed or punished.

43%

live under governments
which disconnected internet or mobile
phone access, often for political reasons.

42%

live in countries where the
government employs armies of "opinion
shapers" to spread government views and
counter critics on social media.
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Major Developments
Bots and fake news add a new sophistication
to manipulation online
Repressive regimes have long sought to control the
flow of information within their territories, a task
rendered more difficult by the advent of the internet.
When punitive laws, online censorship, and other
restrictive tactics prove inadequate and comprehensive crackdowns are untenable, more governments
are mass producing their own content to distort the
digital landscape in their favor. Freedom House first
tracked the use of paid progovernment commentators
in 2009, but more governments are now employing
an array of sophisticated manipulation tactics, which
often serve to reinforce one another. Authoritarians
have effectively taken up the same tools that many
grassroots democratic activists used to disrupt the
state media narrative, and repurposed them to advance an antidemocratic agenda.

Paid progovernment commentators were
found in 30 of the 65 countries surveyed
in this study, a new high.
The Russian government’s attempted use of bots and
fake news to sway elections in the United States and
Western Europe has brought new attention to the
issue of content manipulation. But in many countries,
these tactics are used not by foreign powers, but by
incumbent governments and political parties seeking
to perpetuate their rule.

Progovernment commentators feign
grassroots support
Progovernment commentators were found in 30 of the
65 countries surveyed in this study, up from 23 in the
2016 edition and a new high. In these countries, there
are credible reports that the government employs staff
or pays contractors to manipulate online discussions
without making the sponsored nature of the content
explicit. The evidence has been collected largely
through investigative reporting, leaked government
documents, and academic research. The manipulation
8

has three principal aims: (1) feigning grassroots support for the government (also known as “astroturfing”),
(2) smearing government opponents, and (3) moving
online conversations away from controversial topics.
The progovernment commentators tasked with achieving these goals come in many forms.
In the most repressive countries, members of the
government bureaucracy or security forces are directly
employed to manipulate political conversations. For
example, Sudan’s so-called cyber jihadists—a unit
within the National Intelligence and Security Service—
created fake accounts to infiltrate popular groups on
Facebook and WhatsApp, fabricate support for government policies, and denounce critical journalists. A
government propagandist in Vietnam has also acknowledged operating a team of hundreds of “public opinion
shapers” to monitor and direct online discussions on
everything from foreign policy to land rights.
In other cases, online manipulation is outsourced to the
ruling party apparatus, political consultancies, and public relations firms. Investigative reporting has exposed
the role of the Internet Research Agency, a Russian
“troll farm” reportedly financed by a businessman with
close ties to President Vladimir Putin. In the Philippines,
news reports citing former members of a “keyboard
army” said they could earn $10 per day operating fake
social media accounts that supported Rodrigo Duterte or attacked his detractors in the run-up to his May
2016 election as president; many have remained active
under his administration, amplifying the impression of
widespread support for his brutal crackdown on the
drug trade. In Turkey, numerous reports have referred to
an organization of “AK Troller,” or “White Trolls,” named
after the ruling Justice and Development Party, whose
Turkish acronym AK also means “white” or “clean.” Some
6,000 people have allegedly been enlisted by the party
to manipulate discussions, drive particular agendas, and
counter government opponents on social media. Journalists and scholars who are critical of the government
have faced orchestrated harassment on Twitter, often by
dozens or even hundreds of users.

Freedom House

Over the years, governments have found new methods of crowdsourcing manipulation to achieve a
greater impact and avoid direct responsibility. As a
result, it can be hard to distinguish propaganda from
actual grassroots nationalism, even for seasoned
observers. For example, the government in China has
long enlisted state employees to shape online discussions, but they are now just a small component of a
larger ecosystem that incorporates volunteers from
the ruling party’s youth apparatus as well as ordinary
citizens known as “ziganwu.” In official documents,
the Communist Youth League described “online
civilization volunteers” as people using “keyboards
as weapons” to “defend the online homeland” in the
ongoing “internet war.”
In at least eight countries, politicians encouraged
or even incentivized followers to report “unpatriotic
content,” harass “enemies of the state,” or flood social
media with comments hailing government policies—
often working hand-in-hand with paid commentators
and propagandists. A senior police official in Thailand
invited citizens to serve as the eyes and ears of the
state after the 2014 military coup, awarding $15 to
those who report users for opposing the military
government. Separately, over 100,000 students have
been trained as “cyber scouts” to monitor and report
online behavior deemed to threaten national security,
while supporters of the regime wage witch hunts on
Facebook, identifying and reporting other users who
break strict laws against criticizing the monarchy.
In Ecuador, then president Rafael Correa launched
a website that sent supporters a notification whenever a social media user criticized the government,
allowing progovernment commentators to collectively
target political dissidents.

Bots drown out activists with nonsense
and hate speech

In addition to human commentators, both state and
nonstate actors are increasingly creating automated
accounts on social media to manipulate online discussions. In at least 20 countries, characteristic patterns of online activity suggested the coordinated use
of such “bots” to influence political discourse. Thousands of fake names and profiles can be deployed
with the click of a mouse, algorithmically programmed
to focus on certain critical voices or keywords. They
are capable of drowning out dissent and disrupting
attempts to mobilize collective action online.

web traffic in 2016. Many of them conduct automated
tasks for commercial purposes. For example, bots now
play a vital role in monitoring the health of websites,
ordering products online, and pushing new content
from desktop websites to mobile apps. These “good
bots” are identifiable and operated by many of the
largest technology companies, including Amazon,
Facebook, Google, and Microsoft. Malicious bots,
however, are unidentifiable by design and have made
up the majority of bot activity since 2013. They can
be used for hacking, spamming, stealing content, and
impersonating humans in public discussions.
Studies have demonstrated the difficulty of detecting bots through any single criterion. On Twitter, bot
accounts characteristically tweet frequently, retweet
one another, and disseminate links to external content more often than human-operated accounts. Bots
are also used in a transnational industry of artificial
“likes” and followers. For example, a review of President Donald Trump’s Twitter followers by Newsweek in
May determined that only 51 percent of his 30 million
followers were real.
In some cases, malicious bots have been deployed in
governments’ information wars against foreign adver-

PREVALENCE OF MANIPULATION TACTICS IN 65 COUNTRIES

FOTN countries 65
Progovernment media 33
Paid progovernment commentators 30
Political bots 20
Fake news around elections 16
Hijacked accounts 10

According to estimates by cloud services provider
Imperva Incapsula, bots made up 51.2 percent of all
www.freedomhouse.org
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MANIPULATION TACTICS, BY COUNTRY
Types of disinformation tactics

l – Political bots
l – Fake news around elections
l – Hijacked accounts

l –Paid progovernment commentators
l – Progovernment media and propaganda
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Disinformation tactics
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l  54 Libya
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Tunisia
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Venezuela
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Vietnam

41
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56
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Disinformation Glossary
• Paid progovernment commentators: Credible
reports that the government employs staff or
pays contractors to manipulate political discussions online without making the sponsored
nature of the content explicit.
• Political bots: Automated, fake accounts on
social media used in coordination to amplify
certain political messages.
• Hijacked accounts: Documented instances of
progovernment hackers taking over critics’ social media accounts and opposition news sites

saries and domestic opponents.

to spread disinformation.
• Fake news around elections: Intentionally false
information engineered to resemble legitimate
news, garner maximum attention, and influence
voters.
• Progovernment media and propaganda: Online
media landscape warped by frequent bribes,
politicized editorial directives, or ownership
takeovers by government-affiliated entities and
individuals to influence political reporting.

disinformation. In the Middle East, the alleged hacking
of a Qatari state news site to post pro-Iranian state-

In Mexico, an estimated 75,000 automated accounts
known colloquially as Peñabots have been employed
to overwhelm political opposition on Twitter. When
a new hashtag emerges to raise awareness about a
protest or corruption scandal, government backers
employ two methods to game the system in favor of
President Enrique Peña Nieto. In one method, the
bots promote alternative hashtags that push the
originals off the top-10 list. In another method known
as “hashtag poisoning,” the bots flood the antigovernment hashtags with irrelevant posts in order to bury
any useful information. Hashtag poisoning can have
real-world consequences: Unable to access maps
of police activity and safe exit routes, many peaceful
protesters in Mexico were unable to flee danger zones
and instead faced excessive force by the police.
Bots can also be used to smear regime opponents and
promote sectarianism. In Bahrain, for example, where
much of the Shiite majority has demanded political
reform from the repressive Sunni monarchy, a researcher found that just over half of all tweets on the hashtag
#Bahrain in a given time period consisted of anti-Shiite
hate speech. Tweets featuring nearly identical language
accused a prominent Shiite cleric of inciting violence
against state security forces. This bot army has been
mobilized in online conversations about Saudi Arabia,
Yemen, and Iran, always denigrating Shiite Muslims.

ments attributed to high-level Qatari officials sparked
an international incident. Although Qatar denied the
veracity of the stories, a regional coalition led by Saudi
Arabia responded with a blockade that included the
obstruction of dozens of Qatari-linked news sites.
Amid the hysteria, authorities in Egypt also blocked
the websites of dozens of independent news outlets
and human rights organizations.

In Mexico, an estimated 75,000
automated accounts known colloquially
as Peñabots have been employed to
overwhelm political opposition on Twitter.
While Qatar’s hacking allegations have yet to be independently confirmed, it would not be an isolated case.
On the eve of Belarus’s “Freedom Day” demonstration,
an opposition leader and protest organizer’s Facebook
account was hacked in order to post fake comments
discouraging people from attending the event. In
Turkey, hackers have taken over the accounts of
prominent journalists and activists so as to publish
fake apologies in which the victims express regret for
criticizing the government. Access Now reported that

Hijacked accounts spread disinformation

in Venezuela, Myanmar, and Bahrain, hackers spread

In at least ten countries, hackers with suspected
links to the government or ruling party hijacked social
media accounts and news sites in order to spread

gaining access to a verified account, changing the

www.freedomhouse.org

disinformation through “DoubleSwitch” attacks. After
recovery email address, and altering the account
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handle, the hackers created a new account under the
victim’s name and original handle, then disseminated
content from both accounts.

In at least nine countries, hackers with
suspected links to the government
or ruling party hijacked social media
accounts and news sites to spread
disinformation.
These incidents underline the role of poor cybersecurity in online manipulation. Many hackers exploit
weaknesses in SMS-based two-factor authentication
for social media accounts, particularly if the victim resides in a country where state-sponsored hackers may
collude with state-run telecommunications companies.
International tech firms have made improvements in
monitoring for state-sponsored attacks, although the
repeated theft or leaking of customers’ personal data
by cybercriminals can provide progovernment hackers
with much of the confidential material they need to
clear even the strongest identification hurdles.

Fake news proliferates in a new media
environment
The “democratization” of content production and the
centralization of online distribution channels like
Twitter and Facebook has shaken up the media industry, and one unintended consequence has been the
proliferation of fake news—intentionally false information that has been engineered to resemble legitimate
news and garner maximum attention. Fake news has
existed since the dawn of the printing press. However,
its purveyors have recently developed sophisticated
ways—such as gaming the algorithms of social media
and search engines—to reach large audiences and
mislead news consumers.
Social media are increasingly used as a primary
source of news and information, but users’ inability
to distinguish between genuine news and lucrative
or politically motivated frauds seriously reduces their
value and utility. Although there is little information
publicly available regarding the algorithms of Facebook, Google, Twitter, and other information gatekeepers, they have tended to promote viral or provocative
articles that generate clicks, regardless of the veracity
12

of their content. Just as upstart media organizations
like BuzzFeed tailored the titles of real articles to
suit Facebook’s NewsFeed, enterprising Macedonian
teenagers crafted click-bait headlines for fake articles
in advance of the November 2016 U.S. elections,
profiting immensely from Google Ads placed on their
sites. Such illegitimate news content appeared on social media platforms alongside articles from legitimate
outlets, with no obvious distinction between the two.
Freedom House documented prominent examples of
fake news around elections or referendums in at least
16 of the 65 countries assessed. Government agents
in Venezuela regularly used manipulated footage to
disseminate lies about opposition protesters on social
media, creating confusion and undermining the credibility of the opposition movement ahead of elections. In
Kenya, users readily shared fake news articles and videos bearing the logos of generally trusted outlets such
as CNN, the BBC, and NTV Kenya on social media and
messaging apps in advance of the August 2017 election.
While fake news sites are not new, they are being used
with increasing sophistication for political purposes.
Progovernment actors in Iran have long created sites
like persianbbc.ir to mimic the look of the authentic
bbcpersian.com, filling them with conspiracy theories
and anti-Western propaganda. More recently, Iranian
hacker groups have established websites with names
like BritishNews and AssadCrimes as part of more elaborate social-engineering schemes. The latter contained
articles lifted from a Syrian opposition blog and was
falsely registered under the name of a prominent opposition activist. Hackers created email addresses and
social media profiles linking to the fake publications
in order to communicate with government opponents
and human rights defenders and map out their social
networks. Once trust was established, the hackers targeted victims with so-called remote access trojan (RAT)
programs and gained access to their devices.

Progovernment news and propaganda

The line between real news and propaganda is often
difficult to discern, particularly in hyperpartisan environments where each side accuses the other of distorting
facts. Societies with strong respect for media freedom
and free speech allow citizens to consult a diverse
range of news sources and develop an informed understanding of events. However, in over half of the countries included in the report, the online media landscape
is warped by frequent bribes, politicized editorial directives, or ownership takeovers by government-affiliated
entities and individuals—all of which Freedom House

Freedom House

Manipulation Armies,
by the Numbers

$10

Amount a member of the
Philippines’ “keyboard
army” can earn per day
for praising President
Rodrigo Duterte

6,000

Trolls enlisted by Turkey’s
ruling AK Party to manipulate online discussions

30,000

Fake accounts removed
from Facebook ahead of
the 2017 French elections

75,000

Automated accounts
in Mexico, known colloquially as “Peñabots,”
employed to overwhelm
political opposition on
Twitter

120,000

Thai students trained as
“cyber scouts” to monitor
and report online behavior deemed threatening
to national security

$400,000
Monthly budget of Russia’s Internet Research
Agency or “troll farm”

www.freedomhouse.org

has observed for many years in such countries’ print and
broadcast sectors. The result is often an environment in
which all major news outlets toe the government line.
In Azerbaijan, media pluralism has been undermined
by restrictions on foreign funding that leave media
outlets dependent on the state-controlled domestic
advertising market. In Hungary, Turkey, and Russia,
the government or oligarchs with strong links to the
ruling party have purchased numerous online outlets,
dismissed critical journalists, and quickly altered the
sites’ editorial stance.
Some of the most prominent purveyors of state propaganda are governments that claim to be combating
disinformation. In Cuba, where laws criminalize the
dissemination of “enemy propaganda” and “unauthorized news,” online media have long been dominated
by state-run outlets and progovernment bloggers who
defend the actions of the leadership and its foreign
allies. The constitution prohibits private ownership
of media outlets and allows freedom of speech and
freedom of the press only if they “conform to the aims
of a socialist society.”

Governments in at least 14 countries
actually restricted internet freedom
in a bid to address various forms
of content manipulation.
But in few places was the hypocritical link between
state propaganda and legal restrictions on the media
stronger than in Russia. Bloggers who obtain more
than 3,000 daily visitors must register their personal
details with the Russian government and abide by the
law regulating mass media. Search engines and news
aggregators were banned from including stories from
unregistered outlets under a new law that took effect
in January 2017. Foreign social media platforms have
been pressured to move their servers within the country’s borders to facilitate state control, while key local
platforms have been purchased by Kremlin allies.

Diverse responses to manipulation

In a troubling trend, governments in at least 14
countries actually restricted internet freedom in a bid
to address various forms of content manipulation.
In Ukraine, one of the first countries to experience
Russia’s modern information warfare, Russian agents
have operated fake Ukrainian news sites and flooded
13
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social media with invented reports on Crimea’s desire
to be part of Russia, Ukrainian citizens’ rejection of the
European Union, and other stories that promote the
Kremlin’s narrative. In response, Ukrainian authorities have blocked a number of Russia-based social
media platforms and search engines, joining a list of
countries including China and Iran that have ordered
extended bans on prominent social media services.
The affected sites—Odnoklassniki, VKontakte, Yandex,
and Mail.ru—were widely used by Ukrainians.
Several democratic countries are debating the appropriate response to the fake news phenomenon and,
more broadly, the responsibility of intermediaries such
as Google, Facebook, and Twitter to remove fraudulent
or illegal content. Germany’s Social Media Enforcement Law, passed in June 2017, obliges companies
to take down content that is flagged as illegal in a
process that lacks judicial oversight. The law is deeply
problematic and may create incentives for social
media companies to preemptively delete any controversial content, including legitimate speech, in order
to avoid fines of up to €50 million. With similar moves
proposed in Italy and the Philippines, the German law
may set an unfortunate example for both democratic and repressive governments on how to use legal
pressure to ensure that companies comply with local
demands for censorship.
More broadly, it will take considerable time, resources, and creativity to successfully combat content
manipulation and restore trust in social media in a
manner that does not undermine internet and media
freedom. Already, increased public awareness has
resulted in pressure on internet companies to redouble their efforts to remove automated accounts and
flag fake or misleading news posts. Some 30,000 fake
accounts were removed from Facebook ahead of the
2017 French elections, while Google altered its search
rankings to promote trusted news outlets over dubious ones. Twitter also announced that it will do more
to detect and suspend accounts used for the primary
purpose of manipulating trending topics.
But social media platforms and search engines are
only part of the puzzle. Organizations such as First
Draft News and Bellingcat provide professional and
citizen journalists alike with the tools needed to verify
user-generated content, monitor manipulation campaigns, and debunk fake news. More must be done
to provide local, tailored solutions to the problem of
manipulation in different countries. This is particularly the case in settings where many people get their
www.freedomhouse.org

news from messaging platforms like WhatsApp and
Telegram, which makes false information even more
difficult to detect.

State censors target
mobile connectivity
Network shutdowns—defined by Freedom House as
intentional restrictions on connectivity for fixed-line
internet networks, mobile data networks, or both—
have occurred in a growing number of countries
in recent years. In the 2017 edition, 19 out of 65
countries tracked by Freedom on the Net had at least
one network shutdown during the coverage period, up
from 13 countries in the 2016 edition and 7 countries
in the 2015 edition. Over the past year, authorities
have often invoked national security and public safety
to shut down communication networks, but in reality
the pretexts have ranged from armed conflict and social unrest to peaceful protests, elections, and online
“rumors” that could supposedly cause internal strife.
Authorities are increasingly targeting mobile service
as opposed to fixed-line networks. During this report’s
coverage period, mobile-only disruptions were reported in 10 out of 19 countries with reported shutdowns,
while incidents in most remaining countries affected
mobile and fixed-line networks simultaneously. Shutdowns targeting fixed-line internet only were documented in just two countries, and they were attributed
to authorities conducting tests of their ability to
impose broader shutdowns in the future.

19 out of 65 countries tracked by
Freedom on the Net had at least
one network shutdown.
There are several reasons why governments may be
singling out mobile connectivity. For one, mobile internet use has become the predominant mode of internet access around the world, with global traffic from
mobile networks surpassing fixed-line internet traffic
for the first time in late 2016. In many developing
countries, the majority of internet users access the
web from their mobile devices due to the increasing
affordability of mobile data subscriptions and devices
compared with fixed-line subscriptions. In addition,
fixed-line and Wi-Fi connections are tied to specific
locations or infrastructure, while mobile connections
enable users to connect wherever they can get a sig15
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SHUTDOWNS ARE GOING MOBILE

Countries
targeting mobile
networks in
at least one
shutdown
incident

Ten out of 19 countries specifically targeted mobile
networks this year. Some countries, such as India,
experienced numerous shutdown incidents that
targeted either mobile, fixed, or both networks.

20

15
Number of Countries

Countries
evidencing
at least one
shutdown
incident (fixed
and/or mobile
networks)

10

5

2015

2016

2017

nal, giving a mobile shutdown greater impact.
Mobile networks are also being targeted due to the
ease with which people can use mobile devices to
communicate and organize on the move and in real
time, a feature that is appealing to peaceful protesters
and violent terrorists alike. Targeted mobile shutdowns
also leave fixed-line networks accessible for businesses
and government institutions, which can help blunt the
negative economic impact of the restrictions.

Mobile shutdowns cut off
marginalized communities
In a troubling new trend, the authorities in at least 10
countries deliberately disrupted mobile connectivity
in specific regions, often targeting persecuted ethnic
and religious groups. In China, for example, Tibetan
and Uighur communities have faced regular mobile
shutdowns for years, most recently in a Tibetan area
of Sichuan Province where officials sought to prevent
the spread of news about a Tibetan monk’s self-immolation to protest government repression. In Ethiopia,
the government shut down mobile networks for nearly
two months as part of a state of emergency declared
in October 2016 amid large-scale antigovernment
16

demonstrations by the disenfranchised Oromo and
Amhara populations.
For many of the communities affected by such localized shutdowns, mobile service is the only affordable
or available option for internet connectivity due to
underdeveloped fixed-line infrastructure in remote
regions. Consequently, the shutdowns can effectively silence a specific community, not only minimizing
their ability to call attention to their political and social grievances, but also diminishing their economic
development and educational opportunities.
In addition to their growing frequency, the shutdowns
initiated over the past year have been longer in duration, with at least three countries—Lebanon, Bahrain,
and Pakistan—experiencing regional shutdowns that
lasted more than one year. In Lebanon, 160,000 residents of the northeastern border town of Arsal, many
of whom are Syrian refugees, have been completely
cut off from mobile internet for over two years as a
security measure amid frequent clashes between
the military and extremist militants. Since June 2016,
Bahraini authorities have required telecom companies to disable mobile and fixed-line connections
during nightly curfews in the town of Duraz, where
supporters of a prominent Shiite cleric were protesting persecution by the Sunni monarchy.

Service disruptions coincide
with elections, special events
Mobile shutdowns have also been deployed to stifle
opposition groups during contentious elections periods. During Zambia’s August 2016 presidential election,
mobile broadband networks were reportedly disrupted
for up to 72 hours in opposition-held regions following
protests by opposition supporters who accused the
electoral commission of fraud. Similarly in the Gambia,
networks were shut down on the eve of a presidential
election in December 2016, though in a surprise victory
for democracy, the tactic failed to secure the reelection
of authoritarian incumbent Yahya Jammeh, who had
been in power for nearly 22 years.
Some governments restricted mobile communications
during large events out of concern that they could
be used to harm public security. In the past year, the
authorities in at least three cities in the Philippines
directed telecom providers to shut down mobile networks during public festivals and parades; Philippine
officials had previously restricted mobile connectivity
during the pope’s visit in 2015. Though the shutdown

Freedom House

directives were all narrow in scope and duration and
communicated to the public, the repeated events have
helped normalize shutdowns as a legitimate government measure, despite their disproportionate nature
and profound effect on freedom of expression.

App restrictions and price increases
curb mobile access

Indirect methods of control over mobile connectivity
typically receive less attention than network shutdowns, but they can have the same effect of disrupting essential communications. In keeping with a trend
highlighted in Freedom on the Net 2016, popular
mobile-specific apps were repeatedly singled out for
restrictions during the past year. WhatsApp remained
the most targeted communication tool, experiencing
disruptions in 12 of the 65 countries assessed. In
Turkey, for example, the authorities regularly throttled
traffic for WhatsApp to render it virtually inaccessible
during politically charged events, while officials in
Zimbabwe blocked it for several hours during large
antigovernment protests.
Artificial regulation of mobile data prices was also used
to indirectly restrict access. After WhatsApp was unblocked in Zimbabwe, the government reportedly hiked
the cost of mobile data plans by 500 percent to limit
further civic organizing. When mobile networks are not
shut down altogether in India’s restive state of Jammu
and Kashmir, the authorities often suspend pay-asyou-go mobile data plans, which most acutely affects
low-income residents who cannot afford subscriptions.

and social media platforms. Often this allows them to
bypass regulations specific to traditional broadcasters, and to reach new audiences.
People stream all sorts of things, from cultural events
to everyday interactions. But live video is an important
tool for documenting state abuse. In Armenia, digital
journalist Davit Harutyunyan reported that police officers assaulted him and broke his equipment to stop
him from sharing live footage of police attacking other
journalists as they covered antigovernment demonstrations. Even in democracies such as the United
States, live-streaming tools have become critical to
social justice causes. In one case, live video broadcast
on social media by the girlfriend of black motorist
Philando Castile after he was fatally shot by police in
Minnesota in July 2016 helped bring the incident to
nationwide prominence.

After WhatsApp was unblocked in
Zimbabwe, the government reportedly
hiked the cost of mobile data plans
by 500 percent.

Internet users faced restrictions or attacks for streaming live video in at least nine countries. Live broadcasting tools and channels were subject to blocking,
and several people were detained to halt real-time
coverage of antigovernment demonstrations.

Journalists have embraced live streaming, and it has
developed into an accessible alternative to broadcast
television channels, especially in countries whose traditional media outlets do not tell the full story. Before
May 2017 elections in Iran, reformist figures who supported President Hassan Rouhani’s quest for a second
term used Instagram Live to cover campaign events
and nightly programs despite being sidelined by the
state broadcaster IRIB, which has a virtual monopoly
on traditional broadcast media. In a testament to the
success of this strategy, the protocol that allows Instagram users to stream video was briefly blocked, and
when it became accessible again, the hard-line candidate Ebrahim Raisi embraced the platform as well.

Streaming video in real time has become more widely
popular since the launch of a now-defunct mobile
app, Meerkat, in early 2015. Many apps have since
added live-streaming features, and deliver content to
large global networks. The ability to stream live content directly from a mobile device without the need
for elaborate equipment or a distribution strategy has
made the technology more accessible. Dedicated
news outlets and other content producers also continue to stream live content from their own websites,
and some are now doing so in conjunction with apps

Government censors have had to adapt to the trend.
In Bahrain, the information ministry banned news
websites from streaming live video altogether in July
2016. Others, like Iran when it blocked Instagram,
used more ad hoc methods to disrupt live streaming
when it was already in progress. Venezuelan regulators ordered service providers to block three websites
that broadcast live as tens of thousands of protesters
marched against President Maduro in April 2017.
In June, live coverage of anticorruption protests in
Russia was interrupted when the electricity supply

Governments restrict live
video, especially during protests

www.freedomhouse.org
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to the office of opposition leader Aleksey Navalny
was intentionally cut off, leaving his YouTube channel
Navalny Live without light and sound.
The public use of smartphones to document events
in real time turned ordinary internet users into citizen
journalists—and easy targets for law enforcement
officials. At least two video bloggers were arrested
and a third was fined for broadcasting antigovernment
Freedom Day protests in Belarus; local colleagues
observed that they lack the institutional support and
legal protections of their professional counterparts.
Yet a Belarusian animal rights worker was fined in a
separate case because a court found that her live
video from a rescue shelter violated a law governing
mass media broadcasts.

China, Iran, and Syria consistently
produce the most pervasive attacks by
state-affiliated actors, but the weakly
regulated market for military-grade cyber
tools has lowered the financial bar for
engaging in such activity.
Live streaming has earned notoriety for enabling
users to broadcast nudity, drug use, or even violence.
Some countries restricted real-time broadcasts to
curb obscenity, but the effects extended to journalism
and digital activism. Singaporean streaming app Bigo
Live was shuttered for a month in Indonesia until it
brokered a deal with the government to limit streaming activity that violates Indonesia’s broad bans on obscene or otherwise “negative” content. And in China,
police in southern Guangdong Province shut down
hundreds of live-streaming channels during a purge
of pornography and other illegal content—a category
that includes banned news and commentary.

Cyberattacks hit news outlets,
opposition, and rights defenders
A wave of extraordinary cyberattacks caused significant disruptions and data breaches over the past
year. Millions of unsecured “internet of things” devices
like online baby monitors and coffee machines were
hijacked and used to strike the Domain Name System
provider Dyn with DDoS attacks, resulting in outages
18

at some of the web’s most popular platforms. Showcasing increasingly bold political motivations, hackers
also infiltrated the servers of the U.S. Democratic National Committee in 2016 and the campaign of French
presidential candidate Emmanuel Macron in 2017.
While these intrusions made headlines, similar attacks
have hit human rights defenders, opposition members,
and media outlets around the world at a higher rate
than ever before, often with the complicity of their own
governments. Technical attacks against government
critics were documented in 34 of the 65 countries
assessed, up from 25 in the 2016 edition. Rather than
protecting vulnerable users, numerous governments
took additional steps to restrict encryption, which
further exposed their citizens to cyberattacks.
Security vulnerabilities present government-affiliated
entities with an opportunity to intimidate critics and
censor dissent online while avoiding responsibility for
their actions. It is often difficult to identify with certainty those responsible for anonymous cyberattacks,
including when suspicions of government involvement
are high. The likes of China, Iran, and Syria consistently
produce the most pervasive attacks by state-affiliated
actors, but the dynamic and weakly regulated market
for military-grade cyber tools has lowered the financial
bar for engaging in such activity. Even local law enforcement agencies can now persecute their perceived foes
with limited oversight. In fact, technical attacks currently represent the second most common form of internet
control assessed by Freedom House, behind arrests of
users for political or social content.
Activists and media outlets often have only minimal
defenses against technical attacks, which can result
in censorship, surveillance, content manipulation, and
intimidation. Many attacks still go unreported, especially when there are no clear channels to document
such incidents, or when the victims fear reprisals for
speaking out.

Independent websites are
temporarily disabled

Activists and media outlets in at least 18 countries
reported service interruptions caused by cyberattacks—especially DDoS attacks, in which simultaneous requests from many computers overwhelm and
disable a website or system. These types of attacks
have become an easy and relatively inexpensive way
to retaliate against those who report on sensitive
topics.
Eurasia and Latin America were the regions that

Freedom House

featured the most successful attacks. In Azerbaijan,
the independent online news platform Abzas reported
receiving a series of DDoS attacks that lasted for several days in January 2017. The website was inaccessible until it migrated to a more secure host. A forensic
investigation tracked the IP addresses that launched
the attack to several Azerbaijani government institutions. Venezuelan news and civil society organizations
noted a surge in the number of reported attacks in
early 2017. These included an attack against Acción
Solidaria, an organization that supports people living
with HIV/AIDS in the country. The disruption temporarily prevented the group from informing users about
the distribution of medicines.

Hacking enables surveillance
of reporters and dissidents

Victims reportedly had their devices or accounts
hacked, with suspected political motives, in at least
17 countries. The threat of surveillance can have a
chilling effect on the work of journalists, human rights
defenders, and opposition political activists, who were
specifically targeted in a number of cases during the
past year.

Technical Attacks
Technical attacks were documented against opposition, government
critics, independent media, and human rights activists in 34 out of 65
countries assessed. These were the three most common effects.
WEBSITES TAKEN OFFLINE

Reported in

18 countries
Hackers hit the websites of El Pitazo
and Caraota Digital during Venezuela’s
political turmoil, forcing the news
outlets to post stories directly on their
social media accounts.
Abzas, a news site in Azerbaijan,
became inaccessible from DDoS
attacks immediately after publishing
articles critical of the government.
PRIVATE DATA STOLEN OR ONLINE ACTIVITIES MONITORED

Reported in

17 countries

Large-scale phishing campaigns such as “Nile Phish”
in Egypt attempted to obtain sensitive information
from human rights organizations through deceitful
emails. In the United Arab Emirates (UAE), spyware
developed by the Israeli firm NSO—which says it
only markets the technology to law enforcement and
intelligence agencies—was employed against human
rights defender Ahmed Mansoor, echoing previous
reports on government contracts with the Italian company Hacking Team to monitor rights activists.
NSO spyware was also used against prominent Mexican journalists, human rights lawyers, and activists,
who received highly personalized and often intimidating messages. One of the many targets was a lawyer
representing parents of 43 student protesters who
disappeared in 2014. Days after he clicked on a link
in a text message purportedly seeking his help, a recording of a call between him and one of the parents
appeared online.

Encryption legislation opens
a back door to abuse

Rather than taking measures to protect businesses,
citizens, and vulnerable groups from these cybersecurity threats, many governments are moving in the
opposite direction.

www.freedomhouse.org
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At least 22 journalists, human rights
lawyers, and activists were targeted
with government spyware in Mexico.
Seven human rights organizations
currently on trial in Egypt received
over 90 phishing attempts in a
coordinated scheme to obtain
sensitive information
WEBSITES AND SOCIAL MEDIA ACCOUNTS VANDALIZED

Reported in

16 countries
Unknown hackers defaced the website
of the Lebanese Medical Association
for Sexual Health shortly after the
organization launched a pro-LGBTI
campaign.
In Belarus, individuals hijacked the
Facebook account of a protest organizer
and posted messages discouraging his
followers from attending.
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Restrictions on encryption continued to expand,
perpetuating a trend that Freedom on the Net has
tracked for a number of years. At least six countries—
China, Hungary, Russia, Thailand, the United Kingdom,
and Vietnam—recently passed or implemented laws
that may require companies or individuals to break
encryption, offering officials so-called backdoor access to confidential communications.
Encryption scrambles data so that it can only be read
by the intended recipient, offering an essential layer
of protection for activists and journalists who need to
communicate securely. But even democratic governments often perceive it merely as a tool to shield
terrorist and other criminal activity from law enforcement agencies.
European countries have been quick to legislate in
the wake of terrorist attacks, introducing measures
that could compromise security for everyone. Antiterrorism legislation passed in Hungary in July 2016
requires providers of encrypted services to grant
authorities access to client communications. The
United Kingdom’s Investigatory Powers Act, passed in
November 2016, could be used to require companies
to “remove electronic protection” from communications or data where technically feasible. “Real people
often prefer ease of use … to perfect, unbreakable security,” Home Secretary Amber Rudd said in July 2017.
But UN special rapporteur David Kaye has found that
encryption and anonymity are essential for upholding
free expression and the right to privacy.
Other governments have cited cybersecurity and
counterterrorism priorities to justify measures that
clearly grant state agencies the power to surveil activists and journalists in the context of harsh crackdowns on dissent. Recent amendments to Thailand’s
computer crimes law that could compel service
providers to “decode” computer data are particularly
concerning. Privacy International has challenged Microsoft for trusting the country’s national root certificates by default, potentially enabling the military government to falsify website credentials, capture users’
log-in details, and downgrade encrypted connections.
Similar concerns had been raised in the past over
Chinese-issued root certificates and the potential for
abuse. In repressive countries like these, private messages are often used to prosecute government critics.
A Thai military court sentenced a political activist to
more than 11 years in prison in January 2017 based
partly on transcripts that supposedly documented a
private Facebook Messenger exchange.
20

How requirements for intermediaries to decrypt all
communications will work in practice remains unclear,
especially in cases of end-to-end encryption, in which
decryption keys are held on the users’ devices rather
than on a company’s servers. A low level of technical
literacy among policymakers has often translated
into legislation that is problematic in terms of both
human rights and implementation. In Kazakhstan, for
example, moves to facilitate government monitoring
of encrypted traffic through a “National Security
Certificate” were shelved after authorities realized the
law’s impracticalities.

New cybersecurity tools offer
some hope for mitigation

Despite these often problematic regulations from governments, private companies are attempting to provide
customers with improved security measures. Google
has signaled its intention to roll out further protections
against “man-in-the-middle” attacks on its Chrome web
browser. Like Facebook, Microsoft, Twitter, and others,
the company also alerts users who it suspects are
victims of an attack by state-sponsored hackers.
While commercial protection can be expensive, some
private initiatives have offered free protection for
news outlets and human rights sites that cannot afford commercial fees. Examples include Project Shield
(Google), Project Galileo (Cloudflare), and Deflect. In
one case, Project Shield helped the Angolan independent news site Maka Angola to successfully fend off
recurring DDoS attacks.
Such services can assist in combating some of the
most pervasive attacks, but civil society organizations
and independent media outlets still struggle to keep
up with the overwhelming array of tactics used by
their opponents in cyberspace, let alone build up
the necessary awareness and capacity to proactively
prevent and mitigate these threats.

VPNs face rise in both usage
and restrictions
VPNs channel an internet user’s entire connection
through a remote server, often in a different country,
enabling access to content that is blocked domestically; some also encrypt or hide users’ activity
from hackers or internet service providers (ISPs). Six
countries—Belarus, China, Egypt, Russia, Turkey, and
the UAE—stepped up efforts to control these tools in
the past year, by either passing legislation that bans
censorship circumvention or blocking websites or
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network traffic associated with VPNs. Such crackdowns often follow periods of aggressive censorship
that prompt users to seek out ways to bypass the new
information restrictions. The government in Egypt,
which began blocking independent news websites for
the first time in December 2015, censored at least five
websites offering VPNs in 2017.
Campaigns against VPNs are unpopular and difficult
to enforce. Many people depend on VPNs for different
functions, including corporate employees accessing
remote file servers and security-conscious internet
users logging onto open Wi-Fi networks in public. In
countries that block international news and information, local scientists, economists, and even government officials rely on VPNs to stay informed.
For this reason, no country has sought to ban VPNs
completely. Instead, the most repressive states are
moving toward a two-tier system that would authorize
certain VPNs for approved uses and ban the rest. Even
if VPN traffic proves impossible to regulate compre24

hensively, states can steer users toward domestic providers that are more likely to cooperate with local law
enforcement and security agencies, and create laws
to penalize anyone caught using a secure connection
for the wrong reason.
Chinese authorities passed a series of regulations in
the past year, first to license VPN providers, then requiring ISPs to block those that are unlicensed; in July
2017, Apple informed several VPN operators that their
apps were no longer accessible through the company’s Chinese app store because they were not in
compliance. In the UAE, internet users and businesses scrambled to understand the implications of new
amendments to the cybercrime law, which prescribed
heavy fines and possible prison terms for the misuse
of VPNs to commit fraud or crime. Separately, Russia
passed a law obliging ISPs to block websites offering
VPNs that can be used to access banned content;
Russian authorities raided the local offices and seized
servers belonging to one foreign VPN provider, Private
Internet Access, in 2016. VPNs have been periodically
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Freedom House

In the majority of the 65 countries featured in this report, the internet is significantly more free than news
media in general. This difference is evident from the comparison between a country’s score on Freedom
on the Net 2017 and its score on Freedom House’s Freedom of the Press 2017 index. The latter examines
access to news content in any medium, including the internet, while the former focuses on access to the
internet for any purpose, including news reporting or consumption.
Only two countries—South Korea and Pakistan—have worse scores for internet freedom than for press
freedom, in part because individuals are accused of wrongdoing based on social media posts. In South
Korea, penalties for defamatory speech carry heavier penalties online than off.
Countries scoring in the “Partly Free” range in Freedom on the Net 2017 have the largest average gap
between the two indexes compared with countries in the “Free” and “Not Free” ranges, reflecting much
greater internet freedom than press freedom. These “Partly Free” countries also have the lowest average
internet penetration rates, an indication that their governments may move to restrict the internet once
more residents become active online.

www.freedomhouse.org
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restricted in at least nine other countries, including
Iran, where government authorities reportedly created
their own VPN tools that allowed users to access
banned content but subjected all of their activities to
state monitoring.
Some VPNs are harder to monitor and block, offering
stronger security protocols and strict policies against
exposing user data. But repressive governments
specifically target the more secure tools. Tor, a project
that encrypts and anonymizes web traffic by routing it
through a complex network of volunteer computers,
was subject to new blocking orders amid tightening
censorship in Belarus, Turkey, and Egypt. Blocking orders may pertain to the website where users download
dedicated software required to access the Tor network,
or to traffic from the computers that make up the
network itself. Such measures may not eradicate Tor
from any one country, but they do make it harder for
the general population to access. Users who could not
reach the website in the past year continued to share
options for downloading the software by email—but
those seeking access have to know whom to ask.

Physical attacks on netizens and
online journalists spread globally
Physical attacks in reprisal for online activities were
reported in 30 countries, up from 20 in the 2016 edition of Freedom on the Net. In eight countries, people
were murdered for writing about sensitive subjects
online. And in four of those countries—Brazil, Mexico,
Pakistan, and Syria—such murders have occurred in
each of the last three years. The most frequent targets
seem to be online journalists and bloggers covering
politics, corruption, and crime, as well as people
who express religious views that may contrast with
or challenge the views of the majority. Perpetrators
in most cases remained unknown, but their actions
often aligned with the interests of politically powerful
individuals or entities.

In eight countries, people were murdered
for writing about sensitive subjects online.
Physical violence is a crude but effective censorship
tactic, especially in countries where prominent websites provide a key outlet for independent investigative reporting, and where the traditional media are
often affiliated with the government. Pavel Sheremet,
26

an investigative journalist with the Ukrayinska Pravda
website in Ukraine, was killed by a bomb planted in his
vehicle in Kyiv in July 2016. A year later, the murder remained unsolved, and local journalists have exposed
serious flaws in the investigation carried out by the
Ukrainian authorities.
Journalists in some countries use informal social
media channels to supplement or amplify their more
formally published work, attracting reprisals. Soe Moe
Tun, a print journalist with the Daily Eleven newspaper
in Myanmar, was beaten to death less than a week
after he republished digital images of his reporting
notebooks on Facebook. The notes named individuals
who allegedly colluded in illegal logging in the northwestern Sagaing region.
Assailants in several reported cases sought to remove
online content. Gertrude Uwitware, a broadcast
journalist in Uganda, was abducted for eight hours
in April 2017 by unknown perpetrators. They ordered
her to delete social media posts in which she had
expressed support for an academic who was jailed the
same month for calling authoritarian president Yoweri
Museveni “a pair of buttocks” online.
Religious groups are also adapting to the internet, and
opinions once shared within a restricted circle of acquaintances are more likely to attract the attention of
extremists who monitor social media for opportunities
to punish perceived insults or apostasy. In Pakistan,
where a court recently sentenced an internet user
to death for committing blasphemy on Facebook, a
student in Khyber Pakhtunkhwa Province was killed
on campus by a mob that accused him of posting
blasphemous content online. In September 2016,
Christian writer Nahed Hattar was shot dead outside a
courthouse in Jordan, where he was on trial for insulting Islam on Facebook with a cartoon satirizing terrorists’ vision of heaven. Such attacks often succeed in
silencing more than just the victim, encouraging wider
self-censorship on sensitive issues like religion.
The state’s failure to punish perpetrators of reprisal
attacks for online speech perpetuates a cycle of impunity. But the government’s harmful role was even
more direct in seven countries where individuals
detained as a result of their online activities reported
that they were subjected to torture. They included
Bahrain, where human rights activist Ebtisam al-Saegh said she was sexually assaulted by security agents
after her May 2017 arrest for criticizing the state on
Twitter.
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The figure above depicts the relationship between internet freedom, internet access, and a country’s gross domestic product
(GDP) per capita. The x-axis considers a country’s score in the 2017 edition of Freedom on the Net, adjusted to exclude
aspects related to internet access. Levels of internet penetration are plotted against the y-axis, using 2016 statistics from the
United Nations International Telecommunication Union (ITU). Finally, the size of each plot is indicative of its GDP per capita
(at purchasing power parity, PPP), according to the latest figures from the World Bank.
While wealth generally translates to greater access, neither are a decisive indicator of free expression, privacy, or access to
information online, as evidenced by the range of internet freedom environments represented at the top of the chart. The Gulf
countries lead a cluster of rentier economies investing in high-tech tools to restrict online freedoms. Meanwhile, as “partly
free” countries in sub-Saharan Africa and Southeast Asia continue to develop, they would be wise to consider a free and open
internet as a mechanism for a prosperous, diversified economy.
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65 COUNTRY SCORE COMPARISON

100

Freedom on the Net measures the level of internet and digital media freedom
in 65 countries. Each country receives a numerical score from 0 (the most free)
to 100 (the least free), which serves as the basis for an internet freedom status
designation of FREE (0-30 points), PARTLY FREE (31-60 points), or NOT FREE
(61-100 points).

Ratings are determined through an examination
of three broad categories:

80

A. OBSTACLES TO ACCESS: Assesses infrastructural and economic barriers to
access; government efforts to block specific applications or technologies; and
legal, regulatory, and ownership control over internet and mobile phone access
providers.
B. LIMITS ON CONTENT: Examines filtering and blocking of websites; other
forms of censorship and self-censorship; manipulation of content; the diversity
of online news media; and usage of digital media for social and political activism.

60

C. VIOLATIONS OF USER RIGHTS: Measures legal protections and restrictions
on online activity; surveillance; privacy; and repercussions for online activity,
such as legal prosecution, imprisonment, physical attacks, or other forms of
harassment.
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OVERVIEW OF SCORE CHANGES
Overall
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Freedom on the Net Research Process

1.

4.

 H staff edit and
F
fact-check all
FOTN country
reports,
supplementing
with breaking
developments as
needed.

 H trains researchers to assess internet
F
freedom developments according to FOTN’s
comprehensive methodology. Working in
regional groups, researchers propose score
changes and verify country rankings align in
the regional context.

6.

 H staff perform qualitative and
F
quantitative analysis of FOTN country
reports and scores to diagnose global
internet freedom trends.

7.

8.

34

Researchers document
internet freedom
developments over a
fixed annual coverage
period in draft FOTN
country reports.

 H reviews all country
F
scores to ensure
consistency and integrity.

3.

5.

2.

 H contracts at least one researcher per
F
country covered in FOTN. Researchers
are locally based internet freedom
experts with civil society, media, law,
academia, or IT backgrounds.

 overnments, civil society,
G
journalists, tech companies and
other stakeholders around the
world use FOTN findings to
promote internet freedom.

 H publishes
F
FOTN analysis
and key findings,
country scores,
and country
reports.

Freedom House

Methodology
Freedom on the Net provides analytical reports and
numerical scores for 65 countries worldwide. Assigning scores allows for comparative analysis among the
countries surveyed and facilitates an examination of
trends over time. The accompanying country reports
provide narrative detail to support the scores.
The countries were chosen to provide a representative sample with regards to geographical diversity and
economic development, as well as varying levels of
political and media freedom. The numerical ratings
and reports included in this study particularly focus
on developments that took place between June 1,
2016 and May 31, 2017, although the analysis in the
Key Internet Controls graph and the Topics Censored
table covers developments through the end of September, when this year’s edition was sent to press.
Freedom on the Net is a collaborative effort between
a small team of Freedom House staff and an extensive network of local researchers and advisors in 65
countries. Our in-country researchers have diverse
backgrounds—academia, blogging, traditional journalism, and tech— and track developments from their
country of expertise. In the most repressive environments, Freedom House takes care to ensure researchers’ anonymity or, in exceptional cases, works with
individuals living outside their home country.

What We Measure

The Freedom on the Net index measures each
country’s level of internet and digital media freedom
based on a set of methodology questions developed
in consultation with international experts to capture
the vast array of relevant issues that enable internet freedom (see “Checklist of Questions”). Given
increasing technological convergence, the index
also measures access and openness of other digital
means of transmitting information, particularly mowww.freedomhouse.org

bile phones and text messaging services.
Freedom House does not maintain a culture-bound
view of freedom. The project methodology is grounded in basic standards of free expression, derived in
large measure from Article 19 of the Universal Declaration of Human Rights:
“Everyone has the right to freedom of opinion
and expression; this right includes freedom
to hold opinions without interference and to
seek, receive, and impart information and ideas
through any media regardless of frontiers.”
This standard applies to all countries and territories,
irrespective of geographical location, ethnic or religious
composition, or level of economic development.
The project particularly focuses on the transmission
and exchange of news and other politically relevant
communications, as well as the protection of users’
rights to privacy and freedom from both legal and
extralegal repercussions arising from their online
activities. At the same time, the index acknowledges
that in some instances freedom of expression and
access to information may be legitimately restricted.
The standard for such restrictions applied in this index
is that they be implemented only in narrowly defined
circumstances and in line with international human
rights standards, the rule of law, and the principles of
necessity and proportionality. As much as possible,
censorship and surveillance policies and procedures
should be transparent and include avenues for appeal
available to those affected.
The index does not rate governments or government
performance per se, but rather the real-world rights
and freedoms enjoyed by individuals within each
country. While digital media freedom may be primarily
35
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affected by state actions, pressures and attacks by
nonstate actors, including the criminal underworld,
are also considered. Thus, the index ratings generally reflect the interplay of a variety of actors, both
governmental and nongovernmental, including private
corporations.

The Scoring Process

The methodology includes 21 questions and nearly
100 subquestions, divided into three categories:
• Obstacles to Access details infrastructural and
economic barriers to access, legal and ownership
control over internet service providers , and independence of regulatory bodies;
• Limits on Content analyzes legal regulations on
content, technical filtering and blocking of websites, self-censorship, the vibrancy and diversity of
online news media, and the use of digital tools for
civic mobilization;
• Violations of User Rights tackles surveillance,
privacy, and repercussions for online speech and
activities, such as imprisonment, extralegal harassment, or cyberattacks.
Each question is scored on a varying range of points.
The subquestions guide researchers regarding factors
they should consider while evaluating and assigning
points, though not all apply to every country. Under
each question, a lower number of points is allotted for
a more free situation, while a higher number of points
is allotted for a less free environment. Points add up
to produce a score for each of the subcategories, and
a country’s total points for all three represent its final
score (0-100). Based on the score, Freedom House
assigns the following internet freedom ratings:
• Scores 0-30 = Free
• Scores 31-60 = Partly Free
• Scores 61-100 = Not Free
After researchers submitted their draft scores in 2017,
Freedom House convened regional review meetings
36

via numerous international conference calls with
Freedom House staff and around 70 local experts,
scholars, and civil society representatives from the
countries under study. During the meetings, participants reviewed, critiqued, and adjusted the draft
scores—based on set coding guidelines—through
careful consideration of events, laws, and practices
relevant to each item. After completing the regional
and country consultations, Freedom House staff did a
final review of all scores to ensure their comparative
reliability and integrity.

Key Internet Controls Explained

In the Key Internet Controls Table (page 21), Freedom
House documented how governments censor and
control the digital sphere. Each colored cell represents
at least one occurrence of the cited control during the
report’s coverage period of June 2016 to May 2017;
cells with an asterisk (*) represent events that occurred
after the coverage period until September 2017, when
the report was sent to print. Incidents are based on
Freedom on the Net research and verified by incountry researchers. The Key Internet Controls reflect
restrictions on political, social, or religious content.
• Social media or communications apps blocked:
Entire apps or key functions of social media,
messaging, and calling platforms temporarily or
permanently blocked to prevent communication
and information sharing.
• Political, social, or religious content blocked:
Blocking or filtering of domains, URLs, or
keywords, to limit access to specific political,
social, or religious content.
• Localized or nationwide information and
communication technology (ICT) shutdown:
Intentional disruption of internet or cellphone
networks in response to political or social events,
whether temporary or long term, localized or
nationwide.
• Progovernment commentators manipulate online

Freedom House
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•

•

•

•

discussions: Strong indications that individuals
are paid to distort the digital information
landscape in the government’s favor, without
acknowledging sponsorship.
New law or directive increasing censorship or
punishment passed: Any legislation adopted
or amended during the coverage period, or any
directive issued, to censor or punish legitimate
online activity.
New law or directive increasing surveillance or
restricting anonymity passed: Any legislation
adopted or amended during the coverage period,
or any directive issued, to surveil or expose
the identity of citizens using the internet with
legitimate intent.
Blogger or ICT user arrested, imprisoned, or
in prolonged detention for political or social
content: Any arrest, prosecution, detention that
is credibly perceived to be in reprisal for digital
expression, including trumped up charges. Brief
detentions for interrogation are not reflected.
Blogger or ICT user physically attacked or killed
(including in custody): Any physical attack,
kidnapping, or killing that is credibly perceived to
be in reprisal for digital expression. This includes
attacks while in custody, such as torture.
Technical attacks against government critics or
human rights organizations: Cyberattacks against
human rights organizations, news websites, and
individuals sharing information perceived as
critical, with the clear intent of disabling content
or exposing user data, and motives that align
with those of agencies that censor and surveil
the internet. Targets of attacks considered here
may include critics in exile, but not transnational
cyberattacks, even with political motives.

Censored Topics by Country Explained

In the Censored Topics by Country graphic (page 16),
Freedom House staff documented a selection of
topics that were subject to censorship in the 65
www.freedomhouse.org

countries covered. Countries were included if state
authorities blocked or ordered the removal of content,
or detained or fined users for posting content on
the topics considered. The chart does not consider
extralegal pressures like violence, self-censorship,
or cyberattacks, even where the state is believed to
be responsible. To capture a comprehensive data
set, the chart includes incidents over a two-year
span, between June 2015 and September 2017,
and distinguishes between pervasive and sporadic
censorship. All data is based on Freedom on the Net
research and verified by in-country researchers.
• Criticism of the Authorities: Content perceived
as criticism of the state or its representatives,
including the government, military, ruling family,
police, judiciary, or other officials.
• Political Opposition: Content affiliated with
political groups or opponents, including in the
diaspora.
• Corruption: Accusations or exposés of corruption
or misuse of public funds.
• Blasphemy: Content perceived as insulting or
offending religion.
• Mobilization for Public Causes: Calls to protest
or campaigns on political, social, or human rights
issues.
• Satire: Humorous or ironic commentary on
political or social issues.
• Ethnic and Religious Minorities: Content related
to marginalized groups, including ethnic and
religious minorities.
• LGBTI Issues: Content related to lesbian, gay,
bisexual, transgender, or intersex individuals.
• Conflict: Discussion or reporting on local or
international instances of violence, conflict, or
terrorism.
• Social Commentary: Content that is not overtly
political, including on economic, environmental,
cultural, or educational issues.
37
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Checklist of Questions
• Each country is ranked on a scale of 0 to 100, with 0
being the best and 100 being the worst.
• A combined score of 0-30=Free, 31-60=Partly Free,
61-100=Not Free.

A. OBSTACLES TO ACCESS (0-25 POINTS)
1. To what extent do infrastructural limitations restrict
access to the internet and other ICTs? (0-6 points)
• Does poor infrastructure (electricity,
telecommunications, etc.) limit citizens’ ability to
receive internet in their homes and businesses?
• To what extent is there widespread public access
to the internet through internet cafes, libraries,
schools and other venues?
• To what extent is there internet and mobile phone
access, including data connections or satellite?
• Is there a significant difference between internet
and mobile phone penetration and access in rural
versus urban areas or across other geographical
divisions?
• To what extent are broadband services widely
available in addition to dial-up?
2. Is access to the internet and other ICTs prohibitively
expensive or beyond the reach of certain segments of
the population? (0-3 points)
• In countries where the state sets the price of
internet access, is it prohibitively high?
• Do financial constraints, such as high costs of
telephone/internet services or excessive taxes
imposed on such services, make internet access
prohibitively expensive for large segments of the
population?
• Do low literacy rates (linguistic and “digital
literacy”) limit citizens’ ability to use the internet?
• Is there a significant difference between internet
penetration and access based on gender, or across
ethnic or socio-economic societal divisions?
• To what extent are software, news, and other
information available online in the main local
languages spoken in the country?
38

3. Does the government impose restrictions on ICT
connectivity and access to particular social media and
communication apps permanently or during specific
events? (0-6 points)
• Does the government place limits on the amount
of bandwidth that access providers can supply?
• Does the government use control over internet
infrastructure (routers, switches, etc.) to limit
connectivity, permanently or during specific
events?
• Does the government centralize
telecommunications infrastructure in a manner
that could facilitate control of content and
surveillance?
• Does the government block protocols and
tools that allow for instant, person-to-person
communication (VoIP, instant messaging, text
messaging, etc.), particularly those based outside
the country (e.g. Skype, WhatsApp, etc.)?
• Does the government block protocols, social
media, and/or communication apps that allow
for information sharing or building online
communities (video-sharing, social-networking
sites, comment features, blogging platforms, etc.)
permanently or during specific events?
• Is there blocking of certain tools that enable
circumvention of online filters and censors?
4. Are there legal, regulatory, or economic obstacles
that prevent the existence of diverse business entities
providing access to digital technologies? (0-6 points)
Note: Each of the following access providers are
scored separately:
1a. Internet service providers (ISPs) and other backbone internet providers (0-2 points)
1b. C
 ybercafes and other businesses entities that
allow public internet access (0-2 points)
1c. Mobile phone companies (0-2 points)
• Is there a legal or de facto monopoly over access
providers or do users have a choice of access
provider, including ones privately owned?
• Is it legally possible to establish a private access

Freedom House
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provider or does the state place extensive legal
or regulatory controls over the establishment of
providers?
Are registration requirements (i.e. bureaucratic
“red tape”) for establishing an access provider
unduly onerous or are they approved/rejected on
partisan or prejudicial grounds?
Does the state place prohibitively high fees on the
establishment and operation of access providers?

5. To what extent do national regulatory bodies overseeing digital technology operate in a free, fair, and
independent manner? (0-4 points)
• Are there explicit legal guarantees protecting the
independence and autonomy of any regulatory
body overseeing internet and other ICTs
(exclusively or as part of a broader mandate) from
political or commercial interference?
• Is the process for appointing members of
regulatory bodies transparent and representative
of different stakeholders’ interests?
• Are decisions taken by the regulatory body,
particularly those relating to ICTs, seen to be fair
and apolitical and to take meaningful notice of
comments from stakeholders in society?
• Are efforts by access providers and other internetrelated organizations to establish self-regulatory
mechanisms permitted and encouraged?
• Does the allocation of digital resources, such
as domain names or IP addresses, on a national
level by a government-controlled body create
an obstacle to access or are they allocated in a
discriminatory manner?

B. LIMITS ON CONTENT (0-35 POINTS)
1. To what extent does the state or other actors block
or filter internet and other ICT content, particularly
on political and social issues? (0-6 points)
• Is there significant blocking or filtering of internet
sites, web pages, blogs, or data centers, particularly
those related to political and social topics?
www.freedomhouse.org

• Is there significant filtering of text messages or
other content transmitted via mobile phones?
• Do state authorities block or filter information
and views from inside the country—particularly
concerning human rights abuses, government
corruption, and poor standards of living—from
reaching the outside world through interception of
email or text messages, etc?
• Are methods such as deep-packet inspection
used for the purposes of preventing users from
accessing certain content or for altering the
content of communications en route to the
recipient, particularly with regards to political and
social topics?
2. To what extent does the state employ legal,
administrative, or other means to force deletion of
particular content, including requiring private access
providers to do so? (0-4 points)
• To what extent are non-technical measures—
judicial or extra-legal—used to order the deletion
of content from the internet, either prior to or after
its publication?
• To what degree do government officials or other
powerful political actors pressure or coerce online
news outlets to exclude certain information from
their reporting?
• Are access providers and content hosts legally
responsible for the information transmitted via the
technology they supply or required to censor the
content accessed or transmitted by their users?
• Are access providers or content hosts prosecuted
for opinions expressed by third parties via the
technology they supply?
3. To what extent are restrictions on internet and
ICT content transparent, proportional to the stated
aims, and accompanied by an independent appeals
process? (0-4 points)
• Are there national laws, independent oversight
bodies, and other democratically accountable
procedures in place to ensure that decisions to
39
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restrict access to certain content are proportional
to their stated aim?
• Are state authorities transparent about what content
is blocked or deleted (both at the level of public
policy and at the moment the censorship occurs)?
• Do state authorities block more types of content
than they publicly declare?
• Do independent avenues of appeal exist for those
who find content they produced to have been
subjected to censorship?
4. Do online journalists, commentators, and ordinary
users practice self-censorship? (0-4 points)
• Is there widespread self-censorship by online
journalists, commentators, and ordinary users in
state-run online media, privately run websites, or
social media applications?
• Are there unspoken “rules” that prevent an online
journalist or user from expressing certain opinions
in ICT communication?
• Is there avoidance of subjects that can clearly lead
to harm to the author or result in almost certain
censorship?
5. To what extent is the content of online sources
of information determined or manipulated by the
government or a particular partisan interest? (0-4
points)
• To what degree do government officials or other
powerful actors pressure or coerce online news
outlets to follow a particular editorial direction in
their reporting?
• Do authorities issue official guidelines or
directives on coverage to online media outlets,
blogs, etc., including instructions to marginalize
or amplify certain comments or topics for
discussion?
• Do government officials or other actors bribe or use
close economic ties with online journalists, bloggers,
website owners, or service providers in order to
influence the online content they produce or host?
• Does the government employ, or encourage
content providers to employ, individuals to post
progovernment remarks in online bulletin boards
and chat rooms?
• Do online versions of state-run or partisan
traditional media outlets dominate the online
news landscape?
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6. Are there economic constraints that negatively
impact users’ ability to publish content online or
online media outlets’ ability to remain financially
sustainable? (0-3 points)
• Are favorable connections with government
officials necessary for online media outlets or
service providers (e.g. search engines, email
applications, blog hosting platforms, etc.) to be
economically viable?
• Are service providers who refuse to follow stateimposed directives to restrict content subject to
sanctions that negatively impact their financial
viability?
• Does the state limit the ability of online media to
accept advertising or investment, particularly from
foreign sources, or does it limit advertisers from
conducting business with disfavored online media
or service providers?
• To what extent do ISPs manage network traffic
and bandwidth availability to users in a manner
that is transparent, evenly applied, and does
not discriminate against users or producers of
content based on the content/source of the
communication itself (i.e. respect “net neutrality”
with regard to content)?
• To what extent do users have access to free or
low-cost blogging services, webhosts, etc. to allow
them to make use of the internet to express their
own views?
7. To what extent are sources of information that
are robust and reflect a diversity of viewpoints
readily available to citizens, despite government
efforts to limit access to certain content? (0-4
points)
• Are people able to access a range of local and
international news sources via the internet or text
messages, despite efforts to restrict the flow of
information?
• Does the public have ready access to media
outlets or websites that express independent,
balanced views?
• Does the public have ready access to sources of
information that represent a range of political and
social viewpoints?
• To what extent do online media outlets and blogs
represent diverse interests within society, for
example through websites run by community
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•

organizations or religious, ethnic and other
minorities?
To what extent do users employ proxy servers and
other methods to circumvent state censorship
efforts?

7. To what extent have individuals successfully used
the internet and other ICTs as sources of information
and tools for mobilization, particularly regarding
political and social issues? To what extent are such
mobilization tools available without government
restriction? (0-6 points)
• To what extent does the online community cover
political developments and provide scrutiny of
government policies, official corruption, or the
behavior of other powerful societal actors?
• To what extent are online communication tools
or social networking sites (e.g. Twitter, Facebook)
used as a means to organize politically, including
for “real-life” activities?
• Are mobile phones and other ICTs used as a
medium of news dissemination and political
organization, including on otherwise banned
topics?

C. VIOLATIONS OF USER RIGHTS
(0-40 POINTS)
1. To what extent does the constitution or other laws
contain provisions designed to protect freedom of
expression, including on the internet, and are they
enforced? (0-6 points)
• Does the constitution contain language that
provides for freedom of speech and of the press
generally?
• Are there laws or legal decisions that specifically
protect online modes of expression?
• Are online journalists and bloggers accorded the
same rights and protections given to print and
broadcast journalists?
• Is the judiciary independent and do the
Supreme Court, Attorney General, and other
representatives of the higher judiciary support
free expression?
• Is there implicit impunity for private and/or
state actors who commit crimes against online
journalists, bloggers, or other citizens targeted for
their online activities?
www.freedomhouse.org

2. Are there laws which call for criminal penalties or
civil liability for online and ICT activities? (0-4 points)
• Are there specific laws criminalizing online
expression and activity such as posting or
downloading information, sending an email, or
text message, etc.? (Note: this excludes legislation
addressing harmful content such as child
pornography or activities such as malicious hacking)
• Do laws restrict the type of material that can be
communicated in online expression or via text
messages, such as communications about ethnic
or religious issues, national security, or other
sensitive topics?
• Are restrictions of internet freedom closely
defined, narrowly circumscribed, and proportional
to the legitimate aim?
• Are vaguely worded penal codes or security laws
applied to internet-related or ICT activities?
• Are there penalties for libeling officials or the state
in online content?
• Can an online outlet based in another country be
sued if its content can be accessed from within
the country (i.e. “libel tourism”)?
3. Are individuals detained, prosecuted, or sanctioned by law enforcement agencies for disseminating or accessing information on the internet or via
other ICTs, particularly on political and social issues?
(0-6 points)
• Are writers, commentators, or bloggers subject to
imprisonment or other legal sanction as a result of
posting material on the internet?
• Are citizens subject to imprisonment, civil liability,
or other legal sanction as a result of accessing
or downloading material from the internet or
for transmitting information via email or text
messages?
• Does the lack of an independent judiciary or other
limitations on adherence to the rule of law hinder
fair proceedings in ICT-related cases?
• Are individuals subject to abduction or arbitrary
detention as a result of online activities, including
membership in certain online communities?
• Are penalties for “irresponsible journalism” or
“rumor mongering” applied widely?
• Are online journalists, bloggers, or others regularly
prosecuted, jailed, or fined for libel or defamation
(including in cases of “libel tourism”)?
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4. Does the government place restrictions on anonymous communication or require user registration?
(0-4 points)
• Are website owners, bloggers, or users in general
required to register with the government?
• Are users able to post comments online or
purchase mobile phones anonymously or does the
government require that they use their real names
or register with the government?
• Are users prohibited from using encryption software
to protect their communications?
• Are there laws restricting the use of encryption
and other security tools, or requiring that the
government be given access to encryption keys and
algorithms?
5. To what extent is there state surveillance of internet
and ICT activities without judicial or other independent oversight, including systematic retention of user
traffic data? (0-6 points)
• Do the authorities regularly monitor websites, blogs,
and chat rooms, or the content of email and mobile
text messages?
• To what extent are restrictions on the privacy of
digital media users transparent, proportional to the
stated aims, and accompanied by an independent
process for lodging complaints of violations?
• Where the judiciary is independent, are there
procedures in place for judicial oversight of
surveillance and to what extent are these followed?
• Where the judiciary lacks independence, is there
another independent oversight body in place
to guard against abusive use of surveillance
technology and to what extent is it able to carry out
its responsibilities free of government interference?
• Is content intercepted during internet surveillance
admissible in court or has it been used to convict
users in cases involving free speech?
6. To what extent are providers of access to digital
technologies required to aid the government in monitoring the communications of their users? (0-6 points)
Note: Each of the following access providers are
scored separately:
6a. Internet service providers (ISPs) and other backbone internet providers (0-2 points)
6b. Cybercafes and other business entities that allow
public internet access (0-2 points)
6c. Mobile phone companies (0-2 points)
• Are access providers required to monitor their users
and supply information about their digital activities
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to the government (either through technical
interception or via manual monitoring, such as user
registration in cybercafes)?
• Are access providers prosecuted for not doing so?
• Does the state attempt to control access providers
through less formal methods, such as codes of
conduct?
• Can the government obtain information about
users without a legal process?
7. Are bloggers, other ICT users, websites, or their
property subject to extralegal intimidation or physical
violence by state authorities or any other actor? (0–5
points)
• Are individuals subject to murder, beatings,
harassment, threats, travel restrictions, or torture as
a result of online activities, including membership
in certain online communities?
• Do armed militias, organized crime elements,
insurgent groups, political or religious extremists,
or other organizations regularly target online
commentators?
• Have online journalists, bloggers, or others fled the
country or gone into hiding to avoid such action?
• Have cybercafes or property of online
commentators been targets of physical attacks
or the confiscation or destruction of property as
retribution for online activities or expression?
8. Are websites, governmental and private entities,
ICT users, or service providers subject to widespread
“technical violence,” including cyberattacks, hacking,
and other malicious threats? (0-3 points)
• Are financial, commercial, and governmental
entities subject to significant and targeted
cyberattacks (e.g. cyberespionage, data gathering,
DDoS attacks), including those originating from
outside of the country?
• Have websites belonging to opposition or civil
society groups within the country’s boundaries
been temporarily or permanently disabled due to
cyberattacks, particularly at politically sensitive
times?
• Are websites or blogs subject to targeted technical
attacks as retribution for posting certain content
(e.g. on political and social topics)?
• Are laws and policies in place to prevent and
protect against cyberattacks (including the
launching of systematic attacks by nonstate actors
from within the country’s borders) and are they
enforced?
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Angola
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

14

14

Limits on Content (0-35)

7

7

Violations of User Rights (0-40)

19

19

TOTAL* ( 0-100 )

40

40

Population:

28.8 million

Internet Penetration 2016 (ITU):

13 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

New legislation enacted in January 2017 empowers the government with the ability to
penalize online speech and ban online content (see Legal Environment).

•

Prominent journalist Rafael Marques de Morais who runs the critical news blog Maka
Angola was charged with “crimen injuria” (insult) for an October 2016 article published
on the news site that accused Angola’s attorney general of illegal business practices in
his purchase of state-owned land (see Prosecutions and Arrests for Online Activities).

•

Long-time President José Eduardo dos Santos announced in February 2017 that he
would step down from office, paving the way for his Minister of Defence, General João
Lourenço, to secede him. The August elections proceeded with little surprise and no
reported restrictions on internet freedom (see Introduction).
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Introduction
Internet freedom in Angola remained weak during the report’s coverage period, as the authoritarian
government under President José Eduardo dos Santos enacted legal measures to restrict online
speech and targeted a prominent investigative blogger with defamation charges.
After numerous public statements calling for the regulation of social media in recent years, the
president in January 2017 enacted a set of new media laws known as the Social Communication
Legislative Package (Pacote Legislativo da Comunicação Social), which enable the government to
control and censor critical information online. The new laws also created the Angolan Regulatory
Body for Social Communication (ERCA, Entidade Reguladora da Comunicação Social Angolana)
that has the power to regulate journalists’ conduct and investigate online content producers
without judicial oversight and suspend or ban websites that fail to abide by its standards of “good
journalism.” In March 2017, the main opposition party UNITA launched a legal challenge to the law
at the Constitutional Court, though the law remains in effect.
Critics worried the law would be used to crackdown on independent voices and online dissent in
the lead-up to the August 2017 presidential elections, which saw a new contender for the first time
since dos Santos came into power nearly 38 years earlier. The president announced in February that
he would step down from office and subsequently paved the way for the Minister of Defence of his
MPLA party (People’s Movement for the Liberation of Angola), General João Lourenço, to secede
him. The August elections proceeded with little surprise and no reported restrictions on internet
freedom, bringing Lourenço into the presidency to continue carrying out dos Santos’ authoritarian
policies. Despite the state’s monopolistic controls on traditional media in the country, particularly in
television and radio, the internet remained the main outlet for critics and opposition parties during
the elections period.

Obstacles to Access
Internet and mobile phone penetration remained low, hindered largely by high costs and poor
infrastructure that limit access primarily in urban areas. Senior government officials have direct and
indirect shareholder participation in many Angolan ICT companies, providing the government with
some level of control over the sector.

Availability and Ease of Access
Access to the internet in Angola is one of the lowest in the world with a penetration rate of 13
percent in 2016, according to the latest available data from the International Telecommunications
Union (ITU).1 Mobile phone penetration is also low and declined from 61 percent in 2015 to 55
percent in 2016 per ITU data and remains below the continent’s average of 78 percent.2
High costs remain the main hindrance to increasing ICT access for the majority of Angolans.
Unlimited internet subscriptions cost an average of US$150 per month, while USB dongle devices
1

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.

International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” and “Key 2005-2017 ICT
data,” http://bit.ly/1cblxxY.

2
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that provide wireless access cost between US$50 and $60. In urban areas, slightly more affordable
subscriptions start at US$50 per month but can still cost as much as US$100 per month for reliable
connections. Consequently, few Angolan households have internet access at home. Mobile internet
packages come at a monthly cost of about US$45, while internet cafes charge approximately US$1
for 30 minutes. Those who are able log online at their workplaces, especially in the capital, Luanda.

Key Access Indicators
Internet penetration (ITU)a

Mobile penetration (ITU)

13.0%

2011

3.1%

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

12.4%
55%

2015

61%

2017(Q1)

3.7 Mbps

2011

2016(Q1)

60%

2.8 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

In rural areas, voice and data services can be twice as expensive and of much poorer quality, subject
to frequent cuts and extremely slow connection speeds as a result of poor infrastructure. According
to the latest data from Akamai’s “State of the Internet” report, average broadband connection speed
in Angola is 3.7 Mbps (compared to a global average of 7.0 Mbps).3 ICT access is further hindered
by the country’s fractured electricity system that has steadily declined in access for the country’s
population, serving only 32 percent of the population, mostly in urban areas, according to the latest
World Bank data.4

Restrictions on Connectivity
There were no restrictions on connectivity to internet or mobile phone networks reported during
the coverage period. Angola’s domestic backbone is currently comprised of microwave, VSAT, and
fiber-optic cables. Connection to the international internet goes through the West Africa Cable
System (WACS) and South Atlantic 3 (SAT-3) cable, the latter of which is operated by the stateowned Angola Telecom, which may enable the government to partially control internet connectivity
if desired.5 In 2014, Angola began construction on the South Atlantic Cable System (SACS), a
submarine fiber-optic cable connecting Brazil and Angola that aims to reduce the bandwidth costs
associated with the distance that internet traffic currently has to travel from Europe and the United

3

Akamai, “State of the Internet, Q1 2017 Report,” https://goo.gl/TQH7L7, accessed October 1, 2017.

World Bank, “Access to electricity (% of population),” accessed October 31, 2017, http://data.worldbank.org/indicator/
EG.ELC.ACCS.ZS.

4

“Sistema de Cabos da África Ocidental entra na fase final” [Cable system in Western Africa in final phase], Portalangop,
October 27, 2012, http://bit.ly/1ZdV7BZ.

5
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States.6 Construction of SACS neared completion in mid-2017 and is expected to be ready by
mid-2018.7

ICT Market
The government has some level of control over the ICT sector through the direct and indirect
shareholder participation of senior government officials in many Angolan companies, including ISPs
and mobile phone providers. The state-owned oil company, Sonangol, holds three of the country’s
eighteen ISPs (MSTelcom, Nexus, and ACS), and is a major shareholder in two others, UNITEL and
Angola Cables. UNITEL is the country’s largest ISP.8 The national telecom company, Angola Telecom,
is a major shareholder in Angola Cables with 51 percent, and provides its own internet services.9
Mobile phone services are provided by two private operators, UNITEL and Movicel, both of which
have indirect ownership ties to the government. For example, 75 percent of UNITEL, the larger
mobile phone operator with 80 percent of the market,10 is held by three entities: Sonangol; a
business venture run by Leopoldino do Nascimento, the president’s lieutenant general;11 and the
president’s billionaire daughter, Isabel dos Santos, according to news reports. Both Leopoldino do
Nascimento and Isabel dos Santos sit on the board of UNITEL.12
Meanwhile, 80 percent of Movicel is split between five ostensibly private Angolan companies—
Portmill Investimentos e Telecomunicações with 40 percent, Modus Comunicare with 19 percent,
Ipang-Indústria de Papel e Derivados with 10 percent, Lambda with 6 percent, and Novatel with 5
percent—though these companies have majority shareholders who are senior officials within the
president’s office. For example, the majority shareholders of the Angolan investment company
Lambda include Minister of Telecommunications and Information Technologies José Carvalho da
Rocha, his deputy, and members of both their families.13 Movicel’s remaining capital is held by two
state enterprises, Angola Telecom and Empresa Nacional de Correios e Telégrafos de Angola, with 18
percent and 2 percent, respectively.14
The 2011 Law on Electronic Communications and Information Company Services further enhances
the government’s ability to control the country’s ICT sector.15 On paper, the law aims to ensure that
ICTs in Angola are developed to play a fundamental role in ensuring citizens’ universal access to
information, transparency in the public sector, and participatory democracy. It also sets broader

NEC, “Angola cables to build the world’s first submarine cable across the South Atlantic,” press release, November 4, 2014,
http://bit.ly/1MfbXqw.

6

Cision PR Newswire, “Angola Cables: Cable System connecting Africa and the Americas reaches a major milestones to
create a new route for Internet traffic,” April 20, 2017, http://www.prnewswire.com/news-releases/angola-cables-cable-systemconnecting-africa-and-the-americas-reaches-a-major-milestones-to-create-a-new-route-for-internet-traffic-300442701.html

7

8 Sonangol’s telecom subsidiary, MSTelcom, discloses its full ownership of Nexus and ACS in: Sonangol Notícias, “9º
Aniversário da Mstelcom: Ligando o País e o Mundo,” August 2008, nº 17, Sonangol.
9

10
11

“Telecommunications in Angola,” Moses Malone, http://mosesmalone.ga/Telecommunications_in_Angola.
Instituto Angolana dos Comunicoçoes, “Estatísticas,” http://bit.ly/1R0kxgq.
The investment company: Portmill, Investimentos e Telecomunicações.

Kerry A. Dolan, “Isabel Dos Santos, Daughter of Angola’s President, Is Africa’s First Woman Billionaire,” Forbes, January 23,
2013, http://onforb.es/1s19TrQ.

12

Rafael Marques de Morais, “The Angolan Presidency: The Epicentre of Corruption,” Maka Angola (blog), accessed October
20, 2015, http://bit.ly/1R0kDod.

13
14
15

Rafael Marques de Morais, “The Angolan Presidency: The Epicentre of Corruption,” Maka Angola (blog).

Assembleia Nacional, Lei das Comunicações Electrónicas e dos Serviços da Sociedade da Informação (Lei nº 23/11), art. 5.
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goals of poverty alleviation, competitiveness, productivity, employment, and consumer rights.16
Nevertheless, the legislation includes several provisions that, if implemented with bad intentions,
can threaten Angolans’ online freedoms.17 In particular, the law enables the head of government to
“intervene when internet service providers jeopardize their social functions or there are situations
that gravely compromise the rights of subscribers or users.”18 Because the law does not define “the
social functions” or “situations” that could be compromised or the scope of intervention allowed,
analysts believe that the law empowers the country’s president to control the ICT sector at will.

Regulatory Bodies
The Ministry of Post and Telecommunications (MCT) is responsible for oversight of the ICT sector,
while the Angolan Institute for Communications (INACOM) established in 1999 serves as the sector’s
regulatory body. Reporting to the MCT, INACOM determines the sector’s regulations and policies,
sets prices for telecommunications services, and issues licenses. The regulatory body is, on paper, an
independent public institution with both financial and administrative autonomy from the ministry.
In practice, though, its autonomy is fair limited.19 According to reports by the ITU and World
Bank, INACOM is not autonomous in its decision-making process,20 in part due to the ministerial
appointment of the director general who can be dismissed for any reason. In addition, the MCT
has been known to influence staff appointments, while other ministries are often involved in sector
policy, leading to politically influenced regulatory decisions.
Laws to establish a new Angolan Social Communications Regulatory Body with a remit to regulate
online content were enacted in January 2017 (see Legal Environment).

Limits on Content
Online content remained uncensored and unrestricted during the coverage period, though new media
laws enacted in January 2017 created a regulatory body with the powers to censor online content.

Blocking and Filtering
To date, there have been no known incidents of the government blocking or filtering online content
in Angola, and there are no restrictions on the type of information that can be exchanged through
digital media technologies. Social media and communications apps such as YouTube, Facebook,
Twitter, and international blog-hosting services are freely available.
Nevertheless, censorship of news and information in the traditional media sphere is common, and
the authorities have regularly announced intentions to regulate online speech over the past few
years. In January 2017, the government followed through with the implementation of new media
Ministéro Das Telecomunicaçoes e Tecnologias de Informação, “The commitment of Angola in Communications and IT
sector according to the Recommendations of the World Summit on the Information Society,” (presentation, Geneva, Switzerland,
June 2013), http://bit.ly/1jemlbh.

16

17
18

Miranda Law Firm, “Angola: Legal News,” April-July 2011, http://bit.ly/1GxSrn7.

Assembleia Nacional, Lei das Comunicações Electrónicas e dos Serviços da Sociedade da Informação (Lei nº 23/11), art. 26, 2.

Russell Southwood, “The Case for ‘Open Access’ Communications Infrastructure in Africa: The SAT-3/WASC cable – Angola
case study,” Association for Progressive Communications, accessed August 30, 2013, 5, http://bit.ly/1N1sn8O.

19

20

International Telecommunication Union, “Angola Profile (latest data available: 2013).”
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laws that created regulatory body with powers to ban websites (see Legal Environment). To date, no
websites have been blocked under the new law.

Content Removal
There were no reports of forced content removal during the coverage period, though informal
government demands on users to remove content from the internet have been documented
periodically. In the last documented case, a Facebook user arrested in April 2015 for a critical post
about a military general was forced to remove the post and apologize in exchange for his release.21

Media, Diversity, and Content Manipulation
As a result of low rates of ICT access, radio, television, and print outlets—which are subject to high
levels of government interference—remain the primary sources of information for the majority of
Angolans. Members of the ruling People’s Movement for the Liberation of Angola (MPLA) party
own and tightly control a majority of the country’s media outlets, including those that are the most
widely disseminated and accessed. Of the dozen or so privately owned newspapers, most are held
by individuals connected to the government.
Independent news outlets critical of the government do exist, with Folha8 being the most prominent,
though its audience is reached primarily through its print publication. Rede Angola, an independent
news blog based in Portugal, is one of the main sources of alternative and independent online news
on Angola, alongside the news blogs Club-K and Maka Angola. Nonetheless, the online information
landscape lacks diversity and is unable to represent a variety of groups and viewpoints throughout
the country due to both the concentration of internet access in urban areas and the limited space for
critical voices in Angola’s general media sphere.
In addition, independent outlets, both online and in print, are constrained economically by the lack
of advertising revenue from both state and private sources since it is often denied to news outlets
that publish critical stories about the government. According to an Angolan media observer, Rede
Angola struggled to receive advertising revenue from both private and public sources in 2015 due to
the critical cartoons it often published. The outlet has only managed to stay afloat through financing
from its wealthy owner, a Brazilian political communications mogul.
Government efforts to manipulate online content are periodically reported. Some independent
online news outlets report receiving regular calls from government officials directing them to tone
down or refrain from reporting on certain issues.22
Self-censorship is pervasive and commonly practiced by journalists in both state-run and private
print outlets, though bloggers and social media users are less reluctant to express criticism of the
president and ruling party. In the past few years, the internet and social media have become the last
frontier for independent voices, with journalists, activists and opposition parties increasingly turning
to digital platforms as a means to sidestep the country’s longstanding restrictions on traditional
media. Nevertheless, there have been anecdotal reports of online self-censorship becoming more
21

Interview by Freedom House consultant in May 2015.

In 2015, editors at Rede Angola, reportedly received instructions from the authorities not to publish any news about
an ongoing defamation case against journalist and blogger Rafael Marques de Morais. (Source: Based on interviews with
anonymous online journalists and editors.)
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prevalent, reinforced by sporadic arrests of social media users and bloggers (see Prosecutions).
Taboo topics related to corruption, abuse of power, land grabs, police brutality, and demolitions are
often avoided.

Digital Activism
Social media is the leading platform for citizens to criticize the government and react to alleged
wrongdoings. Youth groups in particular have increasingly flocked to Facebook to call out
government corruption, reflecting a gradual weakening of the culture of fear within civil society.23
Nonetheless, arrests of protesters and online activists in the past few years have led to a more
muted use of digital media to organize and provide critical commentary in the past year (see
Prosecutions and Arrests for Online Activities).

Violations of User Rights
New legislation enacted in January 2017 empowers the government with the ability to penalize
online speech and ban online content. Prominent journalist Rafael Marques de Morais who runs the
critical news blog Maka Angola was charged with “crimen injuria” (insult) for an October 2016 article
published on the news site that accused Angola’s attorney general of illegal business practices in his
purchase of state-owned land.

Legal Environment
The Angolan constitution provides for freedom of expression and the press, and the 2011 Law on
Electronic Communications and Information Company Services provides for citizens’ rights to privacy
and security online, among other provisions regulating telecommunications. Nevertheless, the law
also includes problematic aspects that may infringe on internet access (see ICT Market).24
Despite laws protecting user rights, stringent laws regarding state security and defamation run
counter to constitutional guarantees, such as Article 26 of the 2010 state security law that penalizes
individuals who insult the country or president in “public meetings or by disseminating words,
images, writings, or sound” with prison sentences of up to three years.25 The 2006 press law holds
authors, editors, or directors of a publication criminally liable for libellous content.26 If the author
does not reside in the country or the text is not signed, the law establishes the circumstances
in which the editor, director, or both may be held criminally responsible for grievous content.27
Defamation is a crime punishable by imprisonment, while politicians enjoy immunity from all
prosecution. Meanwhile, the judiciary is subject to considerable political influence, with Supreme
Court justices appointed to life terms by the president and without legislative approval.
In January 2017, the president enacted a set of new media laws known as the Social Communication
Central Angola 7311, website, http://centralangola7311.net/; Central Angola 7311, Facebook page, http://on.fb.
me/1VGCP7Y.

23
24

Art. 71, 2, Assembleia Nacional, Lei de Imprensa (Lei 7/06), 2006, art. 26º, 2.

26

Art. 71, 2, Assembleia Nacional, Lei de Imprensa (Lei 7/06), 2006, http://www.wipo.int/wipolex/en/text.jsp?file_id=179557.

Human Rights Watch, “Angola: Revise New Security Law, Free Prisoners in Cabinda,” December 9, 2010, http://bit.
ly/1RvD6tN.

25

27

Art. 71, 2, Assembleia Nacional, Lei de Imprensa (Lei 7/06), 2006.
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Legislative Package (Pacote Legislativo da Comunicação Social), which included a new Press Law,
Television Law, Broadcast Law, Journalists Code of Conduct, and statutes to establish the Angolan
Regulatory Body for Social Communication (ERCA, Entidade Reguladora da Comunicação Social
Angolana). The latter body was created to regulate journalists’ conduct and investigate producers of
online content without judicial oversight, and has the power to suspend or ban websites that fail to
abide by its standards of “good journalism.”28
Meanwhile, Article 10 of the new Press Law states that “all social communication media have the
responsibility of assuring citizens’ rights to inform and be informed in accordance with the public
interest,” which critics believe will enable the government to control and censor critical information
posted on social media or elsewhere online.29 Article 82 criminalizes publication of a text or image
that is “offensive to individuals,” which would be punished under the penal code as defamation and
slander with fines and imprisonment of up to six months.30 In March 2017, the main opposition party
UNITA launched a legal challenge to the law at the Constitutional Court, though the law remains in
effect.31

Prosecutions and Detentions for Online Activities
Angolan authorities regularly target high profile activists and journalists for their reporting and
online speech. During this report’s coverage period, the prominent journalist Rafael Marques de
Morais who runs the critical news blog Maka Angola was charged with “crimen injuria” (insult) for
an October 2016 article published on the news site that accused Angola’s attorney general of illegal
business practices in his purchase of state-owned land.32 The article also suggested that thenPresident Dos Santos had supported the attorney general’s actions. Marques was summoned by
police and interrogated for three hours over the charge. In May 2017, the government reissued the
charges against Marques under Angola’s Law on Crimes against State Security for the same October
2016 article and charged journalist, Mariano Bras Lourenco, for having republished the article in the
weekly print newspaper, O Crime.33 As of October 2017, the charges against the journalists remain
outstanding, which critics believe is an attempt to “sow some confusion to prevent people from
reposting and forwarding critical information.”34
Previous prosecutions for online activism include the high profile case of 17 student activists who
were convicted of sedition in March 2016 and sentenced to between two and eight years in prison.
The charges stemmed from their participation in a book club at which they were discussing a book
about civil disobedience to authoritarian rule. As the sole piece of evidence of the group’s alleged
D Quaresma Dos Santos, “Angola passes laws to crack down on press and social media,” The Guardian, August 19, 2016,
https://www.theguardian.com/world/2016/aug/19/angola-passes-laws-to-crack-down-on-press-and-social-media; https://www.
makaangola.org/2017/03/constitutional-challenge-to-angolas-new-media-laws/; https://www.makaangola.org/2017/02/thedeath-knell-for-freedom-of-of-the-press-in-angola/

28

29 D Quaresma Dos Santos, “Angola’s latest ply to silence critics: A regulatory body to censor social media,” Maka Angola
(blog), August 16, 2016, http://www.makaangola.org/2016/08/angolas-latest-ploy-to-silence-critics-a-regulatory-body-tocensor-social-media/
30

Human Rights Watch, “Angola: New Media Law Threatens Free Speech,” November 30, 2016.

Maka Angola, “Constitutional Challenge to Angola’s New Media Laws,” March 03, 2016, https://www.makaangola.
org/2017/03/constitutional-challenge-to-angolas-new-media-laws/
31

Committee to Protect Journalists, “In Angola, two journalists charged over report on corruption,” December 29, 2016,
https://cpj.org/2016/12/in-angola-two-journalists-charged-over-report-on-c.php

32

Christopher Torchia, “2 Angolan journalists charged with insulting the state,” Associated Press, June 21, 2017, https://www.
apnews.com/5505e1ec86694e57aee1d1875ec0d2e8/2-Angolan-journalists-charged-with-insulting-the-state

33
34

Christopher Torchia, “2 Angolan journalists charged with insulting the state,” Associated Press, June 21, 2017.
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plot to overthrow the government, the prosecution pointed to a Facebook post that proposed a
hypothetical alternative government, with prominent activists named in key government positions.35
On appeal, the Supreme Court granted the activists conditional release under house arrest in June
2016.36
Meanwhile, charges against Domingos Magno, a reporter for the “Central Angola 7311” citizen news
site and an administrator of the group’s Facebook page, are still pending as of mid-2017. Magno was
arrested in October 2015 while en route to hear the State of the Nation address and charged with
“false pretenses” for allegedly possessing a false press pass. He spent one month in prison, during
which he was interrogated in relation to his online activities.37 With the charges still looming in 2017,
Magno has been reportedly prohibited from leaving the country and is required to present himself
to the Attorney General’s office every 15 days.38

Surveillance, Privacy, and Anonymity
The government’s ability to monitor and intercept the data and communications of Angolan
citizens without adequate oversight is a major concern, particularly among human rights activists
and journalists, though the full extent of the government’s surveillance capabilities and practices is
unknown. Sophisticated spyware discovered logging activities on an investigative journalist’s laptop
in 2013 suggests that, at a minimum, the government engages in the targeted surveillance of select
individuals (see Technical Attacks).39 Investigative reporting over the past few years has unearthed
different government plans to implement electronic monitoring systems that could track email and
other digital communications.40 Recent investigations have revealed increased engagement with the
Chinese government on surveillance methods.41
In June 2015, Wikileaks published leaked internal emails from the Italian surveillance equipment
company Hacking Team, which revealed efforts by Angola’s intelligence agency, SINSE, to acquire
Hacking Team’s notorious Remote Control System (RCS) in 2013.42 Sold to numerous repressive
regimes around the world, RCS spyware has the ability to steal files and passwords and intercept
Skype communications, among other features. The documents did not reveal whether the Angolan
government eventually purchased or installed the spyware.
Meanwhile, SIM card registration requirements enacted in 2014 were enforced in 2016, threatening
mobile phone users’ rights to communicate anonymously. Users were given until the end of
February 2016 to register existing SIM cards or be disconnected. SIM cards must be registered
directly with INACOM, the ICT regulator that operates under government oversight (see Regulatory
Zenaida Machado, “Dispatches: Basic Rights Still a Pipe Dream in Angola,” Human Rights Watch, March 31, 2016, https://
www.hrw.org/news/2016/03/31/dispatches-basic-rights-still-pipe-dream-angola

35

The Guardian, “Angola court orders conditional release of jailed activist book club,” June 29, 2016, https://www.
theguardian.com/world/2016/jun/29/angola-court-jailed-activist-book-club-conditional-release

36

Rafael Marques de Morais, “President’s speech nabs another political prisoner,” Maka Angola (blog), October 20, 2015,
http://www.makaangola.org/2015/10/presidents-speech-nabs-another-political-prisoner/

37

http://www.dw.com/pt-002/angola-ativistas-querem-o-fim-de-medidas-de-coa%C3%A7%C3%A3o-a-domingosmagno/a-36754667

38

Janet Gunter, “Digital Surveillance in Angola and Other “Less Important” African Countries,” Global Voices Advocacy,
February 26, 2014, http://bit.ly/1LjKxn4.

39
40
41

See, Freedom on the Net 2015, “Angola” country report, https://freedomhouse.org/report/freedom-net/2015/angola.
Freedom House consultant interviews, May 2016.

Daniel Finnan, “Kenyan government asked Hacking Team to attack dissident website,” Radio France Internationale, July 17,
2015, http://rfi.my/1jc5CVp.

42

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

ANGOLA
Bodies). The process requires an identity card or driving license and tax card for national citizens, or
a passport with a valid visa for visitors.43
Strong state influence in the ownership structure of Angola’s telecoms, particularly mobile phone
operators, suggests that the authorities are likely able to wield their influence over service providers
and require them to assist in the monitoring of communications, if desired.44 Such interweaving of
political and business interests through family connections is compounded by the lack of rule of law.

Intimidation and Violence
Violence and harassment against journalists in the traditional media sphere are common in Angola,
and online activists are regularly targeted with threats. Two days before Domingos Magno was
detained in October 2015 (see Prosecutions and Detentions for Online Activities), he received
warnings through his Facebook page advising him to distance himself from his friends who were
known political activists and opposition figures, or face serious consequences.

Technical Attacks
Independent and diaspora news websites have been taken down by technical attacks in the past,
though there were no reported incidents during this report’s coverage period. In the past, the
critical news blog Maka Angola was a repeated target of DDoS attacks before receiving technical
assistance from Jigsaw’s Project Shield (Google), which protects websites from powerful technical
attacks.45 The investigative journalist Rafael Marques de Morais had also been a frequent target of
technical violence via customized malware implanted on his personal laptop,46 which international
experts linked to a multinational with strong ties to Angolan military officials.47 He has since received
assistance from digital security non-profits to safeguard his online activities.
Meanwhile, the hacking collective Anonymous claimed responsibility for taking down more than 20
Angolan government websites in response to the convictions of 17 youth activists in March 2016.48

43

See, INACOME’s website, http://www.inacom.gov.ao/registo/index.html

For instance, the top adviser to the head of the Intelligence Bureau at the Presidency, General Leopoldino do Nascimento,
is also the chairman and shareholder of Unitel. Meanwhile, the head of the Intelligence Bureau, General Manuel Hélder Vieira
Dias “Kopelipa,” holds a majority share (about 59 percent) in Movicel. The deputy CEO and Chief Technology Officer of Unitel,
Amílcar Safeca, is the brother of Aristides Safeca, the secretary of ICTs who in turn is a shareholder of Movicel.
44

Alfred Ng, “Google’s Project Shield defends free speech from botnet scourge,” CNET, September 29, 2016, https://www.
cnet.com/news/google-project-shield-botnet-distributed-denial-of-service-attack-ddos-brian-krebs/

45

46 There is a detailed account of how the malware was discovered during an international conference. See: Michael Moynihan,
“Hackers are Spying On You: Inside the World of Digital Espionage,” Newsweek, May 29, 2013, http://bit.ly/1s29LJY.
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Gunter, “Digital Surveillance in Angola and Other ‘Less Important’ African Countries.”

“’Anonymous’ hackers cyber-attack Angolan government’,” March 30, 2016, http://www.bbc.com/news/worldafrica-35927474
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Argentina
2016

2017

Population:

Internet Freedom Status

Free

Free

Internet Penetration 2016 (ITU):

70.2 percent

Obstacles to Access (0-25)

6

6

Social Media/ICT Apps Blocked:

No

Limits on Content (0-35)

9

7

Political/Social Content Blocked:

No

Violations of User Rights (0-40)

12

14

Bloggers/ICT Users Arrested:

No

TOTAL* ( 0-100 )

27

27

Press Freedom 2017 Status:

43.8 million

Partly Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
●

Facing high inflation, Argentina’s main service providers raised the cost of mobile plans
three times in 2016, and announced new hikes in 2017 (see “Availability and Ease of
Access”).

●

Thousands of people used social media to call for concrete action to reduce violence
against women, driving the related #NiUnaMenos motto into the most popular
hashtag used by Argentinians on Twitter in 2016 (see “Media, Diversity and Content
Manipulation”).

●

A new regulation threatened anonymity for owners of new website domain names,
requiring biometric data as part of the registration process (see “Anonymity”).

●

At least three cyberattacks against digital media outlets were reported in early 2017.
One of them was a Distributed Denial-of-Service attack against the news website
Adelanto 24, which was taken offline in apparent retaliation for a publication on the
army (see “Technical Attacks”).
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Introduction
While internet penetration and online engagement continued to make gains in Argentina, a series of
technical attacks against media outlets threatened critical online reporting.
Since being sworn in as president in December 2015, Mauricio Macri has established a new
telecommunications regulator and taken steps to reform the sector. A decree issued in December
2016 allowed companies to offer cable TV as well as internet and phone services, though a law to
unify telecommunications and broadcast media legislation was still pending in mid-year.
The government does not regularly block or filter the internet, and issues of content removal have
improved since the Argentine Supreme Court established a judicial notice and takedown system in
a 2014 decision. In November 2016, a bill regulating internet intermediaries was approved by the
Senate, establishing the need for a judicial order to remove online content for all cases. The bill had
yet to be approved by the Chamber of Representatives. Meanwhile, controversial judicial orders
were issued during the coverage period of this report to block the transportation mobile app Uber,
though it remained available in Buenos Aires. This period also saw some attempts to remove content
from social networks and video-sharing websites.
While Argentina does not suffer from high levels of violence against journalists, at least three cases
of cyberattacks against news outlets were reported during the period of coverage. Three people
were also detained on suspicion of involvement in the hacking of the minister of security’s personal
Twitter account to send disinformation and insults. On the other hand, a handful of users were
prosecuted and charged for issuing threats against the president and other public officials on social
media.
Mauricio Macri came to power promising sweeping social and economic reforms following more
than a decade of administrations under Néstor Kirchner (2003-2007) and Cristina Fernández
de Kirchner (2007-2015). The government made further commitments to promote democracy
and human rights online during the reporting period: In June 2016, Argentina joined the intergovernmental Freedom Online Coalition, which supports internet freedom and the protection of
fundamental human rights.

Obstacles to Access
Access to the internet has increased consistently in Argentina over the past decade. However, a series
of recent price increases have made certain mobile internet plans more expensive. Since President
Mauricio Macri came into office in December 2015, a number of decrees have sought to reform the
telecommunications sector with the aim of promoting convergence and boosting competition, although
a promised law to unify the telecommunications and broadcast sectors was still pending in mid-2017.

Availability and Ease of Access
Argentina’s internet penetration rate is among the highest in Latin America.1 Mobile phone

CEPAL, “Estado de la banda ancha en América Latina y el Caribe 2016,” [State of Broadband in Latin America and the
Caribbean 2016], October 2016, http://bit.ly/2uOpy7S
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penetration also continues to grow.2 The National Institute of Statistics and Census (INDEC) recorded
17.3 million residential internet access points in December 2016, up from 15.4 million in September
2015. The Buenos Aires open government website listed more than 462 public access Wi-Fi spots in
the capital city in early 2017, an increase of 13 percent from 2016.3

Key Access Indicators
Internet penetration (ITU)

a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

2016

70.2%

2011

51.0%

2015

2016

2015

2011

2017(Q1)

2016(Q1)

69.4%
151%
144%
149%

6.3 Mbps

5.3 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Prices for mobile phone and fixed-line broadband subscriptions are relatively high,4 and the cost
of certain mobile plans spiked during the coverage period of this report amid rising prices for
gas, electricity, water and transport. Service providers Movistar, Personal, Claro and Nextel raised
prices for prepaid and postpaid plans three times during 2016,5 and announced new increases in
February 2017.6 In January 2017, the national communications regulator ENACOM extended its
more affordable prepaid mobile plan, launched by the government in 2014 in agreement with four
cellphone companies,7 but with an average price increase of 9.5 percent.8
Measurements of internet speed in Argentina vary, but a range of sources show that the country
lags behind global averages in broadband speed. According to Open Signal, Argentina’s mobile
internet speed is also below average at 6.78 Mbps, slower than eight other Latin American countries.9
Both government and private actors took steps to improve mobile services in the past year. In June
2016, a government decree offered incentives to mobile operators that install antennas on public

2 INDEC, “Encuesta Nacional sobre Acceso y Uso de Tecnologías de la Información y la Comunicación” [National Survey on
Access and Use of Information and Communication Technologies], October 5, 2015, http://bit.ly/1UL3hQq
3

Buenos Aires Data, “List of Public Wi-Fi spots,” accessed March 2017, http://bit.ly/1Fp42mz

Diario BAE, “Argentina y Brasil, los países más caros de la región para hablar por celular” [Argentina and Brazil, the most
expensive countries in the region to talk on mobile phones], Media Telecom, March 4, 2015, http://bit.ly/1Pp1Va6; María
Fernanda Viecens, “Precio, calidad y asequibilidad de la banda ancha: las disparidades entre los países de la región son muy
importantes” [Price, quality and affordability of broadband: disparities between countries in the region are very important],
DIRSI Policy Brief 2016, http://bit.ly/1TAPpcm

4

“Tercer aumento del año en celulares: suben los precios hasta 16%” [Third increase for cellphones in a year: prices increase
up to 16%], La Nación, October 1, 2016, http://bit.ly/2dh1a7M

5

6 “Aumentan los precios de planes de telefonía móvil y fija” [Mobile and fixed telephone plans increase prices], Revista Fibra,
February 24, 2017, http://bit.ly/2nEpioL

“Todo lo que hay que saber del Plan Prepago Nacional” [All there is to know about the National Prepaid Plan], Télam,
August 8, 2014, http://bit.ly/1mlM3F6

7

8 ENACOM, “Continúa el Plan Prepago Nacional” [National Prepaid Plan continues], January 17, 2017, http://bit.ly/2mfrhkh;
“Celulares: sube 9,5% el Plan Prepago Nacional” [Cellphones: National Prepaid Plan increase 9.5%], La Nación, January 17, 2017
http://bit.ly/2nSVM0P.
9

Open Signal “Global State of Mobile Networks,” February 2017, http://bit.ly/2mfTPLX
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buildings.10 As of mid-2016 the Ministry of Communications also launched a popular Mobile Internet
Access Plan (PAIM) offering 4G cell phones for 2,200 pesos (USD 140).11 In October 2016, Telecom
Argentina committed to a USD 400 million investment in 4G technology over the next four years.12
Rival company Telefónica reported in 2016 that it had already invested USD 3 billion in 3G and 4G
technology, among other areas.13
In May 2016, President Macri promised to bring quality broadband to 29 million people within
two years through infrastructure investments under a Federal Internet Plan.14 By January 2017, an
estimated 174 locations in 19 provinces were connected under the plan, which was expected to
reach almost 500 locations by mid-2017.15  A separate initiative launched in June 2016, the Digital
Country Plan (Plan País Digital), seeks to provide free public Wi-Fi in more than 1,000 municipalities.16
Argentina operates two telecommunications satellites, Arsat-1 and Arsat-2, which launched in
October 2014 and September 2015, respectively.17 In November 2015, Congress approved a law
on the development of the satellite industry, which provides, among other things, for the national
development of eight satellites in the coming years.18 Construction of the ARSAT-3 mission stalled
with the change of government, though the national satellite company (ARSAT) and the Ministry of
Communications pledged to continue developing national satellites.19
Under the previous government, the Connect Equality initiative launched in 2010 sought to foster
basic digital education among school children across the country.20 In March 2016, members of the
program reported layoffs,21 although the incoming government defended their plan to continue

Decree 798/2016, June 22, 2016, http://bit.ly/2o4b3Zn; ENACOM, Resolution 5/2017, January 30, 2017, http://bit.
ly/2mPC81k

10

”Luces y sombras del despliegue del 4G en el país durante 2016” [Lights and shadowns of 4G deployment in the country in
2016], La Nación, December 28, 2016, http://bit.ly/2ncLzLM.

11

“Telecom Argentina anunció nuevas inversiones en tecnología 4G” [Telecom Argentina announced new investments in 4G
technology], Argentina.gob.ar, October 7, 2016, http://bit.ly/2nECAlm

12

“Radiografía del mercado de telcos en Argentina” [Radiography of the telecoms market in Argentina], Infotechnology,
September 6, 2016, http://bit.ly/2nrodQq

13

“En qué consiste el Plan Federal de Internet que presentó hoy Mauricio Macri” [The Federal Internet Plan presented today
by Mauricio Macri], La Nación, May 17, 2016, http://bit.ly/1NxeQu8

14

“174 localidades se conectaron al Plan Federal de Internet” [174 localities connected to Federal Internet Plan], Revista Fibra,
January 23, 2017, http://bit.ly/2jpj3SM.

15

Casa Rosada, “El presidente Macri lanzó en Salta el Plan País Digital” [President Macri launched the Digital Country Plan in
Salta], June 15, 2016, http://bit.ly/2cg5rL6; See also: País Digital Official website, Accessed March 2017, http://bit.ly/2mUlMpn

16

“El Arsat-1 llegó a la órbita geoestacionaria” [Arsat-1 reached the geostationary orbit], La Nación, October 27, 2014, http://
bit.ly/1wv256C; “Lanzaron con éxito el Arsat-2 y ya está en órbita” [Successful launch of Arsat-2, now in orbit], Clarín, October
30, 2015, http://clar.in/1KTyt8h

17

18

Law 27208, November 2015, http://bit.ly/2nByZqm

“Por falta de fondos, el Gobierno frenó la construcción de un nuevo satélite ArSat” [Government stopped construction of a
new ArSat satellite due to lack of funds], El Cronista, March 28, 2016, http://bit.ly/2qnNSuB

19

Decree 459/10, http://bit.ly/1biJ9C5; See also: Government of Argentina, “Conectar Igualdad” [Connect Equality], http://bit.
ly/1Ebzusv

20

“Desde Conectar Igualdad denuncian más de 1000 despidos” [More than 1,000 dismissals denounced from Connect
Equality], La Nación, March 4, 2016, http://bit.ly/1RvN8PQ; “Conectar igualdad: entre la inclusión pedagógica y la inclusión
ciudadana” [Connect Equality: between pedagogical inclusion and citizen inclusion], ADC Digital, March 10, 2016, http://bit.
ly/22vSXBN
21
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developing the project.22 According to information published on the official website, more than
300,000 netbooks were delivered to students and teachers in 2016.23

Restrictions on Connectivity
The Argentine government does not place limits on bandwidth, nor does it impose control over
telecommunications infrastructure. There have been no reported instances of the government
cutting off internet connectivity during protests or social unrest. There are currently 25 functioning
Internet Exchange Points (IXPs), which help to manage internet traffic efficiently.24 IXPs are
strategically distributed in major cities across the country.25

ICT Market
Although there are no onerous obstacles to entering the ISP market, a handful of companies
dominate the sector.
There are more than 1,000 licensed providers offering internet services,26 although around 90 percent
of the broadband ISP market is concentrated in three companies: Telefónica, Telecom Argentina, and
Cablevisión (Grupo Clarín).27 The mobile sector reflects similar concentration under market leaders
Movistar (Telefónica), Claro (América Móvil) and Personal (Telecom Argentina).28 ENACOM approved
the purchase of Nextel by Grupo Clarín subsidiary Cablevisión in March 2016, advancing in the
mobile telephone market. In March 2017, ENACOM approved Nextel’s refarming project to provide
4G services in the 900 Mhz and 2.5 Ghz frequencies, which it acquired in June 2016.29  
A company wanting to offer internet services must obtain a license from ENACOM, the national
communications regulator, a process that underwent some changes in 2016.30 In May 2016,
Resolution 2483/2016 simplified the license registration process for ISPs.31 The application fee
increased from ARS 5,000 (US$333) to ARS 20,000 (US$1,330).32 Providers can register online,
according to a regulation approved in August 2016.33

“El Gobierno confirmó la continuidad de “Conectar Igualdad” y negó despidos” [Government confirmed continuation of
Connect Equality and denied dismissals], Télam, March 4, 2016, http://bit.ly/1MlZd7U

22

“Conectar Igualdad superó la entrega de 300.000 netbooks en 2016” [Connect Equality delivers more than 300,000
netbooks in 2016], Conectar Igualdad website, October 2016, http://educacion.gob.ar/conectar-igualdad/noticias/66/pnbspconectar-igualdad-superoacute-la-entrega-de-300000-netbooks-en-2016p
23

24

CABASE, “IXPs en funcionamiento” [IXPs in operation], accessed July 17, 2017, http://bit.ly/2uMTc0u

26

ENACOM, “Información de las prestadores” [Information Regarding Providers], http://bit.ly/22w0uAF

25

CABASE, Map of Network Access Points (NAPs) 2017, accessed July 17, 2017, http://bit.ly/2ttEmMm

Martín Becerra, De la concentración a la convergencia, [From concentration to convergence], Buenos Aires: Paidós, 2015,
64; See also: Leticia Pautasio, “Estadísticas: mercado de telecomunicaciones de Argentina” [Statistics: telecommunications
market in Argentina], Telesemana, August 4, 2015, http://bit.ly/1T6Jjf8

27

28 Leticia Pautasio, “Estadísticas: mercado de telecomunicaciones de Argentina” [Statistics: telecommunications market in
Argentina], Telesemana, August 4, 2015, http://bit.ly/1T6Jjf8
29

Resolution 1299-E/2017, March 6, 2017, http://bit.ly/2nJSbTx

National Communications Commission, Decree 764/2000, September 5, 1998, http://bit.ly/1Ry8Mws; ENACOM “Licencia
Única de Servicios de Telecomunicaciones,” [Licence for Telecommunications Services], http://bit.ly/2n7sMzT

30

“Government adopts the “multistakeholder” model for the development of Internet” Convergencia Latina, May 18, 2016,
http://bit.ly/20XqAYj; “ENACOM publicó el nuevo Reglamento de Registro de Servicios TIC” [ENACOM published the new
Regulation for the Registration of ICT Services], Revista Fibra, May 18, 2016, http://bit.ly/1V9mxrY.

31

32
33

Resolution 2483/2016, Official Bulletin, May 16, 2016, http://bit.ly/1X2OTFy.

ENACOM “ Inscripción online para proveedores de acceso a internet”, August 19, 2016 http://bit.ly/2nCgodV.
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Aiming to promote convergence and competition, the Macri government has issued a series of
emergency decrees and resolutions to significantly reform the telecommunications and media
sector. At the request of several civil society organizations however, a hearing was held in April 2016
at the Organization of American States to discuss the effects of Decree 267 issued in December
2015, which categorized cable TV as an ICT service, releasing cable providers from obligations in
the Broadcasting Law.34 Critics said this could undermine pluralism, diversity, and local content
production, and accused the government of encouraging greater market concentration.35
The government has in turn designated a committee to draft a law to unify digital and broadcast
media legislation, but it had yet to be presented to Congress in mid-2017. The draft law is supposed
to overcome the shortcomings of swift modifications by decree, which substantially changed the
audiovisual and telecommunications laws.
Meanwhile, Decree 1340 issued in December 2016 allowed telecommunications companies to offer
cable TV as well as internet and phone services beginning in 2018.36
The decree also enabled DirectTV (the only satellite TV operator) to offer satellite internet services.  
Although commentators have noted that these changes mainly benefited Clarín Group, Telefónica and
DirecTV, they still sparked complaints among major companies with clashing interests.

Regulatory Bodies
The main telecommunications regulator, the National Authority for Communications (ENACOM), was
created by presidential decree in December 2015,37 later validated by Congress in April 2016.38
The body’s composition has raised some concerns about possible executive influence. ENACOM
operates within the Ministry of Communications and has a directorate comprised of four directors
chosen by the president and three proposed by Congress. ENACOM decisions can be approved by a
simple majority and its members may be removed by the president.39
The executive body NIC.ar regulates and registers all websites with the “.ar” top level domain name.
Since 2015, registration of any domain ending in “.com.ar” requires an annual fee between ARS 110
and ARS 420 (US$7 and US$27).40 While these prices are quite affordable, they could deter some
users. NIC will also require users to provide a tax ID number to register domains (see “Anonymity”).

OBSERVACOM, “Sociedad civil denuncia ante la CIDH por cambios a Ley Audiovisual. Gobierno promete “nuevo
marco regulatorio acorde con el derecho internacional” [Civil society denounces changes to Audiovisual Law before IACHR.
Government promises new regulatory framework in accordance with international law], April 8, 2016, http://bit.ly/2nmsoQo.

34

“Los especialistas opinaron sobre el decreto 267” [Expert opinions on decree 267] Revista Fibra, January 4, 2016,http://bit.
ly/2cdjStz; Martín Becerra (blog), “Restauración” [Restauration], January 2016 http://bit.ly/1RG65fw.

35
36

Decree 1340/16, December 30, 2016, http://bit.ly/2ijOhcE.

The decree dissolved the previous regulatory agencies, Federal Authority of Audiovisual Communication Services (AFSCA),
the Federal Authority for Information Technologies and Communications (AFTIC). DNU 267/15, http://bit.ly/1UycLzB.

37

“El Congreso puso punto final a la ley de medios del kirchnerismo” [Congress puts final stop on Kirchner media law],
Infobae, April 6, 2016, http://bit.ly/2cLKxQA.

38
39

40

ENACOM, “¿Qué es Enacom?” [What is Enacom?], Accesed on March, 2017 http://bit.ly/1LHw47b.

NIC Argentina, Registration Fees, accessed March 2017, http://bit.ly/2n7Tjgk.
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Limits on Content
Several cases during this period concerned requests to remove content from social networks and videosharing websites. Controversial judicial orders were issued to block Uber, yet the transportation app
remained available in Buenos Aires. Born in Argentina, the #NiUnaMenos campaign against genderbased violence has gained momentum and exemplifies the country’s increasing use of social media for
political and social activism.

Blocking and Filtering
Users in Argentina have access to a wide array of online content, including international and
local news outlets, as well as the websites of political parties and civil society initiatives. YouTube,
Facebook, Twitter, and international blog-hosting services are freely available. There is no automatic
filtering of online content. Law 25.690, however, requires ISPs to provide software that can allow
users to choose to limit their own access to “specific websites.”41 Courts have the power to order
website blocks, and have done so to protect copyright in the past.42 Another blocking case occurred
in July 2015, when a judge issued an order to block access to five pages on the justpaste.it site with
information exposing vulnerabilities in the electronic voting system to be used for the Buenos Aires
mayoral elections.43
A controversial judicial order was documented during the reporting period, although it had limited
impact.   In April 2016, a judge in Buenos Aires issued a preliminary injunction ordering the local
government to halt the activities of the mobile app Uber, which had just launched in Buenos Aires.44
The injunction was requested by the taxi drivers’ union. A blocking order was issued by another local
judge shortly after.45 The order said Uber was not in compliance with the legal framework for public
transportation services. However, the blocking could not be implemented because ISPs said that it
was technically impossible to limit the blocking to one city.46 Due to this constraint, in April 2017, a
local Court of Appeal ruled that the blocking order must be implemented nationwide.47 However, it
is not clear that it was implemented, since the app continued operating in Buenos Aires through this
period of coverage.48
Authorities have taken steps to extend content regulation, but no new measures had been introduced
41

Law 25.690, http://bit.ly/1UqLHCO

In 2014, a civil court ordered ISPs to block access to IP addresses associated with The Pirate Bay, a website that facilitates
peer-to-peer (P2P) file sharing using the BitTorrent protocol, on the grounds that The Pirate Bay included links to copyright
protected content. However, users in Argentina can currently access The Pirate Bay through its many mirror sites. See: “Pese al
bloqueo, varios sitios permiten ingresar a the Pirate Bay en la Argentina” [Despite blocking, various sites enable access to the
Pirate Bay in Argentina], Infotechnology, July 3, 2014, http://bit.ly/1qTe7E2

42

“Ordenan impedir el accesso a paginas Web con informacion sobre el sistema de voto electornico porteno” [They ordered
to prevent access to Web pages with information about the Buenos Aires electronic voting system], La Nacion, July 6, 2016,
http://bit.ly/2zsGjs4

43

44 “La justicia ordena el cese de operaciones de Uber  en Buenos Aires’ [Judge orders to stop Uber operations in Buenos
Aires], La Nación, April 13, 2016, http://bit.ly/1qpOAqF

“Otro revés para Uber: la justicia ordenó bloquear la web y la app” [Another defeat for Uber: court order to block the web
and the app] Clarín, April 22, 2016, http://clar.in/2nGewkI

45

“Los proveedores de Internet dicen que no se puede bloquear Uber sólo para los porteños” [IPSs say they cannot block Uber
just in the city of Buenos Aires], La Nación, May 25, 2016 http://bit.ly/25liyvt

46

47 “La justicia porteña bloqueó la app de Uber a nivel nacional” [City of Buenos Aires Court blocked Uber nationwide], Telam,
April 11, 2017, http://bit.ly/2rNuU4X.  The ruling can be accessed here: http://bit.ly/2smP0A6

“Pese a la orden judicial de bloqueo, Uber continuaba funcionando” [Despite judicial blocking order Uber continued to
work], Telam, April 11, 2017, http://bit.ly/2ue3RhE

48
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in mid-2017. In December 2016, a bill proposed to create an “Ombudsman on Social Networks” with
the power to order the temporary suspension of websites and user profiles in case of acts, expressions
or facts that affect users’ constitutional rights.49 While still at the early stages of the legislative process,
the bill has raised concerns for its vague wording, as well as the ombudsman’s power to order the
blocking of a website without a judicial order.50
A municipal internet blocking bill presented in Buenos Aires in August 2016 would have enabled
municipal prosecutors to block applications or domain names with the purpose of preventing
“unlawful conduct.”51 Widely criticized for its broad language and for undermining national
jurisdiction rules,52  it was withdrawn before it was debated by the Buenos Aires City Legislature.53

Content Removal
Pressure on companies to remove content increased slightly during the period of coverage, as
individual judges ordered some content to be removed from social networks and video-sharing
websites. Legislation requiring a court order to support all takedown requests made progress but had
yet to pass.  
Judges ordered social networks and video-sharing websites to remove content based on the right to
honor and privacy – which is guaranteed under Civil Code (art. 52) and allows Argentinian citizens to
prevent or repair any damage to their reputation – in at least two cases:

49

●

In February 2017, a preliminary injunction issued by a judge in the province of Salta ordered
Google-owned YouTube to temporarily remove a video by Mathieu Orcel called “Salta: the
murder of two French women.”54 The film cast doubt on a judicial investigation into the
murder of two tourists in 2011, and a local deputy felt that it implicated and damaged him
and his family’s reputation. While the film can still be accessed in Vimeo and other websites,55
the producers removed the video from YouTube to avoid “distorting the meaning of the
documentary.”56

●

In December 2016, a preliminary injunction ordered Twitter to delete aggressive comments
and photo montages made on its platform against Argentinian celebrity Victoria Vanucci,
which called her insults such as “killer,” “dog,” “cockroach,” or that expressed hatred, in

Bill 8542-D-2016, http://bit.ly/2rDEGGC

Roko, Paula “Proponen crear un Defensor Publico en Redes Sociales” [They propose to create a public Defender on Social
Networks], Perfil, January 4, 2017, http://www.perfil.com/actualidad/proponen-crear-un-defensor-publico-en-redes-sociales.
phtml

50

51 “Polémica en Argentina por un proyecto de ley que habilita el bloqueo de Internet en Buenos Aires” [Controversy in
Argentina over internet blocking bill], Telesemana.com, August 31, 2016, http://bit.ly/2ciMBOt

ADC Digital, “Un proyecto de ley que pone en riesgo la libertad de expresión en Internet” [A bill that could jeopardize
freedom of expression on the  Internet], August 29, 2016, http://bit.ly/2cQZxfL; Access Now, “Sociedad civil y organizaciones
académicas preocupadas por proyecto de ley para bloquear sitios web y aplicaciones en Argentina,” [Civil society and academic
organizations concerned about internet blocking bill in Argentina], August 29, 2016, http://bit.ly/2bPGYLX
52

53 “Frenan el proyecto de ley para bloquear  sitios web” [Internet-blocking bill was stopped], Minutouno.com September 1,
2016, http://bit.ly/2cDwqNL

54 “Ordenan a Google y YouTube suspender temporariamente la difusión de un documental”’ [Google and YouTube are
ordered to suspend the dissemination of a documentary’], eltribuno.info, February 21, 2017 http://bit.ly/2mLG9nK. The
preliminary injunction can be consulted here: http://bit.ly/2rUiOnq

‘’Este es el documental sobre el crimen de las turistas francesas que no quieren que veas”’ [This is the documentary on the
murder of the french tourists that they don’t want you to watch it] infobae.com February 22, 2017, http://bit.ly/2kMuDMQ

55

56 “Levantaron el documental que planteaba dudas sobre la investigación de las turistas francesas” [Documentary that cast
doubt on the investigation of the French tourists was removed], clarin.com, February 21, 2017, http://clar.in/2mp3Era
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reaction to photos published of her posing alongside hunted animals during a Safari in
Africa.57 The ruling stated that the use of her name and photos without authorization was
a violation of her right to honor. The Working Group on Internet Services, a public agency
under the national Ministry of Communications, published a statement raising concerns
about the injunction and its potential repercussions for freedom of expression online.58
There was no confirmation that Twitter complied with the request.
Recent court decisions have established takedown criteria to avoid potential abuse of generic
injunctions to restrict freedom of expression. A landmark ruling by the Argentine Supreme Court
in 2014 confirmed that intermediaries should not be liable for third-party content if they did not
have knowledge of alleged third-party violations.59 It established that intermediaries must remove
unlawful content only if they are notified by a judicial order, thus favoring a judicial takedown
regime over a “notice-and-takedown” system. On the other hand however, the court stated that if
the content involves “manifest illegality,” a private notification to the intermediary is sufficient. A
recent court ruling by the Supreme Court in September 2017 reaffirmed these standards in the
“Gimbutas” case.60
In another case in June 2015, a federal appeals tribunal in Buenos Aires determined that
precautionary measures must not be dictated in general terms and infringing sites have to be
identified via the URL in order to be removed.61 A subsequent ruling from the same court supported
the need for removal orders to list specific webpages.62
While these rulings improved the legal framework for content removal, another judgement in May
2017 suggested that search engines must obtain the consent of the subject before publishing
thumbnail images in search results, contradicting the 2014 Supreme Court judgement which
established that the right to access information extends to pictures. The ruling was issued by the
Argentine Federal Court of Appeals on Civil Matter in a case that held Google and Yahoo liable for
publishing results on their respective search engines that linked the name of an ex-model to porn
websites.63 The Court condemned Google and Yahoo to pay Norbis ARG $1,400,000 (USD 80,000)
but the ruling was appealed to the Supreme Court. Google’s lawyers had also asked the plaintiff to
identify the URL for a specific page to be delisted, arguing that doing so with a simple term or an
entire domain would constitute censorship.
Other rulings during the coverage period were more positive. In November 2016, the Supreme Court
of the Province of Tucumán ruled that news websites cannot be held responsible for comments
published by third parties on their platforms. The court rejected a claim filed by a judge who said

Federal Judge on Civil and Commercial Matters, “Vanucci, María Victoria c/ Twitter Inc. s/ Acción Preventiva de Daños,”
December 2016, http://bit.ly/2oHvVWD

57

58 “El fallo Vanucci contra Twitter dejó mucha tela para cortar’ [Ruling against Twitter in Vanucci case leave plenty of room for
discussion], Diario Judicial, January 5, 2017, http://bit.ly/2nELYoZ

Supreme Court of Justice, “Rodriguez, Maria Belén c/ Google Inc. s/ daños y perjuicios,” October 28, 2014, http://bit.
ly/1UGGjrD

59

Supreme Court of Justice “Gimbutas, Carolina Valeria c/Google Inc. s/daños y perjuicios” September 12, 2017 http://bit.
ly/2ffnzmW

60

61 Argentine Federal Court of Appeals on Civil and Commercial Matters, II, “Giovanetti, Laura c.Yahoo Argentina y otro,” June
2, 2015, http://bit.ly/2bXF72p
62 Argentine Federal Court of Appeals on Civil and Commercial Matters, II, “Albertario, Claudia c. Yahoo Argentina y otro s/
daños y perjuicios,” June 2, 2015 (link not available)

Argentine Federal Court of Appeals on Civil Matter “Norbis, María Luisa y otro c/ Yahoo y otro” May 3, 2017 http://bit.
ly/2hFSLfs
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comments published on a news website had harmed his reputation.64 A month later, the same court
revoked a preliminary injunction issued by another judge, which prevented search engines from
linking to news reports about the death of a housemaid who used to work for the judge’s family.65
Bills pending approval during this period of coverage have also sought to address issues related to
intermediary liability and content removal:
●

In November 2016, the Senate approved a bill on intermediaries that rejects private or
administrative notice-and-takedown systems, and establishes that in all cases a judicial
order is necessary to remove online content.66 In mid-2017, the bill was pending approval
by the Chamber of Representatives before becoming law.

●

A separate bill submitted to the Chamber of Representatives would permit notice-andtakedown systems for cases of “manifest illegality,” such as content that facilitates crime;
endangers human life; advocates national or racial hate; and child pornography.67

●

Two bills criminalize the dissemination of non-consensual intimate images – also known as
“revenge porn” – and state that the content must be removed by judicial order.68 One of the
bills has already been approved by the Senate in December 2016.69

●

The national data protection authority presented a new data protection bill in 2017 (see
“Surveillance, Privacy, and Anonymity”).70 The bill establishes an individual’s right to erase
personal data when it is no longer necessary for its original purpose, or when there is
no public purpose. The draft, which included some exceptions to protect freedom of
expression, was pending submission to Congress in mid-2017.

Media, Diversity, and Content Manipulation
Argentina has a relatively open and diverse online media environment, as well as high rates of
social media use. According to a map developed by the National Data Protection Authority, there
are seven social networks with more than a million users in the country.71 Self-censorship among
bloggers and internet users is not widespread in Argentina, although some isolated instances of
harassment may elicit self-censorship in particular cases.
During the coverage period, the government took steps to correct the discriminatory allocation of
official advertising, which has played a major role in shaping media content both at the federal and
local levels. In June 2016, the Public Communication Secretary issued an administrative resolution
regulating the allocation of official advertising according to objective criteria, such as media

Supreme Court of Justice of Tucumán“Zottoli Alfonso Arsenio vs. La Gaceta S.A. s/ Daños y perjuicios” November 22, 2016
http://bit.ly/2nadQmp

64

65 Supreme Court of Justice of Tucumán “Paz de Centurión Marta c/ Ruiz, Julio César y otra s/incidente de medida cautelar”
December  29, 2016, http://bit.ly/2njl5st
66

Bill 942/16, http://bit.ly/2mqp4Ej

68

Bill 5893/16, http://bit.ly/2mpNU7t and Bill 2119/16, http://bit.ly/2narntW

67
69

70

Bill 5771/16, http://bit.ly/2i8QFZz
Bill 2119/16

Draft bill on data protection http://bit.ly/2o27R0j

National Directorate for the Protection of Personal Data, “Primer mapa argentino de las redes sociales,” [First Argentine
map of social networks], August 2015, http://bit.ly/1Y0fekF
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reach, relevance of the message, geographic zone and plurality of voices.72 In November 2016, the
Senate approved a bill stating that official advertising will be allocated according to principles of
transparency, pluralism, federalism, and non-discrimination. The bill had yet to be approved by
the Chamber of Representatives in mid-2017.73 The new government also reduced its advertising
expenditure,74 despite an official strategy to increase investment in digital advertising.75
Research published during the coverage period was suggestive of organized digital campaigning
being conducted with a political motive. In December 2016, a study analyzed behaviors on social
networks during a dispute between the national government and scientists due to budget cuts in
funding for scientific research.76 The study observed extensive use of anonymous or fake accounts
acting in a coordinated way to support the government’s position.  A similar pattern was seen during
a labor dispute with school teachers in February 2017, raising suspicions about the existence of an
alleged “army of trolls” dedicated to defend the government on social networks.77

Digital Activism
Argentinians continued to use social media as a tool for political mobilization in 2016 and 2017.
Digital activism has played a crucial role in rallying protests to advocate for concrete action to
reduce violence against women,78 since the hashtag #NiUnaMenos (Not One Less) went viral on
social media in June 2015 during a march.79 A second #NiUnaMenos march took place in June
2016, once again rallying thousands of people around the country and encouraging significant
social media engagement.80 In October 2016, Argentinians marched again after the murder of a
young girl in the city of Mar del Plata.81 As a result, #NiUnaMenos was the most tweeted hashtag by
Argentinian users in 2016.82 Specific demands have called for the government to focus on prevention,
by implementing the existing law against gender violence and giving it a budget, training police,
prosecutors and judges who have to deal with these cases, and offering official statistics and
comprehensive sex education in schools.
In January 2017, social media also helped to raise awareness about acts of violence and
stigmatization against the indigenous Mapuche people in the southern province of Chubut, in the

72
73

Resolution 247-E/2016, http://bit.ly/2d6Ge4Z
Bill 1643/16, http://bit.ly/2nyjJdV

“El reparto de la publicidad oficial ya se diferencia de la era kirchnerista”’ [The allocation of the official advertising differs
from the Kirchner Era], La Nación, January 2017, http://bit.ly/2ixYiDa

74

“Cuáles son los 25 grupos de medios más beneficiados por la publicidad del gobierno nacional” [What media outlets most
benefit from official advertising], Infobae, January 16, 2017, http://bit.ly/2jhy0aw

75
76

“Jugada preparada’’ [Planned move] El gato y la caja, December 2016, http://bit.ly/2iDLFem

“Escándalo; denuncian que la campaña de los voluntarios contra los docentes la armó el call center PRO’’ [Scandal;
Allegations that the campaign against school teachers was organized by PRO call center], Diario Uno de Entre Ríos, February
2017, http://bit.ly/2nEmZlM

77

“Argentine marches condemn domestic violence,” BBC, June, 2015, http://bbc.in/1SXuUoa; “Histórica marcha contra la
violencia machista” [Historic march against gender violence], Clarín, June, 2015, http://clar.in/1KB2azu

78

“Del mundo online a la marcha: el mapa con las repercusiones de #NiUnaMenos en Twitter” [From the online world to the
march: the map with the impact of #NiUnaMenoson Twitter], La Nación, June 2015, http://bit.ly/1Jayd8P

79

80 “Una multitud en otro grito contra la violencia machista” [A crowd in another cry against male violence], Clarín, June 4,
2016, http://clar.in/2ufutAm.
81 “Ni una menos: masiva convocatoria en contra de los femicidios” [Ni una menos: massive protest against femicide], La
Nación, October 16, 2016, http://bit.ly/2doDZKJ

82 “#NiUnaMenos fue lo más comentado por los argentinos en Twitter durante 2016” [#Niunamenos was the most commented
by argentinians in Twitter during 2016] Telam, December 2016, http://bit.ly/2nH5Omq
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context of a land claim.83 Netizens also used social networks to coordinate a protest against the
government’s decision not to promote national wage negotiations for teachers, through the hashtag
#Marchafederal (Federal March).84 Government supporters also used social networks to promote a
national mobilization in support of the government through the hashtag #1A.85

Violations of User Rights
Argentina does not suffer from high levels of violence against journalists, but during the period of
coverage three cases of cyberattacks against news outlets were reported. Several users were prosecuted
and charged for issuing threats against the president and other public officials on social media.
Argentina has relatively strong privacy protections and authorities must obtain a judicial warrant
before conducting surveillance. A new regulation requires users to register their biometric data with
the Federal Administration of Public Revenues in order to register, transfer, or cancel a domain.

Legal Environment
Freedom of expression is guaranteed by the National Constitution.86 Argentina explicitly established
online freedom of expression protections through a presidential decree issued in 1997,87 which were
expanded by the Congress in 2005 to include “the search, reception and dissemination of ideas and
information of all kinds via internet services.”88 Defamatory statements regarding matters of public
interest were decriminalized in 2009,89 following the Inter-American Court of Human Rights’ ruling in
“Kimel vs. Argentina.”90
The government has further committed to promoting the values of democracy and human rights
online. In June 2016, Argentina joined the inter-governmental Freedom Online Coalition, which
supports internet freedom and the protection of fundamental human rights.91 Argentina is the third
Latin American country, and the first from South America, to join the coalition.
Some laws impose criminal and civil liability for online activities. Law 11.723 holds liable those
who reproduce content that violates intellectual property by any means, and establishes sanctions
ranging from fines to six years in prison. In November 2013, Congress approved a law amending
the penal code and establishing penalties of up to four years imprisonment for online contact with
a minor carried out “with the purpose of committing a crime against [the minor’s] sexual integrity.”92

83 “Chubut; represión y dos heridos graves en la comunidad mapuche [Chubut: repression and two seriously wounded in the
Mapuche community] Perfil, January 12, 2017, http://bit.ly/2nI4myO
84 “Masiva marcha docente reclamó al gobierno por la paritaria nacional’’ [Massive march of teachers claimed government
for nationwide wage negotiations] Ambito, March 22, 2017, http://bit.ly/2oqajiq

85 “La marcha a favor del gobierno colmó la Plaza de Mayo y se sintió en el país” [March in support of the government filled
May Square and impacted in all the country], Clarín, April 1, 2017, http://clar.in/2qUALDY

86 National Constitution, Article 14, http://bit.ly/1K2LdgL. The constitution was amended in 1994, and Article 75 (22) now
recognizes numerous international human rights treaties with constitutional status and precedence over national laws.
87
88
89

Decree 1279/97, December 1, 1997, http://bit.ly/1JCs3dP
Law 26032, http://bit.ly/1EzDJA5

Law 26551, http://bit.ly/1ZH7UvP
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“Kimel vs Argentina,” Inter-American Court of Human Rights, 2008, http://bit.ly/1SrPsUN

92

Law 26904, http://bit.ly/1JCto4j

Freedom Online Coalition, “Freedom Online Coalition welcomes Argentina as its 30th member,” June 2016, http://bit.
ly/29skEVl
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The law generated concern among academics and civil society organizations because of its vague
wording.93
In 2008, the government passed a law on cybercrime,94 which amended the Argentine Criminal
Code to prohibit distribution and possession of child pornography, interception of communications
and informatics systems, hacking, and electronic fraud. Some of the terms used in the legislation
have been criticized as too ambiguous, which could lead to overly broad interpretation. Proposed
amendments to another law, the Code of Criminal Procedure, could legalize surveillance powers that
critics said were intrusive (see “Surveillance, Privacy, and Anonymity”).
Other bills are still pending approval that could be used to punish certain forms of online speech.
In October 2016, the Commission of Human Rights and the Commission of General Legislation of
the Chamber of Representatives approved a new bill against discriminatory acts based on various
bills already submitted.95 The bill does not make any explicit reference to internet, but its broad and
ambiguous language to define “discriminatory acts’’ may affect freedom of expression, including in
the online sphere.
Another bill intends to criminalize cyberbullying, stating that anyone who by any means harasses,
bullies or mistreats another may be fined.96 A separate bill seeks to criminalize digital identity
theft. 97 While it exempts parody accounts, the provision refers to parody accounts that are “clearly
identifiable with that purpose.” Both bills were pending review in mid-2017.

Prosecutions and Detentions for Online Activities
Internet users do not generally face prosecution for online speech, though a handful of people were
prosecuted and charged for threatening public officials on social media during the coverage period:
●

On July 30, 2016, two men were detained and charged with public intimidation under
Article 211 of the criminal code, after using fake Twitter accounts to pose as terrorists and
post threats against the president and several public buildings.98 Security Minister Patricia
Bullrich stated in a press conference that threatening acts are no joke, and that Twitter
should not be used for intimidation, threats, or generating panic.99 In a separate case in
May 2016, a woman who threatened the president and his family on Twitter was charged for
posting anonymous threats, as well as encouraging hatred for political views, under Article
149bis of the penal code and Article 3 of Law 32.592 on anti-discrimination, respectively.100

●

A public employee also faced trial for threatening the president and several other officials

93 “Nuevas críticas a la ley de grooming reavivan debates irresueltos” [New criticism on grooming law revives unresolved
debates], Infotechnology, March 22, 2014, http://bit.ly/PYofy8
94

Law 26388, http://bit.ly/U6ZyAE

96

Bill 5894/16, http://bit.ly/2rYXext

95
97

Bill 1450/16, http://bit.ly/2y0yuv9
Bill 6751/16, http://bit.ly/2nauvWR

“Falso terrorista de Twitter: detuvieron a dos jóvenes por amenazar con poner una bomba en la Casa Rosada” [False
Twitter terrorist: two young people arrested for threatening to put a bomb in the Casa Rosada], La Nación, July 30, 2016, http://
bit.ly/2aEjd9s
98

99 “Detuvieron a dos tuiteros por amenazas contra Macri” [Two tweeters detained for threats against Macri], Ámbito, July 30,
2016, http://bit.ly/2neLOqb

“Procesaron a la mujer que amenazó a Macri y a su hija Antonia a través de Twitter” [Woman prosecuted who threatened
Macri and her daughter Antonia on Twitter], Clarín, May 23, 2016, http://clar.in/2n6KwNq
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on Twitter and Facebook. He was charged in December 2016 for posting anonymous
threats, public intimidation, and propaganda based on racial or religious discrimination,
under articles 45, 55, 149 bis, and 211 of the criminal code, and article 3 of Law 23.592.101
●

On February 16, 2017, two people were detained for allegedly hacking into email accounts
operated by the Ministry of Security, in addition to the minister’s personal Twitter account.102
The minister announced immediately that police had arrested those responsible.103 Critics
said the statement jeopardized the suspects’ right to a fair trial by inferring that they were
guilty, and the case was further complicated when another hacker claimed responsibility for
the incident a few days later.104 Police detained a third person on suspicion of involvement
in the Twitter hack in April.105

Surveillance, Privacy, and Anonymity
The Argentine government does not impose restrictions on anonymity or encryption for internet
users, though new registration requirements for purchasing domain names were implemented
during the coverage period. Bloggers and internet users are not required to register with the
government and can post anonymous comments freely in online forums. In 2016, policymakers
made several attempts to amend the law against discriminatory acts,106 and advocacy organizations
representing disadvantaged groups positioned themselves against anonymous speech during
Congressional hearings.107
In July 2016, the National Directorate for the Registry of Internet Domain Names launched a
new regulation for the administration of domain names.108 In order to register, transfer, or cancel
a domain, individuals must apply for a “tax password” (Clave Fiscal) by providing the Federal
Administration of Public Revenues (AFIP) with fingerprints, a facial photo, and their signature. AFIP
assured local media that “it will not have information on the administration of domains and NIC
Argentina will not have tax information either. The processes are independent.”109  
A resolution signed in October 2016 established another database of personal information, requiring
ENACOM to adopt measures to identify all mobile communications users in a national registry.110
Mobile operators must store the information in a safe and auditable manner, and supply them
on request to members of the judiciary or public prosecutors. It does not state how long the

“Amenazó a Mauricio Macri, Gabriela Michetti y María Eugenia Vidal, y ahora enfrentará un juicio oral” [He threatened
Mauricio Macri, Gabriela Michetti and María Eugenia Vidal, and will now face trial], Infobae, May 16, 2017, http://bit.ly/2rB4Cm4

101

“Dos detenidos por el hackeo al mail y a la cuenta de Twitter de Patricia Bullrich” [Two arrested for hacking email and
Patricia Bullrich’s Twitter account], Clarín, February 16, 2017, http://clar.in/2kWYbWk

102
103

Minister of Security Patricia Bullrich, on Twitter, February 16, 2017, http://bit.ly/2nGTClL

“Otra vez hackearon el espacio memoria y revelaron la contraseña de Bullrich” [They hacked again the Memory Space
and revealed Bullrich’s password], InfoTechnology, February 20, 2017, http://bit.ly/2m2cef1

104

“Detuvieron a otro involucrado en el hackeo a la cuenta de Twitter de Patricia Bullrich” [Another person involved in the
hacking of Patricia Bullrich’s Twitter account was detained], La Nación, April 25, 2017, http://bit.ly/2rAQBoq

105
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See Bills: 4447-D-2016 http://bit.ly/2nDUIi5, 1450-D-2016 http://bit.ly/2nDWpff, 1217-D-2016 http://bit.ly/2nWVpz8
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National Directorate for the Registry of Internet Domain Names, Resolution 110/2016, http://bit.ly/2nlZ64D
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Joint Resolution 6 – E/2016, Ministry of Security and Ministry of Communications, October 26, 2016, http://bit.ly/2eWrnaz

ADC, “ADC presentation at the advisory meeting of the Human Rights Commission of the Chamber of Deputies of the
Nation for the debate on a new antidiscrimination law,” July 13, 2016, http://bit.ly/2nfkDeR

107
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a .ar domain?], La Nación, June 6, 2016, http://bit.ly/1TWiJev
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information must be stored. Law 25.891, passed in 2004, requires telecom operators to register users’
identification information before selling them a mobile phone or prepaid SIM card.111
The privacy implications surrounding databanks were debated during the coverage period. In July
2016, an administrative resolution authorized the transfer of personal information of Argentinian
citizens contained in the databases of the social security authority (ANSES), such as name, ID number,
telephone number, and email address, to the Public Communication Secretary.112 Civil society
organizations questioned the use of such data by the agency, which manages communication
strategy for official activities.113 The decision was validated by the data protection authority;114
opposition party legislators challenged the resolution but their claim was rejected.115
In general, Argentina has strong privacy standards rooted in the constitution. The National
Directorate for Protection of Personal Data (DNPDP) presented a draft bill to reform the Data
Protection Law in March 2017,116 following a series of consultations.117 An updated version was issued
in May.118 The bill establishes the right to suppress personal data if it does not have a public purpose,
and when it is no longer necessary for the purpose it was collected.  However, the bill states that the
right to erase personal data would not apply when the data in question is necessary for the exercise
of the right to freedom of expression.  The DNPDP has issued legal requirements and privacy
recommendations on a range of issues in the past, including video surveillance footage,119 the
development of digital applications,120 and use of unmanned aerial vehicles (UAVs) or drones.121
Government agencies do not systematically collect or access internet users’ metadata directly, but
may request it from service providers with a warrant.122 Interception of private communications
requires a court order.123
A 2013 resolution by the Communications Secretariat of the Ministry of Federal Planning introduced
data retention obligations, requiring service providers to store user data for three years. It states
that providers should guarantee the telecommunications regulator “free access” to installations, and
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Law Nº 25.891, http://bit.ly/1ojOlMi

113

ADC, “El estado y los datos personales” [The state and personal data], July 2016, http://bit.ly/2ophWWi
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114

Resolution 166/2016, http://bit.ly/2nnnezV

National Direction on Personal Data Report. 5/2016, http://bit.ly/2nHOU5K

“Tras un fallo, el Gobierno ya puede usar datos de la ANSES’ [After a ruling, the goverment can use ANSES data], La
Nación, November 2016, http://bit.ly/2nHROHD.
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National Directorate for the Protection of Personal Data, “Anteproyecto Ley de Protección de Datos Personales”
[Proposed Draft Bill for the Data Protection Law], February 2, 2017, http://bit.ly/2mpzqoa.
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National Directorate for the Protection of Personal Data, “Aportes sobre la necesidad de una reforma a la Ley de
Protección de los Datos Personales “ [Contributions on the need for a reform of the Data Protection Law], December 19, 2016,
http://bit.ly/2nOQLUC; ADC, “Posible reforma de la ley de protección de datos personales: ADC presente en la discusión”
[Possible reform of the data protection law: ADC present in the discussion], August 24, 2016, http://bit.ly/2mR0R6t; National
Directorate for the Protection of Personal Data, “Justicia 2020 reabrió el debate de la iniciativa ‘Reforma a la ley de protección
de datos personales’” [Justice 2020 reopened the debate on the initiative ‘Reform of the Data Protection Law’], February 2, 2017,
http://bit.ly/2n4kM2t
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Ministry of Justice and Human Rights, Disposition 10/2015, http://bit.ly/25EGjlI
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Ministry of Justice and Human Rights, Disposition 20/2015, http://bit.ly/1fDgI4M
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should provide “all the information that is required in the set manner and timeframe.”124 There has
been no evidence to suggest that this provision was implemented in an unlawful or abusive way.
Amendments to the Criminal Procedure Code of Criminal Procedure drafted in late 2016 could
broaden government surveillance powers.125 The bill presented for an open consultation proposed
the introduction of special methods of investigation, including remote surveillance of computer
equipment, and surveillance through image capturing, localization, and monitoring. The proponents
of the bill argued that the techniques are justified by the need to react appropriately and flexibly to
the difficult task of combatting transnational criminal activity. Critics said the bill failed to provide
a definition of hacking, merely referring to the use of “software which enables or facilitates remote
access,” as well as the lack of necessary information as to the relevant authority responsible.
A government agency with responsibility for surveillance underwent several changes in 2016.
In December 2015, Decree 256 transferred the Department for Interception and Captation of
Communications (DICOM), dependent on the Public Ministry, to the Supreme Court.126 DICOM was
later replaced with the Directorate of Captation of Communications (DCC).127 In September 2016, the
directorate was transformed into an office under a new Directorate of Judicial Assistance in Complex
and Organized Crimes created to assist judicial authorities in cases of illegal drug trade, human
trafficking, kidnapping, money laundering, terrorism financing and crimes against the environment.128
Though still operating under the Supreme Court, digital rights groups have raised concerns about
the office’s new institutional affiliation, and advocated for the need for an independent body to
enable more transparent oversight.129
Covert or unlawful surveillance does not seem to be widespread, although some actors in Argentina
have attempted to spy on internet users in the past. Emails leaked from the Italian spyware company
Hacking Team in July 2015 contained exchanges with Argentine companies that claimed to have
ties with state.130 Political figures such as deceased prosecutor Alberto Nisman and journalist Jorge
Lanata were targeted with malware that accessed their digital activity in 2014. In December 2015,
the University of Toronto-based Citizen Lab documented an extensive malware, phishing, and
disinformation campaign in several Latin American countries, including Argentina.131
There is no evidence that law enforcement agencies regularly monitor online platforms for signs of
criminal activity. However, a technology expert accused police of collecting evidence from his public
Twitter feed during the coverage period of this report. Technology blogger Javier Smaldone  said
on his personal website that the cybercrime division of the Federal Police had undertaken “cyber
Ministry of Federal Planning, Public Investment and Services, Communications Secretariat, Resolution 5/2013, http://bit.
ly/1VaT2BX
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“Proyecto de reforma al Código Procesal Penal Federal ingresó al Senado de la Nación” [The Amendment Bill of the
Federal Criminal Procedure Code entered the Senate], Ministry of Justice and Human Rights, September 30, 2016, http://bit.
ly/2nQkyhV
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Judicial Information Center, “La Corte Suprema creó la Dirección de Captación de Comunicaciones del Poder Judicial”
[The Supreme Court created the Directorate of Captation of Communications of the Judiciary], February 15, 2016, http://bit.
ly/1Urvf5d; ADC, “Reflexiones sobre la creación de la Dirección de Captación de Comunicaciones” [Initial reflections on the
creation of the DCC], February 19, 2016, http://bit.ly/2dtGQkc
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ADC, “El cambio que no llega” [The change that doesn’t come], April 2017, http://bit.ly/2qzhBjI

Leandro Ucciferri, “Hacking Team y sus planes para hackear en Argentina” [Hacking Team and their plans to hack in
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patrolling” activities, including searching and collecting evidence from his own Twitter account,
during the investigation into the hacking of the minister of security’s communications in January
2017 (see “Prosecutions and Detentions for Online Activities”). Smaldone had published screenshots
of the attack and published the Twitter username of the alleged hacker.132

Intimidation and Violence
Violence in reprisal for digital activities is rare, though journalists are subject to intimidation,
including those who work online. The Argentine Forum of Journalism (FOPEA) reported 64 cases
of harassment against journalists throughout the country in 2016, 29 fewer than in 2015. Incidents
involving journalists from digital news outlets represented 25 percent of the total, an increase over
the 12 percent documented during 2015.133 Journalists and news outlets were also the targets of
hackers during the coverage period of this report: In March 2017, FOPEA reported that independent
journalist Natalia Aguiar had been subject to harassment since 2012, including the hacking of
her computers and email accounts. According to FOPEA, the attacks increased when she started
researching for a book on the President of the Supreme Court.134

Technical Attacks
Government bodies are subject to technical attacks, including one high profile hack involving
communications at the ministry of security in 2017 (see “Prosecutions and Detentions for Online
Activities and Surveillance, Privacy and Anonymity”). Hackers also obstructed digital media platforms
in 2017.
FOPEA reported three attacks against digital media outlets in early 2017:
●

On January 25, the news website Adelanto 24 was taken offline by a DDoS (Distributed
Denial of Service) attack lasting 36 hours.135 FOPEA said that an investigation by the portal,
confirmed later by unofficial sources, would have been carried out by sectors of the army,
who were annoyed by the publication of an article that revealed internal conflicts.

●

On March 9, digital news outlet Edición Límite temporarily crashed after it was targeted by
a code injection attack, whereby hackers introduce malicious code causing a website to
malfunction.136

●

Another news site, El Litoral, was targeted by a defacement attack in late March. The
attacker replaced the site’s own content with a warning about the outlet’s reporting.137 El

Javier Smaldone, “Patricia Bullrich y el ‘ciberpatrullaje’” [Patricia Bullrich and the ‘cyber patrolling’], March 9, 2017, http://
bit.ly/2mtMT9B.
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libro ‘El señor de la corte’” [Concern of FOPEA by the pressures received by Natalia Aguiar in the investigation and publication
of her book “The Lord of the court”], March 3, 2017, http://bit.ly/2nHnKMD
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FOPEA, “FOPEA condena ciberataque al sitio de Adelanto 24 y pide esclarecimiento” [FOPEA condemns cyberattack to
Adelanto 24 site and asks for clarification], February 8, 2017, http://bit.ly/2nE9rXu
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hacking of El Litoral], March 28, 2017, http://bit.ly/2nnag55
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Litoral said the attack could have been linked to information about a gang of swindlers who
used credit cards to make purchases.138
Government agencies sought to strengthen their cybersecurity capacity in the past year. In January
2016, the president created the post of Undersecretary of Technology and Cyber Security under the
Ministry of Modernization, in charge of developing the strategy for technological infrastructure, as
well as a national cybersecurity agenda.139 In January 2017, the City of Buenos Aires launched its first
computer security incident response team, focused on advising and raising citizens’ awareness on
cybersecurity issues.140
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Armenia
2016

2017

Internet Freedom Status

Free

Partly
Free

Obstacles to Access (0-25)

6

7

Limits on Content (0-35)

10

10

Violations of User Rights (0-40)

14

15

TOTAL* ( 0-100 )

30

32

Population:

2.9 million

Internet Penetration 2016 (ITU):

62 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017

1

•

Facebook was unavailable for almost an hour on several ISPs during protests
surrounding a political hostage crisis in Yerevan in July 2016 (see “Blocking and
Filtering”).

•

Journalists streaming live broadcasts during the July protests were targeted and
violently obstructed by police (see “Intimidation and Violence”).

•

Coordinated, possibly automated accounts spread misinformation about the April
2017 parliamentary election on Twitter, while independent media accounts were briefl
suspended (see “Media, Diversity, and Content Manipulation”).
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Introduction
Internet freedom declined in Armenia after users experienced temporary restrictions on Facebook,
while online manipulation increased in the lead-up to parliamentary elections.
The past year in Armenia was marked by periods of civil unrest and transition. In late 2015, a constitutional referendum changed the country from a semi-presidential system to a parliamentary
republic, a change which critics said was designed to allow the ruling party to maintain dominance.
The referendum was marred by suspicions of ballot stuffing and pressure. The country held its fir
parliamentary election in April 2017, with the ruling Republican Party, headed by President Sargsyan,
winning a majority of seats.
The lead-up to the election saw unprecedented levels of manipulation online, with coordinated
bots spreading misinformation and attempting to stifle independent reporting on witter. Around
the same time, civil society figures received Google notifications that state-backed hackers were tempting to hack their accounts.
Though the government does not usually engage in blocking or filtering, acebook was briefly r stricted in July 2016 when armed opposition figures took over a police station in erevan, holding
several police officers hostage. Mobilizing on social networks, thousands of citizens took to th
streets to demonstrate against the government at the same time. Online journalists covering the
events were violently dispersed by law enforcement.
Self-censorship on some issues improved during the coverage period. As tensions between Armenian and Azerbaijani forces in the Nagorno-Karabakh region simmered down following the April 2016
flare up in hostilities, social media users and online journalists faced less pressure to restrict their
reporting on the conflict.
Overall, the internet remained relatively free, with gradual improvements in infrastructure and accessibility connecting more of the population. Activists regularly use social media as a tool to promote
their causes, and opposition and independent media flourish online.

Obstacles to Access
Internet access in Armenia continues to grow. The ISP market is relatively diverse, with foreign-owned
as well as local providers competing for customers, though an urban-rural divide persists, limiting access and quality for those living outside major cities.

Availability and Ease of Access
Internet is ubiquitous in the capital, Yerevan, with most shopping malls, cafés, universities, and many
schools providing free Wi-Fi access. There is also Wi-Fi connectivity in central areas of Yerevan, buses on certain public routes, the metro, some railway stations, and several taxis.
Mobile 3G service is widely available, covering 90 percent of the country (excluding mostly unpopu-

2
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lated mountainous regions) .1 Operators continued rolling out faster 4G and 4G+ service, and speeds
of up to 100 Mbps speeds were available in some large cities in 2017, including Yerevan, Gyumri,
and Vanadzor and tourist destinations such as Dilijan, Tsakhadzor, Echmiadzin, and Jermuk.2 Internet
service providers offer fixed-line broadband service through the telephone network (ADSL) and er-optic cables, as well as Wi-Fi and WiMax technologies.

Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

a

62.0%

2011

32.0%

2015

115%

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

2011

2017(Q1)

2016(Q1)

58.3%
115%
108%

5.1 Mbps

4.5 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

The quality of service may be limited outside cities due to lack of competition between providers. In
contrast to the diverse market in Yerevan, many villages have only one or two mobile broadband
services from which to choose.

Restrictions on Connectivity
The government does not shut down internet access, and control of the internet infrastructure is decentralized. Armenian internet users enjoy access to internet resources without limitation, including
peer-to-peer networks, voice and instant messaging services.
The Armenian government and the telecommunications regulatory authority, the Public Services
Regulatory Commission (PSRC), do not interfere with the planning of network topology. Private telecommunications operators plan and develop their own networks independently. Moreover, the PSRC
requires service providers to indicate any technological restrictions in their public offers.
Four ISPs maintain fiber-optic backbone networks which connect to the international internet via the
Republic of Georgia. There is also a limited fiber-optic connection through Iran, which mostly serves
backup needs.3 ISPs exchange traffic through a local exchange point operated by the ArmEx Fo dation, a nonprofit organization (see “ egulatory Bodies”).
In 2011, physical damage to cables in Georgia cut off internet access in Armenia 4 While there have

This information was derived from reports published on several mobile operators’ websites, including MTS (Mts.am),
Beeline (Beeline.am), and Orange Armenia (Orangearmenia.am).

1

Ministry of Transportation and Communications, “Report on Results of Work and Implementing Priority Objectives in 2016, ”
[in Armenian] http://bit.ly/2qqlJWj.

2

Noravank Foundation, “The Problems of Armenian Internet Domain,” [in Armenian], January 12, 2016, http://bit.
ly/1QDh61R.

3
4

3

The Guardian, “Georgian woman cuts off web access to whole of Armenia,” April 6, 2011, http://bit.ly/1nsMLau
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been no major disruptions since then, the limited number of connections to and from the country
present challenges in ensuring uninterrupted internet access.

ICT Market
The telecommunications market is reasonably diverse, with three mobile service operators and dozens of ISPs, 46 percent of which are foreign-owned.5 Armenia was one of the first post-Soviet cou tries to privatize the telecommunication industry, and ISPs are not required to obtain a license.
There were 89 ISPs in Armenia, according to the PSRC. However, four operators control 95 percent of
the broadband internet market.6 These are Ucom with 39 percent market share, Armentel (Beeline)
with 37 percent, Vivacell-MTS with 13 percent, and Rostelecom with 7 percent.7 Ucom is Armenian,
while the other three are foreign-owned. Armentel (Beeline) is owned by Vimpelcom, one of largest
mobile operators in Russia; Vivacell-MTS is owned by Mobile TeleSystems, another large Russian
mobile operator. Rostelecom is also Russian-owned. Ucom acquired Orange Armenia from France
Telecom in August 2015 instead of building up its own network. Vivacell-MTs is also the largest mobile service provider, followed by Armentel (Beeline) and Ucom.8
Entering the market is comparatively easy. In 2013, amendments to the Law on Electronic Communication removed the need for internet service providers to obtain a license, instead requiring that
they simply notify the regulator before providing services or operating a telecommunication network.9 Public access points such as cafes, libraries, schools, universities, and community centers must
be licensed if they offer internet service for a fee; nonprofit access points are exempt, according t
a separate law.10 The regulatory authorities in Armenia primarily focus on companies with significant
market power.

Regulatory Bodies
The Public Services Regulatory Commission (PSRC), an independent regulatory authority, was assigned responsibility for telecommunications regulation under the Law on Electronic Communication
in 2006.
Under Armenia’s multi-sector regulatory model, a single body is in charge of energy and water supply as well as telecommunications. The PSRC’s authority, mechanisms of commissioners’ appointments, and budgeting principles are defined under the Law on tate Commission for the Regulation
of Public Services.11
One of the weakest provisions of the Armenian regulatory framework is the absence of term limits.
Commissioners are appointed by the president of Armenia based on recommendations from the

5

EIF, ICT Industry Report, (Armenia, 2014), http://bit.ly/1OYd3ri.

7

“Nubmer of Internet Subscribers, QIV 2016”, [in Armenian], http://bit.ly/2qcnd3O.

6
8

“95% of Broadband Internet Market in Armenia Controlled by 5 Companies”, by Hetq.am, http://bit.ly/2qRvzip.
Nubmer of Internet Subscribers, QIV 2016”, [in Armenian], http://bit.ly/2qcnd3O.

Law of the Republic of Armenia on Changes and Amendments to the Law on Electronic Communication of April 29, 2013,
Official Bulletin No 05/29(969), June 5, 2013
9
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Art. 43, Law of the Republic of Armenia on Licensing, May 30, 2001, with several amendments from 2002-2012.

The Law on Public Services Regulation Commission was adopted by the National Assembly of the Republic of Armenia on
December 25, 2003.
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prime minister. Once appointed, a commissioner can be dismissed only if he or she is convicted of a
crime, fails to perform his or her professional duties, or violates other restrictions, such as obtaining
shares of regulated companies or missing more than five meetings.
The commission’s operations in the telecommunications sector, however, are transparent and have
generally been perceived as fair. Under the Law on Electronic Communication, all decisions are
made during open meetings with prior notification and requests for comment posted online 12 The
PSRC is accountable to the National Assembly in the form of an annual report, but parliament cannot intervene in its decisions.
Though industry self-regulation remains underdeveloped, three well-established ICT-related nonprofit associations have helped shape the sector. The oldest is the national chapter of the worldwide
Internet Society (ISOC) network, which served as the primary internet policy advocate in the early
stage of industry development in the mid-1990s. It has since ceded much of its regulatory role to
the PSRC, but continues to maintain the registry of country-level domain names according to best
practices recommended by ICANN, the nonprofit which manages global domain name systems.
Though it lacks formal dispute resolution policies, therefore, the Armenian ICT market enjoys a liberal and non-discriminatory domain name registration regime. ISOC Armenia’s board is composed of
industry representatives.
A third institution, the ArmEx Foundation, was established by leading telecommunication companies,
ISoc Armenia, and UITE, to create a local data traffic exchange point

Limits on Content
The Armenian government does not consistently or pervasively block users’ access to content online. In
an isolated incident, Facebook was reportedly briefly unavailable during clashes between police and
armed groups in July 2016. The Armenian online information landscape was subject to some manipulation around the April 2017 parliamentary elections, with suspected bot and troll activity spiking in
the lead-up to the vote.

Blocking and Filtering
In general, online content is widely accessible. However, in a first, acebook was briefly inaccessible
during the coverage period of this report, apparently as a result of an official intervention to cur
violence.
In July 2016 armed political activists captured a police compound in Yerevan for two weeks, demanding the release of a radical opposition leader jailed the previous month and the resignation of
President Sargsyan.13 The hostage takers surrendered on July 31.14 When police responded violently
to their supporters gathering outside the compound,15 thousands more protesters mobilized using
online tools (see “Digital Activism”).
12

Article 11 of the Law of the Republic of Armenia on Public Service Regulation Commission.

14

Refworld, “Making sense of Armenia’s crisis, http://www.refworld.org/docid/57aad5414.html.

“Expliner: What is Armenia’s founding parliament movement?” RFE/RL, July 18, 2016, https://www.rferl.org/a/armeniafounding-parliament-explainer-sefilian/27865671.html

13

15
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Freedom House, Nations in Transit: Armenia 2017, https://freedomhouse.org/report/nations-transit/2017/armenia;
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On July 17, during the initial assault on the police station, internet users reported that they were unable to access Facebook through major ISPs, including Armentel (Beeline) and Ucom. News reports
said connectivity was restored within approximately 40 minutes.16 Facebook confirmed that ”a di ruption affecting access to acebook products and services“ had taken place in Armenia, coinciding
with protests.17
Observers took the outage as an indication that the authorities may be willing to block social media
platforms during times of unrest. Law enforcement authorities have the right to block content to
prevent criminal activity under Article 11 of the Law on Police,18 but cases of government-ordered
blocking have been rare. The most prominent case of internet censorship occurred in 2008, when
the government blocked some independent internet news outlets during a state of emergency imposed to contain clashes following an election,19 which was followed by criticism from international
observers.20
Since then, blocking cases have generally been limited to locally-hosted content found to contravene laws on pornography or copyright. Article 263 of the criminal code stipulates that the production and dissemination of pornographic materials or items, including videos, images, or advertisements, is punishable by a fine of five hundred times the minimum monthly salary in Armenia, o
imprisonment for up to two years.
Orders to block content can be challenged in court by the content owners, who may claim compensation if a judge finds one to be illegal or unnecessary. Since Armenia is a signatory to the European
Convention on Human Rights, blocking can also be challenged at the European Court of Human
Rights.

Content Removal
There are few reported cases of content removal, and no high profile incidents were documented
during the coverage period.
International platforms rarely remove content that violates Armenian law, but at least one takedown
has attracted controversy. In May 2015, an episode of a web series satirizing the police response
to protests in Yerevan was removed by YouTube. Police had flagged the video for ouTube to take
down on grounds that it included a clip of a news report that violated copyright, though observers
argued this was a pretext to suppress content that mocked local law enforcement.21 The police later
took the authors of the web series, SOS TV, to court, arguing that the video undermined the honor
and dignity of the police (see “Prosecutions and Detentions for Online Activity”).
Internet service providers and content hosts are shielded from liability for illegal content stored on
or transmitted through their system without their prior knowledge.
16
17

Mashable, “Facebook reportedly blocked in Armenia during unrest in the capital,” July 17, 2016, http://on.mash.to/2c2lGGa.
Facebook Transparency Report, accessed May 17, 2017, https://govtrequests.facebook.com/country/Armenia/2016-H2/

“Episode of Satirical Web Series Removed from YouTube After a Complaint from Armenian Police,” ePress, May 26, 2015,
http://bit.ly/1MPFw6F.

18

Reports on the number of people killed vary; according to the official report from the Council of Europe, eight peopl
were killed. Thomas Hammarberg, “Special Mission to Armenia,” Council of Europe, Commissioner for Human Rights, March
12-15, 2008, http://bit.ly/1OOJ6OH.
19
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Parliamentary Assembly of the Council of Europe, “Observation of the Presidential Election in Armenia,” April 8, 2008.

SOS, Facebook Page, http://on.fb.me/1PuqZin.
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Media, Diversity, and Content Manipulation
Armenian internet users are able to access a wide array of content online, though online media
outlets based within the country are subject to financial and political pressures. In some cases, both
online and traditional journalists are not allowed to deviate from the editorial policy of online media
outlets, which are often linked to one of the political parties. Such pressure has the potential to affect the overall situation of freedom of speech in the country, though online publishers and individual bloggers strongly resist self-censorship. Indeed, there is a wide diversity of opinion on social media, and virtual battles between supporters and opponents of the government are often observed. A
variety of independent and opposition web resources provide Armenian audiences with politically
neutral, or oppositional opinions.
In the lead-up to the April 2017 parliamentary election, observers noted attempts to manipulate
the online information landscape. In March, Twitter users circulated a fake email which purported to
show that the US government was attempting to meddle in the election with the assistance of local
non-government-organizations (NGOs). The content, disguised as an internal email leaked from the
U.S. government Agency for International Development (USAID), was swiftly debunked, but users
continued to share it, including accounts that bore telltale signs indicating they were automated, or
bot accounts.22 The accounts, all created at around the same time and little used, were tweeting similar content in Russian, which is understood by many Armenians though it is not an official language
Observers said the activity was reminiscent of a troll farm,23 or brigade of online commenters for
hire, which were documented to be operating in Russia.24 It is not known if the accounts were representing interests in Russia or Armenia, and it is unclear whether any candidates benefitted from the
misleading information, though it may have had a destabilizing effect by undermining public trust in
the election. Some of the same accounts had tweeted during 2017 anti-corruption protests in Russia,
flooding hashtags used by protesters with irrelevant content 25
Suspected bot activity on Twitter continued through to the eve of the election, when the accounts of
four prominent, respected figures in the Armenian media industry were suspended for approximat ly two hours. The accounts, which belonged to two independent Armenian media outlets, independent journalist Gegham Vardanyan, and the director of a local NGO,26 were among the most active
in the Armenian Twittersphere documenting unfolding election results and suspected election law
violations;27 Vardanyan was among the first to tweet about the fake USAID memo. The suspended
accounts were restored after users complained to the company and international rights groups.28
Vardanyan and other observers said the suspensions were likely triggered by bots reporting their
target accounts to Twitter for violating the platform’s guidelines, which can result in suspension

DFR Lab, “Fakes, bots, and blockings in Armenia,” April 1, 2017, https://medium.com/dfrlab/fakes-bots-and-blockings-inarmenia-44a4c87ebc46..

22

“Manipulating elections via Twitter in Armenia,” Coda Story, April 6, 2017, https://codastory.com/disinformation-crisis/
information-war/in-armenia-a-snapshot-of-digital-manipulation-ahead-of-the-election.

23

“The real paranoia inducing purpose of Russian hacks,” The New Yorker, http://www.newyorker.com/news/news-desk/thereal-paranoia-inducing-purpose-of-russian-hacks.

24

DFR Lab, “Fakes, bots, and blockings in Armenia,” April 1, 2017, https://medium.com/dfrlab/fakes-bots-and-blockings-inarmenia-44a4c87ebc46.

25

“Manipulating elections via Twitter in Armenia,” Coda Story, April 6, 2017, https://codastory.com/disinformation-crisis/
information-war/in-armenia-a-snapshot-of-digital-manipulation-ahead-of-the-election.

26

“Bots, Blockades And Blackouts: How Armenia’s Media Copes,” Chai Khana, https://chai-khana.org/en/bots-blockadesand-blackouts-how-armenia-media-copes#.WUpsOm7-TYc.twitter
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“Russian trolls hijack #armvote2017 hashtag,” Media.am, April 4, 2017, https://media.am/en/russian-trolls-armvote17.
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pending further investigation.29
Self-censorship on one sensitive issue improved in 2017. In April 2016, hostilities flared between
Armenia and Azerbaijan over the disputed Nagorno-Karabakh territory. Freedom of expression online was undermined when the Defense Ministry appealed to citizens to refrain from discussing the
situation on the frontline on the internet, for fear of revealing “war secrets” to the other side. Online
commentators practiced self-censorship, and discussions online often turned hostile when publications or users were perceived to be publishing unfavorable information or figures about Armenia’s
standing in the conflict 30 Users observed that self-censorship became less prevalent once tensions
in the region simmered down in May.

Digital Activism
Armenian protest movements rely on social media to mobilize citizens and gather support. During
the coverage period of this report, internet users used digital platforms to share information about
a standoff between police and radical activists in the capital, and to organize protests after police
responded violently to unarmed supporters of the group who gathered nearby.
In July 2016, gunmen calling themselves the Sasna Tsrer (Daredevils of Sasoun) seized control of a
police compound in Yerevan, taking several hostages. The group declared their support for Founding Parliament, a fringe political opposition movement whose leader, Jirair Sefilian, had been recen ly jailed on suspicion of planning to seize government buildings, and called on President Sargsyan to
resign.31 The hostage takers held the compound for two weeks and killed three police officers befor
surrendering.32
Facebook was an essential tool for locals seeking to stay informed about the confrontation, though
access to the entire platform was briefly restricted (see “Blocking and Filtering”). The “Sasna srer”
Facebook group, for example, published real-time updates about the siege.
Opposition supporters who sympathized with the activists’ goals gathered near the compound, but
police used violent measures to contain them. In protest, demonstrators used Facebook and other
platforms to mobilize thousands of people to take to the streets. Police violence escalated in turn,33
and several journalists broadcasting news coverage in real-time were attacked (see “Intimidation
and Harassment”).
In another example of digital mobilization, an activist group called “No Pasaran” (You Won’t Pass
It),34 campaigned between September and December 2015 against constitutional amendments, fearing that the changes could strengthen the executive while weakening protections for fundamental
rights.35 Activists relied on social media to spread their message, sharing informative videos and
DFR Lab, “Fakes, bots, and blockings in Armenia,” April 1, 2017, https://medium.com/dfrlab/fakes-bots-and-blockings-inarmenia-44a4c87ebc46.; See also: https://media.am/en/russian-trolls-armvote17.

29

“Keep the Military’s Secrets,” Ministry of Defense, May 4, 2015, http://www.mil.am/hy/media/video/67;
Defense Ministry Statement, May 4, 2015, http://www.mil.am/hy/media/video/65.

30

“Expliner: What is Armenia’s founding parliament movement?” RFE/RL, July 18, 2016, https://www.rferl.org/a/armeniafounding-parliament-explainer-sefilian/27865671.html

31

“Armenia standoff: last four police hostages released,” Al Jazeera, July 2017, http://www.aljazeera.com/news/2016/07/
armenia-standoff-police-hostages-released-160723131027037.htm ; https://www.azatutyun.am/a/27919472.html.
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“No Pasaran,” Facebook Page, http://on.fb.me/1TrULXm.
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communicating via Facebook. The constitutional changes were ultimately passed in a referendum
held on December 6, 2015, a move which was criticized by local and international observers amid
suspicion of irregularities in the voting process.36

Violations of User Rights
There have been few cases of prosecutions against internet users or bloggers for content posted online.
While Armenia eliminated criminal penalties for defamation in 2010, concerns over high financial penalties for defamation persist, though the number of cases and the fines have decreased in recent years.
Journalists from online media outlets were subject to targeted violence while reporting on the July
2016 Yerevan police station siege. Most perpetrators were law enforcement officials.

Legal Environment
The Armenian constitution was amended following a referendum on December 6, 2015. Protections
for online expression were unchanged. Article 42 guarantees freedom of speech to both individuals
and media outlets, regardless of source or location.
Some laws threaten that guarantee, though they have not been widely implemented to suppress
online speech. Armenian criminal legislation prohibits the dissemination of expressions calling for
racial, national, or religious enmity, as well as calls for the destruction of territorial integrity or the
overturning of a legitimate government or constitutional order.37 These laws apply to expression
both online and offline
Defamation has been used by Armenian politicians to restrict public criticism in the past, though it
was recently decriminalized and does not significantly curb oppositional viewpoints or media ind pendence. In May 2010, the Armenian National Assembly passed amendments to the administrative
and penal codes to decriminalize defamation, including libel and insult, and introduced moral damage compensation for public defamation.38 In November 2011, the Constitutional Court ruled that
courts should avoid imposing large fines on media outlets for defamation, resulting in a decrease in
the number of defamation cases.
Armenian laws on pornography and copyright infringement generally align with European legal
standards,39 and companies have not been held liable for illegal content shared by users (see “Content Removal”). The act of downloading illegal materials or copyrighted publications is not subject to
prosecution unless prosecutors can prove the content was stored with intent to disseminate it. Armenia is a signatory to the Council of Europe’s Convention on Cybercrime, and Armenian cybercrime
legislation has followed the principles declared in the Convention.
Other laws governing digital news media are viewed as largely positive. Armenian criminal legislaTransparency International anticorruption center, “Final Report: Observation Mission for the Constitutional Amendments
Referendum of the Republic of Armenia on December 6, 2015,” http://bit.ly/1TKloXX; OSCE/ODIHR Election Expert Team,
“Armenia, Constitutional Referendum, 6 December, 2015, Final Report,” http://bit.ly/1U37CiP.
36

37

Art. 226 and 301 of the Criminal Code of the Republic of Armenia, accessed April 30, 2014, http://bit.ly/1jxplj9.

Concept of compensation for moral damage caused by defamation was introduced by adding Article 1087.1 to the Civil
Code of the Republic of Armenia, Official Bulletin of the epublic of Armenia, 23 June 2010 No 28(762).

38

Cybercrime was defined under the new Criminal Code of the epublic of Armenia, adopted on April 18, 2003. The first
prosecution case for the dissemination of illegal pornography via the internet was recorded in 2004.
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tion grants journalists certain protections related to their profession. According to Article 164 of the
criminal code, hindering the legal professional activities of a journalist or forcing a journalist to disseminate or withhold information is punishable by fines or correctional labor for up to one year. The
same actions committed by an official abusing their position is punishable by correctional labor fo
up to two years, or imprisonment for up to three years, and a ban on holding certain posts or conducting certain activities for up to three years.40 However, neither criminal law nor media legislation
clearly defines who qualifies as a journalist or whether these rights would apply to online journalist
or bloggers.
In 2003, Armenian media legislation changed significantly with the adoption of the Law of the epublic of Armenia on Mass Media.41 One the most positive changes was the adoption of unified re ulation for all types of media content irrespective of the audience, technical means, or dissemination
mechanisms. Content delivered thorough a mobile broadcasting platform or the internet is subject
to the same regulations.

Prosecutions and Detentions for Online Activities
Users are not often sanctioned for their expression online. However, in March 2017, an Armenian
court ordered the administrators of a YouTube channel, SOS TV, to apologize to the police for damaging their honor and dignity. SOS TV had posted videos satirizing police behavior (see “Content
Removal”). 42 The administrators refused to apologize and said they would appeal.43
Defamation suits can be brought for moral damages, and several cases have been recorded since
the compensation was introduced in 2010 (see “Legal Environment”).44 In 2016, the Committee to
Protect Freedom of Expression, an Armenian NGO tracking free speech issues, documented 17 new
court cases involving mass media, including 14 insult or defamation charges, though it’s not clear
how many of them relate to online speech.45

Surveillance, Privacy, and Anonymity
The Protection of Personal Data law, which came into effect on July 1, 2015 46 protects the right to
personal privacy with respect to the processing of personal data, bringing Armenian law in line with
European standards and international obligations. The law created the Agency for Protection of
Personal Data, which has the authority to appeal decisions of state agencies where they violate the
right to privacy with regard to personal data.
Under the same law, government and law enforcement bodies are allowed to collect an individual’s personal data, but only with a court order in cases prescribed by the law. Government monArt. 164, Criminal Code of the Republic of Armenia as amended on January 6, 2006, accessed April 30, 2014, http://bit.
ly/1jxplj9.

40
41

The Law of the Republic of Armenia on Mass Media of December 13, 2003, http://bit.ly/2cBhAdK.

43

“The court partially satisfied the olice demands,” http://bit.ly/2qY3ep3 [in Armenian].

“The court partially satisfied the olice demands,” http://bit.ly/2qY3ep3 [in Armenian] ; https://www.azatutyun.
am/a/28338184.html.

42

“Demanding Financial Compensation from Armenian News Outlets is Becoming Trendy,” Media.am, March 3, 2011, http://
bit.ly/1MPHcx1.

44

“On The Situation with Freedom of Expression And Violations of Rights of Journalists AND Media in Armenia,” http://bit.
ly/2rX88YI.
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itoring and storage of customer data is illegal unless it is required for the provision of services.
Only data obtained according to the narrow legal requirements may be used as evidence in legal
proceedings. Nonetheless, the courts support most data requests from law enforcement bodies.
Armenia’s judiciary lacks independence from the executive, and is one of the least trusted public
institutions.47
Anonymous communication and encryption tools are not prohibited in Armenia; however, the use of
proxy servers is not very common. Individuals are required to present identification when purchasing
a SIM card for mobile phones. No registration is required for bloggers or online media outlets.
Armenian legislation does not require access or hosting service providers to monitor traffic or c tent. Moreover, the Law on Electronic Communication allows operators and service providers to
store only data required for correct billing. Cybercafes and other public access points are not required to identify clients, or to monitor or store personal data or traffic informatio

Intimidation and Violence
Multiple journalists faced violence in the performance of their work in the past year, and several appear to have been targeted because they were broadcasting online.
Law enforcement authorities targeted journalists during the two weeks that the Yerevan police compound was under siege from armed activists in July 2016 (see “Digital Activism”). According to a
report by Armenian NGO Committee to Protect Freedom of Expression (CPFE), police used violence
against nineteen journalists while attempting to disperse antigovernment protesters who gathered
in support of the raid.
Many work for online news outlets and were using digital livestreaming tools to broadcast the
events in real-time. Mariam Grigoryan, a journalist for the news website 1in, told CPFE that police
intentionally gathered journalists in one place in order to obstruct their work. She was injured by a
flash grenade thrown by police officers. Anoth 1in journalist, Davit Harutyunyan, reported that police officers beat him, causing bruising across his body, and broke his equipment after he continue
broadcasting live footage of police attacking journalists.48
President Sargsyan publicly apologized to journalists for the violence, and several police officer
were sanctioned for their participation in the incidents.49
Sisak Gabrielian, a journalist working for RFE/RL, was assaulted near a Republican Party of Armenia
campaign office by government loyalists while investigating potential voter fraud during the Apri
2017 parliamentary elections. Gabrielian reported receiving minor injuries.50

Technical Attacks
Freedom House, Nations in Transit: Armenia 2017, https://freedomhouse.org/report/nations-transit/2017/armenia; http://
www.caucasusbarometer.org/en/cb2015am/TRUCRTS/.
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“On The Situation with Freedom of Expression And Violations of Rights of Journalists AND Media in Armenia,” http://bit.
ly/2rX88YI.

48

“On The Situation with Freedom of Expression And Violations of Rights of Journalists AND Media in Armenia,” http://bit.
ly/2rX88YI.
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Technical attacks target both government websites and civil society groups in Armenia. A large number of email users, many of them civic activists and independent journalists, reported hacking51 and
phishing52 attempts on their accounts, particularly in the weeks preceding the April 2017 parliamentary elections. For example, prominent commentator Babken DerGrigorian, received a notification
from Google a day before the election indicating that government-backed hackers had tried to
compromise his Gmail account.53 The timing of these attacks may indicate attempts to disrupt independent coverage of the election. The origin of these attacks remains unclear.
Government websites are also periodically targeted by cyberattacks. Most of the attacks are believed to originate in Azerbaijan. For example, in August 2017, a large number of Armenian websites
were hacked by groups which news reports said were based in Azerbaijan. The hackers also targeted
state websites, including the sites of various Armenian embassies.54

51 DFR Lab, “Fakes, bots, and blockings in Armenia,” April 1, 2017, https://medium.com/dfrlab/fakes-bots-and-blockings-inarmenia-44a4c87ebc46.
52

“Attack on Armenian email users. Azerbaijani trace”, June 14, 2016, http://bit.ly/2qTMFQf

DFR Lab, “Fakes, bots, and blockings in Armenia,” April 1, 2017, https://medium.com/dfrlab/fakes-bots-and-blockings-inarmenia-44a4c87ebc46.
53

“Embassy Websites Targeted in A Massive Attack,” [in Armenian] Samvel Martirosyan (blog), January 20, 2016, http://bit.
ly/1LREvwh.
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Australia
2016

2017

Population:

Internet Freedom Status

Free

Free

Internet Penetration 2016 (ITU):

88.2 percent

Obstacles to Access (0-25)

2

2

Social Media/ICT Apps Blocked:

No

Limits on Content (0-35)

6

6

Political/Social Content Blocked:

No

Violations of User Rights (0-40)

13

13

Bloggers/ICT Users Arrested:

No

TOTAL* ( 0-100 )

21

21

24.1 million

Press Freedom 2017 Status:

Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

As of 2017, telecommunication and internet providers must be compliant with recent
data retention requirements. The government clarified that stored metadata cannot be
used in civil court cases (see Surveillance, Privacy, and Anonymity).

•

The Australian Federal Police accidentally accessed a journalist’s metadata without
authorization in April 2017, though the law requires them to seek a warrant (see
Surveillance, Privacy, and Anonymity).

•

Social media was an important platform for debate ahead of a nationwide survey on
same-sex marriage, though activists denounced the abusive rhetoric employed by
some campaigners (see Media, Diversity, and Content Manipulation)
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Introduction
The internet is categorized as “free” in Australia, though excessive penalties for online defamation
and law enforcement agencies’ unfettered access to user metadata remain areas of concern.
Australians generally enjoy affordable, high-quality access to the internet and other digital
media. Access has continued to expand over the past few years with the rollout of the National
Broadband Network, though the government has been criticized for project’s slow and inconsistent
implementation.
Content is freely available online, with no reports of blocking or filtering of political and social
information. However, courts have awarded high damages for defamation, raising concerns that
users may be pushed to self-censor as a result.
Social media became a battleground for fierce campaigning in the lead up to a polarizing national
postal survey asking the Australian public whether same-sex marriage should be legalized. Activists
leveraged social media platforms to spread their message, though both sides complained they were
subject to abuse online.
The government clarified in 2017 that metadata cannot be used as evidence in civil cases. However,
concerns persist about law enforcement’s otherwise unfettered access to user metadata, which
telecommunication companies must store for two years. Though agencies must obtain a warrant to
access metadata associated with accounts operated by journalists, incidents of unauthorized access
have undermined faith in the protection.

Obstacles to Access
There are few obstacles to internet access in Australia. Services continue to improve in remote and
rural areas throughout Australia, with both the young and elderly embracing connectivity. The ICT
sector is mature and competitive, providing Australians with fair and high-quality internet connectivity.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

2016

88.2%

2011

79.5%

2015

133%

2015

2016

2011

2017(Q1)

2016(Q1)

84.6%
110%
105%

11.1 Mbps
8.8 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.
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Australia’s internet penetration rate is expected to steadily increase over the next five years with the
implementation of the National Broadband Network (NBN), which includes expanded wireless, fiber
to the node, and satellite services in rural communities. Although internet access is widely available
in locations such as libraries, educational institutions, and cybercafes, Australians predominantly
access the internet from home, work, and increasingly through mobile phones.1
Australians have a number of internet connection options, including ADSL, ADSL 2+, mobile, fixed
wireless, cable, satellite, fiber, and dial-up.2 As of June 2016, almost all of internet connections
were broadband, while the number of dial-up connections declined to 90,000 out of a total of 13.3
million internet users.3 By December, the number of internet users increased to 13.5 million.4 Once
fully implemented, the NBN is expected to make high-speed broadband available to Australians in
remote and rural areas.5
However, the NBN project has increasingly grown to be a source of frustration for the Australian
public. Initially framed as a project that would deliver universal fast internet across Australian
communities, the slow and inconsistent rollout, complaints of slow speeds, and high public cost
have increasingly fueled criticisms of the project. The federal government has implemented
a program monitoring NBN speeds to verify that advertised speeds are accurate.6 The NBN’s
completion date has been pushed back to 2020.7
Roughly 56.1 percent of all Australians have access to broadband speeds of 24 Mbps – 100 Mbps.8
There are still parts of Australia experiencing slower broadband speeds (approximately 92,000 people
have internet connection speeds below 1.5 Mbps).9 Akamai ranked Australia 50th in the world for
internet speed in 2016.10
As of December 31, 2016, the Australian Bureau of Statistics reported that there were 25.4 million
mobile phone subscribers.11 Fourth generation (4G) mobile services have driven recent growth, with
all networks expanding coverage and the range of services on offer.12
Internet access is affordable for most Australians. However, the government has withdrawn a
program subsidizing internet connections for individuals and small businesses in remote and rural
areas, where internet access is less affordable due to higher prices and lower incomes.13 Major
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internet use,” February 18, 2016, http://bit.ly/1Ny07ND
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internet service providers (ISPs) such as Telstra offer financial assistance to help low-income families
connect to the internet.14
Rural and indigenous communities generally face more barriers to access. According to the 2011
Census, 63 percent of indigenous Australians report having an internet connection, compared with
77 percent of other households.15 The mobile phone penetration rate in indigenous communities is
unknown.
One study attributed the lower rate of internet penetration in rural areas to the higher median age,
larger populations of indigenous Australians, and higher unemployment rates in rural Australia.16
(Older people are also less likely to use the internet: 99 percent of Australians between the ages of
15 and 17 are internet users, compared to only 51 percent of those over 65 years old.17) However,
the study did not assess internet use through mobile devices.18 Telstra has committed to increasing
coverage in rural areas, having invested in boosting its 4G service.19
Gender is not a barrier to accessing the internet, with approximately 85 percent of both males
and females in urban areas accessing the internet in 2015.20 In rural areas, 84 percent of females
accessed the internet in the same period compared to 72 percent of males.

Restrictions on Connectivity
The government does not impose restrictions on internet connectivity or mobile networks in
Australia.
There are no limits to the amount of bandwidth that ISPs can supply, though ISPs are free to adopt
internal market practices of traffic shaping, also known as data shaping. Some Australian ISPs and
mobile service providers practice traffic shaping under what are known as fair-use policies. If a
customer is uses peer-to-peer file sharing software, internet connectivity for those activities will be
slowed in order to release bandwidth for other applications.21
Under the iCode, a set of voluntary guidelines for ISPs related to cybersecurity, internet connectivity
may become temporarily restricted for internet users whose devices have become part of a
botnet or who are at high risk of their devices being infected with malware. Such users may have
their internet service temporarily throttled or find themselves in a temporary “walled garden” or
quarantine until they have communicated with the ISP and restored security.22
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ICT Market
Australia hosts a competitive market for internet access, with 63 providers as of December 2015,
including ten very large ISPs (over 100,000 subscribers), 19 large ISPs (with 10,001 to 100,000
subscribers), and 34 medium ISPs (with 1,001 to 10,000 subscribers). 23
Additionally, there are a number of smaller ISPs that act as “virtual” providers, maintaining
only a retail presence and offering end users access through the network facilities of other
companies; these carriage service providers do not require a license.24 Larger ISPs, which are
referred to as carriers, own network infrastructure and are required to obtain a license from the
Australian Communications and Media Authority (ACMA) and submit to dispute resolution by the
Telecommunications Industry Ombudsman (see Regulatory Bodies).25
Telstra is the dominant mobile provider, according to Roy Morgan Research.26 As of October 2016,
Telstra was leading the mobile market with a 39.1 percent market share, followed by Optus with 24.4
percent, and Vodafone with 19.4 percent.

Regulatory Bodies
The Australian Communications and Media Authority (ACMA) is the primary regulator for the
internet and mobile telephony.27 Its oversight is generally viewed as fair and independent.
Australian ISPs are co-regulated under the Broadcasting Services Act (BSA) 1992, which combines
regulation by the ACMA with self-regulation by the telecommunications industry.28 The industry’s
involvement consists of developing industry standards and codes of practice.29 There are over
30 self-regulatory codes that govern and regulate Australian information and communication
technologies (ICTs). ACMA approves self-regulatory codes negotiated among members of the
Internet Industry Association (IIA). In March 2014, the Communications Alliance took over the
responsibilities of the IIA through a signed agreement.30
Small businesses and residential customers may file complaints about internet, telephone, and
mobile phone services with the Telecommunications Industry Ombudsman (TIO),31 which operates as
a free and independent dispute-resolution service.
Australia appointed its first cyber ambassador, Dr Tobias Feakin, in late 2016. Feakin’s role includes
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advocating for “an open and secure Internet.” He is tasked with ensuring Australia has a strong and
consistent stance on international cyber issues.32

Limits on Content
There are relatively few limits to online content in Australia. Digital activism peaked in the lead up to
the national survey on same-sex marriage, though some activists have complained of abusive rhetoric
by campaigners.

Blocking and Filtering
Political and social content is not subject to blocking, and communications applications such as
Facebook, Skype, and YouTube are freely available. Websites offering illegal services may be blocked
or filtered under a narrow set of circumstances. However, the legal guidelines and technical practices
by which ISPs filter illegal material have raised some concerns in the past.
Section 313(3) of the Telecommunications Act 1997 allows government agencies to block illegal
online services. The application of the law proved controversial when the Australian Securities
and Investment Commission (ASIC) used Section 313(3) to request ISPs to take down a fraudulent
website. Several legitimate websites were blocked at the same time because their IP addresses were
included in the request.33 While the affected websites were swiftly restored, the matter led to a
formal review of Section 313(3) in 2015.34 The committee’s final report was released on June 1, 2015
but has not prompted any change in the law or new guidelines to prevent collateral blocking.35
Copyright holders may apply to the Federal Court to request that overseas copyright infringing
locations (websites and services) be blocked by Australian ISPs under the amended Section 115A
of the Copyright Amendment (Online Infringement) Act 2015.36 When making a decision, the court
must take into consideration whether the overseas location has a primary purpose of facilitating
copyright infringement, whether the response is proportionate, and whether or not blocking is in
the public interest.37 Popular websites that frequently host copyright infringing material, including
Pirate Bay and Kickass Torrents, were blocked in two recent Federal Court judgments.38

Content Removal
There were no cases of the government forcing content to be removed from websites during the
32 Australian Government, Department of the Prime Minister and Cabinet, “Appointment of Dr Tobias Feakin as Australia’s
first Cyber Ambassador”, November 11, 2016, http://bit.ly/2p4JsY0

Renai LeMay, “Interpol filter scope creep: ASIC ordering unilateral website blocks,” Delimiter, May 15, 2013, http://bit.
ly/1OGxYoc.
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34 Parliament of Australia, “Inquiry into the use of subsection 313(3) of the Telecommunications Act 1997 by Government
Agencies to Disrupt the Operations of Online Legal Services,” accessed February 5, 2016, http://bit.ly/1zQYodS.

35 House of Representatives Standing Committee of Infrastructure and Communications, “Balancing Freedom and Protection,”
June 1, 2015, http://bit.ly/1RgfhWT

House of Representatives, Copyright Amendment (Online Infringement) Bill 2015, http://bit.
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coverage period.
Content restrictions by private companies periodically attract controversy. Facebook came under
fire for censoring an ad run by an auction house, Mossgreen that featured the 1980 fine art painting,
Women Lovers, by Australian artist Charles Blackman.39 The painting features naked women and was
considered to violate Facebook’s restrictions on advertising adult products and services. Facebook
declined Mossgreen’s initial request to reconsider the decision, and only uncensored the ad after
the issue attracted significant media coverage.40
A decision by the Supreme Court of South Australia in October 2015 had implications for
intermediaries that enable internet users to access content created by others. The Court found that
Google was liable for defamatory content about the plaintiff published by third party websites as
a secondary publisher. The content was revealed in Google’s search results, including through the
search engine’s autocomplete function, snippets of content displayed to help users choose between
results, and hyperlinks to other websites.41 Google was ordered to pay damages to the plaintiff.42
Reactions to the decision were mixed, but commentators raised concerns that it set a dangerous
precedent, potentially encouraging claimants to censor legitimate criticism online, or making
companies more likely to remove content to avoid defamation suits.43 The Court dismissed Google’s
appeal in October 2017.44

Media, Diversity, and Content Manipulation
The online landscape in Australia is fairly diverse, with content available on a wide array of topics.
Australians have access to a broad choice of online news sources that express diverse, uncensored
political and social viewpoints. Digital media such as blogs, Twitter feeds, Wikipedia pages,
and Facebook groups have been harnessed for a wide variety of purposes, including political
campaigning and political protest.45 Additionally, the publicly-funded television station SBS features
high quality news programs in multiple languages (available offline and online) to reflect the cultural
diversity found in the Australian population.
In the lead up to a divisive 2017 postal survey conducted by the Australian Bureau of Statistics
asking the Australian public whether same-sex marriage should be legalized, social media became
host to fierce discussion and campaigning. The results of the survey will likely determine whether
parliament legalizes same-sex marriage by the end of the year. Activists from both the “yes” and “no”
camps have condemned the tone of the rhetoric online and reported that they had been subject to
vilification by the other side. Those voting “no” against same-sex marriage said they were penalized
for expressing their opinions on social media, including a children’s entertainer from Canberra who
39
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said she was fired from her job after posting on social media that “it’s OK to vote no.”46 Meanwhile,
“yes” voters have condemned the type of material circulated on social media by the “no” campaign,
which frequently contained deliberately misleading, homophobic claims about the LGBTI community.
Some online advertising paid for by “no” campaigners claimed that gay parenting harms children,
linked same-sex marriage to a globalist conspiracy by billionaire philanthropist George Soros, and
claimed that same-sex marriage would lead to the indoctrination of school children.47
In response to complaints that campaigning was turning vicious, the Australian parliament enacted
the Marriage Law Survey (Additional Safeguards) Act in September 2017 making it an offence to
vilify, intimidate, or threaten a person because of their views in relation to the same-sex marriage
survey or because of their religion, sexual orientation, gender identity, or intersex status. The law has
a sunset clause and will be in effect only until November 15 2017, after the survey is complete.48
There are no examples of online content manipulation by the government or partisan interest
groups. Journalists, commentators, and ordinary internet users generally do not face censorship,
so long as their speech does not amount to defamation or breach criminal laws, such as those
regulating hate speech or racial vilification (see Legal Environment).49 Nevertheless, fear of being
accused of defamation (and, to a lesser extent, contempt of court) has driven some self-censorship
by both the media and ordinary users. For example, narrowly written orders to suppress coverage
of ongoing legal proceedings are often interpreted by the media in an overly broad fashion so as to
avoid contempt of court charges.50

Digital Activism
Australians use social media to sign petitions to the government, and to mobilize for public protest.
Following a “Women’s March On Washington” event to promote human rights and end bigotry, a
Sydney march with similar aims of supporting women and minorities was organized through social
media.51 Earlier popular protests included rallying against the closure of aboriginal communities in
Western Australia52 and protests at the G20 Summit in Brisbane.53
In a precedent setting case, Sydney man Zach Alchin was handed down a one-year good behavior
bond in July 2016 after being charged with using a carriage service to menace. Alchin had written
abusive, sexually charged comments on Facebook towards several women.54 The women at the
“Company that fired woman for says it’s OK to vote no may have broken law,” The Guardian, September 20, 2017, https://
www.theguardian.com/australia-news/2017/sep/20/company-that-fired-woman-for-saying-its-ok-to-vote-no-may-have-brokenlaw
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center of the case launched an online advocacy group “Sexual Violence Won’t be Silenced” to rally
support for the case against Alchin, as well as lobbying for law reform and for the allocation of
proper training and resources in the fight against sexual abuse against women online.55
In the lead up to Australia Day in January 2017, some Australian social media users mobilized
around the #ChangeTheDate hashtag. Change the Date is an ongoing campaign to change
Australia’s national day as part of an effort to recognize injustices done to the indigenous
population.56

Violations of User Rights
While internet users in Australia are generally free to access and distribute materials online, free
speech is limited by a number of legal obstacles, such as broadly applied defamation laws and a
lack of codified free speech rights. Additionally, legislative amendments have significantly increased
the government’s capacity for surveillance of ICTs, including a provision allowing law enforcement and
intelligence agencies warrantless access to metadata.

Legal Environment
Freedom of expression is not explicitly protected under constitutional or statutory rights, although
the High Court has held that there is implied freedom of political communication in the constitution.
Australians’ rights to access online content and freely engage in online discussions are based less
in law and more in the shared understanding of a fair and free society. Legal protection for free
speech is limited to the constitutionally-implied freedom of political communication, which only
extends to the limited context of political discourse during an election.57 There is no bill of rights or
similar legislative instrument that protects the full range of human rights in Australia, and the courts
have less ground to strike down legislation that infringes on civil liberties. Nonetheless, Australians
benefit greatly from a culture of freedom of expression and freedom of information that is further
protected by an independent judiciary. The country is also a signatory to the International Covenant
on Civil and Political Rights (ICCPR).
Australian defamation law has been interpreted liberally and is governed by legislation passed
by the states as well as common law principles.58 Observers have noted that defamation suits for
content posted online have become more common than claims against traditional media, meaning
ordinary social media users can find themselves within reach of the courts.59 Civil actions over
defamation form the main impetus for self-censorship, though a number of cases have established a
constitutional defense when the publication of defamatory material involves political discussion.60
“Australian pleads guilty to making online threats over Tinder profile,” BBC News, June 20, 2016, http://www.bbc.com/
news/world-australia-36573344
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Under Australian law, a person may bring a defamation case to court based on information posted
online by someone in another country, providing that the material is accessible in Australia and that
the defamed person enjoys a reputation in Australia. In some cases, this law allows for the possibility
of “libel tourism,” which allows individuals from any country to take up legal cases in Australia
because of the more favorable legal environment regarding defamation suits. While the United
States and the United Kingdom have enacted laws to restrict libel tourism, Australia is not currently
considering any such legislation. In some cases, the courts may grant a permanent injunction to
prevent the publication of defamatory material, though this remedy is limited to cases where there
is a high risk of the continuation of the defamation.61

Prosecutions and Detentions for Online Activities
A number of lawsuits involving defamation online have made the headlines in recent years. While
the cases were not characterized as attempts to suppress information that was accurate and in the
public interest, some observers said the heavy financial penalties involved could deter investigative
reporting and free speech (see Media, Diversity, and Content Manipulation).
In October 2016, a West Australian judge ordered former police officer Terence McLernon to pay
AUD $700,000 (US$500,000) in damages for defaming three businessmen, including Anton Billis,
managing director of mining companies Rand Mining and Tribune Resources. The judge found that
McLernon’s blog posts, which accused the men of being part of an organized crime gang and of
firebombing McLernon’s house and car, had exposed the plaintiffs and their companies to financial
risk caused by negative publicity.62
In a November 2015 trial, a jury found that a barrister had defamed a police officer through
comments he posted on a website in 2012. The officer, Sergeant Colin Dods, was involved in the
death of an armed teenager. The coroner found that Dods did not cause the death directly, and that
several officers had fired on the young man because they were at risk of serious injury. Queensland
barrister Michael McDonald accused Dods of manslaughter in a series of online comments.63 The
jury found the comments were defamatory, leading Justice Bell to award Dods aggravated damages
totalling AUD $150,000 (USD $114,000) based on the level of harm caused.64
In a separate case from January 2015, a Western Australian court ordered Robyn Greeuw to pay
AUD $12,500 (US$8,900) in damages for Facebook posts alleging that her former husband Miro
Dabrowski had abused her.65 The defense of truth was not proven.
The 2013 case of Mickle v Farley,66 where a young man in New South Wales was fined AUD
$105,000 (US$93,400) plus costs for posting defamatory statements on Twitter and Facebook
about his music teacher, was widely publicized. The case was novel for the amount of damages
awarded, and for being the first Australian decision where a tweet was held to be defamatory.67 In
the case, Judge Elkaim stated that, “when defamatory publications are made on social media it is
61
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common knowledge that they spread. They are spread easily by the simple manipulation of mobile
phones and computer. Their evil lies in the grapevine effect that stems from the use of this type of
communication.”68
There have been several cases in the states of New South Wales and Victoria of individuals being
sentenced to jail terms for publishing explicit photos of women without consent, known as “revenge
porn” because it is typically carried out by former partners. In 2012, for example, Ravshan Usmanov
pled guilty to publishing an indecent article and was sentenced to six months of home detention
after he posted nude photographs of an ex-girlfriend on Facebook.69 An appeal court commuted the
original sentence and suspended the detention. In 2017, the state of New South Wales introduced
an amendment to the Crimes Act criminalizing the recording and distribution of revenge porn, with
penalties of up to AUD $11,000 and three years in prison.70

Surveillance, Privacy, and Anonymity
Over the past few years, revelations regarding global surveillance and retention of communications
data by the U.S. National Security Agency (NSA) and other intelligence agencies have raised
concerns regarding users’ right to privacy and freedom of expression. However, the Australian
government has taken few steps to remedy these concerns and has instead moved to expand the
government’s surveillance capabilities.
Law enforcement agencies may search and seize computers and compel an ISP to intercept and
store data from those suspected of committing a crime with a lawful warrant, as governed by the
Telecommunications (Interception and Access) Act 1979 (TIAA). Call-charge records are regulated
by the Telecommunications Act 1997 (TA).71 It is prohibited for ISPs and similar entities, acting
on their own, to monitor and disclose the content of communications without the customer’s
consent.72 Unlawful collection and disclosure of the content of a communication can draw both
civil and criminal sanctions.73 The TIAA and TA explicitly authorize a range of disclosures, including
to specified law enforcement and tax agencies. ISPs are currently able to monitor their networks
without a warrant for “network protection duties,” such as curtailing malicious software and spam.74
In a troubling development, law enforcement agencies no longer require a warrant to access
metadata under the Telecommunications (Interception and Access) Amendment (Data Retention)
Act, which was passed in March 2015 and came into effect on October 13, 2015. The Act requires
telecommunication companies to store customers’ metadata for two years, which law enforcement
and intelligence agencies can access and review without a warrant at any point, not just in the
course of an investigation as was previously required. Telecommunications companies were required
68
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to update their technology so as to be compliant with the law by April 2017, receiving a substantial
grant from the government to assist with the process.75 In a recent development to the Act, during
April 2017, the government announced metadata will be excluded from being used in civil cases.
Amendments to the law in 2015 added extra privacy protections to journalists, requiring security
agencies to obtain a warrant before accessing journalists’ metadata. However, incidents of
unauthorized access have undermined faith in the protection afforded to journalists. In April 2017,
the Australian Federal Police (AFP) reported to the Commonwealth Ombudsman, which oversees
complaints involving government agencies, that they had accidentally accessed a journalist’s
metadata without a warrant. Journalists have expressed frustration that the officers involved were
not subject to disciplinary processes.76
In February 2016, investigative journalist Paul Farrell of The Guardian Australia discovered that the
AFP had retrieved metadata associated with his devices without a warrant in an apparent attempt
to identify the source behind a 2014 story on a controversial government policy regarding asylum
seekers.77 In writing about the incident, Farrell stated that “over the years, under both Labor and
Coalition governments, sensitive stories by journalists that embarrassed or shamed governments
have often been referred to the AFP… However, this is the first time the AFP has ever made such
an admission in Australia. They’ve acknowledged generally that they made requests for journalists’
metadata in the past – and said they were rare – but never in a specific case.”78
In October 2014, parliament enacted amendments to national security legislation that increased
penalties for whistleblowers and potentially allows intelligence agents to monitor an entire
network with a single warrant. In particular, a new section (35P) was added to the Australian
Security Intelligence Organisation Act 1979, which includes provisions that threaten journalists and
whistleblowers with a ten-year prison term if they publish classified information in relation to special
intelligence operations.79 The controversial amendment prompted the independent national security
legislation monitor, Robert Gyles QC, to specifically assess the impact of section 35P on journalists
in October 2015. Gyles’ report concluded that section 35P infringed on the constitutionally
protected right of freedom of political communications and was inconsistent with Article 19 of the
International Covenant on Civil and Political Rights.80 The government announced their intention
to support the six recommendations included in Gyle’s report to better protect journalists and their
sources,81 but had yet to amend the law. Other worrying amendments to the Australian Security
Intelligence Organisation Act include changes to the scope of warrants; notably, the definition
of a “computer” was broadened to allow law enforcement to access data on multiple computers
connected to a network with a single warrant.
“Metadata retention scheme deadline arrives,” ABC News, April 13, 2017, http://www.abc.net.au/news/2017-04-13/
metadata-retention-scheme-deadline-arrives/8443168; “Data retention laws start but information not for civil cases,” ABC News,
April 13, 2017, http://www.abc.net.au/news/2017-04-13/data-retention-laws-start-but-information-not-for-civil-cases/8442068

75

“AFP officer accessed journalist’s call records in metadata breact,” ABC News, April 28, 2017, http://www.abc.net.au/
news/2017-04-28/afp-officer-accessed-journalists-call-records-in-metadata-breach/8480804

76

Paul Farrell, “The AFP and me: how one of my asylum stories sparked a 200-page police investigation,” The Guardian, 12
February 2016, http://bit.ly/2fV0tnu

77

Paul Farrell, “Australia’s attacks on journalists are about politics, not national security,” The Guardian, April 15, 2016, http://
bit.ly/2eggnZf

78
79

National Security Legislation Amendment Act (No. 1) 2014, s 108.

The Hon Roger Gyles AO QC, “Report on the impact on journalists of section 35P of the ASIO Act,” October 2015, http://
bit.ly/29SPG7y
80

81 Attorney General for Australia, “Government response to INSLM report on the impact on journalists of section 35P of the
ASIO Act,” February 2016, http://bit.ly/29wCZRM
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Law enforcement agencies also make requests to international companies. Google’s transparency
report for the second half of 2016 reveals that Australian law enforcement made 1,407 user data
requests from the company. Google handed over some data in 67 percent of cases.
In the midst of renewed debate over encryption, Prime Minister Malcom Turnbull announced
that new laws may be introduced in the near future that would force companies to allow law
enforcement to access encrypted communications.82 The announcement was met with criticism, with
concerns that such laws would entail backdoor access and weakened security on popular platforms.83
Meanwhile, April 2015 revisions to the Defense Trade Controls Act 2012 introduced restrictions
on encryption software that could discourage the use of these tools. The new revisions have been
criticized for being overly broad, with the potential to criminalize the use of encryption for teaching
and research purposes, in addition to everyday use for privacy and security.84
Nonetheless, users do not need to register to use the internet, nor are there restrictions placed
on anonymous communications. The same cannot be said of mobile phone users, as verified
identification information is required to purchase any prepaid mobile service. Additional personal
information must be provided to the service provider before a phone may be activated. All
purchase information is stored while the service remains activated, and it may be accessed by law
enforcement and emergency agencies with a valid warrant.85

Intimidation and Violence
Violence against online commentators is rare in Australia. Controversial figures are occasionally
subject to intimidation and death threats online. Joshua Goyne, a gay rodeo bull rider from rural
Australia, reported receiving abusive messages and death threats on online forums in 2017.86

Technical Attacks
Cyberattacks and hacking incidents remain a common concern in Australia, though they generally
target larger institutions and have not been widely used to censor online speech or punish
government critics.
Some cause significant disruptions, however. In April 2017, Australian domain name registration
company Melbourne IT suffered a major DDoS attack rendering approximately 500,000 websites
inaccessible access for around 90 minutes. The company stated that the attack originated from
overseas.87

82 “Facebook , Google obliged to decrypt online messages to help government fight terrorism,” ABC News, July 14, 2017,
ttp://www.abc.net.au/news/2017-07-14/facebook-google-to-be-forced-to-decrypt-messages-fight-terrorism/8707748.

83 “Ex-NSA boss questions encrypted message access laws proposed by Malcom Turnbull,” ABC News, August 1, 2017, http://
www.abc.net.au/news/2017-08-01/former-nsa-boss-questions-malcolm-turnbull-encryption-laws/8761542; EFF “Australian PM
Calls for End-to-End Encryption Ban, Says the Laws of Mathematics Don’t Apply Down Under,” July 14, 2017 https://www.eff.
org/deeplinks/2017/07/australian-pm-calls-end-end-encryption-ban-says-laws-mathematics-dont-apply-down.
84 Sarah Myers West, “The Crypto Wars Have Gone Global,” Deeplinks Blog, Electronic Frontier Foundation, July 28, 2015,
http://bit.ly/1MTHdxk
85
86

ACMA, “Pre-paid Mobile Services—Consumer Information Provision Fact Sheet,” October 23, 2012, http://bit.ly/1KShSkd
http://www.huffingtonpost.com/entry/gay-teen-rodeo-cowboy_us_58d2c655e4b0b22b0d193711

Michael Bailey, “Melbourne IT suffer denial-of-service attack, thousands of websites inaccessible,” Australian Financial
Review, April 13, 2017, http://bit.ly/2pXuy6M
87
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The global “Petya” ransomware attack affected some Australian business in June 2017, including
the offices of large law firm DLA Piper. Infected computers were locked, and demanded a payment
in order to restore access. The effect of the virus was relatively limited in Australia and quickly
contained.88 Another high-profile global ransomware phenomenon, WannaCry, had relatively little
impact in Australia, though a small number of businesses were affected.89 Telecommunications giant
Telstra reported that 60 percent of Australian businesses had experienced at least one ransomware
incident within a one year period.90
A “state-sponsored cyber adversary” reportedly infected the Australian Bureau of Meteorology
network with malware in 2015. Experts speculated that the attack had strategic and commercial
motivations.91 Banks have also fallen victim to cyberattacks, and hackers attempted to steal twofactor authentication codes protecting the accounts of customers with four major banks in 2016. 92
According to the Australian Cyber Security Centre, the Computer Emergency Response Team
responded to 14,804 cyberattack incidents between 2015 and 2016.93 Targets included businesses,
non-governmental agencies, and the Australian government.

88 “Australian businesses warned as unprecedented cyber attack hits Europe,” News.com.au, June 29, 2017, http://www.news.
com.au/technology/online/hacking/australian-businesses-warned-as-unprecedented-cyber-attack-hits-europe/news-story/6de
08ec001302fbe7a075a2e6b36318d
89 “Ransomware attack to hit victims in Australia, government says,” ABC News, May 15, 2017, http://www.abc.net.au/
news/2017-05-15/ransomware-attack-to-hit-victims-in-australia-government-says/8526346
90

Telstra, “Telstra Cyber Security Report 2017,” 14, http://bit.ly/2qrtLz8

Andrew Greene, “Bureau of Meteorology hacked by foreign spies in massive malware attack, report shows,” ABC news,
October 12, 2016, http://ab.co/2e3AWcg
91

92 Adam Turner, “Malware hijacks big four Australian banks’ apps, steals two-factor SMS codes,” Canberra Times, March 10,
2016, http://bit.ly/1LV2ZVs
93

ACSE, “ACSE 2016 Threat Report,” October 2016, http://bit.ly/2dbLdNj
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Azerbaijan
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

14

13

Limits on Content (0-35)

19

20

Violations of User Rights (0-40)

24

25

TOTAL* ( 0-100 )

57

58

Population:

9.8 million

Internet Penetration 2016 (ITU):

78.2 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

New legislation passed giving authorities wide discretion to block content online, and
was swiftly used to block several independent online media outlets (See “Blocking and
Filtering”).

•

Azerbaijani human rights defenders were targeted in a spearphishing campaign, in
attempts to install malware on their devices and track their online activity (see “Technical
Attacks”).

•

Multiple online journalists and social media users were detained for their online activity,
with sentences of up to ten years in jail (see “Prosecutions and Detentions for Online
Activity”).
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Introduction
Internet freedom declined in Azerbaijan in the past year after the government introduced new laws
empowering authorities to block content in broad circumstances, while actors likely tied to the
government targeted activists with malware attacks.
Authoritarian President Ilham Aliyev consolidated power in a constitutional referendum held in
September 2016, while Azerbaijan’s economy remained weak amid falling oil prices. The space for
free expression online continued to shrink, with several independent online news outlets newly
blocked. In a break from precedent, authorities were open about the censorship, relying on new
legislation that gives authorities wide discretion to block content. Some of the same independent
news websites were subject to sustained denial-of-service attacks prior to their blocking, likely
initiated by a government ministry.
Many digital journalists and social media users faced legal sanctions for their activities online,
and at least one activist was handed down a ten-year prison sentence for his Facebook posts.
Authorities pressured exiled activists to cease their online activities by detaining and threatening
relatives residing in Azerbaijan. Activists were also targeted with spearphishing attacks intended to
compromise their digital security and privacy, likely initiated by the government.
Despite these limitations, the internet offered more opportunities for information-sharing and
political dissent than traditional media outlets, many of which shut down or moved online as print
publications were pressured to follow the government line. Azerbaijan netizens rely on Facebook
as an important platform for publishing corruption investigations and discussion on the ongoing
government clampdown, as well as daily grievances.

Obstacles to Access
Internet access remains expensive for much of the population, with Azerbaijan lagging behind its
neighbors on indicators such as internet speed and affordability. Temporary internet blackouts occur
periodically, often due to problems with DeltaTelecom’s infrastructure. Users continued experiencing
difficulties with making international calls using platforms such as Skype and WhatsApp.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

2016

78.2%

2011

50.0%

2015

2016

2015

2011

2017(Q1)

2016(Q1)

77.0%
106%
111%
110%

5.7 Mbps

4.4 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

AZERBAIJAN
Poor telecom infrastructure along with low information and communications technology (ICT)
literacy, expensive computer equipment, and high tariffs for satellite connections remain key
obstacles to ensuring greater internet access across the country. Internet in Azerbaijan remains
expensive, though this does not translate into better quality or faster connections.
Osman Gunduz, head of the Azerbaijan Internet Forum, cites Azerbaijan’s underdeveloped
infrastructure as a key obstacle towards attaining greater access and higher connection speeds.1 The
vast majority of connections in Azerbaijan are based on ADSL, with Wi-Fi, WiMAX, 3G, and 4G just
starting to become widespread. Government efforts to upgrade the infrastructure through its “Fiber
to Home” project have been slow. Internet access remains expensive relative to monthly incomes,
and Azerbaijan continues to lag behind Russia, Ukraine, Georgia, and other neighboring countries,
where connections are available at comparatively low cost.
However, the average cost of mobile internet service has dropped significantly since 2011. By
2014, prices for mobile broadband were among the lowest in Central Asia. Despite this progress,
the average household in Azerbaijan’s lower income bracket (the bottom 40 percent of the total
population by income) would need to spend 21 percent of their monthly disposable income to
afford the cheapest mobile broadband package, and 28 percent for the cheapest fixed broadband
package.
According to a recent survey, nearly 70 percent of households own a computer, though computer
ownership is higher in urban areas than in rural areas. The majority of internet access takes place
at home, followed by workplaces, internet cafes, and Wi-Fi spots.2 In early 2017, the Ministry of
Communications and High Technologies followed through with a plan to roll out more free Wi-Fi
spots in public areas around central locations in Baku. 3

Restrictions on Connectivity
The Ministry of Transport, Communication, and High Technologies (MTCHT) holds significant
shares in a handful of leading internet service providers (ISPs), and the government is authorized
to instruct companies to cut internet service under very broadly defined circumstances, including
war, emergency situations, and national disasters. Wholesale access to international gateways is
maintained by companies with close ties to the government. Only two operators, AzerTelecom and
Delta Telecom, are licensed to connect international IP traffic.
Delta Telecom owns the internet backbone and is the main distributor of traffic to other ISPs. It
controls Azerbaijan’s only Internet Exchange Point (IXP), and charges the same amount for local and
international traffic. The company is a transit operator of Azerbaijan’s segment of the Europe Persia
Express Gateway (EPEC) and has external fiber-optic connections with Russia (via TransTelecom) and
Turkey (via RosTelecom). AzerTelecom has a fiber-optic cable network covering all major regions,
including the autonomous republic of Nakhchivan.
Temporary internet blackouts have occurred every few years in Azerbaijan. On August 2, 2016, some
1

“In Azerbaijan Internet costs are higher than in Europe”, Azadliq.info, August 13, 2016 http://bit.ly/2qSS7Se.

3

“First ‘Public WiFi’ hotspot given to use on Boulevard”, ICTnews.az, March 18, 2017, http://bit.ly/2rR2iDY

Ministry of Communications and High Technologies, “Azərbaycan hər 100 nəfərə düşən internet istifadəçilərinin sayına görə
dünya orta göstəricisini 1.8 dəfə qabaqlayır,” [Azerbaijan above average for number of internet users per 100 people by 1.8]
June 15, 2015,
2
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users experienced problems establishing an internet connection for several hours. The outage was
variously reported as a result of problems with Delta-Telecom’s infrastructure or as a result of debts
owed by smaller providers to Delta Telecom.4 Previously, Azerbaijan experienced a nationwide
internet blackout lasting six hours in November 2015, which the MCHT said was caused by fire
damage to a Delta Telecom data center cable.5 Akamai reported that traffic dropped below 10
percent during the outage, and connectivity remained poor for four days.6
Users have continued reporting problems with making and receiving international voice calls on
WhatsApp, Facebook, and Skype. Neither the government nor ISPs have provided a satisfactory
explanation as to why these services are limited.7

ICT Market
The ICT market in Azerbaijan is fairly concentrated. The fixed broadband market is still in its
emerging phase, with little equality between operators. The lack of regulatory reform also inhibits
development of the sector. Over 50 ISPs are present in the market, including three state-owned
providers: AzTelekomnet, BakInternet and Azdatakom. State-owned companies ultimately control
over 56 percent of the market. 8
The market base is split along geographical lines, with BTCPA (Baku Telephone Communications
Production Association) serving the capital. AzTelekomnet, the largest ISP operating outside Baku,
has ownership ties to the MTCHT; its shareholders include Azerfon, which has links to the president’s
daughters.
Azercell is still the leading mobile service provider despite its overall market share falling from 50
percent to 40 percent. Bakcell and Azerfon follow behind, maintaining a steady market share of
33 and 25 percent respectively. Like Azerfon, Azercell has been found to have connections with
President Aliyev’s daughters.

Regulatory Bodies
The government of Azerbaijan has a major role in controlling the ICT sector through state-owned
companies and government institutions. ISPs are regulated by the newly reformed Ministry of
Transport, Communication, and High Technologies (MTCHT), which lacks independence. The former
Ministry of Communications and High Technologies (MCHT), was dissolved in February 2017 and
merged with the Ministry of Transport, creating the MTCHT. 9

4 “What is happening on Azerbaijan’s Internet”, Sputnik.az, August 2, 2016, http://bit.ly/2qT3CJ9; “What is happening on
Azerbaijan’s Internet”, xeberler.az, August 4, 2016, http://bit.ly/2qe6uNB.
5

Ministy of Communications and High Technologies, “Providers,” http://www.mincom.gov.az/fealiyyet/it/internet/provayder/.

7

“Are WhatsApp and Skype calls being banned?”, Azadliq.org, May 17, 2017, http://bit.ly/2qTTUo9 .

6
8

Akamai, “State of the Internet, Q1 2016 Report,” https://goo.gl/TQH7L7.

Azerbaijan Republic Ministry of Communications and High Technologies, ISPs list, http://bit.ly/2qSPz6x.

“Azerbaijan sets up a Ministry of Transport, Communications and High Technologies”, apa.az, February 13, 2017, http://bit.
ly/2qhyz5T

9
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Limits on Content
Several independent online outlets were newly blocked during this coverage period, after recent
legislative amendments empowered authorities to block content without first obtaining a court order.
Trolls are active online, and targeted digital outlets in the lead-up to the constitutional referendum.

Blocking and Filtering
In previous years, the government refrained from extensive blocking or filtering of online content,
relying on legal, economic, and social pressures to discourage critical media coverage or political
activism. The past year, however, saw more websites restricted.
In May 2017, authorities blocked the websites of Azadliq (Radio Free Europe/Radio Liberty
Azerbaijan), Azadliq Daily, Meydan TV, Turan TV, and Azerbaijani Saadi. A court in Baku upheld
the blocking, finding that the outlets promoted violence, hatred, or extremism, violated privacy
or constituted slander.” Shortly before the outlets were blocked, Azadliq had published reports
investigating the financial affairs of President Ilham Aliyev and his inner circle.10
The blockings came after the parliament passed legislative amendments to the law on Information,
Informatization, and Protection of Information in March 2017. The amendments allow the authorities
to block access to a website if it contains prohibited information posing a danger to the state or
society, and when the website owner failed to remove the content within eight hours of receiving
notification (see “Content Removal”). Court approval is not required before blocking a website, but
must be sought after the fact. Observers have noted that the courts are not independent and are
unlikely to provide a genuine oversight mechanism.11
The state prosecutor claimed that the blocked websites posed a threat to Azerbaijan’s national
security. Some of the websites affected by the court order were inaccessible as of March 2017,12 and
an investigation by VirtualRoad, a secure hosting service, indicated that Deep Packet Inspection (DPI)
was used to interfere with access to the sites during that period.13 Critical online news outlet Abzas
was also blocked in March 2017, though no explanation was offered by the authorities.
Some of the websites affected by the court order were also subject to throttling between November
and December 2016. Azadliq (Radio Free Europe/Radio Liberty Azerbaijan), Voice of America, and
Meydan TV all reported loading and speed issues during this period. VirtualRoad’s investigation
confirmed that these websites had been subject to artificially engineered bandwidth throttling on six
separate occasions between November and December 2016.14

“Azerbaijani court orders block on RFE/RL website,” RFE/RL, May 12, 2017, https://www.rferl.org/a/azerbaijan-rferl-servicewebsite-court-orders-blocked/28482679.html.

10

; IFRS, “Government blocks access to azadliq.info and azadliq.org websites in Azerbaijan” March 27, 2017, https://www.irfs.
org/news-feed/government-blocks-access-to-azadliq-info-and-azadliq-org-websites-in-azerbaijan/; RSF “Online censorship
rounds off Aliyev’s control of Azerbaijani media” May 3, 2017, https://rsf.org/en/news/online-censorship-rounds-aliyevscontrol-azerbaijani-media.

11

“Azerbaijan: government escalates hacking campaign against dissidents,” Eurasianet, March 30, 2017, http://www.
eurasianet.org/node/83041.

12
13

“Deep Packet Inspection and Internet censorship in Azerbaijan,” Qurium, April 1, 2017, http://bit.ly/2qSV3hw

“How Azerbaijan is trying to block main opposition media,” Quirium, https://www.qurium.org/how-azerbaijan-is-trying-toblock-main-opposition-media-news/.
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The government continued targeting outlets that expose corruption within the ruling family. In
September 2017, authorities blocked access to the website of the Organized Crime and Corruption
Reporting Project (OCCRP) after the organization published a damning report, “The Azerbaijan
Laundromat,” implicating the government in various money laundering and lobbying schemes.15
Decisions to block websites are arbitrary, clearly targeting independent outlets that are critical of
the government. There is no genuine avenue for appeal, and no information on the total number of
websites blocked or throttled at any given time.

Content Removal
While authorities previously relied on pressure tactics to ensure the removal of unwanted content,
recent legislative amendments have codified the state’s power to compel a website owner to take
down certain information.
Amendments to the law on Information, Informatization, and Protection of Information compel
website owners to take down “prohibited information” if warned by authorities. If the authorities
deem that the content poses a danger to state or society and the website owner fails to comply with
the order within eight hours, a government representative can immediately block the website. This
process was applied to the five websites ordered blocked in May 2017 (see “Blocking and Filtering”).16
Authorities continued using threats and pressure to force the removal of content. After exiled rapper
Jamal Ali posted a song on YouTube fiercely critical of the authorities in December 2016, quickly
going viral with over 100,000 views, Ali’s close family members still residing in Azerbaijan were
arrested. The police threatened the family that unless Ali took down the video, members of his
extended family would lose their jobs and face arrest. Ali ultimately took down the video, fearing
further repercussions for his family.17
In the wake of the failed July 2016 coup attempt in regional ally Turkey, and subsequent accusations
against Gulenist actors of masterminding the coup, the authorities cracked down on Gulenist
associations across Azerbaijan, including shutting down the Gulen-linked Zaman Azerbaijan
newspaper and associated news website.18
Content revealing personal information without consent may be subject to removal under Articles
5.7 and 7.2 of the Law on Personal Data. A written demand from the individual concerned, a court, or
the executive branch is required. Authorities can also remove online content in cases of defamation.

Media, Diversity, and Content Manipulation
“The Azerbaijan Laundromat” OCCRP, September 2017, https://www.occrp.org/en/azerbaijanilaundromat/; “Azerbaijan hits
back over ‘scandalous’ money laundering claims” The Guardian, September 5, 2017, https://www.theguardian.com/world/2017/
sep/05/theresa-may-challenged-over-azerbaijani-money-laundering-scheme.

15

RSF “Online censorship rounds off Aliyev’s control of Azerbaijani media” May 3, 2017, https://rsf.org/en/news/onlinecensorship-rounds-aliyevs-control-azerbaijani-media; IFRS, “Government blocks access to azadliq.info and azadliq.org websites
in Azerbaijan” March 27, 2017, https://www.irfs.org/news-feed/government-blocks-access-to-azadliq-info-and-azadliq-orgwebsites-in-azerbaijan/.

16

“Azerbaijan: Rapper’s family punished over song critical of the government,” Eurasianet, January 9, 2017 http://www.
eurasianet.org/node/81886.

17

“Gulen operation in Baku- Caucauss University and Zaman newspaper shut down,” Anazeber, July 20, 2016, http://anaxeber.
az/fles/24395-bakida-gulen-emeliyati-qafqaz-universiteti-ve-zaman-qezeti-baglandi.html.

18

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

AZERBAIJAN
The ongoing government crackdown against independent and opposition media outlets—in
addition to arrests of online activists—has significantly limited the space for free expression in
Azerbaijan. Some online journalists, commentators, and ordinary internet users have resorted to
self-censorship, especially if they are employed by state media outlets or progovernment platforms.
Others have left the country out of fear of persecution.
Though social media such as Facebook and blogging platforms provide a platform for free
expression, the ability of online bloggers and activists to produce and disseminate controversial
content online is undermined by government pressure. Self-censorship is pervasive among social
media users, who are aware that they may face criminal charges for their expression online. Rahim
Hajiyev, former editor-in-chief of the now-defunct opposition newspaper Azadliq, has said that the
number people who have faced arrest for their activities online discourages social media users from
expressing themselves freely.19
The vast majority of existing online media outlets publish news in favor of the government due to
the owners’ strong ties to government officials. The head of Turan Information Agency, Mehman
Aliyev, has said that Azerbaijan’s independent media has struggled to stay afloat since the 1990s.
According to Aliyev, the majority of media outlets in Azerbaijan are government-controlled and
government-funded. Many outlets spread state propaganda, in violation of the Law on Mass Media
and the Journalism Code of Ethics.20 Yet in January 2016, the Prosecutor’s office issued a warning
that it was monitoring internet-based outlets, and several had violated the mass media law by
sharing incorrect information on nationwide protests following a currency devaluation.21 The limits
imposed on independent or opposition media outlets make it difficult for them to attract advertising
to sustain their work. Companies are reluctant to support them for fear of losing their business
license or other reprisals from the government.
Laws regulating foreign funding of NGOs have made it easier for the government to target local
organizations and media outlets that receive grants from outside sources. In February 2014,
President Aliyev approved amendments to the law on grants, further limiting civil society. In
February 2015, Aliyev signed amendments to the mass media law that allow courts to order the
closure of any media outlet that receives foreign funding or that is convicted of defamation twice
in one year. Requirements for receiving grants are now so complicated that they prevented a
number of online media outlets from continuing their work. Mediaforum, Obyektiv TV, Channel 13,
and Zerkalo/Ayna have all ceased operations because of the new restrictions. The past year saw
the closure of remaining independent media outlets like the Radio Free Europe/Radio Liberty’s
Azerbaijani service and the websites of local non-governmental organizations.
Commercial pressures separately resulted in the closure of online news and tabloid outlets in 2015,
including three websites operated by APA Holding (kulis.az, ailem.az, and avtolent.az), and three
from the Daily Telegraph group (kult.az, izvestiya.az, and tabloid.az). These closures were not political
in nature, but they illustrate the financial pressures affecting online media.22

19

“Rashad Majid: insults on Facebook,” Azadliq, June 5, 2015, http://www.azadliq.org/a/27055509.html.

“On ‘Press Freedom Day’ this is the state of Azerbaijan media,” Azadliq, May 3, 2015 http://www.azadliq.org/content/
article/26991333.html.

20

“Notification from Prosecutor to mass media communication,” Azadliq, January 29, 2016 http://www.azadliq.org/content/
article/27518894.html.

21

“Six Websites in Azerbaijan Closed” Qafqaz Info, March 2, 2015, http://www.qafqazinfo.az/xeber-azrbaycanda-alt-saytbaland-t113692.html.
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Political trolling continues to distort discussions online, mostly led by the ruling party’s youth
group operating in networks online. A leak revealed messages exchanged between members of
the youth group coordinating an ambush ahead of the constitutional referendum of September
2016, which was heavily criticized by civil society as a step towards strengthening the power of the
president.23 Members of the group chat encouraged one another to target the comment sections of
independent outlets such as Meydan TV, which was live streaming protests against the referendum,
while also urging members not to mention details that would give them away as affiliated with Yeni
Azerbaijan, the ruling party.24

Digital Activism
Activists continue to use social media platforms to disseminate information and organize campaigns,
though the impact is fairly limited.
After two young activists were sentenced to ten years in jail in October 2016 for spraying graffiti
on a statue of the late President Heydar Aliyev, the activist community launched an online poster
campaign calling for their release. Supporters from all around Azerbaijan and the world posted
photos of themselves holding posters raising awareness of the sentencing and calling for the
activists’ release.25

Violations of User Rights
Authorities continue to prosecute and arrest online activists and journalists as a means of stifling
dissent and activism, and target remaining independent online media outlets with bogus criminal
charges. The families of exiled dissidents were arrested in attempt to pressure their relatives to cease
their online activity. Law enforcement have broad powers to conduct surveillance, and can often
proceed without obtaining a court order.

Legal Environment
While the right to freedom of expression is guaranteed in the constitution and Azerbaijan is a
signatory to binding international agreements, including the International Covenant for Civil and
Political Rights and the European Convention on Human Rights, the government frequently fails to
protect the right to freedom of expression, both offline and online.
Libel is the most common criminal charge used against journalists, and the Azerbaijani courts have
previously confirmed that libel laws apply to social media.26 In November 2016, two legislative
amendments came into force increasing penalties for online defamation and insult. Article 148(1)
of the Criminal Code imposes a maximum penalty of one year in prison for posting slander or insult
while using a fake identity on an internet information resource. Article 323(1) introduces a maximum
“Azerbaijan’s unconstitutional future,” Open Democracy, August 10, 2016, https://www.opendemocracy.net/od-russia/
dominika-bychawska-siniarska/azerbaijan-s-unconstitutional-future.

23

Arzu Geybulla, “In the crosshairs of Azerbaijan’s patriotic trolls”, Open Democracy, November 22, 2016, http://bit.
ly/2qSWdtt

24
25

NIDA youth movement Facebook page, pictures from the campaign http://bit.ly/2qVByTH, http://bit.ly/2rPLbTN

“In Azerbaijan, bank tied to EBRD breaks seal on controversial libel law,” Radio Free Europe/Radio Liberty, August 21, 2013,
http://www.rferl.org/content/azerbaijan-ebrd-libel-law/25082305.html.
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penalty of three years in prison for smearing or humiliating the honor and dignity of the president
in mass media, which includes social media.27 Aggravated defamation carries a maximum penalty
of up to three years in prison. Furthermore, it is now possible for the Prosecutor and the Ministry of
Interior to initiate an investigation based on content posted on Facebook.
Recent legislative amendments increased the maximum duration of administrative detentions from
15 days to 3 months. Administrative detentions, which can be issued for charges such as disorderly
conduct, have been used to punish activists and journalists.

Prosecutions and Detentions for Online Activities
Online activists and journalists are most often prosecuted based on trumped up charges, including
drug possession, hooliganism, and, more recently, treason, tax evasion, abuse of authority, and
embezzlement. Many administrators, editors of online news outlets, and bloggers in Azerbaijan
remain in jail for their online reporting. In some cases, authorities have also harassed activists’ family
members.
The following activists and journalists were charged, investigated, arrested, or sentenced during the
coverage period for their online activities:
•

On May 2, 2017, Aziz Garashoglu, manager of an online TV channel Kanal 13, was arrested
and sentenced to 30 days of administrative detention for resisting police, an offence under
article 535.1 of the Administrative Code.28

•

Afghan Sadigov, editor-in-chief of online news TV portal Azel.tv, was sentenced in January
2017 to two-and-a-half years in prison for hooliganism. Sadigov had been reporting on
poor infrastructure in the Jalilabad region of Azerbaijan prior to his arrest, and insists that
the charges were orchestrated to punish him for his critical reporting.29

•

Amid heightened police activity in the village of Nardaran around the one-year anniversary
of the clashes between law enforcement and residents resulting in four civilian deaths,
Facebook user Faig Shahbazov was detained on November 26, 2016 for publishing critical
posts about local authorities. Shahbazov was sentenced to 30 days administrative arrest, 30
though additional charges were later brought for illegal arms possession.31

•

Zamin Haji, a journalist with the opposition newspaper Yeni Musavat, was summoned to a
Baku police station in November 2016 over a Facebook post in which he condemned the
authorities’ failure to solve four prominent murder cases, including the murders of journalist
Elmar Huseynov in 2005, and writer Rafig Tagi in 2011. Haji was advised to cease publishing

“Parliament adopted introduction of criminal liability for insulting the president online”, Minval.az, November 29. 2016,
http://bit.ly/2qU9HmQ

27
28

“Director of television channel arrested”, Meydan TV, May 3, 2017, http://bit.ly/2qhBbR9

30

“New arrests in Nardaran”, Azadliq.org., November 25, 2016, http://bit.ly/2qMNeth

“Azerbaijani journalist Sadigov sentenced to 2.5 years” [in Russian] Kavkaz Uzel January 12, 2017, https://www.kavkaz-uzel.
eu/articles/295821/; “Court of appeal upholds the verdict of Afgan Sadygov” Turan TV, May 26, 2017, http://www.turan.az/
wap/2017/5/free/Social/en/62635.htm.
29

“This process will go down our memories as the one where state tortured its people in most inhumane ways”, Meydan.TV.,
January 26, 2017, http://bit.ly/2qhsVAU
31
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such posts, and was released after questioning.32
•

Fuad Gahramanli, deputy chair of the Whole Azerbaijan Popular Front Party, was sentenced
to ten years in prison in January 2017 for his Facebook posts in which he criticized the
government and condemned the November 2015 crackdown in Nardaran.33 Gahramanli was
charged under Article 281 of the Criminal Code (making antigovernment statements) and
283 (instilling national, religious, and racial hatred). Furthermore, those who “liked” his posts
were called in to testify. On March 15, 2016, Gahramanli was further charged with inciting
mass disorder (Article 220.2).

•

Teymur Kerimor, a journalist working for the Kanal 13 website, was detained in Barda in
November 2016. Kerimov had been working on a report on water supply problems in the
Nagorno-Karabakh region. After ten hours of interrogation, Kerimov was released. 34

•

Editor-in-chief of online news outlet Realliq, Ikram Rahimov, was sentenced to one year in
prison in November 2016. Rahimov had been charged with libel after publishing stories in
the opposition news website Hurriyet alleging extortion by city officials and tax evasion by a
local mall. 35 Rahimov was released on March 1, 2017, and his sentence was replaced with 9
months of community work.36

•

In March 2017, blogger and journalist Mehman Huseynov was sentenced to two years
in prison for committing slander against police officers. The charges refer to Huseynov’s
earlier arrest in January 2017, after which he said that police beat and mistreated him (see
“Intimidation and Violence”). Huseynov has been repeatedly targeted by authorities over the
years for his critical reporting, documenting corruption and other abuses by the authorities.
Huseynov was also the editor-in-chief of SANCAQ, an online socio-political magazine with
around 300,000 followers.37

•

Rahim Valiyev, a youth activist member of the NIDA civic movement, was detained in
January 2017. Police instructed Valiyev to delete his Facebook posts that criticized a speech
delivered by President Ilham Aliyev’s on the topic of economic development in Azerbaijan.
After Valiyev declined to comply, he was sentenced to 30 days administrative arrest, and was
released on February 15, 2017.38

•

The authorities have increasingly targeted activists living in exile by detaining their family
members still residing in Azerbaijan. In February 2017, twelve family members of Ordukhan
Teymurkhan, an Azerbaijani blogger living in Europe, were detained by local police on
vague hooliganism charges. On the same day, Teymurkhan had participated in a protest
in Cologne calling for the release of political prisoners. After his family members were

“Journalist Zamin Haji summoned to police station” Meydan TV, November 29, 2017, https://www.meydan.tv/en/site/
society/19377/.

32
33

“Court decision met with loud applause”, Azadliq.org., January 25, 2017, http://bit.ly/2qepLyl

35

“Lawyer says journalist subject to torture n Sumgayit”, armradio.am., December 1, 2016, http://bit.ly/2qThYtg

“Azerbaijan-renewed use of trumped-up charges censor journalists”, Reporters Without Borders, December 5, 2016, http://
bit.ly/2rO3aKg

34

36

“Journalist released from court”, Azadliq.org., March 1, 2017, http://bit.ly/2reVKmw

Frontline Defenders, “Mehman Huseynov Sentenced” March 2017 https://www.frontlinedefenders.org/en/case/mehmanhuseynov-sentenced.

37
38

“NIDA member released but not allowed to walk out”, Azadliq.org, February 15, 2017, http://bit.ly/2qbo09d
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arrested, Teymurkhan received a call from Azerbijani police, informing him of the arrests
and demanding that he remove his Facebook account and cease his political activities in
exchange for his relatives’ release. Most relatives were released the following day, though
two were held in administrative detention for 30 days. It is unclear whether Teymurkhan
ultimately removed his Facebook page. 39
Several bloggers, online journalists, and social media users remain in imprisoned from previous
years, serving lengthy prison sentences.
•

Araz Guliyev, former editor and writer for the religious website Xeber44, is serving an
eight year sentence after being arrested in 2012 and convicted of various offences
including insulting the national flag of Azerbaijan and inciting religious and ethnic
hatred.40 Guliyev’s lawyer stated in October 2017 that his client had been tortured in
prison.

•

Ilkin Rustamzade is serving an eight year sentence for hooliganism and inciting a
riot after participating in a “Harlem Shake” YouTube video. Rustamzade was arrested
in 2013 and was known for his criticism of the government through the Free Youth
Organization.41

•

Nijat Aliyev remains in prison after being arrested in 2012, serving a ten year sentence
for drug possession and illegal distribution of religious material. Aliyev was the editorin-chief of news website Azadxeber (“free news”).42

•

Rashad Ramazanov is currently serving a nine year prison sentence after being arrested
in May 2013 on drug charges. Ramazanov had worked as a blogger and activist who
frequently criticized the government online. 43

Surveillance, Privacy, and Anonymity
It is unclear to what extent security agencies monitor ICT activity or track user data in Azerbaijan,
though the experience of activists and bloggers who are detained by the authorities suggests
that extensive online surveillance is highly likely. Most internet users do not have licenses for the
software on their computers, which leaves them vulnerable to security threats such as viruses and
other malicious programs that could be implanted to monitor their activity.
While the law explicitly prohibits the arbitrary invasion of privacy, and court orders are required for
the surveillance of private communications, the Law on Operative-Search Activity (Article 10, Section
IV) authorizes law enforcement agencies to conduct surveillance without a court order in cases
regarded as necessary “to prevent serious crimes against the person or especially dangerous crimes
against the state.” The unclear parameters for what constitutes preventive action leaves the law open
39

“Government pressures blogger in exile with arrest of family members”, Meydan.tv, February 21, 2017, http://bit.ly/2qbojkn

Council of Europe, “Senior Journalist Araz Guliyev Sentenced to Eight Years in Prison in Azerbaijan,” April 1, 2015, http://bit.
ly/226Z61Z.

40

Human Rights Watch, “Azerbaijan Government Repression Tarnishes Chairmanship,” September 29, 2014, https://www.hrw.
org/news/2014/09/29/azerbaijan-government-repression-tarnishes-chairmanship.

41
42

Ref World, “2015 Prison Census: Nijat Aliyev,” December 14, 2015, http://www.refworld.org/docid/56701fbe31.html.

Human Rights Watch, “Azerbaijan Bgus Drug Charges Silence Critics,” May 27, 2015, https://www.hrw.org/
news/2013/05/27/azerbaijan-bogus-drug-charges-silence-critics.
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to abuse. As such, it has long been believed that the Ministry of National Security and Ministry of
Internal Affairs monitor the phone and internet communications of certain individuals, especially
foreigners, known activists, and business figures.
Rashid Hajili, the director of the Media Rights Institute, reports that the internet is heavily monitored
by the government. The Ministry of Communications requires all telecom companies to make
available their equipment and special facilities to the National Security Service (formerly Ministry
of National Security). Mobile companies are known to surrender the content of users’ phone
conversations without a court order. For example, a mobile phone operator provided the Ministry of
Investigation with journalist Parviz Hashimli’s communications, resulting in a prison sentence.44 He
was released in a March 2016 prisoner amnesty.
In February 2014, Citizen Lab reported that Azerbaijan, along with 20 other governments, is
suspected of using RCS (Remote Control System) spyware sold by the intelligence technology
and surveillance company Hacking Team. RCS spyware allows anyone with access to activate a
computer’s webcam and microphone and steal videos, documents, contact lists, emails, or photos.
The spyware has been used by governments around the world to spy on dissidents. In July 2015,
leaked documents from Hacking Team revealed that the government of Azerbaijan was also a client.
All mobile phones in Azerbaijan must be registered, including the SIM card, phone serial number,
and mobile network number. This requirement was introduced by the Cabinet of Ministers in
December 2011—without parliamentary approval. Mobile service providers are required to limit
service to any unregistered devices.
In August 2015, MCHT said it will require some social media and instant messaging services,
including Facebook, WhatsApp, Skype, and Viber, to obtain a license in order to operate in
Azerbaijan, though it appears that little progress has been made towards enforcing this.
The personal data law regulates the collection, processing, and protection of personal data (name,
surname, patronymic, date of birth, racial or ethnic background, religion, family, health and criminal
record), the formation of the section of personal data in the national information space, as well as
issues related to the cross-border transfer of personal data.

Intimidation and Violence
Most harassment against online activists manifests in the form of arrests, detentions, and
interrogations. The government of Azerbaijan also uses travel bans against activists and human
rights defenders, as in the case of Mehman Huseynov.45 Physical attacks and threats of violence
against internet users have also become increasingly common in Azerbaijan.
In early 2017, Afgan Mukhtarli, an exiled Azerbaijani journalist who had previously worked for online
outlet Meydan TV, was abducted from Georgia by unknown kidnappers, forcibly brought across the
border into Azerbaijan, and severely beaten.46
44 “TeliaSonera’s behind-the-scenes connection to Azerbaijani president’s daughters,” Radio Free Europe/Radio Liberty, July
15, 2014, http://www.rferl.org/content/teliasonera-azerbaijan-aliyev-corruption-investigation-occrp/25457907.html

“Rights groups demand justice: journalist Mehman Huseynov tortured in Azerbaijan,” RSF, January 12, 2017, https://rsf.org/
en/news/rights-groups-demand-justice-journalist-mehman-huseynov-tortured-azerbaijan.

45

“Georgia NGOs call for full investigation into Azerbaijan journalist’s abduction” RSF, June 7, 2017, https://rsf.org/en/news/
georgia-ngos-call-full-investigation-azerbaijani-journalists-abduction.
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Independent blogger Mehman Huseynov says he was tortured by unknown assailants who later
transpired to be plain-clothed policemen. Huseynov says the men forcibly pushed him into a car
in January 2017, placing a bag over his head, and driving him around for several hours. According
to Huseynov, he received electric shocks while in the car, and later lost consciousness after arriving
at the police station. Huseynov was charged with disobeying police, though the court ordered his
release after issuing a small fine.47
Emin Mili, the founder of Meydan TV, received death threats from Azerbaijan’s Minister of Youth and
Sport in relation to his website’s critical coverage of the European Games.48 Freelance journalists
reporting for Meydan TV from within Azerbaijan have also faced harassment by authorities. In
September 2015, Meydan TV reporters Izolda Aghayeva, Natiq Javadli, and Javid Abdullayev were
questioned by the Serious Crimes Investigation Department of the General Prosecutor’s Office
regarding their coverage of protests in Mingachevir the previous month. However, the majority of
the questioning concerned the activities of Meydan TV.49
Independent journalists and activists are often the targets of intimidation campaigns involving the
use of illicitly obtained intimate footage and images, as was famously the case with investigative
journalist, Khadija Ismayilova.50 In June 2016, Arastun Orujlu, an employee of the Ministry of National
Security claimed that the former Minister of National Security was in possession of over 2,500 sex
videos depicting Azerbaijani men and women.51

Technical Attacks
Opposition news websites continued to be subject to cyberattacks, resulting in temporary
shutdowns. Individual activists have been targeted in spearphishing attacks, the purpose of which
was to gain access to their personal information.
A March 2017 Amnesty report reveals that many activists and human rights defenders were
the targets of spearphishing attacks, with strong indications that these attacks came from the
government. Rasul Jafarov, lawyer and human rights defender, reported that his colleagues received
emails from an address that strongly resembled his own around October 2016. The emails contained
an attachment that appeared consistent with Jafarov’s work, titled “The Political Prisoner List,”
though, once opened, the attachment would infect the recipient’s computer with crude malware
intended to gather as much information as possible from the recipient’s device. In a similar tactic,
fake Facebook accounts purporting to belong to well-known Azerbaijani dissidents targeted the
Facebook pages of critical outlets. In one such case, the administrator online outlet Kanal 13’s
Facebook page opened an attachment sent via Facebook messenger purporting to be a draft
article written by writer Saday Shekerli. Once the attachment was downloaded, the attacker was
able to gain access to the Facebook administrator’s private communications for approximately a
week. Additionally, several activists received a fake email purportedly from the US embassy, which
“Rights groups demand justice: journalist Mehman Huseynov tortured in Azerbaijan,” RSF, January 12, 2017, https://rsf.org/
en/news/rights-groups-demand-justice-journalist-mehman-huseynov-tortured-azerbaijan.

47
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“Support independent media in Azerbaijan,” Washington Post, August 20, 2015, http://wapo.st/1E9NeXj.

“The main issue was Meydan TV, Mingachevir was an excuse,” Meydan TV, September 3, 2015, https://www.meydan.tv/en/
site/society/7880/.

49

50 Max Fisher “Intimate videos emerge, again, of reporter investigating Azerbaijan president’s family,” The Washington Post,
August 7, 2013, http://wapo.st/2e9234W.
51 “hazirda Eldar Mahmudov kimlerse terefinden himaye olunur” [Someone is protecting Eldar Mahmudov at the moment],
Xeber Info, June 21, 2016, http://xeberinfo.com/24243-hazirda-eldar-mahmudov-kimlerse-terefinden-himaye-olunur.html.
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contained similar malware. Other activists, including human rights defender Elshan Hasanov, have
reported that their social media accounts were hacked, taken over, and used to spread messages to
contacts.52
Several independent online outlets, includine Abzas and Azadliq, were targeted with denial-ofservice attacks in January 2017. Abzas was forced offline for five days until the website was migrated
to VirtualRoad’s secure hosting infrastructure. Forensic investigations conducted by VirtualRoad
indicate that the attack originated from the Ministry of Transport, Communications, and High
Technologies.53

52 “False friends: How fake accounts and crude malware targeted dissidents in Azerbaijan” Amnesty International, March 9,
2017, http://bit.ly/2hDmOZ0.
53 “News media websites attacked from governmental infrastructure in Azerbaijan” Quirium, March 10, 2017, https://www.
qurium.org/news-media-websites-attacked-from-governmental-infrastructure-in-azerbaijan/.
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Bahrain
2016

2017

Internet Freedom Status

Not
Free

Not
Free

Obstacles to Access (0-25)

10

11

Limits on Content (0-35)

27

27

Violations of User Rights (0-40)

34

34

TOTAL* ( 0-100 )

71

72

Population:

1.4 million

Internet Penetration 2016 (ITU):

98 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
●

Starting in June 2016, broadband connections were suspended from 7pm to 1am in a
daily “internet curfew” in the besieged town of Diraz, home to the persecuted Shiite
cleric Isa Qassim (see Restrictions on Connectivity).

●

Popular among local dissidents, secure communications app Telegram was permanently
blocked that same month (see Blocking and Filtering).

●

The websites of prominent political and religious societies belonging to the country’s
marginalized Shiite majority were blocked (see Blocking and Filtering).

●

Bahrain’s only independent newspaper, al-Wasat, was banned from using electronic
media for three days in January and later suspended altogether for its critical reporting
(see Content Removal).

●

The Ministry of Information Affairs issued a decree to restrict news outlets from
supplementing their online reporting through user-generated live video (see Media,
Diversity, and Content Manipulation).

●

From June 2016 to May 2017, at least 12 internet users received prison sentences that
amounted to a combined total of 148 months. Many more were arrested or interrogated
for insulting the king or defaming the government (see Prosecutions and Detentions
for Online Activities).
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Introduction
Internet freedom remained “Not Free” in 2017 as authorities restricted internet connections in Diraz,
censored opposition websites, and detained dozens of activists for social media posts.
Although Bahrain has some of the best internet penetration and speeds in the world, online
freedoms have suffered from government moves to quell unrest. In June 2016, the government
renewed its widespread crackdown on Shiite leaders and the political opposition, intensifying
censorship.1 Authorities shut down Shiite religious organizations accused of illegal fundraising. A
court also shuttered al-Wefaq, the kingdom’s primary political opposition group.
Bahrain’s leading Shiite cleric Isa Qassim was stripped of citizenship for “serving foreign interests”
and “promoting sectarianism and violence.” In a bid to prevent his arrest, supporters gathered
around Qassim’s home in the town of Diraz. Authorities established checkpoints to restrict access
to the town and implemented a daily “internet curfew,” disrupting broadband connectivity between
7pm and 1am. Qassim was given a suspended prison sentence for illegal fundraising and money
laundering, and security forces forcibly dispersed his supporters in Diraz on May 23, 2017, leaving at
least five dead and dozens injured.
The secure messaging app Telegram—popular among the country’s dissidents—was blocked
nationwide in June 2016 and remained inaccessible in mid-2017. Authorities blacklisted the websites
of Shiite-led organizations, which joined hundreds of opposition outlets and forums blocked since
prodemocracy protests escalated in 2011. Those demonstrations called for greater representation of
the majority Shiite population in the country’s Sunni-led government, but were violently disbanded
by military forces from neighboring Saudi Arabia.
Bahrainis still use social media to organize further protests and call attention to rampant abuse by
security forces, but the government has severely restricted related news coverage. News outlets
have been banned from embedding user-generated videos, and their editorial line is vigorously
policed. Al-Wasat, the only independent newspaper in the country, was banned from using
electronic media in January after it posted articles related to a violent uprising in the town of A’ali
and the controversial execution of three Shiite men in the first use of the death penalty since 2010.2
A court suspended the newspaper entirely in June after one of its articles referred to the “legitimate
grievances” of protestors in Morocco.
While social media has proven harder to censor, authorities often use social media posts as
evidence in order to interrogate or jail prominent opposition leaders. From June 2016 to May
2017, 148 months of prison sentences were collectively passed in cases involving 12 internet users.
Many more have been arrested or interrogated on charges such as insulting the king or defaming
the government under the country’s harsh penal code. Human rights groups have documented
widespread accounts of torture, including to extract confessions of wrongdoing.

For a more complete overview of developments in Bahrain related to political rights and civil liberties, please see “Bahrain,”
Freedom in the World, Freedom House, 2017, https://freedomhouse.org/report/freedom-world/2017/bahrain.

1

Ben Hubbard, “Bahrain Executes 3 Shiites Convicted in Deadly Attack on Police,” The New York Times, January 15, 2017,
https://www.nytimes.com/2017/01/15/world/bahrain-shiites-executions.html?_r=0.
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Obstacles to Access
Bahrain is one of the most highly connected countries in the world. Competitive prices for broadband
data services have led to high levels of mobile internet penetration. However, a partial internet
shutdown has been ongoing since June 2016 in Diraz, and the regulator has ignored calls to resolve
the situation.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

a

98.0%

2011

77.0%

2015

185%

2017(Q1)

7.9 Mbps

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

2011

2016(Q1)

93.5%
217%

131%

5.2 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Bahrain has risen rapidly in the International Telecommunication Union’s (ITU) ICT Development
Index (IDI),3 and ranked first in the Arab region in 2016.4 Bahrain had 2.67 million mobile
subscriptions by mid-2017, representing a penetration rate of 184 percent. Broadband penetration
was at 166 percent or 2.4 million subscriptions, of which 93 percent consisted of mobile broadband,
as opposed to fixed broadband.5
Prices for mobile broadband are among the lowest in the region.6 Fixed-line broadband
subscriptions cost BHD 20 (US$ 26), less than one percent of the average monthly income, for a
20Mbps connection, with similar prices for mobile internet.7 Speeds have also increased, and the
portion of subscribers with speeds of 10Mbps or above has grown significantly, according to a 2016
report by the national regulator.8 An audit indicated that 100 percent of the population are within
reach of 3G and 4G mobile networks.9 Batelco, a state-controlled internet service provider (ISP)

International Telecommunication Union (ITU), ITU releases annual global ICT data and ICT Development Index country
rankings, 2015 https://goo.gl/doJ1Ic.

3
4

International Telecommunication Union, “Measuring the Information Society Report 2016”, http://bit.ly/2f1vtSK.

6

TRA, “Bahrain compared well with developed countries in the telecom prices”, December 28, 2015, http://bit.ly/1PyGTWT.

8

TRA, Telecommunications Market Indicators in the Kingdom of Bahrain, February 2016, slide 30 http://goo.gl/XfzgpZ .

Telecommunications Regulatory Authority of Bahrain, “Quarterly Market Indicators – Q2 2017,” October 17, 2017, http://
www.tra.org.bh/media/document/MCD%2010%2017%20097%20Quarterly%20Market%20Indicators%20Q2%202017%20public.
pdf.

5

See Batelco, “Mobile Internet Packages,” accessed March 14, 2017 http://batelco.com/internet/mobile/
packages/#1460968152589-bf57c4c1-aacc , and Batelco, “Home Internet Packages,” accessed March 14, 2017 http://batelco.
com/internet/home/packages/#1456127273735-02d47f66-4418.

7

TRA, “4G Download Speed increases to 23% Compared to 2014 According to TRA’s latest Kingdom-wide Mobile Audit
Reports,” December 19, 2016, http://bit.ly/2hQEwo1
9
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began offering “superfast” 500 Mbps speeds to residential subscribers in 2016,10 while 4G LTE mobile
subscriptions have been available since 2013.
Internet access is widely available in schools, universities, shopping malls, and coffee shops, where
Bahrainis often gather for work and study. Adult literacy was at nearly 95 percent and Bahrainis
possess a high level of English-language proficiency.11 The government provides free computer
training programs, which had served 15,000 citizens by November 2015.12

Restrictions on Connectivity
Since June 23, 2016, authorities have implemented an “internet curfew” in town of Diraz. The curfew
was implemented as security forces placed the town under siege when protestors staged a sit-in
around the house of Shiite cleric Issa Qassem, according to Amnesty International.13 Mobile data
connections were disabled and fixed-line connected heavily disrupted every day from the hours
of 7pm to 1am.14 ISPs initially claimed the disruptions were due to a technical error, although later
informed customers to contact the TRA.15 One report estimated that residents spent over US$
570,000 on telecommunications services that they never received over eight months of daily internet
shutdowns.16 The report did not calculate the additional impact on small businesses which cannot
process payments during the hours when service is shut down.17 No action has been taken by the
TRA to address consumer complaints about the shutdowns, despite widespread criticism from the
media,18 nongovernmental organizations,19 and individuals.20
On May 23, 2017, authorities staged a violent crackdown on the sit-in,21 leaving at least five dead
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12
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October 7, 2016, http://bit.ly/2s0huiX.
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15

Bahrain Watch, “250 Days of Internet Shutdown Costs Residents Over $500,000”, Accessed May 10, 2017 http://bit.
ly/2lbhDjJ

16

“Shutting down the Internet from Northwest Bahrain is damaging Bahrain’s drive towards a knowledge economy,” [in
Arabic] Alwasat, July 4, 2016, http://www.alwasatnews.com/news/1133752.html    

17

“Shutting down the Internet from Northwest Bahrain is damaging Bahrain’s drive towards a knowledge economy,” [in
Arabic] Alwasat, July 4, 2016, http://www.alwasatnews.com/news/1133752.html    

18

Bahrain Watch, “Coalition of NGOs sign a Letter Demanding Internet Restoration in Diraz,” August 28, 2016, http://bit.
ly/2r82pxI

19

“Telecommunications Regulatory Authority Receives 7 Complaints about Internet Cut off in Diraz,” Bahrain Mirror,
November 3, 2016,
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and dozens injured.22 The shutdowns were ongoing through the coverage period, and reportedly
came to a halt in July.23
Although there is no centralized internet backbone in Bahrain, all ISPs are indirectly controlled
by the government through orders from the Telecommunications Regulatory Authority (TRA).
Service providers connect to numerous international cables and gateways provided by Tata, Flag,
Saudi Telecom, Etisalat and Qatar Telecom, among others, making the country more resilient to
unintentional internet outages.24 In April 2017, the chairperson of the TRA board announced a plan
to establish a national fiber-optic broadband network, allowing all service providers to share fiberoptic infrastructure built by Batelco.25

ICT Market
Batelco, Zain, and VIVA are the three mobile phone operators in the country, and also serve as its
main internet services providers (ISPs), along with Menatelecom, the fourth largest ISP. In total,
around 12 ISPs were in business as of 2016.26 The government has a controlling stake in the largest
ISP, Batelco, while other ISPs are owned by investors from the private sector, including non-Bahraini
investors.

Regulatory Bodies
Mobile phone services and ISPs are regulated by the Telecommunications Regulatory Authority (TRA)
under the 2002 Telecommunications Law. The TRA is responsible for licensing telecommunication
providers and for developing “a competition led market for the provision of innovative
communications services, available to all.”27 Although the TRA is theoretically an independent
organization, in practice its members are appointed by the government and its chairman reports
to the Minister of State for Telecommunications. The Information Affairs Authority, which regulates
press and publications,28 merged with the Ministry of Information Affairs (MIA) in December 2016.29
In August 2016, the TRA issued a decision ordering all telecommunication companies in Bahrain to
purchase and use a unified technical system for blocking websites (see Blocking and Filtering).
There have been no reported instances of ISPs being denied registration permits. However, in early
2015 the TRA revoked the licenses of 14 small information and communication technology (ICT)
companies, including some that voluntarily requested the cancellation. In February 2016, the TRA
revoked the license of the small mobile and fixed-line provider 2Connect.30 Among other issues, the
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company had failed to “provide a lawful access capability plan”31 which would allow security units to
access metadata about communications sent over its network.32

Limits on Content
Expanding a crackdown on the opposition, authorities blocked the websites of two of the country’s
largest Shiite political and religious organizations and closed down the only independent news outlet
in the country. Telegram, an encrypted messaging app used by the political opposition and human
rights community, was also blocked. Meanwhile, the government undertook moves to centralize web
filtering, ordering all ISPs to install new equipment. Self-censorship is rife, particularly on issues related
to the monarchy, religion, and relations with the neighboring countries of the Arabian Peninsula.

Blocking and Filtering
New censorship incidents were documented in response to recent political developments in Bahrain
and neighboring countries. Political content is widely blocked, and authorities ramped up censorship
after the 2011 protests, in which online media played a decisive role.
A crackdown on Shiite groups was felt online. In June 2016, a court suspended the country’s main
Shiite opposition group, al-Wefaq National Islamic Society, and dissolved it altogether in September,
ruling it was “harboring terrorism,” inciting violence, and fomenting sectarian strife.33 The
government also ordered the closure of the Islamic Enlightenment Society (al-Taweya), a prominent
Shiite religious organization accused of “illegal fundraising.”34 The websites of both the organizations
were blocked.35 Accounts belonging to al-Wefaq on Twitter,36 Instagram, and Facebook posts also
stopped posting.37
Also in June, authorities blocked the communications app Telegram, which was popular among
independent media, political opposition, and protest groups in Bahrain.38 Lualua TV, an opposition
news outlet based overseas, had four associated websites blocked within one week.39   
In May 2017, authorities blocked a number of Qatari media websites, including al-Jazeera, al-Sharq,
and Raya.40 The move coincided with a diplomatic crisis between Qatar and several Middle Eastern
countries after hackers posted a fake report on the Qatar News Agency website and social media
accounts, in which the emir of Qatar appeared to admit providing support to groups who oppose
31 TRA, Article 35 Order No.2 of 2016 2Connect’s breach of Article 24(b), 53 and 78 of the Telecommunications Law, February
4, 2016, http://bit.ly/2bldqnG.
32
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local/584797/Index.html
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other leaders in the region. Several countries cut off diplomatic relations with Qatar following the
incident.41
YouTube, Facebook, Twitter, and international blog-hosting services are freely available. However,
several livestreaming services remain blocked,42 such as PalTalk and Matam.tv, which have been
used to conduct political seminars43 and broadcast Shiite religious ceremonies, respectively.44 The
livestreaming service Periscope was still available in mid-2017. A crowdsourced list of 367 blocked
websites indicated that 39 percent of sites blocked as of May 2017 were related to politics, while 23
percent related to the use of various internet tools, such as anonymizers and web proxies.45
Other blocked websites include Bahrain Online, a prominent online forum;46 the Arab Network for
Human Rights Information (ANHRI); the Bahrain Center for Human Rights (BCHR); Bahrain Mirror, a
popular news site; and al-Quds al-Araby, a London-based newspaper.47 A report from November
2015 indicated that more than 85 percent of Bahraini websites are hosted outside of the country,48
despite excellent infrastructure. Even if they are blocked, websites hosted overseas are less liable
to being removed by local hosting providers in compliance of government orders and remain
accessible to Bahrainis with access to censorship circumvention tools.  
Multiple state organizations, including the Ministry of Information Affairs (MIA) and the Ministry
of Interior, can order the blocking of a website without a court order. The MIA blocks websites
that violate Articles 19 and 20 of the country’s Press Rules and Regulations, which include material
judged as “instigating hatred of the political regime, encroaching on the state’s official religion,
breaching ethics, encroaching on religions and jeopardizing public peace or raising issues whose
publication is prohibited by the provisions of this law.”49 Thus, any site that criticizes the government,
the ruling family, or the country’s status quo is subject to blocking. An updated list of blocked
websites is regularly sent to ISPs, which are instructed to “prohibit any means that allow access
to sites blocked.”50 Licenses of ISPs may be revoked by the TRA for failing to cooperation with the
MIA’s blocking orders.51
In August 2016, the TRA ordered all telecommunications companies to employ a centralized system
for blocking websites managed by the TRA.52  The order may relate to a US$ 1.2 million contract
Karen DeYoung and Ellen Nakashima, “UAE orchestrated hacking of Qatari government sites, sparking regional upheaval,
according to U.S. intelligence officials,” Washington Post, July 16, 2017, http://wapo.st/2yRxjiX.  
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awarded earlier in the year to Canadian company Netsweeper to provide a “national website filtering
solution.”53 Netsweeper has since been identified on nine ISPs in the country, and filters political
content on at least one.54  It was not clear if the new technology will increase the amount of content
subject to blocking, or just change the mechanisms involved.
The decision-making process and government policies behind the blocking of websites are not
transparent. The list of all blocked websites is not available to the public. In addition, webmasters
do not receive notifications or explanations when their websites are banned. When trying to access
a blocked site, users are only informed that the website has been “blocked for violating regulations
and laws of Kingdom of Bahrain.” Although the law does technically allow affected individuals to
appeal a block within 15 days, no such case has yet been adjudicated.

Content Removal
Website administrators are held legally responsible for content posted on their platforms, including
libel. In February 2016, the interior ministry stated that WhatsApp group administrators may be held
liable for spreading false news if they fail to report incidents that occur in their group.55 Spreading
false news is a criminal offense. In addition, news emerged in April 2015 of plans to create a Bahraini
national search engine with the help of Russian technology experts, based on Russia’s “Sputnik”
search engine. The move would enable authorities to easily remove unwanted search results without
the need to secure cooperation from U.S.-based search engines, such as Google.56
In January 2017, the government claimed that it had met with Facebook, Twitter, and Snapchat to
remove unidentified “inappropriate content.” According to transparency reports, neither Google,
Facebook, Twitter, nor Snapchat removed any content based on requests from the Bahraini
authorities. Twitter did receive two removal requests in the first half of 2017, but did not withhold
any content.57 Indeed, local observers complained that inappropriate content continued to be widely
available on social media.58
Authorities also use extralegal measures to forcibly remove online content. Through arrests,59
prosecutions,60 and torture,61 security forces have coerced many online forum moderators to

Bahrain Tender Board, “Awarded Tenders Monthly Report From 1/1/2016 to 1/31/2016,” page 5, [in Arabic] http://goo.gl/
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bna.bh/portal/en/news/764204 and iProtestbh, Twitter post, January 13, 2017, 11:45AM https://twitter.com/iprotestbh/
status/819993775158231041
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59 Non exhaustive list of forum moderators who were subject to arrest found at: http://bit.ly/1He9SYQ; accessed via: BCHR,
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permanently shut down their websites.62 After being interrogated by security forces on May 24,
2017, activist Adel a-Marzooq deleted all the content he posted on Twitter between March and May
2017. He had reported extensively on a deadly crackdown on protestors in Diraz (see Restrictions on
Connectivity).63 Accounts operated by the opposition can also be temporarily shut down on Twitter
because government supporters organize to report them for violating the platform’s policies.64

Media, Diversity, and Content Manipulation
Decree 68/2016, passed by the MIA in July 2016, restricted use of electronic media by press
outlets. Newspapers must now obtain licenses from Bahrain’s mass media directorate in order
to disseminate electronic media on websites or social media.65 The law does not detail what
criteria would be used to provide or renew the one-year license. Additionally, newspapers may
not post videos over two minutes in length and are forbidden from live-streaming video. The law
also stipulates that electronic media must reflect the same content as their printed counterparts,
effectively limiting other multimedia content. Furthermore, outlets must provide a list of their social
media accounts and website addresses, as well as the names of those who oversee them as part of
the license application, exposing employees to possible monitoring and coercion. Under the existing
press law, media professionals face six months’ imprisonment and/or a fine of BHD 5,000 (US$
13,260) for publishing without a license.
Pressure also mounted on al-Wasat, Bahrain’s only independent newspaper, which was separately
banned from sharing YouTube content in early 2016.66 In January 2017, the MIA temporarily barred
al-Wasat from using electronic media tools, effectively shutting down its website and social media
accounts for three days.67 The move occurred one day after al-Wasat published a headline story
about the execution of three political prisoners. The ministry claimed the outlet was “inciting a spirit
of division and harming national unity.” The MIA ordered the indefinite suspension of the entire
publication in June.68
The authorities are known to manipulate online content in order to fabricate greater public support
for government policies. According to the watchdog group Bahrain Watch, the government has
hired 18 public relations (PR) firms for promotional campaigns since February 2011, representing
at least US$ 32 million in contracts.69 At least one PR agency was contracted to provide “web
optimization and blogging” services,70 while others were hired for online reputation management.71
62 Moderator of the AlDair Forum talks about his detention, saying he was forced to show the interrogation officer how to
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In October 2014, one of these PR companies tried to force The Huffington Post not to write
about the United Kingdom’s investigation of torture allegations against the Bahraini king’s son.72
Progovernment blogs like Citizens of Bahrain also spread propaganda.73  Authorities have urged
progovernment users to post about certain topics, sometimes with unintended consequences.74
In January 2014, the prime minister and the minister of telecommunications held several public
meetings with progovernment users to encourage them to “defend Bahrain’s ruling system.”75
Similarly, an “army of trolls” has been active on Twitter since February 2011,76 when hundreds of
accounts suddenly emerged to collectively harass and intimidate online activists,77 commentators,
and journalists who voiced support for protests and human rights.78 The progovernment trolls
have been moderately effective in silencing or reducing the activity of opposition voices both
inside Bahrain79 and abroad.80 The trolls have also played a vital role in spreading information that
is controversial, offensive, or false,81 in order to distort the image of protesters, spread hate and
conflict, or discredit information posted on social networks.82 These troll accounts usually have
few or no followers and tend to appear and disappear in coordination with one another. In one
recent incident, trolls sprang into action in June 2016 after a decision to revoke the nationality of
Isa Qassim, the foremost Shiite religious authority in Bahrain. Researchers said 50 percent of tweets
distributed with the #Bahrain hashtag derived from bots and trolls tweeting anti-Shiite messages.
In a period of 12 hours on June 22, over 5,000 sectarian tweets were registered on the hashtag. 83
Twitter suspended 1,800 bot accounts related to the manipulation campaign. 84
In August 2013, Bahrain Watch revealed evidence of connections between the Bahraini government
and “extremist” accounts on Twitter and Facebook, which advocated violence against both the
government and protesters.85 It was also revealed that the government impersonates opposition
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figures on social media in order to send malicious links, such as IP trackers, to anonymous
government critics that can be used to identify and prosecute them.86
The state also issues official statements warning against the discussion of certain subjects and
the “misuse” of social media. 87  On January 3, 2016, the interior ministry threatened to take action
against any insult or “negative discussion” of the Saudi executions of Nimr al-Nimr, a prominent
Shiite cleric, and 42 other men.88 On March 26, 2015, the interior ministry also issued a warning that
it would take steps against anyone expressing opinions against Bahrain’s involvement in the Saudiled coalition conducting airstrikes in Yemen89 (see Prosecutions and Detentions for Online Activities).
There are some government restrictions on online advertising, but many opposition websites
continue to operate nonetheless. While it is difficult for blocked websites to secure advertising,
popular sites such as Bahrain Mirror (390,000 views monthly) have not faced significant financial
pressures. This is due to the fact that most Bahraini opposition websites are run with limited
resources, and are often self-funded. Furthermore, the websites continue to receive large amounts
of traffic from users within Bahrain through the use of proxy services, dynamic IP addresses,
and virtual private network (VPN) applications. While the government does block access to
circumvention tools, including workarounds such as Google Page Translate, Google cached pages,
and online mobile emulators, internet savvy Bahrainis tend to bypass the restrictions.
The internet remains the main source of information and news for many Bahrainis, particularly
those active on Twitter and Facebook.90 However, internet users exercise a higher degree of selfcensorship, particularly as investigations of users’ online activities have been launched at workplaces
and universities.91 On Twitter, online forums, and comment sections, most people use pseudonyms
due to the fear of being targeted by the authorities.92 Many share content privately on social media
instead of publicly. At least some have temporarily withdrawn from Twitter after receiving threats to
their personal safety.93

Digital Activism
Activists rely on digital tools to bring attention to protests and human rights violations, given
restrictions on press freedom and the lack of international media coverage, which is compounded
by the fact that many prominent journalists are barred from the country.9495 Online campaigns were
86 Bill Marczak, “Bahrain Govt using fake Twitter accounts to track online critics,” Bahrain Watch, press release, July 31, 2013,
http://bit.ly/1hXjfrJ.  
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“Two million and 200K accounts in the social networks in Bahrain in 2015,” [in Arabic] Alwasat, December 15, 2015 http://
www.alwasatnews.com/news/1057013.html.
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Nancy Messieh, “Online anonymity: A gateway to freedom or abuse?” The Next Web, August 14, 2011, http://bit.
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accessed July 31, 2015, http://bit.ly/1DhPISu.
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picked up by international media in the past year. Over ten thousands tweets were posted with the
#save_Bahrain_prisoners hashtag, resulting in a BBC report on prison conditions in the country.96
Over 40,000 tweets have been posted under another hashtag, #Diraz, as citizen journalists covered
local violence in 2017.97 Social media posts were used by experts to identify the types of weapons
used by security forces against the protestors.98
In addition, the “Coalition of February 14 Youth” protest movement continues to use social
networks99 to organize protests and bring international attention to local causes.100 YouTube videos
are uploaded to document police attacks on civilians and torture testimonies,101 and relatives or
friends of detainees regularly use Twitter to campaign for their release and to provide updates about
prison conditions.102

Violations of User Rights
Violations of user rights in Bahrain were rampant, with at least 18 users arrested, detained, or
prosecuted over the coverage period. Collectively, 148 months of prison sentences were passed down
to 12 users, while others remain on trial or in arbitrarily detention for charges like insulting the king or
defaming the government. Bahraini law does not contain adequate protections for free speech, given
provisions that ban criticism of the royal family, the spread of false news, or insults to foreign nations.
A new law was passed to allow for the trial of civilians in military tribunals.

Legal Environment
Bahrain’s legal environment presents many obstacles to internet freedom. According to Article
23 of the constitution, freedom of expression is guaranteed, “provided that the fundamental
beliefs of Islamic doctrine are not infringed, the unity of the people is not prejudiced, and discord
or sectarianism is not aroused.”103 Article 26 states that all written, telephonic, and electronic
communications “shall not be censored or their confidentiality be breached except in exigencies
specified by law and in accordance with procedures and under guarantees prescribed by the law.”104
The Press and Publications Law of 2002 promises free access to information “without prejudice to
the requirements of national security and defending the homeland.” Bahraini journalists have argued
that these qualifying statements and loosely-worded clauses allow for arbitrary interpretation and, in
practice, the negation of the many rights they seek to uphold.105
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In April 2017, the king approved a constitutional amendment to allow for the trial of civilians in
military courts.106 When military courts last operated in this manner during a state of emergency in
2011, judges passed long sentences of 15 years and life imprisonment to bloggers. In addition, the
public prosecutor has begun to use a legal provision that calls for the prosecution of teenagers’
parents when their children are arrested for criminal activities, such as “misusing social media.”107
Online censorship and criminal penalties for online speech are currently enforced under the 2002
Press and Publications Law,108 which does not specifically mention online activities but was extended
to mobile phones in 2010.109 The law allows for prison sentences from six months to five years for
repeat offenders, for publishing material that criticizes Islam, its followers, or the king, as well as
content that instigates violent crimes or the overthrow of the government.110 In addition, the 2002
Telecommunications Law contains penalties for several online activities, such as the transmission of
messages that are offensive to public policy or morals.111 However, sentences can be longer if users
are tried under the penal code or terrorism laws, especially when it comes to social media cases,
where the current press and publication law is not used.112 For instance, under the penal code, any
user who “deliberately disseminates a false statement” that may be damaging to national security
or public order may be imprisoned for up to two years.113 Under Article 309 of the Penal Code, any
“expression against one of the recognized religious sects” or ridicule of their rituals may be punished
by a fine of BHD 100 (US$ 266) or prison term of one year. The government has used these vague
clauses to interrogate and prosecute several bloggers and online commentators.

Prosecutions and Detentions for Online Activities
Between June 2016 and May 2017, at least 22 individuals were arrested, detained, or prosecuted
for their online activities.114 While many were still on trial as of May 2017, 148 months of prison
sentences were collectively passed down on 12 Bahraini users during the coverage period.
The Electronic Crimes Directorate publishes official statistics of cybercrime cases each year, although
it is difficult to determine which cases are related to political, social, or religious speech that is
protected under international norms. A total of 682 cases were noted in 2016, including 73 cases of
defamation, 57 cases of “insulting a statutory body,” 9 cases of “inciting hatred against the regime,”
7 cases of “dissemination of false news,” 3 cases of “insulting a foreign country,” and 339 cases of
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“misuse of electronic devices.” Additionally, there were 54 cases of “hacking.”115 Multiple users have
also been arrested for calling for “illegal assemblies”.116
Several people were prosecuted for “insulting the king” over the coverage period:
●

Soccer player Mohammad al-Alawiyat was arrested on June 9, 2016 for his tweets.117 He was
held in pretrial detention until September 2016. A trial had not been publicly reported by
mid-2017.

●

On June 27, 2016, Bahraini artist Khalil al-Madhoon was arrested in relation to a
controversial Instagram comment on whether the word “majesty” applies better to God or
the king.118 He was released one month later.

●

On August 31, 2016, two users who tweeted under pseudonyms were sentenced under
Article 214 of the Penal Code.119 Taiba Ismaeel, who was arrested on 26 June 2016, received
a one-year prison sentence and a fine of BHD 1,000 (US$ 2,650). Hameed Khatam, who was
arrested on July 25, 2016, received a sentence of two years in prison.120 The sentence was
later reduced by one year in November.121

●

On February 9, 2017, Younis al-Shakouri was sentenced to one year in prison for a tweet. He
had been arrested on July 25, 2016.

Others were prosecuted for criticizing the government:
●

On June 8, 2016, Khalid Abdulaal, a former member of parliament, was sentenced to one
year in prison for “insulting the ministry of interior” on Twitter in 2014. He had received
an earlier one-year sentence in May 2015 for denouncing the use of torture to extract
confessions. As an MP, he was immune from prosecution at the time he published the
statements.122

●

On June 16, 2016, Habeeb Jaafar Ahmed, a 45-year-old military officer, was sentenced
to three months in prison for “inciting hatred against the regime and security forces” on
Twitter and Facebook.123 He had been arrested on April 10, 2016.
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●

On November 10, 2016, human rights lawyer Mohamed al-Tajer was charged with
“insulting government institutions, inciting hatred of a religious sect, and misusing a
telecommunications device” under Articles 172, 216, 290 of the penal code. He had sent a
private voice message over WhatsApp stating “It’s clear that there is a team in the public
prosecution and cybercrimes division whose only job is to sit at computers and intercept
every word about Sunnis, Saudi Arabia, hatred of the regime, or insults against the king.”
Additionally, he was interrogated over a tweet that said, in English, “History tells stories
of falling dictators, but the lesson is never learnt #bahrain” and for retweeting a post that
referred to the government as “the regime of prohibition.”124

●

On January 15, 2017, the same day Bahrain executed three political prisoners,125 opposition
leader Ebrahim Sharif was interrogated for criticizing the executions on Twitter.126 On March
20, he was charged with “inciting hatred” against the regime (Article 165 of the penal code)
and against “factions of society” (Article 172),127 over a separate Twitter post which criticized
the authorities for dissolving political opposition societies. He had also shared information
about human rights violations.128

●

In February 2017, a cleric was fined BHD 50 (US$ 133) for insulting parliament on
Instagram.129  He had called the institution “a joke.”

Several individuals have been arrested or fined for defaming local figures and institutions:
●

In July 2016, a board member of Bahrain’s Chamber of Commerce and Industry lodged a
complaint against the board’s chairperson over a message sent over a WhatsApp group
dedicated to board members. The board chair was ordered to pay a fine of BHD 50
(US$ 133) in October.130 Separately, Mohamed al-Aradi, a businessman active on Twitter
was summoned twice in February and March 2017,131 for allegedly defaming the same
Chamber.132

●

On 15 August 2016, police arrested Ghada Jamsheer, a human rights defender and blogger,
when she returned to Bahrain from overseas.133 Despite ill health, she was required to serve
part of a 10-month prison sentence handed down in relation to allegations about corrupt
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management at King Hamad University Hospital that she published on Twitter in 2014.134 In
December 2016 she was released and given a government job in lieu of the remainder of
her sentence.
●

On November 29, 2016, Social media activist Faisal Hayyat was sentenced to three months
in prison135 over a tweet deemed to “insult a sect and a religious figure.”136 Local NGOs
speculated that the real reason for his arrest may have been his publishing of a letter to the
minister of interior over Facebook, 137 in which he claimed he had been tortured by security
forces in 2011.138

Nabeel Rajab, one of Bahrain’s most prominent human rights defenders and Twitter users,139 has
been in and out of prison since 2012 for various cases linked to online speech.140 Rajab is the
president of the Bahrain Center for Human Rights, a nongovernmental organization that remains
active despite a 2004 government order to close it.141 As of May 2017, he had been in pretrial
detention for almost a year,142 and had undergone 13 hearings on charges including “spreading false
news during a time of war” and “insulting a statutory body.”143 The charges were based on Twitter
posts about the Saudi-led coalition airstrikes in Yemen and the alleged torture of detainees at Jaw
prison.144 In July, he was sentenced to 2 years in prison for ““for disseminating false news, statements
and rumors about the internal situation in the kingdom that would undermine its prestige and
status,” and remains detained as his appeal has been repeatedly delayed.145
At least eight other internet users are still serving prison sentences from previous years, including
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Ahmed Humaidan, Hussain Hubail, Sayed Ahmed al-Mousawi,146 Fadhel Abbas,147  Hussain Khamis,
Yousif al-Amm,148 and Abduljalil al-Singace. Al-Singace, a prominent human rights defender and
blogger, has been serving a life sentence since 2011 on charges of possessing links to a terrorist
organization aiming to overthrow the government,149 disseminating false news, and inciting protests
against the government.150

Surveillance, Privacy, and Anonymity
Several reports have documented the use of spyware by the government against dissidents.
In November 2015, new evidence showed that Bahrain had used Remote Control System
(RCS) from Italian cybersecurity firm Hacking Team. The spyware allows remote monitoring,
including recording phone calls, logging keystrokes, taking screenshots, and activating cameras,
among other functions.151 Malicious links are often sent from Twitter and Facebook accounts
impersonating well-known opposition figures, friends,152 or even accounts of arrested users.153 In
October 2015, at least four cases were recorded in which opposition members received emails
containing malicious spyware.154
Given that the authorities have been quick to identify social media users who operate under a
pseudonym, many users are concerned about restrictions on the ability to use ICTs anonymously.
The TRA requires users to provide identification when using Wi-Fi and WiMax connections, and
the government prohibits the sale or use of unregistered prepaid mobile SIM cards.155 Further
restrictions on the sale of SIM cards were introduced in December 2015. The TRA issued a
regulation that limits individuals from purchasing no more than 10 pre-paid SIM cards from a single
service provider. Individuals must be physically present when registering SIM cards and providers
must verify the identity of all subscribers on an annual basis, including through fingerprinting.156
Additionally, SIM cards are only available from service providers, not third parties.157 The move came
after the recent prosecution of individuals accused of using SIM cards to carry out bomb attacks.158
In January 2017, the government ratified the Arab Treaty on Combating Cybercrime, a set of
146
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standards developed several years ago to stem the misuse of telecommunications devices, financial
fraud, the promotion of terrorism, and access to pornographic content online. While Bahrain already
passed a computer crimes law containing many of the provisions in 2014, the treaty establishes new
rules on the retention of user data and real-time monitoring of activities, as well as a mechanism
for sharing information between signatories to help combat transnational crime. The lack of strong
human rights standards in the treaty may increase the scope for privacy infractions once it is
transposed into local law.159
Since March 2009, the TRA has mandated that all telecommunications companies keep a record
of customers’ phone calls, emails, and website visits for up to three years. The companies are also
obliged to provide the security services with access to subscriber data upon request from the public
prosecution, while the provision of the data content requires a court order.160
Cybercafes are also subject to increasing surveillance. Oversight of their operations is coordinated
by a commission consisting of members from four ministries, who work to ensure strict compliance
with rules that prohibit access for minors and require that all computer terminals are fully visible to
observers.161
A Cyber Safety Directorate at the Ministry of State for Telecommunications Affairs was launched in
November 2013 to monitor websites and social media networks, ostensibly to “ensure they are not
used to instigate violence or terrorism and disseminate lies and fallacies that pose a threat to the
kingdom’s security and stability.”162 Officials had earlier created a unit to monitor social media and
foreign news websites to “respond to false information that some channels broadcast” in 2011.163
A 2014 computer crimes law (60/2014) criminalizes the illegal access of information systems,
illegal eavesdropping over transmission, and the access and possession of pornographic
electronic materials.164 It also criminalizes the encryption of data with criminal intentions at a
time when expression is often considered a criminal act.

Intimidation and Violence
Typically, arrests of Bahraini users involve extralegal methods of intimidation, such as physical
violence and torture.165 In April 2017, the family Najah Habeeb reported that she was subjected
to beating and sexual harassment in order to extract confessions on charges including “running
accounts on Twitter and Telegram” that she used for “insulting the king” and spreading “hatred of
the regime.” As of mid-2017, she was still in pretrial detention.
Rights activist Ebtisam al-Saegh, who with the advocacy group Salam for Democracy and Human
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Rights documents torture and other rights abuses committee by authorities, has recently encountered
severe reprisals for her work. Following sustained legal and other harassment in connection with
material she tweeted, in May, al-Saegh received a summons from Bahrain’s National Security Agency
(NSA). Upon presenting herself at its offices, she was blindfolded, beaten, and sexually assaulted; her
attackers also interrogated her about other rights activists and her association with the UN Human
Rights Council, and attempted to coerce her to use her Twitter account to announce her retirement
as a rights activist.166 Instead, in July, she used her Twitter account to denounce abuse of women by
NSA agents and to criticize Bahrain’s king.167 Hours later, plainclothes officers acting without a warrant
raided her home, confiscated al-Saegh’s phone and national ID card, and took her into custody. She
was released in October, but now faces terrorism charges in connection with her July tweets.168
In a separate case on April 2, Mahmood Abdulhameed said security forces had beaten him, left
him in a cold room, and threatened to assault his wife and sister, while they were holding him in
detention over a WhatsApp message.169 Other government critics reported being subject to abuse
in similar cases, including Taiba Isameel, who said she was arrested at 3:15am on June 26, 2016
and subject to psychological pressure.170 Habeeb Ahmed was arrested in April 2016 and held
incommunicado for three days. He said security forces threatened to arrest his parents and brothers
if he refused to confess.171 Said Yousif al-Muhafda, who lives in exile after being detained in relation
to online speech in the past, said that a member of Bahrain’s NSA contacted him on Instagram with
a threat to hurt his brothers if he did not stop tweeting.172
Others have been subject to harassment and social sanctions. Progovernment internet users post
photos of protestors on social media in order to identity and punish them in “electronic witch hunts.”
Government services and housing can be withheld from those accused of participating in protests,
and some have been fired.173

Technical Attacks
Cyberattacks against both opposition and government supporters are common in Bahrain.
Opposition news sites Bahrain Mirror and Bahrain al-Youm came under attack in August 2016174
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https://www.theguardian.com/world/2017/jul/06/activist-rearrested-bahrain-risk-torture-amnesty-international-ebtisam-alsaegh ; “Ebtisam al-Saegh tortured and sexually assaulted,” Frontline Defenders, June 1, 2017, https://www.frontlinedefenders.
org/en/case/ebtisam-al-saegh-tortured-and-sexually-assaulted, and please see PDF download here: https://www.amnesty.org/
en/documents/mde11/6392/2017/en/.

166

   “Bahrain: Woman human rights defender at high risk of torture, including sexual assault,” Amnesty International, July
4, 2017,  https://www.amnesty.org/en/latest/news/2017/07/bahrain-woman-human-rights-defender-at-high-risk-of-tortureincluding-sexual-assault/.
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and January 2017, respectively, in reprisal for their coverage of political events.175 In April 2017, the
website of the only remaining political opposition party, the National Democratic Action (WADD),
came under repeated attack.176
Institutions are also targeted. Authorities observed around 167,000 hacking attempts and 107
million malicious emails on government systems in 2016.177 In April 2017, the website of the Bahraini
Football Association was compromised by a Palestinian hacker who criticized Bahrain for hosting a
representative from Israel during the FIFA congress in May 2017.178

“Website of (Bahrain Today) is subject to a failed hacking attempt originated from the UAE,” [in Arabic] Bahrain Alyoum,
January 24, 2017, https://www.bahrainalyoum.co.uk/?p=79059.

175
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Alwasat, April 2, 2017, http://www.alwasatnews.com/news/1226155.html.
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Bangladesh
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

14

13

Limits on Content (0-35)

14

15

Violations of User Rights (0-40)

28

26

TOTAL* ( 0-100 )

56

54

Population:

163 million

Internet Penetration 2016 (ITU):

18.3 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Regulators blocked 35 news websites largely favouring the opposition, and launched
a raft of punitive measures against one outlet for spreading rumors which it had
actually debunked (see Blocking and Filtering, and Media, Diversity, and Content
Manipulation)

•

More than 300 people were briefly detained for violating a broad ICT Act in online
comments; most were released on bail, though some were held for several weeks (see
Prosecutions and Detentions for Online Activities).

•

In October 2016, homes and temples in a religious minority area were vandalized
in response to a Facebook post perceived to insult Islam; a man was arrested for
creating the post, though news reports said he lacked the necessary literacy skills (see
Intimidation and Violence).
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Introduction
Internet freedom improved in 2017 after a break in a years-long trend of violence targeting secular
bloggers. But the number of detentions for online content shot up during the same period, and 35
news websites were reported blocked.
The government of the Bangladesh Awami League party under Prime Minister Sheikh Hasina
officially encourages open internet access and communication to promote development. Private
commercial stakeholders have also helped in the proliferation of internet usage.
Bangladesh further benefits from a vibrant—if often partisan—traditional media industry, though
journalists face threats and legal constraints. News websites were blocked in 2016, and one outlet
was punished for spreading a rumor involving the Prime Minister’s son, even though their report
said the rumor was unverified.
The coverage period saw fewer reports of violence in reprisal for online speech, though there was
a resurgence in a disturbing trend of unknown actors manipulating Facebook posts to instigate
attacks on religious minorities. In October 2016, a minority community was attacked in Nasirnagar
over a Facebook post supposedly posted by an illiterate Hindu youth, who was later arrested under
the Information and Communication Technology Act of 2006 (ICT Act). Several dozen individuals
were arrested under that law for online comments on a range of issues, including many about the
prime minister and other leaders.

Obstacles to Access
The number of internet users in Bangladesh is steadily on the rise. More than 90 percent of users
access the internet via mobile phone providers, which recently began offering faster 3G service. The
government has reduced the price of bandwidth significantly over the last decade. However, users
complain about the high cost of private internet service.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

a

2016

18.3%

2011

4.5%

2015

2016
b

Average connection speeds (Akamai)c

2015

2011

2017(Q1)

2016(Q1)

14.4%
78%

83%

55%

4.2 Mbps

3.6 Mbps

a
b

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.

c

Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.
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The International Telecommunication Union estimated internet penetration in Bangladesh at 18 percent in 2016 (see Key Access Indicators). Government estimates were closer to 46 percent.1
Information and communication technology (ICT) usage is increasing fast, though Bangladesh lags
behind globally. The World Economic Forum 2015 Global IT report ranked Bangladesh 109 out of
143 countries worldwide, with infrastructure and regulatory environment scoring poorly, though
overall communication service was comparatively affordable, a factor that is driving growth.2
The government has decreased the price of bandwidth significantly over the last decade.3 According
to the Alliance for Affordable Internet, 80 percent of the population in Bangladesh can afford a 500
MB mobile broadband plan based on local income levels, one of the highest percentages among
less developed countries.4 The ability to access localized information and create content in Bengali
has contributed to the popularity of local blog hosting services.5
However, users complain about the high cost of private internet service in rural areas. Although no
statistics are available, the higher concentration of economic activities and critical infrastructure
in urban areas indicates there are likely to be more internet users in cities. The government’s 2009
“Digital Bangladesh by 2021” program seeks to integrate internet access with development efforts in
national priority areas, such as education, healthcare, and agriculture.6 In 2016, 4,547 Union Digital
Centers had been established by the government to provide low-cost internet access and related
e-services in low-income communities.7

Restrictions on Connectivity
The government occasionally restricts the use of mobile service during times of possible unrest.
In August 2016, news reports said regulators planned telecommunications and internet blackouts
around Dhaka at midnight on some evenings, part of a drill to test the government’s readiness to
shut down internet and mobile networks in times of crisis.8
The fiber-optic infrastructure connecting Bangladesh with international undersea cables is managed
by the government. However, the majority of the gateways and internet exchange points (IXPs) are
privately owned and managed.
Bangladesh’s physical internet infrastructure was historically vulnerable, relying on the undersea
cable SEA-ME-WE-4, which connects Southeast Asia, the Middle East, and Western Europe.9 Since

Calculated based on number of internet subscribers reported by the Bangladesh Telecommunication Regulatory
Commission as of August 2017, http://www.btrc.gov.bd/content/internet-subscribers-bangladesh-august-2017.

1

“The Global Information Technology Report 2015”, World Economic Forum, accessed in August 1, 2016, http://reports.
weforum.org/global-information-technology-report-2015/economies/#economy=BGD.

2

Muhammad Zahidul Islam, “BTCL cuts the pupdate. rice of bandwidth by 42%”, Dhaka Tribune, April 4, 2014, http://bit.ly/
PySyKZ.

3
4

http://a4ai.org/wp-content/uploads/2016/04/A4AI-2015-16-Affordability-Report.pdf

ThinkTechHawaii, “Somewherein: The First Social Media Company in Bangladesh with SyedaGulshanFerdous Jana,” YouTube
video, 45:53, August 28, 2014, https://youtu.be/iVXsFDYLcQU.

5

6

“Strategic Priorities of Digital Bangladesh,” Access to Information Program, October 2010,http://bit.ly/1g9Zqvs.

“Union Digital Center”, Access to Information (a2i) Programme, accessed in August 1, 2016, http://www.a2i.pmo.gov.bd/
content/union-digital-center.

7

8 “ Drill on shutting down internet, mobile networks today,” Daily Star, August 1, 2016, http://www.thedailystar.net/country/
drill-shutting-down-internet-today-1262737; “Dhaka to see more internet blackouts at midnights, holidays,” August 3, 2016,
http://www.thedailystar.net/city/dhaka-see-more-internet-blackouts-midnights-holidays-1263937.
9

Faheem Hussain, “ICT Sector Performance Review for Bangladesh,” LIRNEasia, 2011, http://bit.ly/1VNLUh2.
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late 2012, however, Bangladesh is also connected via an international terrestrial cable managed by
private companies, reducing the risk of being completely cut off.10

ICT Market
Approximately 94 percent of users access the internet via mobile phone providers, which only
recently began offering faster 3G service. The remainder subscribe to fixed lines, either through a
traditional internet service provider (ISP), the fixed telephone network (around three percent), or
via one of the three wireless WiMax operators (one percent).11 As of August 2017, 129 ISPs were
operating nationwide, with no clear market leaders.12
Mobile connections are provided by six operators.13 In 2017, Grameen Phone, owned by Telenor, had
the biggest market share with 54 percent of the total customer base, followed by Banglalink with 24
percent, and Robi with 23 percent.14

Regulatory Bodies
The Bangladesh Telecommunication Regulatory Commission (BTRC), established under the
Bangladesh Telecommunications Act of 2001, is the official regulatory body overseeing
telecommunication and related ICT issues. The current administration amended the act in 2010,
passing telecommunications regulation to the Ministry of Post and Telecommunications and making
the BTRC an auxiliary organization.15 This move created administrative delays in a number of basic
processes like the announcement of new tariffs or license renewals.16 In 2014, the Ministry of ICT
merged with the Ministry of Post and Telecommunications.17 In addition, the prime minister’s office
has an Access to Information (A2I) program supported by the United Nations Development Program,
which has considerable influence over top-level ICT-related decision making.18

Limits on Content
The BTRC blocked some news websites during the reporting period, and stripped journalists with one
outlet of accreditation. Two messaging apps which advertise secure services have been blocked since
mid-2017. There were no reports of state manipulation of online content.

10

“Bangladesh Connected with Terrestrial Cable,” BDNews24, December 8, 2012, http://bit.ly/1ga1Gmk.

Bangladesh Telecommunication Regulatory Commission, “Internet Subscribers in Bangladesh June, 2017,” http://www.btrc.
gov.bd/content/internet-subscribers-bangladesh-june-2017

11

Bangladesh Telecommunication Regulatory Commission, “List of Internet Service Provider (ISP)”, accessed on August 16,
2017, http://www.btrc.gov.bd/sites/default/files/operater_list/ISP_Nationwide.pdf.

12

Bangladesh Telecommunication Regulatory Commission, “Mobile Phone Subscribers in Bangladesh in June 2016”,
accessed on August 1, 2016, http://www.btrc.gov.bd/content/mobile-phone-subscribers-bangladesh-june-2016.

13

Dilip Pal, CFO, Grameen Phone, presentation, https://www.telenor.com/wp-content/uploads/2017/02/Telenor-CMD-2017Grameenphone.pdf.

14

S.M. Shahidul Islam and Abdullah-Al Monzur Hussain, “Bangladesh Telecommunication (Amended) Act, 2010,” Manual of
Cyber Law in Bangladesh, (Dhaka: Central Law Book House, 2011), 241-264.

15

Faheem Hussain, “Telecom Regulatory Environment in Digital Bangladesh: Exploring the Disconnects between Public
Policies/Regulations and Real World Sector Performance,” (presentation, Sixth Communication Policy Research South
Conference by LIRNEasia and Chulalongkorn University, Bangkok, 2011).

16

17
18

“Telecoms, ICT ministries merge,” Telegeography, February 11, 2014, http://bit.ly/1K8lBK6.

UNDP Bangladesh, “Access to Information (II),” accessed on August 8, 2015, http://bit.ly/1ixvvPu.
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Blocking and Filtering
Content relating to religious issues or offending state leaders is subject to censorship in Bangladesh,
and a wider range of content was affected in 2016 and 2017 than in the past. In August 2016, news
reports said the BTRC had ordered the blocking of 35 news websites for the first time.19
Officials gave no official reason for the blocking, though one was quoted in news reports as saying
the sites had published “objectionable comments” about the government.20 The sites were not
mainstream, but several were affiliated with the political opposition. The Bangladesh Federal Union
of Journalists and Dhaka Union of Journalists protested the directive and asked that it be lifted,21 but
the sites remained blocked in mid-2017.
Social media and communication apps are also subject to blocking. Facebook, Facebook Messenger,
WhatsApp, and Viber were among several platforms temporarily blocked in 2015.22 Most were
accessible throughout the reporting period, with the exception of Facebook, which reported “a
disruption affecting access to Facebook products in Bangladesh” in August 2016, possibly related to
a network shutdown test (see Restrictions on Connectivity).23 The government also discussed plans
to test Facebook shutdowns in 2017.24
Two messaging apps which advertise secure communications have been blocked since May 2016.
Regulators ordered gateway providers to implement the blocks after intelligence agencies claimed
they were responsible for the spread of atheism and criticism of Islam.25 Neither Switzerland-based
Threema nor Wickr, a U.S. service, appear to have had a significant user base in Bangladesh. The
intelligence communities may have singled them out believing them to be used by people seeking
to evade government surveillance.
A handful of popular blogs and individual Facebook posts were also targeted for blocking at the
same time as the messaging apps, although the effectiveness of those measures is not clear. The
owner of the blog Somewherein told The Daily Star that the BTRC had not responded to questions
about the possible block, though traffic fell by around 20 percent in mid-2016. Blocked Facebook
pages remain accessible if the user has an https connection, one possible impetus for exploring a
block on the platform’s entire domain.26

“BTRC orders blocking of 35 news sites,” The Daily Star, August 4, 2016, http://www.thedailystar.net/backpage/btrc-ordersblocking-35-news-sites-1264981.

19

20 Committee to Protect Journalists, “Bangladesh journalists could face 14 years in prison for refuting rumor,” August 12,
2016, https://cpj.org/2016/08/bangladesh-journalists-could-face-14-years-in-pris.php.

“BFUJ, DUJ factions threaten to start strike,” Daily Star, August 8, 2016, http://www.thedailystar.net/city/bfuj-duj-factionsthreaten-start-strike-1266325.

21

“Social networking sites closed for security reasons, says Minister Tarana Halim,” BDNews24, November 18, 2015, http://
bdnews24.com/bangladesh/2015/11/18/social-networking-sites-closed-for-security-reasons-says-minister-tarana-halim; Ishtiaq
Husain, “Twitter, Skype, Imo blocked in Bangladesh,” December 13, 2015, http://www.dhakatribune.com/bangladesh/2015/
dec/13/government-blocks-twitter-skype-and-imo; Agence France-Presse, “Bangladesh Lifts Ban on All Social Media,” via
Express Tribune, December 14, 2015, http://tribune.com.pk/story/1010061/bangladesh-lifts-ban-on-all-social-media/.

22

23 Facebook Government Requests Report, Bangladesh, July 2016- December 2016, https://govtrequests.facebook.com/
country/Bangladesh/2016-H2/.

Syed Samiul Basher Anik, “No decision on shutting down Facebook yet,” Dhaka Tribune, April 3, 2017, http://www.
dhakatribune.com/bangladesh/2017/04/03/cabinet-seek-btrc-opinion-shutting-facebook/.

24

Muhammad Zahidul Islam, “Govt blocks 2 messaging services,” May 20, 2016, http://www.thedailystar.net/frontpage/govtblocks-2-messaging-services-1226884.

25

Jeanette Si, “HTTP vs HTTPS: What it Means for Internet Censorship,” Internet Monitor, July 13, 2017, https://
thenetmonitor.org/blog/posts/http-vs-https-what-it-means-for-internet-censorship.
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The BTRC censors content primarily by issuing informal orders to domestic service providers, who
are legally bound through their license and operations agreements to cooperate. Service providers
have described official censorship as ad hoc in nature, without proper follow-up mechanisms
in place to ensure compliance.27 No appeals have been documented in response to censorship
directives.

Content Removal
There were no reported cases of forced deletion of particular content during the reporting period,
though not all cases are publicly disclosed. News website Banglamail24 was reported inaccessible
after its staff were sanctioned, though it’s not clear if it was blocked or closed down (see Media,
Diversity, and Content Manipulation).28
The government periodically asks private providers to take down content; Google reported officials
requested that the company remove four items between July 2016 and December 2016.29 The
government increased pressure on international companies during the reporting period, requiring
Facebook, Google, and Microsoft to respond to official removal requests involving what news
reports described as “inappropriate content” within 48 hours.30

Media, Diversity, and Content Manipulation
Bangladesh enjoys a vibrant offline and online media industry, though self-censorship on specific
topics is increasing among particular communities. Blocking of social media platforms and
communications apps also threaten the diversity of online content (see Blocking and Filtering),
though many people used VPNs to bypass blocking.31
Some signs of pressure on digital media outlets have been evident in the past two years. In 2015,
Bangladeshi online news outlets and the online versions of daily newspapers were directed to go
through mandatory registration; the print media has been subject to registration requirements since
before independence.32 The government justified registration as a tool to stop the abuse of media
to destabilize society.33 No penalties were reported for noncompliance.
However, nine journalists reporting for online news portal Banglamail24 were stripped of
accreditation in August 2016, the same month as a number of pro-opposition websites were blocked
(see Blocking and Filtering). The site had discredited a report published elsewhere online that said
UNDP Bangladesh, “Access to Information (II),” accessed June 2013, http://bit.ly/1ixvvPu; interviews with seven experts who
requested anonymity, 2013, Bangladesh.

27

BDNews24, “Charged for spreading rumour, acting editor of banglamail24.com, two others land in jail,” August 9, 2016,
http://bdnews24.com/bangladesh/2016/08/09/charged-for-spreading-rumour-acting-editor-of-banglamail24.com-two-othersland-in-jail.

28

Google Transparency Report, “Government requests by country: Bangladesh,” https://transparencyreport.google.com/
government-removals/by-country/BD.

29

30 Mark Wilson, “Microsoft, Google, Facebook bow down to Bangladesh government over content removal,” IT Pro Portal,
June 14, 2016, http://www.itproportal.com/2016/06/14/microsoft-google-facebook-bow-down-bangladesh-governmentcontent-removal/.

“Internet users defy Facebook ban in Bangladesh”, Deutsche Welle, November 20, 2015, http://www.dw.com/en/internetusers-defy-facebook-ban-in-bangladesh/a-18863635

31
32

Press Information Department (PID), accessed in July 25, 2016, http://www.pressinform.portal.gov.bd/

“Registration mandatory for online newspapers”, Dhaka Tribune, November 9, 2015, http://archive.dhakatribune.com//
bangladesh/2015/nov/09/registration-online-newspapers-made-mandatory.
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the prime minister’s son had died in a plane crash, but was subsequently accused of helping to
spread the rumor. The acting editor, executive editor, and a staff reporter of Banglamail24 were
arrested under the ICT Act on August 9 (see Prosecutions and Detentions for Online Activities). The
site was subsequently inaccessible.34
There were no other documented economic constraints imposed by the government or other
institutions specifically targeting online media outlets, nor documented instances of commentators
with undeclared sponsorship manipulating political debate online.
Online media practitioners and social media commentators reported a climate of self-censorship
on political and religious topics in Bangladesh, which has seen fatal attacks on bloggers. Associates
of victims closed their blogs, and dozens of bloggers have fled the country (see Intimidation and
Violence).35

Digital Activism
The 2013 Shahbag movement is the country’s most significant example of online activism to date.
No comparable instances of online activism with national impact took place in 2017, though internet
users continued to use digital tools and social networks to raise funds for social and humanitarian
causes.36
The Shahbag protests were initiated by Gonojagoron Mancha (a group primarily comprised of the
Bangladesh Online Activists’ Network) in response to a February 2013 war crimes tribunal verdict
involving the leader of the country’s largest political Islamic party Jamaat-e-Islami—critics said the
verdict was lenient—but quickly grew to encompass broader political and economic issues.37 In its
early stages, the movement spread through blogging, Facebook, and mobile telephony.38 Twitter
gained popularity as a tool to broadcast information about Shahbag.39

Violations of User Rights
During the coverage period, no bloggers or digital activists were killed in reprisal for online expression,
marking a slight improvement in a very dangerous environment for digital speech. Dozens of arrests
for online speech were reported under the ICT Act, included several journalists.

Legal Environment
34 BDNews24, “Charged for spreading rumour, acting editor of banglamail24.com, two others land in jail;” Benar News,
“Bangladesh Arrests Journalists over Report on False Rumor,” August 8, 2016, http://www.benarnews.org/english/news/bengali/
journalists-arrest-08082016135743.html; Committee to Protect Journalists, “Bangladesh journalists could face 14 years in prison
for refuting rumor.”

GeetaAnand and Julfikar Ali Manik, “Bangladesh Says It Now Knows Who’s Killing the Bloggers,” June 8, 2016, http://www.
nytimes.com/2016/06/09/world/asia/bangladesh-killings-bloggers.html?_r=0.

35

36 “Watch: Mushfiq urges aid for flood victims,” Dhaka Tribune, August 16, 2017, http://www.dhakatribune.com/sport/
cricket/2017/08/16/watch-mushfiq-urges-aid-flood-victims/;

37 Mohammad ShahidUllah, “Shahbag People’s Movement: New Generation Challenging the Unjust Structure,” Voice of the
Oppressed, February 18, 2013, http://www.voiceoftheoppressed.in/tag/bangladesh-online-activist-network/
38

Tamanna Khan, “Shahbag beyond Boundaries,” The Daily Star, March 29, 2013, http://bit.ly/1OdiSoR.

Faheem Hussain, Zyma Islam, and Mashiat Mostafa, “Proliferation of Twitter for Political Microblogging in a Developing
Country: An Exploratory Study of #Shahbag,” Research funded by the Asian University for Women Faculty Research Fund, 2013.
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Article 39 (1, 2) of Chapter 2 in the Constitution of the People’s Republic of Bangladesh recognizes
freedom of thought, conscience, and speech as a fundamental right.40 Online expression has been
traditionally considered to fall within the scope of this provision. The judicial system of Bangladesh is
independent from the executive and the legislative branches of government, but critics say it can be
partisan. Police and regulators generally bypass the courts to implement censorship and surveillance
without oversight.41
During the reporting period, the ICT minister announced plans to enact a Digital Security Act to
prevent cybercrime.42 The Cabinet approved a draft in August 2016, but it was yet to be finalized
in mid-2017. The minister also reported the establishment of a Cyber Incident Response Team to
assess the online vulnerability of private and public infrastructure.
Some freedom of expression concerns were raised about the Digital Security Act,43 particularly in
the context of the controversial Section 57 of the Information and Communication Technology
Act of 2006 (ICT Act), which has been used to punish online speech. Section 57 could potentially
be replaced by similar provisions in the Digital Security Act rather than reformed or scrapped,
prompting objections from analysts, who also questioned the need for the new legislation.44
The ICT Act defines and ostensibly protects freedom of expression online.45 It introduced
punishments for citizens who violate others’ rights to communicate electronically: Section 56 of the
act defined hacking as a crime punishable by up to three years in prison, a fine of BDT 10,000,000
(US$125,000), or both. However, under Section 57, different types of violations involving social,
political, and religious content distributed electronically are punishable by a minimum of seven years
of imprisonment and fines up to BDT 10,000,000 (US$125,000).46 On August 19, 2013, the ICT act was
amended, increasing the maximum prison term from 10 to 14 years.47 Sections 68 and 82 contain
provisions for a Cyber Tribunal and Cyber Appellate Tribunal to expedite judicial work related to any
cybercrime. As of 2017, there is one Cyber Tribunal in Dhaka, headed by a low-ranking member of
the judiciary. The Appellate Tribunal, which can dissolve the Cyber Tribunal’s verdicts, is yet to be
formed.48
Before the 2013 amendment came into effect, police had to seek permission before making ICT-

S.M. Shahidul Islam and Abdullah-Al Monzur Hussain, “Right to Information Act, 2009,” Manual of Cyber Law in Bangladesh,
(Dhaka, Central Law Book House, 2011) 1-47.

40

41 “The Historic Masdar Hossain Case and the Independence of Judiciary of Bangladesh: A Compilation,” WahabOhid Legal
Aid, March 12, 2013, http://wahabohidlegalaid.blogspot.com/2013/03/the-historic-masdar-hossain-case-and.html
M. Moneruzzaman, “Judiciary independence still on paper,” The Bangladesh Chronicle, January 15, 2013, http://bit.ly/1MbZnO5.

“Govt to formulate digital security act, Palak tells JS,” Daily Star, February 6, 2017, http://www.thedailystar.net/country/
govt-formulate-digital-security-act-palak-tells-js-1357003
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“Govt to finalise Digital Security Act in Aug,” Daily Star, July 9, 2017, http://www.thedailystar.net/politics/digital-security-ictact-section-57-bangladesh-government-finalise-august-free-speech-press-freedom-1430536.
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Eresh Omar Jamal, Moyukh Mahtab and Shamsuddoza Sajen, “Digital Security Act, 2016,” Daily Star, October 29, 2016,
http://www.thedailystar.net/opinion/interviews/how-does-it-affect-freedom-expression-and-the-right-dissent-1305826.
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S.M. Shahidul Islam and Abdullah-Al Monzur Hussain, “Information and Communication Technology Act, 2006”, Manual of
Cyber Law in Bangladesh, (Dhaka, Central Law Book House, 2011) 90-91.

45
46

Bangladesh National Parliament, Act No. 39, Information and Communication Technology Act, 2006, http://bit.ly/1Nqa8wC.
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related arrests.49 Now no warrant is required, and offences under the act are non-bailable, meaning
suspects must apply for bail at a court.50 The harsher provisions may reflect the government’s
concerns over internet activism and security.
While introducing harsher penalties for freedom of expression online, however, the government
has simultaneously made some progress in catching the killers and masterminds responsible for
the assassinations of bloggers. The biggest success was the fast-tracked trial and verdict delivered
in the case of Ahmed Rajib Haider, a secular blogger who was murdered in 2013 (see Intimidation
and Violence). In December 2015, eight members of the extremist group Ansarullah Bangla Team
were found guilty of carrying out or assisting in the murder. Two were sentenced to death, one to
life imprisonment, and the five others received jail terms ranging from three years to ten years.51 On
April 2, 2017, the High Court upheld the two death penalty verdicts.52
A separate investigation into the murder of blogger and writer Avijit Roy was halted during the
coverage period of this study, after police reported killing their prime suspect in an exchange of fire
in Dhaka on June 20, 2016.53 Civil society groups criticized the police action.

Prosecutions and Detentions for Online Activities
The number of cases filed under Section 57 increased significantly, reportedly resulting in more than
300 arrests during the coverage period, though none came to trial, and sentences remain infrequent.
Arrests and prosecutions under the ICT Act have been documented since 2013, when the law was
first widely applied. But in August 2017, Prothom Alo, the country’s leading Bengali newspaper,
reported that the number of people filing suit under Section 57 had doubled since 2016. At least
19 journalists were implicated in Section 57 cases between January and August, including several
filed by people close to ministers or parliamentarians.54 In one example, the acting editor, executive
editor, and a staff reporter of Banglamail24 were arrested for spreading a rumor they had actually
debunked (see Media, Diversity, and Content Manipulation).55 Police recorded a total 391 cases in
the first six months of the year, accusing a total 785 people, of whom 313 were arrested, Prothom
Alo reported, citing police statistics.56
Experts say the present trend is in part because prosecutions are not limited to government entities
and the political party in power. Individuals and corporate interests are increasingly filing charges

Ellery Roberts Biddle, “Bangladesh’s ICT Act Stoops to New Lows,” Global Voices Advocacy, September 18, 2013, http://bit.
ly/1O1Lxy9.
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http://www.ibtimes.co.in/bangladesh-court-awards-death-2-life-term-1-bloggers-murder-661570.
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52 “HC upholds blogger Rajeeb murder verdict,” Dhaka Tribune, April 2, 2017, http://www.dhakatribune.com/bangladesh/
court/2017/04/02/hc-upholds-blogger-rajeeb-murder-verdict/.
53 Kamrul Hasan, “Avijit murder prime accused killed in Dhaka ‘gunfight,’” Dhaka Tribune, June 20, 2016, http://archive.
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under Section 57 over alleged online defamation. As a result, national police have issued a directive
requiring that police investigate all complaints before allowing individuals to file charges.57
The most widely reported arrest of the coverage period concerned Rasraj Das, a Facebook user who
was arrested on October 29, 2016, for allegedly posting images considered to defame Islam. He
denied responsibility and said his account had been hacked.58 The content sparked violence in the
local community (see Intimidation and Harassment). Rasraj was held for several weeks before he
finally got bail on January 16, 2017.59 The case against him had yet to be dropped in mid-2017.
Some other recent cases under Section 57 are presented below. Though detailed accounts are not
always available, published reports suggest that those who were detained were granted bail after a
few days.

57

•

Abdul Latif Morol, a journalist for the local Daily Probaho newspaper in the southeast, was
arrested on August 1, 2017, after another local journalist accused him of defaming State
Minister Narayan Chandra on Facebook;60 he was released on bail on August 2.61 In an
apparent first, the investigating police officer was suspended over alleged procedural
irregularities involving the arrest.62

•

On July 14, Professor Abul Mansur Ahmed of the Dhaka University Mass Communication
and Journalism Department filed a case under Section 57 against Associate Professor
Fahmidul Haq of the same department. Mansur Ahmed alleged that Fahmidul Haq had
brought false allegations against him via a Facebook post in a closed online group. No
arrest was made.63

•

Tulona Al Harun, a model and TV presenter, and her younger brother Layek Ali were arrested
on June 23 after a colleague accused Tulona of defaming her online.64

•

On June 6, Lt Gen (retd) Masud Uddin Chowdhury sued Professor Afsan Chowdhury, an
eminent intellectual, for alleged defamation on Facebook. The General asked police and
regulators to block the Professor’s Facebook page.65

•

Digital journalist Ahmed Raju was arrested on April 30, following a complaint by Walton,
a local conglomerate. Raju had published two investigating reports alleged the company
had poor quality control; he was separately accused of extorting money, and remained in
custody on the latter charge even after he was granted bail in the first case on May 3.66

“Section 57 requires the approval of the Police Headquarters,” Bengali Tribune, http://tinyurl.com/y74yy3la.

Shakhawat Liton, “Rasraj a victim,” Daily Star, December 4, 2016, http://www.thedailystar.net/frontpage/rasrajvictim-1324699.
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“OC withdrawal of case under section 57,” Prothom Alo, August 2, 2017, http://tinyurl.com/ybllajdw.
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“Journalist bail in Khulna 57 case,” Prothom Alo, August 2, 2017, http://tinyurl.com/ybhzhhsj.

“DU teacher sues colleague under section 57 of ICT law,” Daily Star, July 14, 2017, http://www.thedailystar.net/backpage/
du-teacher-sues-colleague-under-section-57-ict-law-1433029.
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64 Khorshed Alam, “Model arrest in ICT law,” Priyo, June 23, 2017, https://www.priyo.com/articles/model-tulonaarrested-20170623

65 “Legal notice served to block Afsan Chowdhury’s Facebook ID,” Dhaka Tribune, June 11, 2017, http://www.dhakatribune.
com/bangladesh/court/2017/06/11/legal-notice-block-afsan-facebook/.
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•

Md. Bellal Hossain, a local Imam from Bhola, was arrested on March 19, for sharing allegedly
“antigovernment” content online.67 News reports did not elaborate on the nature of the
content.

•

Chowdhury Irad Ahmad Siddiky, a former Dhaka Mayoral candidate, was arrested on
February 23 on arriving in the country from the Netherlands. Irad was under investigation
by a social media monitoring team from the Cyber Security and Crime Prevention Division
and several cases had been filed against him for making offensive comments about the
Father of the Nation, the prime minister, and her government on Facebook.68

•

On December 23, 2016, police arrested Nazmul Huda, a journalist with private television
station Ekushey Television, and seized his phone and laptop. He was later charged with
spreading false information online to provoke a strike among garment workers in the
Ashulia area of Dhaka,69 among other charges, including attacking a garment factory, sexual
harassment, and stealing apparel. He remained in custody in mid-2017.70

•

On September 1, Siddiqur Rahman Khan, editor of the education-related online news portal
Dainik Shiksha, was arrested for reporting on the alleged corruption of a former education
official with political connections. On September 6, he was granted bail.71

•

On August 29, Junayed Ahmed Sumon, an activist from the ruling Awami League’s own
student organization, was arrested under the ICT Act for posting a modified image of a
female Awami League lawmaker on Facebook.72

•

On August 27, Dilip Roy, a leading member of a left-leaning student organization at a
prominent public university, was arrested over a Facebook post that criticized Prime Minister
Sheikh Hasina for a statement involving the controversial Rampal coal power plant.73

•

On August 24, police arrested Ali Ahmed Mollah for allegedly making derogatory remarks
against the Father of the Nation, Bangabandhu Sheikh Mujibur Rahman, on Facebook,
following a complaint from a local politician.74

Surveillance, Privacy, and Anonymity
Bangladesh recognizes the right to privacy and correspondence under Article 43 of the
67 “Bhola imam held for Facebook post,” Dhaka Tribune, March 19, 2017, http://www.dhakatribune.com/bangladesh/
nation/2017/03/19/bhola-imam-held-facebook-post/.

“Irad Siddiky arrested upon arrival at Shahjalal,” Dhaka Tribune, February 23, 2017, http://www.dhakatribune.com/
bangladesh/crime/2017/02/23/irad-siddiky-arrested-shahjalal/.
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bangladesh/crime/2017/02/07/police-grievance-behind-journo-nazmul-hudas-arrest/.
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bangladesh/2016/08/29/bcl-man-jailed-disgracing-lawmaker-fb/.
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bangladesh/2016/08/28/ru-leftist-leader-arrested-status-pm-rampal/.

73

“One held for Facebook post demeaning Bangabandhu,” Daily Star, August 24, 2017, http://www.thedailystar.net/
frontpage/one-held-facebook-post-demeaning-bangabandhu-1274563

74

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

BANGLADESH
constitution.75 However, there is no specific privacy or data protection law, leaving internet and
mobile phone users vulnerable to privacy violations.76
On March 13, 2017, Facebook refused to sign a Memorandum of Understanding (MoU) with
Bangladesh police. The police had asked Facebook to demand additional identification, including
National ID numbers, from Bangladesh nationals who want to sign up to the social network.77
According to Facebook, the Bangladesh government made a total of 49 requests to the social
network service provider for information on 57 Facebook users between July and December 2016.
Facebook said it responded with some data for 8 percent of legal requests and 40 percent of
emergency requests.78
Although the government does not require individuals to register to blog or use the internet,
registration is mandatory for online news portals (see Media, Diversity, and Content Manipulation).
Citizens are also required to provide biometric details, in addition to national identity cards and
related personal information, to obtain a mobile connection.79 Citizen rights groups raised concerns
about the security of the registration process and possible access to biometric data by third parties.80
The government can request telecommunications providers retain the data of any user for an
unspecified period under the Bangladesh Telecommunication Regulatory Act 2001.81 The Act
was amended in 2010 and allows government mechanisms to intercept electronic voice or data
communications from any individual or institution without a court order to ensure the security of the
state; the act also requires domestic service providers to cooperate, though without clear provisions
detailing procedures or penalties for noncompliance.82
In March 2017, news reports said the government is planning to install internet monitoring
equipment worth approximately US$19 million by May 2018 under a project titled “Cyber Threat
Detection and Response.” The equipment would perform granular analysis of network traffic using
deep packet inspection (DPI) in order to help the government enforce the ban on pornography and
conduct monitoring to combat militancy, the reports said.83
The home ministry had separately submitted a proposal in 2015 to purchase approximately US$25
million worth of equipment from foreign companies to upgrade its mobile telephony, internet,
and related surveillance networks. The proposal asked a cabinet committee on economic affairs
to relax procurement regulations to facilitate the purchase, which would enable the National
Telecommunication Monitoring Center (NTMC) to conduct “lawful interception” to assist local law
75
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82
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enforcement agencies. The center has operated under the home ministry since February 2014, news
reports said. Foreign companies listed in the proposal include U.S. firms Verint Systems and SS8,
German firms Trovicor and UTIMACO, the Italian firm RCS, the Chinese firm Inovatio, and the Swiss
firm New Saft.84The companies advertise equipment capable of analyzing data traffic, calls, emails,
and audiovisual materials online. The status of the proposal in 2017 was not clear.
In 2014, the UK-based nonprofit Privacy International reported that Bangladesh’s Rapid Action
Battalion, a special forces unit implicated in human rights abuses, was seeking to purchase mobile
surveillance technology from a company based in Switzerland. The technology would allow police
to “indiscriminately gather data from thousands of mobile phones in a specific area and at public
events such as political demonstrations,” according to Privacy International.85 The same year, leaked
documents about a Bangladesh law enforcement agency’s 2012 purchase of FinFisher software
distributed by Gamma International to monitor digital traffic was published on Wikileaks.86

Intimidation and Violence
During the coverage period, no bloggers or digital activists were killed in reprisal for online
expression, marking a slight improvement in a very dangerous environment for digital speech.
Between February 2013 and June 2016, at least 39 people were murdered in Bangladesh by religious
extremists targeting high profile proponents of secular viewpoints.87
At least one violent incident took place in response to online content, though the source of the
content was disputed. On October 30, 2016, thousands of local Muslims attacked temples and
houses belonging to a local Hindu minority community in reaction to a Facebook post perceived
as offensive to Islam.88 The alleged author of the post, described in news reports as illiterate, spent
more than two months in prison, though he denied responsibility for it (see Prosecutions and
Detentions for Online Activity).
Despite the comparative lack of violent incidents in the past year, the recent murders continue
to cast a long shadow. Though Al-Qaeda networks claimed responsibility in some cases,89 police
have say local radical groups, notably Ansarullah Bangla Team, recruited and trained students and
religious teachers to execute the targets, frequently using machetes.90 “Atheist bloggers” were
particularly singled out as key instigators behind the 2013 Shahbag Movement (see Digital Activism)
which catalyzed the campaign of violence:91
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•

Armed assailants hospitalized blogger Asif Mohiuddin with serious stab wounds in January
2013;92 now overseas, he believes he remains on a hit list.93

•

In February, leading Shahbag activist Ahmed Rajib Haider was murdered.94 Eight people
have been convicted for their involvement in the killing though two remain at large (see
Legal Environment).

•

In February 2015 two unknown assailants attacked the Bangladeshi-American atheist
blogger Dr. Abhijit Roy and his wife Rafida Ahmed Bonya on the Dhaka University campus.
Abhijit Roy managed the blog Muto-Mona (“Free Thinker”) from America, and had returned
to attend an annual book fair. Dr. Roy died and his wife was badly injured.95

•

In March 2015, blogger Washiqur Rahman, known for his critical writings about Islam, was
hacked to death near his home in Dhaka.96

•

In May 2015, Ananta Bijoy Das, another prominent contributor to Muto-Mona, was killed by
four masked men armed with machetes in the northeastern Bangladeshi city, Sylhet.97

•

In April 2016, armed men killed Xulhaz Mannan in his apartment in Dhaka along with
a friend.98Mannan founded Roopbaan, a print magazine serving the LGBTI (lesbian, gay,
bisexual, transgender, or intersex) community, in 2014. Homosexuality is a criminal offence
in Bangladesh.99 The magazine had limited distribution because of the sensitivity of the
topic,100 but formed part of a wider advocacy network that used social media to create
community online and advocate for LGBTI causes.101

This disturbing series of attacks has increased security concerns in the online activist community.
Many bloggers have left the country or sought asylum abroad.102 Others expressed their
determination to continue writing.103
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Technical Attacks
No cyberattacks on online news sites and blogs were documented in Bangladesh during the
coverage period. A high profile hacking of a computer at the central bank was used to transfer
millions of dollars to a bank in the Philippines, highlighting wider cybersecurity vulnerabilities.104
ISPs have informally organized a Cyber Emergency Response Team to deal with malicious online
threats.105

Raju Gopalakrishnan and Manuel Mogato, “Bangladesh Bank official’s computer was hacked to carry out $81 million heist:
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Belarus
2016

2017

Internet Freedom Status

Not
Free

Not
Free

Obstacles to Access (0-25)

13

14

Limits on Content (0-35)

21

20

Violations of User Rights (0-40)

28

30

TOTAL* ( 0-100 )

62

64

Population:

9.5 million

Internet Penetration 2016 (ITU):

71.1 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Amid major antigovernment protests, authorities temporarily blocked mobile internet
at protest hotspots in an attempt to prevent digital journalists from reporting at the
scene (see “Restrictions on Connectivity”).

•

Activists and journalists live streaming protests were targeted by law enforcement, and
some were violently detained (see “Prosecutions and Detentions for Online Activity”).

•

Anonymizing service Tor was blocked, hampering Belarusian users’ efforts to access
censored content and browse anonymously (see “Blocking and Filtering”).

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

BELARUS

Introduction
Internet freedom deteriorated in Belarus in the past year as the government clamped down on activists and journalists amid major antigovernment protests, temporarily restricting mobile internet and
arresting activists live streaming the events.
The country’s economic woes fuelled widespread social unrest in 2017. The largest antigovernment
protests in recent years were held across the country throughout February and March after the government announced the introduction of a so-called “parasite tax” on the unemployed. The authorities responded with a heavy-handed crackdown against protesters, arresting hundreds of people.
Recognizing that social media and communication platforms were crucial to sparking and sustaining
the protest movement, the government temporarily blocked mobile internet in protest hotspots,
and attempted to quash live streaming and digital reporting about the demonstrations. Digital
journalists reporting from the protests were targeted by law enforcement, and violently detained in
many cases.
The government temporarily blocked some independent digital media outlets during politically sensitive times within the coverage period, including in the lead-up to the September 2016 parliamentary elections and around the antigovernment protests of spring 2017. In an apparent attempt to
prevent users from bypassing government censorship, the authorities introduced a new law blocking
anonymizing service Tor.
Despite government censorship, the internet has increased in importance as a source of independent information, with greater numbers of Belarusians going online to find reliable news as
state-sponsored mass media declines in popularity. More Belarusians are able to access the internet,
with gradual improvements in coverage and speed as well as further development of internet infrastructure. The government has also relaxed some laws relating to public Wi-Fi access, meaning public venues are no longer required to obtain a license before offering Wi-Fi.

Obstacles to Access
Despite several years of economic stagnation and a significant downturn in the past couple of years,
the Belarusian government continued to invest in the country’s internet and ICT infrastructure. Internet
penetration grew significantly within the last year, and access remains fairly affordable for most of the
population.

Availability and Ease of Access
The availability and accessibility of the internet in Belarus continued to grow. Since 2011, the country’s internet penetration rate has increased by 55 percent.1 More than 5 million Belarusians—70
percent of the population aged 15 to 74—were regularly online by January 2017.2 By 2016, 91
percent of Belarusian internet users were going online daily; the figure was even higher – 98 per1

International Telecommunication Union, “Percentage of Individuals Using the Internet,” 2000-2015, http://bit.ly/1FDwW9w

Mikhail Doroshevich and Marina Sokolova, “WWW: The Limits of Developing Extensive Infrastructure,” Belarusian Yearbook
2016, Agency for Social and Political Expert Appraisal, Nashe Mnenie, http://nmnby.eu/yearbook/2016/en/page16.html and
“Graph of the Month: The people vs unique users in Belarus” (in Russian), Information Policy Biz, February 28, 2017, http://www.
infopolicy.biz/?p=9306#more-9306
2
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cent – for users under 35.3 For the last five years, Belarus has been one of leaders in online audience
growth in Eastern Europe.4 However, it continues to trail Russia and its Western neighbors.5

Key Access Indicators
Internet penetration (ITU)

a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

2016

71.1%

2011

39.6%

2015

124%

2015

2016

2011

2017(Q1)

2016(Q1)

62.2%
124%
113%

9.8 Mbps

7.6 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

According to government figures, significantly more users in urban areas have access to the internet
than users in remote areas, though the gap is narrowing. Seventy-two percent of the urban population has access to the internet, compared to 52 percent in rural areas.6 As of the end of 2014, the
share of internet users concentrated in the capital of Minsk had decreased to 29 percent, and the
number of users in towns and rural areas had grown to 39 percent.7 Since 2010, the proportion of
female internet users has risen from 48.7 percent to 52.1 percent.8 Belarus is among the leading
countries in Europe where citizens over 55 use the internet, though people under 30 are still three
times more likely to have internet access.9
In 2016, the average speed experienced by a Belarusian broadband subscribers increased by 54 percent, from 5.7 to 8.8 Mbps.10 However, average speeds can be much slower when accessing servers
outside the country during peak hours. 11
The number of subscribers to Belarus’ fixed telephone line network, through which the majority

Figures from the Google Connected Consumer 2016 for Belarus, from a September 20, 2016 TUT.by article reprinted by
BelarusFeed, http://belarusfeed.com/always-online-google-reveals-how-belarusians-behave-in-internet

3

Only Ukraine and Moldova have a higher rate. “Overview of the audience of banking websites and websites about finance
in Belarus” [in Russian], gemiusAudience, March 2, 2016, https://www.slideshare.net/gemius_belarus/ss-58965549, slide 6.

4

“Internet penetration in the Baltic Sea region countries” [in Russian], Information Policy Biz, March 11, 2017, http://www.
infopolicy.biz/?p=9339

5

“Belarus in Numbers: A Statistical Reference Book” (in Russian), National Statistical Committee, Minsk, 2017, http://www.
belstat.gov.by/ofitsialnaya-statistika/publications/izdania/public_compilation/index_7187, p. 55.

6

7

“Five Years of Belarusian Internet Audience,” e-Belarus, February 5, 2015, http://www.e-belarus.org/news/201502051.html

“Five Years of Belarusian Internet Audience,” e-belarus, February 5, 2015, http://www.e-belarus.org/news/201502051.html
. 2015 SAITO poll sited by Doroshevich and Sokolova, “WWW: The Limits of Developing Extensive Infrastructure,” Belarusian
Yearbook 2016, Agency for Social and Political Expert Appraisal, Nashe Mnenie, http://nmnby.eu/yearbook/2016/en/page16.
html. For a detailed gender breakdown, see Mikhail Doroshevich, “Gender Inequality in the Belarusian Internet,” Gemius,
September 29, 2015, http://www.slideshare.net/MikhailDoroshevich/gender-inequality-in-belarusian-internet-audience?next_
slideshow=1
8

9 Mikhail Doroshevich and Marina Sokolova, “’Digital Transfomation’: To What Extent is the Country Ready to Embrace it?”,
Belarusian Yearbook 2017, Nashe Mnenie, Vilnius, 2017, http://nmnby.eu/yearbook/2017/en/index.html, p. 138

10

Beltelecom, citied by Providers.by, February 15, 2017, http://providers.by/page/4.

Vladimir Volkov, “Belarus: At peak hours, Internet access speed drops up to 10 times” [in Russian], Digital Report, February
15, 2017, https://digital.report/belarus-v-chasyi-pik-skorost-internet-dostupa-padaet-v-10-raz.
11
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of Belarusian access the internet, remained steady at about 4.4 million.12 The number of mobile
telephone subscribers also has remained approximately the same, at 11.4 million, since 2014.13 The
current mobile penetration level in Belarus suggests a saturation of the market. Smartphones are
becoming cheaper and their share in the mobile market is rising in Belarus. Google’s 2016 Connected Consumer Survey found that 59 percent of Belarusians are using smartphones; for those under
35, the figure is 89 percent.14 Belarusian smartphone users are making fewer calls and going online
more often.15
Cellular communications services cover 99.9 percent of the population and 98.4 percent of the territory of the country.16 Commercial 4G LTE service was launched in December 2015. The service is
available in Minsk, the country’s five regional capitals, and least 30 district centers and large cities.
3G service covers 92 percent of the territory with 98.7 percent of the population.17
Mobile internet is now available virtually anywhere in the country. By the first quarter of 2017, the
number of Belarusians using mobile internet had reached 6.4 million, roughly two thirds of the population; the figure has increased seven-fold over the last seven years.18 A government poll in late
2015 found that 59 percent of internet users access the web from mobile devices, and more than 77
percent of Belarusian youth aged 16 to 29 use mobile internet.19 However, bucking a global trend,
most Belarusians still access the internet from desktops. Mobile phones and tablets account for only
22 percent of internet usage in Belarus.20
In 2016, state-owned Beltelecom added about 160,000 Wi-Fi hotspots and now operates more than
530,000 throughout the country.21 GPON fiber-optic technology continues to replace ADSL lines.
The number of subscribers connected via GPON more than doubled in 2016; topping one million by
year’s end.22
Internet access continued to be relatively affordable in Belarus, with prices decreasing from 2014 to
2015 as a percentage of Belarusians’ household budgets. However, Belarus did not rank particularly
well in the CIS in regard to costs, and internet access remained relatively expensive compared to

We Are Social, Hootsuite, “Digital in 2017: Eastern Europe, https://www.slideshare.net/wearesocialsg/digital-in-2017eastern-europe, slide 21.

12

“Belarus in Numbers: A Statistical Reference Book” [in Russian], National Statistical Committee, Minsk, 2017, http://www.
belstat.gov.by/ofitsialnaya-statistika/publications/izdania/public_compilation/index_7187, p. 54.

13

Figures from the Google Connected Consumer 2016 for Belarus, from a September 20, 2016 TUT.by article reprinted in
English by BelarusFeed, http://belarusfeed.com/always-online-google-reveals-how-belarusians-behave-in-internet.

14

“Most Belarusian 3G subscribers use the internet everyday” (in Russian), DigitalReport, November 25, 2016, https://digital.
report/belorusskie-3g-abonenty-polzuyutsya-internetom-kazhdyiy-den.

15

“More than 11 million cellular subscribers are counted in Belarus,” [in Russian], 42.tut.by, January 24, 2014, https://42.tut.
by/383801

16

“Telecommunication,” Ministry of Communication and Informatization, http://www.mpt.gov.by/en/telecommunication,
accessed April 12, 2017.

17

“The external internet gateway of Belarus has expanded 16 times in the last five years” (in Russian), 42.TUT.BY, April 11,
2017, https://42.tut.by/539022.

18

“More than 87% of Belarusian users turn to the internet almost daily” [in Russian], BelTA, January 11, 2016, http://www.
belta.by/tech/view/bolee-87-belorusskih-juzerov-obraschajutsja-k-internetu-prakticheski-ezhednevno-176980-2016

19

StatCounter Global Stats, http://gs.statcounter.com/platform-market-share/desktop-mobile-tablet/
belarus/#monthly-201606-201703.

20

From Beltelecom’s Press Service, cited in “Penetration of fixed broadband internet access in Belarus reached 25%,” Interfax.
by, February 15, 2017, https://www.interfax.by/news/belarus/1220196

21

“ICT development development,” Ministry of Communications and Informatization, February 10, 2017, http://www.mpt.
gov.by/en/news/10-02-2017-1638

22
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European countries.23 Nevertheless, prices do not generally constitute a barrier to ICT uptake in Belarus.24 With inflation and devaluation, prices for internet access have risen only slightly in 2017. Beltelecom is known to periodically flood the market with under-priced packages to reduce competition
from private operators.25 Google and other digital companies which generate significant online traffic also have preferential agreements with Beltelecom, allowing it to engage in predatory pricing.26
While Belarus has two official languages—Belarusian and Russian—the majority of citizens use Russian in daily life. Russian-language broadcast, print, and online outlets—both foreign and domestic—
dominate Belarus’ media and information spheres.27 As a result, the Belarusian internet has been
strongly influenced by sites based in Russia. While websites originating in Russia once dominated
the Belarusian internet, this trend is changing. In 2009, up to 94 percent of internet traffic from Belarus was to Russia-based sources; as of 2016, traffic to Russian sources and Western sources was
almost equal.28
By April 2015, almost 75 percent of Belarusian internet users were active on social media.29 As of
March 2017, Belarus’ most popular social media site was VKontakte, followed by Odnoklassniki,
Facebook, and Twitter.30 YouTube is the third most popular website among young people in Belarus.31 Instagram had over 650,000 users a month by the end of 2016.32

Restrictions on Connectivity
The Belarusian government did not impose any permanent restrictions on ICT connectivity or access
to particular social media or communication apps. The authorities possess this capability, since the
backbone connection to the international internet is owned and controlled by the government.
However, the government did shut down mobile internet in downtown Minsk and at least one regional capital during antigovernment protests held on “Freedom Day” on March 25, 2017. The out-

See Chapter Four, “Monitoring the price and affordability of ICTs” in the Measuring the Information Society Report 2015,
ITU, Geneva, 2016, http://www.itu.int/en/ITU-D/Statistics/Documents/publications/misr2015/MISR2015-w5.pdf, pp. 93-144; and
Chapter Four, “ICT Prices, in Measuring the Information Society Report 2016, ITU, Geneva, 2016, http://www.itu.int/en/ITU-D/
Statistics/Documents/publications/misr2016/MISR2016-w4.pdf, pp 97-152. For a comparison of ICT costs in the CIS, see “ITU
Report 2016: The cheapest fixed internet is in the CIS” [in Russian], DigitalReport, November 30, 2106, https://digital.report/
otchet-mse-2016-v-sng-samyiy-nedorogoy-fiksirovannyiy-internet
23

Belarus ranked 41st in the Mobile-cellular sub-basket, 47th in the Fixed-broadband sub-basket, and 26th in Mobilebroadband prices. See Measuring the Information Society Report 2016, http://www.itu.int/en/ITU-D/Statistics/Documents/
publications/misr2016/MISR2016-w4.pdf, pp. 97-152.

24

Vladimir Volkov, “Google in Belarus Supports State Telecom Monopoly Against Fair Competition-and Its Own Principles,”
Digital.Report, March 1, 2016, https://digital.report/google-in-belarus-supports-state-telecom-monopoly

25
26
27

Ibid.

See: http://larics.ro/en/ukraine-moldova-belarus-facing-russian-information-war-done-next.

“’Long Tail’ in the Belarusian Internet” [in Russian], Information Policy Biz, December 8, 2016, http://www.infopolicy.
biz/?p=9078; Mikhail Doroshevich and Marina Sokolova, “’Digital Transfomation’: To What Extent is the Country Ready to
Embrace it?”, Belarusian Yearbook 2017, Nashe Mnenie, Vilnius, 2017, http://nmnby.eu/yearbook/2017/en/index.html, p. 140.

28

Mikhail Doroshevich, “Users of Social Media in Belarus and their Behavior,” Gemius, July 1, 2015, http://www.slideshare.net/
MikhailDoroshevich/doroshevich-01072015?related=1, p. 8.

29
30

StatCounter, http://gs.statcounter.com/social-media-stats/all/belarus, Accessed April 9, 2017.

32

Gemius, Audience Research, Belarus, https://audience.gemius.com/en/research-results/belarus.

“Generation C YouTube Generation,” Gemius Global, February 27, 2017, https://www.gemius.com/all-reader-news/
generation-c-youtube-generation.html.
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age was widely regarded as an attempt to prevent journalists and protesters from reporting and live
streaming from the demonstration.33
The state-owned Beltelecom and National Center for Traffic Exchange are the only entities permitted
to handle connections with ISPs outside of Belarus. All commercial providers must purchase internet access from Beltelecom’s Belpak gateway. The Center provides access to the points of sharing
national traffic (peering).34 While the government does not limit the amount of bandwidth that providers can supply, the fact that ISPs depend on Beltelecom allows the authorities to control access
speeds for the entire country.
Launched in 1994, the Belarusian domain zone (.BY, often called the “BYnet”), had more than 122,000
registered domain names by November 2017. Since 2014, it has been one of the fastest growing
country domain zones in Europe.35 All legal entities operating in the “.BY” domain must use Belarusian hosting services. In 2014, ICANN approved Belarus’ request for a Cyrillic domain .БЕЛ (.BEL) as
an alternative national domain. As of November 2017, the .БЕЛ domain contained almost 14,500
registered names.36

ICT Market
The ICT sector in Belarus continued to develop.37 In 2016, the country was called the “Silicon Valley
of Eastern Europe.”38 In the ITU’s Measuring the Information Society 2016 report, Belarus ranked 31st
of 175 countries, up two places from the year before.39 Belarus continued to lead the CIS and was
the only CIS country to improve its global ranking in 2016.40 President Lukashenka signed a decree
approving the state program of innovative development for 2016-2020, which includes the objective
of actively developing the ICT industry in Belarus.41
The Ministry of Communications has issued more than 230 licenses for ISPs in Belarus; 66 were active in early 2017.42 There is competition between internet providers, but more than half the market

“Freedom Day in Minsk: Riot police with weapons and water cannons, hundreds detained” [in Belarusian], Radio
Liberty, March 25, 2017, http://www.svaboda.org/a/28390548.html and “Several hundreds of people attended Freedom Day
demonstration in Brest” [in Belarusian], Radio Liberty, March 25, 2017, http://www.svaboda.org/a/28390478.html

33

“National Center for Traffic Exchange replaced Beltelecom in providing peering services,” [in Russian], TechOnliner, April 3,
2012, http://bit.ly/1GKgTlA.

34
35
36

See http://cctld.by/en/statistics, accessed April 13, 2017.

See Official Site of the Domain Zones .BY and .БЕЛ, http://cctld.by/statistics/stats-bel, accessed November 2017.

See the infographic ICT Development in Belarus, BelTA, http://eng.belta.by/infographica/view/ict-development-inbelarus-1908.

37

“Belarus is Emerging as the Silicon Valley of Eastern Europe,” The Wall Street Journal, December 6, 2016, https://www.
wsj.com/articles/belarus-is-emerging-as-the-silicon-valley-of-eastern-europe-1481032802; “Without HTP, the level of
Belarus’ export of IT services would be three times less” [in Russian], Thinktanks.by, February 24, 2017, https://thinktanks.by/
publication/2017/02/24/bez-pvt-uroven-belorusskogo-exporta-it-uslug-byl-by-v-tri-raza-menshe.html; “Belarus Named
Among Top Outsourcing Destinations of 2016,” BelarusFeed, September 23, 2016, http://belarusfeed.com/belarus-namedamong-one-of-the-top-outsoursing-destinations-of-2016
38

Measuring the Information Society Report 2016, ITU, Geneva, 2016, http://www.itu.int/en/ITU-D/Statistics/Documents/
publications/misr2016/MISR2016-w4.pdf, p. 12.

39

40

Ibid, p. 61.

42

See “All providers,” Providers.by, accessed April 13, 2017, http://providers.by/by-providers

State program of innovative development for 2016-2020, [in Russian], http://www.pravo.by/upload/docs/op/
P31700031_1486414800.pdf; For a critical analysis, see Mikhail Doroshevich and Marina Sokolova, “’Digital Transfomation’: To
What Extent is the Country Ready to Embrace it?”, Belarusian Yearbook 2017, Nashe Mnenie, Vilnius, 2017, http://nmnby.eu/
yearbook/2017/en/index.html, p. 141-143.
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is controlled by the state-owned Beltelecom.43 The largest selection and best quality of internet access is available in Minsk, where some 37 companies offer access; smaller cities have fewer options.44
Belarus has three mobile service providers. The largest is MTS, which is a joint venture of the staterun Beltelecom (51%) and the Russian MobileTeleSystems (49%); it has 5.3 million subscribers. Velcom, which is a member of the Telekom Austria Group, has 4.9 million. Life:) is owned by Turkcell
(80%) and the State Property Committee of Belarus (20%); it has 1.6 million subscribers. Mobile providers have started offering services in the fixed internet market. This trend could mean less competition and more state control, given the government’s stakes in MTS and Life:).45

Regulatory Bodies
There is no independent regulator overseeing ICTs in Belarus. There is strong state regulation and involvement in the telecommunications and media market. The Ministry of Communications founded
Beltelecom in 1995 and continues to regulate the company, undermining regulatory independence.
In addition, the Presidential Administration’s Operations and Analysis Center (OAC), which was initially a subdivision of the State Security Committee (KGB), has the authority to oversee ISPs, conduct
online surveillance, and manage Belarus’ top-level domains. Other governmental bodies with authority over this sector include the State Telecommunications Inspectorate, the State Control Committee, the KGB, and the Prosecutor General’s Office.

Limits on Content
In the past year, the government has restricted access to some political content online, particularly
around politically significant events, such as elections and protests. Belarus’ legal regime gives the
state powers to limit online content which falls within broad categories such as threatening national
interests or promoting extremism. As the internet in Belarus is dominated by Russian outlets, Russian
progovernment propaganda and trolls continue to distort the online media landscape. Meanwhile, independent Belarusian outlets struggle for resources, an issue exacerbated by Belarus’ economic crisis.

Blocking and Filtering
The Belarusian government blocked more websites in 2016-2017 compared to the previous year.
The majority of these cases did not involve political or social issues, as the Belarusian government
sought to improve relations with the European Union. Some opposition anarchist websites were
blocked, as well as sources of independent news relating to the 2016 parliamentary elections and
spring 2017 economic protests. Following an earlier legal directive, the government also began
blocking Tor.
According to the Ministry of Information, the government blocked access to 47 websites in 2016,

Anne Austin, Jonathan Barnard, and Nicola Hutcheon, “New Media Forecasts 2015, ZenithOptimedia, October 2015, http://
www.zenithoptimedia.com/wp-content/uploads/2015/11/NewMediaForecasts2015_Report.pdf, p. 14.

43
44

See “By city,” Providers.by, http://providers.by/by-providers/?by_cities

In 2016, the mobile provider Velcom bought Atlant Telecom, Belarus’ largest private ISP. Vladimir Volkov, “Belarus is
preparing for a large redistribution of the fixed internet market,” DigitalReport, November 29, 2016, https://digital.report/vbelarusi-gotovitsya-masshtabnyiy-peredel-ryinka-fiksirovannogo-internet-dostupa
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compared to 40 websites blocked in 2015.46 Access to one website blocked in 2016 has been restored. Authorities justify blocking on the grounds that a website is distributing extremist materials,
selling drugs, engaging in illegal advertising, or promoting pornography. Websites of anarchist
groups “Revolutionary Action” and “Pramen” were among the websites blocked in this coverage period. 47 Russian website Sputnikipogrom.com was also blocked, deemed by authorities as an extremist website calling for “violent change of the constitutional order of Belarus.” 48
Authorities have also targeted independent online media during politically sensitive times. The
websites of three independent news websites, Charter97, BelarusPartisan, UDF, and NN, were briefly
unavailable on the day of Belarus’ parliamentary elections in September 2016.49 Charter97 was again
temporarily blocked during the March 2017 economic protests.50
Amendments made to the Media Law in 2015 allow the government to treat online media as traditional media and permit the Ministry of Information to issue warnings, suspend, and file closure
suits against online outlets.51 The Ministry can block access to sites if two warnings have been issued
within 12 months, and can also block sites without a warning for posts it deems illegal.52 The types
of information considered illegal were expanded to include “information, the distribution of which
can harm the national interests of the Republic of Belarus.” This and other provisions are subject to
broad interpretation and can be used to stifle critical media. Whereas it had been the responsibility
of courts to decide what internet posts were illegal, the amendments now empower officials to do
so, leaving no avenues for appeal. The amendments are seen by the Organization for Security and
Cooperation in Europe (OSCE) Representative on Freedom of the Media and other media rights experts as posing a major threat to free speech.53
Under the amended Media Law, a blacklist of websites is now maintained by the Telecommunications Ministry’s State Inspectorate for Electronic Communication, which makes changes to the list on
instructions from the Ministry of Information. Only government agencies and ISPs have access to the
blacklist, which should be reviewed daily. Any government body can add to the blacklist through the
“Mass Media Annual Results 2016 In Figures” in E-NEWSLETTER: MASS MEDIA IN BELARUS, Bulletin #4 (50) (October–
December 2016), Belarusian Association of Journalists, March 7, 2017, https://baj.by/en/analytics/e-newsletter-mass-mediabelarus-bulletin-450-october-december-2016

46

47 “Anarchist Website Blocked in Belarus,” Charter97, October 31, 2016, https://charter97.org/en/news/2016/10/31/229542.
The Belarusian government has a history of repressing anarchist groups. See Vadzim Bylina, Belarusian Authorities Step Up
Pressure on Anarchists,” Belarus Digest, March 17, 2015, http://belarusdigest.com/story/belarusian-authorities-step-pressureanarchists-21862.

Andrey Serada, “Information ministry blocks Russian far-right website,” BelaPAN, January 25, 2017, http://en.belapan.by/
archive/2017/01/25/en_25011259b.

48

“Parliamentary Elections 11 September 2016,” OSCE/ODIHR Election Observation Mission Final Report, p.18, December 8,
2016, http://www.osce.org/odihr/elections/287486?download=true

49

“Authorities Block Charter97.org Site in Belarus,” Charter97, March 15, 2017, https://charter97.org/en/
news/2017/3/15/243844.

50

51 For a critical analysis of the amendments, see Andrei Bastunets, “Analysis of Amendments to Media Law,” BAJ, January 22,
2015, http://bit.ly/1Le32bb.

52 The updated subparagraph 1.3 of Article 38 specifies information illegal for distribution and reads as follows, “information
aimed at the propaganda of war, extremist activity or containing calls for such activity, pornography, violence and cruelty, as
well as other information, the distribution of which can harm national interests of the Republic of Belarus or banned by this Law,
and other legislative acts of the Republic of Belarus.”

53 Organization for Security and Cooperation in Europe (OSCE), “New regulation and recent blockings threaten free speech
on Internet in Belarus, says OSCE Representative,” press release, December 22, 2014, http://bit.ly/1QAuUb4
; Committee to Protect Journalists, “Belarus adopts restrictive media law amendments, blocks websites,” December 23, 2014,
https://cpj.org/x/5e76; Reporters Without Borders, “Belarusian authorities impose alarming Internet controls,” May 19, 2015,
http://bit.ly/1G9BWmW; Official version of amendments at: “Amendments to the Law on Media,” [in Russian] December 21,
2014, http://bit.ly/1QAvqFT.
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Ministry of Information. A website can be blocked by a provider within 24 hours, while it may take
the Ministry of Information up to a month to restore access to it once all violations are corrected. Experts note that the government’s decisions are made arbitrarily, do not require judicial approval, and
allow no course for appeal.54
Ruling No. 6/8, which laid out the mechanisms and procedures for restricting access to websites under the new law, came into force in February 2015.55 According to the directive, sites will be blocked
if they contain information deemed to be illegal by the government. Websites also may be blocked
if their owners fail to correct violations of the Media Law as required by the authorities. The directive
allows not only state agencies but also any individual to propose the blocking of specific websites.
In late November 2016, the Belarusian authorities began blocking Tor.56 The Ministry of Communications stated that the blocking is intended to prevent access to blocked websites.57 The crackdown on
Tor was foreshadowed by Ruling no. 6/8, which also permits the blocking of proxy servers and anonymizers.58 According to experts, authorities are impeding Tor usage by denying access to known
Tor relays.59 However, Tor users appear to be successfully circumventing the block, with increasing
numbers of Belarusians connecting to Tor using bridge relays, which are more difficult for authorities
to block.6061 Experts believe that authorities have acquired technology from Chinese suppliers to assist with online censorship, including with censoring TOR.62
The authorities continued their efforts to block, close, and regulate e-commerce sites, a practice that
began in 2014. The Ministry of Trade reported that it had suspended the operations of 11 websites
Tanya Korovenkova, “Edict No. 60 less restrictive than feared, but authorities can tighten screws,” BelaPAN, July 1, 2013,
http://bit.ly/1Le7Ddp.

54

Ruling of the Operational and Analytical Center and the Ministry of communication and informatization № 6/8 from
February 19, 2015, [in Russian], http://bit.ly/1VWX32N. In May 2015, the Ministry of Information began warning websites,
including a number of political and news sources, that they were allegedly violating the amended Media Law. The first official
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for advertising irregularities in early 2017.63 One internet expert noted that the Ministry of Trade has
assumed the functions of an economic and political censor.64
As in the past, basic techniques such as IP filtering and disabling DNS records were employed. Authorities do not appear to perform regular or automated monitoring of the accessibility of banned
websites, and it generally takes several hours for a new IP address to be blocked. However, the Belarusian government is reported to be in possession of equipment and software necessary for DPI.65

Content Removal
The government increasingly issues warnings to pressure websites to take down politically sensitive
content. The Ministry issued eight warnings to independent print media, most of which also have
corresponding webpages and social media pages, and eight warnings to websites in 2016.66 Two
websites received warnings in 2017.
In March 2017, TUT, the country’s largest news portal, was forced to remove an article about Belarusian volunteers fighting alongside Ukrainians in Donbas. The Ministry of Information issued a warning to the outlet, claiming that the article could “harm the national interests” of Belarus.
The Ministry also sometimes pressures websites to remove comments posted by users. NN, a leading independent news site, received warnings for several comments posted by readers in March
2017 regarding the antigovernment protests. The comments were subsequently removed by the
outlet.67 Two or more such warnings received within a year can lead to the closure of the media
outlet.68
The authorities ramped up pressure on online outlets to remove content after 2015 amendments
to the Media Law permitted the Ministry of Information to demand the deletion of information
deemed illegal within broad categories, such as content related to extremism or content considered harmful to national interests.69 The amendments require the owners of websites to remove any
online content disputed by any person and to post a refutation in its place. If the publishers do not
comply, their sites can be blocked. Website owners are held liable for any illegal content posted on
their sites, and can also be punished for abusive or “incorrect” comments left on message boards.70
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These decisions are no longer made by courts but by executive bodies, and there is no dispute
mechanism or right to appeal.

Media, Diversity, and Content Manipulation
Destabilizing developments in the region, including a Russian propaganda campaign, a lingering
economic crisis in both Belarus and Russia, and the 2016 parliamentary election in Belarus, had an
adverse effect on the online media landscape. With the internet serving as an important source
of information for Belarusians, the government stepped up its efforts to influence and manipulate
online content. The authorities also continued to use preferential subsidies to favor progovernment media outlets and accreditation requirements to punish freelance journalists. These measures
proved unsuccessful, as more people turned to independent online sources in 2016-2017, finding
them at least as credible as state-run media.
Through selective use of oppressive laws, threats and force, the government actively promotes
self-censorship. In particular, following amendments to the Media Laws which hold website owners
liable for content posted by third parties on their page, moderators proactively censor online discussion forums.71 A fear of having one’s website blocked or otherwise restricted reinforces self-censorship among editors, journalists, and website owners.7273
Trolling is one of the government’s less direct methods of manipulating online content. Since the
2010-2011 protests, the number of trolls and paid commentators has increased significantly on
independent Belarusian websites. While it is difficult to prove that trolls are paid, a level of coordination behind their activities is evident. They are constantly present on popular and influential internet
forums and social networks, immediately react to new developments, and frequently work in teams.74
Suspicions that the state-run Belarusian Union of Youth (BRSM) were being used as trolls were confirmed in a series of online leaks in 2016. The leaked messages contained instructions from the secretary of the BRSM branch at the Belarus State University to other BRSM leaders to mobilize online
and defend their fellow member online. The leader instructed others to comment on critical articles,
providing several examples of acceptable comments, and set strict deadlines.75
Trolls become particularly active during times of unrest, inundating social media and comment sections with praise for the government and criticism of the opposition. State television often quotes
these comments as voices of ordinary Belarusians. Recent research shows that trolls are not particu-
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larly effective at changing online discourse, with ordinary users frequently stepping in to refute their
comments.76
Russian propaganda continues to play a divisive role in Belarus, where the Russian language and
Russian outlets dominate the media scene and influence Belarusians.77 According to an unpublished
2017 poll, Belarusians trust Russian media more than Belarusian state or independent media. Russian propaganda encourages the view that Belarusians are not a separate nation but are part of the
“Russian world,” and the idea is influential in Belarus—according to a 2015 poll, roughly a third of
Belarusians believe in the Kremlin’s narrative.78 Though traditionally close to Russia, Lukashenka has
come to fear an aggressive Kremlin in the wake of its invasion of Ukraine. Russia’s economic problems have made it less willing to support Belarus’ ailing economy, prompting Lukashenka to encourage more national sentiment at home, neutrality on Ukraine, and improved relations with the West.
The response from the Kremlin and Russian nationalists has been harsh. Russian media outlets,
including websites, increased their pro-Russian propaganda and unleashed a vitriolic campaign
against both state and non-state actors in Belarus. In many ways, the Kremlin operation resembles the trolling campaign organized against westward-leaning Ukraine. Russian websites accuse
Lukashenka of being disloyal to Russia, too independent, and pro-Western. Always critical of the
national symbols, culture, and history embraced by the Belarusian democratic opposition, they now
allege that the Belarusian authorities and their opponents have allied to promote “dangerous” nationalism and “Russophobia.”79 In the last year, nationalist Russian websites such as Imperiya News,
Regnum, and Sputnik I Pogrom increased their campaign linking Belarusian national symbols to fascism.80 Russian trolls also have become more active on Belarusian websites and social media pages,
and purportedly outnumber Belarusian trolls. These trolls not only attack pro-democratic online
forums and activities but seek to influence viewers and manipulate content on Russian-Belarusian
issues.81
Despite Belarus’ traditionally close relationship with Russia, the Belarusian government has indicated
that it is prepared to curb information coming from Russia that it deems threatening. In December
2016, Minister of Information Lilia Ananich declared “We will not allow the information space of our
sovereign state to become an arena of confrontation and conflict. And it doesn’t matter from which
direction these ideas are thrown at us - West or East.”82
The authorities continued using onerous administrative laws to restrict non-state journalists. Journalists are not allowed to work without state accreditation, exposing freelancers and online journalists
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to legal sanction.83 While authorities relaxed enforcement of the rules around the September 2016
parliamentary elections, they once again clamped down on unaccredited journalists during the February-March 2017 protests (See “Prosecutions and Detentions”).
The government controls all broadcast media and more than 600 newspapers and information websites. Since 2015, the government has been operating the site, Belsmi, which promotes state-controlled local media and strives to create a favorable image of the country. Experts have criticized the
site for its one-sided content.84 The government also determines online content through significant
financial support to progovernment media outlets, made more influential by the country’s poor
economic conditions. In 2017, the government increased its support to state media to about US$50
million, up from US$48 million in 2016. The amount dedicated for online state media also appears
to have risen.85 These funds are used to “collect, prepare and disseminate state orders on official
information.”86 The government also provides preferential advertising and subsidizes rent and other
operating costs.
In contrast, non-state media receive no government subsidies and suffer from a chronic lack of
funding. The government employs direct and indirect economic pressure to limit financial support
for independent online media outlets, making it nearly impossible for these sites to be profitable.87
Forced to operate in semi-underground conditions and facing constant pressure, independent online media and opposition sites are unable to monetize their growing audiences and popularity.
The online advertising market was worth approximately 18 million in 2016.88 While most independent news websites cannot benefit, private companies appear to be less afraid to advertise on their
platforms. Restrictive amendments to the Law on Public Associations and the Criminal Code that
were passed secretly in 2011 made it a criminal offense for NGOs to receive foreign funding, posing
a direct threat to independent media.89
In spite of the challenging media environment, Belarus continues to have a vibrant and diverse
online presence. In 2016-2017, greater numbers of Belarusians consumed news and information
from independent online sources, finding them to be as credible as the government’s media.90 The
great majority of the top 50 news and information websites continue to be either independent or
opposition-run.91
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Independent online media grew in influence around the February-March 2017 protests, with four
independent outlets broadcasting online live from the protests, which state media meanwhile
largely ignored; one broadcast was watched by over two million viewers, an unattainable figure for
state media. 92 Social media has amplified the reach of independent media. 93 The ten most-visited
Facebook pages of media outlets in Belarus are dominated by independent or opposition news and
information sources.94 On Twitter, leading independent media figures have followers numbering in
the hundreds of thousands.95
Because of government repression, many political, civic and media activists emigrated over the last
two decades. As a result, the editorial offices of some of Belarus’ most popular and influential websites are based outside of the country: in Poland (Charter97.org, Euroradio.fm), Ukraine (Belaruspartisan.org), and the Czech Republic (Svaboda.org). Nevertheless, the vast majority of these websites’
viewers and reporters are based in Belarus.
Belarus has a vibrant blogosphere due to government restrictions over traditional media. For independent-minded commentators, blogs serve as an alternative tool for disseminating uncensored
information and fostering discussion on social, political and economic issues.96 The followings of the
most popular Belarus blogs rival the circulations of many independent newspapers. While blogs in
Belarus traditionally have been written by elites, video blogs by different social groups recently have
become more popular.

Digital Activism
As more Belarusians turn to the internet for news and information, it has also grown as a tool for activism. The mobilizing potential of the internet has been most apparent during times of unrest, such
as elections or protests.
Major antigovernment protests were held in Minsk and other major cities in Belarus in February and
March 2017, sparked by a “social parasite” tax proposed by the government targeting unemployed
people.97 Social networks and mobile messengers, including VKontakte and Telegram were used to
organize the demonstrations.98 In the wake of the demonstrations and critical independent media
coverage, President Lukashenka suspended implementation of the tax.99
Online platforms were also essential for information sharing during the protests, as state media
largely ignored or misreported about the protests. Live streaming, for example, was a key technolo92 Valer Karbalevich, “What political consequences we should expect from the propaganda campaign surrounding ‘Bely
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gy employed by activists in confronting state propaganda and mobilizing civic protest. On March 25,
dozens of journalists from independent media and hundreds of ordinary participants reported live
from the Freedom Day demonstration in Minsk and other regional centers, while state media either
ignored the protests or broadcasted misleading images of empty streets shot hours beforehand.
Although the authorities shut down mobile phone and internet connectivity at the epicenter of the
demonstration, some activists within coverage range managed to continue live streaming and several million people watched live online broadcasts of the brutal dispersal of protesters.100 Never before
had such a large audience watched video online simultaneously. One media activist noted, “We were
streaming the truth while state media were still editing their lies. Now that we are armed with new
technologies, it’s a lost cause for the regime.”101 On March 25, several leading independent news
websites registered a record number of visitors and page views.102
Live streaming was also used by activists in the lead-up to the protests to document individual cases
of mistreatment by the authorities. On March 15, Piotr Markelau, a young civic activist, was arrested
for live streaming from a Minsk trolley bus in which special police were brutally arresting participants
of an authorized demonstration. He was sentenced to 12 days in prison. Markelau’s video went viral
and generated over 155,000 views on YouTube.103
In another case, a prominent youth leader, Zmicier Dashkevich, live streamed from his car as he was
chased by the KGB. When his feed was cut by the police, another activist stepped in and continued
the live feed documenting the authorities’ harsh treatment of Dashkevich as he was placed in detention; 20,000 people watched the stream. Later, hundreds of people listened to an audio stream from
the court trial, exposing blatant lies by the police witnesses about the circumstances of Dashkevich’s
arrest.104 As a popular author and commentator noted, “we were witnessing the most powerful talk
show in the modern history of Belarus—the first real people’s live broadcast through streaming on
social networks.”105
Online political satire has become a popular medium to channel frustrations with the government. In
a June 2016 address, Lukashenka called on citizens to “get undressed and get to work. Work until we
sweat. If we don’t, we’ll perish.”106 Young Belarusians took his order enthusiastically, launching one
of the largest virtual flash mobs in the recent years. The following day, social media were flooded
with photos and videos of naked employees at their workplaces, covered only with office equipment.
The flash mob continued for several days, receiving extensive coverage by Belarusian independent
outlets and leading foreign media, and generating hundreds of thousands of views, comments, and
shares on social networks.107 By ridiculing the autocratic government, collective satire reduces fear of
authorities and motivates citizens to further resist.
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Despite a chronic economic crisis, reform of the national currency, and falling living standards, civic
crowdfunding is flourishing in Belarus. While the average donation is modest and varies between
US$5-US$20, the Belarusian crowdfunding market reached US$500,000 in 2017, according to one
estimate.108 Crowdfunding has become a convenient and simple form of civic participation, creating alternative, horizontal community support networks. Analysis indicates that Belarusians are
more willing to donate to non-politicized humanitarian, social, and cultural initiatives.109 The online
magazine Imena (Names) crowdfunded a record US$21,000, becoming Belarus’ first independent
media outlet totally funded by its readers.110 Imena also launched a successful online crowdfunding
campaign in support of children in state institutions, raising US$35,000. The campaign forced the
government to conduct investigations at ten state long-term care facilities, ultimately allocating additional funding and reviewing its healthcare policies.111
For many Belarusians, crowdfunding has also become means of supporting pro-democratic causes,
without the risks of participating in demonstrations. Nasha Niva, the oldest Belarusian language
newspaper, and its popular news website NN.by, ran a bold crowdfunding campaign, raising more
than US$8,000 (170% of the original target) for investigative journalism projects, proving that a certain segment of the online audience is ready to pay for objective information.112
Activists used online crowdfunding platforms to support activists arrested during the peaceful
demonstrations in March 2017. A group of online activists launched a fundraising campaign to cover
hundreds of activists’ fines, as well as providing other support. The campaign was widely backed
and promoted by the independent online media. In less than two weeks, more than US$42,000 was
raised, with donations coming from Belarus and around the world.113
Crowdfunding has also helped civic and political activists that are otherwise barred from finding official work as a result of their activism. The #BY_help initiative launched a database of small businesses and services offered by activists that anyone can access. Another database managed by #BY_help
volunteers contains information about companies willing to provide special offers, discounts, or
even free services to the activists and their families.114

Violations of User Rights
Law enforcement authorities detained and harassed digital journalists covering the spring 2017 antigovernment protests, particularly targeting those who were live streaming. Ordinary social media users
were fined for posting calls to protest. The Belarusian government continued to expand the sophisti-
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cated surveillance technology within its arsenal, with no independent oversight over the state’s surveillance practices.

Legal Environment
While the rights to freedom of expression and information are guaranteed by the Belarusian constitution, they remain severely restricted and violated in practice. Since 2008, the government has
passed a series of repressive laws to stifle critical voices online.115 The 2014 amendments to the 2008
Media Law extended the government’s restrictive laws against independent print media to cover
the online sphere. In January 2015, amendments to Articles 188, 361, and 367 of the Criminal Code
also came into force. These amendments specifically made information distributed via the internet
subject to criminal penalties for defamation, defamation of the president, and threats to national
security.116

Prosecutions and Detentions for Online Activities
Amid growing economic and social unrest, law enforcement cracked down on online activists and
journalists. Recognizing the mobilizing power of social media and online outlets, authorities pursued
online activists with renewed intensity, particularly throughout the spring 2017 antigovernment
protests.
The Belarusian Association of Journalists (BAJ) reported that well over 100 journalists were punished
by law enforcement authorities for reporting on the protests in March 2017. The majority of these
journalists were reporting live online for various online media outlets. On March 31, police raided
two Belsat offices in Minsk. The police confiscated all of their equipment. The head of Belsat’s news
division linked the searches with the TV channel and website’s active and extensive coverage of the
protests.
While most journalists arrested for their coverage of the protests were released after several hours,
many were prosecuted and fined. In at least 10 cases, journalists were subject to administrative arrests varying from five to fifteen days. Belsat journalist and cameraman Aliaksandr Barazenka was
arrested while live streaming from the protest. Barazenka’s video footage of his own arrest contradicted the subsequent testimony of the arresting officers.117
Law enforcement targeted citizens and journalists live streaming from the protests, recognizing the
technology’s power to instantly spread information to a wide audience. In March 2017, Maksim
Philipovich, a video blogger from Homel who is known for his public criticism of the “parasite tax,”
was arrested for live streaming from protests and sentenced to 25 days administrative imprisonment.118 Another blogger, Siarhej Piatrukhin, well known through his popular YouTube channel “The
For a review of legislation prior to 2014, see “Part II: ICT Regulatory Policy” in “National ICT profile of Belarus” [in Russian],
DigitalReport, October 12, 2014, https://digital.report/belarus-regulyativnaya-politika-v-oblasti-ikt
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People’s Reporter,” was also arrested while live streaming from protests and sentenced to 15 days
administrative arrest.119
The authorities resumed targeting freelance online journalists with administrative fines for reporting
without necessary government accreditation, charging them under Article 22.9 of the Administrative
Code for “illegal production and distribution of information.”120 While the government had scaled
back this practice in 2016 amid local and international criticism, by the end of October 2017, 50
fines totalling US$20,520 were issued.121 Some reporters were charged multiple times, with fines
ranging from US$240 to US$480 each.122 Volha Zhurauskaya, a popular video blogger who has runs
the channel “Filming Allowed” on YouTube, was fined for her video report from the “Freedom Day”
demonstration in Vitebsk.123
In April 2017, a blogger was charged under Article 22.9 for the first time for live streaming on social
media. An animal rights volunteer was fined US$245 for live streaming from an animal shelter on
social network Odnoklassniki. The court ruled that the social network was mass media, the volunteer,
who had never worked in the media, was a journalist, and the streaming qualified as the illegal production and distribution of a media product.124 While this case was unique, it could become a precedent for using Article 22.9 against bloggers and online activists.
The Belarusian Association of Journalists (BAJ) has condemned the government’s persecution of
freelancers. It has pointed out that the legal provision under which the freelancers are being charged
is applicable to media organizations, not to individual journalists. Furthermore, the prosecution of
freelancers violates both Belarus’ constitution and its international obligations.125 The OSCE and other international organizations defending freedom of expression have denounced the practice.
In January 2016, the Belarusian authorities arrested Eduard Palchys, the creator of the antigovernment website 1863x.com. He was charged under Article 130 of the Criminal Code for inciting racial,
national, or religious hatred, as well as distributing pornographic materials, through the content
published on his website.126 The blogger faced up to five years imprisonment.127 Independent experts considered the charges baseless,128 and Belarusian and international human rights groups con-
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sidered Palchys a political prisoner.129 In October 2016, Palchys was found guilty and sentenced to
one year and nine months of restricted freedom, but was released in the courtroom for time served.
This “hybrid sentence” was interpreted as a concession by the government in its attempt to continue
a political thaw, hoping to improve relations with the West while still appeasing Moscow. Palchys
was a vocal opponent of Russia’s war against Ukraine.130 After his release, Palchys resumed producing his web publication, which remains critical of the regime and popular with readers.
In December 2016, the government detained three Belarusian citizens–Yury Paulavets, Dzmitry Aimkin, and Siarhei Shyptenka–who contributed publications to the Russian news agency Regnum and
other nationalist Russian websites. They were charged under Article 130 of the Criminal Code, and
the criminal proceedings were based on a Ministry of Information determination that their online
publications were extremist.131 The arrest took place one week after Minister of Information Ananich
had sent a letter to Russia’s Special Representative on International and Cultural Cooperation, in
which she expressed concern over the rise of “tendentious” and “sometimes destructive” materials
being published in the Russian media, which “impugn the sovereignty and territorial integrity of
Belarus.”132 While public opinion in Belarus was divided on this unusual case, given Regnum’s nationalist character and Russia’s growing information war against Belarus, freedom of expression advocates viewed it as another example of the state’s obstruction of freedom of speech and freedom of
opinion.133
This past year, the authorities began prosecuting social media users for their activity online. The
precedent-setting case occurred in September 2016, when an activist from Mogilev was charged in
absentia for sharing a post in Vkontakte calling on people to protest against fraudulent elections.134
Authorities stepped up prosecution of social media users in the aftermath of the spring 2017 protests, likely after the government became aware of social media’s role in coordinating the demonstrations. On March 24, Homel resident Andrey Makarov was found guilty of inciting participation
in an unauthorized protest on Facebook and sentenced to seven days of administrative arrest by
a Gomel court.135 An independent trade union leader from Bobruisk was fined US$490 for posting
appeals on Odnoklassniki to take part in demonstrations. Similar charges were brought against an
opposition activist in Slutsk.136 A journalist from the Slutsk independent newspaper and website Infa-Kurjer was fined for his posts in social networks. One week earlier, he had spent 12 days in prison
after being detained on the eve of the “Freedom Day” protest.137 Aleksandar Rabets, a man from
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small town in the Mogilev region, was fined $120 for reposting a video about anarchists. Rabets,
whose mobility is limited due to a disability, had his mobile phone confiscated.138 A young person
from Khoiniki was charged for reposting the same video in Vkontakte.139 In Mozyr, Dzmitry Shcharbatykh was fined for making derogatory posts about the Belarusian language on social media in
September 2016.140

Surveillance, Privacy, and Anonymity
Belarus employs systematic, sophisticated surveillance to monitor its citizens and control critical
expression online. The law allows the government to undertake wide-ranging surveillance at its
discretion, and does not require independent judicial authorization or oversight. A recent Amnesty International report notes that “fear of surveillance is pervasive amongst civil society activists in
Belarus.” Activists reportedly fear that their offices are bugged, their phone calls listened to, their
locations tracked, and their online communications at risk of being hacked. It concludes that “civil
society itself is weaker in Belarus because of surveillance, and the chilling effect that comes with the
fear of surveillance.”141
The Belarusian government continued increasing its ability to monitor its citizens and control critical expression online through systematic surveillance. In July 2016, the government’s Investigative
Committee publicized its use of a Japanese system, Cellebrite’s UFED Touch, to gain access to data
on smartphones.142 Through a system known as “Passport,” the Interior Ministry will be able to monitor and track all citizens that enter into a contract with a telecommunications company.143 Mobile
subscribers and SIM card purchasers now will be video photographed. The authorities plan to set up
a nationwide surveillance system after confronting the largest protests in two decades.144
In Belarus, all telecommunications operators must install surveillance equipment which makes it
possible for the government to monitor all types of transmitted information in real-time and obtain
other types of related data, including user history, without judicial oversight. As of January 2016, all
ISPs must retain information about their customers’ browsing history for one year. Mobile phone
companies are required to to preserve data regarding their customers’ devices and internet activities
for 5-10 years, so that the authorities can access it remotely, and turn over the personal data of their
customers at the government’s request. As a result, law enforcement agencies have access to the
private browsing history of all web users in Belarus.145
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Since 2010, the authorities have been utilizing the Russian-developed intercept technology SORM
(System of Operative Investigative Measures).146 SORM provides state authorities with direct, automated access to communications and associated data from communications providers, including
landline telephones, mobile networks, and internet service providers (ISPs).147 Since late 2011, deep
packet inspection (DPI) technology has been available for network packet inspection and filtering
according to content.148 The Belarusian government uses Semantic Archive, software developed in
Russia that monitors open data such as media archives, online sources, blogs, and social networks.149
It also employs viruses, malware, and spying software to conduct cyber surveillance.150 Since at least
2010, the authorities have employed mobile telephone surveillance measures.151
Chinese and Western firms reportedly have supplied equipment and software that allow the state
to expand its surveillance of citizens.152 In 2015, the government engaged a Chinese firm to provide
hardware and software for monitoring and blocking content online. According to one expert, the
equipment can carry out a deeper analysis of internet traffic to determine which websites are undesirable for visitors, and track user actions, sites visited, materials read, and programs connected.153
Another report indicated that the government had installed equipment to track anonymizer and
proxy tools so that it could prevent their use to access banned websites.154
In Belarus, there is no judicial or independent oversight of internet or ICT surveillance. Among experts, there is widespread belief that the internet traffic, text messages, and voice calls of political
and civic activists are routinely monitored. One study called the Lukashenka government “a pioneer
and leader in counter-revolutionary, including ICT-based, tactics among all the post-Soviet states.”155
While the government continues to expand surveillance over the internet, few ordinary Belarusians
realize the extent of this surveillance and the threat it poses to internet users.156 But this may be
changing; a recent study on cyber threats found that 48 percent of Belarusian internet users cover
their web cams because they fear hackers.157
Given the government’s increasing control over the internet, Belarusians are using proxy servers
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and other methods to circumvent restrictions and surveillance. During the past year, Tor use in the
country declined from about 6,500 to less than 4,000 users.158 This could be due to the government’s
2015 ban of anonymity and circumvention tools and the blocking of Tor in late November 2016 (See
“Blocking and Filtering”).
Since 2007, internet cafes are required to keep a year-long history of the domain names accessed
by users and inform law enforcement bodies of suspected legal violations.159 Internet cafes are also
required to photograph or film users.160 Restaurants, hotels, and other entities are obliged to register
guests before providing them with wireless access, whether free or paid.161 In July 2016, The Interior
Ministry announced that it will launch a website at which hotels and other establishments providing accommodation will be required to provide information about their foreign guests within three
hours of check-in. The website was expected to go online by October 1, 2017.162
Belarus has not joined the Council of Europe Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data.163 In general, independent experts conclude that
“Belarusian legislation does not provide a satisfactory basis for the proper balance between freedom
and security online.”164

Intimidation and Violence
Though extralegal violence and intimidation became less widespread in 2016 as the Belarusian government sought international recognition for the September parliamentary elections in an attempt
to normalize relations with the EU, the environment changed rapidly amid the spring antigovernment protests.
During the peaceful protests of February and March 2017, riot police often employed unnecessary
and disproportionate force. Despite displaying their press badges, journalists were unjustly beaten
and abused while being detained and arrested.165
The Belarusian Association of Journalists called on the Ministry of Internal Affairs to halt the escalation of violence against journalists and to conduct necessary investigations. The Ministry’s official
response stated that it had no information regarding any illegal actions by police and that “belonging to the media does not exempt citizens from being accountable for violating the public order by
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organizing mass events, especially those posing as journalists.” In turn, the Ministry called on BAJ “to
stop covering for and excusing individuals who have nothing to do with the media.”166
Journalists and media activists detained during the protests reported poor conditions and violent
treatment in prison. The editor of the Belarusian service of InformNapalm.org, who was sentenced to
five days of administrative arrest, complained about the inedible food and lack of drinking water at
Minsk’s Akrescina prison. He also claimed that he and his cellmates had been denied pens and therefore could not compose appeals.167
Dzianis Maruk, editor of RealBrest.by, was brutally beaten at a police station after being detained
while covering the protests in March 2017. Maruk claimed that officers were trying to forcibly remove a flash drive with recorded video, which he was hiding in his mouth. Maruk was ultimately fined
and released, though the Lenin district police department in Brest denied the entire incident.168
Female journalists and media activists reported cases of gender-related harassment and intimidation.
Some were ordered to undress in front of a video camera at a police station. Others complained that
they were not allowed to make calls to their family members, including minors, to inform them that
they had been detained, or to use the bathroom for several hours.169 Some journalists had to seek
psychological counseling as a result of the abuse they endured.

Technical Attacks
Technical attacks are not prevalent in Belarus, but the government occasionally employs them
against independent websites, often coinciding with important political events, such as elections,
national holidays, or street protests. While Belarusian criminal law prohibits these types of technical
attacks, law enforcement agencies rarely pursue such cases; when they do, the investigation is a
mere formality.
This past year, technical attacks were infrequent. However, several independent online news outlets
did report unusual activities on their sites. Gazetaby observed a sudden increase in visitors in December 2016–January 2017, which abruptly ceased on January 31. Analysis of the audience sources and behavior revealed that the cause was actually a multitude of bots, originating from Russia,
which were trying to uncover weaknesses in the site’s security. In March 2017, another independent
website, Novychas, experienced a short but intense Distributed denial-of-service (DDoS) attack. According to the site’s administrator, the attack also was testing its defenses.170
On the eve of the March 25 “Freedom Day” demonstration, the Facebook accounts of Mikola Statkevich, an opposition leader and a chief organizer of the protest, and Maryna Adamovich, his wife,
were hacked. The accounts disseminated fake posts under Statkevich’s name that discouraged people from attending the demonstration. On the same day, similar messages were sent via Viber from
166 “Ministry of Internal Affairs to BAJ: Introduce themselves as journalists, but not being them,” [in Belarusian], BAJ.by, April
18, 2017, https://baj.by/be/content/mus-bazhu-pradstaulyayucca-zhurnalistami-ale-ne-zyaulyayucca-imi

Andrei Mialieshka, “Dzianis Ivashyn: I will continue holding to account my judge and perjurers,” [in Belarusian], BAJ.by,
March 31, 2017, https://baj.by/be/content/dzyanis-ivashyn-budu-prycyagvac-da-adkaznasci-i-suddzyu-i-ilzhesvedak

167

“Editor of Realbrest.by portal: ‘Police used a spoon to unclench my mouth, where I hid a flash drive with personal videos,”
[in Belarusian], NN.by, March 28, 2017, http://nn.by/?c=ar&i=188082
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“Press conference on recent detentions in Belarus,” BAJ.by, March 20, 2017, https://baj.by/en/content/press-conferencerecent-detentions-journalists

169

“Novy Chas’ website is under DDoS attack” (in Belarusian), Belarusian Association of Journalists, March 22, 2017, https://
baj.by/be/content/na-sayt-gazety-novy-chas-adbyvaecca-dos-ataka
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an old number that the Statkevich had not used for a long time.171 When journalists called Statkevich
to verify that he indeed had sent the messages, his phone proved to be unavailable. Later that day,
Adamovich confirmed that their social networks had been hacked and that someone was trying to
discredit Statkevich and misinform the public about the demonstration.172 She also stated that all
of their home’s communication channels, including their landline, wireless internet and mobile telephone, had been shut down.

“’Demonstration will take place on March 25. Fakes messages are being distributed on behalf of Statkevich’ – Niakliaeu
says” [in Belarusian], Radio Liberty, March 24, 2017, http://www.svaboda.org/a/28388378.html

171

“All connectivity is shut down in the house of Maryna Adamovich and Mikola Statkevich” [in Belarusian], Radio Liberty,
March 24, 2017, http://www.svaboda.org/a/28388484.html
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Brazil
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

8

8

Limits on Content (0-35)

7

8

Violations of User Rights (0-40)

17

17

TOTAL* ( 0-100 )

32

33

Population:

207.7 million

Internet Penetration 2016 (ITU):

59.7 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
●

Following orders to block popular messaging service WhatsApp in 2015 and early 2016,
a new order temporarily blocked WhatsApp in July 2016 for not turning over encrypted
communications sought in a criminal investigation (see “Blocking and Filtering”).

●

Requests to remove content deemed to be injurious to candidates surged in the leadup to municipal elections in October 2016. A judge also threatened to temporarily
block Facebook if it did not comply with a request to remove a satirical page parodying
a mayoral candidate; Facebook removed the page and the block was not implemented
(see “Content Removal”).

●

Police raided the home of a blogger and took him in for questioning in an attempt to
uncover the sources of a story in which he revealed that police were going to question
former Brazilian President Luiz Inácio Lula da Silva in relation with a corruption probe
(see “Prosecutions and Detentions for Online Activities”).
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Introduction
Brazil’s internet freedom environment declined this year as restrictions imposed on content deemed
to be injurious to electoral candidates in the lead-up to municipal elections resulted in a surge of
removal requests.
Despite boasting some of the most progressive and comprehensive legislation on digital rights,
Brazil’s “Internet Constitution” has been used as a key argument for recurring suspensions of
WhatsApp. Following three orders to block popular messaging service WhatsApp in 2015 and early
2016, a new blocking order was issued in July 2016 for not turning over requested information
sought in a criminal investigation. In response, bills in Congress proposed to restrict the power
of judges to order blockings of such a magnitude and public hearings took place in the Brazilian
Supreme Court.
Internet freedom in Brazil remains constrained by violence against independent bloggers, criminal
defamation laws, restrictions on anonymity, and restrictive limits on content related to elections.
Given restrictions imposed by the electoral law, municipal elections in October 2016 saw an expected
rise in content removal requests. Most company transparency reports noted a rise in government
requests for personal information and for the removal of content deemed defamatory against
politicians and candidates. In October, an order also threatened to block Facebook if it did not
comply with a request to remove a satirical page parodying a mayoral candidate.
The massive investigation into political kickbacks on contracts called “Operation Car Wash” (Lava
Jato) garnered intense reactions on social networks during the report’s period of coverage, also
resulting in online leaks of confidential conversations. In one case, an online blogger was taken
in for compulsory questioning after reporting that police were going to question former Brazilian
President Luiz Inácio Lula da Silva in relation with the probe.

Obstacles to Access
Internet and mobile penetration rates have increased steadily in Brazil, but significant regional
disparities in access persist. In July 2016, millions of users were once again affected by a temporary
block of messaging service WhatsApp—the most popular communication app in Brazil.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

2016

2015

59.7%

59.1%

2011

45.7%

2015

127%

2016

2011

2017(Q1)

2016(Q1)

119%
119%

6.8 Mbps

4.5 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.
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Despite economic growth in recent years, Brazil’s access rates remain below average compared to
many North American and European countries. According to the Center of Studies on Information
and Communication Technologies (CETIC), some 50 percent of households did not have access
to the internet as of June 2016.1 Various obstacles continue to prevent many households from
accessing the internet, such as high prices — a problem that extends to fixed broadband, wireless,
and 3G and 4G technologies — and persistent social inequalities. A significant digital divide and
disparities in infrastructure are evident between various geographical regions, as well as between
urban and rural areas.
Internet is increasingly being used “on the move” on the street, bus or subway, according to
the most recent survey published by the Center of Studies on Information and Communication
Technologies (CETIC) in 2016. The use of free public access centers has also increased, especially
given the greater availability of free Wi-Fi hotspots and public policies promoting free internet
access in public spaces such as squares. While national wireless networks are still small compared to
other countries, ANATEL registered over one million hotspots in Brazil as of August 2016.2
Mobile penetration has grown significantly over the last few years and mobile broadband
connections have quickly become a dominant means for Brazilians to access the internet. However,
a slight drop in the number of mobile subscriptions over the past two years has been attributed to
Brazil’s economic crisis and stricter credit policies imposed by operators.3 The supply of smartphones
with 4G services has significantly increased since its introduction in April 2013, but 4G availability
still scores poorly compared to the global and South American average.4 As of December 2016,
nearly 115 million users (approximately 48 percent) had 3G services.5 According to the consultancy
company Teleco, Brazil had 60 million active 4G subscriptions by December 2016, representing an
increase of approximately 114 percent compared to January 2016.6 Such advanced internet services,
however, are heavily concentrated in wealthy urban centers such as São Paulo.7
Brazil’s federal government has been implementing a number of internet expansion and
improvement programs since 2010, including the National Broadband Plan (Plano Nacional
de Banda Larga or PNBL).8 In 2017, the Ministry of Science, Technology, Innovation and
Communications announced that the National Broadband Plan was under review, launching a public
consultation for a new “National Connectivity Plan” in the latter part of the year. The new plan aims
to expand access to underserved areas and increase fixed and mobile broadband infrastructure
in the country.9 In May 2017, Brazil also launched its first defense and strategic communications

Center of Excellence in Information and Communication Technologies (CETIC), “Proporção de domicílios com Internet”
[Percentage of Households with Internet Access], November 2015-June 2016, http://bit.ly/2orrwXU; CETIC, “No Brasil, 60% das
casas ainda não têm internet” [In Brazil, 60 percent of households still do not have internet], July 1, 2013, http://bit.ly/1jbuXiH

1

2

Teleco, “Hot-spots Wi-Fi no Brasil” [Wi-Fi hotspots in Brazil], August 2016, http://bit.ly/2dLKJAo

4

OpenSignal. State of Mobile Networks: Brazil (January 2017). http://bit.ly/2r2VhDZ

3

5

“Brazil loses mobile subscribers for sixth month in a row,” Telecompaper, January 13, 2016, http://bit.ly/2c5NqL4

Teleco, “Estatísticas de Celulares no Brasil,” [Statistics on Mobile Phones in Brazil], http://bit.ly/1w6LIAI

Teleco, “4G: 4ª Geração de Celulares no Brasil” [Fourth Generation of Cellphones in Brazil], December 2016, http://bit.
ly/2ddg2RO

6

“Cidade de SP é o 5˚maior mercado da América do Sul, diz Fecomerico” [São Paolo is the Fifth Largest Market in South
America, Says Fecomercio], O Globo, January 1, 2014, http://glo.bo/1JqlYzg

7

8 Ministry of Communications, “Programa Nacional de Banda Larga” [National Broadband Plan], News release, May 25, 2015,
http://bit.ly/UJ4JY6; “Em 2018, 70% dos brasileiros terão acesso à banda larga” [In 2018, 70 percent of Brazilians will have
access to broadband], Portal Brasil, October 22, 2015, http://bit.ly/2bPJzpi

9 Rafael Bucco, “MCTIC Opens Consultation on the National Plans of Connectivity (Portuguese), Tele.Sintese, October 18,
2017, http://www.telesintese.com.br/mctic-abre-consulta-sobre-o-plano-nacional-de-conectividade/
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satellite, with the aim of providing secure communication channels for defense purposes, while also
boosting broadband capacity.10
The government estimates that 30 million individuals gained broadband access since the adoption
of PNBL in 2010.11 But some specialists have criticized these figures; after almost four years, only 1.8
million (7.9 percent) of the 23 million fixed broadband subscriptions were contracted through PNBL.12

Restrictions on Connectivity
The government does not place limits on bandwidth, nor does it impose control over
telecommunications infrastructure. There have been no reported instances of the government
cutting off internet connectivity during protests or social unrest. On July 19, 2016, however, a judge’s
order briefly suspended messaging service WhatsApp, following two temporary shutdowns in
December 2015 and again in May 2016, after WhatsApp’s parent company Facebook was unable to
comply with information requests as part of criminal investigations (see “Blocking and Filtering”).
In February 2016, the National Agency for Telecommunications (ANATEL) issued an administrative
act authorizing the Army’s cyber defense section to use radio-communication signal blockers
(jammers) in the Olympics to maintain law and order. Civil society organizations expressed concerns
that such equipment could be used to block internet and cell phone signals during future street
manifestations, on the bases of legal institutes like law and order guarantee or the antiterrorism
law.13
Most of the backbone infrastructure for the internet is privately owned in Brazil. In 1998, the stateowned company Embratel, which was responsible for building the internet backbone, was privatized
and acquired by the U.S. company MCI; it was later acquired by the Mexican telecom América
Móvil in 2003. Over the past decade, private backbone infrastructure, such as that of Embratel, GVT
and Oi, has expanded in Brazil. With the PNBL, Brazil was expected to expand government-owned
infrastructure — including underutilized fiber optics — to allow for low-cost connections.14
Internationally, undersea cables connect to Brazil from North America and Europe. In April 2017,
the Spanish and Brazilian governments confirmed plans to build the first undersea fiber optic cable
linking Brazil to Europe to Brazil.15 Some of the impetus for building these connections is related to a
desire to avoid reliance on U.S. infrastructure after revelations of pervasive U.S. spying on Brazilians

“First Satellite Controlled by Brazil Launches Successful (Portuguese),” Valor, May 4, 2017, http://www.valor.com.br/
brasil/4958144/primeiro-satelite-controlado-pelo-brasil-e-lancado-com-sucesso

10

“Em 2018, 70% dos brasileiros terão acesso à banda larga” [In 2018, 70 percent of Brazilians will have access to broadband],
Portal Brasil, October 22, 2015, http://bit.ly/2bPJzpi

11

Luciana Bruno, “Programa de banda larga se aproxima do fim cheio de críticas,” [Broadband program nears end with
criticism], Exame, September 30, 2014,  http://abr.ai/1QyPXdC

12

João Paulo Vicente, ”Como as Olimpíadas ajudaram o Brasil a aumentar seu aparato de vigilância social” [How the
Olympics helped Brazil increase its social surveillance apparatus], Vice, June 27, 2016, http://bit.ly/2yHBKNd

13

“Brasil Programa Nacional de Banda Larga” [Brazil’s National Broadband Program], Tech in Brazil, October 17, 2014, http://
bit.ly/1Vb2cyi

14

“Spain, Brazil Plan Subsea Fiber Optic Cable by 2019,” Reuters, April 24, 2017, https://www.reuters.com/article/spain-braziltelecoms/spain-brazil-plan-subsea-fiber-optic-cable-by-2019-idUSL1N1HW1VO

15
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in 2013,16 although there are still ongoing projects related to the construction of more cables
connecting Brazil to the United States17
In 2004, the Brazilian Internet Steering Committee (CGI.br) launched an initiative called PTT Metro
to create internet exchange points (IXPs) across Brazil, starting with their first IXP in São Paulo.
Currently, Brazil has at least 25 IXPs installed in the country.18

ICT Market
Although there are no significant legal or economic barriers for companies competing in the ISP,
mobile, or digital technology sectors, the Brazilian ICT market is highly concentrated. As of April
2017, three large private companies — Oi, Claro and Vivo (Telefônica Brasil) — represented over
82 percent of the country’s broadband market.19 According to the most recent data regarding
Brazil’s mobile market in April 2017, four large private companies — Vivo, TIM, Claro, and Oi —held
98 percent of the market.20 Such high market concentration could make it very difficult for other
providers such as Algar and Nextel to compete in the mobile sector.21
In January 2014, the Brazilian competition authority approved the merger of Oi and Portugal
Telecom into CorpCo. This merger was completed in 2015 and ranked CorpCo as the leading
telecommunication company in Portuguese-speaking countries worldwide.22 Also in 2014, the
acquisition of Vivendi’s GVT by Telefônica Brasil resulted in a merger of two of the country’s larger
broadband services – GVT and Vivo – further contributing to market concentration.23 In June 2016,
Oi filed for bankruptcy protection and has struggled to maintain the quality of its services.24
In March 2017, the Senate approved a bill prohibiting data caps on fixed broadband (PLS 174/2016),
and the project then proceeded to the House of Representatives.25  The bill had not yet been
approved by mid-2017. An announcement in March 2016 that ISPs would impose data caps on
broadband internet had caused uproar among users, politicians and internet-dependent businesses.26

Anna Edgerton and Jordan Robertson, “Brazil-to-Portugal Cable Shapes Up as Anti-NSA Case Study,” Bloomberg Business,
October 30, 2014, http://bloom.bg/1gOGiDz

16

Angelica Mari, “Brazil-US undersea cable suffers delays,” ZDNet, December, 16, 2016, http://zd.net/2rC56Yb; “Seaborn
Networks’ Seabras-1 subsea cable system between the USA and Brazil is ready for operations,” Press Release, September 8,
2017, http://bit.ly/2zF4w13

17

Latin America and Caribbean Network Information Center, “Internet Exchange Points en América Latina y Caribe,” http://bit.
ly/1V9O79Q

18

Teleco, “Seção: Banda Larga—Market Share de Banda Larga no Brasil,” [Section: Broadband—Market Share of Broadband in
Brazil], http://bit.ly/1ix3MhE

19

Teleco, “Telefonia Celular—Operadoras de Celular” [Cellular Telephony—Cellular Operators, April 2017], http://bit.
ly/1ix42gx

20
21
22

Teleco, “Operadoras de Celular- April 2017” [Cellular Operators, April 2017], http://bit.ly/1cfEPkY

“Brazil competition watchdog approves Oi, Portugal Telecom merger,” Reuters, January 14, 2014, http://reut.rs/1Ov29ys

“Anatel aprova compra da GVT pela Vivo (e o que isso muda)” [Anatel approves purchase of GVT by Vivo, and what this
changes], Technoblog, September 2014, http://bit.ly/2bQCbVX
23

Lais Lis, “Sob risco de intervenção, Oi mantém nível de qualidade do serviço, diz Anatel,” G1, April 6, 2017, https://glo.
bo/2imNn4X

24

“Senado aprova projeto que proíbe limitação de dados na internet fixa,” [Senate Approves Bill Prohibiting Data Limits for
Fixed Broadbands], Senado Notícias, March 1, 2017. http://bit.ly/2n2BQIv

25
26

Angelica Mari, “Brazilians protest against fixed broadband data cap,” ZDNet, April 13, 2016, http://zd.net/2c4dCGR
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Regulatory Bodies
Two regulatory agencies oversee Brazilian ICTs: the Brazilian Agency of Telecommunications
(ANATEL) and the Administrative Council for Economic Defense (CADE), an antitrust agency that
is focused on reviewing mergers and anticompetitive practices in telecommunications markets.27
The government also created the Brazilian Internet Steering Committee (CGI.br) in 1995, a multistakeholder independent organization in charge of coordinating and integrating all internet service
initiatives in Brazil, as well as promoting technical quality, innovation, and the dissemination of
services. Provisions in Marco Civil mandate that the government consult with CGI.br, and in various
instances directly involve the Committee, in policy-making and implementation of Marco Civil
processes.28
ANATEL is administratively and financially independent, and not hierarchically subordinate to
any government agency. Its decisions can only be appealed in courts. From the Ministry of
Communications, ANATEL has inherited the powers of granting, regulating, and supervising
telecommunications in Brazil, as well as much of its technical expertise and other material assets.
In 2016, ANATEL initially backed policies establishing data limits on home broadband internet, but
backtracked in the midst of public criticism (see “ICT Market”).
CGI.br is formed by elected members from government, the private sector, academia, and
nongovernmental organizations. CGI.br’s contributions include comprehensive and reliable
annual reports on internet use in Brazil, funding for internet governance-related research, and
the promotion of conferences such as the annual Brazilian Internet Governance Forum, and the
international Net Mundial conference, which was organized in Brazil in 2014.29 In June 2009, CGI.
br declared the “Principles for the Governance and Use of the Internet,” which include the goals
of online freedom, privacy, human rights, and net neutrality as a base for the Brazilian information
society.30 Many of these principles were adopted into Brazilian law through the Marco Civil in 2014.
In August 2017, outside of the report’s coverage period, the government proposed a public
consultation to significantly change CGI.Br’s representation and election model. The public
consultation sparked criticism as it was announced without any prior dialogue with the
multistakeholder community or even other members of the Steering Committee, and under the
suspicion that the ultimate goal was to increase the government’s clout over the CGI and to allow for
a revision of the net neutrality rules in the Marco Civil, most likely in favor of telecom companies.31

Limits on Content
Repeated orders to block WhatsApp, including one in July 2016, resulted in two legal actions now

Vinicius Marques de Carvalho, “Brazil: CADE,” The Antitrust Review of the Americas 2014 (London: Global Competition
Review, 2014), http://bit.ly/1LG4xjL.

27
28
29

2015

30

Marco Civil, Art. 24, II.

For the outcomes of Net Mundial 2014, see: CGI, “Cadernos CGI.br | Declaração Multissetorial do NETmundial,” January 28,
CGI.br, “Principles for the Governance and Use of the Internet,” January 28, 2015, http://bit.ly/2bREEnM

Coalizão Direitos na Rede. “On the attacks of the Temer government on the Internet Steering Committee in Brazil,” August
8, 2017, http://bit.ly/2yuN6DC; Adam Segal, “Brazil’s Internet is under attack, again,” Council on Foreign Relations, August 14,
2017, http://on.cfr.org/2wbhBO2
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pending in the Brazilian Supreme Court. Brazil’s electoral law once again impacted online content
removals in the lead-up to municipal elections in October 2016.

Blocking and Filtering
There are no proven indications that Brazilian authorities are filtering messages or engaging in
widespread blocking online. Brazilians freely gather and disseminate information via the internet
and mobile phone technologies. They have access to a wide array of national and international
news sources, blogs, social networking platforms, and citizen journalism, the latter of which has
proliferated over the past years.
Social networks, communication apps, and video-sharing platforms such as Facebook, Twitter,
YouTube, Vimeo and Vevo are — for the most part — freely accessible and widely used in Brazil.
However, judges have repeatedly asked telecom companies to temporarily block access to
WhatsApp for failing to comply with information requests in criminal investigations. In July 2016,
a judge from Duque de Caxias ordered the nationwide block of WhatsApp for not complying
with a request to monitor encrypted communications. The shutdown, based on Article 12 of the
Brazilian Internet Civil Rights Framework, lasted for approximately four hours before the order was
overturned by Brazil’s Supreme Court.32
This was the fourth decision to suspend the application and the third to be implemented, following
two temporary shutdowns in December 2015 and May 2016.33 Another order issued in February
2015 was suspended and the application was not blocked.34 WhatsApp has argued that “we cannot
provide information we do not have.” Especially since expanding end-to-end encryption for all users’
communications in April 2016, WhatsApp has insisted that such requests to turn over information
are technically impossible.35
The WhatsApp blockings resulted in two legal actions currently pending in the Brazilian Supreme
Court, which held its first public hearings in June 2017 to collect position papers and statements
from governmental bodies, NGOs, academia.36 Both actions were still pending as of mid-2017:
●

On the one hand, a claim of non-compliance with a fundamental precept (Arguição de
Descumprimento de Preceito Fundamental) argues that the decisions to block WhatsApp
were illegal because they breached the right to communication and disproportionately
affected millions of consumers.37

●

On the other hand, a direct unconstitutionality action (Ação Direta de Inconstitucionalidade)

InternetLab, Bloqueios.info, “WhatsApp Case IV - Noncompliance with judicial requests for user data,” July 19, 2016, http://
bit.ly/2qXDfio

32

Rafael Barifouse, Fernando Duarte, Guilherme Barrucho, “Por que o bloqueio do WhatsApp não vingou –e como isso
afetará a briga entre empresas de internet e Justiça” [Why the blocking of WhatsApp did not succeed – and how this will
affect the fight between internet companies and Justice], BBC Brasil, December 17, 2015, http://bbc.in/1mbcOmp; “WhatsApp
Ordered Blocked Again in Brazil Over Data Dispute,” Bloomberg, May 2, 2016, http://bloom.bg/1rsCA8y

33

34 “Juiz do Piauí determina suspensão do WhatsApp no Brasil,” [Judge in Piaui decides to suspend WhatsApp in Brazil], Folha
de S. Paulo, February 25, 2015, http://bit.ly/2bA4aIF
35

Jan Koum (CEO and co-founder of WhatsApp), Facebook post, May 2, 2016, http://bit.ly/2bzZ8zf. Accessed May 30, 2017.

“STF has defined who are the participants for the public hearing about blocking of WhatsApp and the Marco Civil Law,”
STF Notícias. April 24, 2017, http://bit.ly/2sTQNfu

36

Paula Pecora de Barros, ADPF 403 in STF: Are WhatsApp Blockings Constitutional? InternetLab, Bloqueios.info. http://bit.
ly/2ogrBSh

37
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argues that provisions invoked by lower court judges as basis for the blockings are
illegal under Brazilian constitutional law. Article 12 of the Brazilian Internet Civil Rights
Framework notably establishes sanctions for violations of Articles 10 and 11, which
require application providers to disclose the content of private communications under
court orders. Critics argue that a “temporary suspension” would violate the same right to
communication established by the Constitution. Several research institutes, scholars, NGOs
and specialists have noted that the Brazilian Internet Civil Rights Framework did not allow
for the interpretations made by judges in the blocking cases. They argued, for instance,
that remedies provided by Article 12 do not allow for the entire blocking of sites and
applications, but only of data collection and treatment activities mentioned in Article 11.38
Legal restrictions on certain content deemed to be injurious to electoral candidates in the run-up
to elections also resulted in a threat to block Facebook during this period (see “Content Removal”).
In October 2016, a judge from Joinville ordered to temporarily suspend Facebook.com for failing
to comply with a court order requesting the removal of a satirical page that poked fun of a mayoral
candidate. Facebook removed the page and filed an appeal. In October 2016, the Regional Electoral
Tribunal ruled that the blocking was an inadequate and disproportionate measure. While it lifted the
blocking, it maintained the decision to remove the page and impose a daily fine on the company for
its delay in complying with the preliminary injunction.39

Content Removal
While the enactment of Marco Civil has been hailed as a progressive landmark for internet
governance, certain legal provisions criminalizing defamation and blasphemy and restricting speech
around elections continue to put some constraints on internet freedom online. Brazilian cybercrime
legislation also limits certain online content. The “Azeredo Law” of November 2012 establishes
the creation of specialized teams and sectors structured by the judicial police to fight against
cybercrimes and to take down racist content.40
Brazil’s electoral law once again impacted online content removals in the lead-up to municipal
elections in October 2016.  Brazil’s controversial Electoral Act of 1997 has faced intense scrutiny
particularly because its broad terms harbor the potential to constrain freedom of expression both
online and offline, as it continues to limit certain content deemed to be injurious to candidates
during electoral periods. An amendment to the law in 2013 created new and specific restrictions to
online content concerning candidates and political parties.41

Felipe Mansur, Bloqueios.info - “ADI 5527 and app blocks: a problem in the wording of the law or in its interpretation?”
InternetLab, http://bit.ly/2oGuGqZ

38

Bloqueios.info, Facebook Case II - Non-Compliance with judicial requests for content removal, October 5, 2016,
InternetLab, http://bit.ly/2qX6l3Phttp://bit.ly/2dZZQtb

39
40

Law 12.735 of November 30, 2012, http://bit.ly/1sUwjhz

Restrictions include liability of servers with regard to early online campaigning; unsubscribe mechanisms for electoral
advertising; elevation of fines due to violations of online electoral conduct; and the criminalization of hiring people in order to
perform online bashing of candidates. See: Law 12.891 of 2013, http://bit.ly/1my5W1I

41
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Between July and December 2016, Google received 66 removal requests under the electoral law,
along with 189 requests for defamation and 124 requests for privacy and security.42 Facebook’s
Transparency Report indicates that 1,708 pieces of content were restricted between July and
December 2016, “in compliance with orders from local courts related to civil, criminal, and electoral
proceedings.”43 The number of removal requests issued to Twitter also increased to levels similar
to those seen during presidential elections in late 2014, although just 15 tweets were reportedly
withheld for content which was either defamatory or violated electoral law.44
The Brazilian Association for Investigative Journalism (ABRAJI) documented 606 requests by
politicians, political parties or the public prosecutor’s office to censor content on websites,
newspapers, radio or TV during the election campaign period in 2016, setting record highs
compared to previous elections.45 This included 44 blogs and 22 news websites. While these figures
may not encompass all cases, ABRAJI registered 237 removal requests directed at Facebook, and 40
at Google.46 Judges ruled in favor of content takedown in 56 percent of the 606 requests.47
Other attempts to remove online content also sparked controversy during the coverage period of
this report. In February 2017, a judge in Brasília asked prominent newspapers Folha de S.Paulo and O
Globo to remove articles from their websites about a hacker convicted of attempting to extort Brazil’s
first lady, claiming violation of privacy. Both newspapers complied with the request, a decision
which received criticism from media rights associations.48 A couple of days later, an appeals court
overturned the decision against Folha de S.Paulo based on freedom of expression considerations,
and the content was republished on the site.49 In May 2017, O Globo reported that the first lady had
dropped the suit against both papers.50

Brazil, “Government Requests to Remove Content,” Google, 2017, https://transparencyreport.google.com/governmentremovals/by-country/BR

42
43
44

Brazil, “Government Requests Reports,” Facebook, 2016, https://govtrequests.facebook.com/country/Brazil/2016-H2/

Twitter, “Removal requests” Transparency Report, July - December 2016. http://bit.ly/2nkHVwh. Accessed May 30, 2017.

The Brazilian Association for Investigative Journalism (ABRAJI), “Ctrl + X” Project, 2016, http://www.ctrlx.org.br/noticia/
eleicoes-de-2016-batem-recorde-de-acoes-para-esconder-informacoes

45

“Almost 350 Vehicles were Processed to Remove Information From Air (Portuguese),” August 12, 2016,  http://www.ctrlx.
org.br/noticia/quase-350-veiculos-foram-processados-para-retirar-informacoes-do-a
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“Judges have Complied More than Half  of the Requests of Politicians to Hide Information (Portuguese),” Abraji, December
6, 2016,   http://www.ctrlx.org.br/noticia/juizes-acataram-mais-da-metade-dos-pedidos-de-politicos-para-esconderinformacoes
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Comittee to Protect Journalists, “O Globo and Folha de S. Paulo ordered to remove reports about Brazil’s First Lady,”
February 2017, http://bit.ly/2nQkpeH
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Renata Mariz, “Justiça derruba censura contra jornal no caso Marcela Temer,” O Globo, February 15, 2017, https://glo.
bo/2rZa2EO
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Intermediary liability issues have been settled by a case law established by the Brazilian High Court
of Justice (STJ) and by statutory provisions enacted by Marco Civil in 2014, which establishes that
internet providers shall not be held liable for civil damages resulting from content created by third
parties, and that application providers will only be held liable for civil damages resulting from
content generated by third parties should they refuse to follow a court order requesting specific
removal of said content.51 In recent years, case law was slowly built around a similar understanding,
with the Brazilian STJ ruling towards a judicial notice-and-takedown model.52 Exceptions were made
for copyright infringement and “revenge porn,” such as dissemination of sexually explicit photos or
videos without the consent of the individual appearing in them. In cases pertaining to revenge porn
the user’s notification alone is enough to make the intermediary liable should it refuse to make the
content unavailable in a short time.53
In November 2016, the STJ unanimously ruled that the “right to be forgotten” cannot be imposed
on search engines such as Google.54 Although two bills to create a so-called “right to be forgotten”
were proposed in Brazil’s Congress, by which search engines would be required to remove links to
personal data upon requests by users, legislative proposals had yet to be brought up for debate.55 A
public hearing was marked by conflicting points of view between the different groups: those against
(mainly associations related to media and journalism), those in favor (mainly composed by criminal
lawyers) and those speaking for a compromise (civil lawyers’ associations).56 Due to an ongoing
political crisis, there has been little progress on the matter.

Media, Diversity, and Content Manipulation
Blogs and social networking platforms have become important instruments for citizen journalists
and others to access information, defend civil rights, and express political points of views in Brazil.
Brazilians can read news from national and international sources, without government restriction.
Within such a diverse media landscape, some content providers are neutral and others show bias
towards or against the government.

51 See Law 12.965 (Marco Civil da Internet), Art. 18: The provider of connection to internet shall not be liable for civil
damages resulting from content generated by third parties. Art. 19: In order to ensure freedom of expression and prevent
censorship, the provider of internet applications can only be subject to civil liability for damages resulting from content
generated by third parties if, after a specific court order, it does not take any steps to, within the framework of their service and
within time stated in the order, make unavailable the content that was identified as being unlawful, unless otherwise provided
by law.

The case law evolved to a notice and takedown model, which means internet providers and content providers were
requested to remove the alleged infringing or offensive material within 24 hours upon judicial order. See for instance STJ,
Educacional/Yahoo, REsp 1.338.214/MT, decision as of November 13, 2013; STJ, Sassaki/Google, Resp 1.338.214/MT, decision as
of December 12, 2012.
52

Pereira de Souza, Carlos Affonso, “Responsabilidade civil dos provedores de acesso e de aplicações de Internet: Evolução
jurisprudencial e os impactos da Lei Nº 12.965,” IN: Lemos, Leite, Marco Civil da Internet, Atlas, 2014.
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“Brazil Superior Court Rules in Google’s Favor Against ‘Right to be Forgotten’,” Global Voices, November 21, 2016, http://
bit.ly/2gbZ63L
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Senado Federal, “Conselho de Comunicação Social defende sigilo da fonte jornalística,” News release, September 14, 2009,
http://bit.ly/1iO7y71; See also: Instituto de Tecnologia e Sociedade, “Direito ao esquecimento: o mundo todo precise esquecer?”
Brasil Post (blog), August 8, 2015, http://bit.ly/1Hofb7Y; See also the Proposed Bills: Câmara dos Deputados, Projeto de Lei
7881/2014, http://bit.ly/1QAItH8; and Câmara dos Deputados, Projeto de Lei 215/2015, http://bit.ly/1JjdKNY.
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Anderson Schreiber, “As três correntes do direito ao esquecimento,” JOTA, June 18, 2017, http://bit.ly/2ink3eI
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Although self-censorship is less pervasive in Brazil than in some neighboring countries, the ongoing
use of threats, intimidation, and violence against online journalists and independent bloggers
in certain areas of the country is on the rise and has contributed to pockets of continuous selfcensorship (see “Intimidation and Violence”).57
Reports about online disinformation and false news stories circulating on social networks have
received attention over the past year. In November 2016, an analysis by Buzzfeed Brazil found that
the top 10 false news stories about the “Car Wash scandal” received more Facebook engagement
than the top 10 real news articles.58 Another recent study looked at the growing role of online
manipulation tactics surrounding politically-sensitive periods, notably during local elections in Rio
de Janeiro and the impeachment of former president Rousseff in 2016. While it acknowledged the
difficulty in making connections between actual bots and campaigns, the study found that bot
networks appeared to be particularly active during the election campaign. In one case, researchers
found a botnet of 3,500 Twitter accounts attacking one candidate with repeated messages, most
likely in attempts to create trending topics against him.59
Ever since the approval of the Marco Civil, the principle of Network Neutrality has been incorporated
into Brazilian law. Enacted in May 2016, a new decree regulating the Marco Civil solidified the rules
that prohibit the discrimination or degradation of traffic for commercial purposes while permitting
it for emergency and public calamity situations.60 Zero-rating and Facebook’s Free Basics program61
are thus considered to be barred by this new legislation, and any notice of violation of said principle
by companies may be investigated and sanctioned.62 However, zero-rating is still a common practice
among larger mobile internet companies.63

Digital Activism
Social media platforms such as Facebook and Twitter continue to play a central role in civic activism
in Brazil.
Social networks have played a pivotal role in the organization and mobilization of protests for
and against the government. After the impeachment of ex-president Dilma Rousseff in mid-2016,
protests continued through late 2016 and early 2017, especially to denounce President Temer’s
economic and social reforms,64 or support corruption investigations and proposed measures to
tackle corruption within “Operation Car Wash.”65
Fenaj, “Violência contra jornalistas e liberdade de imprensa no Brasil - Relatório 2016,” January 17, 2017, http://bit.
ly/2jQAlfg
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Alexandre Aragao& Craig Silverman, “The Top Fake News Stories Outperformed Real News About A Major Scandal in
Brazil, Too,” BuzzFeed, November 22, 2016, http://bzfd.it/2m4Av56
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Dan Arnaudo, “Computational Propaganda in Brazil: Social Bots during Elections,” Samuel Woolley and Philip N. Howard,
Eds. Working Paper 2017.8. Oxford, UK: Project on Computational Propaganda, http://bit.ly/2zsRz7E

59

60
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Decree 8.771, May 11, 2016, http://bit.ly/2c7Iqqv.

Internet.org changed its name to Free Basics in September 2015.

Pedro Vilela, “O que muda com o decreto de regulamentação do Marco Civil?” [What changes with the decree regulating
Marco Civil?], Instituto de Referência em Internet e Sociedade, May 13, 2016, http://bit.ly/2bLHR39
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63 Rafael Bucco, “América Móvil reavalia oferta de zero-rating no Brasil,” [America Movil reevaluates zero-rating in Brazil],
Telesíntese, August 2, 2016, http://bit.ly/2crx2sB

“Protestos contra PEC 55 têm ônibus queimado em Brasília e invasão da FIESP” El País, December 14, 2016, http://bit.
ly/2gHqk1C
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“Milhares vão às ruas pela Lava-Jato e aumentam pressão sobre o Congresso,” El País, December 5, 2016, http://bit.
ly/2oqLMcQ; “Protestos contra reforma da Previdência e terceirização ocorrem em várias cidades,” El País, March 31, 2017,
http://bit.ly/2oIiohv
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Citizens also increasingly engage with formal government platforms to express opinions and shape
the design and implementation of legislation. Online participation was especially vibrant for the
drafting and regulation of the Marco Civil.66 A new app called Mudamos+ was produced in 2017, as
part of an initiative by Instituto Tecnologia e Sociedade (ITS-Rio) in partnership with the Movement
Against Electoral Corruption (MCCE). The open-source app uses Blockchain technology to create
a secure way of proposing and signing popular initiative bills, creating a potentially strong tool of
direct democracy through the internet. A bill was proposed in Congress to legitimate electronic
signatures in popular initiative bills, which would enable Mudamos+ and similar apps to become
legitimate forms of participation.67
Brazil is also a founding member of the Open Government Partnership — a global effort to increase
transparency and accountability — and, as part of this effort, has significantly improved standards
of access to public information in recent years, establishing a system whereby citizens are entitled to
request information through an electronic system.

Violations of User Rights
Brazil’s Marco Civil Law established a framework for internet users’ rights, but other legal provisions—
such as criminal defamation laws and those restricting certain speech during elections—contribute to
a legal environment where individuals can face prosecutions for what they write online. High levels of
violence in Brazil’s urban centers, coupled with impunity for many crimes, have contributed to one of
the highest rates of violence against journalists in the region. At least two journalists, including one
editor of a news website, were killed during the coverage period.

Legal Environment
Although Brazil adopted some of the most progressive legislation in the world related to internet
governance with the enactment of Marco Civil, several competing legal provisions, such as laws
criminalizing defamation and blasphemy and restricting speech around elections, continue to
threaten users’ rights online.
The Brazilian Federal Constitution forbids anonymity but protects freedom of the press and
freedom of speech, including cultural and religious expression.68 Brazil made noteworthy progress
in establishing a foundation for internet user rights with the passage of the Marco Civil Law, a socalled “Constitution for the Internet,” signed into law in April 2014.69 The groundbreaking legislation
establishes the right to freedom of expression online, offers detailed privacy protections pertaining
to personal data, guarantees net neutrality, and promises to uphold the participatory nature of the
internet. On May 11, 2016, during her last hours in office before the impeachment process that
suspended her from power, Dilma Rousseff signed into law the decree regulating the Marco Civil law,
which contained specific rules regarding net neutrality and data protection.70
66

Open Government Partnership, “Brazil,” http://bit.ly/2d8fzoH
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Constituição Federal de 1988, [Federal Constitution of 1988], English translation: http://bit.ly/1iOdLz.
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Decree 8.771, May 11, 2016, http://bit.ly/2c7Iqqv

“ITS Rio protocola na Câmara ato para aceitação de assinaturas eletrônicas em leis de iniciativa popular” ITS Rio, March 30,
2017, http://bit.ly/2nFhYJq
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Nevertheless, Brazil has continued to see instances of local officials suing bloggers and online
journalists for defamation, which is a crime punishable by six months to two years in prison or a
fine according to the penal code.71 Although people are rarely charged or imprisoned for racist or
discriminatory speech, Brazilian law establishes penalties ranging from two to five years in prison
for practicing or inciting discrimination based on race, ethnicity or religion in the media or in other
publications.72 The Criminal Code further outlines punishment for vilifying or mocking religion,
with penalties ranging from one month to one year in prison, although it is unclear whether these
penalties have been applied online.
Brazilian cybercrime law criminalizes breaches of digital privacy such as computer intrusion, the
“installation of vulnerabilities,” and editing, obtaining, or deleting information—including credit card
numbers—without authorization. The distribution, sale, production, or offer of programs or devices
meant to facilitate these actions, or to interrupt ICT services, are also categorized as crimes.73
A report by a Parliamentary Inquiry Commission proposing a series of bills related to cybercrimes
sparked criticism in early 2016. The bills included changes to the original text of the Marco Civil, and
were seen by civil rights activists as a threat to freedom of expression, privacy and several other
digital rights.74 On May 4, 2016, the Parliamentary Commission adopted the final report.75 The most
controversial proposals were dropped after significant backlash from civil society and activists.76

Prosecutions and Detentions for Online Activities
Defamation lawsuits continued to pose a threat to freedom of expression online in Brazil.
Online journalists and bloggers reporting on uncomfortable topics such as corruption frequently
face intimidation, including judicial action. One local news website reported being sued by local
officials eleven times since launching in 2014, in retaliation for publishing corruption-related stories.
In a recent case in December 2016, a former mayor sought damages because the website referred to
his removal from office due to his financial management.77
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Decree 2848/40, Penal Code, Art. 331, http://bit.ly/1OV4Vwj

73
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Law 9.459, May 13, 1997, Art. 20, http://bit.ly/2dYnwN3

Andrew Fishman, “Propostas da CPI dos Crimes Ciberneticos ameaçam a Internet livre para 200 milhões de pessoas,”
[Cybercrime proposals threaten free internet for 200 million people], The Intercept, April 26, 2016, http://bit.ly/1SIrFAB
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Câmara dos Deputados, [Chamber of Deputies], “Conheça as propostas do Relatório Final da CPICIBER,” [See the proposals
of the final report by CPICIBER], http://bit.ly/2dLfiG4

75
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May 13, 2016, http://bit.ly/2e9MUgk; Coletivo Intervozes, “CPI de crimes cibernéticos aprova relatório que ataca liberdade na
internet,” [Commission approves report that attacks freedom online], Carta Capital, May 6, 2016, http://bit.ly/2dl03V3

76

“Brazil: local journalists sued 11 times over municipal corruption coverage,” Reporters Without Borders, February 1, 2017,
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In 2016, daily newspaper Gazeta do Povo faced an onslaught of lawsuits by judges alleging invasion
of privacy, after the paper accessed information readily available online and disclosed it in its
reporting. The story analyzed the salaries of judges and prosecutors from the state of Paraná, based
on information publicly available on the government’s transparency website.78 In response, lawyers
for Gazeta do Povo lodged a complaint with the Supreme Court, which suspended all cases in July
2016.79 A final decision was still pending mid-2017. Similarly in 2017, a municipal accountant sued
another journalist from Folha MS after accessing and reporting on salaries available on the municipal
government website.80
On March 21, 2017, police raided the home of blogger Carlos Eduardo Cairo Guimarães and
confiscated his electronic devices, before taking him in for questioning under “coercive conduction,”
which is when a judge authorizes police to take a witness to a precinct in order to testify.81
Guimarães owned a blog about politics and, in 2016, released information leaked to him about a
seizure and search warrant addressed to the former Brazilian president, Luiz Inácio Lula da Silva,
some days before it was scheduled to happen. The case sparked criticism from civil society for
weakening freedom of press and the protection of journalists’ anonymous sources, both rights
protected by the constitution.82 On March 23, the judge that issued the warrant against Guimarães
reviewed his previous decision and annulled any evidence obtained from the testimony and from
the warrants. On the other hand, he reaffirmed that Eduardo was not to be considered a journalist,
so he would not have protection of source guaranteed by law.83

Surveillance, Privacy, and Anonymity
The Brazilian Constitution explicitly forbids anonymity.84 Although in practice, anonymous speech
online is common, judges have occasionally referred to the constitution as a basis for limiting certain
instances of anonymous speech. Other judges, however, have upheld anonymous speech on the
grounds that it is important for free expression and privacy, ruling that anonymous posts online are
protected as long as it is possible to technically trace the speech through IP addresses. The Brazilian
Superior Court of Justice (STJ) has held that identification through IP address is a “reasonably
effective means for identification” and corresponds to “average diligence” expected from internet
providers.85

Sérgio Roxo, “Juízes do Paraná movem 36 ações contra jornal e reporters,” [Judges of Paraná move 36 lawsuits against
newspaper and reporters] O Globo, June 7, 2017, https://glo.bo/2qX1boI; Estelita Hass Carazzai, “Magistrates file dozens of
lawsuits against journalists in PR,” Folha de São Paulo, June 7, 2017, http://bit.ly/1XaixZw
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80 Andrew Downie, “In Brazil , outdated defamation laws  and costly court cases used to pressure critics,” Committee to
Protect Journalists, April 6, 2017, https://cpj.org/blog/2017/04/in-brazil-outdated-defamation-laws-and-costly-cour.php

81 Thiago Herdy, “PF realiza condução coercitiva de blogueiro em São Paulo,” [Federal Police conducts coercively a blogger in
São Paulo], O Globo, March 21, 2017, https://glo.bo/2nyrYXH
82 Article 19, “Sérgio Moro’s decision against blogger is intimidated and violates the Constitution,” March 22, 2017, http://
bit.ly/2nJqLfw; “Abraji expresses concern over Moro’s ruling over coercive blogger,” O Globo, March 22, 2017, https://glo.
bo/2neLapb; Daniela Fernandes, “Coercive conduction of blogger is serious attack on freedom of the press, says Reporters
Without Borders,” BBC, March 22, 2017, http://bbc.in/2nsaw4x

83 Brazilian Federal Justice - 13ª Vara Federal de Curitiba, Search and Seizure Warrant No. Nº 500876224.2017.4.04.7000/ PR
(March 23, 2017), http://bit.ly/2ovARxV
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See Brazilian Superior Court of Justice Appeals to the Superior Court of Justice No. 1192208-MG, REsp 1186616-MG and
REsp 1300161-RS
85

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

BRAZIL
Several legal provisions also place restrictions on anonymity in Brazil. Real-name registration is
required for individuals or legal entities in order to purchase mobile phones or to access private
internet connections, although the use of pseudonyms in discussion forums across the web is quite
common. Lawmakers have urged further restrictions on anonymity with regard to public access
points such as LAN houses, suggesting that internet communications should be recorded in order
to prevent cybercrimes. Several pieces of legislation of this kind already exist in São Paulo86 and Rio
de Janeiro,87 and a bill under debate in the Senate would require LAN houses to register all users
and keep a directory of individual identification for an unspecified amount of time.88 The Marco Civil
requires internet service providers such as LAN houses to confidentially store connection records in
a safe, controlled environment, for at least one year following the provision of the service.89
Marco Civil Law treats privacy and data protection as fundamental rights, bans the disclosure of
users’ personal data to third parties—with the exception of police and judicial authorities—and
requires providers to make privacy policies and terms of use clear and understandable.90 Digital
rights activists have raised concerns about Marco Civil’s data retention mandate, which imposes
obligations on internet connection providers to keep records of theirs users’ connection logs for
12 months, and for application providers to keep records of access for 6 months.91 On the other
hand, Article 10 notes that the content of private communications can only be accessed with judicial
authorization. Regulations decreed on May 11, 2016 further clarified security measures to be taken
by providers regarding log-keeping, including how authorities must request users’ data from
intermediaries, the level of technical security said intermediaries must adopt to safeguard logs from
being leaked, and other identification and security procedures to be undertaken by the professionals
responsible for handling said data, such as the obligation for individual identification and for the use
of two-factor authentication.92
The Brazilian government has continued to increase its capacity for surveillance using as justification
major events such as the Olympics Games, which happened in August 2016, in Rio de Janeiro. In
response to an information request, the Ministry of Defense reported it had spent R$68 million
(approximately USD 21 million) between 2014 and 2016 on surveillance equipment.93 Civil society
organizations have continued to criticize the lack of transparency on how the government uses
surveillance, frequently justified as a pretext to combat crime.94   
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Legislative Assembly of the State of São Paulo, Law 12228/2006, http://bit.ly/2nuRWbN
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88 A rapporteur in the Commission for Science, Technology, Innovation, Communication and Information Technology from the
Senate was designated in March 2017 to analyze Bill 28/2011, http://bit.ly/1OxjBE8

Law No. 12.965, Government of Brazil, April 23, 2014. English version by Carolina Rossini, distributed by CGI.Br at the end
of Net Mundial event, available at http://bit.ly/1jerSOK
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91 Coding Rights and Instituto Beta para Internet e a Democracia, “Nota Técnica: Retenção de Registros de Conexão e
Aplicações,” [Technical note: Retention of connection and application logs], accessed October 12, 2016, http://bit.ly/2egPy7C

92 Decree 8.771, May 11, 2016, http://bit.ly/2c7Iqqv; See also: Artigo 19, “Regulamentação do Marco Civil da Internet é um
avanço,” [Regulation of Marco Civil is a breakthrough], May 20, 2016, http://bit.ly/2dYbhjf
93 Natalia Viana, “Armed Forces want to use cell phone blockers against ‘hostile’ drones and terrorism in the Olympics,”
Publica - Reporting Agency And Investigative Journalism, June 30, 2016, http://bit.ly/2ocGIvA
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Main digital rights advocacy organizations have largely supported a proposed Privacy and Data
Protection Bill. It was sent to Congress to be analyzed by a Special Commission created in October
2016, before being submitted for a vote in plenary.95 The bill aims to establish comprehensive data
protection system governed by a new independent authority, with clear user rights regarding both
government and private sector collection and use of data, and intermediary liability regarding the
collection, storage and treatment of personal data.96

Intimidation and Violence
Threats, intimidation, and violence against online journalists and bloggers constitute a major
restriction on freedom of expression and human rights in Brazil. At least two journalists, including
one editor of a news website, were killed during the coverage period.97
On July 24, 2016, João Miranda do Carmo, 54, editor of the outspoken news website SAD Sem
Censura was shot by at least two men from a car parked outside his house in Santo Antônio do
Descoberto. According to local news reports, the man was called by the murderers and, as soon as
he stepped out of his house, was shot seven times, dying instantly.98 Recent reports on his website
had criticized municipal problems such as a local tax on garbage collection and delays in payments
to local municipal employees. Following the arrest of two suspects, investigations pointed to the
victim’s reporting as the likely motivation for the crime.99
Brazil ranked ninth in the Committee to Protect Journalists’ 2016 Impunity Index, which tracks
countries where journalists are murdered and killers run free.100 In a meeting with a CPJ delegation
in 2014, the ex-President Dilma Rousseff committed to support legislative initiatives to federalize
the competence for judging crimes against freedom of expression and to adopt a “zero tolerance”
policy.101 Since then, the conviction in 2015 of the murderers of José Roberto Ornelas de Lemos, the
administrative director of the daily Hora H, has been considered a benchmark for justice and human
rights. Lemos was shot at least 41 times in 2013 after writing about the spread of militias allegedly
led by corrupt police officers in the suburb of Nova Iguaçu. In November 2015, police arrested six
people accused of running a militia believed to be directly linked to Lemos’ murder. The arrests also
resulted in the creation of a new homicide division in the city.102 However, most condemnations still
only target the direct perpetrators of these crimes, allowing their planners to escape justice.
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Intimidation and harassment remains a serious concern in Brazil. In one case in April 2017, attackers
fired at a car belonging to the owner of a blog focusing on local politics and corruption in Rio
Grande da Serra, near São Paolo. He had previously received threats for his work.103 Online bloggers
and journalists who work in poor or rural areas and are not linked to major urban media outlets
may face more harassment because they lack visibility and support. Under such circumstances,
authorities feel little pressure to solve attacks on the provincial press. Unsolved attacks on journalists
may in turn dissuade local reporters from investigating crime and corruption in their regions.104

Technical Attacks
Brazil remains a top source and target of cyberattacks: According to Akamai in the last quarter of
2016, Brazil was the fourth source country in the world for web application attacks, and the second
most targeted.105 It was also the eight source country for DDoS attacks.106 The Norton Cyber Security
Insights Report estimated a financial loss of U$10.3 billion due to cybercrime in Brazil in 2016,
affecting 42.4 millions of users.107
There was at least one attack targeting a media outlet during this period. On January 6, users
were unable to access the website of Folha, one of Brazil’s major news sites, and others hosted by
Universo Online (UOL), a web firm owned by Grupo Folha, after a hacking attack that managed to
redirect domains under UOL and Grupo Folha to pornographic websites. Users also reported being
led to a deface message, which redirected them to sites with pornographic content.108
Another case that garnered significant media attention was the hacking of a cell phone and emails of
the president’s wife Marcela Temer in an extortion attempt. The incident happened in April 2016, but
reappeared in the media in February 2017, when the hacker was condemned to five years in prison.109
The group of hackers Anonymous Brasil was behind several attacks during the coverage period.
In August 2016, the group claimed responsibility for hacking governmental sites and databases
belonging to the state of Rio de Janeiro, in protest against the Olympic Games.110 In May,
Anonymous leaked personal data about President Michel Temer and some of his ministers and
political allies, exposing ID cards, emails, phone numbers, residential and work addresses, and
business information. 111
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BRAZIL
Brazilian authorities have made some efforts to increase cybersecurity and invest more resources
in overcoming current obstacles. Since 2008, Brazil has engaged in a multi-stakeholder debate
to develop its cybersecurity agenda, which resulted in the opening of a National Cyber Defense
Command, and a National School for Cyber Defense aimed at preparing military personnel for the
use of cyber tools on national defense.112

Andrea Barreto, “Brazilian Armed Forces Strengthen the Nation’s Cybersecurity Defense,” Diálogo Digital Military
Magazine, April 14, 2015, http://bit.ly/1FinqJ7
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Cambodia
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

15

13

Limits on Content (0-35)

15

15

Violations of User Rights (0-40)

22

24

TOTAL* ( 0-100 )

52

52

Population:

15.8 million

Internet Penetration 2016 (ITU):

25.6 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Access improved, and some people were more likely to consult the internet for news
than the government-controlled traditional media (see Key Access Indicators and
Media, Diversity, and Content Manipulation).

•

Personal information was leaked to discredit senior politicians from both the ruling party
and the opposition (Media, Diversity, and Content Manipulation).

•

Two opposition politicians were sentenced to prison for Facebook posts, their immunity
from prosecution rescinded because the content remained available online (see
Prosecutions and Detentions for Online Activity).

•

Hackers attacked email and social media accounts operated by activists and journalists
(see Technical Attacks).
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Introduction
Internet freedom deteriorated in 2017, with prison sentences and new arrests for online speech and
technical attacks on activists and journalists. The decline was offset by steadily improving internet
penetration.
Criminal charges in relation to Facebook posts, relatively uncommon just two years ago, appear
to be increasing in advance of 2018 elections and were used to punish the political opposition.
The opposition had made gains in 2013 elections following their embrace of digital tools, though
they failed to unseat long-serving Prime Minister Hun Sen.1 Lengthy sentences passed during the
reporting period signaled a shrinking space for online speech.
The year saw an unprecedented number of politicized leaks targeting public figures. Insinuations
about policy, political affiliations, and personal scandals helped to discredit figures representing
both the ruling Cambodian People’s Party (CPP) and the opposition Cambodia National Rescue Party
(CNRP). Overall, the CNRP fared worse, with leaked information factoring into some high profile
prosecutions.
Though under pressure, the internet has become the preferred source of information for many
Cambodians, according in one survey from the past year. Even as pressure on civil society ramped
up, Cambodians continued to use social media for activism.

Obstacles to Access
Increasing smartphone penetration has enabled a greater number of Cambodians to access the
internet regularly. As in past years, the impact remains concentrated in urban areas.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

2016

a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

1

25.6%

2015

19.0%

2016

125%

2011

94%

2011

2015

2017(Q1)

2016(Q1)

3.1%

133%
5.4 Mbps
5.2 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Freedom House, “Cambodia,” in Freedom on the Net 2014, https://freedomhouse.org/report/freedom-net/2014/cambodia.
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Internet usage in Cambodia has soared in the past four years, and continued to improve during the
reporting period (see Key Access Indicators). Some obstacles to access remain, particularly outside
cities.2
In December 2016, the Open Institute reported that 96 percent of Cambodians own a mobile phone,
though Cambodians living in urban areas are considerably more likely to have internet access on
their phones than those in rural areas.3 Smartphone penetration amongst Cambodians aged 15 to
65 was at 48 percent, a 21 percent increase from the previous year, according to the report. Men
were more likely to own a smartphone than women (54 percent vs 41 percent); however, this gap is
narrowing, the report found.
Devices capable of Khmer language communication make it easier for Cambodians to connect. The
number of Cambodians who own phones that support Khmer script climbed to 76 percent, up from
63 percent in 2015.4
Internet service is becoming more affordable over time. A sample 4 GB mobile data connection cost
US$5 a month in 2017, and fixed-line connections cost at least US$12 a month,5 compared to an
average monthly income of just under US$300.6 Some data packages were heavily discounted (see
ICT Market).

Restrictions on Connectivity
No government shutdowns of internet or mobile access have been documented in Cambodia,
although the National Election Committee attempted to ban SMS nationwide in advance of a 2007
election under a law prohibiting campaigning immediately before a vote.7
Internet usage has been constrained by poor infrastructure. The absence of an extensive landline
network inhibits greater internet penetration, since the fixed landlines which broadband internet
services depend on are often unavailable in rural areas. ISPs develop their own infrastructure. By
2016, three had announced plans to construct submarine fiber-optic internet cables to connect to
high-speed international connections; one of the projects was commissioned by the government.8
One of these projects, the Malaysia-Cambodia-Thailand (MCT) submarine cable, was launched in
March 2017 to provide high-speed internet access to provinces with slow connections and improve
4G services nationwide.9 The 1,300 km long fiber-optic cable system, which has a capacity of 30 Tbps,
Erin Handley, ‘Facebook trumps TV’ The Phnom Penh Post, 16 December 2016 http://www.phnompenhpost.com/national/
facebook-trumps-tv. Kimchhoy Phong, Lihol Srou, and Javier Solá, “Mobile Phones and Internet Use in Cambodia 2016,” Open
Institute, USAID Development Innovations, Asia Foundation, December 2016, http://asiafoundation.org/publication/mobilephones-internet-use-cambodia-2016/.

2

3

Kimchhoy Phong, Lihol Srou and Javier Solá, ‘Mobile Phones and Internet Use in Cambodia 2016.’

Kimchhoy Phong and Javier Sola, “Mobile Phones and Internet in Cambodia 2015,” The Asia Foundation, November 30,
2015, http://bit.ly/1NlsZ9T.

4

Smart, https://www.smart.com.kh/plans/data; Opennet, http://opennet.com.kh/news/adsl/adsl-home-premium-forphnompenh/

5

6 World Bank, “GDP per capita, PPP (current international $),” International Comparison Program Database, http://data.
worldbank.org/indicator/NY.GDP.PCAP.PP.CD.

Norbert Klein, “Civil Society Organizations Said That The National Election Committee Caused Fear To The Citizen Who Are
The Electorate,” Cambodia Mirror, April 1, 2007, http://www.cambodiamirror.org/2007/04/01/saturday-3132007-civil-societyorganizations-said-that-the-national-election-committee-caused-fear-to-the-citizen-who-are-the-electorate/.

7

8

Simon Henderson, “Internet Firm Inks Fiber Optic Deal, “The Cambodia Daily, June 13, 2014, http://bit.ly/1QoqOD9.

Ezecom, ‘MCT Submarine Cable Launch Promises Bright Future for Cambodia and Region’s Telco’ Phnom Penh, March 15,
2017, http://bit.ly/2mc3h3N.
9
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connects Cambodia to landing stations in Malaysia and Thailand.
Three operators provide a backbone network, Telecom Cambodia, Viettel Cambodia, and Cambodia
Fiber Optica Cable Network.10 These operators interconnect with smaller networks, allowing
exchanges of information through Wi-Fi, LAN lines, or other means. Telecom Cambodia operates
under the Ministry of Posts and Telecommunications of Cambodia (MPTC) and the Ministry of
Finance.11
Insufficient electricity, often resulting in nationwide blackouts, imposes additional constraints on
computer and internet use. Connections can also be extremely slow, especially in remote areas.
Critics say poorly defined provisions of a telecommunications law passed in 2015 leaves it
open to abuse to interrupt service. Under Article 7, the MPTC or other relevant ministries will
have the authority to order telecommunications providers to “take necessary measures” in
undefined circumstances of force majeure. The law separately established an enforcement body of
“telecommunications inspection officials” to police offenses under the law, with the authority to call
in support from the armed forces.12 These officials “hold power to temporarily suspend telecoms
firms’ services and suspend or fire their staff,” according to local NGO LICADHO.13
In November 2016, news reports said officials had threatened to punish service providers or
disconnect unregistered mobile phone numbers under a regulation which restricts anonymous
communication (see Surveillance, Privacy, and Anonymity). No implementation was reported.

ICT Market
The telecommunications market is becoming increasingly competitive since it opened to private
investment in 2006.14 In 2016, the Telecommunications Regulator of Cambodia reported 31 ISPs
and 7 mobile service providers operating in Cambodia, a decrease since 2014 following some
consolidation.15
In February 2017, the regulator warned mobile operators not to engage in a price war.16 The rivalry
between the six prominent mobile operators Smart, CamGSM, Viettel, Seatel, Xinwei, and Cadcomms,
developed into a race to satisfy the growing market for internet consumption at the lowest possible
cost, potentially creating a challenge for new operators seeking to enter the market. In January
2017, CamGSM, the operator of Cellcard, promoted a discount to its customers offering $1 for $100
worth of mobile services; in response Smart launched a promotional package of $1 in exchange

10

Ministry of Posts and Telecommunications, “September 2015 Fact Sheet.”

World Bank, “Cambodia Services Trade: Performance and Regulatory Framework Assessment,” July 2014, http://wwwwds.worldbank.org/external/default/WDSContentServer/WDSP/IB/2014/10/08/000470435_20141008074339/Rendered/
PDF/912430WP0P12570mbodia0Service0Trade.pdf 28-29

11

LICADHO, “Cambodia’s Law on Telecommunications: A Legal Analysis,” briefing, March 2016, https://www.licadhocambodia.org/reports.php?perm=214.

12

LICADHO, “Cambodia’s Law on Telecommunications: A Legal Analysis,” briefing, March 2016, https://www.licadhocambodia.org/reports.php?perm=214.

13

World Bank, “Cambodia Services Trade: Performance and Regulatory Framework Assessment,” July 2014, http://wwwwds.worldbank.org/external/default/WDSContentServer/WDSP/IB/2014/10/08/000470435_20141008074339/Rendered/
PDF/912430WP0P12570mbodia0Service0Trade.pdf 30

14

15

Telecommunication Regulator of Cambodia, “Licenses,” http://bit.ly/1TmPxM9.

Sum Manet, ‘Phone regulator issues ultimatum’ Khmer Times, 17 February 2017, http://www.khmertimeskh.com/
news/35556/phone-regulator-issues-ultimatum/.
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for $125 worth of mobile service including data, calls and messaging.17 TRC spokesperson Im Vutha
noted that whilst low costs appeal to consumers, it was important to balance profit and long-term
sustainability.18
The 2015 telecommunications law introduced penalties for constructing or operating
telecommunications without a license, including fines and prison sentences of up to three years.19

Regulatory Bodies
The Telecommunications Regulator of Cambodia (TRC), established by royal decree on 20 September
2012, is the main regulatory body in Cambodia. The TRC’s objectives are to regulate the operations
of telecommunications networks and services, in order to “promote fair, efficient, and transparent
competition” in Cambodia.20 Although the TRC proclaims itself to be an autonomous public entity,
the 2015 telecommunications law significantly undermined its independence by granting the MPTC
ultimate authority over the regulator, without transparency.21

Limits on Content
The internet, and particularly social media, is increasingly trusted as an alternative to state and state
affiliate-run news outlets. It is also used for campaigns challenging human rights abuses and online
activism. But prosecutions for online activity may encourage self-censorship, and there are signs of
nascent content manipulation campaigns.

Blocking and Filtering
Websites hosting pornography or sexually explicit images are subject to blocking in Cambodia. The
prohibition is governed by Articles 38 and 39 of the Law on Suppression of Human Trafficking and
Sexual Exploitation.22
Politically-motivated blocking has not yet been systematically applied, although it has been
observed on a case by case basis. Blogs blocked for supporting the political opposition, such as
KI Media and Khmerization, were available through at least some ISPs during the coverage period,
indicating that censorship orders are unevenly executed.
Implementation of censorship is nontransparent, apparently based on informal communications
between government officials and service providers, which provide no avenue for appeal. In 2011,
for example, then-Minister of Posts and Telecommunications So Khun asked mobile phone operators

Kali Kotoski and Hor Kimsay ‘Price war looms over mobile sector,’ Phnom Penh Post, February 7, 2017, http://www.
phnompenhpost.com/business/price-war-looms-over-mobile-sector.

17

Kali Kotoski and Hor Kimsay ‘Price war looms over mobile sector,’ Phnom Penh Post, February, 7 2017, http://www.
phnompenhpost.com/business/price-war-looms-over-mobile-sector.

18

LICADHO, “Cambodia’s Law on Telecommunications: A Legal Analysis,” briefing, March 2016, https://www.licadhocambodia.org/reports.php?perm=214.

19

20
21

Telecommunications Regulator of Cambodia (TRC), ‘Background’ https://www.trc.gov.kh/en/about-us/background/.
Law on Telecommunications 2015, Article 24.

Michael Dickinson, ‘Ministry Seeking to Curb Sexual Images Online,’ The Cambodia Daily, October 25 2016, https://www.
cambodiadaily.com/news/ministry-seeking-curb-sexual-images-online-119699/.
22
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to “cooperate” in blocking websites “that affect Khmer morality and tradition and the government,”
according to The Phnom Penh Post, citing internal MPTC minutes.23
Social media platforms such as YouTube, Facebook, and Twitter, were freely available in 2017
and were an important source of news for many consumers (see Media, Diversity, and Content
Manipulation).

Content Removal
The extent of content removal remains difficult to assess, as the process is unofficial and
nontransparent. No significant acts of content removal were recorded during the coverage period,
though some content may have been removed following government warnings or user complaints.
In July 2016, for example, a social media outcry lead to the banning of two songs that could be
interpreted sexually. The Ministry of Information issued a statement calling on media outlets to
“avoid social negativity through the dissemination of these two songs.”24
In December 2016, The Ministry of Women’s Affairs (MoWA), said it was seeking “possible
approaches” to prevent the “uploading and circulating of negative images of women on social
media,” though no legislation had been introduced in mid-2017.25 This announcement came after
news reports said the Ministry of Culture had summoned popular star Denny Kwan to “educate” her
about appropriate dress after a photograph of her in revealing clothing sparked public debate when
it was shared on Facebook.26

Media, Diversity, and Content Manipulation
The internet has quickly become one of the main sources of news and information, and social media
has liberated many Cambodians from an environment in which information was dominated by
government influence.27 Yet that liberation looked increasingly fragile during the reporting period.
A campaign against the political opposition in advance of 2018 elections may increase selfcensorship online. The main opposition Cambodia National Rescue Party (CNRP) advised members
to avoid expressing overly strong criticism of the government after several were arrested for online
speech (see Prosecutions and Detentions for Online Activities).28 Some members were explicitly
warned in relation to their posts. In March 2017, following the death of Deputy Prime Minister Sok
An, Council of Ministers spokesman Phay Siphan warned Facebook users not to insult his memory

Thomas Miller, “Ministry Denies Blocking Website,” Phnom Penh Post, February 16, 2011, http://www.phnompenhpost.com/
national/ministry-denies-blocking-website.

23

24 Kuch Naren, ‘Government Bans Two Songs Deemed too Sexual,’ The Cambodia Daily, July 8, 2016, https://www.
cambodiadaily.com/news/government-bans-two-songs-deemed-too-sexual-115167/.

25 Michael Dickinson, ‘Ministry Seeking to Curb Sexual Images Online,’ The Cambodia Daily, October 25, 2016, https://www.
cambodiadaily.com/news/ministry-seeking-curb-sexual-images-online-119699/.

26 Ouch Sony, ‘Culture Ministry Asks Video Star to Scale Back Sexy,’ The Cambodia Daily, May 18, 2016, https://www.
cambodiadaily.com/news/culture-ministry-asks-video-star-to-scale-back-sexy-112734/.

27 Paul Millar, ‘The tangled web: how leaks, lies and fake news took over Cambodian Politics’ Southeast Asia Globe, March 7,
2017, http://sea-globe.com/the-tangled-web-how-leaks-lies-and-fake-news-took-over-cambodian-politics/.

28 Zsombor Peter, ‘Opposition Learning to Live With Fear of Death,’ The Cambodia Daily, March 16, 2017, https://www.
cambodiadaily.com/featured/opposition-learning-to-live-with-fear-of-death-126609/.
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and threatened one individual with legal action in relation to comments about the politician.29
The individual apologized on Facebook. Separately, a private phone conversation between CNRP
members Lim Kim Ya and Hing Yoeun that purported to document them insulting Sok An was leaked
on an anonymously operated Facebook page. Both subsequently apologized.30
Press freedom also declined in 2017 amid a “clampdown on independent media,” according to
international observers.31 Both independent and government-controlled media organizations have
a strong online presence. Non-government-controlled websites are not restricted in the same way
as those operated by state media, but may be subject to threats and legal action. In March 2017,
a Council of Ministers spokesman cited U.S. President Donald Trump when threatening to “crush”
media outlets that compromised national “peace and stability.”32 The Prime Minister echoed the
sentiment, stating that he and Trump both see the media as stirring anarchy.33
A corresponding clampdown on civil society also bodes ill for freedom of expression on the
internet. In mid-2016, Justice Ministry officials warned one NGO, LICADHO, that their webpage
titled “Cambodia’s Political Prisoners” contravened Article 24 of the Law on Associations and NonGovernmental Organizations requiring political neutrality, and could lead to the dissolution of the
organization or criminal charges.34 The trend was starkly illustrated when human rights activist and
political commentator Kem Ley was murdered in July 2016 after commenting publicly on allegations
of government corruption.35 His associates told the Cambodia Daily that Kem Ley had taught them
to “remain independent,” but also to “be careful with [their] wording.”36 Prime Minister Hun Sen
threatened Kem Ley’s colleague, Meas Ny, not to “go too far” in February 2017 after he said actions
taken against the CNRP were unconstitutional.37 In March 2017, the Prime Minister also threatened
all non-government organizations (NGOs) that engage in “political analysis” with possible
imprisonment.38 The warning was issued after the head of the Committee for Free and Fair Elections
in Cambodia published a Facebook post alleging the incumbent administration was working to
unfairly discredit the opposition.
Yet the internet also offered a platform to document and resist these developments. In a significant
development, the internet, and especially Facebook, overtook radio, television, and newspapers, as
May Titthara, ‘Facebook insults spark legal threat,’ Khmer Times, March 20, 2017, http://www.khmertimeskh.com/
news/36654/facebook-insults-spark-legal-threat/.

29

Khuon Nairm and Ben Paviour, ‘Leaked Sok An Insults by Opposition Party Officials Spark Apology,’ The Cambodia
Daily, March 20, 2017, https://www.cambodiadaily.com/news/leaked-sok-an-insults-by-opposition-party-officials-sparkapology-126766/.

30

31 Reporters Without Borders, ‘2017 World Press Freedom Index’ https://rsf.org/en/ranking; CPJ, “Radio Free Asia suspends
operations in Cambodia,” September 14, 2017, https://cpj.org/2017/09/radio-free-asia-suspends-operations-in-cambodia.php.

Andrew Nachemson, ‘Trump ban cited in media threat,’ The Phnom Penh Post, February 27, 2017, http://www.
phnompenhpost.com/national/trump-ban-cited-media-threat

32

Samuel Osborne, ‘Cambodia threatens foreign news media citing Donald Trumps example,’ The Independent, 1 March 2017,
http://www.independent.co.uk/news/world/asia/cambodia-donald-trump-threat-foreign-news-media-example-press-a7605716.
html.

33

Khuon Narim and George Wright, ‘Rights Group Warned Over “Political Prisoners” Page,’ The Cambodia Daily, 20 May
2016, https://www.cambodiadaily.com/archives/rights-group-warned-over-political-prisoners-page-112823/.

34

“Cambodian activist Kem Ley shot dead in Phnom Penh,” BBC, July 10, 2016, http://www.bbc.com/news/worldasia-36757370.

35

George Wright and Ouch Sony, ‘Keeping Vigil,’ The Cambodia Daily, July 30 2016, https://www.cambodiadaily.com/news/
keeping-vigil-116062/.

36

Ben Paviour, ‘Tough Truths,’ The Cambodia Daily, 17 February 2017, https://www.cambodiadaily.com/news/toughtruths-125294/; Mech Dara and Shaun Turton, ‘PM takes aim at Post, analyst,’ The Phnom Penh Post, 3 February 2017, http://
www.phnompenhpost.com/national/pm-takes-aim-post-analyst.

37

May Titthara, ‘PM Warns NGOs, Rainsy,’ Khmer Times, 7 March 2017, http://www.khmertimeskh.com/news/36172/pmwarns-ngos--rainsy/.
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the most popular place to seek news, according to one Open Institute survey.39 The survey found
30 percent of respondents accessed information through the internet and Facebook, compared to
29 percent who watched television, and 15 percent who listened to the radio. The director of the
Cambodian Institute for Media Studies, Moeun Chhean Narridh, hailed the “democratization” of
news via social media in December 2016.40
Following the murder of political analyst Kem Ley, for example, international and civil society media
outlets streamed his funeral procession live, and there was widespread coverage on Facebook. Staterun media outlets were criticized for failing to adequately cover the event, after the Information
Ministry warned them against broadcasting “images and content relating to murder.”41
Prime Minister Hun Sen embraces social media and live streams events and speeches on Facebook.42
The prime minister’s belief that the internet has brought him closer to the Cambodian people has
even driven him to create his own mobile application and encourage social media use amongst civil
servants.43
This activity has raised questions about government regulation and manipulation of online content.
The prime minister’s Facebook page has over seven million “likes,” though The Phnom Penh Post
alleged that only 20 percent of new “likes” in February and March 2016 came from within the
country, with the rest reportedly coming from paid “click farms” abroad.44 In November 2016, former
opposition leader Sam Rainsy was found guilty of defamation for claiming that the “likes” were not
genuine (see Prosecutions and Detentions for Online Activities).45
Allegations of paid content manipulation were made during the coverage period involving an online
activist and social media celebrity, Thy Sovantha.46 The self-professed CNRP supporter, who has over
two million followers on Facebook, undertook a political U-turn to conduct a high profile online
campaigns alongside ruling party activists. News reports said she had been offered money through
her Facebook page by a man who identified himself as “grandpa” and appeared to have connections
with the ruling party.47 Sovantha, one of the most polarizing non-elected political figures in
Cambodia, exemplifies the way social media is increasingly used in Cambodian politics.48
The coverage period saw a deluge of leaks involving private digital communications published
online to discredit political opponents. The ruling party were also targeted, but the CNRP was most
39

Kimchhoy Phong, Lihol Srou and Javier Solá, ‘Mobile Phones and Internet Use in Cambodia 2016.’

Erin Handley, ‘Facebook trumps TV,’ The Phnom Penh Post, 16 December 2016 https://www.cambodiadaily.com/news/
rainsy-guilty-hun-sen-facebook-likes-case-120344/.

40

Niem Chheng, ‘TV stations defend coverage of Kem Ley funeral march,’ The Phnom Penh Post, 28 July 2016, http://www.
phnompenhpost.com/national/tv-stations-defend-coverage-kem-ley-funeral-march

41

Ben Paviour and Kuch Naren, ‘Live From Facebook, It’s Prime Minister Hun Sen,’ The Cambodia Daily, 21 June 2016, https://
www.cambodiadaily.com/news/live-from-facebook-its-prime-minister-hun-sen-114362/.

42

Joshua Wilwohl, ‘Follow The Leader: Cambodians…Making Big Waves on Social Media,” Forbes, February 4, 2016, http://
onforb.es/1QvMUSd.

43

Daniel Nass and Shaun Turton, ‘Only 20 per cent of PM’s recent Facebook ‘likes’ from Cambodia,’ The Phnom Penh Post,
March 9, 2016, http://bit.ly/1M5DMlT.

44

Ouch Sony, ‘Rainsy Guilty in Hun Sen Facebook “Likes” Case,’ The Cambodia Daily, 9 November 2016
https://www.cambodiadaily.com/news/rainsy-guilty-hun-sen-facebook-likes-case-120344/.

45

Kuch Naren, ‘Social Media Starlet Launches Campaign for Kem Sokha to Step Down,’ The Cambodia Daily, 14 May 2016,
https://www.cambodiadaily.com/news/social-media-starlet-launches-campaign-for-kem-sokha-to-step-down-112577/.

46

Ben Sokhean and Colin Meyn, ‘Threats, Guns Enter Crusade Against Kem Sokha,’ The Cambodia Daily, 12 December 2016,
https://www.cambodiadaily.com/news/threats-guns-enter-crusade-kem-sokha-121837/.

47

Alex Willemyns and Kuch Naren, ‘The Rise and Revolt of “Rescue Girl” Thy Sovantha,’ The Cambodia Daily, 6 July 2016,
https://www.cambodiadaily.com/news/the-rise-and-revolt-of-rescue-girl-thy-sovantha-115052/.
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affected, undermining the already vulnerable party by providing grounds for criminal prosecution.
In one example, Cambodia’s Anti-Corruption Unit (ACU) aggressively investigated leaked recordings
in which opposition leader Kem Sokha appeared to offer gifts to his mistress in early 2016. Five
people affiliated with an NGO were subsequently charged with bribing a witness in the case and
were imprisoned without trial for over a year before being released on bail in June 2017, in what
international human rights organizations characterized as politically-motivated detentions.49 By
contrast, the ACU declined to investigate scandals implicating the ruling party.
Anonymously operated accounts were the source of many compromising leaks. For example, in
February 2017, the progovernment online media outlet Fresh News published leaks obtained from
a Facebook page, “Sei Ha.” The leaks allegedly revealed messages and recordings entangling CNRP
officials, including leader Sam Rainsy, in infidelity and scandal.50 Observers characterized Sei Ha as
an anonymous outlet created to disseminate government propaganda.51
Whilst social media enables a diversity of information sources, the information distributed is
not always well-informed. In January 2017, a story which stated canned fruits from Thailand
were contaminated with HIV went viral on Facebook. The Thai Embassy had to issue a statement
confirming that the story was not true.52

Digital Activism
Social media provides a significant outlet for citizens to express dissatisfaction. During the coverage
period, online campaigns were launched on human rights and political issues, achieving some
visibility, though not enough to result in significant change.
The #FREETHE5KH (Free the Khmer Five) online campaign was launched in August 2016 in support
of the five people detained for supposedly bribing a witness in a trial involving opposition leader
Kem Sokha’s alleged extra-marital affair (see Media, Diversity, and Content Manipulation).53 The
campaign was designed to remind the detainees, who had been jailed since April, that they were
not forgotten, and call for their release. #FREETHE5KH attracted several thousand supporters on
Facebook and ran an active twitter campaign. In April 2017, marking the one year anniversary of
their detention, the “I am the Five” photo campaign encouraged people all over the world to take
photographs with the faces of the five and post them on social media. The five were released on bail
in June 2017, but charges remained pending.
A grassroots Black Monday campaign developed out of the support for the imprisoned activists.
Individuals posted photos of themselves wearing black on Mondays to mourn the deterioration of

Frontline Defenders, “Five ADHOC Members Detained,” https://www.frontlinedefenders.org/en/case/five-adhoc-membersdetained.

49

50 Ben Paviour, ‘Years of Leaks Leave Few Clear Winners,’ The Cambodia Daily, 8 March 2017, https://www.cambodiadaily.
com/news/years-of-leaks-leave-few-clear-winners-126257/

Kann Vicheika, “Controversial Facebook Page Seen as Avenue for Gov’t Propaganda,” VOA Khmer, February 16, 2017,
http://www.voacambodia.com/a/controversial-facebook-page-seen-as-avnue-for-government-propaganda/3725867.html.
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52 Menghun Kaing, ‘Are Cambodians Better Informed in the Internet and Facebook Era?’ The Asia Foundation, 11 January
2017, http://asiafoundation.org/2017/01/11/cambodians-better-informed-internet-facebook-era/.
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human rights in Cambodia.54 The Black Monday protests were covered in the documentary film, “A
Cambodian Spring.”55

Violations of User Rights
Cambodian law guarantees the right to freedom of expression but the criminal code has been used
against those who speak out against the government, and opposition politicians were jailed for
online speech. Technical attacks apparently seeking to expose private data have become a frequent
occurrence.

Legal Environment
Article 31 of the Constitution of the Kingdom of Cambodia incorporates international human rights
standards into national law, including the Universal Declaration on Human Rights (UDHR),56 and the
International Covenant on Civil and Political Rights (ICCPR). 57 The right to freedom of expression
and opinion is embodied in those treaties. Article 41 of the Constitution of Cambodia provides that
“Khmer citizens shall have freedom of expression” as long as it does not “infringe upon the honor of
others” or disrupt “society, public order and national security.”58 Media outlets who report on human
rights have been accused of threatening national security.
Provisions of Cambodia law, notably provisions of the Criminal Code of the Kingdom of Cambodia,59
threaten the right to freedom of expression. Individuals can be arrested for disturbing public order
or affecting the dignity of individuals and public officials.60 Articles 305 and 307, which govern
defamation, are frequently implemented, causing particular concern in light of the volume of
politicized leaks involving private digital conversations in 2016 and 2017. The law covers insults
which are “circulated in public or exposed to the sight of the public,” meaning individuals be charged
even if they did not consent or intend to publish.61 Both Articles 305 and 307 carry fines of KHR
10,000,000 (US$2,500). Article 306 states that defamation through media is governed by the 1995
Law on the Press. Article 10 of the Press Law governs defamation, which carries a fine of KHR 1, 000,
000 to 5, 000, 000 (US$250-1,200) and requires publication of a retraction.62
Though those charges do not carry prison sentences, people were also convicted of other criminal
charges in relation to political Facebook posts during the coverage period (see Prosecutions and
Detentions for Online Activities). These include forgery, which carries penalties up to 10 years
in prison under Article 629 of the criminal code, and incitement to disturb social security or

Lam Samean, ‘Five arrested in second round of “Black Monday” protests,’ The Phnom Penh Post, 17 May 2016, http://www.
phnompenhpost.com/national/five-arrested-second-round-black-monday-protests.

54

Canada International Documentary Festival, ‘A Cambodian Spring,’ HotDocs, https://boxoffice.hotdocs.ca/WebSales/pages/
info.aspx?evtinfo=62576~a4ecaa3d-d17e-4b8e-a995-0771bb3212fc.
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56 UN General Assembly, Universal Declaration of Human Rights, 10 December 1948, 217 A (III), http://www.un.org/en/
documents/udhr/.
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Constitutional Council of the Kingdom of Cambodia, Decision No. 092/003/2007 (10 July 2007).
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Human Rights Watch, ‘Cambodia: New Penal Code Undercuts Free Speech,’ December 23, 2010, http://bit.ly/1VJfUty.
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Constitution of the Kingdom Cambodia, 21 September 1993, Article 41.

Human Rights Watch, ‘Cambodia: New Penal Code Undercuts Free Speech.’

CCHR, ‘Digital Wrongs: An Overview of the Situation of Digital Rights in Cambodia’ (February 2016), 10.
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discriminate against a person or group, under Articles 495 and 496, which carry maximum two and
three year prison penalties, respectively.
The 2015 Law on Telecommunications increased government control over the sector and threatens
the rights to privacy and freedom of expression (see Restrictions on Connectivity and Surveillance,
Privacy, and Anonymity). Using telecommunications to plan criminal activity or damage property
carries a possible prison sentence of up to six months and fines of up to KHR 40 million (US$8,800)
under Articles 93–96. Article 80 punishes the “establishment, installation and utilization of
equipment in the telecommunications sector” leading to “national insecurity” with 7 to 15 years in
prison. Critics feared the heavy penalties attached to this vaguely defined clause could be abused
to prosecute legitimate activity. However, other parts of the law have been commended as an
important step towards increasing connectivity in Cambodia and encouraging e-education.63
In mid-2017, a proposed cybercrime law appeared to have been put on hold. In 2012, the
government announced its intention to adopt a law to regulate online content and to prevent “illwilled” individuals from spreading false information. A problematic draft leaked in 2014, though
the government refused to release an official version. In 2015, the drafting process appeared to be
ongoing,64 but there were no developments during the reporting period.

Prosecutions and Detentions for Online Activities
Prosecutions involving opposition party members and civilians increased in 2016 and 2017 as
the government cracked down on the political opposition (see Media, Diversity, and Content
Manipulation). Though exact figures were not available, several charges of defamation, forgery,
and incitement to disturb social society or discriminate against others were brought in relation to
content posted online in the past year. At least one opposition activist reportedly fled the country
to evade charges in relation to content posted on a Facebook page he administered. In March 2017,
the ASEAN Parliamentarians for Human Rights (APHR), a body of legislators from the region, warned
that criminal trials over alleged defamation had become “prevalent and normalized.”65
At least two opposition politicians were sentenced to prison based on Facebook posts involving
the border with Vietnam, although senators and members of the National Assembly are immune to
prosecution under the constitution. The disputed border is the center of a long-running controversy,
with the opposition claiming that the ruling party knowingly ceded territory to Vietnam.
•

In October 2016, CNRP lawmaker Um Sam An was imprisoned for two and a half years for
comments he made about the border on Facebook, which were considered to constitute
incitement. The prosecution successfully argued that because the post remained available
online, he was caught committing the crime (in flagrante delicto), which rescinds his
immunity as a National Assembly member.66

Sok Chan, ‘Smart help for innovators,’ Khmer Times, 15 February 2017, http://www.khmertimeskh.com/news/35457/smarthelp-for-innovators/.
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Sok Khemara, ‘Media Experts Warn Against Cyber-Crime Law that Hurts Online Freedom,’ VOA Khmer, 12 October 2015,
http://www.voacambodia.com/a/media-experts-warn-against-a-cyber-crime-law-that-hurts-online-freedom/3002439.html.
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ASEAN Parliamentarians for Human Rights (APHR) ‘Death Knell for Democracy’ (March 2017), 14.

Niem Chheng, ‘Sam An sentence to jail,’ The Phnom Penh Post, 11 October 2016, http://www.phnompenhpost.com/
national/sam-sentenced-jail; https://www.hrw.org/news/2015/10/01/cambodia-drop-case-against-opposition-senator.
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•

On November 8, Senator Hong Sok Hour was sentenced to seven years’ imprisonment.67 He
was charged with forgery and incitement for posting an altered version of a 1979 border
treaty between Cambodia and Vietnam to the Facebook page of CNRP President Sam
Rainsy.68

Sam Rainsy, the former opposition leader who lives overseas, was convicted at least three times in
absentia during the coverage period of this report, and charged with additional offences involving
online speech.69 Rainsy went abroad after the Phnom Penh Municipal Court issued a warrant for
his arrest in November 2015 in relation to charges of defamation and incitement that date back
to 2008. On August 1, 2016, Prime Minister Hun Sen charged Rainsy for Facebook posts accusing
the government of responsibility for the death of political analyst Kem Ley (see Media, Diversity,
and Content Manipulation).70 He was then investigated for alleged incitement over a September
Skype conversation in which he asked CNRP youth activists whether they were ready to join
a “mass demonstration.”71 On November 8, Rainsy was found guilty of defamation in relation to
statements about Prime Minister Hun Sen’s Facebook supporters (see Media, Diversity and Content
Manipulation).72 On December 27, he was convicted of forgery and incitement charges as an
accomplice of Senator Hong Sok Hour, and sentenced to five years’ imprisonment. In January 2017,
Prime Minister Hun Sen and social media personality Thy Sovantha brought fresh charges against
him for publishing comments alleging the leader was paying the 21-year-old to support him online
(see Media, Diversity, and Content Manipulation).73
Oun Vansak, opposition party activist and manager of the I Love Cambodia Hot News II Facebook
page, was summoned to court over a charge of “incitement to discriminate” for content posted
online between 2013 and 2016.74 In February 2017, news reports said he had left the country to
avoid imprisonment.75
Other internet users were serving sentences handed down in the past. CNRP activists Sok Sam Ean
and Norng Sarith completed 18-month sentences for forgery in May 2017.76 They were convicted
for posting on Facebook an image of a public document that suggested Cambodian territory had
been lost.77 Two more Facebook users were arrested on forgery charges in the reporting period, for
allegedly posting fake documents on a Facebook account parading as the prime minister’s. News

67 Niem Chheng and Shaun Turton, “Senator Sok Hour given seven years for forgery and incitement,” Phnom Penh Post, 8
November 2016, http://www.phnompenhpost.com/national/senator-sok-hour-given-seven-years-forgery-and-incitement; as
with Um Sam An, the continued availability of the content provided grounds to prosecute the senator. See, Human Rights
Watch, “Cambodia: Drop Case Against Opposition Senator,” October 1, 2015, https://www.hrw.org/news/2015/10/01/
cambodia-drop-case-against-opposition-senator.
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ASEAN Parliamentarians for Human Rights (APHR), ‘Death Knell for Democracy’ (March 2017), Annex II: Case Timelines.

Meas Sokchea and Anath Baliga, ‘CPP demands Rainsy’s proof of gov’t involvement in Ley’s murder,’ The Phnom Penh Post,
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70
71

ASEAN Parliamentarians for Human Rights (APHR), ‘Death Knell for Democracy’ (March 2017), Annex II: Case Timelines.

Moniroth Morm, ‘Facebook “Likes” Conviction Upheld by Cambodian Appeals Court,’ Radio Free Asia, 9 February 2017,
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reports did not elaborate on the nature of the content.78 Student Kong Raya was released on
February 23, 2017. 79 He had served an 18 month prison sentence for incitement to commit a crime
in relation to a Facebook post calling for a color revolution, which observers said was not even
influential.80
As in 2016, some of the comments that were subject to prosecution during the coverage period
involved violent threats. In February 2017, 27-year-old Ven Sopheap was imprisoned for two years
for threatening Prime Minister Hun Sen in a Facebook post. It was reported that he posted an online
video of an effigy which appeared to represent Hun Sen, titled, “Hun Sen, today is the day of your
death.” Human rights advocates said the verdict was an “attempt to smother freedom of expression
in anticipation of upcoming commune elections.”81

Surveillance, Privacy, and Anonymity
Surveillance of citizens’ digital activity has not been technologically advanced in Cambodia, though
there are few safeguards to prevent abuse.
The 2015 telecommunications law includes several provisions that undermine security and privacy.82
Article 6 of the telecommunications law requires that “All telecommunications operators and
persons involved with the telecommunications sector shall provide to the Ministry of Post and
Telecommunications the telecommunications information and communication technology service
data.” There is no requirement for a judicial warrant or other safeguard, and the law places no limits
on how long data can be stored.83 Article 97 criminalizes eavesdropping by private individuals, but
permits secret surveillance with approval from an undefined “legitimate authority.” The law includes
no legal or procedural safeguards, and as such, appears to authorize undeclared monitoring of “any
private speech via telecommunications,” according to one analysis.84
The provision against eavesdropping has yet to be applied in relation to the politicized online leaks
of private conversations in 2016 and 2017 (see Media, Diversity, and Content Manipulation). Several
political figures, particularly in the opposition, have been subject to smear campaigns following
leaks that implicated them in wrongdoing, but in many cases the content is unverified, and it is
unclear if any were obtained through eavesdropping or illegitimate surveillance. Some methods
involved in the leaks are low tech, especially ones that appeared to support the opposition. In
November 2016, a YouTube user alleged Hun Sen’s son, Hun Manith, and social media supporter
Thy Sovantha, were discussing plans for a campaign against opposition leader Kem Sokha. The user
documented the allegations by filming the screen of a phone that appeared to reveal the two of
them exchanging messages.
Chhorn Phearun, ‘Two Charged for Phony Facebook Posts,’ The Cambodia Daily, 15 November 2016, https://www.
cambodiadaily.com/brief/two-charged-phony-facebook-posts-120591/.
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Pech Sotheary, ‘Student arrested after posting about revolution,’ The Phnom Penh Post, August 24, 2015, http://www.
phnompenhpost.com/national/student-arrested-after-posting-about-revolution.
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80 Ben Sokhean and Hannah Hawkins, ‘Student Defiant Upon Release After Color Revolution Remark’ The Cambodia Daily, 23
February 2017, https://www.cambodiadaily.com/news/student-defiant-upon-release-after-color-revolution-remark-125668/
81 Brooks Boliek, ‘Jail Term Handed to Cambodian Man for Facebook Threat to Hun Sen’ Radio Free Asia, 24 February 2017,
http://www.rfa.org/english/news/cambodia/jail-term-handed-02242017150233.html.
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In early 2017, the Prime Minister claimed to have a private recording of an interview between a
Phnom Penh Post journalist and a CNRP source. According to the Phnom Penh Post, the audio
was recorded on the reporter’s personal device and not shared with anyone else. Government
spokesman Phay Siphan denied that the state monitors journalists.85
There are some limits on anonymous communication. The authorities initiated a crackdown
on retailers who failed to register SIM card owners in 2017.86 A 2015 Regulation on Cell Phone
Data threatens suspensions and fines for mobile operators who do not register the identities of
consumers.87 The regulation obliges companies to supply police with identification details of SIM
card holders on request.88 TRC spokesman Im Vutha said that SIM card registration would enable the
government to monitor telecom operators’ databases.89 The punishment for noncompliant operators
remains unclear, and enforcement stagnated for a period, but observers characterized the renewed
crackdown on unregistered SIM cards as evidence that officials were seeking to monitor civilians and
erode civil liberties.90 The TRC had previously ordered mobile phone operators and ISPs to cooperate
with police in 2014.91 In 2012, a circular from the Ministry of Interior and the MPTC ordered internet
cafes to install surveillance cameras, though it’s not clear if many complied.92
In March 2017, the Ministry of the Interior announced a new ID initiative to start in 2019.93 The
system, which will assign every Cambodian with a 10-digit ID number for life, will be used to support
financial transactions, but critics said databases containing the numbers and related information
would be vulnerable to hacking.

Intimidation and Violence
Journalists and activists face periodic violence in Cambodia, and the murder of activist Kem Ley
during the reporting period underscored the risks attached to political expression (see Media,
Diversity and Content Manipulation). There were no examples of similar violence in direct reprisal
for online speech, though officials frequently used the threat of criminal charges to intimidate their
critics.
Violent threats are also issued online. In the midst of the campaign against opposition leader Kem
Sokha, a social media account owned by Thy Sovantha posted images of firearms that appeared

85 Mech Dara and Shaun Turton, ‘PM takes aim at Post, analyst,’ The Phnom Penh Post, 3 February 2017, http://www.
phnompenhpost.com/national/pm-takes-aim-post-analyst

86 Khy Sovuthy, ‘Police Hail First Arrest in Unregistered SIM Card Crackdown,’ The Cambodia Daily, 22 February 2017, https://
www.cambodiadaily.com/news/police-hail-first-arrest-in-unregistered-sim-card-crackdown-125575/.
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cambodias-war-on-internet-cafes/.

93 Niem Chheng, ‘New ID System Set Out,’ The Phnom Penh Post, 20 March 017, http://www.phnompenhpost.com/national/
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to threaten him, though she said the account had been hacked.94 While there was no investigation
in that case, threats against Prime Minister Hun Sen resulted in prosecution (see Prosecutions and
Detentions for Online Activities).

Technical Attacks
There have been intermittent reports of technical attacks on different targets across the coverage
period. In April 2017, there was a surge of attacks on email and social media accounts operated by
opposition lawmakers, activists, and journalists. Activist monk Loun Sovath had his Facebook and
email accounts hacked after he received a phishing message asking him to reset his password.95
Institutions and government officials were also targeted. The Facebook page of the Apsara Authority,
which manages the Angkor Wat temple, was hacked in February 2017. The attackers posted rumors
about Hun Sen’s family on the page, eliciting widespread engagement.96 Prime Minister Hun Sen was
separately attacked in a protest when the international hacking group Anonymous posted pictures
of government forces beating protesters his personal website in mid-2016.97
In January 2017, the National Election Committee reported that the new national voter list was
hacked by an entity overseas.98 The voter list, which was created to re-register voters late last year,
was taken offline when security was compromised.99 A video released online in April appeared to
show manipulation of voter information in the official database, but an NEC spokesman said no data
had been tampered with.100

Ben Sokhean, ‘Thy Sovantha Denies Posting Kem Sokha Threats on Facebook,’ The Cambodia Daily, 20 December 2016,
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com/a/election-officials-alleged-hacking-of-voter-list/3668846.html.

99 Lay Samean, ‘NEC says website hacked,’ The Phnom Penh Post, 6 January 2017, http://www.phnompenhpost.com/national/
nec-says-website-hacked.

Ananth Baliga, Mech Dara and Touch Sokha, ‘NEC shrugs off database hack,’ The Phnom Penh Post, 19 April 2017, http://
www.phnompenhpost.com/national/nec-shrugs-database-hack.

100

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

Canada
2016

2017

Population:

Internet Freedom Status

Free

Free

Internet Penetration 2016 (ITU):

89.8 percent

Obstacles to Access (0-25)

3

2

Social Media/ICT Apps Blocked:

No

Limits on Content (0-35)

4

4

Political/Social Content Blocked:

No

Violations of User Rights (0-40)

9

9

Bloggers/ICT Users Arrested:

No

16

15

TOTAL* ( 0-100 )

36.3 million

Press Freedom 2017 Status:

Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Canada’s telecom regulator declared that high-speed internet should be a “basic
telecommunications service” that all Canadians should receive, and pledged CAD $750
million to ensure its goals are met (see “Availability and Ease of Access”).

•

For the first time, an individual (as opposed to a company) was fined a significant
amount for violating Canada’s tough anti-spam law (see “Blocking and Filtering”).

•

The Federal Court confirmed Canada’s privacy laws have extra-territorial application
and ordered a foreign website to remove personal information of Canadians (see
“Surveillance, Privacy, and Anonymity”).
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Introduction
Canada’s internet freedom environment continued to be generally free of government restrictions.
Internet access in Canada is reliable and affordable for a majority of the population. The goal of
universal internet access for Canada was bolstered this year by the telecommunications regulator
declaring high-speed internet a “basic telecommunications service” that should be available to all
Canadians. Canadians enjoy strong protections for freedom of expression, as well as a well-developed
set of rules regulating intermediary liability in cases of copyright infringement.
The Liberal Government, elected in October of 2015, continues to play a central role in many internet
freedom issues. The government has confirmed its commitment to increase penetration of ultrahigh speed internet access. On the other hand, the Liberal promise to look into some of the more
onerous elements of certain laws affecting internet freedom passed under the previous Conservative
government – specifically Bill C-51, the Anti-Terrorism Act – did not produce any significant results
during the reporting period.

Obstacles to Access
There are very few infrastructural or regulatory obstacles to internet access in Canada. In a landmark
policy decision released in December 2016, Canada’s telecom regulator declared that high-speed
internet should be a “basic telecommunications service” that all Canadians should receive. Internet and
mobile phone penetration rates continue to grow, although there are still geographic disparities related
to internet access, reliability, and cost that especially affect more rural and remote areas.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

2016

89.8%

2011

83.0%

2015

2016

2015

2011

2017(Q1)

2016(Q1)

88.5%
84%
82%

78%

16.2 Mbps
14.3 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Internet penetration rates continued to rise in 2016, in both fixed-line and mobile. Mobile carriers
have deployed a number of newer technologies to provide mobile broadband service, including
HSPA+ and LTE. However, mobile broadband data remain expensive compared to fixed-line. Costs of
fixed-line high-speed internet access remain low because of more competition; this was bolstered in
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October 2016 when the Canadian Radio-television and Telecommunications Commission (CRTC), an
independent public regulator, reduced the price of wholesale high-speed internet access.1
Broadband service of at least 5 megabits per second (Mbps) is available to almost 99 percent of
Canadian households through a variety of technologies including fixed and wireless, according to
the CRTC.2 This represents a significant increase from 96 percent in the previous year, and has moved
Canada closer to its goal of having 100 percent of Canadian households with access to internet
connectivity and broadband speeds of at least 5 Mbps by the end of 2016, as announced in 2016,3
and reiterated in 2017.4
In a landmark policy decision released in December 2016,5 the CRTC recognized the importance of
ultra-high speed (50 Gbps download speed and above) internet access for the future of the Canadian
economy. In the policy, the CRTC put forward a universal access goal, that all residential and business
fixed-line customers should be able to have access to speeds of at least 50 Gbps (download) with
unlimited data. Furthermore, it declared that high-speed internet access should be considered a “basic
telecommunications service” – a description previously attached only to landline telephones – and
established a CAD $750 million fund to reach its targets.6 This follows in the footsteps of the CRTC’s
policy decision of July 2015,7 which required the largest internet and telecommunications providers
in Canada to provide wholesale access of their emerging high-speed fiber-optic networks to smaller,
independent internet service providers.
Perhaps the most important obstacle to availability and ease of access in Canada is geography.
Canada is overwhelmingly urban, with 81 percent of the population living in urban areas.8 Furthermore,
approximately 75 percent of the population lives within 160 kilometres of the border with the United
States.9 While providing “reliable and affordable telecommunications services of high quality” to rural
areas is enshrined in Canadian law,10 affordable high-speed internet services are lacking in rural areas,
especially in Canada’s vast northern territories, which are underserved by infrastructure generally, and
telecommunications services in particular.
The CRTC’s 2016 figures confirm rural internet access prices are higher than urban access prices. Also
according to the CRTC, household broadband in the form of 5-9.99 Mbps services, was available in
100 percent of urban areas compared to 93 percent in rural areas. The 93 percent figure includes 12
percent where availability was only via wireless services (HSPA+ and LTE), which are generally more
expensive, especially as data usage rates increase. Faster speeds, such as 30-49.99 Mbps, are only

Canadian Radio-television and Telecommunications Commission, Telecom Order CRTC 2106-396, October 6, 2016, http://bit.
ly/2ocClkt.

1

Canadian Radio-television and Telecommunications Commission, “Communications Monitoring Report 2016,” October 2016,
http://bit.ly/2nnnr9S.

2

Canadian Radio-television and Telecommunications Commission, “Report on Plans and Priorities for 2016-2017,” March
2016, http://bit.ly/1Mo0awn.

3

Canadian Radio-television and Telecommunications Commission, “Departmental Plan 2017-2018”, March 2017, http://bit.
ly/2obg6LF (replacing the title “Report on Plans and Priorities” of the previous years).

4

5 CRTC Telecom Regulatory Policy 2016-496, “Modern telecommunications services – The path forward for Canada’s digital
economy,” December 21, 2016, http://bit.ly/2nnSJgS.
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available in 31 percent of rural households, compared to 99 percent of urban households. The gap is
shrinking compared to previous years, albeit very slowly.11
There is also a considerable gap in access related to income: the highest income bracket has a
penetration rate of nearly 95 percent, while the penetration rate within the lowest income bracket is
closer to 63 percent.12 Internet connectivity is widely available in public spaces such as cafés, shopping
malls, and libraries, generally free of charge. There is a wide range of content available in both of
Canada’s official languages (English and French) as well as many other languages.
The government, in its budget for 2017,13 has taken proactive positions in ensuring ease of access to
the internet in a variety of ways. It has announced financial support for internet connectivity for lowincome families, and has committed to supplying high-speed internet access for all Canadians, even in
remote rural areas. The budget, however, was short on details on this last point, only pointing to the
investments for rural connectivity announced in the 2016 budget, when it pledged CAD $500 million
over five years for a new program to “extend and enhance broadband service in rural and remote
communities.”14

Restrictions on Connectivity
There are no government restrictions on bandwidth, although the major access providers generally
offer services that have caps on bandwidth that result in increased fees for users who exceed the limit.
While reports of ISPs throttling its users during peak periods were widespread several years ago,15
such reports have dried up considerably.
The government has not centralized the telecommunications infrastructure in Canada. However,
given the vertical integration of the Canadian marketplace, the telecom infrastructure is controlled
by a small number of companies, which in theory could facilitate greater control of content and the
implementation of surveillance technologies, although this has never materialized. The government
does not restrict access to any social media or communications apps.

ICT Market
To operate as a Canadian telecommunications carrier, a company must meet the requirements in
section 16 of the Telecommunications Act. In 2015 (the most recent available data), Canadian retail
telecommunications revenues (comprised of wireline, wireless, internet, and data and private lines)
amounted to a total of $47.8 billion, which represented a 4.1 percent increase from the previous year.
The five largest companies (Bell, Québecor, Rogers, Shaw, and TELUS) accounted for 84 percent of
total revenues, the same as the previous year. This number has remained steady over the last several
years.16
Canadian Radio-television and Telecommunications Commission, “Communications Monitoring Report 2016,” October
2016, http://bit.ly/2nnnr9S
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Statistics Canada, “Canadian Internet use by age group and household income for Canada, provinces, and metropolitan
areas,” CANSIM, Table 358-0154, accessed March 27, 2017, http://bit.ly/2obEXza. Data is from 2012, the most recent available.
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“Building a Strong Middle Class”, The Honourable William Francis Morneau, March 22, 2017, at http://bit.ly/2neJqfC.

See “Growing the Middle Class”, federal government budget document, March 22, 2016, at page 106, http://bit.ly/1UXygJ5
(PDF).
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See e.g. Michael Geist, “When it comes to net neutrality, Canada’s going at half-throttle,” The Toronto Star, August 7, 2015,
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The growth in the market for internet services outpaces that of the ICT market generally. According
to the CRTC’s 2016 CMR, the revenues for the retail internet services sector were $9.2 billion in 2015,
representing a growth of approximately 10 percent from the previous year. The 10 percent growth has
been seen every year since 2011.
Canadians have a choice of wireless internet providers, all of which are privately owned. There are
at least three providers to choose from in all markets, although providers may vary region to region.
Restrictions on foreign investment impose some limits, though a few foreign companies have entered
the marketplace in recent years. The provision of access services is subject to regulation with rules
on tower sharing, domestic roaming agreements, and a consumer regulator to address consumer
concerns.
For wireless services, three companies dominate the market: Bell, Telus, and Rogers. The wireless
market is particularly concentrated with those three companies having 90 percent of Canadian wireless
subscribers (Bell 28 percent, Telus 29 percent, and Rogers 33 percent).17 Those same companies are
also leaders in the provision of wired internet services (whether via phone lines or cable), along with
Shaw, Cogeco, and Vidéotron (owned by Québecor). While Canadians generally do enjoy a choice of
wired internet providers, again this choice will vary from region to region, and often there is only one
choice per technology type, leading to a public perception that there is not much choice and that
prices are kept artificially high. The Let’s Talk Broadband Findings Report from March 2016 indicated
that only one in three Canadians is satisfied with the cost of their home internet service.18

Regulatory Bodies
The Canadian Radio-television and Telecommunications Commission (CRTC), the regulatory body that
oversees the communications industry, operates largely independently from the government. The
government appoints the CRTC chair and commissioners without public consultation, but they are not
subject to political pressure. The government has, in some cases, provided guidance on their policy
expectations regarding telecommunication regulations, but these are non-binding. Moreover, CRTC
decisions can be appealed to the courts, or a government review can be requested. The government
has overturned CRTC decisions and directed it to reconsider the issue in the past, but this has been
rare.
CRTC’s regulatory powers extend to access of the internet in Canada, but not to content of the internet
in Canada; this is commonly called the New Media Exemption. The CRTC’s position to not regulate
internet content dates back to 1999 and has been reinforced numerous times since then,19 including
by the Supreme Court of Canada.20 This is in contrast to other industries, specifically television, where
the CRTC does exert some control over content, most notably by requiring a minimum amount of
Canadian content by Canadian broadcasters.

Ian Hardy, “Canada has 30 million wireless subscribers, 90 percent of market still controlled by Rogers, Bell and Telus,”
Mobile Syrup, October 27, 2016, http://bit.ly/2rGjuje.
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EKOS Research Associates, “Let’s Talk Broadband Findings Report,” March 18, 2016, http://bit.ly/2d7AIuv.
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Limits on Content
The Canadian government does not generally block websites or filter online content. Illegal content
may be removed by legal action taken through the court system. YouTube, Facebook, Twitter, and
international blog-hosting services are freely available.

Blocking and Filtering
The government does not generally block or filter online content, though there are a few legal
mechanisms that may lead to the blocking or removal of online content in Canada. Canada’s largest
ISPs participate in Project Cleanfeed Canada, an initiative that allows ISPs to block access to child
pornography images that are hosted outside of Canada (as opposed to content hosted within Canada,
which is subject to removal).21 Accessing child pornography is illegal in Canada under section 163.1(4.1)
of the criminal code,22 as well as under international human rights standards. The initiative is targeted
at international sites that the Canadian government does not have the jurisdiction to shut down.
Bill 74, the province of Quebec’s controversial law requiring ISPs to block access to online gambling
sites, came into effect in May 2016.23 The law came into serious question during the reporting period
with a court challenge, and the CRTC twice informed the Quebec government that the government
could not block access without the CRTC’s permission, which was not forthcoming.24
Canada’s tough anti-spam law informally known as “CASL”, which regulates commercial electronic
messages (“CEMs”), has been in effect since July 1, 2014. CASL prescribes certain content requirements
in electronic messages (such as unsubscribe mechanisms and contact information) and restricts
sending such messages without appropriate consent. CASL places significant restrictions on email
marketers, and violators can face fines. However, the government suspended the enactment of CASL’s
“private right of action” provision, which was due to come in to force in July 2017 and would have
allowed individuals to sue CEMs for CASL violations.25
There have been several enforcement actions involving CASL in the past year, including against some
of Canada’s largest corporations. In September 2016, Kellogg Canada Inc. agreed to pay AMPs of CAD
$60,000 for sending CEMs without consent.26 More importantly, for the first time ever under CASL an
individual was fined CAD $15,000 for sending CEMs without the consent of the recipients.27

Content Removal
With respect to removal of content due to copyright infringement, in 2004 the Supreme Court

21
22

Cybertip!ca, “Cleanfeed Canada,” http://bit.ly/1jy5ws4.
Criminal Code, RSC 1985 c C-46 s 163.1(4.1).

Michael Geist, “Government-Mandated Website Blocking Comes to Canada as Quebec’s Bill 74 Takes Effect”, May 26, 2016,
http://bit.ly/22r74ET.

23

24 The Canadian Press, “CRTC shoots down Quebec online gambling law,” September 2, 2016, at http://bit.ly/2bQSly7; Emily
Jackson, “CRTC says it holds power over website blocking in Quebec gambling case,” Financial Post, December 9, 2016, http://
bit.ly/2ocDkB6.

25 “Government of Canada suspends lawsuit provision in anti-spam legislation“, Government of Canada news release, June 7,
2017, http://bit.ly/2tZrZnM. Please note this development occurred outside the coverage period.
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See CRTC, Undertaking: Kellogg Canada Inc., September 1, 2016, http://bit.ly/2ocJyAS.
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of Canada ruled that ISPs are not liable for violations committed by their subscribers.28 Canadian
copyright law features a notice-and-notice provision in effect since January 2015, which, unlike a
notice-and-takedown system, does not make intermediaries legally liable for removing content upon
notification by the copyright owner. Rather, copyright owners are permitted to send notifications
alleging infringement to ISPs. The ISPs are then required to forward the notifications to the implicated
subscriber. Any further legal action is the responsibility of the copyright owner, and it is incumbent
upon the person who uploaded the infringing content to remove it following a legal decision. No
content is removed from the internet without a court order, and the ISP does not disclose subscriber
information without court approval, although this has become increasingly common.29 ISPs qualify for
a legal safe harbour if they comply with the notice-and-notice requirements.
Despite the good intentions, the notice-and-notice system has been subject to considerable misuse.
Several U.S.-based anti-piracy firms, including Rightscorp and CEG-TEK, have used the system to send
notifications to subscribers that misstate Canadian law, citing U.S. damage awards and the possibility
that their internet access will be terminated, in order to sow fear among Canadians so that they pay
a settlement fee.30 The author of this report, an attorney specializing in internet and technology law,
continues to be contacted by panicked Canadians who have received such notices,31 the overwhelming
majority from CEG-TEK.
Media companies have continued to use the courts to shut down websites and other online services
that redistribute their content in violation of copyright laws. In March 2017, the Federal Court of
Appeal upheld a lower court decision granting an injunction shutting down websites selling copyrightinfringing set-top boxes.32 The set-top boxes came pre-loaded with software allowing users to stream
copyrighted television content from Canada’s major media players including Bell, Videotron, and
Rogers.33 In another case in March 2017, the Federal Court found a seller of “mod chips” for video
games which allowed users to download Nintendo games for free had infringed copyright in several
ways, and enjoined future sales and ordered substantial damages be paid.34
The Supreme Court of Canada (“SCC”) released its long-anticipated decision in the appeal from the
judgment of the British Columbia Court of Appeal in Google Inc. v. Equustek Solutions Inc.,35 a closelywatched case involving a court order requiring Google to remove links to websites that infringed on
the plaintiffs’ trademark from its global index. The SCC upheld the worldwide removal order, however
its reasoning was strictly focused on the law of intellectual property and interlocutory injunctions, so
it is unclear if such worldwide orders may be granted in other areas of law in the future.
Defamation claims may also result in the removal of content, as content hosts fear potential liability
as a publisher of the defamatory content. Unlike legal protections against liability for copyright
28

Society of Composers, Authors and Music Publishers of Canada v. Canadian Assn of Internet Providers, [2004] SCC, 2 SCR 427.

See e.g. Voltage Pictures, LLC v. John Doe, 2016 FC 881 (CanLII), at http://bit.ly/2oA7RFo, where the Federal Court
ordered an ISP to divulge subscriber information of a representative defendant in a so-called “reverse class action” copyright
infringement lawsuit.
29

Jeremy Malcolm, “Canada Must Fix Rightsholder Abuse of its Copyright Notice System,” Deeplinks Blog, Electronic Frontier
Foundation, April 23, 2015, http://bit.ly/29hzJGZ.

30

Sophia Harris, “U.S. cancels internet piracy notices while Canadians still get notices demanding settlement fees,” CBC News,
February 1, 2017, http://bit.ly/2nxcMr8.
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infringement by its users, platforms may face liability for alleged defamation once alerted to the
publication. A court may also order the removal of the content. The Supreme Court of Canada has
held that merely linking to defamatory content on the internet is not defamation in and of itself; it
would only be defamation if it actually repeats the defamatory content, so simple links would not
be removed.36 The SCC in March 2017 granted leave to appeal in a highly-watched case involving
publication of defamatory content on an Israeli website regarding a Canadian resident, and whether
Canadian courts have jurisdiction to hear the matter.37
In Quebec, Canada’s French-speaking province, websites that are commercial in nature are required
by law to be in French,38 although they can be in other languages in addition to French. Violators may
receive a warning from a government agency ordering the website be in French, and then be subject
to fines if they do not comply. Some website operators may choose to take down their websites rather
than face the expense of translation or the fines. National or international operators of websites who
do business in Quebec (who would then be subject to the law) may block Quebec residents’ access to
their websites rather than comply.39

Media, Diversity, and Content Manipulation
The online environment in Canada is relatively diverse, and internet users have access to a wide range
of news, content, and opinions. There does not appear to be widespread self-censorship in Canadian
online publications, and there is no evidence of government manipulation of online content. Some
sites are affiliated with a particular partisan interest, but there are representative sites from all sides
of the political spectrum available online. All major media organizations feature extensive websites
with articles, audio, and video. The public broadcaster maintains a very comprehensive website
that includes news articles and streamed video programming. Paywalls have become increasingly
popular among newspaper organizations, but there remains considerable choice (including alternate,
independent media) that is freely available.
Canada continues to strengthen its commitment to net neutrality as a matter of national policy,
ensuring that media is presented neutrally by ISPs. In April 2017, the CRTC released a pair of
Telecommunications Policies that effectively ruled against differential pricing for certain ISP services
and the “zero-rating” of certain media services, where ISPs would not have the use of certain preferred
media charged against a user’s data cap.40 With these Policies, the CRTC substantively completed
(in conjunction with several other Policies) a national framework that ensures net neutrality remains
Canadian public policy. In its 2017 budget, the Canadian government made a significant statement on
the subject, promising to review telecommunications legislation in Canada to ensure that “Canadians
continue to benefit from an open and innovative internet” in the context of net neutrality and other
digital policy considerations. However, it is unclear whether these reforms will have a positive or

36
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negative impact on online content,41 and especially Canadian content. The government’s statement
reflected a report from the Department of Canadian Heritage outlining the future of Canadian Content
in the digital age, following extensive public consultations on the subject.42

Digital Activism
Social media and communication applications have been widely used in Canada for the mobilization
of political and social movements. After online digital activism played a significant role in the Liberal
government’s promise to repeal the problematic aspects of Bill C-51, online activism was again used
to call out their failure to do so, and was undoubtedly partly responsible for the government’s finally
taking action (see “Surveillance, Privacy, and Anonymity”). Much online activism targeted at the ICT
sector is spearheaded by a popular non-partisan, non-profit organization called Open Media, which
advocates for three pillars of internet rights – free expression, access, and privacy. 43 Since the election
of Donald Trump in the United States, many Canadians have turned to online activism in an effort to
influence American politics and policy.44

Violations of User Rights
Despite having a generally positive record for freedom of expression, Canada has taken some
regressive steps in recent years with the introduction of several bills that could have negative
implications for the protection of internet users’ data. The government continued to promise reforms
to controversial elements of the Anti-Terrorism Act passed in June 2015 which permits informationsharing across government agencies for an incredibly wide range of purposes, although changes did
not fully materialize during the reporting period.

Legal Environment
The Canadian Constitution includes strong protections for freedom of speech and freedom of the press.
Freedom of speech in Canada is protected as a “fundamental freedom” by section 2 of the Canadian
Charter of Rights and Freedoms. Under the Charter, one’s freedom of expression is “subject only to
such reasonable limits prescribed by law as can be demonstrably justified in a free and democratic
society.”45 These laws and protections apply to all forms of speech, whether online or offline.
Hate speech, along with advocating genocide, uttering threats and defamatory libel, are also
regulated under the Canadian criminal code.46 Punishment for defamatory libel, advocating genocide
and uttering threats may include imprisonment for up to five years, and up to two years for hate
speech. Human rights complaints regarding potentially defamatory statements could also be decided
through the mechanisms provided by provincial human rights laws and the Canadian Human Rights
See e.g. Michael Geist, “Budget 2017: Why Canada’s Digital Policy Future Is Up For Grabs,” March 22, 2017, http://bit.
ly/2nf3Chd.
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Act (“CHRA”);47 however the controversial provision of the CHRA prohibiting hate speech (s. 13), which
was perceived by many as being too broad, is currently not in force.
There are no specific online restrictions on sensitive topics. Anti-spam legislation, enacted in July 2014,
requires opt-in consent to send commercial electronic messages. Critics of the legislation have argued
that it is overly broad and seeks to overregulate commercial speech.

Prosecutions and Detentions for Online Activities
Individuals were not arrested or prosecuted for online activities under Canadian law during the
coverage period. Generally, writers, commentators, and bloggers are not subject to legal sanction for
content that they post on the internet. Internet users are free to discuss any political or social issues
without concern for prosecution, with the exception of the hate speech provisions discussed above.

Surveillance, Privacy, and Anonymity
There were several developments in the area of privacy during the coverage period, although
promised reforms to controversial elements of the Anti-Terrorism Act (also known as Bill C-51)
passed in June 2015, did not fully materialize during the reporting period.
Bill C-51 permits information-sharing across government agencies for an incredibly wide range of
purposes, many of which have nothing to do with terrorism. The bill was opposed by all Canadian
privacy commissioners but ultimately passed and became law. While the Liberal government vowed
during the 2015 election to “repeal the problematic elements of Bill C-51,”48 only minimal momentum
occurred during the reporting period. The Liberals introduced Bill C-22 in June 2016 that would
establish a new a multi-party national security oversight committee, but it has not yet come into force.
Bill C-22 has come under criticism from all sides of the political spectrum for being a relatively weak
response.49 The government continued to make promises to revamp the law, and finally introduced
Bill C-59 which goes further in fixing some of the more serious problems with Bill C-51.50 The Office of
the Privacy Commissioner (“OPC”), in its annual report to Parliament,51 also expressed concerns with
the Anti-Terrorism Act.52
The OPC provides an important oversight function related to privacy of Canadians’ information in the
digital medium. The Privacy Commissioner of Canada, Daniel Therrien, is an officer of parliament who
reports directly to the House of Commons and the Senate. The commissioner’s mandate includes
overseeing compliance with the Privacy Act,53 which covers the personal information-handling
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practices of federal government departments and agencies, and the Personal Information Protection
and Electronic Documents Act (PIPEDA),54 Canada’s private sector privacy law.55
PIPEDA was modified by the Digital Privacy Act56 passed in June 2015, which expanded the scope
for companies to make voluntary warrantless disclosures of personal information under certain
circumstances, by allowing for such disclosures to any organization, not just law enforcement. The
Digital Privacy Act also established new mandatory security breach disclosure requirements, though
this provision has yet to come into force.57
In November 2016, a federal judge ruled that CSIS, Canada’s national spy service, was illegally
storing and analyzing metadata of Canadians who were no longer under investigation and where
the information was no longer directly related to threats to Canadian security.58 CSIS replied with an
internal report that suggested the program did not pose any high privacy risks, but the government
is looking into the matter.59
During the reporting period, it was revealed that six reporters had their mobile phone calls and
texts monitored by Quebec police in 2013,60 however there is no indication of widespread spying on
journalists in Canada.
The ability of Canadians to seek legal redress against foreign internet companies for privacy violations
was significantly altered in the past year, with two decisions making it significantly easier for Canadian
residents. In a landmark decision, the Supreme Court of Canada ruled that residents of the Canadian
province of British Columbia could bring a class action suit against Facebook for the violation of
certain privacy rights in a British Columbia court, despite Facebook’s choice of forum clause specifying
California.61 In another dramatic development, the Federal Court of Canada found that PIPEDA has
extra-territorial application, and ordered a Romanian website to remove court decisions containing
personal information of Canadian citizens that made them easily searchable through search engines,
and never to post such information again.62 The Federal Court also ordered the Romanian website to
pay damages to the plaintiff. Some commentators suggested the decision created something akin to
Europe’s “Right to be Forgotten”,63 while other commentators were more sceptical, though they still
welcomed the decision.64

Intimidation and Violence
There were no documented cases of violence or physical harassment of internet users in Canada
for their online activities during the report period. Cyberbullying, cyberstalking, and general online
54
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harassment however, is on the increase, especially with young people as targets.65 A recent study found
that a quarter of Canadians have been subject to some form of online harassment.66 The government
has recognized the seriousness of the issue, and is set to release a coordinated strategy.67
The legal precedence of Canada’s “revenge porn” case took a significant hit this year. In a highlypraised landmark civil case in January 2016, a man who published revenge porn against his exgirlfriend had been ordered to pay $100,000 to the victim who suffered severe emotional distress.68
In October 2016, however, that default judgment was set aside.69 As a result, the new privacy tort of
“public disclosure of private facts” established in the original decision is in a state of flux until the case
is re-heard on the merits.

Technical Attacks
While there have been numerous cyberattacks and data breaches in Canada in recent years, very
serious, widespread, systematic technical attacks have not been such a significant issue in Canada,
although this may be changing. In May 2017 Bell, Canada’s largest telecommunications provider, was
the victim of a hack of their customer information as a hacker accessed almost two million active email
addresses as well as names and phone numbers of 1700 customers.70 Furthermore, various reports
released during the reporting period indicated that smaller cyberattacks on private companies are on
the rise in Canada.71 In April 2017, the Canadian Chamber of Commerce released a report indicating
cyberattacks on companies were increasing and cybercrime was costing the Canadian economy
billions of dollars a year.72 Finally, Canada’s Privacy Commissioner reported that data breaches in the
Federal government increased significantly in the past year.73
In light of the alleged Russian hacking in the American elections, the Federal government has decided
to seriously examine and be proactive in preventing such attacks on the electoral system in Canada.74
Security experts believe that Canada could be targeted in a similar attack.75
This year, Canada was also found to be a source of hackers, as a Canadian was arrested in March 2017
as a suspect in the well-publicised Yahoo hack of 500 million email addresses.76
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2016

2017

Internet Freedom Status

Not
Free

Not
Free

Obstacles to Access (0-25)

18

17

Limits on Content (0-35)

30

30

Violations of User Rights (0-40)

40

40

TOTAL* ( 0-100 )

88

87

Population:

1.38 billion

Internet Penetration 2016 (ITU):

53.2 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

A cybersecurity law passed in November 2016 strengthened requirements for network
operators to register Chinese users under their real names and store their information
within China (see Surveillance, Privacy, and Anonymity).

•

Evidence emerged of greater censorship on WeChat; several people were also detained
in relation to comments shared on the messaging platform (see Content Removal and
Prosecutions and Detentions for Online Activities).

•

New regulations sought to limit user-generated news content, adding licensing
requirements for all forms of digital news gathering and dissemination (see Media,
Diversity, and Content Manipulation).

•

Rules issued in 2017 introduced licensing for virtual private network (VPN) tools, which
are used to bypass censorship (see Blocking and Filtering).

•

Activists received sentences of up to 11 years in prison for advocating democracy
online (see Prosecutions and Detentions for Online Activities).
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Introduction
China was the world’s worst abuser of internet freedom in Freedom on the Net for the third consecutive year. New regulations increased pressure on companies to verify users’ identities and restrict
banned content and services. Meanwhile, users themselves were punished for sharing sensitive news
and commentary, with prison terms ranging from five days to eleven years.
The government tightened online controls in advance of the 19th National Congress of the Chinese
Communist Party (CCP) in October 2017, at which President Xi Jinping, the party’s general secretary,
cemented his leadership for the next five years. “Cyberspace sovereignty” has been a top policy goal
under Xi, and related legal changes were incorporated into a cybersecurity law adopted in November 2016. The legislation, most of which took effect in June 2017, continued a trend of escalating
requirements on internet companies to register their users’ real names, among other provisions. The
law also obliges foreign companies to store Chinese user data in mainland China.
The drive to codify what were previously ad hoc censorship and surveillance strategies persisted
during the coverage period, with new regulations to license digital tools like VPNs that are used to
circumvent website blocking by the centralized censorship apparatus known as the Great Firewall.
Other new restrictions targeted citizen journalism, and several sought to prevent websites from republishing “unverified” news from social media. According to regulations issued in May 2017, sites
that are not licensed cannot provide any online news and information services.
These rules are taking their toll on civil society. A number of notable domestic websites were closed
down during the past year, including Gongshi Wang, a website that sought common ground among
different ideological camps regarding democracy and good governance, and Zhongmu Wang, a
website serving the Hui Muslim community. At least three website operators in the civil society sector were arrested, including Huang Qi, founder of the human rights website 64 Tianwang, who was
detained in December 2016 and later charged with providing state secrets to foreigners.
Dissidents and members of ethnic or religious minority groups received the heaviest penalties for
online speech, but ordinary internet users also felt the impact of the increasingly repressive regime.
Multiple administrative detentions were used to punish individuals whose posts challenged local or
national officials, even in closed messaging groups.
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Obstacles to Access
China boasts the world’s largest number of internet users, yet obstacles to access remain, including
poor infrastructure, particularly in rural areas; a telecommunications industry dominated by stateowned enterprises; centralized control over international gateways; and sporadic, localized shutdowns
of internet service to quell social unrest.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

a

53.2%

2011

38.3%

2015

93%

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

2011

2017(Q1)

2016(Q1)

50.3%
97%

72%

7.6 Mbps

4.3 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

There were 731 million internet users in China as of January 2017,1 according to the China Internet
Network Information Center (CNNIC). From December 2015 to December 2016, the number of mobile internet users grew from 620 million to 695 million, accounting for 95 percent of all internet
users.2
Though the digital divide between urban and rural areas narrowed marginally in previous years, 72.6
percent of users are based in cities, according to the most recent government figures.3 Penetration
rates vary significantly by province, from 77.8 percent in Beijing to 39.9 percent in Yunnan.4 The CNNIC reported that 52 percent of all internet users were male.
The share of internet users connecting through cybercafes and public computers remained relatively
constant in 2016, at 16.3 percent and 16.4 percent, respectively.5 Demand for such access points is
higher in rural areas and small towns.
The China Broadband Development Alliance reported nationwide average broadband speed at
11.90 Mbps in the fourth quarter of 2016. The highest available rate was in Shanghai, which averaged 14.03 Mbps, while the lowest was in Xinjiang and Tibet, which averaged 9.66 Mbps and 9.27
Mbps, respectively.6 Akamai, which measures access to the global internet, registered slower average speeds (see Availability and Ease of Access: Key Indicators). “Broadband China,” a government
1

China Internet Network Information Center (CNNIC),中国互联网络发展状况统计报告 [The 39th Report on the
Development of the Internet in China], January 2017, https://www.cnnic.net.cn/hlwfzyj/hlwxzbg/hlwtjbg/201701/
P020170123364672657408.pdf

2

3

4

5

6

CNNIC, 中国互联网络发展状况统计报告
CNNIC, 中国互联网络发展状况统计报告.
CNNIC, 中国互联网络发展状况统计报告.
CNNIC, 中国互联网络发展状况统计报告, [The 39th Report on the Development of the Internet in China].
中国宽带速率状况报告 第14期, Broadband Development Alliance, http://www.chinabda.cn/article/content/view?id=252604.
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strategy issued in 2013, aimed to boost penetration to 70 percent nationwide by 2020 and increase
connection speeds to 50 Mbps in cities and 12 Mbps in rural areas, with even faster Gbps speeds
promised in bigger cities.7
In July 2016, China Telecom announced plans to gradually eliminate mobile roaming charges to
reduce costs for consumers.8 Roaming charges can be double the regular cost per minute of phone
use. In a 2017 government work report, Premier Li Keqiang urged telecom companies to remove
roaming fees before the end of 2017.9

Restrictions on Connectivity
Nine state-run operators maintain China’s gateways to the global internet, giving authorities the
ability to cut off cross-border information requests.10 All service providers must subscribe via the
gateway operators overseen by the Ministry of Industry and Information Technology (MIIT).
The government has shut down access to entire communications systems in response to specific
events, notably imposing a 10-month internet blackout in the Xinjiang Uyghur Autonomous Region—home to 22 million people—after ethnic violence in the regional capital, Urumqi, in 2009.11
Since then, authorities have continued the practice on a smaller scale. For example, after a knife attack by three assailants reportedly resulted in eight deaths in February 2017, networks in Xinjiang’s
Pishan County were cut off.12 A similar outage was reported in a Tibetan area following a reported
self-immolation in protest against CCP rule.13 Popular social media applications have been disabled
in certain localities in order to “maintain stability.”14
Rights activists and their families are subject to targeted network disconnections. Yang Maoping,
sister of imprisoned human rights activist Guo Feixiong, told international journalists that her home
broadband service was repeatedly disconnected in August 2016 in a pattern suggesting deliberate disruption, though the provider said there had been a technical error.15 Her access to WeChat
Moments, a timeline feature in the WeChat app, appeared to have been blocked during the same
period.
Uyghurs, Tibetans, and others who express critical opinions about CCP rule are frequently detained
or punished on the pretext that they threaten national security. For that reason, legal provisions
that could enable network disruptions to prevent terrorism and protect cybersecurity are cause for
concern. Article 84 of an antiterrorism law passed in 2015 introduced fines and detentions of up
7

Ministry of Industry and Information Technology, 国务院关于印发“宽带中国”战略及实施方案的通知, 2013, http://
bit.ly/1RFIavO.

8
Xinhua Agency, 中国电信：年内将逐步取消长途漫游费, July 15, 2016, http://www.gov.cn/xinwen/2016-07/15/
content_5091776.htm
9
Sina News, March 5, 2017, 年内取消国内长途漫游费 专家:不强推很难实现, http://news.sina.com.cn/c/nd/2017-0305/doc-ifycaafm5133487.shtml
10
11

CNNIC, 中国互联网络发展状况统计报告 [The 31st Report on the Development of the Internet in China], 21.
See Alexa Olsen, “Welcome to the Uighur Web,” Foreign Policy, April 21, 2014, http://atfp.co/1jmJCYH.

12

Qiao Long, “新疆皮山县对外通讯中断 一网民议论民族政策被警告”, Radio Free Asia, February 16, 2017, http://
www.rfa.org/mandarin/yataibaodao/shaoshuminzu/ql1-02162017115429.html.

13

VOA, “Video of a Self-Immolation In Tibet Appears On The Internet” April 15, 2017, https://www.
voatibetanenglish.com/a/3811393.html

14

“Police Increase Checks of Uyghur Smartphone Users in Xinjiang,” Radio Free Asia, January 8, 2016,
http://www.rfa.org/english/news/uyghur/police-increase-checks-of-smartphone-users-in-xinjiang-01082016133532.html.

15

Yang Fan, Radio Free Asia, 郭飞雄姐姐微信被屏蔽 为弟弟发声被指“炒作”, August 4, 2016, http://www.rfa.org/
mandarin/yataibaodao/renquanfazhi/yf2-08042016102728.html.
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to 15 days for telecommunications operators and internet service provider (ISP) personnel who fail
to “stop transmission” of terrorist or extremist content, “shut down related services,” or implement
“network security” measures to prevent the transmission of such content.16 The cybersecurity law
passed in November 2016 and effective from June 1, 2017, also provided legal grounds for officials
to instruct network operators to stop transmission of certain content to protect public security (see
Legal Environment).

ICT Market
In 2011, an antimonopoly investigation accused state-owned China Telecom and China Unicom of
abusing their market dominance to manipulate fixed-line broadband pricing, marking the first use of
a 2008 antimonopoly law against state enterprises.17 The telecom giants revised their internetwork
pricing structures to allow rivals to access their infrastructure,18 and customers can now choose from
among many smaller, privately owned ISPs.19
State-owned China Mobile, along with China Telecom and China Unicom, dominate the mobile market. In 2014, the government formally authorized the three major players to set pricing for services
according to market forces, resulting in price cuts.20 Private capital was allowed to enter the network
leasing business in 2015, and MIIT had issued at least 42 network leasing licenses to private companies by the end of that year.21 In some cities, municipal governments proposed regulations to ensure
telecommunication market diversity so that residents in a single community could have a choice of
providers.22
Despite the gradual lifting of long-standing market controls, network leasing represents only a small
part of the telecommunications sector. Licenses for basic telecommunications services are still effectively monopolized by the three state-owned incumbents, and no other companies are involved
in other key services such as public network infrastructure construction.23 In May 2016, state-owned
China Broadcast Network (CBN) received a license for basic telecommunications business from

16

Drew Foerster, American Bar Association, “China’s Legislature Gears Up to Pass a Sweepingly Vague
Cybersecurity Law,” May 2, 2016, http://www.americanbar.org/publications/blt/2016/05/02_foerster.html;
“Counter-Terrorism Law (2015),” China Law Translate, December 27, 2015, http://bit.ly/2eZydih.
17

Jan Holthuis, “War of the Giants—Observations on the Anti-Monopoly Investigation in China Telecom
and China Unicom,” HIL International Lawyers & Advisers, Legal Knowledge Portal, March 2, 2012, http://bit.
ly/1Mxc8SI; “Tighter Rules for Telecom Costs,” Shanghai Daily, April 26, 2012, http://on.china.cn/1LJDfEV.

18

Lu Hui, “China Telecom, China Unicom pledge to mend errors after anti-monopoly probe,” Xinhua, December 2,
2011, http://bit.ly/1RFKEdz; “Guo Jia Guang Dian Wang Luo Gong Si Jiang Qiang Cheng Li Zhong Yi Dong Wei Can Yu
Chu Zi” [State Radio and Television Networks Will Be Set Up], Sina, November 15, 2012, http://bit.ly/1GbT0bw.

19

“Chinese Internet Choked by ‘Fake Broadband’ Providers,” Global Times, October 8, 2012, http://www.
globaltimes.cn/content/736926.shtml.
20

Lan Xinzhen, “Full-Pricing Autonomy,” Beijing Review, May 29, 2014, http://bit.ly/1G3MsMf; Paul Mozur
and Lorraine Luk, “China to Liberalize Telecommunications Pricing,” Wall Street Journal, May 9, 2014, http://
on.wsj.com/1NFam3s. Prices were previously regulated by the government.
21

工信部支持民资进入转售业务 打破垄断发文还不够, [MIIT supports private capital entering network leasing
business, more antimonopoly policy is needed] http://it.sohu.com/20151230/n432995626.shtml )

22
重庆出台电信新规 想用哪家宽带用户可自主选择, March 2, 2016 http://cq.cqnews.net/html/2016-03/02/
content_36455828.htm
23 中国广电成第四大运营商 业内称其仅拿到半个牌照 , May 6, 2016, http://finance.sina.com.cn/chanjing/
gsnews/2016-05-06/doc-ifxryhhi8426724.shtml
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MIIT,24 but it would only provide infrastructure and data-transmission services and was not seen as a
threat to the three dominant players.25
Authorities exercise tight control over cybercafes and other public access points, which are licensed
by the Ministry of Culture in cooperation with other state entities.26 In practice, restrictions can be
difficult to enforce. The Ministry of Culture reported 14,000 illegal internet cafés (hei wangba) in operation nationwide as of 2014.27 In November 2014, the Chinese government loosened restrictions
on opening new cybercafes, lifting a 2013 rule requiring them to be affiliated with larger chains.28
There were 140,417 cybercafés in China as of June 2016, mostly in second-tier cities.29

Regulatory Bodies
Several government and CCP agencies are responsible for internet regulation at the local and national levels, but the process has been consolidated under Xi Jinping.
The State Internet Information Office (SIIO) was created in May 2011 to oversee telecommunications
companies.30 On August 26, 2014, the State Council formally authorized the SIIO to regulate and
supervise internet content.31 In December 2014, it launched a new website as the Cyberspace Administration of China (CAC) and Office of the Central Leading Group for Cyberspace Affairs.32 Lu Wei,
whom commentators referred to as China’s internet czar, headed the CAC between 2013 and 2016.
He was unexpectedly replaced by Xu Lin, a former deputy of Xi Jinping’s, in 2016.33
The CAC reports to the Central Internet Security and Informatization Leading Group, which was
formed in February 2014 to oversee cybersecurity and is headed directly by Xi Jinping, making it the
highest authority on internet policy in China.34 In December 2014, the leading group took charge of
the CNNIC, an administrative agency under MIIT that issues digital certificates to websites.35

24

广电国网获得基础电信业务经营许可, May 10, 2016, http://www.sarft.gov.cn/art/2016/5/10/art_114_30759.html

25

中国广电获批基础电信业务牌照 暂难撼动三大运营商, May 6, 2016, http://finance.sina.com.cn/roll/2016-05-06/
doc-ifxryhhi8423048.shtml
26
These include the Public Security Bureau and the State Administration for Industry and Commerce. “Yi Kan
Jiu Mingbai Quan Cheng Tu Jie Wang Ba Pai Zhao Shen Qing Liu Cheng” [A look at an illustration of the whole
course of the cybercafe license application process], Zol.com, http://bit.ly/1QmkImh.
27
Jamie Fullerton, China Has Had Enough of Its Illegal Internet Cafés, December 8 2015, http://motherboard.
vice.com/read/china-has-had-enough-of-its-illegal-internet-cafs
28

Many Zuo, “China eases restrictions on number of internet cafes but adds space requirements,” South China
Morning Post, November 24, 2014, http://bit.ly/1QmlcJf.

29

2015-2016年中国网吧行业顺网大数据报告蓝皮书, July 2016, http://cdn.cgigc.com.cn/report/2016/
report_2015-2016_bars.pdf

30

“China sets up State Internet Information Office,” China Daily, May 4, 2011, http://bit.ly/1LMdB8M. See
also Freedom House, “New Agency Created to Coordinate Internet Regulation,” China Media Bulletin, May 5, 2011,
http://bit.ly/1VR5RBG.

31
Xinhua, “State Internet Information Office regulates internet: Beijing,” Want China Times, August 30,
2014, http://bit.ly/1k2Rhvt; Government of China, 国务院关于授权国家互联网信息办公室 负责互联网信息内容管理工作
的通知, press release, January 2014, http://bit.ly/1VR6yLu.
32
Office of the Central Leading Group for Cyberspace Affairs website, http://bit.ly/1OzUsFS; David Feng,
“Chinese Cyber Administration Office Goes Online,” Tech Blog 86, December 31, 2014, http://bit.ly/1LMezBS.
33
China File, “A Grim Future for Chinese Web Freedom,” Foreign Policy, July 1, 2016, http://foreignpolicy.
com/2016/07/01/a-grim-future-for-chinese-web-freedom-lu-wei-internet-china/
34
Paul Mozur, “In China, Internet Czar Is Taking a Blunt Tone,” Bits (blog), New York Times, October
31, 2014, http://nyti.ms/1GELosY; Shannon Tiezzi, “Xi Jinping Leads China’s New Internet Security Group,”
Diplomat, February 28, 2014, http://bit.ly/1N9FBAn.
35

“CNNIC Undergoes Personnel Changes” [in Mandarin], Guangming Daily, December 27, 2014, http://bit.ly/1G3Oqwa.
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In March 2016, Xinhua reported the establishment of the nonprofit Cyber Security Association of
China to promote online security.36 It is made up of more than 200 member technology and cybersecurity companies and research institutions, and headed by Fang Binxing, who is recognized as the
developer of the Great Firewall.37 In February 2017, the CAC released draft “Measures for the Security
Review of Network Products and Services” (wangluo chanpin he fuwu anquan shencha banfa zhengqiu yijian gao) for public comment.38 Article 5 proposed the establishment of a Network Security
Review Committee to coordinate network security policy.39
Two regulatory bodies, the State Administration of Radio, Film, and Television (SARFT) and the General Administration for Press and Publications (GAPP), both responsible for censorship in their respective sectors, merged in 2013 to form the State Administration of Press, Publications, Radio, Film,
and Television (SAPPRFT).40 The body’s tasks include monitoring internet-based television, online
videos, and streaming services. In addition, the CCP’s Central Propaganda Department oversees the
ideological inclination of online content.
In March 2016, MIIT announced a draft regulation on domain name management (hulianwang
yuming guanli banfa). The regulation requires all domain name holders to go through a real-name
registration process, and domain names managed by overseas institutions will not be connected.41
Foreign media noted concerns that the measure could block all foreign websites,42 but MIIT clarified
that the regulation only applies to websites with Chinese domain names.43 The draft was still being
finalized in early 2017.44

Limits on Content
The CCP’s Central Propaganda Department, government agencies, and private companies employ
hundreds of thousands or even millions of people to monitor, censor, and manipulate online content.
Material on a range of issues is systematically censored, including independent evaluations of China’s
human rights record, critiques of government policy, discussions of politically and socially sensitive
topics, and information about the authorities’ treatment of ethnic and religious minorities. Censorship
becomes more intense or expansive during politically sensitive events or in response to breaking news.
During the coverage period, user-generated news reports were subject to heightened censorship and
punishment. The heavily manipulated online environment still provides more space for average citizens to express themselves or criticize the state than any other medium in China, but digital activism
has declined amid growing legal and technical restrictions as well as heavy prison sentences against
prominent civil society figures.

36
Xinhua, “China’s first national NPO in cyber security founded,” March 25, 2016, http://news.xinhuanet.
com/english/2016-03/25/c_135223674.htm.
37

Austin Ramsy, “Architect of China’s ‘Great Firewall’ Bumps Into It, ”New York Times, April 7, 2016,
http://www.nytimes.com/2016/04/07/world/asia/china-internet-great-firewall-fang-binxing.html.

38

Xinhua, 我国拟成立网络安全审查委员会, Feb 7, 2017, http://news.xinhuanet.com/2017-02/07/c_1120426789.htm

39

China Law Translate, “Measures for Security Reviews of Network Products and Services (Draft for
Solicitation of Comments)” February 4, 2017, http://bit.ly/2iSWLd0

40
41
42
43

Romi Jain, “China keeps its telecoms sector close,” Asia Times Online, January 29, 2014, http://bit.ly/1LMeKgL.
域名管理新規征求意見 調整域名管理體系, http://chinese.gmw.cn/tech/2016-03/28/content_19481218.htm.
域名须在华注册！中国拟再度收紧网管, http://bit.ly/2fh69aE.
工信部回应域名管理新政:不影响外企正常业务http://tech.163.com/16/0330/20/BJEBUA2T000915BF.html.

44

Xinhua News, January 11, 2017, 互联网域名管理办法出台渐近http://news.xinhuanet.com/politics/201701/11/c_1120286369.htm
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Blocking and Filtering
The Chinese government maintains a sophisticated censorship apparatus, including both automated
mechanisms and human monitors, to block online criticism of individuals, policies, or events considered integral to the one-party system. Several social media and communication apps are inaccessible from inside China without circumvention tools—and a crackdown on those tools was under way
during the reporting period.
The most censored breaking news topics in 2016 were related to the reputation of the party or
officials, health and safety, foreign affairs, official wrongdoing, media censorship, or civil society
activism.45 There was also consistent and systematic censorship of content addressing long-standing taboos such as the Cultural Revolution, the 1989 crackdown on Tiananmen Square protesters,
Taiwanese independence, repression of minorities in Xinjiang and Tibet, and the banned spiritual
group Falun Gong. In addition, censors have increasingly blocked international news outlets for reporting on issues like corruption and illicit wealth among high-level officials, especially those with
Chinese-language websites. At least 15 global news websites tracked by the nonprofit news organization ProPublica were inaccessible inside China in 2016.46
The government took new measures in 2017 to restrict the use of circumvention tools to bypass
blocking and filtering. VPNs offered by domestic or international software developers reroute the
user’s traffic through a server outside the firewall to access blocked sites. In 2014, China boasted
the largest number of VPN users in the world, according to Global Web Index.47 Circumvention tools
are not illegal, since businesses and government supporters also rely on them to communicate and
access information beyond China’s borders.48 But authorities have tried to regulate access to the
software. Several overseas providers have reported connectivity issues and blocking.49
MIIT launched a campaign to crack down on unauthorized domestic VPNs between January 17, 2017,
and March 31, 2018.50 Service providers are now barred from setting up VPNs without licensing, and
illegal VPN operations will be subject to closure or blocking.51
Several social media and messaging apps are totally blocked, isolating the Chinese public from
global networks. According to censorship monitor GreatFire.org, 171 of Alexa’s top 1,000 websites in
the world were blocked in China in 2017 (compared with 138 in mid-2016).52 These include YouTube,

45

Sarah Cook, “All the News unfit to print: What Beijing Quashed in 2016” Foreign Policy , December 2016,
http://foreignpolicy.com/2016/12/16/all-the-news-unfit-to-print-what-beijing-quashed-in-2016/.

46

Sisi Wei, “Inside the Firewall: Tracking the News that China Blocks,” ProPublica, February 13, 2015,
https://projects.propublica.org/firewall.

47

Jason Mander, “90 Million VPN users in China have accessed restricted social networks,” GlobalWebIndex
blog, November 24, 2014, http://bit.ly/1VR9Y0M.

48

Austin Ramsy, “Architect of China’s ‘Great Firewall’ Bumps Into It, ”New York Times, April 7, 2016,
http://www.nytimes.com/2016/04/07/world/asia/china-internet-great-firewall-fang-binxing.html.

49
“China blocks virtual private network use,” BBC, January 26, 2015, http://bbc.in/1CrMgBJ; Jon Russell,
“China Cracks Down On VPN Services After Censorship System ‘Upgrade,’” TechCrunch, January 23, 2015, http://
tcrn.ch/1BPJtUe.
50
Oiwan Lam, “China Officially Outlaws Unauthorised VPNs”, Global Voices, January 23, 2017, https://
globalvoices.org/2017/01/23/china-officially-outlaws-unauthorised-vpns/.
51
Ma Jingjing, Global Times, January 22, 2017, New regulations set rules for Internet access services sector:
experts, http://www.globaltimes.cn/content/1030188.shtml.
52

GreatFireChina, https://en.greatfire.org/analyzer.
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Google, Facebook, Flickr, SoundCloud, and WordPress.53 A number of services operated by Google,
including Google Maps, Translate, Calendar, Scholar, and Analytics, were blocked in 2017, according
to GreatFire.org.54
Blocking can affect the download pages for related software, or specific functions within an app. The
messaging service WhatsApp, which was available in China in 2016, was subject to disruption of its
video and call functionality in mid-2017, and later it was almost entirely blocked.55 In March 2017,
Pinterest, a popular social media platform for curating visual content, was blocked for unknown reasons, having been fully accessible for many years.56 Most of its content is apolitical.
While the term “Great Firewall” is often used to refer to China’s internet censorship system as a
whole, it alludes more specifically to the automated, technical blocking of websites and services
based outside China. In some cases, whole domain names or internet protocol (IP) addresses are
blocked, with users receiving an explicit message about illegal content. Other interventions are less
visible. Over the past several years, observers have documented unusually slow speeds that indicate
deliberate throttling, which delays the loading of targeted sites and services.57
Authorities also use deep packet inspection (DPI) to scan for any blacklisted keywords in both a user’s request for content and the results returned. Once the keywords are detected, the technology
signals both sides of the exchange to temporarily sever the connection. Such granular control is less
noticeable to users because specific pages can be blocked within otherwise approved sites, and because the interruption appears to result from a technical error.58 Returning fake pages, or replacing
the requested site with content retrieved from an unrelated IP address using a technique known as
DNS poisoning, is another routine method of disrupting access to specific content.
Censorship decisions are arbitrary, opaque, and inconsistent, in part because so many individuals
and processes are involved. The impact may vary depending on timing, technology, and geographical region. ISPs reportedly install filtering devices differently, in the internet backbone or even in
provincial-level internal networks.59 Blacklists periodically leak online, but they are not officially published. There are no formal avenues for appeal. The government has generally not been transparent
about content controls,60 and criticism of censorship is itself censored.61
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Pinterest is blocked in China, March 17, 2017, CNN, http://money.cnn.com/2017/03/17/technology/pinterestbanned-china/.

57
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November 6, 2012, http://bit.ly/1L9Pm0L.

58
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Content Removal
Websites and social media accounts are subject to deletion or closure at the request of Chinese censorship authorities, and internet companies are required to monitor and delete problematic content
or face punishment. The cybersecurity law passed during the reporting period requires network operators to “immediately stop transmission” of banned content.62
SMS and instant messages are also subject to blocking and filtering.63 Nobel Peace Prize laureate Liu
Xiaobo’s name, for example, was already blocked from searches on Chinese social media platforms
during the coverage period.64 After his death in custody from liver cancer in July 2017, censorship on
the messaging app WeChat and the microblogging service Sina Weibo also spiked.65
Gongshi Wang, a well-known site that championed liberal thought, was unexpectedly taken offline
in October 2016.66 The owner told the South China Morning Post that he was “uncertain about its
future.”67 Gongshi Wang sought common ground among different ideological camps regarding
democracy and good governance. Among other domestic websites that were closed down during
the past year, Zhongmu Wang, a popular site serving Chinese Hui Muslims, was shuttered in December 2016 along with its official social media accounts due to allegations that it was “spreading
extremism.”68 Officials were apparently concerned that the site’s advocacy for better labeling and
application of halal standards in China—which is opposed by some Han Chinese groups69—would
encourage conflict.
Domestic social media companies and content providers delete or block sensitive content shared
by users. In 2017, one company estimated that 20 to 30 percent of its labor costs were dedicated to
“auditing” content.70
Sina’s efforts to manage Weibo content are well documented. Staff members delete individual posts
or accounts, often within 24 hours of an offending post, but sometimes long after publication;71
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65
“HKU SMSC Weibo Censorship Index,” Journalism and Media Studies Centre, Hong Kong University, http://
weiboscope.jmsc.hku.hk/.
66
“中國「共識網」無法訪問 創始人稱未來不容樂”, BBC, October 3, 2016, http://www.bbc.com/zhongwen/trad/
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make published posts visible only to the account owner; or personally warn individual users.72 Hundreds of terms have also been automatically filtered from Weibo search results over time.73
WeChat censorship is also increasingly sophisticated. The company no longer informs users when
content has been censored,74 and after Liu Xiaobo’s death, WeChat users reported that images depicting him and his wife Liu Xia were also blocked; those sent via private messages were not visible
to the recipient.75
In September 2016, President Xi misread the phrase tong shang kuan nong (“facilitating business
and deregulating agriculture”) as the similar-looking tong shang kuan yi (“facilitating business by
undressing”) during a speech to world business leaders at a Group of 20 (G20) summit held in Hangzhou. The term “kuan yi” was then blacklisted on Weibo and WeChat.76 In another case, censorship
authorities issued orders to delete all online references to a newly discovered species of beetle,
which a Chinese scientist had named after Xi.77 The Weiboscope project at the University of Hong
Kong, which tracks censored Weibo content, reported that the keywords “Cultural Revolution,” “Lei
Yang,” “police,” “lawyer,” and “government” were the most likely to be censored in March 2017.
Companies also block entire accounts. In September 2016, the CAC announced that in the first nine
months of 2016, a total of 11,459 WeChat public accounts were closed, mainly due to alleged rumor
mongering.78
A number of noteworthy Individual accounts were shuttered during the coverage period:
•

On August 1, 2016, the Weibo account of renowned lawyer Chen Guangwu was closed
by Sina for unknown reasons.

•

The Weibo account of Yi Fuxian, a demography scholar who had criticized China’s restrictions on family size and reproduction, was closed in September 2016.79
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•

In early 2017, liberal economist Mao Yushi’s Weibo account was terminated.80

•

In February 2017, a Weibo account promoting feminism was closed.81

In June 2016, the CAC announced plans for a campaign to purge undesirable content from online
comments. Chief content editors from Tencent and NetEase pledged to improve systems for managing user comments.82 On June 28, 2016, the CAC released a “mobile internet apps information service regulation” (yidong hulianwang yingyong chengxu xinxi fuwu guanli guiding), requiring companies that offer digital apps to manage content produced and disseminated by users, effective from
August 1 of that year.83
International companies also complied with government requests to remove content. In late December 2016, Apple removed the New York Times app from its regional App Store in China.84 “We
have been informed that the app is in violation of local regulations,” the technology company said,
without elaborating on the nature of the regulations or how it had been informed, according to the
Times.
In November 2016, the New York Times reported that Facebook—which is blocked in China—had
“developed software to suppress posts from appearing in people’s news feeds in specific geographic areas,” citing anonymous former employees. The software could enable a partner company in a
country like China to monitor users’ news feeds and prevent chosen content from appearing.85
Censors targeted video content as well. In July 2016, the Ministry of Public Security launched a
three-month nationwide campaign to purge illegal content from live-streaming websites.86 The alleged purpose of the campaign was to remove obscenity, pornography, gambling-related material,
and content that endangers public security.87 In Guangdong Province, a total of 51 websites and 423
live-streaming channels were closed by the police.88
In September 2016, the chief executive of QVOD, which operated the peer-to-peer video-streaming
application Kuaibo, was sentenced to 42 months in prison and fined CNY 1 million (US$150,000)
on charges of “disseminating pornographic material for profit.”89 Three other executives were also
80 北京關閉17網站 敢言學者茅于軾微博被封, Apple Daily, January 23, 2017, http://www.appledaily.com.tw/
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jailed and fined. Kuaibo was taken offline in 2014 during an investigation into pornographic content
shared through the site. The court held that the company and its top manager were liable for content posted and shared by users.

Media, Diversity, and Content Manipulation
The digital news media are subject to significant control, and several new regulations limiting user-generated content were passed during the reporting period. Online journalists regularly practice
self-censorship. Editors and reporters who post banned content—or content that is critical of the
CCP, its high-ranking members, or its actions—risk disciplinary warnings, job loss, or even criminal
detention. (News websites in Hong Kong operate with considerably more freedom but have been
subject to periodic obstruction.90)
Websites and social media accounts other than those operated by print and broadcast outlets are
not allowed to produce news content by law, although the definition of news is not clear. Regulations in effect since March 2016 clarified restrictions on foreign investment in online publishing,
and listed requirements for domestic companies to obtain an online publishing permit. In addition
to compliance with censorship rules, the requirements included having at least eight full-time editorial or publishing staff members.91 Some news outlets have been punished for content violations
through restrictions on their distribution. In October 2016, authorities issued a two-month suspension that prevented other websites from republishing content produced by Caixin, a relatively independent business publication.92
Starting in mid-2016, the authorities tightened the ban on “illegal” online news content in an apparent effort to reduce the social and political impact of user-generated content:
•

In July, the CAC stipulated that news media should not publish unverified content sourced
from social media.93

•

The same month, the local cyber affairs office in Beijing ordered the web portals Sina, Sohu,
NetEase, and Ifeng.com to terminate several news and information programs that used unofficial information sources.94

•

On November 4, the CAC published internet live-streaming service regulations (hulianwang
zhibo fuwu guanli guiding) to govern live video content.95
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•

In December, the SAPPRFT ordered social media platforms such as Weibo and WeChat to
cease promoting user-generated news videos.96

•

In January 2017, the Beijing authorities closed 17 websites, many for providing news services without a proper license.97 The website of the Tianze Economic Research Institute, a
liberal think tank established by outspoken economist Mao Yushi, was among them.

•

Separately in January, the government ordered the new video website Pear Video to shut
down temporarily for publishing news without authorization.98

•

The popular cartoon video site Bilibili told users not to upload news or political content in
February 2017.99

Some new measures are likely to give the state more direct influence over private companies’ management of online content. In April 2016, regulators sought feedback from major Chinese internet
companies like Baidu and Tencent on a proposal for the state to purchase a 1 percent stake in such
firms.100 The proposal was broadened to include video streaming services during the reporting
period. SAPPRFT urged popular video platforms such as Youku, Tudou, and Tecent TV to sign an
initial agreement with state-owned media groups including China National Radio and China Radio
International.101
On May 2, 2017, CAC regulations on managing internet news and information services (hulianwang
xinwen xinxi fuwu guanli guiding)102 said that only traditional media or state-controlled enterprises
were eligible to obtain a license to gather or disseminate news in any online format.103 Critics said
the regulations were unconstitutional and violate China’s trade agreements.104
96

“国家新闻出版广电总局发布微博、微信等网络社交平台传播视听节目的管理规定”, SAPPRFT, December 16, 2016,
http://www.sarft.gov.cn/art/2016/12/16/art_113_32237.html.

97

北京市网信办等单位关闭属地17家违法违规网, Sohu, January 21, 2017, http://news.sohu.com/20170121/n479277705.shtml.

98

“疑发布天安门翻车 “梨视频”遭整肃”, RFA, February 5, 2017, http://www.rfa.org/cantonese/news/
confine-02052017093929.html.
99
“B站禁止个人用户上传时政视频” Radio Free Asia, February 10, 2017, http://www.rfa.org/mandarin/
yataibaodao/meiti/yf1-02102017120631.html.
100

China Wants to Own Small Stake in Web Firms, http://www.wsj.com/articles/china-wants-to-own-small-stakein-web-firms-1461781500; http://www.rfa.org/mandarin/yataibaodao/meiti/ql2-05212016120813.html

101

Oiwan Lam, “China Mandates State-Private Management Model to Censor the Internet”, Global Voices, June
1, 2016, https://globalvoices.org/2016/06/01/china-to-mandates-state-private-management-model-to-censor-theinternet/.

102

国家网信办公布《互联网新闻信息服务管理规定》, Sina, May 4, 2017, http://finance.sina.com.cn/roll/2017-0504/doc-ifyexxhw2298844.shtml; https://chinacopyrightandmedia.wordpress.com/2017/05/02/internet-news-informationservice-management-regulations-2/.

103

网信办颁新令 矛头指向谁, DW, May 2, 2017, http://www.dw.com/zh/%E7%BD%91%E4%BF%A1%E5%8A%9E%E9%A2%81%
E6%96%B0%E4%BB%A4-%E7%9F%9B%E5%A4%B4%E6%8C%87%E5%90%91%E8%B0%81/a-38666326?&zhongwen=simp. “Specifically,
those applying for an Internet news information gathering and dissemination license shall be news work units
(including work units share-controlled by news work units) or work units controlled by news and propaganda
departments. News work units refers to newspaper or periodical publishers, radio stations, television stations,
news agencies and news film studios established lawfully and with permission of relevant state departments.
Share-controlled means a proportion of over 50% of the capital contribution value, or the proportion of stock
held in the total value of corporate capital, or the total share value, or, where even though the proportion
in capital contribution value or held stock is less than 50%, the capital contribution value or held stock is
sufficient to engender major influence on corporate decision-making. News and propaganda departments include all
levels’ propaganda departments, cybersecurity and informatization departments, radio and television departments,
etc.” https://chinacopyrightandmedia.wordpress.com/2017/05/22/implementing-rules-for-the-management-ofinternet-news-information-service-licences/
104

中国网信办：非公有资本不得介入互联网新闻采编, May 2, 2017, Radio Free Asia, http://www.rfa.org/mandarin/
yataibaodao/meiti/hc-05022017103228.html

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

CHINA
Online content is subject to extensive manipulation. Propaganda officials instruct internet outlets to
amplify content from state media. Since 2005, propaganda units at all levels have trained and hired
web commentators, known colloquially as the “50 Cent Party,” to post pro-government remarks and
influence online discussions.105 Commentators may report users who have posted offending statements, target government critics with negative remarks, or deliberately muddy the facts of a particular incident.106 Coordinated smear campaigns have been used to discredit high-profile government
critics.107 In January 2017, a new analysis of comments estimated that about 1 out of every 178 social
media posts is sponsored by the government, amounting to some 448 million posts per year; most
of the posts in the study’s sample praised the government to divert attention away from potentially
negative stories.108
Much of this activity is conducted on official sites and accounts. In January 2017, the CCP published
“Guidance on the use of WeChat for party members” (dangyuan ganbu weixin shiyong zhinan), announcing that party members will be penalized for discussing important government policies without discretion (wangyi dazhen fangzhen) on social media.109
The content manipulation also extends to platforms that are blocked in China. One 2014 study identified over 2,500 “50 Cent” users spreading misinformation on Twitter.110 In 2015, an analysis of the
People’s Daily Twitter account found patterns suggesting that many of its followers were artificial.111
Companies also pay for “astroturfing”—positive comments promoting products or services—which
further erodes public trust in online content. Commercial commenters are colloquially known as the
“internet water army.”112
Local authorities have mobilized ziganwu, volunteer commentators motivated by ideology rather
than cash, to promote the government’s image online,113 part of a propaganda strategy to “spread
positive energy among society.”114 A document leaked in 2015 revealed hundreds of thousands of
“youth league online commentators” in China’s higher education institutions, tasked with swaying
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students against supposed Western values.115 In 2016, a handful of ziganwu were appointed to a social media division of the Communist Youth League.116 The league’s new media working group uses
Weibo, WeChat, and other social media platforms to tailor political messages to younger audiences.117 The CCP has also sought to reach younger readers through new, more appealing state-backed
online media outlets such as The Paper, launched in 2015, and an English-language version called
Sixth Tone, unveiled in April 2016.
Despite extensive censorship, the internet has provided a forum for discussion and the sharing of
information on important social and political issues, including sensitive topics like democracy and
constitutional government.118 A certain amount of open debate has allowed officials to monitor public sentiment, debunk “enemy” ideology,119 and conduct internal power struggles, though the space
for such online expression has dwindled in recent years.
Civil society organizations involved in social and cultural issues often have a vigorous online presence, while others that are perceived as a political threat are penalized (see Prosecutions and Detentions for Online Activities). Ethnic minorities and persecuted religious groups attempt to use
the internet to disseminate banned content, but they remain underrepresented. In August 2016, a
research team in Qinghai launched the first Tibetan-language search engine, Yongzin. Some commenters welcomed the platform, but a British Broadcasting Corporation (BBC) report said it mostly
returned results leading to state news and video content.120
Many internet users bypass censorship with circumvention technology or creative work-arounds.
Humorous neologisms, homonyms, and cryptic allusions substitute for banned keywords, forcing
censors to filter seemingly innocuous terms like “tiger.”121 This version of the Chinese internet does
not resemble a repressed information environment so much as “a quasi-public space where the
CCP’s dominance is being constantly exposed, ridiculed, and criticized, often in the form of political
satire, jokes, videos, songs, popular poetry, jingles, fiction, Sci-Fi, code words, mockery, and euphemisms.”122 However, a crackdown on VPNs (see Blocking and Filtering) and advances in keyword filtering raised new obstacles for those seeking to evade censorship over the past year.

Digital Activism
Social media used to be a vibrant space for activism.123 Amid stricter internet controls, however, ac115
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tivism has been gradually waning since 2013.124 The word “netizen”—a translation of the Chinese
wangmin, or citizen of the internet—conveys the sense of civic engagement associated with online
exchanges, but the term was less common in China by 2015.125 Recent prosecutions of prominent
human rights workers have removed important advocates and sources of information from the
online environment, and even local activism sometimes resulted in sanctions during 2017. When
internet users protested the Henan provincial government’s plans to build four nuclear power plants
in the next five years, one was detained for five days in connection with an online article (see Prosecutions and Detentions for Online Activity).126
Authorities remain responsive to public opinion online, though the ultimate impact is limited. In
May 2016, for example, Lei Yang, a well-educated environmentalist in Beijing, was found dead after
he was detained by local police on charges of soliciting a prostitute. Police said he died of a heart
attack, but family members said they saw bruises on his body, sparking an online debate about
police brutality.127 In June, under this public pressure, the authorities announced that they would
investigate five police officers for possible involvement in Lei Yang’s death.128 However, prosecutors
decided not to charge them in December, and students and graduates of Lei’s alma mater Renmin
University, one of China’s most prestigious institutions, launch an online petition in protest.129 Lei’s
family eventually declined to pursue litigation over the incident.

Violations of User Rights
A number of criminal laws and internet regulations can ensnare users who post content deemed undesirable by the CCP, and a new cybersecurity law was passed during the reporting period. Criminal
charges of subversion, separatism, and terrorism, as well as defamation and “provoking quarrels,” are
regularly invoked to imprison citizens for their online activity. Civil society websites were targeted in
the latest crackdown on perceived threats to social and public order. Real-name registration requirements undermine users’ privacy and anonymity, and surveillance has increased in ethnic minority areas. Websites, hosting services, and dissidents’ email accounts are routinely attacked by hackers based
in China.

Legal Environment
Article 35 of the Chinese constitution guarantees freedoms of speech, assembly, association, and
publication, but such rights are subordinated to the CCP’s status as the ruling power. The constitution cannot generally be invoked in courts as a legal basis for asserting rights. The judiciary is not
independent and closely follows party directives, particularly in politically sensitive freedom of expression cases. Government agencies issue regulations to establish censorship guidelines. These are
124
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highly secretive and subject to constant change, and they cannot be challenged by the courts. Prosecutors exploit vague provisions in China’s criminal code; laws governing printing and publications;
subversion, separatism, and antiterrorism laws; and state secrets legislation to imprison citizens for
online activity. Trials and hearings typically lack due process.
On November 7, 2016, the Standing Committee of the National People’s Congress passed a cybersecurity law that came into effect on June 1, 2017.130 The law consolidated the role of the CAC (see
Regulatory Bodies), which it identified as the principle agency responsible for implementing many
of its provisions.131 The law also codified existing restrictions, strengthening self-regulation and real-name registration requirements for internet companies and obliging them to assist security agencies with investigations (see Surveillance, Privacy, and Anonymity) and help implement censorship or,
potentially, network shutdowns (see Content Removal and Restrictions on Connectivity).132
Other laws and regulations have implications for online speech. In 2013, the Supreme People’s
Court and the Supreme People’s Procuratorate, the top prosecutorial body, formally defined online
manifestations of crimes including defamation, creating disturbances, illegal commercial activities,
and extortion.133 Criminal defamation carries a possible three-year prison sentence under “serious”
circumstances.134 The new interpretation defined those circumstances to cover defamatory online
content that receives more than 5,000 views or is reposted more than 500 times.135 Online messages
deemed to incite unrest or protest are also subject to criminal penalties under the interpretation.
In November 2015, an amendment to the criminal code introduced penalties of up to seven years
in prison for those who disseminate misinformation on social media.136 Separately, the antiterrorism
law adopted in December 2015 instructed companies to delete terrorist content or face administrative detention for their personnel, and barred social media users from sharing information about
acts of terrorism or spreading “inhuman” images that could promote copycat acts. It also increased
pressure on private companies to provide the government with user data (see Surveillance, Privacy,
and Anonymity).
Some detentions, including administrative detentions authorized by public security bureaus, do
not require approval by a court.137 Chinese authorities abolished the form of administrative deten-
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tion known as “reeducation through labor” in 2013 in response to domestic calls for reform,138 but
individuals can be detained without trial under similarly poor conditions in drug rehabilitation and
“legal education” centers.139 State agents also abduct and hold individuals in secret locations without
informing their families or legal counsel. In 2012, the National People’s Congress enacted an amendment of the Criminal Procedure Law that strengthened the legal basis for detaining suspects considered a threat to national security in undisclosed locations, among other changes.140

Prosecutions and Detentions for Online Activities
As of December 1, 2016, at least 38 journalists were behind bars in China, 34 of whom worked online, according to the Committee to Protect Journalists.141 Many other citizens have also been jailed
for their online activities, including advocates of political reform, human rights workers, members of
ethnic and religious minorities, and ordinary users who stir dissent or criticize CCP leaders. A number of long prison sentences were issued during the reporting period, and online speech was also
frequently punished with brief administrative detentions. Though the people imprisoned represent
a tiny percentage of the overall user population, prosecutions have a chilling effect on activism and
encourage self-censorship in the broader public.
As in past years, known dissidents received the heaviest penalties in 2016 and 2017:
•

In June 2016, a court in Hangzhou imposed long sentences for subversion of state power
on two prodemocracy activists whose trials concluded in September 2015.142 Lu Gengsong
was sentenced to 11 years in prison for activities that included publishing essays on overseas websites. Chen Shuqing, who had published statements about other political detainees
before his arrest, was sentenced to 10 and a half years in prison.143

•

In November 2016, Shandong democracy activist Sun Feng was sentenced to five years in
prison on the lesser charge of inciting subversion of state power in online posts.144 He had
been held for two years before trial.

Activists were also newly arrested for operating websites about civil society and human rights issues:
•

In June 2016, police in Dali, Yunnan Province, detained Lu Yuyu and Li Tingyu, a couple who
documented and tallied protest incidents on the Not News website and associated social
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media accounts. They were charged with “picking quarrels and provoking troubles.”145 Lu
was sentenced to four years in prison in August 2017.146 Li was released after a closed-door
trial in April, though no verdict was immediately announced.147
•

Liu Feiyue, founder of Civil Rights and Livelihood Watch, a grassroots platform for monitoring human rights issues, was reported missing in November 2016, apparently after being
detained by police in Hubei Province. He was charged with inciting subversion of state power in December.148 His case had not gone to trial by mid-2017; prosecutors may have been
considering more serious charges.149

•

Police in Chengdu, the capital of Sichuan Province, formally detained Huang Qi, founder
of the human rights watchdog website 64 Tianwang, in December 2016.150 He had been
missing for several days.151 Huang was accused of providing state secrets overseas,152 but
no sentence had been issued as of mid-2017.153 Huang has been imprisoned several times
before, including in 2008 after he posted complaints from the parents of victims of the Sichuan earthquake.

Other online speech cases resulted in administrative detentions, which can last up to 15 days. Several resulted from content published in closed WeChat groups. The topics involved ranged from personal criticism of Xi Jinping to current affairs:
•

Wang Wei, a university student from Anhui Province, was held for 10 days for reposting a
doctored photo depicting Xi as Adolf Hitler on Sina Weibo in July 2016.154

•

In September 2016, a resident of Sichuan was detained for seven days because he described Xi as a coward in a private WeChat conversation.155

•

Separately in September, a resident of Shenzhen was detained for 10 days on a charge of
“disseminating rumors” because she reposted international news coverage of the Wukan
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village democracy movement on WeChat.156 That month, police had crushed a protest in
Wukan, a small Guangdong Province fishing settlement, after an elected village leader was
sentenced to prison.
•

In January 2017, Guangdong human rights activist Sun Desheng was detained for 10 days
for sharing an image mocking Xi Jinping online.157 News reports said the image showed Xi
riding on a flying pig labeled “Chinese Dream.”

•

In February 2017, Anyang resident Wang Shoufeng posted an article online criticizing the
Henan provincial government’s nuclear power program (see Digital Activism). Wang was
administratively detained for five days for disseminating false information to disrupt public
order.158

•

Two internet users in Inner Mongolia were detained that month for 10 days each on charges
of “disseminating false information to disrupt public order.” They had expressed dissatisfaction with the local administration in a WeChat group.159

•

Also in February, a resident of Sichuan Province was detained for five days for allegedly
disseminating misinformation after local officials objected to his WeChat post about high
smog levels.160

•

An internet user in Zhejiang Province was detained for 10 days the same month for allegedly inflating the death toll from a fire in a WeChat group discussion.161

•

In a separate February case, an internet user was detained for five days for allegedly publishing misinformation about the death toll from a chemical explosion in Anhui in WeChat
discussion groups.162

At least two cases involving WeChat comments resulted in longer stints in prison:
•

On June 6, 2016, migrant worker Hu Changgen disappeared in Shanghai. More than two
weeks later, he was found to be in police custody for publishing comments about the 1989
Tiananmen Square massacre in a WeChat group.163 He spent a year behind bars before being released in June 2017.164
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•

In April 2017, a court in Shandong ordered a retrial for an internet user who had been sentenced that month to two years in prison for allegedly picking quarrels on WeChat and QQ,
including by using a banned nickname for Xi Jinping, “Steamed Bun Xi.”165

A number of recent detentions have targeted users of VPNs as part of a crackdown on circumvention tools (see Blocking and Filtering). One 2016 example involved an internet user who downloaded
propaganda videos from the Islamic State militant group and was charged under the antiterrorism
law.166 Another case in February 2017 centered on a Xinjiang resident who used a VPN to reach uncensored news on Radio Free Asia and was detained for 15 days.167
Religious and ethnic minorities face particularly harsh treatment for online activity. Radio Free Asia
reported in 2015 that a Uyghur teenager sentenced to life imprisonment in Xinjiang had “simply
watched videos on his cellphone,”168 while Tibetan monks received long prison sentences in 2016 for
involvement in a WeChat group about commemorating the Dalai Lama’s birthday.169 According to
a February 2017 Freedom House study on religious freedom, many Falun Gong practitioners have
been jailed for posting messages about the spiritual group or human rights abuses on WeChat or
QQ, accessing banned websites, and possessing VPN technology.170

Surveillance, Privacy, and Anonymity
The cybersecurity law adopted in November 2016 strengthens obligations for network operators to
register users under their real names, requires that information about Chinese users be stored on
servers located within the country,171 and indicates that technology companies may have to undergo
security checks.172 International companies said the terms in the law were vague, but many began efforts to come into compliance.173 Implementing regulations that would clarify several provisions had
yet to be issued at the end of the reporting period.
Privacy protections under Chinese law are minimal. In the words of one expert, the law explicitly
authorizes government access to privately held data, and “systematic access” to “data held by any165
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one” is a realistic possibility once e-government strategies are fully implemented.174 China’s national
identity cards, which are administered by police, are required to be digitally embedded with fingerprints.175 The State Council aims to link credit, social security, and other personal information to
these biometric databases.176 Companies and municipalities are also testing “social credit” schemes
that will allow an assessment of individuals’ online activities alongside other personal data before
they are granted financial credit or access to certain services.177 The schemes have been subject to
criticism within China due to privacy and other concerns, but plans to expand the idea continued to
be debated over the past year, including some with an ideological slant. In February 2017, CCP magazine Red Flag Digest (Hongqi Wenzhai) suggested the introduction of a credit and review system for
significant opinion leaders on social media.178 The central government plans to launch a nationwide,
mandatory social credit system by 2020.179
Companies offering web services are required to register users. Businesses must gain users’ consent
to collect their personal electronic data, and outline the “use, method, and scope” of the collection,
but there are no limits placed on law enforcement requests for personal records.180 Mobile phone
users have been required to register since 2010, so providing a phone number is a common way of
registering with other services.181 Registration requirements are difficult to enforce, and users have
exploited loopholes to evade them,182 but related rules have been steadily tightened.183 On December 28, 2016, for example, MIIT mandated real-name registration for all telecommunications services,
effective from February 2017.184
News portals, bulletin boards, blog-hosting services, and email providers have long enforced some
form of user registration.185 MIIT requires website operators themselves to register as part of the
licensing process.186 Sina Weibo’s reports to the U.S. Securities and Exchange Commission have not-
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ed the company’s exposure to potentially severe penalties due to its inability to fully comply with
real-name registration rules.187
Cybercafes check photo identification and record user activities, sometimes in cooperation with law
enforcement. The Public Security Bureau in Lianyungang, Jiangsu Province, developed a real-name
registration app for cybercafés in the city in 2015.188 In March 2017, local news reports said facial
recognition technologies had been used to match customers’ faces and ID photos in cybercafés in
the city of Xingtai, Hebei Province.189 Hebei authorities instructed public Wi-Fi providers to comply
with user registration requirements in April.190
The cybersecurity law introduced new penalties for companies that infringe on privacy,191 but many
other laws ensure that companies make user data available to officials. Amendments to the State
Secrets Law in 2010, for instance, obliged telecommunications operators to cooperate with authorities investigating leaked state secrets or risk losing their licenses.192 An amendment to the Criminal
Procedure Law that took effect in 2013 introduced a review process for allowing police surveillance
of suspects’ electronic communications, which the Ministry of Public Security permits in many types
of criminal investigation, but the wording about the new procedure was vague.193
Various regulations have outlined requirements for companies to retain user data. In June 2016, for
example, the CAC required Chinese app providers to register users and keep user activity logs for 60
days.194 Other ISPs are required to retain user information for 60 days, and submit it to the authorities upon request without judicial oversight or transparency.195
As with censorship, measures that erode privacy disproportionately target groups perceived as
threats to the regime. In 2015, the Xinjiang government required real-name registration for Uyghurs
attempting to purchase electronic devices with storage, communication, and broadcast features.
Stores selling such equipment were required to install software that provides police with real-time
electronic records on transactions.196
The authorities justify real-name registration as a means to prevent cybercrime, but experts warn
that uploaded identity documents are vulnerable to theft or misuse,197 especially since some verifi-
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cation has been done through a little-known, government-linked contractor.198 In December 2016,
millions of personal data records, obtained through an app that allows customers of the State Grid
Corporation to pay for electricity online, were sold on the black market by unknown actors.199
Chinese companies have scored poorly in assessments of the user protections incorporated in their
technology,200 and there are limits on tools that help internet users conceal their location or the
nature of their activity, including VPNs (see Blocking and Filtering). The antiterrorism law passed
in 2015 requires companies to offer technical support to decrypt information at the request of law
enforcement agencies, among other provisions.201 Regulations for the Administration of Commercial
Encryption dating to 1999, and related rules from 2006, separately require a government regulator
to approve encryption products used by foreign and domestic companies.202
Direct surveillance of internet and mobile phone communications is believed to be pervasive. One
academic study from 2011 reported that when users entered blacklisted search terms on Baidu, their
IP addresses were automatically sent to a location in Shanghai affiliated with the Ministry of Public
Security.203 Given the secrecy surrounding such capabilities, however, they are difficult to verify.

Intimidation and Violence
Allegations of torture and extralegal harassment are widespread among Chinese detainees, particularly political prisoners and those involved in freedom of expression cases. In 2015, Human Rights
Watch reported “physical and psychological torture during police interrogations, including being
hung by the wrists, being beaten with police batons or other objects, and prolonged sleep deprivation,” in a review of hundreds of ordinary criminal cases. “Political prisoners … have experienced
much of what is described in this report and often worse,” the report said.204 A Uyghur man detained
for watching videos on a smartphone was reported to have died in custody in June 2016.205 Nobel
Peace Prize laureate Liu Xiaobo died in custody from complications of liver cancer in July 2017, after
authorities refused to let him travel abroad for treatment.
Other allegations of mistreatment were made during the coverage period of this report. Lawyers defending Wu Gan, a digital activist arrested for participating in a performance protest in 2015, reported in December 2016 that he had been repeatedly held in solitary confinement and tortured.206
198
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Internet users also risk being held under house arrest. The conditions and degree of confinement
can be adjusted arbitrarily over time. Poet Liu Xia, the wife of Liu Xiaobo, has been confined in her
Beijing home since 2010, often without an internet connection.207 She went missing for several weeks
after her husband’s funeral in July 2017.208 Some groups monitor the number of dissidents under
house arrest, but there are no statistics showing how many were targeted specifically for online
activity.209
Law enforcement officials frequently summon individuals for questioning in relation to online activity, an intimidation tactic referred to euphemistically as being “invited to tea.”210 Activists have also
been forced to travel within the country during sensitive political events, effectively keeping them
away from their normal online activities.211

Technical Attacks
Hackers, known in Chinese as heike (dark guests), employ various methods to interrupt or intercept
online content with political implications. Attacks known to have originated in China can rarely be
traced directly to the state, and much of the activity appears decentralized and uncoordinated. But
many attacks employ sophisticated technology, and experts believe that Chinese military and intelligence agencies either sponsor or condone technical attacks on political targets.
Domestic and overseas groups that report on China’s human rights abuses have suffered from distributed denial-of-service (DDoS) attacks, which temporarily disable websites by bombarding host
servers with traffic. 212 Spear-phishing, in which customized email messages are used to trick recipients into downloading malicious software by clicking on a link or a seemingly legitimate attachment,
is another common tactic. Tibetans, Uyghurs, and others have been targeted with emailed programs
that install spyware on the user’s device.213 In September 2016, American cybersecurity company
FireEye reported that two Hong Kong government departments were subjected to phishing attacks
originating from APT3, a Chinese hacker organization, prior to the territory’s Legislative Council elections. The motive was “certainly” political, FireEye said.214
In 2015, the Canada-based monitoring organization Citizen Lab analyzed a massive DDoS attack targeting the anticensorship group GreatFire.org, along with content that the group hosted on GitHub.
“While the attack infrastructure is co-located with the Great Firewall, the attack was carried out by a
separate offensive system, with different capabilities and design, that we term the ‘Great Cannon,’”

207
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the group reported. Both the technology and the target offered “compelling evidence” of Chinese
government involvement.215
China remains a top source of global cyberattacks,216 though those with commercial targets have
declined or become harder to trace.217 The degree of state support for commercial attacks is unclear.
Other targets have strategic importance.218 In December 2016, investigators said hackers linked to
China’s military had seized control of workstations in the Washington, DC–based Federal Deposit
Insurance Corporation, which regulates commercial banking, in 2010.219 During the reporting period,
Russian media reported that China had reduced cyberattacks against the United States while increasing those against Russia,220 including attacks on military intelligence targets.221
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Colombia
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

8

8

Limits on Content (0-35)

8

8

Violations of User Rights (0-40)

16

16

TOTAL* ( 0-100 )

32

32

Population:

48.7 million

Internet Penetration 2016 (ITU):

58.1 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2017 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

A court acquitted biologist Diego Gómez of violating copyright by sharing an academic
paper online after three years of criminal proceedings; he faced up to 8 years in prison.
Prosecutors appealed (see “Prosecutions and Detentions for Online Activities”).

•

Disinformation about negotiations between the guerrilla group FARC and the national
government proliferated in the lead-up to a national referendum on a peace deal (see
“Content Manipulation”).

•

Civil society groups said a police code in force since in January 2017 may undermine
privacy for internet users (see “Surveillance, Privacy, and Anonymity”).
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Introduction
Colombian users access and share online content relatively freely, but internet freedom remained
constrained by persisting concerns over excessive and illegal surveillance, harsh penalties for minor
copyright violations, and a climate of threats and self-censorship.
In November 2016, the Colombian legislature ratified a landmark accord between the government
and left-wing FARC guerrillas, after six years of talks. The deal was initially rejected in a national
referendum but accepted in a second vote after some renegotiation. However, an alarming wave of
lethal attacks targeted human rights defenders and activists over the past year, posing challenges for
freedom of expression. Self-censorship both online and offline has become a prophylactic measure
against violence, particularly in rural areas where impunity is even more pervasive than in cities.
Poor infrastructure, low digital literacy, and high costs still hamper widespread access to the internet
in Colombia. Although there are occasional cases of content removal, takedowns are isolated rather
than systematic. During the coverage period, the legality of platforms such as Uber also stirred
debate around possible policy measures to address the app’s non-compliance with transportation
regulations, including proposals to block it. Separately, a website run by a community organization
that publishes consumer complaints about an official agency responsible for student loans was
inaccessible for over a year because the agency accused it of trademark violations.
While prosecutions for dissemination of content online are still rare, harsh penalties for minor
copyright violations and criminal penalties for defamation continue to threaten users’ rights. This
was the case of Diego Gómez, a biology student who faced criminal penalties for sharing someone
else’s thesis on the digital content sharing platform Scribd, even though he did not claim authorship
or profit from it. In May 2017, a judge determined that Gómez was not guilty of copyright violations,
but the prosecution appealed the decision.
Poor oversight of government surveillance and revelations about illegal practices have raised
concerns. Journalists have been subject to online and offline surveillance because of their work
exposing corruption and irregularities within institutions such as the National Police.
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Obstacles to Access
Although internet penetration has steadily increased, Colombia still faces obstacles to access primarily
stemming from socioeconomic factors. The lack of basic utilities and affordable internet access
constitutes an informal barrier to information and communications technologies (ICTs).

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)a

Mobile penetration (ITU)

58.1%

2011

40.4%

2015

116%

2017(Q1)

5.5 Mbps

2015

2016
b

Average connection speeds (Akamai)c
a

2016

2011

2016(Q1)

55.9%
117%
98%

4.6 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
b
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
c
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

With nearly half of the population still without internet, significant obstacles to access remain. Lack
of infrastructure in rural areas, low levels of digital literacy, and high prices all stand in the way of
widespread access. Internet access is facilitated primarily by DSL and cable connections.1
Geographical disparities in internet access are significant in Colombia.2 In rural areas, many
Colombian users access the internet outside of their homes: almost 24.5 percent accessed the
internet through cybercafes and 43 percent through educational centers, while free public access
points served just 8 percent of internet users.3
Although many indigenous languages are spoken in Colombia, there do not appear to be significant
efforts to offer online content in these languages. Even the official websites of the territories of
Amazonas, Vichada, and Guajira—each of which lays claim to a large indigenous population—are in
Spanish, with options to view them in English, French, or Italian, but not local indigenous languages.4
High internet prices and low levels of digital literacy continued to present substantial obstacles to
internet access. A 2016 digital consumers survey revealed that 46 percent of people without internet
in their homes cited high prices as the reason for not acquiring service, while 34 percent stated that
they did not think the internet was necessary.5 However, the latest Affordability Drivers Index (ADI)
report, which measures policy and regulatory factors that can enable more affordable broadband,
ranked Colombia in first place, citing government policies and partnerships with the ICT sector to

1

Ministry of ICT, ICT Quarterly Bulletin, Q1 2016, accessed September 7, 2016, http://bit.ly/2oDGutU

3

DANE, Basic Indicators in ICT in Colombia 2016, April 7, 2017, http://bit.ly/2oMWoG3

5

DANE, Basic Indicators in ICT in Colombia 2016, April 7, 2017, http://bit.ly/2oMWoG3

2

Ministry of ICT, ICT Quarterly Bulletin, Q4 2016, accessed May 13 2017, pg. 18, http://bit.ly/2oDGutU

Official Website of the Department of Amazonas, accessed September 1, 2017, http://bit.ly/1JtV75d; Official Website of the
Department of Vichada, accessed September 1, 2017, http://bit.ly/1KzLbeu; Official Website of the Department of La Guajira,
accessed September 1, 2017, http://bit.ly/O9WQZ8
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improve affordability and access in the country.6
The ICT ministry has noted that internet access has increased by 16 percent since 2010 thanks
to official programs such as Vive Digital, which has delivered more than two million tablets and
laptops to public schools around Colombia.7 Administered by the ICT ministry, Vive Digital aims to
expand infrastructure, services, internet applications, and the number of Colombian internet users.8
Colombia Aprende, the Education Ministry’s platform for the promotion of literacy launched in 2004,
also aims to expand the use of digital applications and devices, training some 16,000 digital literacy
teachers across the nation.9 However, critics say the training is inadequate.10
At the end of 2016, the ICT ministry launched two initiatives to promote internet use: “Free Wi-Fi
for the People” (Wifi gratis para la gente) and “Social Mobile Internet for the People” (Internet móvil
social para la gente). The first initiative promotes the establishment of free internet access points in
small cities and towns around the country.11 The latter would offer low cost smartphones and mobile
internet plans to new users with fewer resources.12

Restrictions on Connectivity
The government does not place limits on bandwidth, nor does it impose control over infrastructure,
except in emergency situations when internet service providers (ISPs) are required to make
their infrastructure available for official response.13 The government has not centralized
telecommunications infrastructure, and does not deliberately shut down internet or mobile
connections.
Colombia only has one internet exchange point (IXP), called “NAP Colombia,” through which ISPs
exchange traffic to improve efficiency and speed. Located in Bogotá, the IXP is managed by the
Colombian Chamber for Informatics and Telecommunications.14

ICT Market
Colombia is home to 56 ISPs, and while approximately 85 percent of the market is concentrated in
the hands of four companies, there are nonetheless multiple options for consumers and healthy
competition.15 Market entry is straightforward, and it is possible for anyone to establish an ISP by
following the general requirements of the ICT Law, which establishes free competition and prioritizes

6 Alliance for Affordable Internet, “The 2015-16 Affordability Report,” http://a4ai.org/affordability-report/
report/2015/#colombia

MinTIC Colombia, “El Gobierno Cumple lo que Promete El plan Vive Digital es una Realidad,” [The government fulfills what it
promises – the plan Vive Digital is a reality], accessed September 7, 2016.

7

8

9

ICT Ministry, “Vive Digital,” accessed September 1, 2017, http://bit.ly/1lbnQBQ

Education Ministry, “Crea-TIC,” accessed September 1, 2017, http://bit.ly/2e3XWVu

“Reto para profesores públicos: aprender a usar las Tabletas para educar,” Publimetro, February 20, 2015, http://bit.
ly/1oONtAE

10
11

Ministry of ICT, “Wifi gratis para la gente,” accessed May 13 2017, http://bit.ly/2qbwPhK

13

Law 1341, Art. 8, July 30, 2009, http://bit.ly/1WQQuL7

12
14

Ministry of ICT, “Internet móvil para los colombianos más necesitados”, September 1, 2016, http://bit.ly/2bGImhW

NAP Colombia, “FAQ,” http://bit.ly/24ul175

Telmex Colombia S.A., UNE EPM Telecomunicaciones S.A., Colombia Telecomunicaciones S.A., and Empresa de
Telecomunicaciones de Bogotá, Colombia S.A. are the four dominant providers. Ministry of ICT, ICT Quarterly Bulletin, Q4 2016,
http://bit.ly/2v52V1Z
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efficient use of infrastructure and access to ICTs.16
Registration requirements are neither excessive nor onerous. Business owners must provide personal
and tax identification as well as a description of services, but no fee is required. This information
is published in an open registry, and the ICT ministry has 10 days to verify the data before the
business may begin operating. Registration can be denied when information is incomplete or
false, or when an ISP does not have the proper commercial status to offer the necessary services.17
Service providers are obligated to pay a contribution of 0.01 percent of their annual income to an
ICT Ministry Fund (Fontic) devoted to the development of nationwide ICT projects.18 ISPs must also
apply for licenses to utilize the radioelectric spectrum, although there have been no complaints of
difficulties or bias with this process.
The mobile landscape is more concentrated than the ISP market. Although there are nine providers,
more than 90 percent of the market is in the hands of three companies: Claro, Movistar and Tigo.19
In 2013, the Superintendency of Industry and Commerce sanctioned Claro for abusing its dominant
position and the company was sentenced to pay a fine estimated at COP 87,000 million (US$
26 million).20 A 2013 spectrum auction resulted in two new players entering the market, but the
ministry renewed the spectrum licenses of Claro and Movistar for a new 10-year term without major
alterations the same year, suggesting that little is likely to change in terms of market dominance
in the next decade.21 Like ISPs, mobile service providers must also contribute 0.01 percent of their
annual income to Fontic.

Regulatory Bodies
Colombia’s ICT sector is subject to numerous regulatory bodies with varying but limited degrees
of independence from the government. The three main regulatory bodies are the ICT ministry, the
Communication Regulation Commission (CRC), and the National Spectrum Agency (NSA). The
competition authority, the Superintendency of Industry and Commerce, also has some control duties
as part of its consumer protection obligations.
The president appoints the ICT minister, who oversees the telecommunications sector through
the ICT ministry. The ICT minister also chairs the CRC, which is responsible for ensuring efficient
service and promoting competition in the telecommunications sector. It is made up of the minister
and three commissioners who are also appointed by the president. The ICT minister designates
the head of the NSA, which is the agency in charge of planning, management and supervision of
the use of the radioelectric spectrum. While some have suggested that such an executive-driven
design prevents objective oversight of the sector and affords the president undue influence over its
operations, to date there are no clear examples of executive bias in rulings.22
A 2014 report by the Organisation for Economic Co-operation and Development (OECD)
recommended that the CRC develop more independence from Colombia’s central government, as
16

Law 1341 of 2009, http://bit.ly/1WQQuL7

18

Law 1341 of 2009, http://bit.ly/1WQQuL7

17
19

20
21

Decree 4948, December 18, 2009, http://bit.ly/1gVegGu
Ministry of ICT, ICT Quarterly Bulletin, Q4 2016, http://colombiatic.mintic.gov.co/602/w3-article-51235.html
Administrative decisions 53403 and 66934, 2013, http://bit.ly/1S8qTOy
Resolution 597, 2014, ICT Ministry

Carlos Cortés, “Mobile Internet in Colombia - Challenges and Opportunities for Civil Society: The 2013 Spectrum Auction,”
Open Society Foundation, December 13, 2015.
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the board cannot deliberate without the presence of the ICT minister, and the ministry of finance
fixes the agency’s budget. The OECD also advised the ICT ministry to refrain from regulating the
sector, and focus solely on promoting the development and use of ICTs.23 The CRC may now meet
without a ministry representative, in line with the OECD recommendation.24
Since 2010, a government-appointed concessionaire has been responsible for allocating the .co
domain. For the domains org.co, edu.co, mil.co, and gov.co, applicants must comply with specific
requirements; for edu.co, for example, the applicant must be an educational institution.25

Limits on Content
Colombian internet users are able to view and disseminate content relatively freely and social media
platforms promoted several political and social protests during this coverage period. On the other
hand, disinformation campaigns made use of social media to try and influence public opinion about
the peace process between guerrilla group FARC and the national government in the lead-up to the
referendum.

Blocking and Filtering
Blocking or filtering of political, religious, or social content is not common in Colombia.26 YouTube,
Facebook, Twitter and international blog-hosting services are freely available.
In March 2017, Colombia’s gambling regulator submitted a list of over 300 gambling sites to be
blocked by ISPs, following the approval of online gambling legislation in October 2016, which
requires gambling sites to apply for a license. The regulator found that the sites were operating
without authorization.27
Police and other institutions may limit content on a broad range of topics, from sexual abuse to
“inappropriate content” or “other issues,” in order to protect minors.28 Child pornography which is
illegal under international law is subject to blocking.29 Decree 1524 (2002) requires ISPs to undertake
technical measures to prevent the online availability of child pornography.30 The possibility for civil
or judicial oversight is limited because information about which websites are blocked is classified,
possibly out of fear that individuals would use circumvention tools to access child pornography if a
list of banned sites were made public.31
Apps that rely on the internet to provide commercial services, such as Uber, have been the center of
much debate, and the government has been trying to regulate the service with little success. While
23
24

OECD, Review of Telecommunications Policy and Regulation in Colombia, April 2014, http://bit.ly/1MOiNZP
Law 1753, Art. 207, http://bit.ly/1sbO3tQ

Dominio, “Historia del Dominio Co,” [History of the Domain .Co], Cointernet, https://www.cointernet.com.co/historia-deldominio/

25
26

Communication from ICT Ministry in response to Request of Information Nº 661596, February 24, 2015.

28

“Te Protejo” website, http://bit.ly/1n56U6s

30

Law 679 of 2001, http://bit.ly/1RanTw8; Decree 1524, July 24, 2002, http://bit.ly/1NRSVKZ

“Este viernes comienza el bloqueo de 325 páginas de azar ilegales,” El Tiempo, June 30, 2017, http://bit.ly/2truT7u
; “Coljuegos prepara bloqueo a Poker Stars en el país,” El Tiempo, March 27, 2017, http://bit.ly/2nmW8um

27

29

Communication from ICT Ministry in response to Request of Information Nº 661596, February 24, 2015.

Communication 5245, ICT Ministry to Foundation for Press Freedom; See also: Law 679, Decree 1524, July 24, 2002, http://
bit.ly/1NRSVKZ
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the transportation ministry has argued in favor of blocking the app,32 the ICT ministry has invoked
the net neutrality principle which does not allow network operators to discriminate against specific
content or services. ICT officials said that there are no legal grounds for blocking the app, which is
not illegal.33

Content Removal
The Colombian government does not regularly order the removal of content, although periodic
court cases have resulted in judicial orders requiring the removal of specific information deemed to
violate fundamental rights. News outlets separately report threats intended to force them to remove
content (see “Intimidation and Violence”).
One site that publishes consumer complaints against a government entity has been repeatedly
accused of infringing on that entity’s trademark, resulting in the site’s removal. The website
icetextearruina.com was first taken down in March 2016 by hosting provider GoDaddy on the basis
of a complaint from ICETEX, an official entity in charge of student loans. The website is owned by the
Association of Users of Student Loans (ACUPE), a legally recognized organization that denounces
allegations of abuse involving loans. Civil society organizations said ICETEX was abusing GoDaddy’s
complaints system to censor the allegations.34 The site remained inaccessible in early 2017.35
Other takedowns have been reported under the U.S. Digital Millennium Copyright Act (DMCA),
which shields intermediaries from liability if they remove infringing content upon receiving a notice.
In March 2016, several Colombian soccer fans complained that Twitter, which is based in the U.S.,
was removing their posts, including videos recorded in soccer stadiums. Canal RCN, a Colombian TV
channel that owns the broadcasting rights for many Colombian soccer matches, had reported the
fans to Twitter for violating the DMCA. Though users may present a counter-notification and assert
their rights to content they have created themselves under the law, some Colombians stopped
sharing content.36
A ruling by the Superintendency of Industry and Commerce in September 2016 raised concerns for
potentially encouraging prior censorship, when it forbade the broadcasting of a clip in which Educar
Consumidores, a Colombian consumers’ association, raised awareness about the negative health
impact of sugary drinks.37 Moreover, the authority asked Educar Consumidores to submit content to
be disseminated via any media for review, in order to check inaccurate statements or poorly backed
arguments and scientific facts.38 After civil society organizations challenged the authority’s decision
32

“Las consecuencias que podría traer desactivar a Uber en el país,” El Tiempo, September 7, 2016, http://bit.ly/2zb2SE3

MinTIC, “El Ministerio de las Tecnologías de la Información y las Comunicaciones responde a la solicitud de medidas
cautelares en contra de plataforma digital” [Ministry of ICT reacts to precautionary measures against digital plattform] March
23, 2017, http://bit.ly/2p9Vggp
33

“Bloqueo de página web por solicitud del ICETEX es una forma de censura” [Website blocking as per ICETEX demand is a
form of censorship], Joint statement by Fundación Karisma and Fundación para la Libertad de Prensa, March 23, 2016, http://
bit.ly/22Z1YQR

34

Isaza, L. “Icetex celebra un año de censura” [Icetex celebrates one year of censorship] Cero Sesenta, March 30, 2017,
https://cerosetenta.uniandes.edu.co/icetex-celebra-un-ano-de-censura/

35

36 Mora, L. Botero, C. Espitia, N. “Entre notificaciones, contranotificaciones y el equipo de mis amores” [Between notifications,
counternotifications and the team I love], Fundación Karisma, April 28, 2016, http://bit.ly/2pDBeHS

“Este es el polémico comercial de bebidas azucaradas que sacaron del aire,” [This is the polemic sugary drinks ad that was
taken out of air] El Espectador, September 8, 2016. http://bit.ly/2rnf80G

37

Superintendency of Industry and Commerce (SIC), “Superindustria ordena retirar comercial de TV sobre supuestos efectos
nocivos del consumo de bebidas azucaradas” [SIC orders withdrawal of TV ad about alleged nocive effects of sugary drinks
consumption]. September 7, 2016, http://bit.ly/2rnt2jm
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for violating the right to freedom of expression and access to information, the Supreme Court of
Justice overruled SIC’s decision.39
Publishing defamatory content created by others carries possible criminal penalties under the penal
code (see “Legal Environment”). But court cases pertaining to content disputes have exempted
search engines from liability for posting links to content in their search results.40 In May 2015, a
court ruling strengthened the precedent that search engines should not be held liable for linking
to content, even if the content has been found to violate the law.41 Although observers praised the
fact that it exempted intermediaries from liability,42 some worried that the ruling might place an
excessive burden on other digital content producers or publishers, because it required an online
newspaper involved in the case to take steps to make the disputed information in question harder to
find.43

Media, Diversity, and Content Manipulation
Colombia has several digital media outlets and online spaces for political debate, and are able to
view and disseminate a diversity of content. But many platforms were dominated by battles between
rival campaigns in the lead-up to the referendum on the peace accord in October 2016, when
disinformation and rumors surged, especially on social media. One fake story about the negotiations
sparked fears that pensioners would need to pay over 7 percent of their pensions to support the
demobilized guerrillas.44 The referendum rejected the accord, but it was successfully renegotiated in
November.
Many professional media enterprises thrive in Colombia’s largest cities and, in general, authorities
do not interfere with their operations. However, there is a lack of media diversity in many regions.
According to the Foundation for Press Freedom (FLIP), 11 out of 12 departments studied had no
media presence to produce and disseminate local information.45 Out of almost 300 media outlets
operating in those regions, only 23 were digital, due to the low internet penetration rate outside
large cities.46
Self-censorship is a notable problem for journalists and likely affects online publications.47 At least
one removed content on receipt of a death threat in the past year (see “Intimidation and Violence”).
According to a national survey of journalists conducted in 2016 by Proyecto Antonio Nariño (PAN),
Supreme Court of Justice of Colombia. Ref. 11001-22-10-000-2016-00766-01 April 5, 2017. See also “Corte Suprema
de Justicia decide a favor de la tutela interpuesta por la Alianza por la Salud levantando la censura al comercial de Educar
Consumidores” [Supreme Court of Justice favours writ of protection presented by Alianza por la Salud, overruling censorship
over Educar Consumidores’ ad], RedPaPaz. April 5, 2017, http://bit.ly/2rniQHE
39

40 Constitutional Court, Judgement T-040/13, January 28, 2013, http://bit.ly/1FyIMlk; Constitutional Court, Judgement
T-453/13, July 15, 2013, http://bit.ly/1R6lHaO; Constitutional Court, Judgement T-634/13, September 13, 2013, http://bit.
ly/1OyMApE
41

Constitutional Court, Judgement T-277/15, May 12, 2015, http://bit.ly/1iQCR1b

Electronic Frontier Foundation, “Google to France: We Won’t Forget It for You Wholesale,” August 3, 2015, http://bit.
ly/1P2iyYL
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Fundación Karisma, “Corte Constitucional colombiana decide sobre caso de derecho al olvido en Internet,” [Colombian
Constitutional Court decides on right to be forgotten on internet], July 6, 2015, http://bit.ly/1FmskVr

43
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“‘Roy Barreras’, la ley que se ‘aprobó’ en las redes sociales,” Semana, September 21, 2016, http://bit.ly/2nqdOUP
FLIP, “Cartografías de la Información,” https://flip.org.co/cartografias-informacion/

FLIP, “Cartografías de la información: los medios en ocho regiones de Colombia,” [Information Cartographies: media in
eight regions of Colombia], http://bit.ly/2hBnXgy
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an alliance of organizations focused on freedom of expression and access to information, 25 percent
of respondents stated that they avoided publishing information due to fear of aggression; 21
percent feared losing their jobs or having their media outlets closed; and 21 percent knew about
media that avoided publishing information due to fear of losing advertising revenue. Between
40 and 66 percent believed that media outlets in their region modify their editorial positions to
protect advertising revenue, depending on the region; 64 percent considered that the way official
advertising is awarded is opaque; and 75 percent agreed that it is necessary to change the way in
which official advertising contracts are allocated.48

Digital Activism
Colombian social movements increasingly use online platforms for advocacy. Campaigns such as
#CompartirNoEsDelito (“Sharing is not a crime”) have sought to promote open access to information
and protest against Colombia’s intellectual property law, which carries harsh penalties and has been
used to punish academics who shared research online (see “Prosecutions and Detentions for Online
Activities”). Since 2011, the government has made four attempts to strengthen the legal framework
for intellectual property in order to meet obligations under a trade agreement with the United
States, but critics said the measures could make the situation worse.49 Advocacy efforts by civil
society, copyright experts and the academic community, and pressure from social media, may have
motivated lawmakers to put these initiatives on hold.50
Social media channels promoted several political and social protests during this coverage period. In
October 2016, after the plebiscite on the peace accord with the ex-guerrilla group FARC, many social
media groups like “Paz a la calle” (Peace to the street) used Facebook live and other tools to convene
and broadcast peaceful protests in support of the accord.51

Violations of User Rights
Although prosecutions for online expression are rare in Colombia, harsh penalties for minor copyright
violations and criminal penalties for defamation pose a serious threat to users’ rights. In May 2017 a
court acquitted a biologist who faced up to eight years in prison for copyright violations after sharing
an academic paper on the website Scribd. However, the ruling was challenged on appeal. Although the
government has taken some positive steps to prosecute actors who conducted illegal surveillance in
recent years, concerns remain over widespread surveillance and violations of privacy.

Legal Environment
Article 20 of Colombia’s National Constitution guarantees freedom of information and expression
and prohibits prior restraint. Article 73 further provides for the protection of “the liberty and
48

Survey results on Freedom of Expression and Access to Information in Colombia, September 2016, http://bit.ly/1VDzisl

The first was rejected in Congress; the second, although it became law, was declared unconstitutional by the Constitutional
Court; the third project lost the support of the national government; the last one was introduced to Congress, but later
withdrawn.
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“Manisfestación virtual contra la llamada Ley Lleras 2” [Virtual protest against the so-called Lleras 2 Law], El Colombiano,
http://bit.ly/1QnK069; “La nueva ley Lleras recarga el ciberespacio de protestas,” [The new Lleras law fills cyberspace with
protests], El Colombiano, March 28, 2012, http://bit.ly/1QnPYnn
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professional independence” of “journalistic activity.” Although there are no specific provisions
protecting freedom of expression online, bloggers have the same liberties and protections as print
or broadcast journalists.52 The Constitutional Court confirmed the application of such protections to
the internet in a 2012 ruling.53
However, Colombia maintains criminal penalties for defamation, which have been applied to
online speech. According to the Colombian penal code, individuals accused of insult can face up
to six years in jail and a fine of US$3,000 to US$345,000, while individuals accused of libel can
face between fifteen months and four and a half years in jail, with the same possible fines.54 Cases
pertaining to online defamation have occasionally been brought before the court with varying
outcomes.
The penal code includes a concerning provision regarding online publication or reproduction of
insults. According to Article 222 of the penal code, “whoever publishes, reproduces, or repeats
insult or libel” may also be subject to punishment. This article raises concerns as it leaves open the
possibility for charges of indirect insult and libel. The penal code also establishes the use of “social
mediums of communication or of other collective divulgence” as an aggravating circumstance
that can increase the penalty for insult or libel.55 However, courts have not held intermediaries
responsible for defamatory content created or shared by third parties.

Prosecutions and Detentions for Online Activities
Prosecution, imprisonment, or detention for ICT activities is quite rare in Colombia, and writers,
commentators, or bloggers are not systematically subject to imprisonment or fines for posting
material on the internet.56
Colombia has harsh penalties for copyright violations and lacks the flexible fair use standards
employed in many countries. One ongoing case involves student Diego Gómez, who was charged
in 2014 with violating copyright violations for uploading an academic thesis onto Scribd. The author
of the thesis filed a criminal complaint.57 Digital rights groups heavily criticized the decision to
prosecute the biologist, especially when Gómez did not claim to have authored the thesis and did
not profit by sharing it.58 In a positive development in May 2017, a court cleared Gómez of criminal
charges,59 though an appeal was pending as of mid-2017. If convicted, Gómez may face up to eight
years in prison on top of substantial fines.
Colombia’s first online criminal defamation sentence set a concerning precedent for violations of
user rights. In November 2015, the press freedom group FLIP reported it had submitted a petition
52 Several decisions of the Constitutional Court state that Freedom of Expression is a universal right. See for example:
Constitutional Court, Judgement C-442/11, May 25, 2011, http://bit.ly/1YG6pic
53

Constitutional Court, Judgement T550/12, January 18, 2012, http://bit.ly/1VfPNt8

55

Law 599 of 2000, Criminal Code, Title V, http://bit.ly/1ZcoeFG

54

Art. 220-222 of the Penal Code, http://bit.ly/1LC0FAz

The only documented case of an individual going to jail took place in 2010, well before the timeframe of this report. See:
“Crónica del ‘Falso Positivo’ de Facebook en nueve episodios,” La Silla Vacia, May 4, 2010, http://bit.ly/1L6Fv9U
56

57 “Diego Gómez y la importancia de los bienes comunes” [Diego Gómez and the importance of common goods], Pillku
Amantes de la libertad, December 17, 2015 http://bit.ly/1oHMK3u

“Compartir no es un delito” [Sharing is not a crime], El Espectador, July 16, 2014, http://bit.ly/1laphQ5
; “Compartir no es un delito,” Las 2 Orillas, December 26, 2014, http://bit.ly/WaUTQ6

58

59 Timothy Vollmer, “Colombian Court Acquits Diego Gómez of Criminal Charges for Sharing a Research Paper Online,”
Creative Commons, May 24, 2017, http://bit.ly/2qwrxiI
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to the Inter-American Commission on Human Rights,60 after Colombian courts convicted Gonzalo
López, an internet user who anonymously posted a comment criticizing a public official on a news
website.61 López was sentenced to 18 months and 20 days in prison and issued a fine, although he
did not serve jail time based on provisions in Colombian law that allow certain defendants to avoid
imprisonment depending on their sentence and prior record.62

Surveillance, Privacy, and Anonymity
Some steps have been taken to punish perpetrators of illegal surveillance, although it seems
unlikely that these efforts have changed the overall environment, as intelligence agencies continue
to operate with minimal oversight. Concerns about illegal surveillance by certain sectors of the
government and military persist, with investigative journalists continuing to uncover grave privacy
violations by the police and military.
Episodes of extralegal surveillance carried out by intelligence agencies, the army or the police, have
constituted an ongoing scandal in Colombia in recent years. Although investigative journalists
have sought to uncover surveillance practices, the scope of government and military surveillance
in Colombia is still unclear. Leaks have shown that journalists who cover sensitive issues like the
peace process have been subject to monitoring. In late 2015, anonymous informants warned that
the National Police had illegally intercepted communications from investigative journalists, notably
in relation to news reports alleging that a prostitution network had ties to police.63 A disciplinary
investigation against the Director of the National Police was announced;64 who submitted his
resignation the next day, although he stated he was innocent.65
Several Colombian civil society organizations have criticized the excessive and apparently
uncontrolled use of surveillance tools in the country, which they argue has been facilitated by “weak
legislation” on intelligence matters.66 In July 2015, documents leaked from the technology company
Hacking Team, which is known to provide spyware to governments, suggested that the Colombian
government had contracts with the company. Leaked emails referenced the National Police Office’s
purchase of Hacking Team’s Remote Control System (RCS) called “Galileo,” which is capable of
accessing and hijacking the target devices’ keyboard, microphone and camera. Police would only
acknowledge having contractual ties with a Colombian company called Robotec, which distributes
Hacking Team’s services,67 though the leaked documents indicate that the National Police contacted

FLIP, “Caso de Gonzalo López se presenta ante la CIDH,” [Case of Gonzalo Lopez presented to IACHR], November 20, 2015,
http://bit.ly/1kLxuRK

60

61 Colombian law does not prohibit anonymity, so the fact that the post was anonymous did not influence the charges
against López.

Carlos Cortés, “Crónica de una ofensa inofensiva,” [Chronicle of an unoffensive offense], La Silla Vacía, April 17, 2015,
http://bit.ly/1ODNXEl
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“‘El Gobierno nos dejó solos’: Claudia Morales,” [The government left us alone], El Espectador, December 19, 2015, http://bit.
ly/1Yubc3p
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64 “Detalles de cómo la Procuraduría decidió abrir una investigación contra Palomino,” [Details on how the prosecutor
decided to open an investigation against Palomino], El Espectador, February 16, 2016, http://bit.ly/1S1eaND
65 “Renuncia General Palomino a la Policía Nacional,” [General Palomino resigns from National Police], Caracol Radio,
February 17, 2016, http://bit.ly/1mHcJqz

66 FLIP, CCJ, Dejusticia, Fundación Karisma and Colnodo, “Colombian Police Ought to Clarify Their Relationship with ‘Hacking
Team’,” July 30, 2015, http://bit.ly/1KzZHD4
67 “Policía indicó no tener vínculos comerciales con firma Hacking Team” [Police declared that there are no commercial links
with Hacking Team], El Tiempo, July 8, 2015, http://bit.ly/1WnPXRJ
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Hacking Team directly to activate spyware.68 Another leaked email suggested that the U.S. Drug
Enforcement Agency (DEA) may be conducting surveillance in Colombia.69
In September 2015, police reportedly said that they would start testing a centralized platform for
monitoring and analysis known as PUMA. They said telephone lines would be subject to monitoring,
but not social networks and chats.70 The Prosecutor General’s office had earlier ordered police to
stop developing PUMA because of the lack of transparency and guarantees to ensure its lawful use.
Journalists initially reported that the government was investing over US$100 million in a monitoring
platform in 2013. The system was intended to provide the government with the capacity to intercept
telephone and internet communications in real-time, including private messages.71
Courts have sought to rein in illegal surveillance, sentencing former public officials involved in
wiretapping scandals. On April 29, 2015, the Supreme Court sentenced Maria del Pilar Hurtado,
former director of the government Administrative Security Department (DAS), and Bernardo Moreno,
former secretary of the president’s office, to 14 and 8 years in prison, respectively, on charges of
illegal intercepting private communications from journalists, politicians, and civil society groups.72
Some military officials were fired in early 2015 following a high profile wiretapping scandal.73
While intercepting personal communications in Colombia is authorized only for criminal
investigation purposes and legally requires a judicial order,74 service providers are required to
collaborate with intelligence agencies by providing access to the communications history or
technical data of any specific user without a warrant.75 Retention and treatment of user data by
authorities other than the intelligence agencies and departments related to criminal investigation
has not yet been regulated in Colombia. Colombian law also allows intelligence agencies to monitor
devices which use the electromagnetic spectrum to transmit wireless communication without a
judicial order.76 An additional threat to user privacy comes in the form of Article 2 of Decree 1704
(2012), which requires that ISPs create backdoor access points for criminal investigation purposes—
which can be used under the Prosecutor General’s authorization. A service provider that does not
comply with these obligations faces fines and could lose its operating license.77
Civil society organizations have raised privacy concerns about several provisions of a new police
code published in July 2016. Article 32 defines the right to privacy in narrow terms, only recognizing
the right of individuals “to meet their needs and develop their activities in an area that is exclusive
and therefore considered private.” On the other hand, Article 139 broadly defines “public space” to
68 Carolina Botero and Pilar Sáenz, “In Colombia, PUMA is not what it seems,” Digital Rights Latin America & The Caribbean,
August 24, 2015, http://bit.ly/1JuchzP
69 Ryan Gallagher, “Hacking Team Emails Expose Proposed Death Squad Deal Secret UK Sales Push, and Much More,” The
Intercept, July 8, 2015, http://bit.ly/1PCTFmi

“Plataforma Puma de la Policía entrará en operación, pero limitada,” [Puma Platform will enter into operation, but limited],
El Tiempo, September 30, 2015 http://bit.ly/1TtnbAj

70

Daniel Valero, “Policía Podrá Interceptar Facebook, Twitter y Skype en Colombia” [Police will be able to tap Facebook,
Twitter y Skype in Colombia], El Tiempo, June 23, 2013, http://bit.ly/1Mv2bmO

71

“Condena de 14 años para Hurtado y 8 para Bernardo Moreno por chuzadas,” [Sentence of 14 years to Hurtado and 8
years to Bernardo Moreno for ‘Chuzadas’], El Tiempo, April 30, 2015, http://bit.ly/1biN0yV

72

“Purga en inteligencia de las Fuerzas Militares por escándalo de Andrómeda” [Purge in intelligence services and military
forces because of Andromeda scandal], Blu Radio, January 23, 2015, http://bit.ly/1iAIJdW

73
74
75

Constitution of 1991, art. 250, http://bit.ly/1KLrfTl

Statutory Law 1621, art. 44, April 17, 2013, http://bit.ly/1LDxHQX

Statutory Law 1621, art. 17, April 17, 2013, http://bit.ly/1LDxHQX; See also: Constitutional Court, Judgement C-540/12,
2012, http://bit.ly/1IdXI2t

76
77

Decree 1704, 2012, art. 7. http://bit.ly/1YGdzTA
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include the electromagnetic spectrum. According to organizations such as Dejusticia, such provisions
would undermine privacy protections for communications travelling through the electromagnetic
spectrum.78 Other provisions have implications for surveillance cameras.79
Colombia has no general restrictions against anonymous communication, and there are no
registration requirements for bloggers or cybercafe owners, though users must register to
obtain telecommunication services. Police have access to a database that must be maintained by
telecommunication service providers. This database contains user data, such as name, ID number,
place and residence address, mobile phone number and service activation date.80 Users must
provide accurate information under penalty of perjury, which is punishable by a minimum of six
years in prison.81
In April 2017, the Prosecutor General announced a proposal to force WhatsApp and other internet
intermediaries to decrypt user’s communications for law enforcement purposes.82 Even though the
proposal has not been presented, the announcement raised concerns about state’s surveillance
ambitions, as well as officials’ lack of understanding regarding technology like encryption.83
(Providers that encrypt communications end-to-end cannot decrypt them.) Since 1993, Colombian
law has banned the use of “communication devices that use the electromagnetic spectrum” to send
“encrypted messages or messages in unintelligible language.”84 In response to an information request,
the ICT ministry explained that those provisions apply only “to the content of the communications,
not the encryption of the medium.” Despite the ambiguous wording of the law, the ICT ministry
further claimed that these provisions only apply to radio-like devices and not to the internet.85 The
Intelligence and Counterintelligence Act stipulates that telecommunications service providers may
only offer encrypted voice services to intelligence agencies and “high government” officials.86

Intimidation and Violence
Corruption, longstanding armed conflict and associated surveillance, and the war against drugs are
the greatest threats to freedom of expression in Colombia, although online journalists have not been
attacked as often as print journalists. There is no broad trend of retaliation specifically for online
content, but the high level of intimidation towards media and human rights defenders creates a
climate of fear that also affects online journalists.
According to FLIP, at least 16 journalists have been murdered and many more have been threatened
since 2005, and at least 90 reported threats in 2016 alone.87 Impunity for perpetrators of violence—a
Privacy International, Dejusticia, Fundación Karisma, “Submission in advance of the consideration of the periodic report of
Colombia, Human Rights Committee, 118th Session, 17 October – 04 November 2016,” September 2016, http://bit.ly/2irBIhM

78

Center of research Dejusticia, “Files suit to protect the right to privacy under the new police code in Colombia”, January 29
2017, http://bit.ly/2roBZWq

79

80 Law 418 of 1997, art. 99, http://bit.ly/1Gw5sg9; and Resolution 0912, 2008 of the National Police, Diario Oficial, Año CXLIV,
Nº 47.233, January 15, 2009.
81

The penal code outlines penalties for perjury of bearing “false witness.” Penal Code, art. 442, http://bit.ly/1S3N9sT

“Fiscalía pide mayor acceso a redes sociales de judicializados” [Prosecutor’s Offices demands better Access to convicted’s
social networks]. El Colombiano. March 30, 2017. http://bit.ly/2pDF18e
82

83 Larotta, S. “Romper el cifrado de Whatsapp, una mala idea” [Break WhatsApp encryption. A Bad Idea], April, 2017. http://
bit.ly/2pDLArq
84
85
86
87

Law 418 (1997) art. 102, http://bit.ly/1PXVz1z

Communication Nº 811811, ICT Ministry to Karisma Foundation, April 27 of 2015.
Statutory Law 1621, art. 44, April 17, 2013, http://bit.ly/1LDxHQX

Fundación Para La Libertad De Prensa (FLIP), “Periodistas Asesinados” [Journalists killed], http://bit.ly/1Gbwn7u
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pervasive problem in Colombia’s judicial system—is ranked by the nonprofit PAN’s Freedom of
Expression and Access to Information Index as one of the gravest threats to freedom of expression.88
Colombia has the third highest impunity rate on the Global Impunity Index of the Center for Studies
on Impunity and Justice Institute.89
Several threats were recorded against online reporters and outlets during the period of coverage:
•

In March 2017, Daniel Silva Orrego, a Colombian columnist for the anticorruption
website Tras La Cola de la Rata was threatened at gunpoint at his home, and told to halt
investigations into corruption, which he exposed in his columns, and related lawsuits.90

•

In November 2016, the news website Onda Opita reported threats after it published an
article on the alleged involvement of the mayor of Neiva in a corruption case. The mayor
reacted to the article on Facebook, denying involvement. Shortly after, Onda Opita received
a threatening direct message on Facebook from an anonymous account requesting them to
remove the article. A man on a motorbike also issued a verbal death threat outside the site’s
offices. The website removed the article.91

Technical Attacks
In 2017, the press freedom organization FLIP recorded at least four incidents in the first few months
of the year after it began systematically tracking these types of incidents.92 In March, for example,
the director of Rutas del Conflicto, an outlet specializing in the armed conflict, denounced attacks
against its web platform. Reporters noted that some files had been deleted after the site was
restored.
Various types of cybercrime, including hacking, illegal interception and use of data, and the
distribution and use of malware are criminalized under Law 1273, which was passed in 2009.
Penalties range from three to four years’ imprisonment, along with fines.93 While phishing—the
stealing of sensitive personal data via malware disguised as legitimate email—appears to be a
significant issue in Colombia,94 most evidence of hacking and other interception has involved
interagency spying and intelligence work carried out primarily by the government, the army, and
other official bodies (see “Surveillance, Privacy, and Anonymity”).
Following a scandal that implicated military officials in wiretapping abuses in early 2014, President
Santos announced the creation of a commission to strengthen national cybersecurity.95 Colombia
Survey results on Freedom of Expression and Access to Information in Colombia, September 2015, pg. 43-46, http://bit.
ly/1VDzisl

88

89 Centro de Estudios sobre Impunidad y Justicia, “Índice Global de Impunidad 2015,” [Global Impunity Index 2015],
Universidad de las Américas Puebla, April 2015, pg. 39-42, http://bit.ly/1KPhqdy

90 Committee to Protect Journalists, “Colombian columnist threatened at gunpoint after reporting on corruption,” March 28,
2017, http://bit.ly/2iX6gf1

91 “FLIP se pronuncia ante amenazas a Periodistas de Onda Opita,” Onda Capita, November 23, 2016, http://www.ondaopita.
com/?p=3000
92

See: https://flip.org.co/index.php/es/atencion-a-periodistas/mapa-de-agresiones

94

Mimi Yagoub, “Cyber Crime in Colombia: An Underestimated Threat?” InSight Crime, July 11, 2014, http://bit.ly/1PCXnMS

Rachel Glickhouse, “Explainer: Fighting Cybercrime in Latin America,” Americas Society/Council of the Americas Online,
November 14, 2013, http://bit.ly/1FyUXP1
93

“En Ciberseguridad, ‘Estamos en Pañales’ y Expuestos a Todo Tipo de Ataques: Santos” [In Cybersecurity, ‘We are in
Diapers’ and Exposed to All Kinds of Attacks], El Espectador, February 8, 2014, http://bit.ly/1d6jM4J
95
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partnered with the Organization of American States (OAS) to develop the Colombian Cyber
Emergency Response Group (coICERT) and the Cyber Police Center (CCP).96 A digital security policy
released by the government in April 2016 covered issues ranging from national defense and the
protection of critical infrastructure, to cybercrime and digital risk management.97 Civil society groups
criticized the policy for focusing on military and economic issues at the expense of broader social
and human rights concerns.98

Phillip Acuña, “Colombia to receive cyber-security assistance from international experts,” Colombia Reports, March 31, 2014,
http://bit.ly/1YGfveW; Carolina Botero Cabrera “Intimidad vs Seguridad un año después” [Privacy v. Security one year after], El
Espectador, April 2, 2015, http://bit.ly/1DBAHEA
96

97 Ministry of ICT, “Colombia cuenta con una Política Nacional de Seguridad Digital” [Colombia has a National Digital Security
Policy], April 13, 2016, http://bit.ly/1SACmC0

98 Castañeda, Juan Diego, “Qué es el conpes de seguridad digital y por qué está mal” [What is the CONPES of digital security
and why is wrong?] Fundación Karisma, June 3, 2016, https://karisma.org.co/que-es-el-conpes-de-seguridad-digital-y-por-queesta-mal/
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Cuba
2016

2017

Internet Freedom Status

Not
Free

Not
Free

Obstacles to Access (0-25)

21

21

Limits on Content (0-35)

26

26

Violations of User Rights (0-40)

32

32

TOTAL* ( 0-100 )

79

79

Population:

11.5 million

Internet Penetration 2016 (ITU):

38.8 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Cuba’s Wi-Fi hotspots continued to grow as prices dropped from CUC 2 to 1.50 per
hour. In December 2016, the government launched a pilot home internet access
program in Old Havana, and in early 2017, Santiago de Cuba tested a first pilot 3G
network (see “Availability and Ease of Access”).

•

The government has continued to control the digital landscape by blocking critical
sites. Tests also found that the state-owned cellphone provider Cubacel had been
systematically filtering domestic SMS containing keywords such as “democracy,”
“dictatorship,” and “human rights” (see “Blocking and Filtering”).

•

Independent journalists working with non-state digital media outlets were periodically
detained and prevented from covering sensitive stories. Others were banned from
state-controlled internet access points, or fired from their posts in efforts to reign in
those who used personal blogs or who simultaneously worked for independent media
(see “Prosecutions and Detentions for Online Activities”).
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Introduction
Despite modest steps to increase internet access, Cuba remains one of the world’s least connected
and most repressive environments for information and communication technologies.
The government of Cuba has moved to improve internet access on the island since 2015 through the
establishment of hundreds of cybercafés and public Wi-Fi hotspots, with access rates falling from
CUC 2 to 1.50 per hour in late 2016. Home internet connections also became legally available to
the public for the first time in December 2016, although limited to two Old Havana neighborhoods
and a handful of provincial capitals. Nevertheless, prices still make access far too costly for most
Cubans and nothing has been done to remove the Western hemisphere’s most draconian media
laws and the many other legal restrictions on internet freedom. Even for those able afford the new
access points, the tiny supply of internet access, mostly concentrated in the capital, is grossly out of
proportion with the demands of a country of more than 11 million people.
As a result, Cubans have come up with multiple informal but tolerated work-arounds to gain internet
access. Inventive strategies include an island-wide offline “packet” digital data distribution network,
a series of local area networks linking up thousands of users in urban areas, and the use of various
signal amplification devices to share or sell Wi-Fi signals. With the spread of cell phones have come
multiple apps that allow Cubans to quickly download information from preselected sites when
connected to Wi-Fi, provide a VPN to mask the user’s online activity and permit access to blocked
sites, and share their signal with other nearby mobile devices. Cuba has also seen the spread of tech
start-ups that serve its growing micro-enterprise sector and offline apps built to resemble cloudbased apps but configured to function in Cuba’s largely offline environment.
While the Cuban government faces increased pressure from its own citizens and the international
community to expand access to the global internet, the optimism derived from normalization of
relations with the U.S. and the increasing access may be premature. The Cuban government has
been cautious in opening to U.S. telecom or internet companies, with only a handful of mostly
symbolic deals struck. Many worry that Cuban policy is inspired by the example of China and that
new infrastructure will not mean an end to government control. In fact, Cuba’s partnerships with
Chinese internet hardware companies like Huawei may indicate that Cuba is already imitating China’s
successful strategy of increasing access while maintaining control.
Despite the noteworthy emergence of several web-based information sites offering alternative news
and information about Cuban reality, the government has continued to exert control over the digital
landscape by blocking critical independent news sites, removing or blocking SMS content deemed
“counter-revolutionary,” and arresting or harassing online writers. While Raul Castro has reiterated
his intention to not stand for re-election as Cuba’s President in February 2018, the government’s
cautious and monopolistic digital media policies are likely to continue. The main contender
to succeed Raul Castro, Miguel Díaz-Canel, has made statements in favor of greater access to
information, but has also called to step up internet monitoring and confront supposedly subversive
users.
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Obstacles to Access
Penetration rates and internet speeds continue to lag behind regional averages, and access to the
global internet in Cuba is extremely restricted, due to high prices and government regulation of access
points. Nevertheless, some openings have taken place over the past years, and more Cubans have
gained access to the global internet or to other channels for sharing information with fellow citizens.
During the past year, the government’s priority focused on expanding the number of Wi-Fi hotspots
and launching its first ever home access pilot project.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

a

38.8%

2011

16.0%

2015

30%

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

2011

2017(Q1)

2016(Q1)

31.1%
35%

12%

1.9 Mbps

2.4 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

According to Cuba’s National Statistics Office (ONEI), there were 4.5 million internet users in Cuba in
2016, representing 40.3 percent of the population, up from 34.8 percent in 2015.1 However, internet
penetration numbers provided by ITU may also include users who can only access the governmentcontrolled intranet. Experts have estimated that a much smaller percentage of Cubans have access
to the global internet.2
For years, most Cubans have been denied internet access or relegated to a government-controlled
intranet, which consists of a national email system, a Cuban encyclopedia, a pool of educational
materials and open-access journals, Cuban websites, and foreign websites that are supportive of
the Cuban government. Resolution 92/2003 prohibits email and other ICT service providers from
granting access to individuals who are not approved by the government, and requires that they
enable only domestic chat services, not international ones. Entities that violate these regulations can
be penalized with suspension or revocation of their authorization to provide access.3 The intranet
can be accessed through government-run internet access centers, the offices of the state-owned
National Office of Statistics and Information (ONEI), “Tecnología de la Información y las Comunicaciones, 2016,” [Information
and Communication Technology, 2016] http://www.onei.cu/aec2016/17%20Tecnologias%20de%20la%20Informacion.pdf (note:
this report was published in August 2017 but covers the calendar year 2016).

1

For example, Cuban programmer Salvi Pascual of Apretaste.com found that while 30 percent of Cubans (3 million people)
have some sort of “internet” access, the vast majority of these (2.8 million) have access to e-mail only, with just 5 percent
(560,000) enjoying full web access. This estimate is based on an anonymous survey of approximately 1,000 users in Cuba,
collected in 2016 through the app Apretaste, which offers uncensored access to the internet via email. See: https://apretaste.
com/welcome.
2

According to the resolution, “Cuban websites that offer e-mail services cannot implement the creation of e-mail (Webmail)
via an automatic process for natural persons or entities that are not duly authorized.” Legislación para el Sistema Nacional de
Salud, Resolución Ministerial No 92/2003, July 18, 2003, http://bit.ly/1jhSxdD.

3
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Telecommunications Company of Cuba S.A. (ETECSA), or state-run cybercafés. Although most foreign
websites are now available at state-run access sites, the cost of accessing non-Cuban sites remains
higher.
While home connections are virtually non-existent, the government has taken modest steps to
enable public access to wired and wireless internet in recent years. In June 2013, citizens began to
access the internet through broadband connections to the new fiber-optic cable at government-run
“navigation halls.” Between 2016 and 2017 the government’s priority shifted from the cybercafés to
expanding the number of Wi-Fi hotspots and launching its first ever home access pilot project under
the name “Nauta Hogar.” According to ETECSA, there were more than 1,000 public access points
on the island in 2016, including state-run cybercafés, public Wi-Fi hotspots, and Wi-Fi at hotels and
airports.4
First launched in June 2015, paid public Wi-Fi hotspots accessible through the government platform
Nauta have become a popular way to access the internet, despite the high cost and complaints
about the quality of service. ETECSA has boasted that some 250,000 users connect daily at Wi-Fi
zones and there is even a slowly unfolding plan to convert the entire expanse of Havana’s iconic
Malecón into one continuous Wi-Fi hotspot.56 By September 2017, ETECSA’s website listed over 400
Wi-Fi hotspots.7
Users pay for internet service directly at navigation halls or by purchasing a 1- or 5-hour “Nauta”
card, which allows them to access temporary accounts, valid for 30 calendar days from the date of
the first session. Such cards/accounts can be used to open sessions at cybercafés or in any of the
country’s Wi-Fi hotspots and international hotels that use the Nauta system. Cuban citizens and
permanent residents are also able to open permanent Nauta accounts, complete with a username,
password, and e-mail address (which can be linked to their cell phone for direct access to their
Nauta e-mail when not near a Wi-Fi hotspot). Users must accept the higher level of surveillance
associated with the convenience of such personal accounts. ETECSA monitors accounts and retains
the right to end a user’s access for a sweeping range of violations (see Surveillance, Privacy, and
Anonymity). Since these two services were inaugurated in 2013, a total of 1.3 million permanent
accounts have been opened and 11 million 1-hour cards have been sold.8

“Cuba supera los mil puntos públicos de acceso a Internet,” [Cuba exceeds 1,000 public internet access points ], Juventud
Rebelde, September 8, 2016, http://www.juventudrebelde.cu/suplementos/informatica/2016-09-08/cuba-supera-los-milpuntos-publicos-de-acceso-a-internet

4

5 “Unos 200 mil usuarios se conectan diariamente en las zonas wifi de Cuba” [Some 200,000 users connect to Wi-Fi hotspots
on a daily basis in Cuba], EFE, March 29, 2016, http://bit.ly/2cnCs6g. See also “El ONEI dice que el número de usuarios de
internet llegó a casi cuatro millones en 2015,” [The ONEI says that the number of internet users reached almost 4 million in
2015], October 27, 2016, http://www.diariodecuba.com/cuba/1477608755_26313.html; “ETECSA planea establecer conexión
a internet en el Malecón,” [ETECSA plans to establish an internet connection along the Malecón], Diario de Cuba, September
21, 2016, www.diariodecuba.com/cuba/1474471537_25466.html; “Las tarifas de Nauta Hogar oscilan entre 15 y 115 CUC,” [The
prices of Nauta Hogar range from 15 to 115 CUCs], Luz Escobar, 14ymedio, March 1, 2017, www.14ymedio.com/nacional/
Etecsa-tarifas-Nauta_Hogar-pesos_convertibles_0_2172982686.html

6 “Cuba supera los mil puntos públicos de acceso a Internet” [Cuba surpasses more than 1,000 public internet access points],
CiberCuba, September 9, 2016, http://bit.ly/2eFOZVm; see also ”Cuba cuenta con 250.000 conexiones diarias a internet, pese a
triplicar los puntos wifi,” [Cuba counts 250,000 daily connections to the internet, despite tripling its Wi-Fi hotspots], 14ymedio,
September 8, 2016, http://www.14ymedio.com/cienciaytecnologia/Cuba-conexiones-diarias-internet-triplicar_0_2068593131.
html

ETECSA, “Espacios públicos de conexión inalámbrica (WIFI),” accessed September 14, 2017, http://www.etecsa.cu/internet_
conectividad/areas_wifi/

7

8 “Cuba cuenta con 250.000 conexiones diarias a internet, pese a triplicar los puntos wifi,” [Cuba counts 250,000 daily
connections to the internet, despite tripling its Wi-Fi hotspots], 14ymedio, September 8, 2016, www.14ymedio.com/
cienciaytecnologia/Cuba-conexiones-diarias-internet-triplicar_0_2068593131.html
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High costs and slow speeds constitute major barriers, mainly due to weak domestic infrastructure.
Most Cubans continue to face extremely slow connections of 1 Mbps, even at Wi-Fi hotspots.9 While
the government has cut prices for internet access points, hourly charges still amount to roughly
7-10 percent of the average monthly salary.10 In December 2016, ETECSA further reduced the hourly
charge for using the internet at state-run cybercafés from CUC 2 to 1.50 per hour.11 This was again
lowered from CUC 1.50 to 1 in late October 2017. Likewise, for a much lower fee of CUC 0.60 an hour
(lowered to 0.25 and then to 0.10 per hour during the first half of 2017), Cubans are able to access
the “intranet,” or domestic websites only.12
In early 2008, after a nearly decade-long ban, the government began allowing Cubans to buy
personal computers, but prohibitively high costs place computers beyond the reach of most
people.13 Out of a population of 11.3 million, the number of computers was only 1.15 million in
2016 with just 628,000 having internet connectivity.14 Phones that utilize Global Positioning System
(GPS) technology or satellite connections are explicitly prohibited by Cuban customs regulations.15
Additional restrictions are placed on modems, wireless faxes, and satellite dishes, which require
special permits in order to enter the country.16 These regulations have not completely stopped the
entry of such devices into Cuba. In fact, during 2016-2017 the importation and use of NanoStations
and other similar technologies that allow users to amplify and share Wi-Fi signals from ETECSA
hotspots became increasingly common, allowing many Cubans to gain home or office access to
internet long before the government finally began commercializing it to a tiny group of Old Havana
residents in late 2016.17
Although Cuba still has the lowest mobile phone penetration rate in Latin America, the rate is rising.
According to a report to the National Assembly by Cuba’s Minister of Communications, in July 2017
Jack Karsten and Darrel M. West, “Cuba slowly expands Internet access,” Tech Tank (blog), Brookings Institute, July 2, 2015,
http://brook.gs/1KDrxLF; note however that the Cuban Minister of Communications reported in July 2017 that “international
broadband speed doubled from 4 Gb/s to 8 Gb/s during 2016,” “Diputados analizan Política Integral para el Perfeccionamiento
de la Informatización de la Sociedad en Cuba,” [Delegates analyse Comprehensive Policy for the Improvement of the
Computerization of Society in Cuba], CubaDebate, July 13, 2017, www.cubadebate.cu/noticias/2017/07/13/diputados-analizanpolitica-integral-para-el-perfeccionamiento-de-la-informatizacion-de-la-sociedad-en-cuba/#anexo-929649.
9

10

Isbel Díaz Torres, “The Mean Salary of Cubans,” Havana Times, August 6, 2013, http://bit.ly/2cW21x3.

“Salas de navegación en Cuba listas para acceso a Internet” [Navegation halls in Cuba ready to Access the internet],
Cubadebate, June 4, 2013, http://bit.ly/2elWjlt; “Etecsa: llegan rebajas, una nueva bolsa y un experimento de internet,” [Etecsa:
prices drop, a new ‘bolsa,’ and an internet experiment], Yurisander Guevara, Juventud Rebelde, December 18, 2016, www.
juventudrebelde.cu/cuba/2016-12-18/etecsa-llegan-rebajas-una-nueva-bolsa-y-un-experimento-de-internet/

11

“Etecsa baja los precios de internet y del correo Nauta,” [Etecsa lowers internet and Nauta e-mail prices], 14ymedio,
December 19, 2016, http://www.14ymedio.com/nacional/Etecsa-precios-internet-correo-Nauta_0_2129787012.html; “ETECSA
hace oficial la ‘comercialización gradual’ de internet en los hogares,” [ETECSA makes the ‘gradual commercialization’ of the
internet in homes official], Diario de Cuba, March 21, 2017, http://www.diariodecuba.com/cuba/1490057659_29795.html;
“Etecsa rebaja la tarifa para la navegación nacional,” [Etecsa lowers prices for national web access], 14ymedio, March 30, 2017,
http://www.14ymedio.com/nacional/etecsa-rebaja-tarifa-navegacion_nacional-descuento_0_2190380945.html
12

13

Dough Aamoth, “Personal Computers Finally Available in Cuba,” TechCrunch, May 3, 2008, http://tcrn.ch/1MlKp7n

National Office of Statistics and Information (ONEI), “Tecnología de la Información y las Comunicaciones, 2016,”
[Information and Communication Technology, 2016] http://www.onei.cu/aec2016/17%20Tecnologias%20de%20la%20
Informacion.pdf; “Cuban ICT statistics report for 2016,” Larry Press, The Internet in Cuba (blog), August 2, 2017, laredcubana.
blogspot.com/2017/08/cuban-ict-statistics-report-for-2016.html

14

Cuban Customs Website (Aduana General de la República de Cuba),”Artículos que necesitan autorización a la importación,”
[Articles that require authorization for importation], http://bit.ly/1hbJFOl

15
16

Cuban Customs Website (Aduana General de la República de Cuba), accessed September 14, 2016, http://bit.ly/2cZ8Udg

“Redes inalámbricas, la telaraña que envuelve la Isla,” [Wireless networks, the web that covers the island], Marcelo
Hernández, 14ymedio, January 4, 2017 www.14ymedio.com/cienciaytecnologia/Redes-inalambricas-telarana-envuelveIsla_0_2139386046.html; “An innovative street net with Internet access,” Larry Press, The Internet in Cuba (blog), June 27, 2016,
laredcubana.blogspot.com/2016/06/an-innovative-street-net-with-internet.html; “Three generations of Cuban WiFi hotspot
sharing,” Larry Press, The Internet in Cuba (blog), March 7, 2017, laredcubana.blogspot.com/2017/03/three-generations-ofcuban-wifi-hotspot.html
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some 4.3 million Cubans owned mobile lines.18 As the number of mobile phone users has grown,
ETECSA began implementing small changes to benefit users.19 Yet despite price cuts and occasional
promotions, the cost of mobile and internet service is still too high for the majority of Cubans. The
government’s strategy seems to be predicated on convincing Cuban exiles to pay for these services
for their relatives in Cuba—viewed by many as an attempt to attract new funds. Since January
2014, friends and relatives living abroad can use an online service to pay the phone bills and Nauta
internet accounts, including the newly inaugurated home access program Nauta Hogar, of users
living on the island.20
After rumors circulated throughout 2016 that the new year would finally see a 3G mobile
deployment in Cuba permitting internet data traffic on Cuban cellphones for the first time, ETECSA
began tests to that effect in Santiago de Cuba on April 8, 2017.21 Due to second generation cell
phone infrastructure, most mobile phone users are unable to browse the web, but it is possible to
send and receive international text messages and images with certain phones. Moreover, a growing
number of Cubans have more advanced smartphones, often gifts from wealthier relatives living
abroad.22
Originally rumored to start in August 2016, the launch of Cuba’s first ever home-based internet
access did not begin until December 2016, when it was available to 2,000 potential customers for a
two-month free trial period through February 28, 2017. Inexplicably, only 858 homes were actually
equipped with these free trial connections during this time. Then, due to very high access rates and
slow connection speeds, only 358 customers decided to keep the service in March when they had to
begin paying for it. Initially, prices ranged from CUC 15 per month for 30 hours of an extremely slow
128 kbps connection to CUC 115 per month for 30 hours at a speed of 2 Mbps. Given the paltry
number of customers and the many complaints about the quality of the slowest connection, ETECSA
lowered prices significantly in March-April, 2017. After that, the 128 kbps speed was eliminated and
CUC 15 per month would then buy 30 hours of 256 kbps speed service, while the top tier rate for 30
hours/month for 2 Mbps was lowered from CUC 115 to 70. This had the desired effect of attracting
more customers, especially for the higher speeds and rates. Still, by May 2017 there were only 600

“Diputados analizan Política Integral para el Perfeccionamiento de la Informatización de la Sociedad en Cuba,” [Delegates
analyse Comprehensive Policy for the Improvement of the Computerization of Society in Cuba], CubaDebate, July 13,
2017, www.cubadebate.cu/noticias/2017/07/13/diputados-analizan-politica-integral-para-el-perfeccionamiento-de-lainformatizacion-de-la-sociedad-en-cuba/#anexo-929649; “Cuban ICT statistics report for 2016,” Larry Press, The Internet in
Cuba (blog), August 2, 2017, laredcubana.blogspot.com/2017/08/cuban-ict-statistics-report-for-2016.html
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“ETECSA Anuncia Eliminación de Pago Obligatorio de Cinco Cuc para Móviles” [ETECSA announces elimination of
mandatory payment of 5CUC for mobiles], On Cuba, July 3, 2014, http://bit.ly/1Vfj3Af.
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20 “ETECSA Informa Nuevos Servicios de Pagos por Internet para Cubanos” [ETECSA announces new internet payment
services for Cubans], On Cuba, January 20, 2014, http://bit.ly/1G77ggd; José Remón, “ETECSA a la carga: Pagando la factura de
mi pariente en Cuba” [Payment the bill for my family member in Cuba], Café Fuerte, January 22, 2014, http://bit.ly/1R5LPTs;
“ETECSA rebaja 50 centavos la hora de conexión a internet y anuncia su experimento de acceso desde los hogares,” [ETECSA
lowers an hour of internet access by 50 cents and announces its home access experiment], Diario de Cuba, December
19, 2016, www.diariodecuba.com/cuba/1482149264_27526.html; “ETECSA, internet y el abandono de ‘los principios de la
revolución’,” [ETECSA, internet, and the abandonment of ‘the principles of the revolution’], Elías Amor, December 22, 2016, www.
diariodecuba.com/cuba/1482342010_27594.html

“Etecsa inició pruebas para el tráfico de datos en celulares en Santiago,” [Etecsa began tests for data traffic on cell
phones in Santiago], 14ymedio, April 24, 2017 www.14ymedio.com/cienciaytecnologia/Etecsa-pruebas-trafico-celularesSantiago_0_2205379441.html; “Limited 3G mobile deployment -- hopefully an interim step,” Larry Press, The Internet in Cuba
(blog), March 21, 2017, laredcubana.blogspot.com/2017/03/limited-3g-mobile-deployment-hopefully.html
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Andrea Rodriguez, “Cuba mobile email experiment causes chaos,” Associated Press in Review Journal, May 16, 2014, http://
bit.ly/2cKTGqO
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total Nauta Hogar customers, though the government still has the likely unattainable goal of signing
up 38,000 customers by the close of 2017.23
To overcome access limitations, some Cubans have improvised underground networks. Inventive
strategies include an island-wide off-line “packet” digital data distribution network, a series of local
area networks or sneaker-nets (SNETs) linking up thousands of users in urban areas, and the use of
various signal amplification devices such as NanoStations to share or sell Wi-Fi signals.24 Two popular
apps that aid Cubans in sharing are Zapya, which allows for easy wireless sharing of data across
two or more devices, and Connectify, which allows for the easy sharing of a Wi-Fi internet signal
with others. Another popular app called Psiphon allows users to create a virtual private network
(VPN) that simultaneously protects their anonymity and allows them to connect from a Nauta Wi-Fi
hotspot to blocked sites in Cuba such as Cubanet, 14ymedio, or Diario de Cuba.25 The underground
economy of internet access also includes account sharing, in which authorized users sell access to
those without an official account for CUC 1-2 per hour.

Restrictions on Connectivity
The backbone structure of the internet in Cuba is entirely controlled by the government, and
state authorities have the capability and the legal mandate to restrict connectivity at will. At
times of heightened political sensitivity, the government has used its complete control of the cell
phone network to selectively obstruct citizens’ communications. A report published by the Open
Observatory of Network Interference (OONI) in August 2017 found that Skype was the only popular

“ETECSA hace oficial la ‘comercialización gradual’ de internet en los hogares,” [ETECSA hace oficial la ‘comercialización
gradual’ de internet en los hogares], Diario de Cuba, March 21, 2017, www.diariodecuba.com/cuba/1490057659_29795.html;
“Etecsa rebaja los precios de Nauta Hogar tras las quejas de los clientes,” [Etecsa lowers prices of Nauta Hogar after complains
from customers], 14ymedio, April 5, 2017, www.14ymedio.com/nacional/nauta_hogar-etecsa-rebajas-clientes-internet-cubaprueba_piloto_0_2193980589.html; “Más de 600 hogares ya tienen conexión a internet tras una prueba piloto,” [More than
600 homes already have an internet connection following a test run], 14ymedio, June 6, 2017, www.14ymedio.com/nacional/
hogares-conexion-internet-prueba-piloto_0_2231176869.html; “Las tarifas de Nauta Hogar oscilan entre 15 y 115 CUC,” [The
prices of Nauta Hogar range from 15 to 115 CUCs], Luz Escobar, 14ymedio, March 1, 2017, www.14ymedio.com/nacional/
Etecsa-tarifas-Nauta_Hogar-pesos_convertibles_0_2172982686.html; “Old Havana fiber trial to begin August 20th? Many
unanswered questions,” Larry Press, The Internet in Cuba (blog), July 29, 2016, laredcubana.blogspot.com/2016/07/old-havanafiber-trial-to-begin-august.html; “The Cuban home-connectivity trial ends this week, rollout to begin next week,” Larry Press,
The Internet in Cuba (blog), January 27, 2017, laredcubana.blogspot.com/2017/01/the-cuban-home-connectivity-trial-ends.
html; “There is no Cuban home Internet plan -- and that’s good news,” Larry Press, The Internet in Cuba (blog), February 22,
2017, laredcubana.blogspot.com/2017/02/there-is-no-cuban-home-internet-plan.html; “Etecsa llevará el servicio de Internet a
los hogares de Bayamo,” [Etecsa will extend internet service to Bayamo homes], CubaDebate, July 17, 2017, www.cubadebate.
cu/noticias/2017/07/17/etecsa-llevara-el-servicio-de-internet-a-los-hogares-de-bayamo/#.WYkCBZ1VhBd; “Traslados, Wifi, 3G
e Internet en los hogares a debate con ETECSA,” [Transfers, Wi-Fi, 3G, and home internet access up for debate with ETECSA],
MesaRedonda, May 10, 2017, mesaredonda.cubadebate.cu/mesa-redonda/2017/05/10/traslados-wifi-3g-e-internet-en-loshogares-a-debate-con-etecsa/; “DSL Internet available in some Bayamo homes,” Larry Press, The Internet in Cuba (blog), July 20,
2017, laredcubana.blogspot.com/2017/07/dsl-internet-available-in-some-bayamo.html
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“Inside Cuba’s D.I.Y. Internet Revolution,” Antonio García Martínez, Wired, July 26, 2017, https://www.wired.com/2017/07/
inside-cubas-diy-internet-revolution/; “Internet llega a los hogares cubanos a pesar de ETECSA” [Internet arrives to Cuban
households despite ETECSA], Cubanet, June 16, 2016, http://bit.ly/2eFWFqw
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“Connectify será gratuito en Cuba para compartir el acceso a internet,” [Connectify will be free in Cuba for sharing internet
access], 14ymedio, April 6, 2017, www.14ymedio.com/nacional/Connectify-gratuito-Cuba-compartir-internet_0_2194580533.
html; “Zapya, la red de los desconectados,” [Zapya, the network of the disconnected], Zunilda Mata, 14ymedio, January 25, 2016,
www.14ymedio.com/cienciaytecnologia/Zapya-red-desconectados_0_1932406748.html; “Mamá, estoy chateando por Zapya,”
[Mom, I’m chatting on Zapya], Zunilda Mata, 14ymedio, July 21, 2017, www.14ymedio.com/nacional/Mama-chateando-ZapyaCuba-cubanos-estudiantes_cubanos-escuela_cubana-acoso_en_Cuba_0_2258174167.html; “Conoce ‘Psiphon’, la app que vence
la censura,” [Meet ‘Psiphon,’ the app that defeats censorship], Orlando González y Pablo González, Cubanet, November 17,
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communication tool to be blocked, based on tests conducted between May and mid-June 2017 (see
Blocking and Filtering).26

ICT Market
The ICT sector remains dominated by government firms. Cuba’s monopoly telecommunication
service provider ETECSA (Empresa de Telecomunicaciones de Cuba S.A.) is owned by the state.27
Cubacel, a subsidiary of ETECSA, is the only mobile phone carrier.
Following the announcement of a normalization of relations between the United States and Cuba
in December 2014, regulatory amendments have opened the way for U.S. ICT companies to start
offering services to the island. In September 2015, Verizon was the first U.S.-based wireless company
to offer roaming in Cuba, quickly followed by Sprint and others.28 In December 2016, Google
reached a deal with ETECSA to allow it to place its servers on the island, with the aim to facilitate
access to Google’s popular content and free services. While Google’s servers will increase the speed
and quality of the Cuban internet experience, they will not expand the number of users nor will they
lower the price of access.29
These developments come after a period of limited market reforms in Cuba.30 In November 2013,
ETECSA announced that it would allow private workers to market local and long-distance telephone
services to the population as self-employed communications agents. The agents may also sell
prepaid cards for fixed and mobile telephone services and internet access.31 The Cuban government
also began to allow the limited creation of private cooperatives by computer science graduates in
2012, but tight internet restrictions, along with prohibitively high computer and software pricing,
resulted in a nonexistent official market, although a black market for such commodities exists.32
There is a burgeoning sector of tech start-ups in Cuba that have developed websites and offline
mobile phone applications. Leading business directories or “classified” sites include ConoceCuba,
Isladentro, and AlaMesa (focusing on private “paladar” restaurants). Other popular and innovative
start-ups include Cubazon (a grassroots Cuban version of Amazon that allows the ordering and
delivery of goods), Knales (a data retrieval app that uses SMS messaging allowing its users to gain

26

See: https://ooni.torproject.org/post/cuba-internet-censorship-2017/#skype-blocked

28

“Competition heats up for roaming, calling services in Cuba,” Miami Herald, May 10, 2016, http://hrld.us/1qcuP5g

The private firm Telecom Italia previously held shares of ETECSA until February 2011, when the state-owned company
Rafin S.A., a financial firm known for its connections to the military, bought Telecom Italia’s 27 percent stake for US$706 million.
Since then, the telecom company has been completely owned by six Cuban state entities. See: Jerrold Colten, “Telecom Italia
Sells Etecsa Stake to Rafin SA For $706 Million,” Bloomberg Business, January 31, 2011, http://bloom.bg/1YFxlyo
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“Google acelerará, pero no expandirá el acceso a internet en Cuba,” [Google will accelerate but no expand internet access
in Cuba], Zunilda Mata, 14ymedio, December 13, 2016, www.14ymedio.com/cienciaytecnologia/Google-acelerara-expandirainternet-Cuba_0_2126187369.html; “Google Global Cache entra en Cuba sin un impacto significativo para los usuarios,” [Google
Global Cache kicks off in Cuba without a significant impact for users], Zunilda Mata, 14ymedio, April 27, 2017, www.14ymedio.
com/nacional/Google-Global-Cache-Cuba-significativo_0_2207179267.html; “Google Global Cache coming to Cuba,” Larry
Press, The Internet in Cuba (blog), December 9, 2016, laredcubana.blogspot.com/2016/12/google-global-cache-coming-tocuba.html. Brett Perlmutter, Google’s representative in Cuba, confirmed the increased speed and reduced latency of Google
services in Cuba on July 23, 2017, https://twitter.com/BrettPerlmutter/status/889173036330614786
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Nick Miroff, “Cuba is Reforming, but Wealth and Success are Still Frowned Upon,” Business Insider, September 4, 2012,
http://read.bi/1OX6fPk
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“Communication agents will see telephone and Internet time,” The Internet in Cuba (blog), November 27, 2013, http://bit.
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access to web data), and Kwelta (a cultural calendar cum publicity service).33 However, on August 1,
2017 the government announced a temporary freeze in the issuance of any new licenses for private
computer programmers (along with more than 25 other popular freelancer occupations) until
“violations and irregularities” could be brought under control.34

Regulatory Bodies
No independent regulatory body for managing the ICT sector exists in Cuba. In 2000, the Ministry
of Informatics and Communication (MIC) was created to serve as the regulatory authority for the
internet. Within the MIC, the Cuban Supervision and Control Agency oversees the development of
internet-related technologies.35

Limits on Content
Cuban law places strict limits on free speech and outlaws independent media. Although many foreign
news websites are accessible from internet access points, websites focused on Cuban news and
websites from Cuban dissidents are often blocked. Despite connectivity limitations, Cubans have been
able to access content through improvisational underground networks and USB flash drives containing
content downloaded from the internet. Several independent web-based information sites have also
emerged, offering alternative discourses about the Cuban reality.

Blocking and Filtering
Rather than relying on the technically sophisticated filtering and blocking used by other repressive
regimes, the Cuban government continues to limit users’ access to information primarily via lack of
technology and prohibitive costs.
The websites of foreign news outlets—including the British Broadcasting Corporation (BBC), El País,
the Financial Times, and El Nuevo Herald (a Miami-based Spanish-language daily)—are accessible
in Cuba. However, ETECSA commonly blocks dissident or independent news outlets and several
sites of Cuban activists and dissident organizations. A recent report by the Open Observatory of
Network Interference (OONI) confirmed ETECSA’s blocking of 41 websites, based on tests conducted
on 1,458 websites from eight locations between May 29 and June 10, 2017. Blocked sites included
news outlets and blogs such as 14ymedio, Cubaencuentro, Martí Noticias, those focusing on human
rights issues such as the site of the “Ladies in White” movement led by relatives of jailed dissidents,
and several anonymity and circumvention tools such as Anonymouse. Freedom House was also
AlaMesa: Todo cubierto y servido en un click,” [AlaMesa: Everything covered and served in a click], Sayli Sosa Barceló,
Invasor, June 10, 2017, www.invasor.cu/es/sociedad/13813-a-la-mesa-todo-cubierto-y-servido-en-un-click; “TechCrunch
panel -- three Cuban software companies,” Larry Press, The Internet in Cuba (blog), May 30, 2017, laredcubana.blogspot.
com/2017/05/techcrunch-panel-three-cuban-companies.html; “Los emprendedores cubanos, a la espera de un ‘punto de
inflexión’ en internet,” 14ymedio, May 15, 2017, www.14ymedio.com/nacional/emprendedores-cubanos-espera-inflexioninternet_0_2217978194.html
33

“Trabajo por Cuenta Propia: Por la ruta de la actualización,” [Self-Employment: On the Route to Updating], Yaima Puig
Meneses, Granma, August 1, 2017, www.granma.cu/cuba/2017-08-01/por-la-ruta-de-la-actualizacion-01-08-2017-00-08-07;
Gaceta Oficial, No. 31 Extraordinaria, Resolución No. 22/2017 (GOC-2017-506-EX31), sobre trabajo por cuenta propia,
[Resolution No. 22/2017 about self-employment], August 1, 2017, http://www.14ymedio.com/nacional/GOC-2017-EX31_
CYMFIL20170801_0001.pdf
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among the human rights sites blocked.36 Revolico, a platform for posting classified advertisements
for products circulating on the black market was only recently unblocked, according to reports in
August 2016.37
Moreover, a series of recent tests conducted by 14ymedio found that ETECSA’s cellphone network,
Cubacel, has been systematically filtering domestic SMS containing specific words, such as
“democracia” (democracy), “dictadura” (dictatorship), and “derechos humanos” (human rights). This
strategy blocks all messages containing the key words on all devices sent or received both by known
activists and other uninvolved users. Text messages received from abroad containing such terms are
also blocked, while outgoing international texts are unimpeded. In all cases, users are charged for
the unsent messages and never notified of the blocking.38
Social-networking platforms such as Facebook and Twitter are sometimes blocked at certain
universities and government institutions, but may be accessed—with consistent monitoring and
varying reliability—from Wi-Fi hotspots, some cybercafés, and hotels. While Skype is blocked,
alternative apps such as IMO have become a popular way to video chat with relatives abroad.39 In
recent years, the government also increased its control over the use of e-mail in official institutions,
installing a platform that restricts spam and specifically prevents the transmission of “chain letters
critical of the government.”40
Blocking occurs not only at the national level but also at the level of various intranet networks. In
March 2015, the Nauta intranet banned Larry Press’ blog, The Internet in Cuba, one of the best
sources about Cuban ICTs.41 In January 2015, the University of Computer Sciences (UCI) banned
Fernando Ravsberg’s blog Cartas desde Cuba, which had been hosted on the BBC Mundo platform
from 2008 to 2013 until becoming independent.42
The wording of certain government provisions regarding content regulation is vague and allows for
a wide array of posts to be censored without judicial oversight. Resolution 56/1999 stipulates that
all materials intended for publication or dissemination on the internet must first be approved by the
National Registry of Serial Publications.43 Meanwhile, Resolution 179 (2008) authorizes ETECSA to
“take the necessary steps to prevent access to sites whose contents are contrary to social interests,
ethics and morals, as well as the use of applications that affect the integrity or security of the state.”44
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See: https://ooni.torproject.org/post/cuba-internet-censorship-2017/

“El Gobierno levanta la censura contra Revolico” [Government lifts censorship against Revolico], 14ymedio, August
12, 2016, http://bit.ly/2eH7pVK; See also: Jason Koebler, “Cuba’s Black Market Is a Website That Exists Primarily Offline,”
Motherboard (blog), Vice, August 27, 2015, http://bit.ly/1Q3uKJf
37

38 “Cubacel censura los SMS con las palabras ‘democracia’ o ‘huelga de hambre,’” [Cubacel censors SMS with the words
“democracy” and “hunger strike”], Yoani Sánchez and Reinaldo Escobar, 14ymedio, September 3, 2016, http://bit.ly/2bS1VE2;
“Lista de frases y terminos bloqueados por Cubacel,” [List of phrases and terms blocked by Cubacel], 14ymedio, September 3,
2016, http://www.14ymedio.com/reportajes/Lista-frases-terminos-bloqueados-Cubacel_0_2064993491.html; “Netizen Report:
In Cuba, Text Messages With Controversial Content Are Disappearing,” Global Voices, September 15, 2016, https://globalvoices.
org/2016/09/15/netizen-report-in-cuba-text-messages-with-controversial-content-are-disappearing/

“The Cuban Internet: Letter from Havana,” Foreign Affairs, April 19, 2016, http://fam.ag/2cV544o; see also: Sayli Sosa, “IMO
in Cuba: Shortening Distances Between Relatives,” Havana Times, July 30, 2015, http://bit.ly/2e7qezq
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Platform], Café Fuerte, August 31 2012, http://bit.ly/RqHp8C
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Content Removal
While ETECSA does not proactively police networks and delete content, several blogs hosted on the
government-sponsored blog platform Reflejos have faced censorship by its moderators.45 In April
2017 for example, a technology blog called TuAndroid was temporarily suspended and an article
which criticized new top-up deals offered by ETECSA was removed.46 Another takedown in February
2016 concerned a blog on sexual diversity called “Proyecto Arcoiris” (Rainbow Project).47
After launching her independent digital newspaper 14ymedio, Yoani Sánchez tested the tolerance
of the Reflejos blogging platform by posting articles from the newspaper there. However, her blog
there was also removed permanently in March 2015. Although the government said that there
were no prohibited topics on the platform and that it was open to all Cuban users, they required
bloggers to register with information cards and prohibited the publication of unlawful or counterrevolutionary content.48

Media, Diversity, and Content Manipulation
Cuba has one of the most restrictive media environments in the world. The constitution prohibits
privately-owned media, and restricts speech that does not “conform to the aims of a socialist society.”
The government closely monitors users who post or access political information online and delivers
harsh penalties to those it perceives as dissidents. Demand for access to content among the Cuban
population, however, has led to elaborate underground networks of internet access.
The cost of access to technologies that facilitate information sharing continues to be high, and
the Cuban government has pursued individuals who violate telecommunications access laws.
Nonetheless, many Cubans find ways to access restricted content, and a vibrant community of
bloggers in Cuba utilizes the medium to report on conditions within the country. Cubans are often
able to break through infrastructural blockages by building their own antennas, using illegal dialup connections, or developing blogs on foreign platforms. There is also a thriving improvisational
system of “sneakernets,” in which USB flash drives and data discs are used to distribute materials
(articles, prohibited photos, satirical cartoons, video clips) that have been downloaded from the
internet or stolen from government offices.49 The “Paquete Semanal” (“Weekly Package”) has
become a popular offline alternative for accessing music, movies, TV series, mobile phone apps,
magazines, and classifieds.50 However, given the routine self-censorship practiced by the compilers
of the paquete, some users feel it has become too “tame” in its avoidance of hot political topics. As
a result, a more strictly clandestine alternative has appeared in recent years calling itself “El paketito”
María Matienzo Puerto, “Guerra contra las subculturas en la plataforma ‘Reflejos’” [War against the subcultures on the
plaform Reflejos], Diario de Cuba, June 20, 2016, http://bit.ly/2d6Lfrh; See also: “Censura en Cuba se cobra otra víctima en la
plataforma bloguera,” [Censorship in Cuba claims another victim on blogging platform], Cibercuba, May 3, 2016, http://bit.
ly/2cIgd7V

45
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(“The little packet”), which attempts to fill the gaps left by the more mainstream packet. The Cuban
government has also joined this battle over alternative digital media with the state-sponsored Youth
Computer Clubs (JCC) producing its own digital compendium of material originally known as “El
Maletín” (“The briefcase”) and more recently “La Mochila” (“The backpack”).51
Despite severe censorship in official media, some journalists have started using the internet to
disseminate content that the official press is reluctant to publish. In May 2014, Yoani Sánchez
launched an independent online news site, 14ymedio. Although the site is blocked in Cuba, the
editorial team is able to post content by emailing it to friends abroad. Cubans on the island can also
subscribe to a weekly e-mail digest of the digital newspaper, which is much more difficult to block.
(This strategy is also used by Diario de Cuba, among many other independent digital platforms).
Users also access content from the site through proxies, using a VPN app on their cellphone, and
offline versions that are shared via USB flash drives.52 While the government policy on political
content is still very restrictive, there has been a recent surge in the number of independent digital
media sites produced by increasingly professional Cuban teams on the island – often working in
concert with collaborators abroad. Not all are linked to or consider themselves as dissident. For
example, sites such as Periodismo de Barrio and El Estornudo produce critical investigative journalism,
while others such as El Toque, Cachivache Media, Vistar Magazine, Garbos, Play-Off, and OnCuba
report on a wide variety of topics, including entertainment, sports, fashion, and culture, while
expressing a cross-section of views on social issues.53
On the other hand, the government has tried to direct popular demand for videos, games, and
online social networking to government-controlled platforms. Following in the footsteps of
other repressive regimes contending with a highly literate and digitally interested audience, the
government launched its own copycat versions of popular websites such as Wikipedia, Twitter, and
Facebook. This allows the government to direct citizens to closely monitored, censored versions of
these platforms. In 2010 the government launched Ecured, a copycat version of Wikipedia,54 and in
2013 they launched the social networking site La Tendedera, which is accessible from youth centers.55
In March 2015, the government launched the blogging platform Reflejos, where content can only be
published from a Cuban IP address.56
Networks of progovernment journalists have also disseminated content online to counter alternative
discourses about Cuban reality. A report on digital journalism published by Fundación Telefónica
51 Luz Escobar, “El ‘paketito,’ un rival clandestino para el ‘paquete’,” [The ‘paketito,’ a clandestine rival for the ‘paquete’],
14ymedio, May 5, 2017, www.14ymedio.com/cienciaytecnologia/paketito-rival-clandestino-paquete_0_2211978784.html

52 Tiffany Pham, “How She Did It: Yoani Sánchez Launches Cuban News Outlet 14ymedio,” Forbes, November 30, 2014, http://
onforb.es/1yz5eDp

53 Ted A. Henken, “Cuba’s Digital Millennials: Independent Digital Media and Civil Society on the Island of the Disconnected,”
Social Research, Vol. 84, No. 2 (Summer 2017), www.socres.org/single-post/2017/06/26/Vol-84-No-2-Summer-2017; Daniel
Wizenberg, “New Cuban journalism emerges on the internet, beyond the official and opposition media,” Journalism in the
Americas (blog), July 20, 2016, http://bit.ly/29Zw3tO; See also: “Millennials lead private media opening in Communist-run Cuba,”
Reuters, September 16, 2016, http://reut.rs/2cvgQnk; “Connecting Cuba: More Space for Criticism but Restrictions Slow Press
Freedom Progress,” Committee to Protect Journalists, September 2016, https://cpj.org/reports/2016/09/connecting-cubainternet-bloggers-press-freedom-criticism.php; Cuba’s Parallel Worlds: Digital Media Crosses the Divide,” Anne Nelson, Center
for International Media Assistance (CIMA), August 30, 2016, http://www.cima.ned.org/publication/cubas-parallel-worlds-digitalmedia-crosses-divide/; Sociedad Interamericana de la Prensa (SIP), [Inter-American Press Society], Cuba Annual Report, Yoani
Sánchez, October 13, 2016, www.sipiapa.org/notas/1210773-cuba
54
55

“Ecured is Not Open like Wikipedia,” The Internet in Cuba (blog), December 21, 2011, http://bit.ly/1FyuMI7.

“Una Tendedera para interconectarnos,” Rouslyn Navia Jordán, Juventud Rebelde, December 3, 2014, http://bit.ly/1YFFfbl

Dirección de Comunicación Institucional Joven Club, “La plataforma de blog ‘Reflejos’ tuvo hoy su lanzamiento oficial
en el Palacio Central” [Reflejos blog platform officially launched today at the Central Palace], news release, Ministry of
Communications, March 18, 2015, http://bit.ly/1NRxREB
56
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notes how Cuban authorities have activated “defense mechanisms” online, by accusing critical
and independent sites of perpetrating a constant media campaign against the island. Such a
narrative “converts independent voices into “mercenaries” or traitors, with the ultimate objective of
criminalizing dissent.”57

Digital Activism
Along with low internet penetration, social media access continues to be limited and Cubans have
not been able to organize large-scale campaigns around political objectives. Available at Wi-Fi
hotspots, Facebook has become a popular platform for social networking, while other platforms
such as Twitter are less widely used.58
Political activists seeking to raise further awareness via social media have encountered government
clampdowns. Cuban activists inside and outside Cuba launched the campaign #TodosMarchamos
(We All March) in mid-2015 to denounce human rights violations on the island and recurring
repression against the “Ladies in White,” a dissident group that protests against the Cuban
government every Sunday.59

Violations of User Rights
Cuba outlaws a wide range of speech deemed to be counter-revolutionary or a threat to the public
order. In recent years, the Cuban government has moved from issuing long, multi-year sentences to
using short term detentions as a means of harassing independent journalists and bloggers. Several
episodes of censorship and intimidation against bloggers and independent journalists were reported
during this coverage period.

Legal Environment
The Cuban legal structure is not favorable to internet freedom. The constitution explicitly
subordinates freedom of speech to the objectives of a socialist society, and freedom of cultural
expression is guaranteed only if such expression is not contrary to “the revolution.”60 The penal code
(Law 62, Fifth Section) sets penalties ranging from a few months to 20 years in prison for any activity
considered to be a threat to the Cuban state or public order, including a provision that authorizes
the state to detain, reeducate, or monitor anyone who shows a “proclivity to commit crime” by
violating the norms of the socialist society.61 Meanwhile, the Law to Protect Cuba’s National
Independence and Economy (Law 88), passed in 1999, punishes any activity that threatens Cuban
sovereignty or facilitates the U.S. blockade. Anyone who passes information to the U.S. government
that could bolster the embargo can face up to 15 years in prison. Spreading subversive materials

57

Ramón Salaverría ed., “Ciberperiodismo en Iberoamérica,” Fundación Telefónica, February 2016, http://bit.ly/1ZZQE5i

A survey conducted by Ding found that 95 percent of users go on Facebook for social purposes at local Wi-Fi hotspots:
“New survey finds 70% of Cuban internet users use local Wi-Fi hotspots every week,” Ding, June 7, 2016, http://bit.ly/2cInNiz
58

59 “Activistas organizan un ‘tuitazo’ para denunciar la represión del régimen,” [Activists organize a Twitter campaign to
denounce the regime’s repression], Diario de Cuba, May 30, 2015, http://bit.ly/2d9o0zZ
60
61

Constitution of the Republic of Cuba, 1992, art. 53 and 39(d), accessed September 1, 2015, http://bit.ly/2cIwwTN
Código Penal [Penal Code], art. 72 and 91, http://bit.ly/2cIwwTN
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can incur a penalty of three to eight years in prison, while collaborating with foreign media outlets is
punishable by up to five years in prison. 62
In 1996, the government passed Decree-Law 209, which states that the internet cannot be used “in
violation of Cuban society’s moral principles or the country’s laws,” and that email messages must
not “jeopardize national security.”63 In 2007, a network security measure, Resolution 127, banned the
use of public data-transmission networks for the spreading of information that is against the social
interest, norms of good behavior, the integrity of people, or national security. The decree requires
access providers to install controls that enable them to detect and prevent the proscribed activities,
and to report them to the relevant authorities.64 Furthermore, access to the internet in Cuba
generally requires complete identification, rendering anonymity nearly impossible.65

Prosecutions and Detentions for Online Activities
Under Raúl Castro, the Cuban government has shifted its repressive tactics from long-term
imprisonment of independent journalists to short-term detentions, interrogations, and legal
harassment.66 Short-term arrests and detentions of activists tend to increase surrounding key
political and social events, and bloggers and online activists are often caught up in such crackdowns.
Because it is difficult to distinguish between independent journalists and political activists in Cuba,
however, it is often impossible to accurately pinpoint whether detentions were in retaliation for
online speech specifically. In June 2017, the CCDHRN reported that while 2017 had seen fewer
detentions than in past years, physical attacks against activists had increased. Still, the Madridbased Cuban Observatory of Human Rights (OCDH), counted a total of 2,149 politically motivated
arrests during the first five months of 2017.67
Independent digital media organizations and their correspondents experienced a surge in firings,
detentions, harassment, and legal proceedings in 2016-2017.68 The cases of Maykel González Vivero
and Elaine Díaz Rodríguez are noteworthy since both once worked in the state journalism sector
but recently became active on independent digital sites. An LGBT activist, González was fired from
his job at a state radio station in September 2016 for working part-time for non-state media outlets
Diario de Cuba and El Estornudo. Then, the following month he attempted to cover the aftermath of
Hurricane Matthew in Baracoa but was detained for three days, deported back home, and charged
with “illicit economic activity” for attempting to work independently in a disaster zone without

Committee to Protect Journalists, “International Guarantees and Cuban Law,” trans. María Salazar, March 1, 2008, http://bit.
ly/1hbJO4p

62

63 Reporters Without Borders, “Going Online in Cuba: Internet under Surveillance,” October 2006, http://bit.ly/1f4pnF0; See
also Decreto 209 (Decree 209), September 13, 1996, http://bit.ly/1VdG1Nk
64
65

Giovanni Ziccardi, Resistance, Liberation Technology, and Human Rights in the Digital Age, (Netherlands, Springer, 2013) 220.
Isbel Diaz Torres, “Wi-Fi for Cubans and Mobile E-Mail Service,” Havana Times, March 10, 2014, http://bit.ly/1G7q7b7

Human Rights Watch, “Cuba,” in World Report 2016, accessed September 18, 2016, http://bit.ly/1ZNmEc1; See also:
Committee to Protect Journalists (CPJ), After the Black Spring, Cuba’s New Repression, July 6, 2011, https://cpj.org/x/4472
66

67 “Menos detenciones y más agresiones físicas contra activistas, denuncia la CCDHRN,” [Fewer detentions and more physical
attacks against activists denounces CCDHRN], 14ymedio, June 5, 2017 www.14ymedio.com/nacional/detenciones-agresionesactivistas-denuncia-CCDHRN_0_2230576927.html

68 Nora Gámez-Torres, “Cuban government steps up campaign against independent media,” The Miami Herald, September
29, 2016, www.miamiherald.com/news/nation-world/world/americas/cuba/article104898676.html; Sociedad Interamericana
de la Prensa (SIP), [Inter-American Press Society], Cuba Annual Report, Yoani Sánchez, October 13, 2016, www.sipiapa.org/
notas/1210773-cuba
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accreditation.69 Likewise, Díaz attempted to cover the hurricane recovery in Baracoa with a team
of reporters from her recently-founded digital non-profit, Periodismo de Barrio, before also being
detained and deported home.70
The government has also charged independent journalists with “usurpación de la capacidad legal”
(encroachment of legal capacity) under Article 149 of the Penal Code, which prohibits “carrying
out acts belonging to a profession the exercise of which one is not duly prepared.” Such was the
case of Sol García Basulto, a journalist for digital magazine La Hora de Cuba and correspondent for
the news website 14ymedio, who was placed under house arrest in July 2017 after being accused
of “encroachment of legal capacity” along with fellow journalist Henry Constantín Ferreiro, also of
La Hora de Cuba.71 In April 2017, two independent journalists and bloggers in Santiago de Cuba,
Esteban Suárez Barbán and Manuel Salinas Espinosa, who collaborate with Diario de Cuba were
banned “for life” from a Youth Computer Club and all other state-controlled internet access points.
They were threatened with the criminal charge of “desacato” (disrespect), five years in prison, and
told “the internet is for revolutionaries.”72
Moreover, Cuban YouTuber and Matanzas-based member of the activist group Somos Mas (We
are more) Alexei Gámez was detained by state security agents on February 8, 2017 based on his
many YouTube videos of political denunciation and technical instruction. In particular, Gámez had
explained via YouTube how members of his audience on the island could connect to one of Cuba’s
many illegal but often tolerated wireless local area networks, or SNETs. As punishment, authorities
charged Gámez with “illicit economic activity,” seized all his audio-visual and computer equipment,
and banned him from travel outside the province.73

Surveillance, Privacy, and Anonymity
Surveillance of ICTs in Cuba is widespread, and dissident bloggers are subject to punishments
ranging from fines and searches to confiscation of equipment and detentions. Anonymity and

69 “Cuban Journalist and LGBT Activist Sacked for Working With Non-State Media,” Global Voices, September 6, 2016, https://
globalvoices.org/2016/09/06/cuban-journalist-and-lgbt-activist-sacked-for-working-with-non-state-media/; Ted A. Henken,
“Cuban “Cuba’s Digital Millennials: Independent Digital Media and Civil Society on the Island of the Disconnected,” Social
Research, Vol. 84, No. 2 (Summer 2017), www.socres.org/single-post/2017/06/26/Vol-84-No-2-Summer-2017

Journalist Elaine Diaz and Colleagues Arrested For Reporting on Hurricane Matthew ‘Without a Permit’,” Global Voices,
October 13, 2016, https://globalvoices.org/2016/10/13/cuban-journalist-elaine-diaz-and-colleagues-arrested-for-reportingon-hurricane-matthew-without-a-permit/;”¿Quiénes tienen derecho a contar un país? Todos sus ciudadanos,” [Who has the
right to tell stories about a country? All its citizens], Periodismo del Barrio, October 16, 2016, https://www.periodismodebarrio.
org/2016/10/16/quienes-tienen-derecho-a-contar-un-pais/

70

“La policía de Camagüey prohíbe a Sol García Basulto y Henry Constantín el ejercicio del periodismo,” [Camagüey
police prohibit Sol García Basulto and Henry Constantín from the exercise of journalism], 14ymedio, May 4, 2017, http://
www.14ymedio.com/nacional/Camaguey-Sol-Garcia-Henry-Constantin_0_2211378851.html; “La policía impone ‘prisión
domiciliaria’ a la Periodista Sol García Basulto,” [The police impose ‘house arrest’ against the journalist Sol García Basulto],
14ymedio, July 2017, http://www.14ymedio.com/nacional/domiciliaria-periodista-Sol-Garcia-Basulto_0_2259973990.html
71

“Internet es ‘para los revolucionarios’: la Seguridad del Estado prohíbe el acceso a un periodista independiente,” [‘Internet
is for revolutionaries’: State Security denies access to an independent journalist], Diario de Cuba, April 13, 2017, www.
diariodecuba.com/derechos-humanos/1492041783_30353.html

72

73 “Etecsa acusa a un ‘youtuber’ de actividad económica ilícita,” [Etecsa accuses a ‘Youtuber’ of illicit economic activity],
14ymedio, February 8, 2017, www.14ymedio.com/nacional/Movimiento_Somos-youtuber-Alexei_Gamez_0_2160383954.html;
“Alexei Gámez: ‘Antes de la wifi este era un pueblo muerto’,” [Alexei Gámez: ‘Before Wi-Fi this was a dead town’], Luz Escobar,
14ymedio, February 21, 2017, www.14ymedio.com/reportajes/Alexei_Gamez-Wifi-internet-Seguridad_del_Estado_0_2168183164.
html
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encryption technologies are strictly prohibited in Cuba,74 and web access points, such as Wi-Fi
hotspots, cybercafés and access centers, are closely monitored and users are required to register
with their identification information.75
Despite constitutional provisions that protect various forms of communication and portions of
the penal code that establish penalties for the violation of the secrecy of communications, users’
privacy is frequently violated. Tools for content surveillance are likewise pervasive. Under Resolution
179/2008, ISPs are required to register and retain the addresses of all traffic for at least one year.76
Reports indicate that the government routes most connections through proxy servers and is able
to obtain user names and passwords through special monitoring software called Avila Link, which
is installed at most ETECSA and public access points.77 In addition, delivery of email messages
is consistently delayed, and it is not unusual for a message to arrive censored or without its
attachments.
A decree from the Ministry of Communications reaffirmed the government’s continued monitoring
of internet traffic, stating that ETECSA will immediately end a user’s access if he or she commits
“any violation of the norms of ethical behavior promoted by the Cuban state.”78 Users must show
their national ID cards and sign an agreement stating that they will not use the service for anything
“that could be considered …damaging or harmful to public security”—a vague term that could
presumably extend to political dissent.79
If users attempt to send an email with attachments, ETECSA’s own NAUTA interface system greets
them with a pop-up window reminding them that “other people may see what you are sending”
and asking if they wish to continue. Although the pop-up window is marked “Internet Explorer” and
appears to be a real message generated by the search engine, several Cuban online users have said
that they had never seen such a message when using internet cafés in Havana’s tourist hotels. Such
claims suggest that ETECSA may have programmed computers at its new access points to prompt
users as a reminder that the government is monitoring their online activities.

Intimidation and Violence
Although the majority of cases of physical violence against activists in Cuba appear to be in
retaliation for public protests rather than online activity, prominent online users have faced violence
According to the Cuban Mission to the United Nations, encryption is only permissible if authorized by the Ministry
of Communications and the Ministry of the Interior. Letter from the Permanent Mission of Cuba to the ONU to the High
Commission on Human Rights, 2015, República de Cuba Misión Permanente ante la Oficina de las Naciones Unidas en Ginebra
y los Organismos Internacionales con sede en Suiza, “Nota No. 211/2015,” [Note No. 211/2015], http://bit.ly/1JtNsUE; See also:
Rolando Cartaya, “Crítica Relator de ONU Control a Cifrado de Datos Personales en Cuba,” [UN Official Criticizes the Control of
Encryption of Personal Data in Cuba], MartiNoticias, June 24, 2015, http://bit.ly/1R5ZzgY

74

Ellery Roberts Biddle, Rationing the Digital: The Policy and Politics of Internet Use in Cuba Today, July 2013, Internet
Monitor (The Berkman Center for Internet & Society), http://bit.ly/1LCRoID; Isbel Diaz Torres, “Wi-Fi for Cubans and Mobile
E-Mail Service,” Havana Times, March 10, 2014, http://bit.ly/1G7q7b7; Yoani Sánchez, “Unos días con Nauta,” [A few day with
Nauta], 14ymedio (blog), March 24, 2015, http://bit.ly/1G7q7b7

75

José Cuervo, “Resolución n˚ 179/2008 Proveedores de servicios de acceso a Internet al público,” [Resolution No. 179/2008
Providers of services of internet access to the public], Informática jurídica, February 16, 2015, http://bit.ly/1PC8Vjg.

76

Lorenzo Franseschi-Bicchiera, “The Internet in Cuba: 5 Things You Need to Know,” Mashable, April 3, 2014, http://
on.mash.to/1Fmi1Rg /; Infosurgents: Tracking the Information Revolution, “Internet Filtering,” University of Michigan, http://bit.
ly/1KHrM9m; “Cuba: Long live freedom (but not for the Internet)!” Reporters without Borders, November 3, 2014, https://12mars.
rsf.org/2014-en/2014/03/11/cuba-long-live-freedom-but-not-for-the-internet/#more-91
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Gaceta Oficial de la República de Cuba Ministerio de Justicia, Resolución No. 197/2013, http://bit.ly/2cAsf92
Ibid.
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from police forces, and users who have been jailed for extended periods of time report being
mistreated and tortured.
Relatives of Cuban artist “El Sexto” Maldonado, who was detained for two months since November
26, 2016 after posting a video on Facebook and painting graffiti mocking Castro’s death, reported
that he had been severely beaten while in detention.80

Technical Attacks
Technical attacks do not appear to be a primary method of censorship in the country, but have
targeted some online outlets. In May 2014, 14ymedio was hacked one day after it was launched.
Users who tried to access the site were redirected to a site called Yoani$landia, which insulted the
director of the outlet, Yoani Sánchez.81 The site was restored shortly after the hack, even if the site
has remained blocked since its launch for island-based internet users.

80 Abel Fernández, “Detained Cuban artist who mocked Castro’s death ‘was badly beaten,’ family says,” Miami Herald,
November 30, 2016 http://www.miamiherald.com/news/nation-world/world/americas/fidel-castro-en/article117981758.html

81 Associated Press, “‘Hackeado’ portal digital de la bloguera cubana Yoani Sánchez,” [The digital portal of Cuban blogger
Yoani Sánchez ‘hacked’], Miami Diario, May 21, 2015, http://bit.ly/1R6cway; See also: Amnesty International, “Cuba,” Amnesty
International Report 2014/15, http://bit.ly/1Bm8EI5
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Ecuador
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

8

8

Limits on Content (0-35)

12

13

Violations of User Rights (0-40)

21

22

TOTAL* ( 0-100 )

41

43

Population:

16.4 million

Internet Penetration 2016 (ITU):

54.1 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Politically motivated takedown requests for alleged copyright violations targeted
online news outlets and the websites of human rights organizations (see “Content
Removal”).

•

A law approved in December 2016 raised concerns among digital activists fearing
increased government control over online content, by reasserting internet as a public
service, as well as enabling the state’s Institute of Intellectual Property to directly order
the “suspension” of digital content for alleged copyright infringement (see “Content
Removal”).

•

In the lead-up to presidential elections, social media accounts belonging to politicians,
journalists and opposition activists were hijacked and used to disseminate messages
against the opposition’s vice presidential candidate (see “Content Manipulation” and
“Technical Attacks”).

•

The climate of online harassment and intimidation against critical reporters and social
media influencers resulted in at least one offline physical attack during this period,
when the director of a news site was beaten by several people on his way to the
airport (see “Violence and Intimidation”).
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Introduction
Ecuador’s internet freedom declined in the midst of frequent attacks against government critics
online, including progovernment trolling, cyberattacks, legal and physical threats.
The country’s internet freedom climate intensified during a year of presidential elections, with a
series of leaks disrupting the process and the continuation of previous trends of censorship and
intimidation. In the lead-up to the election, candidates’ and journalists’ social media accounts were
hacked and used to spread rumors. President Rafael Correa remained in office until May 24, 2017,
with many journalists and activists hoping that the new president, Lenin Moreno of the ruling
Alianza Pais (AP) party, will usher in reforms and embody a less confrontational relationship with the
media.
Politically motivated takedowns continued to be part of the everyday lives of activists, journalists and
political dissidents. The abuse of copyright infringement notices to censor online content and heavy
sanctions for private media under the 2013 Communications Law all continued to present limits on
content. President Correa repeatedly encouraged the public to “use the law” against his critics on
social media and to dox users who insult him.
A series of leaks, and even official reports from the government, have provided compelling
evidence of active monitoring of the public web and government targeting of opposition figures for
surveillance. Legal actions against alternative media because of their posts on blogs or social media
also point to active monitoring of the online sphere. Meanwhile, organizations such as Ecuador
Transparente have denounced the use of public funds to operate propaganda accounts and social
media campaigns to attack opposition leaders.
While internet access has steadily increased, Ecuador maintained a contradictory position on internet
freedom. The government has engaged in widespread campaigns to improve internet access and
digital literacy across the country. The protection of foreign whistleblowers such as Julian Assange
and Edward Snowden, who was granted safe passage in order to travel to Russia, gave Ecuador fame
as a defender of internet freedom. However, this image has contrasted with the climate of media
censorship and harassment inside the country. In July 2016, Ecuador voted against the UN Human
Rights Council resolution on the protection of human rights on the internet.
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Obstacles to Access
Internet access continued to increase during this coverage period. The quality of service has improved
and become more readily available with the expansion of 4G technology. The number of 4G lines
increased three-fold during the past year, from almost 2 million in April 2016 to more than 6 million in
April 2017.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

2016

a

b

Average connection speeds (Akamai)c
a
b
c

54.1%

2015

48.9%

2016

84%

2011

2015

2011

2017(Q1)

2016(Q1)

31.4%
79%

101%

6.2 Mbps

5.3 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Internet access in Ecuador has steadily increased in the last few years. The Pacific Caribbean Cable
System (PCCS), a new high speed fiber-optic cable completed by a consortium of operators in
August 2015,1 represents part of a larger advance in infrastructure improvements in Ecuador.2
Multiple internet subscription options are available. Broadband (commonly used in urban zones)
and satellite connections (often used in rural areas) have become increasingly popular in recent
years. In March 2017, the Andean Community launched a new satellite to increase the speed of
communications in remote areas.3
In early 2015, Movistar and Claro reached a deal with the government to access the radio frequency
bands to improve 3G connectivity and install 4G services, in exchange for paying over US$ 300
million and improving 3G coverage. This contract, expiring in 2023, is expected to reach more
individuals than previous attempts to introduce 4G technology.4 Government data shows that the
number of active lines using 4G technology (LTE and HSPA) has increased three-fold, from almost 2
million in April 2016 to more than 6 million in April 2017.5
While fixed and mobile broadband internet with low download capacity (500 Mb) is affordable
Sofía Ramírez, “Un nuevo cable submarino se instala,” [A new undersea cable is installed], El Comercio, Quito, July 14, 2015,
http://bit.ly/2dv79sA

1

Ministerio de Telecomunicaciones y Sociedad de la Información (MINTEL), “Seguimos creciendo en el despliegue de las
telecomunicaciones: Ecuador ya cuenta con 59.861 km de fibra óptica,” [The deployment of telecommunications keeps growing:
Ecuador already has 59,861 km of fiber optic], January 28, 2016, http://bit.ly/1RQd8of

2

Agencia EFE, “Comunidad Andina lanza satélite de comunicaciones con alcance para América Latina,” [Andean Community
launches communications satellite to reach Latin America], El Comercio, March 30, 2017. http://bit.ly/2op7SwT

3

Mercedes Alvaro, “Ecuador Signs 4G Contracts with America Movil, Telefonica,” The Wall Street Journal, February 18, 2015,
http://on.wsj.com/1DsXlo9

4

Agencia de Regulación y Control de las Telecomunicaciones (ARCOTEL), “Servicio Móvil Avanzado,” [Advanced Mobile
Phone System], May 2017, http://bit.ly/1p7oE2U

5

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

ECUADOR
for most users, Ecuador had the steepest price in the region for higher download capacity (1 GB)
adjusted for purchasing power parity.6 Small internet retailers provide internet access to Ecuadorians
for less than US$1 per hour. Although the government eliminated cell phone import quotas for
companies,7 mobile phones continued to be taxed as luxury items along with other electronic
devices such as computers and tablets.8
Socio-economic factors have continued to impact internet access in Ecuador. Some 44.6 percent of
families in urban areas had internet access compared to 16.4 percent in rural areas.9 A similar gap
can be observed for digital literacy: while 93.1 percent of the population knows how to use digital
devices in urban areas, only 78 percent of rural areas inhabitants do.10
Ecuador has shown improvements in expanding internet access to rural areas over the past three
years through programs facilitated by the Ministry of Telecommunications (MINTEL). Ecuador’s
state-run Infocentros – community centers with network access that began to be installed in June
2012 – provide free internet in 78 percent of rural cantons in the country.11 Infocentros have played
an important role in reducing digital illiteracy (from 21.4 percent in 2012 to 11.5 percent in 2016)
by offering free workshops across the country.12 MINTEL and the Ministry of Education expect to
provide full access to all public schools through its National School Connectivity Plan.13 The National
Secretariat of Higher Education has also taken steps to provide free Wi-Fi in public and private
universities.14

Restrictions on Connectivity
Ecuador’s physical infrastructure is not highly centralized. The government does not place limits
on bandwidth, nor are there reports of control over infrastructure, although a provision in the
2015 Organic Law of Telecommunications grants the president the power to unilaterally take over
telecommunications services in times of national emergency.15 Civil society groups have raised
concerns about the scope of this provision and its potential abuse by the government because of its
vague standards and lack of oversight by an independent and impartial court.16
6 María F. Viences & Fernando Callorda, “La brecha digital en América Latina: precio, calidad y asequibilidad de la banda
ancha en la región,” [The digital divide in Latin America: price, quality and affordability in the region], Diálogo regional sobre
sociedad de la información, January 2016, p. 18, http://bit.ly/1UG7nJP

Sofía Ramírez, “Cupos para importación de celulares ya no rigen en el Ecuador,” [Import quotas for cell phones no longer
apply in Ecuador], El Comercio, February 3, 2017, http://bit.ly/2kpz8Jw

7

8 Evelyn Jácome, “27,5% de impuestos se pagará por cada celular que llegue vía courier,” [27.5% of taxes will be paid for each
cell phone brought via courier], El Comercio, January 7, 2016, http://bit.ly/1kSketI
9 Instituto Nacional de Estadísticas y Censos, “Encuesta Nacional de Empleo Desempleo y Subempleo,” [National Survey of
Employment], December 2016, http://bit.ly/1d4lF5f

10

ibid.

There are 854 Infocentros with 12 million visits since they were first implemented in 2010. See: Ministerio de
Telecomunicaciones y Sociedad de la Información, “Infocentros comunitarios,” [Community infocenters], accessed November 10,
2017, http://bit.ly/1iPMYxq

11

Instituto Nacional de Estadísticas y Censos, “El analfabetismo digital en Ecuador se reduce en 10 puntos desde el 2012,
[Digital illiteracy in Ecuador has reduced 10 points since 2012], January 27, 2017, http://bit.ly/2kcMZmz

12

Ministerio de Telecomunicaciones y Sociedad de la Información, “Conectividad escolar,” [Scholar connectivity], accessed
March 4, 2016, http://bit.ly/1OVJDKB

13

“El Código Ingenios propone redes gratuitas de internet en las universidades,” [The Ingenios Act proposes free internet
network in universities], El Telégrafo, January 10, 2016, http://bit.ly/1PnG94e

14

Asamblea Nacional República del Ecuador, Ley Orgánica de Telecomunicaciones [Telecommunication Law], http://bit.
ly/2fsPlKj

15

Katitza Rodriguez, “Leaked Documents Confirm Ecuador’s Internet Censorship Machine,” Electronic Frontier Foundation,
April 14, 2016, http://bit.ly/1W144NE
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ICT Market
Ecuador has seven major internet service providers (ISPs) covering 98 percent of users and 393 small
ISPs providing access to the rest of the market.
State-owned National Telecommunications Corporation (CNT) dominated the fixed-line market, with
55 percent of subscriptions, followed by Setel (13 percent) and Conecel (8 percent). Mobile internet
service providers, on the other hand, are an oligopoly: Conecel (Claro) represented 58 percent of
active cellular accounts, Otecel (Movistar) 30 percent, and CNT, 12 percent.17
A new Telecommunications Act entered into force in 2015, allowing the government to impose
specific requirements on dominant operators with high market power based on their income; and to
impose fines depending on the number of users.18 In 2016, a judge reversed an attempt to impose
a US$ 82 million fine on to Conecel (Claro) over exclusivity clauses in their contracts.19 In retaliation,
the company sued the Superintendent of Market Power Control claiming that he damaged the
company’s reputation.20
There have been no reported government restrictions for new companies in the ICT sector. However,
it has become difficult for small entrepreneurs to start an ISP in highly populated areas, mainly due
to the number of competitors. As a result, they have migrated to outlying provinces.21 Registration
with ARCOTEL is mandatory for cybercafes.

Regulatory Bodies
The Organic Law of Telecommunications passed in 2015 radically changed the regulation of the
telecommunications sector. The new telecommunications law created a regulatory body, the
Agency for the Regulation of Telecommunications (Arcotel), which is attached to the Ministry of
Telecommunications and is responsible for technical aspects of administration, regulation, and
control of the telecommunications sector and the radio-electric spectrum.22
Arcotel’s directors are all appointed directly by the president, which may undermine its
independence.23 Arcotel’s effort to redistribute radio-electric frequencies has notably been criticized
for being politicized and lacking transparency. In response to the removal of its frequency, the
director of the National Union of Journalists claimed this was an act of retaliation for their “firm and
critical stance [against] policies implemented by the government.”24
An ISP was considered “major” if it had at least 50,000 users. See: Agencia de Regulación y Control de las
Telecomunicaciones, “Servicio de Acceso a Internet,” [Internet Access Service], updated March 2017, http://bit.ly/1qcC7Xs

17
18

América Móvil, “Annual Report,” December 31, 2104, http://bit.ly/1pqOpeL

Sofía Ramírez, “Multa por USD 82,7 millones para Claro,” [Claro fined with USD 82.7 millions], El Comercio, August 30, 2016,
http://bit.ly/2cawovo; See also: http://www.elcomercio.com/actualidad/negocios/multa-de-usd-38-millones.html

19

Sofía Ramírez, “Pedro Páez enfrenta un proceso penal planteado por Claro,” [Pedro Páez faces criminal proceedings from
Claro], El Comercio, January 31, 2017, http://www.elcomercio.com/actualidad/negocios-pedropaez-procesopenal-claro-quito.
html

20

21

Rodrigo Barahona, Former Internet Service Provider, Interview March 14, 2016

Asamblea Nacional República del Ecuador, Ley Orgánica de Telecomunicaciones [Telecommunication Law], http://bit.
ly/1Kvdp7W

22

23 Leticia Pautasio, “Ecuador: Ley de Telecomunicaciones entra en vigencia y Arcotel inicia sus funciones,” [Ecuador:
Telecommunications Law enters into force and Arcotel starts its functions], TeleSemana.com, March 6, 2015, http://bit.ly/22lJayl

Fundamedios, “Arcotel permanently removes independent journalists association’s frequency,” December 12, 2015,
http://bit.ly/1PcWbxg; Plan V, “La Arcotel y los riesgos de la redistribución de frecuencias,” [Arcotel and the risks of frequency
redistribution], February 22, 2016, http://bit.ly/1WFXJW1
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Efforts by access providers and other internet-related organizations to establish self-regulatory
mechanisms are allowed and, to a certain extent, promoted. Examples of this include the public
assistance to develop public and private Computer Security Incident Response Teams (CSIRT) by
EcuCERT; the local internet exchange point (NAP.ec) managed by AEPROVI, and the Ecuadorian IPv6
Task Force, among others. All private ISP have a corporate social responsibility (CSR) strategy in
place and have produced at least one report in the last couple of years. However, only Telefonica has
included privacy and security as a core element of their CSR strategy.25
The allocation of digital assets, such as domain names or IP addresses, are not controlled by the
government, nor are they allocated in a discriminatory manner.

Limits on Content
As the online public sphere has gained prominence as a forum for political and social discussion in
Ecuador, the government has sought to exert control over content through a variety of mechanisms.
The use of copyright law to censor critical content has become common practice, and public institutions
have started to directly issue copyright infringement notices to take down content. Social media have
especially been at the center of efforts to manipulate public opinion online in favor of the government,
as journalists and government critics suffered retaliation for writing about sensitive political topics.

Blocking and Filtering
The government does not engage in systematic blocking or filtering of content in Ecuador. YouTube,
Facebook, Twitter, and blog-hosting services are freely available. There were no reports of the
government blocking tools enabling circumvention of online filters and censors.
Reports have pointed to past instances of blocking of specific domains. An allegedly leaked
internal memorandum from Telefónica (Movistar) noted an instance in 2014 when the Ecuadorian
Association of Internet Providers (AEPROVI), which controls over 95 percent of the country’s internet
traffic, blocked access to specific domains at the government’s request.26 While the authenticity of
the memorandum has not been confirmed by Telefónica, public documentation from SUPERTEL
(now ARCOTEL) showed that the government and private ISPs have collaborated in the past to block
specific domains to combat piracy,27 and that AEPROVI maintains a cooperation agreement with
ARCOTEL since 2012.28 The text of the agreement remains unknown to the public, and it is unclear
what mechanisms ARCOTEL and AEPROVI use to block internet domains. Likewise, mechanisms for
public accountability are not in place or have not been disclosed.

This company is a signatory of the “Principles of the communications sector on freedom of expression and privacy” and
releases reports of information requirements made by the government, as well as blocking and filtering measures in place. See:
Telefonica, (2016), Report on Transparency in Communications, Retrieved from https://www.telefonica.com
25

26 Apertura Radical, “El gobierno ecuatoriano y la Asociación de Proveedores de Internet trabajan juntos para bloquear
el acceso a páginas web,” [The Ecuadorian government and the Ecuadorian Association of Internet Providers (AEPROVI)
collaborate to block access to specific websites], http://wp.me/p3jTIV-8t

27 Superintendencia de Telecomunicaciones, “Informe rendición de cuentas 2014,” p.64, [2014 Supertel Report], January 13,
2015, http://bit.ly/22ufifv

28 Convergencia Latina, “La SUPERTEL firmará hoy un convenio de cooperación con la asociación de ISPs” [SUPERTEL will sign
cooperation agreement today with ISP association], April 17, 2012, http://bit.ly/1XNlCxV
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Content Removal
The use of copyright law to censor sensitive online content has been widely recognized for years in
Ecuador. Tweets, images, blog posts, and videos have been taken down as the result of complaints
made by Spain-based company Ares Rights and others on behalf of Ecuadorian institutions,
including the National Secretariat of Communications (SECOM), the National Secretariat of
Intelligence (SENAIN), and the state television network (ECTV).29 When filing complaints Ares Rights
has cited the Digital Millennium Copyright Act (DMCA), which shields intermediaries from liability if
they remove infringing content upon receipt of a notice.
Public institutions have also started to make their own requests to remove content for allegedly
violating copyright protections, claiming unauthorized use of photographs of President Rafael
Correa, Vice President Jorge Glas and other government officials.30 Press freedom group
Fundamedios documented a number of such takedown requests against investigative journalism
outlets during the coverage period. In early June 2016, the website host briefly took down the news
outlet Plan V after SECOM submitted a complaint for alleged violation of copyright.31 Similarly, the
outlet Focus Ecuador was taken down on June 22, supposedly for using 15 photographs of the
president and other public officials in its reporting.32 Targets also included outlets 4 pelagatos33
and Mil Hojas,34 as well as the websites of human rights organizations such as Fundamedios35 and
Derechos Digitales.36
In August 2016, a study by Fundamedios revealed the growing number of takedown requests
for alleged violations of Twitter rules, such as the publication of private information. Between
April and July 2016, Fundamedios recorded 806 takedown requests against 292 Twitter accounts.
Approximately 30 of these accounts, which corresponded to anti-government users with high
numbers of followers, were suspended after receiving repeated complaints. Ares Rights continued to
be behind many of these requests.37
In December 2016, the National Assembly approved the Organic Code on Social Economy of
Knowledge, Creativity and Innovation. Article 565 allows the state agency, Ecuadorian Institute of
Maira Sutton, “State Censorship by Copyright? Spanish Firm Abuses DMCA to Silence Critics of Ecuador’s Government,” EFF,
May 15, 2014, http://bit.ly/1lKGvUY; See also: Alexandra Ellerbeck, “How U.S. copyright law is being used to take down Correa’s
critics in Ecuador,” Committee to Protect Journalists, January 21, 2016, http://bit.ly/1Lu5Uoj
29

In March 2015, SECOM sent a letter to Fundamedios, a freedom of expression advocacy organization, stating that they
would take legal actions if the latter would not remove the distinctive image of the National Secretary of Communication from
one of their tweets. See: “Ares Rights dice que los documentos sobre la SENAIN filtrados por Ecuador Transparente son reales,”
[Ares Rights: Senain documents leaked by Ecuador Transparente are real], Apertura Radical (blog), December 28, 2015, http://
bit.ly/1Vi2MxJ
30

31

Fundamedios, “Plan V magazine is taken off the air through SECOM’s censorship,” June 2, 2016, http://bit.ly/2pufHoe

Fundamedios, “Server that hosts Focus Ecuador yields to Secom’s arguments and closes research portal,” June 24, 2016,
http://bit.ly/28SN6gx

32

Fundamedios, “4pelagatos: más de 40 horas fuera del ciberespacio,” [4pelagados: more than 40 hours offline], November
2, 2016, http://bit.ly/2eVqkKQ

33

34 Fundamedios, “Secom denounces the Mil Hojas portal for using documents where the “country brand” logo appears,”
June 2, 2016, http://bit.ly/2pZtYJG; Fundamedios, “Portal Milhojas es víctima de hackeo y denuncias por uso de imágenes de
abogado del Presidente Correa y de un general asesinado,” February 2, 2017, http://bit.ly/2jI2Wnz

Fundamedios, “Secretaría de Comunicación busca dar de baja portal web de Fundamedios mediante reclamos de
propiedad intelectual,” [Secretariat of Communication seeks to take down Fundamedios website through DMCA requests],
September 23, 2016, http://bit.ly/2deADr4

35

36

Gus Rossi, “Ecuador: It’s Time for Some Copyright Glasnost, Lenin,” Public Knowledge, April 06, 2017, http://bit.ly/2pCiknO

Fundamedios, “806 denuncias en contra de 292 cuentas de Twitter, revela monitoreo” [806 complaints against 292 twitter
accounts, monitoring reveals], August 9, 2016, http://bit.ly/2b1JhKg
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Intellectual Property, to directly order the “suspension” of infringing content in digital media to both
offenders and intermediaries.38 Given the Ecuadorian government’s indiscriminate use of copyright
law to censor online content, digital rights activists have raised concerns that this provision would
potentially increase the government’s ability to more easily submit takedown requests or even
blocking orders against online content allegedly violating intellectual property.39
Civil society organizations have also expressed concerns about a proposed law on data protection.
A provision in the draft law would notably enable “temporary or definitive blocking of information
systems when they risk affecting constitutional rights” – a broad statement that could even include
the right to honor.40 The draft law was still pending approval by mid-2017.
The media and communications regulator, the Superintendency of Information and Communications
(Supercom), has aggressively pursued print media (including all media with an online presence)41
under accusations of unbalanced reporting and “media lynching”—an allegation that is often
applied to investigative reporting in Ecuador. The Communication Law passed in 2013 grants
Supercom the power to audit, intervene, and control all information and media, as well as to
enforce regulations governing information and communications. Corrections, sometimes scripted
by Supercom, are often issued to media outlets on the basis that articles fail to provide appropriate
context. However, civil servants oftentimes avoid commenting on stories prior to publication.42
Additionally, the law holds websites liable for content posted on their sites by third parties unless
such parties are identifiable through personal data such as their national ID number. News outlets
that have allowed readers to post comments critical of the government on their websites have faced
removal requests, and others have closed their comments section entirely.

Media, Diversity, and Content Manipulation
While online activity boomed during the presidential election in 2017, the online sphere was
impacted by hackings of social media accounts and the spread of disinformation for partisan
interests. Meanwhile, more revelations have pointed to the use public funds to manage social media
propaganda accounts and campaigns to attack government critics.
Several reports on state-sponsored troll farms in Ecuador have revealed efforts to skew public
opinion in favor of the government.43 According to Catalina Botero, former Special Rapporteur for
Freedom of Expression for the Inter-American Commission on Human Rights, investigations have

38 Asamblea Nacional República del Ecuador, “Ley de Propiedad Intelectual: Código Orgánico de la economía social de los
conocimientos, creatividad e innovación,” [Intellectual Property Law], http://www.wipo.int/edocs/lexdocs/laws/es/ec/ec075es.
pdf

“Gobierno podría dar de baja contenido digital basado en Código de Ingenios,” Ciudadania Informada, February 7, 2017,
http://bit.ly/2i1SAMo

39

Gisela Pérez de Acha, “Ecuador: ¿protección de datos personales o censura?,” [Ecuador: Personal data protection or
censorship?], October 6, 2016, http://bit.ly/2q8EXgl

40

Follow-up legislation in 2014 exempted bloggers and social media users from regulation under the Communications Law,
but extended the law to cover “all media with an online presence” (see Legal Environment).

41

Fundamedios, “Pedidos de rectificación y réplica: el mecanismo favorito de los funcionarios estatales para imponer su
verdad,” [Requirements for corrections and response: civil servants’ favorite mechanism to impose the truth], October 15, 2015,
http://bit.ly/1X6l3gU

42

Fundación 1000 hojas, “Troll center: derroche y acoso desde las redes sociales” [Troll center: waste and harassment on
social media], http://bit.ly/1xwV6yx; See also: Samuel Woolley, “#HackingTeam Leaks: Ecuador is Spending Millions on Malware,
Pro-Government Trolls”, August 4, 2015, http://bit.ly/2cUSYMl
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identified the IP addresses of these computers in government offices.44 In November 2016, Ecuador
Transparente published leaks detailing relationships between private companies such as Inteligencia
Emocional and Kronopio and government officials. The documents revealed proposals to use public
funds to manage social media propaganda accounts and campaigns to attack government critics
like the former Secretary of Communications Mónica Chuji, local press watchdog Fundamedios, the
Inter-American Commission on Human Rights and its Special Rapporteur for Freedom of Expression
Catalina Botero, among others.45
While diverse media outlets have emerged and thrived online,46 the online media landscape
remained distorted by state-owned or state-managed mass media outlets. On February 21, 2017,
in the midst of the presidential election, state-operated online newspaper El Ciudadano spread a
rumor47 about Cesar Monge, president of the right-wing Creating Opportunities movement (CREO),
insulting people from Manabí. The original audio clip originally belonged to a different conversation
but, according to Monge, was manipulated by supporters of the government to turn voters against
him.48 This version fits media coverage of protests in which members of Alianza Pais played this clip
and attributed it to Cesar Monge.49
As online activity surged during the presidential election campaign, social media platforms were
marked by efforts to manipulate content and skew public opinion. In early 2017, digital rights
group Usuarios Digitales documented eight cases of hacking of social media accounts belonging to
politicians, journalists and opposition activists and used to disseminate messages against the vice
presidential candidate for CREO, Andres Paez (see also “Technical Attacks”).50 On the other hand,
Twitter accounts such as @Cayapaleaks and @Primoleaks featured past government officials living
in exile who decided to “tell the truth” about alleged government wrongdoing. These accounts,
seemingly coordinated by a third party, greatly influenced public opinion in both online and print
media.51
Although the 2013 Communications Law gives the government broad authority to censor media
content, Supercom has especially used the law to sanction privately-owned traditional media outlets,
which are mostly offline. The government’s broader restrictions on traditional media outlets likely
affect digital content associated with these outlets both by encouraging self-censorship and by
restricting financial resources for independent media.
Latinobarómetro Corporation placed Ecuador as the country with most self-censorship in the
“Catalina Botero compara acciones de Bukele con Correa en Ecuador,” La Prensa Gráfica, February 19, 2016, http://bit.
ly/1pVJfaX

44
45

Ecuador Transparente, “The Godwin Papers,” November 16, 2016, http://bit.ly/2pul0Ea

During this period of coverage for example, after only two months of activity the website 4pelagatos.com, which is
operated by journalists Roberto Aguilar, Martin Pallares, José Hernández and social media specialist Juan Gabriel Gonzalez, best
known as CrudoEcuador, received nearly two million visits from more than half a million unique users. See: 4Pelagatos, “Gracias
a nuestros lectores,” [Thank you to our readers], March 20, 2016, http://bit.ly/21CuAN2

46

Galo Sosa, “Manabitas ofendidos quieren devolver “atunes” a Lasso,” [Offended Manabi people want to give tuna back to
Lasso], February 21, 2017, El Ciudadano, http://bit.ly/2qlMjQV

47

“César Monge dice que ya identificó a persona que grabó audio en contra de Manabí,” [Cesar Monge says he already
identified the person who recorded the audio against Manabi], El Universo, February 27, 2017, http://bit.ly/2l2Y6lC

48

Ecuador Inmediato, “Al grito de “¡esto no es pagado, Lenín se lo ha ganado!”, ciudadanos devolvieron, simbólicamente,
donaciones en sede de CREO, en Quito,” February 24, 2017, http://bit.ly/2rkMIB6

49

Diego Puente, “Ocho cuentas de Twitter habrían sido ‘hackeadas’, según colectivo,” [Eight Twitter account would have
been ‘hacked’, according to collective] El Comercio, January 18, 2017, http://bit.ly/2AsNWxX

50

51 Plan V, “Capayaleaks, Primoleaks y otros: los temas pendientes,” [Capayaleaks, Primoleaks and others: pending issues],
April 11, 2017, http://bit.ly/2o5HpDK
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region.52 Mainstream media outlets such as El Comercio, El Universo or Expreso have lawyers that
review “sensitive” notes before publication. Cases of corruption and investigative journalism are
covered with extreme caution. “Whether you like it or not, you self-censor, you are very careful
about your words and the headlines, often we would even ask each other how to redact a
tweet,” confessed a journalist working for a private newspaper, who requested anonymity.53 As
the Communication Law gained momentum, print journalists posting sensitive content on social
media have also been reprimanded, further contributing to self-censorship (see “Prosecutions and
Detentions for Online Activities”).
Although the Communications Law exempts social media users from sanctions, the government
has issued gag orders during states of emergency under Article 8 of the Telecommunications Act.54
On August 15, 2015, ex-president Rafael Correa signed a decree forbidding “the dissemination of
unauthorized information [regarding the eruption of Cotopaxi Volcano] by any means of social
communication, whether public or private, or via social media.”55 One month later, Minister of
Security Cesar Navas announced that a first complaint will be filed with the Attorney General’s Office
against certain Facebook users for publishing “unscrupulous” opinions.56
While there is a general mandate to protect Net Neutrality in both the Culture Act (Article 5) and
the Telecommunications Act—outlined in the objectives (Article 3) and principles (Article 4 and 66)
of the Law—Article 64 allows ISPs to establish “tariff plans consisting of one or more services, or
for one or more products of a service, in accordance with his or her authorization certificates.” The
rulebook for the Telecommunications Act reaffirmed that the only limitation for tariff plans was the
requirement for ISPs to clearly state the limitations of “any discounts, promotions or bonuses for
purchasing services.”57

Digital Activism
Social media continued to be a dynamic tool for the organization of protests in Ecuador. During
the coverage period, NGO Accion Ecológica mobilized citizens against the government in support
of Shuar people of Ecuador. The outcry was so big that the government threatened to close the
organization on the basis of their online activity.58 The organization, “through its posts on social
media (…) promotes social mobilization and support for confrontations, and thus generates serious
impacts and social unrest in Ecuadorian society,” read a letter from the Ministry of Environment.59

52 Only 34 percent of the population feels there is always freedom to criticize, whereas the regional average is 51 percent.
Source: Corporación Latinobarómetro, “Informe 2016,” June 2016, http://www.latinobarometro.org
53

Online interview, February 11, 2016

55

Presidencia de la República de Ecuador, Decree 755, August 15, 2015, http://bit.ly/1PwqAa7

57

Andrés Delgado, “The Final Blow to Net Neutrality in Ecuador,” January 3, 2016, http://bit.ly/1Pheecy

Understood as “aggression; international or internal armed conflict; serious internal disturbances, public calamity; or
natural disaster or national, regional or local emergency.”

54

Fundamedios, “Ministro anuncia inicio de procesos legales contra personas que divulgaron rumores sobre el volcán
Cotopaxi en redes sociales” [Minister announces legal procedures against people that disseminated rumors on the Cotopaxi
volcano on social networks], September 22, 2015, http://bit.ly/1NRR4rd
56

Chris Lang, ”#SOSAcciónEcológica: Ecuadorian government threatens to close down Acción Ecológica,” REDD Monitor,
December 23, 2016, http://bit.ly/2rAoEtg

58

Fundamedios, “Se inicia proceso de disolución contra organización ambientalista por publicaciones en redes sociales,”
[Closure process against environmentalist organization for social media posts has begun], December 20, 2016, http://bit.
ly/2h7WNhz
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The hashtag #SOSAccionEcologica was widely used to rally support for the organization, which
ultimately frustrated attempts to close the organization.60
Despite civil society efforts to campaign online however, attempts to stop legislation undermining
internet freedom have not always managed to produce concrete results. Such was the case with
efforts to influence the wording of specific provisions in the new Organic Code on the Social
Economy of Knowledge, Creativity and Innovation, which was approved in December 2016 (see
“Content Removal”).61

Violations of User Rights
The country faces several threats to free expression, including criminal provisions against
libel, government regulation and oversight of media content, and concerns about judicial
independence. Harassment and threats against government critics on social media are frequent, and in
some cases have also taken place offline. A number of digital attacks were reported in the midst of the
presidential election campaign in 2017, including hijacking of candidates’ accounts and media outlets
to spread disinformation.

Legal Environment
A lack of legislation specifically targeting online speech has allowed journalists and bloggers to
enjoy relatively higher levels of freedom online than offline. Ecuador’s Constitution guarantees
“universal access to information technologies and communication” (Article 16.2), and confers the
ability to exercise one’s right to communication, information, and freedom of expression (Article
384). The latter, however, was amended by the National Assembly in December 2015 to include
the mandate that “communication as a public service will be provided through public, private and
community media” (emphasis added). The move to categorize communication as a public service
has especially raised criticism for undermining freedom of expression as a human right and opening
the way for broad government regulation of media outlets.62 Although Article 71 of the Organic Law
of Communication, adopted in 2013, already included similar wording on communication as a public
service, the constitutional amendment cemented this principle.63
The 2013 Communication Law calls for the establishment of a government committee to regulate
media and issue civil and criminal penalties to journalists or media outlets that fail to report in a
manner that the regulator deems fair and accurate. Although Article 4 states that the law “does not
regulate information or opinions expressed by individuals on the internet,” the definition of social
media outlets in Article 5 includes “content which can be generated or replicated by media outlets
on the internet.” Follow-up legislation in 2014 exempted bloggers and social media users from
regulation under the Communications Law, but expanded the definition of “mass media” to include
60

Leila Salazar López, Amazon Watch Newsletter, January 2017, http://bit.ly/2pTA7I5

“#AlertaDigitalEC Aumentaría control estatal a internet a través de Código Ingenios,” Usarios Digitales, October 20, 2016,
http://bit.ly/2i0PqJ5

61

62 Silvia Higuera, “Ecuador declares communication ‘a public service’; Fundamedios considers it a ‘serious setback’,”
Journalism in the Americas, December 8, 2015, http://bit.ly/1OS1mWp; See also: Fundamedios, “Assembly approves
amendment to constitution that makes communication a public service,” December 2, 2015, http://bit.ly/1NtiDpz; John Otis,
“How Ecuador’s plans to make communications a public service is threat to free press,” Committee to Protect Journalists (blog),
January 20, 2015, http://bit.ly/1PEHiKg
63

Asamblea Nacional, Ley Orgánica de Comunicación [Organic Law of Communication], June 25, 2013, http://bit.ly/1pgZrCC
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“those [websites] that operate on the internet, whose legal status has been obtained in Ecuador and
distribute news and opinion content.”64
Changes to the penal code that entered into force in August 2014 eliminated criminal charges for
insult, but retained them for slander and libel.65 Article 179 restricts protections for whistleblowers
by establishing a prison sentence of six months to one year for any person “who, by virtue of his/her
state or office, employment, profession, or art, has knowledge of a secret whose divulgement might
cause harm to another and reveals it.” The article makes no exception for revealing information in
the public interest. Article 229 places further restrictions on divulging information by banning the
revelation of registered information, databases, or archives through electronic systems in a way that
violates the intimacy or privacy of someone else, with no exceptions for whistleblowers or journalists.
Article 307 establishes a penalty of five to seven years in prison for creating economic panic by
“publishing, spreading, or divulging false news that causes harm to the national economy in order to
alter the prices of goods.”
In July 2016, Ecuador voted against the UN Human Rights Council resolution on the protection of
human rights on the internet.66 Several legislative proposals were pending as of mid-May 2017. In
March 2017, re-elected vice president Jorge Glas said, that, upon victory, he would promote a law
to eliminate anonymity on social media in the [Andean] region.67 Two months later, the president of
the Electoral Litigation Court (TCE) demanded changes in the Electoral Law to “protect the honor of
those who have dedicated their lives to the public service” against attacks on social media. While
the new president’s cabinet announced that changes will be made, it is unclear to what extent they
will include actual legal reforms that affect social media.68 Former president Rafael Correa introduced
a new bill on his last day in office to regulate “hate speech and discrimination on social media and
the internet” targeting both content and service providers.69 Finally, the National Assembly has also
presented a new bill on the protection of personal data. Some of the concerns raised with these
proposals are the potential to hinder access to public information, the lack of independence of the
regulatory body,70 and the ability to take websites down without a court order.71
The lack of judicial independence is another ongoing concern.

Prosecutions and Detentions for Online Activities
Lawsuits have threatened social media users and online journalists in recent years, and several
64 Decree 214, Art. 3, January 27, 2014, http://bit.ly/208xLfH; See also: Alianza Regional, “Artículo XIII: Informe sobre control
estatal de las redes sociales,” [Article XIII: Report on state control of social networks], May 2016, http://bit.ly/1rQZOWx
65
66

Ministerio de Justicia, Derechos Humanos y Cultos, Código Orgánico Integral Penal, 2014, http://bit.ly/1juCXok

Article 19, “UNHRC: Significant resolution reaffirming human rights online adopted,” July 1, 2016, http://bit.ly/298I0NS

67 “Candidato Vicepresidencial Jorge Glas impulsara proyecto para eliminar anonimato de redes sociales,” [Vice presidential
candidate Jorge Glas will promote a project to eliminate social media anonymity], Usarios Digitales, February 2, 2017, http://bit.
ly/2qCmD2c.

68 “Primera petición a Lenín Moreno para que regule redes sociales,” [First petition to Lenin Moreno to regulate social media],
El Universo, May 17, 2017, http://bit.ly/2rq4BOV
69 Mario González, “Proyecto de Ley para controlar redes sociales e Internet fue enviado por Correa a la Asamblea el 23 de
mayo,” [Law proposal to control social media and the internet was submitted by Correa on May 23], El Comercio, May 25, 2017,
http://bit.ly/2hkNmL2

“La Ley de Datos impediría conocer la formación académica de los candidatos,” [Data Law would impede to access
academic record of candidates], El Comercio, October 27, 2016, http://bit.ly/2ef3XNp

70

“Boletín de Prensa: Proyecto de Ley orgánica de protección de los datos personales ¿Impactará la libertad de expresión y
flujo de información?” [Press Release: Law Proposal for Protection of Personal Data, Will it impact freedom of expression and
the free flow of information?], Usuarios Digitales, September 19, 2016, http://bit.ly/2dBdz5T
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individuals were prosecuted or sanctioned during this period of coverage for disseminating
information on the internet.
In April 2017, Fernando Villavicencio, the director of the news website Focus Ecuador, filed for
political asylum in Peru. He faced charges for publishing private documents from senior government
officials in an article he wrote in 2013 for the Plan V online magazine.72 Villavicencio’s lawyer has
defended that the publication, which concerned the government’s legal battle with U.S. company
Chevron, was in the public interest.
A number of prosecutions have referred to Article 396 of the Criminal Code, which punishes
“expressions that discredit or dishonor” and provides for a prison sentence of 15 to 30 days:
•

In September 2016, the opposition’s then presidential candidate Guillermo Lasso
was ordered by a judge to remove a video he shared on Twitter, after René Ramírez,
the National Secretary of Higher Education, Science, Technology, and his wife Analía
Minteguiaga, filed a lawsuit against him for attempting against the honor of Minteguiaga.73

•

In June 2017, former President Rafael Correa sued journalist Martín Pallares of the website
4Pelagatos in response to an online article he wrote which allegedly contained “expressions
in disparagement and dishonor.”74 Pallares was found not guilty in July 2017.75

•

In July 2016, a lawyer for President Rafael Correa sued journalist Jaime Cedillo after
he shared a news article that someone else wrote on his personal blog. He was found
innocent in October 2016.76 The original source was an article written by Vértice News,
which denounced the existence of a network of gold traffickers who moved money from
Ecuador through alleged illegal practices, with the help of the lawyer.

•

Two politicians were previously sentenced to 15 and 30 days in jail for “defamatory”
content posted on Twitter under article 396 of the Criminal Code, in early 2016.77

Surveillance, Privacy, and Anonymity
The National Secretariat of Intelligence (SENAIN) is in charge of producing “strategic SIGINT [signals
intelligence] for the integral security of the state, society and democracy.” Created in 2009 by a
presidential decree, SENAIN has continuously expanded its capacities. Most of the budget has been
allocated to “special expenses for communications and counterintelligence.”78

“Journalist facing charges in Ecuador files for asylum in Peru,” Committee to Protect Journalists, April 18, 2017, http://bit.
ly/2AsfWla

72

Fundamedios, “Precandidato presidencial podría ir hasta un mes en prisión por divulgar un video en redes sociales,”
September 9, 2016, http://bit.ly/2c4EIPc; “Jueza declara culpable a Guillermo Lasso pero no lo condena a prisión,” La Republica,
September 16, 2016, http://bit.ly/2yrwZ6z

73

74

Hernandez, Jose, “Rafael Correa demanda al pelagato Pallares,” Cuatro4pPelagatos, June 21, 2017, http://bit.ly/2rYNQtb

76

“Periodista podría ir a prisión por compartir reportaje en su blog,” Fundamedios, August 24, 2016, http://bit.ly/2bCwlMe

Higuera, Silvia, “Ecuadorian judge determines that journalist Martín Pallares is not guilty in case filed by Rafael Correa,”
Journalism in the Americas, April 4, 2017, http://bit.ly/2yQfQHS

75

“Cuenca: político condenado a 15 días de cárcel por denunciar presunto caso de nepotismo en Twitter,” [Cuenca: politician
condemned to 15 days in jail for denouncing alleged case of nepotism on Twitter], La Hora, November 11, 2015, http://bit.
ly/2dybSaJ

77

Secretaría Nacional de Inteligencia, “Programación Anual de la Política Pública,” [Annual Program for Public Policy],
February 11, 2015, http://bit.ly/1pQ7SG2
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Evidence has mounted that Ecuador’s government engages in surveillance of a wide range of
individuals, as leaked documents have exposed illegal spying on politicians, journalists and activists.
In July 2015, Italian spyware company Hacking Team was compromised and their financial and
commercial transactions exposed. While the National Secretary of Intelligence quickly noted that
SENAIN had no contractual relationship with Hacking Team,79 leaked documents have suggested
otherwise and researchers have sought to establish a connection.80 81 82 According to a technical
analysis by “ilv”, a Tor Project developer, the government targeted judges, members of the national
electoral council, political parties and political movements.83 Ecuador Transparente also made public
31 secret documents from SENAIN corresponding to intelligence gathered between 2012 and 2014.
Among the targets were politicians, environmentalists, cartoonists, and journalists.84
There have been several indications of government monitoring of blogs, social media and websites.
The contract between Emerging MC and SENAIN, made public by Buzzfeed in 2015, required the
company to “predict, anticipate and eliminate” material on social media.85 In previous reports from
2013, “marketing company” Illuminati Lab displayed monitoring of Ecuadorian social media as a
success story of their company.86 In April 2016, SENAIN published a press release threatening legal
action in light of “unfounded publications made by (…) some Twitter users” related to the Panama
Papers leak.87
SENAIN also makes use of information gathered by public agencies and stored in the government
platform www.datoseguro.gob.ec. This website, administered by the National Directorate of Public
Data Registry, claims that their data is encrypted in transit and on its servers.88 Public entities, the
Registry included, are legally obliged to provide any information required by SENAIN as long as
this request has been communicated to the president.89 While President Rafael Correa has stated
that everything done by the Intelligence Agency is within the rule of law,90 it is unclear whether

79 Fundamedios, “Senain warns it will take legal action against those who release information linking it to hacking team,” July
16, 2015, http://bit.ly/1XVLaXm
80 Andreína Laines, “Lourdes Tibán asegura que sí existió relación entre la Senain y Hacking Team,” [Lourdes Tibán assures
that there is a relation between Senain and Hacking Team], Ecuavisa, July 30, 2015, http://bit.ly/1UlK2y8

Rebeca Morla, “Ecuadorian Websites Report on Hacking Team, Get Taken Down,” PanamPost, July 13, 2015, http://bit.
ly/1oebLCI

81

82 Associated Press, “APNewsBreak: Leaked Hacking Team emails suggest Ecuador illegally spied on opposition,” Fox Business,
August 6, 2015, http://fxn.ws/1Rmaa9M
83

Ilv, “Hacking Team, Chile & Ecuador,” July 11, 2015, http://bit.ly/1PxVA9x

Associated Whistleblowing Press, “Ecuadorian intelligence agency spied systematically on politicians and activists,” August
4, 2015, http://bit.ly/1MsYGRI
84

85 James Ball & Paul Hamilos, “Ecuador’s President Used Millions Of Dollars Of Public Funds To Censor Critical Online Videos,”
BuzzFeed, September 24, 2015, http://bzfd.it/1Lu6kee

86 Mónica Almeida, “Illuminati destaca como su ‘caso de éxito’ a campaña de Rafael Correa en redes,” [Illuminati highlights as
“success case” their Rafael Correa campaign in networks], December 10, 2013, http://bit.ly/1iu99pX
87
88
89

Secretaría Nacional de Inteligencia, “Comunicado de Prensa,” [Press Release], April 4, 2016, http://bit.ly/1TP9NYp

Dirección Nacional de Registro de Datos Públicos, “Preguntas Frecuentes,” [FAQ], March 26, 2016, http://bit.ly/1pDBXrr
Law of Public and State Security, Article 17.

Article 22 of Law of Public and State Security states that it is prohibited to gather information, produce intelligence or
store data on individuals because of “ethnicity, sexual orientation, religion, private actions, political preference or adhesion or
membership to partisan organizations.”
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interceptions are authorized by a judge, since the ex-president later declared that “any use of
SENAIN equipment for national security purposes” is authorized by the district attorney.91
The National Secretariat of Intelligence is accountable to the executive power and to a specialized
committee of the National Assembly, where they present a report every three months in reserved
sessions. Nevertheless, the legal representative of SENAIN is not required to answer every question
asked.92 The Comptroller General may also investigate SENAIN in the area of competence. Besides
the abovementioned mechanisms, there is no oversight body in place to guard against abusive use
of surveillance technology. Content intercepted during internet surveillance is admissible in court
and can be used to convict criminals under Articles 476 and 528 of the Criminal Code.
In 2011, SENAIN signed a nondisclosure agreement with the Chinese firm Huawei.93 The company
is a partner of state-owned CNT and their technology is widely available in the country. Additionally,
under the rules of the telecommunications law, ISPs are obliged by ARCOTEL to “provide technical,
economic, financial, legal documents, and in general, any form or request for information” and
to “allow inspections to facilities and systems.”94 Finally, the Subsystem for Interception of
Communications or Computer Data (SICOM) of the General Attorney requested Hacking Team’s
assistance to build a country-wide monitoring center to access PCs, laptops, cellphones and tablets.95
The system currently allows interception of voice calls and text messages (SMS) of criminal suspects.96
Neither anonymous nor encrypted communications are prohibited in Ecuador. Registration of cell
phones and SIM cards, however, is mandatory for every citizen.97 News sites are also required to
prove the identity of commentators, or are otherwise liable for the latter’s wrongdoing. ISPs are
required to submit the IP addresses of their clients without a judicial order on request by Arcotel.98
Finally, mobile operators were required to implement technology that would automatically provide
the physical location of cellphone users for emergency purposes, within an accuracy range of 50
meters.99

91 The Criminal Code provides in Article 5.10 that “everyone is entitled to their personal and family privacy and records and
searches cannot be done (…) except by order of the competent judge.” The Telecommunications Act provides in Article 77
that interception of data and messages can only be done “when there is an express order of a competent judge, as part of an
investigation of a crime or for reasons of public security and the state, according to those established by law and following
due process.” On the other hand, Article 470 of the Criminal Code states that personal communications to third parties cannot
be recorded without their knowledge and authorization, except as expressly stated in the law and previous court order. As for
the interception of computer data, Article 476 of the Criminal Code allows it, as part of a judicial process only. See: ANDES,
“President Rafael Correa denies that Secretary of Intelligence hired Italian Company Hacking Team,” July 17, 2015, http://www.
andes.info.ec/en/news/president-rafael-correa-denies-secretary-intelligence-hired-italian-company-hacking-team.html
92 “Rommy Vallejo acudió a la Asamblea Nacional para presentar su declaración trimestral de cuentas,” [Rommy Vallejo
attended the National Assembly to present its quarterly statement], El Comercio, August 5, 2015, http://bit.ly/1SQSeq3

Secretaría Nacional de Inteligencia, “Convenio de Confidencialidad,” [Nondisclosure agreement], June 30, 2011, http://bit.
ly/1VPadNd

93
94

Presidencia de la República del Ecuador, Executive Decree 864, January 25, 2016, http://bit.ly/25rkkvZ

Plan V, “Los secretos del nuevo Proyecto Galileo,” [The secrets of the new Galileo Project], July 8, 2015, http://bit.
ly/22FDFKW

95

Fiscalía General del Estado, “La interceptación de llamadas se hace solo bajo la autorización de un juez,” [Call interception
is done only under the authorization of a judge], July 21, 2015, http://bit.ly/1Mu8c70

96

97 Derechos Digitales, “Freedom of Expression, Encryption and Anonymity, Civil Society and Private Sector Perceptions,” May
21, 2015, http://bit.ly/1UvKTN4
98 See Article 29.9, ARCOTEL, “Reglamento para abonados de los servicios de telecomunicaciones y valor agregado,”
[Telecommunication Service Subscribers and Added Value Regulation], July 20, 2012, http://bit.ly/25rl1W4

Servicio Integrado de Seguridad ECU 911, “Informe de Gestión Anual 2015,” [Annual Report 2015], February 19, 2016,
http://bit.ly/1MuS6Kp, and Ecu 911, “Geolocalización,” [Geolocation], http://bit.ly/2e3vfsH
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Intimidation and Violence
Critical reporters and social media influencers often face intimidation, both online and offline.
During this coverage period, at least one physical attack was documented against a director of an
online news site.
Alfonso Pérez Serrano, director of news site Ecuador En Vivo, was beaten by three people on his
way to the airport at the end of 2016. According to Serrano, the attackers were detained but he was
unable to testify due to an order from the Ministry of Interior.100 “Now I have no doubt that… the
dangerous criminal organization is trying to frighten me so that I do not continue [to] use Facebook,
Twitter, WhatsApp, to complain about what is wrong,” he said.101
Online threats continued to be a common occurrence, especially amplified by former President
Correa’s (now suspended) weekly speeches calling on supporters to dox and prosecute dissidents.102
Correa has encouraged his followers to find and release personal information about users who
insult him103 as well as investigative journalists, like those reporting on the Panama Papers.104 In late
2016, journalists from digital newspaper 4pelagatos received violent threats after posting an article
mentioning Rafael Correa’s daughter.105

Technical Attacks
Ecuador is among the top 20 source countries of anonymized web attacks.106 Hacking and denial-ofservice attacks have frequently targeted digital media, and a number of such attacks were reported
in the midst of the presidential election campaign in 2017:
•

In mid-January 2017, members of political party CREO were victims of digital attacks. The
e-mail account of vice-presidential candidate Andrés Paez was hacked, and his personal
communications were manipulated to create slander. Twitter accounts belonging to
members of Congress Mae Montaño (12K followers) and Patricio Donoso (11K followers)
were hacked and used to spread rumors. Relevant social actors not directly related to
the party were also hacked for the same purpose, including journalists Carlos Vera (330K
followers), Juan Carlos Calderón (19K followers), and presidential candidate Dalo Bucarám
(329K followers).107 In February 2017, the Twitter account of the news outlet Diario Ultimas

“Reportan atentado contra director del portal “Ecuador en Vivo”,” [Reported attack against director of news site Ecuador
en Vivo], La Republica, December 11, 2016, http://bit.ly/2hl57LP

100

EcuadorEnVivo, “Cobarde agresión a nuestro director,” [Cowardly aggression against our director], December 12, 2016,
http://bit.ly/2qMVUSk

101

“President calls for revealing Twitter user’s identity and prosecute those who respond to his challenge in social networks,”
Fundamedios, January 11, 2016, http://bit.ly/1VBGsiW

102

“Presidente pide identificar tuiteros que ‘insulten’ en internet,” [President asks to identify twitter users who insult on the
internet], Usarios Digitales, June 7, 2016 http://bit.ly/1QdQJ4y

103

Paola Navarrete, “Latin American journalists investigating the Panama Papers suffer criticism and retaliation,” Journalism
in the Americas, April 27, 2016, http://bit.ly/21hq2Nr

104

Fundamedios, “4Pelagatos reciben amenazas por cuestionar artículo de hija del Presidente,” [4pelagatos receives threats
for questioning the president’s daughter], September 15, 2016. http://bit.ly/2cqpS3a

105
106

Akamai, “Attack Spotlight: The Use of Anonymizing Services in Web Attacks,” 2016, http://bit.ly/2rE3bj4

Puente, D., “Políticos y candidatos de oposición denuncian hackeo de sus cuentas en redes sociales,” [Politicians and
candidates denounce hacking of their social media accounts], El Comercio, January 16, 2017, http://www.elcomercio.com/
actualidad/politicos-candidatos-oposicion-denuncian-hackeo.html
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Noticas was also reportedly hacked and used to spread disinformation against Andrés
Paez.108
•

In late January 2017, the digital outlet Ecuador en Vivo also reported that its website had
been hacked and disinformation was published to smear opposition candidates. The
website went offline for several hours as a result.109 During the same period, other attacks
targeted investigative news site MilHojas and fact-checking site Ecuadorchequea.com.110 In
the case of MilHojas for example, the attack came immediately after it published a story
alleging government involvement in a corruption scandal.

In December 2015, Citizen Lab revealed an analysis of a series of malware attacks in Ecuador and
other countries. Targets included high-profile journalists, civil society organizations, activists and
politicians.111
The Counter-Intelligence and Strategic Technological Operations Center of SENAIN handles the
technical aspects of the country’s cybersecurity, and EcuCERT, has been in operation since 2014.112
In early 2016, Ecuadorian police created a special unit to deal with cybercrime with a team of 200
agents working in research and intelligence.113

“Aclaración- Hackearon la cuenta de Twitter de Últimas Noticias,” El Comercio, February 7, 2017, http://www.elcomercio.
com/actualidad/aclaracion-hackearon-cuenta-twitter-ultimasnoticias.html.

108

“Un nuevo ciberataque se cuela en la campaña electoral,” Medios Publicos, January 25, 2017,
mediospublicos.ec/noticias/actualidad/un-nuevo-ciberataque-se-cuela-en-la-campana-electoral
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http://www.

“Wave of attacks on Ecuador news sites before election,” International Press Institute, February 9, 2017, https://ipi.media/
wave-of-attacks-on-ecuador-news-sites-before-election/
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John Scott-Railton, Morgan Marquis-Boire, Claudio Guarnieri, and Marion Marschalek, “Packrat: Seven Years of a South
American Threat Actor,” Munk School of Global Affairs, University of Toronto, December 8, 2015, http://bit.ly/1U3dFkI
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Inter-American Development Bank (IDB); Organization of American States, “Cybersecurity: Are We Ready in Latin America
and the Caribbean?” March 2016, http://bit.ly/1qatSLC
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ANDES, “Ecuador crea unidad especial para enfrentar ciberdelitos,” [Ecuador creates special unity against cybercrime],
February 3, 2016, http://bit.ly/1MM284J
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Egypt
2016

2017

Internet Freedom Status

Not
Free

Not
Free

Obstacles to Access (0-25)

15

16

Limits on Content (0-35)

15

18

Violations of User Rights (0-40)

33

34

TOTAL* ( 0-100 )

63

68

Population:

95.7 million

Internet Penetration 2016 (ITU):

39.2 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

More than 100 websites—including those of prominent news outlets and human rights
organizations—were blocked by June 2017, with the figure rising to 434 by October (see
Blocking and Filtering).

•

Voice over Internet Protocol (VoIP) services are restricted on most mobile connections,
while repeated shutdowns of cell phone service affected residents of northern Sinai (See
Restrictions on Connectivity).

•

Parliament is reviewing a problematic cybercrime bill that could undermine internet
freedom, and lawmakers separately proposed forcing social media users to register with
the government and pay a monthly fee (see Legal Environment and Surveillance, Privacy,
and Anonymity).

•

Mohamed Ramadan, a human rights lawyer, was sentenced to 10 years in prison and
a 5-year ban on using the internet, in retaliation for his political speech online (see
Prosecutions and Detentions for Online Activities).

•

Activists at seven human rights organizations on trial for receiving foreign funds
were targeted in a massive spearphishing campaign by hackers seeking incriminating
information about them (see Technical Attacks).
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Introduction
Internet freedom declined dramatically in 2017 after the government blocked dozens of critical news
sites and cracked down on encryption and circumvention tools.
Amid geopolitical tensions, human rights abuses, and economic discontent, the Egyptian
government made several unprecedented moves to control the internet in the past year. After a
diplomatic crisis between several Middle Eastern countries and Qatar, Egypt blocked 21 news sites
for allegedly promoting terrorism, including the website of al-Jazeera, a Qatari-owned television
network banned in Egypt over its editorial support for the ousted (and now outlawed) Muslim
Brotherhood. The incident opened the floodgates to further censorship, resulting in the blocking
of the progressive and independent news site Mada Masr as well as the websites of numerous local
and international human rights organizations. More than 100 websites had been blocked by the
end of this report’s coverage period, and the figure jumped to 434 by October 2017. News websites
were blocked for the first time in 2015, though at that time only two were singled out—the Qatariowned al-Araby al-Jadeed news site and its English version The New Arab.
Security forces also detained individuals for criticizing the government’s human rights record and
mocking President Abdel Fattah al-Sisi on social media. A human rights lawyer in Alexandria was
sentenced to 10 years in prison, followed by a five-year ban on leaving the house and using the
internet, based on allegations he ran a Facebook page that incited “terrorism,” a loose term that
has been applied to nonviolent criticism of the government. Several others have been arrested or
sentenced for allegedly administering Facebook pages that poked fun at government officials or
expressed legitimate opposition to their policies.
Egypt’s parliament has also taken several steps to restrict the online sphere. In addition to a
problematic cybercrime bill currently under review, parliamentarians have suggested forcing
social media users to register with the government and pay a monthly fee in order to facilitate
state surveillance. Leaked documents indicate certain government agencies possess sophisticated
surveillance equipment. At the same time, progovernment hackers adopt relatively low-tech means
to spy on prominent activists. Individuals from seven prominent nongovernmental organizations
were subject to an extensive phishing campaign targeting their personal and professional accounts
between November 2016 and January 2017. Authorities have also used digital tools to pursue gay
men on charges of “inciting debauchery,” with devastating consequences for their physical security.
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Obstacles to Access
Poor telecommunications infrastructure and relatively high costs continue to pose obstacles to
universal internet access in Egypt. The government’s control over the internet backbone dampens
market competition and centralizes control over the internet. Although the mobile market is more
diverse, VoIP services continue to be restricted over mobile broadband networks.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

a

39.2%

2011

25.6%

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

2015

2011

2017(Q1)

2016(Q1)

35.9%
114%
111%
105%

2.0 Mbps
2.4 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

According to the International Telecommunication Union (ITU), internet penetration stood at 39
percent at the end of 2016, up from 25 percent five years ago. Egypt’s mobile phone penetration
rate was 110 percent in January 2017,1 amounting to over 98 million mobile subscriptions, as well as
26 million mobile internet subscriptions.2
Broadband prices have been slowly decreasing with increased competition between mobile
providers, despite the dominance of the state-owned internet provider. Prices will rise, however, as
the Ministry of Finance announced a 14 percent value-added tax (VAT) on ADSL internet services
starting from September 2017. After VAT, plans advertised at 1 Mbps speeds with a 10 GB data
allowance will cost EGP 57 (USD 3.23) per month, up from EGP 50 (USD 2.83), while the 2 Mbps
speed and 150 GB data package will rise to EGP 160 (USD 9.08).3
Furthermore, the overall poverty level impedes access to broadband internet for many Egyptian
households.4 Telephone lines are not universal, with large segments of the country unconnected
to the landline telephone grid. Even when they are, the phone infrastructure, based on antiquated
underground copper lines, frequently does not allow for speeds above 1 Mbps. In the ITU’s ICT
Development Index, a composite index which compares developments in ICT across countries, Egypt
ranked 100 out of 175 countries in 2016, 3 spots lower than the previous year.5

1

2

MCIT, “Key Indicators Viewer,” February 2017, http://bit.ly/2rURR5n.

MCIT, “ICT Indicators in Brief,” February 2017, http://bit.ly/2rURR5n.

“Increase in ADSL internet prices in September,” The Daily News Egypt, July 26, 2017, https://dailynewsegypt.
com/2017/07/26/increase-adsl-internet-prices-september/.
3

4

World Bank, “Egypt, Arab Republic,” http://data.worldbank.org/country/egypt-arab-republic?display=default.

International Telecommunication Union, Measuring the Information Society Report 2016, http://www.itu.int/en/ITU-D/
Statistics/Pages/publications/mis2016.aspx.
5
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Restrictions on Connectivity
Authorities have repeatedly shut down telecommunications networks in the Sinai Peninsula,
ostensibly to prevent their use by Islamist militants. For example, phone and internet services went
out for at least eight hours on September 17, 2016.6 Mobile networks were reportedly shut down for
hours on April 24, 2017 during operations by security forces. 7 The indiscriminate shutdowns have a
debilitating effect on local residents, who are unable to make emergency phone calls or use banks.
Sinai’s population has long felt marginalized by the central government. Similar shutdowns were
noted throughout 20148 and 2015.9
The Egyptian government has centralized internet infrastructure and fiber-optic cables to
create highly controllable choke points.10 In addition, virtually all of Egypt’s telecommunications
infrastructure is owned by Telecom Egypt, a state-owned company. The arrangement makes it easy
to suspend internet access or decrease speeds, as was the case during the 2011 revolution. From
January 27 to February 2, 2011,11 authorities disabled the country’s Border Gateway Protocol Routes,
shutting down all internet traffic in less than one hour.12 Telecommunications companies were then
ordered to cut mobile internet and text-messaging services under the terms of strict agreements
they had signed with regulators. At the time, state intelligence agencies claimed that “foreign
intelligence [was] using communication technologies to plan terrorist actions.”13
VoIP services have been intermittently blocked over mobile networks. Users experienced disruptions
when attempting to make voice calls over apps like WhatsApp, Apple’s FaceTime, Viber, Skype, and
Facebook Messenger in April 2017.14 The disruptions may have been linked to the announcement of
a three-month state of emergency after a terrorist attack killed dozens at a church on Palm Sunday.15
The National Telecom Regulatory Authority (NTRA) denied that VoIP calls had been restricted.16
Similar restrictions were reported in October 2015, but at that time mobile operators confirmed
that the NTRA had ordered the block.17 Periodic blockages of VoIP traffic over mobile networks
were documented as early as 2010,18 but debate over VoIP flared up in June 2013 after the NTRA
announced the establishment of a committee to “monitor” communications on free messaging
apps WhatsApp and Viber, pending a potential decision to block or restrict them. The NTRA stated
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the rationale was economic.19 It is theoretically prohibited to make international calls from VoIP
networks under Article 72 of the 2003 Telecommunications Law, which forbids the “by-passing [of]
international telephone calls by any means whatsoever.”20

ICT Market
The Egyptian mobile phone market is divided between three companies. Vodafone Egypt, which is
55 percent owned by the private company Vodafone, enjoys the greatest market share with 40.5
percent.
Orange Egypt has a market share of 33 percent. Formerly known as Mobinil, it underwent
rebranding in March 2016, and is now 99 percent owned by its French parent company.21 Finally,
Etisalat Misr has a 24 percent market share. The company is 66 percent owned by Etisalat, an Emirati
company with strong ties to that country’s rulers.22
In 2016, Egypt sold 4G licenses to all existing networks, as well as a fourth license to a state-owned
company, Telecom Egypt, which announced it would offer 4G services in 2018. Telecom Egypt
obtained a license to establish a new mobile telephone company in April 2014 but had yet to launch
in mid-2017.23
In the fixed-line broadband market, Telecom Egypt (under the banner TE Data) controls 75 percent
of the ADSL market. Egypt’s main internet service providers (ISPs), also known as “Class A” ISPs,
are Etisalat Egypt, Noor, and Vodafone data. These companies lease lines from TE Data and resell
bandwidth to smaller ISPs.24

Regulatory Bodies
Mobile service providers and ISPs are regulated by the National Telecommunications Regulatory
Authority (NTRA) and governed by the 2003 Telecommunication Regulation Law. The NTRA’s
board is chaired by the ICT minister and includes representatives from the defense, finance, and
interior ministries; the state security council; the presidency; workers’ unions; as well as public
figures, experts, and other military figures.25 Officially, the NTRA is responsible for regulating the
telecommunications industry, ensuring a competitive environment in the market, managing the
frequency spectrum, standardization, and interconnection agreements.26 In addition, it aims to
enhance and integrate advanced telecommunications and broadband technologies.27 The NTRA has
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led reforms to upgrade telecoms infrastructure by installing fiber-optic cables to increase internet
speeds and, in October 2016, auctioned 4G frequencies to all mobile providers.28

Limits on Content
Egypt has blocked more than 400 websites, including independent news outlets, human rights
organizations, VPN and proxy services, and social media platforms, in an aggressive and
unprecedented wave of censorship. Egyptians still manage to use satire to push the boundaries
on sensitive issues—which now include debating questions of public interest and policies under
consideration by parliament.

Blocking and Filtering
Dozens of websites were newly blocked to restrict access to political information in 2017. Previously,
only two websites were known to be blocked in the country: al-Araby al-Jadeed and its English
version, The New Arab. Both were blocked in December 2015 due to their links to Qatar.29
On May 24, 2017, Egyptian state news announced 21 websites had been blocked for allegedly
supporting terrorism, according to an official. Among them were several prominent news outlets
linked to Qatar, the extremist group Hamas, and the Muslim Brotherhood, in addition to Mada Masr,
an independent, progressive, and bilingual news site based in Egypt which has been nominated for
awards by Reporters Without Borders and Index on Censorship.30 Security officials interviewed by
Reuters stated the sites were blocked for their links to the Muslim Brotherhood and Qatar.
No official blocking order was issued by a court or government authority, making it impossible to
challenge the ban through legal channels.31 The independent daily al-Masry al-Youm published an
“official report” from an unnamed “sovereign authority” that justified the blocking on grounds that
one-third of countries around the world ban websites for “terrorism, pornography or prostitution,
illegal immigration, and money laundering.” The report erroneously supported that assertion using
a chart taken from the 2016 edition of Freedom on the Net, which actually shows that 35 percent of
the world’s population lives in countries where the internet is “Not Free,” an unrelated finding.32
The blocks coincided with a diplomatic crisis between Qatar and other Middle Eastern countries
sparked when hackers posted remarks attributed to the emir of Qatar on the Qatar News Agency
website, which appeared to confirm regional fears that he supports political and extremist groups in
defiance of neighboring countries. The Washington Post reported that the hack was orchestrated by
the United Arab Emirates to discredit Qatar.33 Egypt was one of several countries that broke relations
with Qatar after the incident.
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Censorship escalated, and by the end of June, over 100 websites were blocked, including Huffington
Post Arabic, the financial newspaper al-Borsa, and the entire online publishing platform Medium,
where Mada Masr had reposted content in a bid to outwit censors. Websites run by Human Rights
Watch, Reporters Without Borders, the activist April 6 Youth Movement which was active in the 2011
revolution, and the jailed democracy activist Alaa Abdel Fattah were also inaccessible. Reporting
on its Facebook page, Mada Masr indicated the decision to block the websites was made by the
Egyptian authorities, rather than ISPs.34 Authorities also blocked the websites of various tools which
help circumvent censorship, including Tor,35 TunnelBear, CyberGhost, Hotspot Shield, TigerVPN,
ZenVPN, and other virtual private networks (VPNs) and proxy services. Tor usage data showed
an uptick in downloads from Egypt as users reportedly found other ways to obtain access to the
service.36 By October, the number of blocked websites had risen to 434, according to the Association
for Freedom of Thought and Expression (AFTE), an Egyptian nongovernmental organization.37 In
mid-2017, AFTE and Mada Masr filed separate lawsuits to appeal against the blocking.
In December 2016, authorities blocked the encrypted communications app Signal, as well the
website of its operator Open Whisper Systems.38 This was the first known incident of Egyptian
authorities blocking an app in its entirely, but some users may still be able to use it (see
“Surveillance, Privacy, and Anonymity”).

Content Removal
Egyptian authorities report shutting down dozens of social media pages. Major social media
companies did not report having implemented direct government requests to remove content, but
popular satirical pages were disabled when government supporters reported them to Facebook for
violating the platform’s community standards. Observers speculated that the activity had official
support after President Sisi stated, “With the assistance of two web brigades, I can shut down the
pages, take them over and make them my own.”39
One satirical Facebook page under the name of President Sisi with over 800,000 followers was
closed down after it posted a fabricated screenshot of the president’s cell phone displaying 12
missed calls from Saudi Arabia’s King Salman after an Egyptian court ruled that the government
could not cede two Red Sea islands to the kingdom. Satirical pages operating under the names of
former President Hosni Mubarak and members of his family were also closed down after they were
reported. Facebook requires that users share content under the name they go by in everyday life.40
Separately, in December 2016, the Ministry of Interior claimed it shut down 163 Facebook pages and
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arrested 14 administrators for allegedly “inciting people to commit acts of vandalism against state
institutions and citizens,” according to Daily News Egypt.41
Facebook, Google, and Twitter, did not report that Egyptian authorities had requested that they
remove user-generated content on their platforms in 2016, though full data for the coverage period
had not been published in mid-2017.42

Media, Diversity, and Content Manipulation
At a time when traditional media is suffering from what several independent newspaper editors
have referred to as unseen levels of homogeneity, online media is also struggling to maintain its
independence.43 Numerous news sites have been blocked for failing to adhere to the government’s
editorial line (see “Blocking and Filtering”).
Online journalists are often reluctant to cross red lines on sensitive topics, which include sectarian
tensions, sexual liberty, the Muslim Brotherhood, detainees, military operations in the Sinai, and
the military’s outsized role in the national economy. A provision in the August 2015 antiterrorism
law criminalizes the publication of information regarding militant attacks that contradicts official
government statements, punishable by two years in prison.44
The rising number of arrests for social media posts, including satirical images and comedy videos,
have also had a chilling effect on online speech. In June 2017, an online skit mocking the army’s
production of Ramadan cookies—a seasonal staple—that ran on a little-known website attracted the
ire of the government and its supporters, who called the actors “traitors” and “foreign agents.” The
website removed the video, but it was blocked a few days later.45
Registering a local .eg domain requires the submission of personal data and copies of a national
ID, which may inhibit local sites from criticizing the government. Online-only news websites are not
recognized by the state as news outlets, unless connected to a print newspaper, making it tough to
obtain press credentials, gain access to sources or fact-check information with officials.
The economic viability of independent news websites is constantly under threat, as exemplified by
the string of closures and financial difficulties experienced by most. The landscape is dominated
by the online versions of state-owned newspapers or those benefiting from the backing of
government-connected financiers.46 The most widely read news outlets, per the most recent Alexa
ranking, are primarily tabloids, news portals aligned with the government, and sports websites.
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Blogging platform “Blogspot” is the 16th most popular website in the country, an indication that
many Egyptians use it to share opinions and news.47

Digital Activism
Digital activism and political organizing have been largely subdued over the past several years due
to fears of arrest, harsh jail sentences, and even murder by police forces while attending protests.48
For example, Shaimaa al-Sabbah, a liberal activist, died from shotgun pullets while attending
peaceful demonstration in Cairo; footage of her death went viral and sparked public outrage.49 A
November 2013 law has effectively banned protest and given free rein to police in cracking down on
demonstrations.50 In one exception, activists at the American University in Cairo, a private institution,
used social media to draw attention to the administration’s decision to abruptly end of the contracts
of workers there.51

Violations of User Rights
Several new laws threaten free expression online. An antiterrorism law was passed in August 2015, and
a cybercrime law is under consideration. Both laws include harsh penalties for online activities, which
activists and observers warn could be used to prosecute dissidents and opposition political parties.
Several users were arrested or imprisoned over the coverage period for laws related to insulting the
president, inciting debauchery, or contempt of religion. The monitoring of cyberspace by the authorities
remains a high concern.

Legal Environment
Egypt’s constitution, amended on January 18, 2014,52 contains articles that address and nominally
guarantee freedom of the press, stating that Egyptians “have the right to own and issue newspapers
and establish visual, audio and digital media outlets.” According to Article 70, “the law shall regulate
ownership and establishment procedures for visual and radio broadcast stations in addition
to online newspapers.” This wording implies that even online sources of information could be
regulated and their owners may be required to seek government approval in order to operate, as is
currently the case with newspapers. Article 71 states that censorship is forbidden “in any way” and
no individuals should be punished for publications. However, exceptions are made for “times of
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war or general mobilization,” with crimes delineated for “incitement to violence,” “discrimination
amongst citizens, or impugning the honor of individuals.”53
Article 211 outlines the establishment of a “National Media Council” tasked with regulating “the
affairs of radio, television, and printed and digital press, among others” and ensuring that the press
maintains a commitment to “professional and ethical standards, as well as national security needs.”
The Supreme Council for the Administration of the Media was created in December 2016 with the
power to fine and suspend media organizations.54
Furthermore, Article 57 states that private communications “may only be confiscated, examined or
monitored by causal judicial order, for a limited period of time, and in cases specified by the law.”
Judicial warrants are needed in order to enter, search, monitor, private property such as homes
as specified in Article 58. However, the constitution continues to permit the trial of civilians under
military courts, despite objections from political activists.55
In August 2015, a new antiterrorism law was ratified by the president.56 The bill had been set for
changes after criticism from the international community, 57 but was rushed through after the
assassination of Prosecutor General Hisham Barakat on June 29, 2015.58 The antiterrorism legislation
classifies a larger number of crimes as terrorism and provides for the establishment of a “Terrorism
Prosecutor’s Office,” which would likely be subject to fewer checks and appeal provisions than
normal civilian courts. One provision would allow the police to monitor internet traffic and social
media activity to “prevent their use for terrorist purposes.”59 Furthermore, Article 27 calls for a
minimum sentence of five years in prison for “setting up a website with the goal of promoting
ideas or beliefs inciting to the use of violence, broadcasting information to mislead the police or
judicial authorities on terrorism cases, or exchanging messages and issuing orders between terrorist
groups or organizations.”60 Setting up a group with the intention of “advocating by any means the
obstruction of provisions of the constitution or laws” is punishable by life imprisonment or the death
penalty, a charge that activists pointed out could apply to any peaceful political party or advocacy
group.61 Finally, journalists face heavy fines for disputing official accounts of attacks by militants.
President el-Sisi had previously issued a separate law broadening the definition of “terrorist entities”
to include anyone who threatens public order “by any means,” and allowing the state to draw up
The full text reads, “It is prohibited to censor, confiscate, suspend or shut down Egyptian newspapers and media outlets
in any way. Exception may be made for limited censorship in time of war or general mobilization. No custodial sanction shall
be imposed for crimes committed by way of publication or the public nature thereof. Punishments for crimes connected with
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53

Ahmed Aboulenein, “New Egyptian law establishes media regulator picked by president,” Reuters, December 26, 2016,
http://www.reuters.com/article/us-egypt-media-idUSKBN14F11S.

54
55

“Egypt panel approves ‘conditional military trials of civilians’,” Ahram Online, November 21, 2013, http://bit.ly/1EY7StE.

“Egypt’s al-Sisi imposes strict anti-terrorism laws,” BBC News, August 17, 2015, http://www.bbc.com/news/world-middleeast-33955894.
56

José Gonzalez, “Egyptian draft anti-terror laws pose a threat to freedom of expression,” Canadian Journalists for Free
Expression, May 5, 2014, https://cjfe.org/resources/features/egyptian-draft-anti-terror-laws-pose-threat-free-expression; Erin
Cunningham, “Egyptian draft laws to widen ‘terror’ definition drawing fierce criticism,” Washington Post, April 22, 2014, http://
wapo.st/1QAuyBA.
57

58

Mai El-Sadany, “Yet Another Terrorism Law,” The Tahrir Institute for Middle East Policy, July 6, 2015, http://bit.ly/1KO98Cb.

60

Al Hussaini,”Egypt’s Anti-Terrorism Law to Target Internet.”

59

Al Hussaini,”Egypt’s Anti-Terrorism Law to Target Internet.”

Cairo Institute for Human Rights Studies, “Egypt’s draft anti-terrorism laws constitute greatest threat to civil liberties in 37
years,” IFEX, April 30, 2014, http://bit.ly/1KraMDe.
61

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

EGYPT
lists of alleged terrorists or terrorist organizations.62 The law, which passed in in February 2015, met
with skepticism from legal and rights activists, who said its loose wording could allow the state to
consider political parties, student unions, political movements, and human rights organizations as
terrorist organizations.63
With respect to cyberspace, Article 34 of the constitution outlines the role of the government
as preserving the security of cyberspace, “an integral part of the economic system and national
security.” Various versions of a new cybercrime law have been floated since 2015. A bill under
consideration by parliament during the coverage period outlined penalties for incitement, terrorism,
religious intimidation, and the use of personal photos and videos for blackmail. It also allows law
enforcement agencies to submit requests to block websites deemed to threaten national security,
a term that has been used as an excuse to censor political opponents, journalists, and activists.64
Website managers who fail to take sufficient precautionary measures or fail to report wrongdoing to
the authorities could be prosecuted for enabling crimes to be committed.65 The bill was subject to
criticism from human rights groups.
Amendments to the Emergency Law, Anti-Terrorism Law, and criminal code were rushed through in
April 2017 after terrorist attacks on three Coptic churches. The amendments allow for the indefinite
detention of individuals suspected of threatening national security through special emergency
courts, and curtail the right to appeal court decisions and obtain a fair trial. Police may also detain
individuals for seven days without bringing them before a judge or prosecutor, opening the door for
mass arrests and enforced disappearances. 66 A similar law used during the Mubarak era was struck
down by the constitutional court in 2013.

Prosecutions and Detentions for Online Activities
Egyptians continue to face heavy penalties for their online activities. Over the past year, a number
of Facebook users were arrested and in some cases sentenced to prison for spreading false news,
inciting violence, or insulting the president. Some were charged on the basis of content shared on
pages they administered. This was a break from the past, when the government mainly targeted
prominent members of organized opposition movements, such as the Muslim Brotherhood or the
April 6 Youth Movement.

62
63

•

On February 8, 2017, Amr “Socrates” Mostafa was arrested from a cafe in downtown
Cairo and later charged with posting false news on Facebook.67

•

On March 8, 2017, Mohamed Rabie Abdel Aziz was sentenced by the Madynet
Nasr Awal Court to one year in prison on charges of “protesting without permission,
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publishing and broadcasting false news and information via Facebook, and
administrating pages inciting against state institutions.”68
•

•

On March 14, 2017, Abdul Aziz Mahmoud, founder of the “Soldiers Against the Coup”
Facebook page, was sentenced to three years in prison on charges that included
“inciting against state institutions, calling for changing the constitution, insulting the
president, and spreading false news through social networks.”
In April 2017, a court in Alexandria sentenced human rights lawyer Mohamed Ramadan
to 10 years in prison followed by five years under house arrest and a five-year ban on
using the internet on charges that included insulting the President, misusing social
media platforms and incitement to violence on Facebook.69

Six members of comedy group “The Street Children” were detained for five months in 2016 after
uploading satirical videos criticizing President Sisi. They were charged them with “inciting people
against the authorities, forming a group that stands against state principles, and attempting to
topple the regime”.70 Their arrest was widely condemned by Egyptian media, and led to campaigns
demanding their release.71 They were required to report to police twice a week in 2017, and their
case had not been dropped by the public prosecution as of September.
Egyptians have also been targeted for addressing religious taboos, including four teenagers
sentenced to five years in prison for a video mocking the so-called Islamic State. They reportedly
sought asylum in Switzerland.72 Others have been sentenced to prison for Facebook posts for
criticizing or questioning religious doctrine.73
Authorities use social media and dating apps to entrap sexual and gender minorities accused of
performing illegal acts.74 A number of Egyptians stand accused of promoting “sexual deviancy”
and “debauchery” after images shared on social media showed them holding a rainbow flag at
a concert by the Lebanese band Mashrou’ Leila, whose frontman is openly gay. Dozens were
arrested in the aftermath of the concert, which took place in Egypt on September 22, 2017.75 At
least six were sentenced to prison terms of between one and six years in early October 2017.76
Several prominent digital activists and online journalists remain in prison. In many cases, individuals
“The quarterly report on the state of freedom of expression in Egypt First quarter (January - March 2017)”, AFTE, 2017,
https://afteegypt.org/afte_releases/2017/05/22/13021-afteegypt.html?lang=en.

68

69 “Egypt: 10-year prison term for insulting President an outrageous assault on freedom of expression,” Amnesty
International, April 13, 2017, http://bit.ly/2rkKCoy

“‘Street Children’ band members released,” Daily News Egypt, September 7, 2016. www.dailynewsegypt.com/2016/09/07/
street-children-band-members-released/.

70

George Mikhail, “Satire leads Egypt youth troupe to prison,” Al Monitor, May 18, 2016, http://www.al-monitor.com/pulse/
originals/2016/05/egypt-arrest-satire-troupe-street-children-sisi-charges.html.

71

Luiz Sanchez, “Coptic teenagers accused of insulting religion seek asylum in Switzerland,” Mada Masr, September 6, 2016,
http://www.madamasr.com/en/2016/09/06/feature/politics/coptic-teenagers-accused-of-insulting-religion-seek-asylum-inswitzerland/.

72

“Egyptian writer Fatima Naoot sentenced to 3 years in jail for ‘contempt of religion’,” Ahram Online, January 26, 2016.
http://english.ahram.org.eg/NewsContent/1/64/185963/Egypt/Politics-/Egyptian-writer-Fatima-Naoot-sentenced-to--years-i.
aspx.

73

74

“Vice police entraps a sexual deviant on the internet” Youm7, April 13, 2016, http://bit.ly/2f0PMez.

“Egypt “hunting down” gays, conducting forced anal exams – Amnesty,” Reuters, September 30, 2017, https://www.reuters.
com/article/us-egypt-rights/egypt-hunting-down-gays-conducting-forced-anal-exams-amnesty-idUSKCN1C50D3.

75

Human Rights Watch, “Egypt: Mass Arrests Amid LGBT Media Blackout”. 6 October 2017. https://www.hrw.org/
news/2017/10/06/egypt-mass-arrests-amid-lgbt-media-blackout.
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faced charges unrelated to their online activities, although their supporters believe they were
arrested in order to prevent them from expressing their views. For example, Alaa Abdel Fattah, a
prominent blogger and leading figure in the 2011 revolution, was sentenced to five years in prison
on February 23, 2015, along with 24 other defendants, in relation to participating in a 2013 protest
against newly passed legislation that effectively criminalized any protests without government
permission.77 In June 2016, the UN Working Group on Arbitrary Detention issued a legal opinion78
stating that Abdel Fattah was being detained arbitrarily and calling on the Egyptian government to
immediately release him.79

Surveillance, Privacy, and Anonymity
Surveillance is a significant concern. Research and leaked documents have shown that Egyptian
authorities have purchased or received surveillance equipment from international companies like
Blue Coat,80 Nokia Siemens Network,81 and Hacking Team.82 Following pressure from human rights
organizations, Italy revoked authorization from surveillance company Area SpA to sell equipment
to Egypt’s Technical Research Department in early 2016.83 There is no transparency about which
agencies may operate this equipment, and doing so may violate privacy protections in the
constitution (see “Legal Environment”).
Encryption remains restricted. In December 2016, Egypt blocked Signal, a messaging app which
allows users to send and receive content using end-to-end encryption. According to Open Whisper
Systems, the company behind the app, this was the first time the program had been censored in an
entire country. One week after the block, Signal introduced a feature to its Android app allowing
it to sidestep censorship in Egypt, using a feature called “domain fronting”—concealing Signal’s
traffic inside of encrypted connections to a major internet service, in this case Google’s App Engine
platform designed to host apps on Google’s servers. Blocking Signal would thereby require blocking
the entirety of Google products.84
In June 2017, the New York Times reported that a bill was to go before Egypt’s Parliament requiring
ride-sharing companies Careem and Uber to provide the government access to their internal data
about customer and driver movements. Careem’s CEO, Mudassir Sheikha, has said that the Egyptian

77

“Alaa Abdel Fattah: Egypt jails activist-blogger for five years,” BBC News, February 23, 2015, http://bbc.in/17MgxiI.

United Nations Human Rights Council, “Opinion No. 6/2016 concerning Alaa Ahmed Seif al Islam Abd El Fattah (Arab
Republic of Egypt)”, 6 June 2016, www.ohchr.org/Documents/Issues/Detention/Opinions/Session75/Opinion_2016_6_Egypt.pdf.

78

EFF”, Alaa Abd El Fattah Must Be Released, Says UN Working Group on Arbitrary Detention,” July 5, 2016, https://www.eff.
org/deeplinks/2016/07/alaa-abd-el-fattah-must-be-released-says-un-working-group-arbitrary-detention.

79

80

“PLANET BLUE COAT, Mapping Global Censorship and Surveillance Tools”, Citizen Lab, January, 2013, http://bit.ly/2tNVacK.

J.M. Porup, “European spy tech sold to ultra-secret branch of Egyptian gov’t, claims new report,” Ars Technica, February
25, 2016, http://arstechnica.co.uk/security/2016/02/european-spy-tech-sold-to-secret-branch-of-egyptian-intelligence-claimsnew-report/.
81

82 Cora Currier, Morgan Marquis-Boire, “A detailed look at Hacking Team’s Emails about its repressive clients,” The Intercept,
July 7, 2015, https://theintercept.com/2015/07/07/leaked-documents-confirm-hacking-team-sells-spyware-repressivecountries/.
83 “Italy cancels surveillance export to Egypt but new undercover documentary shows surveillance industry brazenly
continues to export to repressive regimes,” Privacy International, April 11, 2017, https://www.privacyinternational.org/
node/1439.

84 “Encryption App Signal Fights Censorship With A Clever Workaround,” Wired, December 21, 2016, https://www.wired.
com/2016/12/encryption-app-signal-fights-censorship-clever-workaround/.
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government had offered him preferential treatment over Uber in exchange for access to customer
data.85
In April 2017, Member of Parliament Reyad Abdel Sattar introduced a bill that would require users
to register their full name, national identification number, and email address via a government-run
platform to gain access to social media in a bid to “facilitate state surveillance over social networks.86
The bill also included a punishment of six months’ imprisonment or EGP 5,000 (USD 280) for those
found to be using social media networks without permission from the government. In another bill,
Sattar suggested Egyptian social media users pay a monthly fee of EGP 200 (USD 10).87

Intimidation and Violence
Bloggers are frequently intimidated online by government supporters, who often work in
collaboration with progovernment news websites to smear prominent activists. Esraa Abdel
Fattah had her personal photos, emails, and recorded phone calls leaked on social media in 2017.
A progovernment Facebook page posted photos of her without a hijab in order to accuse her of
“indecency.” She had earlier had her cell phone stolen.88
Egyptians also face other sanctions for their online activities. In March 2017, Cairo University
student Hussein Bondoq was investigated in relation to comments posted on Facebook. In a
separate case, a university professor was fired after she posted a video of herself dancing on her
personal Facebook page.89
In 2014, the local LGBT community warned that police were using the dating app Grindr to
embarrass and entrap gay men, a practice that reportedly continues.90 Grindr has disabled the use
of geolocation data in Egypt and displayed a warning message to all local users after the incidents
were reported. The New York Times estimated that between mid-2013 and mid-2016, at least
250 gay, lesbian, and transgender Egyptians were arrested.91 Homosexuality is not a crime under
Egyptian law, but authorities have frequently charged individuals for “debauchery and immorality”
(see “Prosecutions and Detentions for Online Activities”).

Technical Attacks
Local human rights activists and nongovernmental organizations experienced a wave of phishing
attacks over the past year, in an operation dubbed “NilePhish.” Over 92 sophisticated phishing
attempts were documented between November 24, 2016 and January 31, 2017.92 Phishing messages
85 “Dilemma for Uber and Rival: Egypt’s Demand for Data on Riders,” New York Times, June 10, 2017, https://www.nytimes.
com/2017/06/10/world/middleeast/egypt-uber-sisi-surveillance-repression-careem.html.
86

“How surveillance, trolls, and fear of arrest affect Egypt’s journalists,” CPJ, June 12, 2017, http://bit.ly/2rpiFqT.

88

“How surveillance, trolls, and fear of arrest affect Egypt’s journalists,” CPJ, June 12, 2017, http://bit.ly/2rpiFqT.

“Egyptian Facebook Users Should Pay $US 11 Monthly to Government: Parliamentarians,” Egyptian Streets, April 16, 2017,
http://bit.ly/2plsNnw. “MPs suggest Facebook users pay monthly subscription to aid state surveillance,” Egypt Independent,
April 16, 2017, http://bit.ly/2tjSino.
87

89

AFTE quarterly report, March, 2017, https://afteegypt.org/afte_releases/2017/05/22/13021-afteegypt.html?lang=en.

“Egypt shock: the police use Grindr to locate and arrest gays,” Gay.it, August 29, 2016, http://www.gay.it/attualita/news/
egitto-polizia-grindr-localizzazione-gay.
90

91 Liam Stack, “Gay and Transgender Egyptians, Harassed and Entrapped, Are Driven Underground,” New York Times, August
10, 2016, https://www.nytimes.com/2016/08/11/world/africa/gay-egyptians-surveilled-and-entrapped-are-driven-underground.
html.
92

EIPR, “How does Nile Phish technically attempt to break into the civil society?”. February 2, 2017, https://eipr.org/nilephish.
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try and trick the recipient into revealing account credentials that may be used to collect private
information.
NilePhish targeted the organizational and personal accounts of human rights activists from seven
prominent NGOs, all of which are accused of receiving illegal foreign funds in a long-running trial.
Hackers tried to obtain personal information and account credentials by impersonating recognized
companies and services, like Google and Dropbox, or other civil society activists.
Multiple journalists and bloggers have reported attacks on their personal accounts. For instance,
blogger Wael Abbas reported receiving multiple text messages containing two-step verification
codes, indicating third-party actors were attempting to access his Facebook account.93 Two-step
verification requires you to provide a second piece of information besides your password when
logging into a service in order to foil an intrusion by hackers.
Other activists also reported that hackers obtained access to their accounts by hijacking their mobile
phone lines or intercepting two-step verification texts.94 In July 2017, activist Ola Shohba stated
she had received a text from Vodafone informing her that her SIM card had been deactivated.
Someone had issued another SIM card for her account, apparently by taking a copy of her national
identification card to a Vodafone branch, and used it to reset all of her online accounts, including her
Gmail, Facebook, and Twitter accounts. Shohba accused Vodafone Egypt of negligence for failing
to secure her account.95 Mobile companies are not allowed to issue or replace a new SIM without
owner and the original SIM being present.
In addition, several news sites have been hacked. In early June, the websites of news outlets alBadil and Yanair were hacked in order to publish by fake articles under the name of their respective
editors-in-chief. A few hours later, both websites were banned.96

93

“How surveillance, trolls, and fear of arrest affect Egypt’s journalists,” CPJ, June 12, 2017, http://bit.ly/2rpiFqT.
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“Details of the hacking of Ola Shohba’s accounts; Vodafone replies,” Tahrir News, July, 15, 2017, http://bit.ly/2tV9J2n.

Facebook Status, Activist Asmaa Mahfouz, 29 July, 2017, https://www.facebook.com/asmaa.mahfouz/
posts/10159148230255230.
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“Al Badil’s management: the website was hacked, and we have relation to Khaled Al Balshi’s article” Misr Al Arabia, June 12
2017, http://bit.ly/2ytCstn
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Estonia
2016

2017

Population:

Internet Freedom Status

Free

Free

Internet Penetration 2016 (ITU):

87.2 percent

Obstacles to Access (0-25)

0

0

Social Media/ICT Apps Blocked:

No

Limits on Content (0-35)

3

3

Political/Social Content Blocked:

No

Violations of User Rights (0-40)

3

3

Bloggers/ICT Users Arrested:

No

TOTAL* ( 0-100 )

6

6

1.3 million

Press Freedom 2017 Status:

Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Estonia remained a staunch advocate of e-governance. Internet voting experienced
minor amendments following the formation of a new government in November 2016
(see “Digital Activism”).

•

The new president elected in October 2016, Kersti Kaljulaid, has expressed strong
support for human rights, including internet freedom, signaling continuity in internetrelated policies (see “Legal Environment”).
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Introduction
With high levels of access, online citizen participation, and strong support for freedom of expression,
Estonia’s internet freedom environment remained positive.
Estonia experienced several political changes during the past year, but these are unlikely to heavily
impact e-governance or other internet use. The new president elected in October 2016, Mrs Kersti
Kaljulaid, has expressed commitment to the Estonian e-society. Following a vote of non-confidence
in the previous prime minister, a new government was also formed in November 2016, headed by
the left-leaning Center Party (CP) for the first time in decades. The Center Party has traditionally
been more skeptical of some aspects of e-governance, though less so after internal changes and
rejuvenation. Minor changes to internet voting, such as shortening the time period for the vote,
were decided.
Estonia has become a model for free and open internet access. It is the EU Member State with
the most digital public services,1 and private services are largely internet-based. The Technical
Regulatory Authority states that an open and neutral internet has always been an integral part
of Estonia as an e-state.2 This approach goes back to policy decisions when Estonia regained
independence in 1991, after nearly 50 years of Soviet occupation. Infrastructure was in a
disastrous condition, but the country’s leadership focused on investing heavily in information
and communication technologies (ICTs) as a key to sustained economic growth. Subsequent
governments have continued to support this expansion.
Estonians are very active on the internet and issues of security, anonymity, privacy, and citizens’
rights on the internet are widely debated. The Digital Agenda 2020 of the Ministry of Economic
Affairs and Communications outlines how technological and organizational conditions will be
developed to ensure that people will always know and be able to decide how their personal
data is used in the public sector.3 Citizens can already see what personal data is available to
public authorities, and which data was accessed.4 Under this initiative, the government launched
an “e-residency” program to offer citizens of any country access to secure and convenient online
services, such as setting up a business in Estonia. There are currently over 21,000 e-residents from
138 countries.5
While online debate in Estonia remains vigorous, one of the first major cases on internet
commentary continues to be discussed internationally and its findings have not been overturned.
In 2015, the Grand Chamber of the European Court of Human Rights (ECtHR) issued a ruling
that reaffirmed an earlier Estonian Supreme Court decision regarding content hosts’ liability for
third-party comments. Following the ruling, several major media companies removed anonymous
comments functions from their online portals.

1

Europe’s Digital Progress Report (EDPR) 2016, http://ec.europa.eu/newsroom/dae/document.cfm?doc_id=15399

3

Digital agenda 2020 for Estonia, https://www.mkm.ee/sites/default/files/digital_agenda_2020_estonia_engf.pdf

2

4

5

Annual report of the Estonian Technical Regulatory Authority 2016, accessed 22 June 2017, https://www.tja.ee//en

Eesti.ee, Gate to e-state, https://www.eesti.ee/et/index.html
E-Residency, https://e-resident.gov.ee/
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Obstacles to Access
Estonia continues to be one of the most connected countries in the world with regard to internet access,
and Estonian internet users face very few obstacles when it comes to accessing the internet.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

2016

a

b

88.4%

2011

76.5%

2015

149%

2016

Average connection speeds (Akamai)c
a
b
c

2015

87.2%

2011

2017(Q1)

2016(Q1)

149%
140%

11.6 Mbps
11.7 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

The number of internet and mobile telephone users in Estonia has grown rapidly in the past 20 years.
The availability of mobile broadband is very good while fixed broadband is less widespread, below
the European average, which is mainly due to limited connectivity in sparsely populated rural areas.
Improvement work is ongoing and by 2018, 98 percent of households should be no more than
1.5 km from an access point. About two thirds of the network has been built so far but not all is in
use.6 The Technical Regulatory Authority (TRA) has produced a web-based map on what services are
available at any location in Estonia.7 In January 2017, Estonia adopted amendments to several laws
to facilitate the use of existing infrastructure for broadband, which entered into force as of March
2017.8
Tests carried out by TRA confirmed that internet speeds are increasing rapidly. In the development
plan for 2020 the aim was availability of at least 30 Mbit/s mobile internet in all of Estonia by 2020.
In 2016 this was achieved in 99 percent of the territory and speeds of 100 Mbit/s in 37 percent of
the territory.9
Estonia’s high mobile phone penetration reflects widespread use of internet-enabled mobile devices.
Companies are increasingly offering multiple-play solutions of broadband with other services (like
television) at attractive prices.10 The abolition of roaming charges in the EU from June 2017 has led
to new price packages for telephony and internet, although changes have so far been small.
Wi-Fi access continues to be good. The first public Wi-Fi area was launched in 2001 and since then
wireless broadband access has spread with a large number of free, certified Wi-Fi areas meant for

6

Europe’s Digital Progress Report (EDPR) 2016, http://ec.europa.eu/newsroom/dae/document.cfm?doc_id=15399

7

See: www.netikaart.ee

9

Mobile internet speeds in Estonia, December 2016, accessed 25 June 2017, www.tja.ee

8

10

Act amending the Electricity Market Act and related laws, January 20, 2017, https://www.riigiteataja.ee/akt/125012017001
See: https://www.tja.ee/sites/default/files/content-editors/Sideulevaated/elektroonilise_side_ulevaade_i_kv_2017.pdf
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public use, including at cafes, hotels, hospitals, schools, and gas stations.11 In addition, a countrywide
wireless internet service based on CDMA technology was deployed and is priced to compete with
fixed broadband access. Three mobile operators cover the country with mobile 3G and 3.5G services,
and at the end of 2016, 4G services covered over 99 percent of Estonian territory.12
There is no significant difference between genders regarding access to or use of internet, with
89.5 percent of males and 87.4 percent of females using internet in 2015.13 Knowledge of foreign
languages among Estonians is high, which facilitates access to diverse content.1415

Restrictions on Connectivity
There were no government-imposed restrictions or disruptions to internet access during the past
years.

ICT Market
The 2014 Estonian Electronic Communications Act has been amended to develop and promote a
free market and fair competition in electronic communications services.
There are over 200 operators offering communications services, including six mobile operators and
numerous internet service providers (ISPs). ISPs and other communications companies are required
to register with the independent regulatory, the Estonian Technical Regulatory Authority. There is
normally no registration fee.16

Regulatory Bodies
The main regulatory bodies for the ICT sector are the Technical Regulatory Authority (TRA) and the
Competition Authority. These are professional and independent regulators. There have been no
cases of government interference with the telecommunications sector through regulatory bodies, or
of regulators abusing their powers.
The Estonian Internet Foundation was established in 2009 to manage Estonia’s top level domain,
“.ee” and is a member of the Council of European National Top Level Domain Registries (CENTR).17
With its multi-stakeholder foundation, the organization represents the Estonian internet community
internationally and has succeeded in overseeing various internet governance issues. During recent
years the domain registration and annual fees have decreased and limitations on the number of
domains per user have been scrapped. No significant changes took place during last year.

11

Public Wi-Fi Hotspot database in Estonia, accessed 19 June 2017, http://wifi.ee

13

ITU, accessed 25 June 2017, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx

15

Eurostat, “Distribution of people aged 25–64 by knowledge of foreign languages, 2007 and 2011,” http://bit.ly/2htvem7

17

Estonian Internet Foundation, accessed 25 June 2017, http://www.internet.ee/en/

12

Annual report of the Estonian Technical Regulatory Authority 2016, accessed 22 June 2017

14 See: http://www.studyinestonia.ee/estonia-ranks-high-english-proficiency, data from November 2015, page accessed on
19 June 2017.

Technical Regulatory Authority, “Commencement of Provision of Communications Service,” accessed 25 June 2017, www.
tja.ee
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Limits on Content
Estonians have access to a wide range of content online, and very few resources are blocked or filtered
by the government. Following court rulings on intermediary liability for third-party comments, some
Estonian media outlets have modified their policies regarding anonymous commenting on their portals.

Blocking and Filtering
There are very few restrictions on internet content and communications in Estonia. YouTube,
Facebook, Twitter, LinkedIn, and many other international video-sharing and social-networking
sites are widely available and popular. Estonians use the internet for uploading and sharing
original content such as photographs, music, and text more than average in the EU.18 There are no
indications of any increase of restrictions on content or of self-censorship, and online debate is very
active and open.
One of the very few content restrictions is found in the Gambling Act, which requires all domestic
and foreign gambling sites to obtain a special license or face access restrictions.19 As of March 2017,
the Estonian Tax and Customs Board had nearly 1,200 websites on its list of illegal online gambling
sites that Estonian ISPs are required to block.20 The list of blocked sites is transparent and available
to the public.

Content Removal
There have been some instances of content removal related to online communications. Most of
these cases involve civil court orders to remove inappropriate or off-topic reader comments from
online news sites. Comments are also sometimes removed from online discussion forums and other
sites. Generally, users are informed about a given website’s privacy policy and rules for commenting,
which they are expected to follow. Most popular online services have a code of conduct for the
responsible and ethical use of their services and have enforcement policies in place.
Some major sites limited anonymous commenting after the Grand Chamber of the European Court
of Human Rights (ECtHR) upheld a 2009 Estonian Supreme Court decision establishing intermediary
liability over third-party comments on internet news portals.21 In June 2015, the Grand Chamber
confirmed that holding intermediaries responsible for third-party content published on their website
or forum is not against Article 10 of the European Convention on Human Rights guaranteeing
freedom of expression.

Media, Diversity, and Content Manipulation
Estonians have access to a wide array of content online, and there are few economic or political
“Individuals Using the Internet for Uploading Self-Created Content” Eurostat, accessed 25 June 2017 http://ec.europa.eu/
eurostat/tgm/refreshTableAction.do?tab=table&plugin=1&pcode=tin00030&language=en

18
19

Gambling Act, https://www.riigiteataja.ee/en/eli/ee/Riigikogu/act/507122016002/consolide

21

European Court of Human Rights, Case of Delfi AS v. Estonia, Judgement, June 16, 2015.

The list of restricted websites can be found on the Estonian Tax and Customs Board website: “Blokeeritud hasartmängu
internetileheküljed” (Blocked gambling internet pages), Tax and Customs Board, accessed 25 June 2017, https://www.emta.ee/
et/eraklient/maa-soiduk-mets-hasartmang/blokeeritud-hasartmangu-internetilehekuljed
20
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barriers to posting diverse types of content, including different types of news and opinions.
Estonians use a large variety of internet applications, with the most popular site being Google
(Google.ee in first and Google.com in fourth place), followed by YouTube, and Facebook. The major
Estonian news portals Postimees and Delfi are number five and seven.22 Estonian Public Broadcasting
delivers all radio channels and its own TV production services, including news in real time over the
internet; it also offers archives of its radio and television programs at no charge to users.
While Estonian authorities are aware of Russian information campaigns designed to manipulate
public opinion in the region, there have not been any incidents of banning content from Russia.23
The Secret Police estimates that number of cyberattacks against Estonians may increase during 2017
due to the Estonian Presidency of the EU Council and the stationing of more NATO troops in the
country throughout the year.24

Digital Activism
Social media use in Estonia is widespread, and Estonians often make use of such sites to share news
and information and generate public discussion about current political debates. There were no
instances of restrictions on use of social media or other media in political campaigns.
In addition to discussions, netizens actively participate in online petitions that can be initiated by
anybody.25 There is also a site that enables compiling and sending collective initiatives – with at
least 1,000 digital signatures – to the parliament of Estonia and to follow what happens with the
proposal.26 Since 2013, citizens have been able to engage online as well as offline in a “people’s
assembly,” which in 2017 focused on ideas for active ageing.27
Estonians widely use e-services. Estonia has expanded e-governance thanks to interoperability of
all public and some private databases, and digital identification using public-key infrastructure.28
More than 1.2 million active ID cards are in use, which enable both electronic authentication and
digital signing.29 ID cards can be used for electronic voting in all Estonian elections since 2005. In
the latest parliamentary elections in March 2015, over 30 percent of all votes were cast online.30 Of
state services in Estonia, 99 percent are available online.31 The new president elected in October
2016, Mrs Kersti Kaljulaid, has expressed commitment to the Estonian e-society. Minor changes to
internet voting, such as shortening the time period for the vote, were decided for the local elections
in October 2017.

22

See: https://www.similarweb.com/top-websites/estonia, accessed 25 June 2017.

24

Ibid. p. 20

23
25
26
27

The yearbook of the Estonian Internal Security Service (KAPO), p. 9.
Petitsioon (Petition), accessed 25 June 2017, http://petitsioon.ee

Rahvaalagatus (Citizens initiative), accessed 25 June 2017 https://rahvaalgatus.ee/
Rahvaalgatus, accessed 25 June 2017 https://uuseakus.rahvaalgatus.ee/

A public-key infrastructure (PKI) is a system for the creation, storage, and distribution of digital certificates, which are
used to verify that a particular public key belongs to a certain entity. The PKI creates digital certificates that map public keys to
entities, securely stores these certificates in a central repository, and revokes them if needed.
28

29

See the web portal for the ID-card system, http://id.ee/?lang=en

31

Ibid.

E-Governance Academy, “e-Estonia, e-Governance in practice,” http://www.ega.ee/publication/e-estonia-e-governance-inpractice/
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Violations of User Rights
Freedom of speech and freedom of expression are protected by Estonia’s constitution and by the
country’s obligations as a member state of the European Union. Anonymity is unrestricted, and
there have been extensive public discussions on anonymity and the respectful use of the internet.
Internet access at public access points can be obtained without prior registration. Over the past few
years, the government has succeeded in reducing the number and severity of cyberattacks against its
infrastructure.

Legal Environment
According to the constitution of Estonia, all citizens have the right to freely obtain information
and to freely disseminate ideas, opinions, beliefs, and other information. In addition, citizens have
the right to the confidentiality of messages sent or received. These rights are well-protected. Any
restrictions must be necessary in a democratic society and shall not distort the nature of the rights
and freedoms restricted.32
There are only few limits on freedom of expression in Estonia. Activities which publicly incite to
hatred, violence, or discrimination on the basis of nationality, race, colour, sex, language, origin,
religion, sexual orientation, political opinion, or financial or social status if this results in danger to
the life, health, or property of a person is punishable under the Penal Code.33
Defamation was decriminalized in 2002.34 Civil defamation cases can be brought under the Law of
Obligations Act,35 though cases are rare and damages are moderate.36

Prosecutions and Detentions for Online Activities
There were no cases of prosecutions or detentions for legitimate online activities during the
coverage period.

Surveillance, Privacy, and Anonymity
Estonia has strong privacy protections for its citizens. The Personal Data Protection Act (PDPA),
in force since January 2008,37 restricts the collection and public dissemination of an individual’s
personal data. No personal information that is considered sensitive—such as political opinions,
religious or philosophical beliefs, ethnic or racial origin, sexual behaviour, health, or criminal
convictions—can be processed without the consent of the individual. The Data Protection
Inspectorate (DPI) is the supervisory authority for the PDPA. In addition, the Chancellor of Justice
(Ombudsman) can make suggestions regarding data protection.

32

Constitution of the Republic of Estonia [English translation], June 28, 1992.

34

The amended Penal Code was adopted in 2001 and entered into force in 2002.

33
35

Article 151 Penal Code, https://www.riigiteataja.ee/en/eli/ee/Riigikogu/act/519012017002/consolide
RT I 2001, 81, 487; in force 1 July 2002. In English at https://www.riigiteataja.ee/en/eli/524012017002/consolide

Cases from the Estonian Supreme Court are available at http://www.nc.ee/?id=194. Some information exists also in English
although not the full text of cases.

36
37

Personal Data Protection Act, https://www.riigiteataja.ee/en/eli/ee/Riigikogu/act/507032016001/consolide
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The EU has adopted a new regulation on data protection, the General Data Protection Regulation
(GDPR),38 which will take effect in May 2018. Regulations have direct effect in all EU member states.
GDPR will further strengthen the protection of personal data and in Estonia, and companies and
authorities are currently examining how to ensure compliance with the GDPR.
The Electronic Communications Act contains a number of provisions on protection of personal data
for communications providers. 39							
Data retention practices established under the Electronic Communications Act, which aligned with
EU legislation, were thrown into doubt by the Court of Justice of the European Union (CJEU) in April
2014, when the court found the European Data Retention Directive (2006/24/EC) to be invalid.40 In
Estonia, a data retention principle remains in the law (Article 111) with various restrictions on how
the data shall be kept and used. Data shall be kept for one year, unless there are special reasons
decided by the government to keep it longer in the interest of public order and national safety.
Article 112 regulates how requests by law enforcement authorities should be made. Requests are
kept for two years.
The Estonian Parliament Security Authorities Surveillance Select Committee oversees the practices of
surveillance agencies and security agencies. They Committee carried out a control in June 2016 of
the legality of surveillance activities of security authorities and found them to have been conducted
in accordance with the law.41 The committee monitors the activities of security authorities to ensure
conformity with the Constitution, the Surveillance Act, and other regulations on security agencies.

Intimidation and Violence
There have been no physical attacks against bloggers or online journalists in Estonia, though online
discussions are sometimes inflammatory.

Technical Attacks
During the ITU World Summit on the Information Society Forum in June 2017, the ITU introduced
an updated Global Cybersecurity Index according to which Estonia ranks 5th in the world and 1st in
Europe.42
Estonian businesses and communities treat ICT security as a high priority. This year sees the 10th
anniversary of major cyberattacks against Estonian websites and government organizations in
the spring of 2007. Estonia’s cybersecurity strategy is built on strong private-public collaboration
and a unique voluntary structure through the National Cyber Defence League.43 With more than
150 experts participating, the league has simulated different security threat scenarios as defence

38
39

Regulation 2016/679

Electronic Communications Act, https://www.riigiteataja.ee/en/eli/ee/Riigikogu/act/527032017001/consolide

The ECJ court ruling pertained to the cases Digital Rights Ireland Ltd (C-293/12) and Kärntner Landesregierung (C-594/12)
and is available at http://bit.ly/1yF25p3.

40

“The Special Security Authorities monitored the legality of KAPO interceptions,” Press releases, Special Election
Commission for Security Authorities, June 6, 2016, http://bit.ly/2yROlxB

41
42

Global Cybersecurity Index 2017 https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2017-PDF-E.pdf

Cyber Security Strategy 2014-2017, https://www.mkm.ee/sites/default/files/cyber_security_strategy_2014-2017_public_
version.pdf, accessed 25 June 2017.

43
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exercises that have served to improve the technical resilience of Estonia’s telecommunication
networks and other critical infrastructure over the past few years.44
The North Atlantic Treaty Organization (NATO) Cooperative Cyber Defence Centre of Excellence is
located in Tallinn. Since its founding, the centre has supported awareness campaigns and academic
research and hosted several high-profile conferences, among other activities. From 2009, the Centre
has organized an annual International Conference on Cyber Conflict, or CyCon, bringing together
international experts from governments, the private sector, and academia, with the goal of ensuring
the development of a free and secure internet. In May 2017, more than 500 participants from
diverse countries took part in CyCon, to discuss various aspects of internet use, including privacy,
humanitarian law on internet, among other issues.45

“Estonian Defense League’s Cyber Unit,” Kaitseliit (Defence League), accessed 25 June 2017, http://www.kaitseliit.ee/en/
cyber-unit

44
45

Cycon 2017 “Defending the Core” https://ccdcoe.org/cycon/frontpage.html, accessed 25 June 2017.
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Ethiopia
2016

2017

Internet Freedom Status

Not
Free

Not
Free

Obstacles to Access (0-25)

23

24

Limits on Content (0-35)

28

30

Violations of User Rights (0-40)

32

32

TOTAL* ( 0-100 )

83

86

Population:

102.4 million

Internet Penetration 2016 (ITU):

15.4 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Internet and mobile phone networks were deliberately disrupted during
antigovernment protests and student exams; social media and communications
platforms were periodically blocked throughout the year (see Restrictions on
Connectivity and Blocking and Filtering).

•

Self-censorship heightened following the state of emergency instituted in October 2016
(see Media, Diversity, and Online Manipulation).

•

The state of emergency eroded fundamental rights and restricted certain online
activities, including supporting protests on social media (see Legal Environment).

•

The Computer Crime Proclamation enacted in June 2016 criminalizes online defamation
and incitement and strengthened the government’s surveillance capabilities by
enabling real-time monitoring or interception of communications (see Legal
Environment and Surveillance, Privacy, and Anonymity).

•

Numerous individuals were arrested for online speech or protests; two were convicted
and handed multi-year prison sentences (see Prosecutions and Detentions for Online
Activities).
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Introduction
Internet freedom declined dramatically in the past year as the government imposed emergency rule
to crack down on antigovernment protests and the digital tools citizens used to organize them.
The authoritarian government declared a six-month state of emergency in October 2016 following
months of escalating protests. Starting in the Oromia region in November 2015 as a protest against
the government’s plan to infringe on land belonging to the marginalized Oromo people, the
protests spread across the country throughout 2016, turning into unprecedented demonstrations
seeking regime change and democratic reform. Emergency rule derogated fundamental rights in
violation of international standards,1 banned unauthorized protests, and allowed the authorities to
arbitrarily arrest and detain citizens without charges. More than 21,000 people were arrested before
the state of emergency was lifted in August 2017.
The state of emergency restricted certain online activities and the internet was shut down for several
days. The authorities criminalized accessing or posting content related to the protests on social
media, displaying antigovernment symbols or gestures, as well as efforts to communicate with
“terrorist” groups—a category that includes exiled dissidents. Penalties included prison terms of
between three and five years.
Numerous individuals were arrested for online activities, and two were convicted to long prison
sentences. In May 2017, a prominent opposition activist, Yonatan Tesfaye, was sentenced to six
and a half years in prison on terrorism charges based on Facebook posts in which he criticized the
government’s handling of the Oromia protests. Also in May, Getachew Shiferaw, editor-in-chief of
opposition outlet Negere Ethiopia, was sentenced to one and a half years in prison on subversion
charges for Facebook comments published in support of an exiled journalist. He was released on
time served.
The legal environment for internet freedom became more restrictive under the Computer Crime
Proclamation enacted in June 2016, which criminalizes defamation and incitement. The proclamation
also strengthens the government’s surveillance capabilities by enabling real-time monitoring or
interception of communications.

Human Rights Watch, “Legal Analysis of Ethiopia’s State of Emergency,” October 30, 2016, https://www.hrw.org/
news/2016/10/30/legal-analysis-ethiopias-state-emergency

1
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Obstacles to Access
Internet and mobile phone networks were deliberately disrupted during antigovernment protests and
student exams throughout the year. Meanwhile, poor infrastructure, obstructionist telecom policies, and
a government monopoly on the information and communication technology (ICT) sector make ICT
services prohibitively expensive for the majority of the population.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

a

15.4%

2011

1.1%

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

11.6%
51%

2015

2011

2017(Q1)

2016(Q1)

43%

16%

3.1 Mbps
3.0 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Ethiopia is one of the least connected countries in the world with an internet penetration rate of
only 15 percent in 2016, up from 12 percent the previous year, according to the latest data from the
International Telecommunications Union (ITU).2 Mobile phone penetration is also low at 51 percent,
up from 43 percent in 2015.3 Low penetration rates stem from underdeveloped telecommunications
infrastructure, which is almost entirely absent from rural areas, where about 85 percent of the
population resides. A handful of signal stations service the entire country, resulting in network
congestion and frequent disconnection.4 In a typical small town, individuals often hike to the top of
the nearest hill to find a mobile phone signal.
Access to ICT services remains prohibitively expensive for most Ethiopians, largely due to the
government’s monopoly over the telecom sector, which provides consumers with few options. Prices
are set by state-controlled EthioTelecom and kept artificially high.5 William Davison, Bloomberg’s
Ethiopia correspondent, described the issue on Facebook in March 2016: “It cost me 44 birr ($2.05)
to watch Al Jazeera’s latest 3-minute dispatch on Oromo protests using 4G network on my phone,
which is not that much less than the average daily wage of a daily laborer in Ethiopia.”6 Ethiopians
can spend an average of US$85 per month for limited mobile or fixed wireless internet access. Better
quality services in neighboring Kenya and Uganda cost less than US$30 a month. One comparative

2

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY

3

International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY

5

Ethiopia – Telecoms, Mobile, Broadband and Forecasts, Paul Budde Communication Pty Ltd.: June 2014, http://bit.ly/1ji15Rn

Endalk Chala, “When blogging is held hostage of Ethiopia’s telecom policy,” in “GV Advocacy Awards Essays on Internet
Censorship from Iran, Venezuela, Ethiopia,” Global Voices (blog), February 3, 2015, http://bit.ly/1OpDvzz

4

William Davison’s Facebook post, March 26, 2016, https://www.facebook.com/william.davison.33/
posts/10153956834545792?pnref=story
6

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

ETHIOPIA
assessment of internet affordability put Ethiopia among the world’s most expensive countries for
access.7
Telecommunication devices, connection fees and other related costs are also beyond the means
of many Ethiopians. As a result, Ethiopia has one of the lowest smartphone ownership rates in the
world at only 4 percent, according to a 2016 Pew survey.8 Consequently, the majority of internet
users rely on cybercafes for internet access. A typical internet user in the capital, Addis Ababa, pays
between ETB 5 and 7 (US$ 0.25 to 0.35) for an hour of access. Because of the scarcity of internet
cafes outside urban areas, however, rates in rural cybercafes are higher. In addition, digital literacy
rates are generally low.
Connection speeds have been painstakingly slow for years, despite the rapid technological advances
improving service quality in other countries. According to Akamai, the average connection speed in
Ethiopia was 3 Mbps in the first quarter of 2017, significantly lower than the global average of 7.0
Mbps. In practice, such speeds result in extremely sluggish download times for even simple images.
Logging into an email account and opening a single message can take as long as five minutes at a
standard cybercafe with broadband in the capital, while attaching documents or images to an email
can take eight minutes or more.9

Restrictions on Connectivity
Throughout 2016 and 2017, network traffic in and out of Ethiopia registered a significant decline as a
result of continual throttling and repeated internet shutdowns.
Network shutdowns occurred several times during the coverage period:
•

During widespread antigovernment protests on August 6 and 7, 2016, internet services
were completely inaccessible in the Amhara, Addis Ababa, and Oromia regions. The
government responded to the protests with excessive force, resulting in the deaths of at
least 100 people.10

•

In October 2016, mobile internet services were shut down for several days when the
government declared a state of emergency.11 Mobile internet service and social media
remained intermittently accessible for months (see Legal Environment).

•

The government shut down all telecommunications networks from May 30 to June 8

7

http://a4ai.org/affordability-report/data/?_year=2017&indicator=INDEX&country=ETH

9

According to tests by Freedom House consultant in 2016.

Jacob Poushter, “Smartphone Ownership and Internet Usage Continues to Climb in Emerging Economies,” Pew Research
Center, February 22, 2016, http://www.pewglobal.org/2016/02/22/smartphone-ownership-and-internet-usage-continues-toclimb-in-emerging-economies/
8

Endalk Chala, “Ethiopia Locks Down Digital Communications in Wake of #OromoProtests,” Global Voices (blog), July 14,
2016, https://globalvoices.org/2016/07/14/ethiopia-locks-down-digital-communications-in-wake-of-oromoprotests; Moses
Karanja et al., “Ethiopia: Internet Shutdown Amidst Recent Protests?” OONI, August 10, 2016, https://ooni.torproject.org/post/
ethiopia-internet-shutdown-amidst-recent-protests/ https://www.washingtonpost.com/world/africa/a-year-after-obamas-visitethiopia-is-in-turmoil/2016/08/09/d7390290-5e39-11e6-8e45-477372e89d78_story.html?utm_term=.03daaa5f6f70

10

Stephanie Busari, “Ethiopia declares state of emergency after months of protests,” CNN, October 11, 2016, http://www.cnn.
com/2016/10/09/africa/ethiopia-oromo-state-emergency/; Endalk Chala, “Ethiopian authorities shut down mobile internet and
major social media sites,” Global Voices (blog), October 11, 2016, https://globalvoices.org/2016/10/11/ethiopian-authoritiesshut-down-mobile-internet-and-major-social-media-sites/

11
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following the conviction of two human rights activists for online expression in May 2017
(see Prosecutions and Detentions for Online Activities).12
•

In separate incidents in July 2016, August 2016, and June 2017, the authorities shut down
fixed and mobile internet services in select regions to prevent students from cheating
during national university exams.13

The ICT shutdowns were costly. According to October 2016 research by the Brookings Institution,
network disruptions between July 1, 2016 and June 30, 2017 cost Ethiopia’s economy over USD
$8.5 million.14 September 2017 research by the Collaboration on International ICT Policy in East and
Southern Africa (CIPESA) calculated the economic cost of Ethiopia’s internet disruptions between
2015 and 2017 at nearly USD $3.5 million a day. Calculated separately, disruptions to apps cost
nearly USD $875,000 a day.15
The Ethiopian government’s monopolistic control over the country’s telecommunications
infrastructure via EthioTelecom enables it to restrict information flows and access to internet and
mobile phone services. As a landlocked country, Ethiopia has no direct access to submarine cable
landing stations; thus, it connects to the international internet via satellite, a fiber-optic cable
that passes through Sudan and connects to its international gateway, and the SEACOM cable that
connects through Djibouti to an international undersea cable. All connections to the international
internet are completely centralized via EthioTelecom, enabling the government to cut off the internet
at will.

ICT Market
State-owned EthioTelecom holds a firm monopoly over internet and mobile phone services as the
country’s sole telecommunications service provider. Despite repeated international pressure to
liberalize telecommunications in Ethiopia, the government refuses to ease its grip on the sector.16
The space for independent initiatives in the ICT sector, entrepreneurial or otherwise, is extremely
limited.17
China is a key investor in Ethiopia’s telecommunications industry,18 with Zhongxing
Telecommunication Corporation (ZTE) and Huawei currently serving as contractors to upgrade
broadband networks to 4G in Addis Ababa and expand 3G networks elsewhere.19 The partnership
has enabled Ethiopia’s authoritarian leaders to maintain their hold over the telecom sector,20 though

“Ethiopia: Third Internet shutdown follows imprisonment of two human rights activists,” Article 19, June 7, 2017, https://
www.ifex.org/ethiopia/2017/06/06/internet-shutdown/

12

Paul Schemm, “Ethiopia shuts down social media to keep from ‘distracting’ students,” Washington Post, July 13, 2016,
https://www.washingtonpost.com/news/worldviews/wp/2016/07/13/ethiopia-shuts-down-social-media-to-keep-fromdistracting-students/; http://www.newsweek.com/ethiopia-internet-blocked-618806

13

Darrell M. West, “Internet shutdowns cost countries $2.4 billion last year,” Brookings Institute, Center for Technology
Innovation, October 2016, https://www.brookings.edu/wp-content/uploads/2016/10/intenet-shutdowns-v-3.pdf

14

“Economic Impact of Internet Disruptions in Sub-Saharan Africa,” CIPESA, September 2017, https://cipesa.org/2017/09/
economic-impact-of-internet-disruptions-in-sub-saharan-africa/

15
16

“Ethio Telecom to remain monopoly for now,” TeleGeography, June 28, 2013, http://bit.ly/1huyjf7

17

Al Shiferaw, “Connecting Telecentres: An Ethiopian Perspective,” Telecentre Magazine, September 2008, http://bit.ly/1ji348h.

19

“Out of reach,” The Economist, August 24, 2013, http://econ.st/1l1UvJO.

Paul Chapman, “New report explores the Ethiopian – telecoms, mobile and broadband – market insights, statistics and
forecasts,” WhatTech, May 1, 2015, http://bit.ly/1L46Awu.

18

20

“Out of reach,” The Economist.
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the networks built by the Chinese firms have been criticized for their high cost and poor service.21
Furthermore, the contracts have led to increasing fears that the Chinese may also be assisting the
authorities in developing more robust ICT censorship and surveillance capacities (see Surveillance,
Privacy, and Anonymity).22 In December 2014, the Swedish telecom group Ericsson also partnered
with the government to improve and repair the mobile network infrastructure,23 though ZTE remains
the sector’s largest investor.
Onerous government regulations also stymie other aspects of the Ethiopian ICT market. For
one, imported ICT items are tariffed at the same high rate as luxury items, unlike other imported
goods such as construction materials and heavy duty machinery, which are given duty-free import
privileges to encourage investments in infrastructure.24 Ethiopians are required to register their
laptops and tablets at the airport with the Ethiopian customs authority before they travel out of
the country, ostensibly to prevent individuals from illegally importing electronic devices, though
observers believe the requirement enables officials to monitor citizens’ ICT activities by accessing
the devices without consent.25
Local software companies also suffer from heavy-handed government regulations, which do not
prescribe fair, open, or transparent ways of evaluating and awarding bids for new software projects.26
Government companies are given priority for every kind of project, while smaller entrepreneurial
software companies are completely overlooked, leaving few opportunities for local technology
companies to thrive.
Cybercafes are subject to burdensome operating requirements under the 2002 Telecommunications
(Amendment) Proclamation,27 which prohibit them from providing Voice-over-IP (VoIP) services,
and mandate that owners obtain a license from EthioTelecom via an opaque process that can take
months. In the past few years, EthioTelecom began enforcing its licensing requirements more strictly
in response to the increasing spread of cybercafes, reportedly penalizing Muslim cafe owners more
harshly. Violations of the requirements entail criminal liability, though no cases have been reported.28

Regulatory Bodies
The Ethiopian Telecommunications Agency (ETA) is the primary regulatory body overseeing the
telecommunications sector. In practice, government executives have complete control over ICT

21 Matthew Dalton, “Telecom Deal by China’s ZTE, Huawei in Ethiopia Faces Criticism,” The Wall Street Journal, January 6,
2014, http://on.wsj.com/1LtSCkD.

Based on allegations that the Chinese authorities have provided the Ethiopian government with technology that can be
used for political repression—such as surveillance cameras and satellite jamming equipment—in the past. See: Addis Neger,
“Ethiopia: China Involved in ESAT Jamming,” ECADAF Ethiopian news & Opinion, June 23, 2010, http://bit.ly/1LtSYI9; Gary Sands,
“Ethiopia’s Broadband Network – A Chinese Trojan Horse?” Foreign Policy Blogs, Foreign Policy Association, September 6, 2013,
http://bit.ly/1FWG8X1.
22

23

ENA, “Ericsson to take part in telecom expansion in Ethiopia,” Dire Tube, December 18, 2014, http://bit.ly/1PkZfvA.

25

World Intellectual Property Organization, “Ethiopia Custom Regulation: No 622/2009,” http://bit.ly/1NveoeB.

24

The Embassy of the United Stated, “Doing Business in Ethiopia,” http://1.usa.gov/1LtTExh.

Mignote Kassa, “Why Ethiopia’s Software Industry Falters,” Addis Fortune 14, no. 700 (September 29, 2013), http://bit.
ly/1VJiIWC.

26

“Proclamation No. 281/2002, Telecommunications (Amendment Proclamation,” Federal Negarit Gazeta No. 28, July 2, 2002,
http://bit.ly/1snLgsc.

27

28 Ethiopian Telecommunication Agency, “License Directive for Resale and Telecenter in Telecommunication Services No.
1/2002,” November 8, 2002, accessed October 20, 2014, http://bit.ly/1pUtpWh.
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policy and sector regulation.29 The Information Network Security Agency (INSA), a government
agency established in 2011 and controlled by individuals with strong ties to the ruling regime,30
also has significant power to regulate the internet under its mandate to protect communications
infrastructure and prevent cybercrime.

Limits on Content
Social media and communications platforms were repeatedly blocked throughout the coverage period.
Self-censorship heightened following the state of emergency instituted in October 2016, which placed
restrictions on the use of social media for certain types of speech.

Blocking and Filtering
One of the first African countries to censor the internet,31 Ethiopia has a nationwide, politically
motivated internet blocking and filtering apparatus that is reinforced during sensitive political events.
Tests conducted by the Open Observatory of Network Interference (OONI) in December 2016 found
a wide range of websites blocked in Ethiopia, including the websites of Ethiopian news outlets
known for critical reporting, political opposition groups, LGBTI (lesbian, gay, bisexual, transgender, or
intersex) groups, human rights organizations, and circumvention tools. In total, at least one hundred
websites were inaccessible.32 OONI tests also found the mobile version of WhatsApp completely
blocked.33
Other social media platforms such as Facebook and Twitter were repeatedly blocked for periods of
time throughout 2016 and 2017, limiting their utility for political organizing even when the internet
had not been completely shut down.34 In one case unrelated to political unrest, the authorities also
blocked access to Facebook, Twitter, Instagram, Viber, IMO, and Google+ to prevent cheating during
university examinations in July 2016.35 The blocks followed a full internet blackout for the same
reason (see Restrictions on Connectivity). A government spokesperson stated that blocking social
media during the exam would help students concentrate.
However, some progovernment media organizations and commentators seemed to have exclusive
access to social media during the block,36 which reinforced the popular belief that government
Dr. Lishan Adam, “Understanding what is happening in ICT in Ethiopia,” (policy paper, Research ICT Africa, 2012) http://bit.
ly/1LDPyJ5.

29
30

Halefom Abraha, “THE STATE OF CYBERCRIME GOVERNANCE IN ETHIOPIA,” (paper) http://bit.ly/1huzP0S.

Rebecca Wanjiku, “Study: Ethiopia only sub-Saharan Africa nation to filter net,” IDG News Service, October 8, 2009, http://
bit.ly/1Lbi3s9.

31

32 Test conducted by an anonymous researcher contracted by Freedom House, March 2016. During the test, some websites
opened at the first attempt but were inaccessible when refreshed.

Maria Xynou et al., “Ethiopia: Evidence of social media blocking and internet censorship,” OONI, December 14, 2016,
https://ooni.torproject.org/post/ethiopia-report/

33

34 Felix Horne, “Deafening silence from Ethiopia,” Foreign Policy in Focus, April 12, 2016, http://fpif.org/deafening-silenceethiopia/; Endalk Chala, “Ethiopia locks down digital communications in wake of #OromoProtests,” Global Voices (blog), July
14, 2016, https://advox.globalvoices.org/2016/07/14/ethiopia-locks-down-digital-communications-in-wake-of-oromoprotests/;
https://phys.org/news/2017-06-internet-social-media-ethiopia-block.html

Nicole Orttung, “Why did Ethiopia block social media,” Christian Science Monitor, July 12, 2016, http://www.csmonitor.com/
World/2016/0712/Why-did-Ethiopia-block-social-media?cmpid=gigya-tw

35

According to activists who were able to circumvent the blocks and observe the social media activities of progoverment
users.

36
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supporters are not disadvantaged during shutdowns to the extent that citizens are. Tools that help
internet users bypass censorship are frequently blocked in Ethiopia, but some may remain available
for approved uses. When social media platforms were blocked in the past year, diaspora-based
activists publicized virtual private networks (VPNs) to circumvent the censorship, but certain VPNs
were also subsequently blocked.37 Local sources suspected progovernment commenters were
reporting some tools to the authorities for enabling censorship circumvention.
Digital security tools and information are also blocked. The Amharic translation of the Electronic
Frontier Foundations’ “Surveillance Self-Defense” web guide was blocked two weeks after it was
published in October 2015.38 One source reported that keywords such as “proxy” yield no search
results on unencrypted search engines,39 reflecting the government’s efforts to limit users’ access to
proxy servers and other circumvention tools. Tor, a circumvention tool that enables users to browse
anonymously, has been subject to restrictions since May 2012.40
To filter the internet, specific internet protocol (IP) addresses or domain names are generally blocked
at the level of the EthioTelecom-controlled international gateway. Deep packet inspection (DPI),
which blocks websites based on a keyword in the content of a website or communication, is also
employed.41
There are no procedures for determining which websites are blocked or why, precluding any avenues
for appeal. There are no published lists of blocked websites or publicly available criteria for how
such decisions are made, and users are met with an error message when trying to access blocked
content. The decision-making process does not appear to be controlled by a single entity, as various
government bodies—including the Information Network Security Agency (INSA), EthioTelecom,
and the ICT ministry—seem to be implementing their own lists, contributing to a phenomenon
of inconsistent blocking. This lack of transparency is exacerbated by the fact that the government
denies implementing censorship. Government officials flatly deny blocking websites or jamming
international satellite operations, while also stating that the government has a legal and a moral
responsibility to protect the Ethiopian public from extremist content.

Content Removal
Political content is often targeted for removal, often by way of threats from security officials who
personally seek out users and bloggers to instruct them to take down certain content, particularly
critical content on Facebook. The growing practice suggests that at least some voices within

Ismail Akwei, “Ethiopia blocks social media to prevent university exam leakage,” Africa News, July 10, 2016, http://www.
africanews.com/2016/07/10/ethiopia-blocks-social-media-to-prevent-university-exam-leakage/

37

38 Endalk Chala, “Defending against overreaching surveillance in Ethiopia: Surveillance Self-Defense now availabile in
Amharic,” Electronic Frontier Foundation, October 1, 2015, https://www.eff.org/deeplinks/2015/09/defending-againstoverreaching-surveillance-ethiopia-surveillance-self-defense-n-0

A 2014 report from Human Rights Watch also noted that the term “aljazeera” was unsearchable on Google while the news
site was blocked from August 2012 to mid-March 2013. According to HRW research, the keywords “OLF” and “ONLF” (acronyms
of Ethiopian opposition groups) are not searchable on the unencrypted version of Google (http://) and other popular search
engines. Human Rights Watch, “They Know Everything We Do,” March 25, 2014, 56, 58, http://bit.ly/1Nviu6r.
39

“Tor and Orbot not working in Ethiopia,” Tor Stack Exchange, message board, April 12, 2016,
http://tor.stackexchange.com/questions/10148/tor-and-orbot-not-working-in-ethiopia; “Ethiopia Introduces Deep Packet
Inspection,” Tor (blog), May 31, 2012, http://bit.ly/1A0YRdc; Warwick Ashford, “Ethiopian government blocks Tor network online
anonymity,” Computer Weekly, June 28, 2012, http://bit.ly/1LDQ5L2.

40

41 Daniel Berhane, “Ethiopia’s web filtering: advanced technology, hypocritical criticisms, bleeding constitution,” Horns Affairs,
January 16, 2011, http://bit.ly/1jTyrH1
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Ethiopia’s small online community are closely monitored. For instance, during antigovernment
protests in Oromia, activists who wrote messages of solidarity for the protestors on Facebook were
asked to delete their posts.42

Media, Diversity, and Content Manipulation
Increasing repression of journalists and bloggers has had a major chilling effect on expression online,
particularly in response to the spate of blogger arrests in the past few years (see Prosecutions and
Detentions for Online Activities). Many bloggers publish anonymously to avoid reprisals,43 while fear
of pervasive surveillance has also led to widespread self-censorship.
Self-censorship heightened during the state of emergency instituted in October 2016, which
explicitly prohibited sharing information about protests through social media platforms,
communicating with exiled dissident groups regarded as terrorists, organizing demonstrations, and
displaying political gestures (see Legal Environment).
Lack of adequate funding is a significant challenge for independent online media in Ethiopia, as fear
of government pressure dissuades local businesses from advertising with politically critical websites.
A 2012 Advertising Proclamation also prohibits advertisements from firms “whose capital is shared
by foreign nationals.”44 The process for launching a website on the local .et domain is expensive and
demanding,45 requiring a business license from the Ministry of Trade and Industry and a permit from
an authorized body.46 While the domestic blogosphere has been expanding, most blogs are hosted
on international platforms or published by members of the diaspora.
Despite Ethiopia’s extremely low levels of internet access, the government employs an army of trolls
to distort Ethiopia’s online information landscape.47 Opposition groups, journalists, and dissidents
use the mocking Amharic colloquial term kokas to describe the progovernment commentators.48
Observers say the kokas regularly discuss Ethiopia’s economic growth in favorable terms and post
derogatory comments about Ethiopian journalists and opposition groups on Facebook and Twitter.
In return, they are known to receive benefits such as money, land, and employment promotions. The
government also manipulates online content through propaganda that aims to convince Ethiopians
that social media is a dangerous tool co-opted by opposition groups to spread hate and violence.49

Digital Activism
Kevin Mwanza, “Is Ethiopia restricting access to social media in Oromia region?” Afk Insider, April 13, 2016, http://
afkinsider.com/123180/ethiopia-restricting-access-social-media-oromia-region/

42

Markos Lemma, “Disconnected Ethiopian Netizens,” Digital Development Debates (blog),November 2012, http://bit.
ly/1Ml9Nu3.

43

44 Exemptions are made for foreign nationals of Ethiopian origin. See, Abrham Yohannes, “Advertisement Proclamation No.
759/2012,” Ethiopian Legal Brief (blog), September 27, 2012, http://bit.ly/1LDQf5c.

“Proclamation No. 686/2010 Commercial Registration and Business Licensing,” Federal Negarit Gazeta, July 24, 2010,
http://bit.ly/1P3PoLy; World Bank Group, Doing Business 2015: Going Beyond Efficiency, Economy Profile 2015, Ethiopia, 2014,
http://bit.ly/1L49tO6.

45

46
47

Chala, “When blogging is held hostage of Ethiopia’s telecom policy.”

“Ethiopia Trains Bloggers to attack its opposition,” ECADF Ethiopian News & Opinions, June 7, 2014, http://bit.ly/1QemZjl.

The term “Koka” is a blend of two words: Kotatam and cadre. Kotatam is a contemptuous Amharic word used to imply that
someone is a sellout who does not have a respect for himself or herself.

48

Endalk Chala, “Ethiopia protest videos show state brutality, despite tech barriers,” Global Voices (blog), January 6, 2016,
https://advox.globalvoices.org/2016/01/06/ethiopia-protest-videos-show-state-brutality-despite-tech-barriers/
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Online tools were essential for the mobilization of antigovernment protests throughout 2016,
enabling activists to post information about the demonstrations and disseminate news about police
brutality as the government cracked down on protesters.50 Digital activism was muted following the
October 2016 state of emergency, which banned demonstrations and online mobilization. Repeated
internet shutdowns and blocks on social media platforms also hindered mobilization efforts (see
Blocking and Filtering and Restrictions on Connectivity).

Violations of User Rights
A state of emergency declared in October 2016 derogated fundamental rights and restricted certain
online activities. The Computer Crime Proclamation enacted in June 2016 criminalizes defamation
and incitement; observers say it could be invoked to suppress digital mobilization. The proclamation
also strengthens the government’s surveillance capabilities by enabling real-time monitoring and
interception of communications. Numerous individuals were arrested for online activities, particularly
protests, while two people were sentenced to prison for several years each during the coverage period.

Legal Environment
The government imposed a six-month state of emergency in October 2016 and shut down the
internet for several days to quell escalating antigovernment protests. Specific online activities
were restricted under emergency rule.51 The authorities criminalized accessing or posting content
related to the protests on social media, as well as efforts to communicate with “terrorist” groups,
a category that includes exiled dissidents. Penalties included prison terms of three to five years.52
Emergency rule also undermined fundamental rights, banning unauthorized protests, and allowing
the authorities to arbitrarily arrest and detain citizens without charge. More than 21,000 people were
arrested before the state of emergency was lifted in August 2017, according to news reports.53
Fundamental freedoms are guaranteed for Ethiopian internet users on paper, but the guarantees
are routinely flouted in practice. The 1995 Ethiopian constitution provides for freedom of
expression, freedom of the press, and access to information, while also prohibiting censorship.54
These constitutional guarantees are affirmed in the 2008 Mass Media and Freedom of Information
Proclamation, known as the press law, which governs the print media.55 Nevertheless, the press
law also includes problematic provisions that contradict constitutional protections and restrict
free expression, such as complex registration processes for media outlets and heavy fines for
defamation.56 The Criminal Code also penalizes defamation with a fine or up to one year in prison.57
50 Jacey Fortin, “The ugly side of Ethiopia’s economic boom,” Foreign Policy, March 23, 2016, http://foreignpolicy.
com/2016/03/23/no-one-feels-like-they-have-any-right-to-speak-at-all-ethiopia-oromo-protests/

“Seven things banned under Ethiopia’s state of emergency,” BBC News, October 17, 2016, http://www.bbc.com/news/
world-africa-37679165

51

52 “Social media blackout in Ethiopia,” Jacarandafm, October 17, 2016, https://www.jacarandafm.com/news-sport/news/
social-media-blackout-in-ethiopia/

53 “Ethiopia lifts state of emergency imposed in October,” Associated Press, August 4, 2017, http://www.startribune.com/
ethiopia-lifts-state-of-emergency-imposed-in-october/438488273/

54 Constitution of the Federal Democratic Republic of Ethiopia (1995), art. 26 and 29, accessed, August 24, 2010, http://www.
ethiopar.net/constitution.

Freedom of the Mass Media and Access to Information Proclamation No. 590/2008, Federal Negarit Gazeta No. 64,
December 4, 2008.

55
56
57

Article 19, The Legal Framework for Freedom of Expression in Ethiopia, accessed September 10, 2014, http://bit.ly/1Pl0f33.
Criminal Code, art. 613, http://bit.ly/1OpHE6F.
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Meanwhile, several laws are designed to restrict and penalize legitimate online activities and
speech. Most alarmingly, the 2012 Telecom Fraud Offences Law extends the violations and penalties
defined in the 2009 Anti-Terrorism Proclamation and criminal code to electronic communications
sent over mobile phone and internet services.58 The antiterrorism legislation prescribes prison
sentences of up to 20 years for the publication of statements that can be understood as a direct
or indirect encouragement of terrorism, which is vaguely defined.59 The law also bans Voice
over Internet Protocol (VoIP) services such as Skype60 and requires all individuals to register their
telecommunications equipment—including smartphones—with the government, which security
officials typically enforce at security checkpoints by confiscating ICT equipment if the owner cannot
produce a registration permit, according to sources in the country.
In June 2016, the Ethiopian government passed a new Computer Crime Proclamation that
criminalized an array of online activities.61 For example, content that “incites fear, violence, chaos or
conflict among people” can be punished with up to three years in prison, which could be abused
to suppress digital campaigns.62 Other problematic provisions ban the dissemination of defamatory
content, which can be penalized with up to 10 years in prison,63 and the distribution of unsolicited
messages to multiple emails (spam), which carries up to five years in prison.64 Civil society expressed
concern that the law would be used to further crackdown on critical commentary, political
opposition, and social unrest.65

Prosecutions and Detentions for Online Activities
The authorities intensified their crackdown against bloggers, online journalists, and activists during
the state of emergency in the past year. The antigovernment protest movement led to thousands of
arrests, some for digital activities such as posting or “liking” social media content about the protests.
Examples include the following:
•

58
59

In October 2016, police arrested Seyoum Teshome, a well-known academic and blogger for
the Ethiopian Think Tank Group, who had published an article about the Oromia protest

Article 19, “Ethiopia: Proclamation on Telecom Fraud Offences,”legal analysis, August 6, 2012, http://bit.ly/1Lbonjm.
“Anti-Terrorism Proclamation No. 652/2009,” Federal Negarit Gazeta No. 57, August 28, 2009.

The government first instituted the ban on VoIP in 2002 after it gained popularity as a less expensive means of
communication and began draining revenue from the traditional telephone business belonging to the state-owned
EthioTelecom. In response to widespread criticisms, the government claimed that VoIP applications such as Skype would not be
considered under the new law, though the proclamation’s language still enables the authorities to interpret it broadly at whim.
60

61 “Ethiopia Computer Crime Proclamation Text Draft,” Addis Insight, May 9, 2016, http://www.addisinsight.com/2016/05/09/
ethiopia-computer-crime-proclamation-text-draft/

62 Article 14, “Crimes against Public Security,” Computer Crime Proclamation, draft text at http://www.addisinsight.
com/2016/05/09/ethiopia-computer-crime-proclamation-text-draft/, http://hornaffairs.com/en/2016/05/09/ethiopia-computercrime-proclamation/
63
64

Article 13, “Crimes against Liberty and Reputation of Persons,” Computer Crime Proclamation.
Article 15, “Dissemination of Spam,” Computer Crime Proclamation,

Kimberly Carlson, “Ethiopia’s new Cybercrime Law allows for more efficient and systematic prosecution of online speech,”
Electronic Frontier Foundation, June 9, 2016, https://www.eff.org/deeplinks/2016/06/ethiopias-new-cybercrime-law-allowsmore-efficient-and-systematic-prosecution-online; Tinishu Soloman, “New Ethiopian law targets online crime,” The Africa
Report, June 9, 2016, http://www.theafricareport.com/East-Horn-Africa/new-ethiopian-law-targets-online-crime.html
65
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movement in The New York Times.66 Teshome was held in prison for three months, during
which he reported suffering severe torture (see Intimidation and Violence).67
•

In November 2016, political activists Anania Sorri and Daniel Shibeshi and journalist Elias
Gebru were arrested for posting images of themselves on social media displaying a gesture
indicating support for the protest movement. Protest gestures and symbols were banned
under emergency rule.68

•

In December 2016, seven musicians behind a popular YouTube music video were arrested
and held without charge until June 2017, when they were charged with terrorism. The video
was held to incite protests.69

Two cases led to convictions and multi-year prison sentences during the coverage period:
•

In May 2017, the prominent opposition activist Yonatan Tesfaye, was found guilty of
terrorism based on Facebook posts that criticized the government’s handling of the Oromia
protests.70 He was sentenced to six and a half years in prison.71 Tesfaye’s Twitter handle
has been active since his detention, leading to suspicions that the officials were using his
account to monitor other dissidents or encourage them to break the law.72

•

Also in May, Getachew Shiferaw, the editor-in-chief of the opposition outlet Negere Ethiopia,
was sentenced to one and a half years in prison on subversion charges for Facebook
comments were considered to “endorse” an exiled journalist.73 He was released on time
served.

Bloggers from the critical Zone 9 blogging collective were repeatedly persecuted during the
coverage period, continuing several years of unabated legal troubles and harassment. The bloggers
were first arrested in April 2014 and charged with terrorism under the harsh Anti-Terrorism
Proclamation.74 They were accused of intent to overthrow the government, an offense under the
criminal code, by encrypting their communications to disseminate seditious writings.75 Denied bail
and brought to court dozens of times for sham trials,76 the bloggers were eventually acquitted in
late 2015, but the prosecutor appealed to the Supreme Court, and they were repeatedly summoned
“Oromo protests: Ethiopia arrests blogger Seyoum Teshome,” Al Jazeera, October 5, 2016,
http://www.aljazeera.com/news/2016/10/oromo-protests-ethiopia-arrests-blogger-seyoum-teshome-161005071925586.html

66

67 “Seyoum Teshome released,” Frontline Defenders, accessed October 30, 2017, https://www.frontlinedefenders.org/en/case/
seyoum-teshome-released
68 https://www.diretube.com/anania-sorri-elias-gebru-and-daniel-shibeshi-arrested-today-dw-amharic_7e64f070f.html; See
also: Anania Sorri Facebook post, October 28, 2016, http://bit.ly/2gwZTfQ
69

https://advox.globalvoices.org/2017/07/14/ethiopian-musicians-charged-with-terrorism-for-inciting-song-lyrics/

Salem Soloman, “Ethiopia’s Anti-terrorism Law: Security or Silencing Dissent?” VOA News, May 31, 2016, http://www.
voanews.com/a/ethiopia-anti-terrorism-law-security-silencing-dissent/3356633.html

70

“Ethiopia jails opposition politician Yonatan Tesfaye,” Al Jazeera, May 26, 2017, http://www.aljazeera.com/news/2017/05/
ethiopian-court-jails-politician-6-years-170525141848655.html

71
72

@befeqadu Twitter post, April 12, 2016, https://twitter.com/befeqadu/status/719963259911188480/photo/1

“News: Ethiopia editor-in-chief sentenced for a year and half in prison, time he already served,” Addis Standard, May
26, 2017 “http://addisstandard.com/news-ethiopia-editor-in-chief-sentenced-for-a-year-and-half-in-prison-time-he-alreadyserved/

73

“Six members of Zone Nine, group of bloggers and activists are arrested,” [in Amharic] Zone9 (blog), April 25, 2014, http://
bit.ly/1VJn6ow; “Federal High Court Lideta Criminal Bench court, Addis Ababa,” http://1drv.ms/1OqAjlC.

74

Endalk Chala, “What You Need to Know About Ethiopia v. Zone9 Bloggers: Verdict Expected July 20,” Global Voices (blog),
July 17, 2015, http://bit.ly/1jTDO9b.

75

76 Ellery Roberts Biddle, Endalk Chala, Guardian Africa network, “One year on, jailed Ethiopian bloggers are still awaiting trial,”
The Guardian, April 24, 2015, http://gu.com/p/47ktv/stw; “Nine Journalists and Bloggers Still Held Arbitrarily,” Reporters Without
Borders, “Nine Journalists and Bloggers Still Held Arbitrarily,” August 21, 2014, http://bit.ly/1P3TW4I.
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to appear throughout 2016.77 In April 2017, the Supreme Court ruled that two of the Zone9 bloggers,
Atnaf Berhane and Natnail Feleke, should be tried on charges of inciting violence through their
writing. If convicted, they would face up to 10 years each in prison.78
Other citizens were serving long prison sentences during the coverage period, including blogger
Zelalem Workagenehu, who was found guilty of terrorism and sentenced to over five years in
prison in May 2016.79 He was first arrested in July 2014 on charges of conspiring to overthrow the
government after he facilitated a course on digital security. Well-known dissident journalist and
blogger Eskinder Nega is serving an 18-year prison sentence handed down in July 2012 under the
draconian anti-terrorism law for criticizing the law itself in an online article.80

Surveillance, Privacy, and Anonymity
Government surveillance of online and mobile phone communications is pervasive in Ethiopia
and was strengthened under the new Computer Crime Proclamation enacted in June 2016, which
enables real-time monitoring or interception of communications authorized by the Minister of
Justice and obliges service providers to store records of all communications and metadata for at
least a year.81
There are strong indications that the government has deployed a centralized monitoring system
developed by the Chinese telecommunications firm ZTE to monitor mobile phone networks and the
internet, according to a 2015 Human Rights Watch report.82 Known for its use by repressive regimes
in Libya and Iran, the monitoring system enables deep packet inspection (DPI) of internet traffic
across the EthioTelecom network and has the ability to intercept emails and web chats.
A customer management database called ZSmart, also developed by ZTE, has been installed by
EthioTelecom. The database provides the government with full access to user information and the
ability to intercept SMS text messages and record phone conversations.83 ZSmart also allows security
officials to locate targeted individuals through real-time geolocation tracking of mobile phones.84
While the extent to which the government has made use of the full range of ZTE’s sophisticated
surveillance systems is unclear, the authorities frequently present intercepted emails and phone calls
as evidence during trials against journalists and bloggers or during interrogations as a scare tactic.85
“Netizen Report: Ethiopia’s Zone9 Bloggers Go Back to Court,” Global Voices (blog), March 30, 2016, https://advox.
globalvoices.org/2016/03/30/netizen-report-ethiopias-zone9-bloggers-go-back-to-court/

77

“Ethiopia Supreme Court says two Zone 9 bloggers should face incitement charges,” CPJ, April 6, 2017, https://cpj.
org/2017/04/ethiopia-supreme-court-says-two-zone-9-bloggers-sh.php

78

Tedla D. Tekle, “Ethiopian blogger and activist sentences to five years and four months,” Global Voices (blog), May 16, 2016,
https://advox.globalvoices.org/2016/05/16/ethiopian-blogger-and-activist-sentenced-to-five-years-and-four-months/

79

80 Such trumped-up charges were based on an online column Nega had published criticizing the government’s use of the
Anti-Terrorism Proclamation to silence political dissent and calling for greater political freedom in Ethiopia. Nega is also the
2011 recipient of the PEN/Barbara Goldsmith Freedom to Write Award.“That Bravest and Most Admirable of Writers: PEN
Salutes Eskinder Nega,” PEN American Center (blog), April 13, 2012, http://bit.ly/1Lm89Y7; See also, Markos Lemma, “Ethiopia:
Online Reactions to Prison Sentence for Dissident Blogger,” Global Voices, July 15, 2012, http://bit.ly/1OpKaKf; Endalk Chala,
“Ethiopia: Freedom of Expression in Jeopardy,” Global Voices Advocacy, February 3, 2012, http://bit.ly/1jfIEO3.

81 Article 23, “Retention of Computer Data” and Article 24, “Real-time Collection of Computer Data,” http://hornaffairs.com/
en/2016/05/09/ethiopia-computer-crime-proclamation/
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Human Rights Watch, “They Know Everything We Do,” 62.
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Committee to Protect Journalists, “Ethiopian Blogger, Journalists Convicted of Terrorism,” January 19, 2012, http://cpj.
org/x/47b9.
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Meanwhile, exiled dissidents have been targeted by surveillance malware. Citizen Lab research
published in March 2015 said Remote Control System (RCS) spyware had been used against two
employees of Ethiopian Satellite Television Service (ESAT) in November and December 2014. ESAT
is a diaspora-run independent satellite television, radio, and online news media outlet, based in
Alexandria, Virginia.86 Made by the Italian company Hacking Team, RCS spyware is advertised as
“offensive technology” sold exclusively to law enforcement and intelligence agencies, and has the
ability to steal files and passwords and intercept Skype calls and chats. 87
While Hacking Team has said that the company does not deal with “repressive regimes,”88 the social
engineering tactics used to bait the two ESAT employees made it clear that the attack was targeted.
Moreover, analysis of the RCS attacks uncovered credible links to the Ethiopian government, with
the spyware’s servers registered at an EthioTelecom address under the name “INSA-PC,” referring
to the Information Network Security Agency (INSA), the body established in 2011 to preside over
the security of the country’s critical communications infrastructure.89 INSA was already known to be
using the commercial toolkit FinFisher to target dissidents and supposed national security threats.
FinFisher can secretly monitor computers by turning on webcams, record everything a user types
with a key logger, and intercept Skype calls.90
Political commentators use VPNs and anonymizing tools to hide their identities when publishing
online and to circumvent filtering, though the tools are also subject to blocking (see Blocking and
Filtering).
Anonymity is further compromised by strict SIM card registration requirements. Upon purchase of
a SIM card through EthioTelecom or an authorized reseller, individuals must provide their full name,
address, government-issued identification number, and a passport photograph. EthioTelecom’s
database of SIM registrants enables the government to terminate SIM cards and bar individuals
from registering for new ones. Internet subscribers are also required to register their personal details,
including their home address, with the government. During the antigovernment protests in 2016,
state-owned ICT provider EthioTelecom announced plans to require mobile phones to be purchased
from Ethiopian companies and to create a tracking system for all mobile devices in Ethiopia. Though
no updates on the plans were reported in 2017, observers believe the plan aims to allow the
government to track and identify all communications from subscribers on its network.91

Intimidation and Violence
During escalating antigovernment protests throughout 2016, the authorities routinely harassed,
detained, and abused people who used their mobile phones to record footage of demonstrations.
Under emergency rule, the authorities reportedly arrested thousands of people, some for their
online activities. Imprisoned bloggers reported being held in degrading conditions and tortured by

86 Bill Marczak et al., Hacking Team Reloaded? US-Based Ethiopian Journalists Again Targeted with Spyware, Citizen Lab, March
9, 2015, http://bit.ly/1Ryogmr.
87

Hacking Team,“Customer Policy,” accessed February 13, 2014, http://hackingteam.it/index.php/customer-policy.

89

Marczak et al., Hacking Team Reloaded? US-Based Ethiopian Journalists Again Targeted with Spyware.

91

Endalk Chala, “Ethiopia Locks Down Digital Communications in Wake of #OromoProtests.”

Declan McCullagh, “Meet the ‘Corporate Enemies of the Internet’ for 2013,” CNET, March 11, 2013, accessed February 13,
2014, http://cnet.co/1fo6jJZ.
88

Fahmida Y. Rashid, “FinFisher ‘Lawful Interception’ Spyware Found in Ten Countries, Including the U.S.,” Security Week,
August 8, 2012, http://bit.ly/1WRPuap.
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prison guards seeking to extract false confessions.92 In one case, blogger Seyoum Teshome, who was
arrested after the publication of his critical New York Times op-ed, reported suffering severe torture
while in detention from October to December 2016.93
Government security agents frequently harass and intimidate bloggers, online journalists, and
internet users. Independent bloggers are often summoned by the authorities to be warned against
discussing certain topics online, while activists report that they are regularly threatened by state
security agents.94 Ethiopian journalists in the diaspora have also been targeted for harassment.95

Technical Attacks
There were no reports of technical attacks against human rights defenders or dissidents during the
coverage period, though incidents are likely underreported. Opposition critics have faced frequent
technical attacks in the past, even abroad. Observers believe similar campaigns against activists
persist undetected. Independent research has shown that Ethiopian authorities use sophisticated
surveillance spyware to target exiled dissidents.96
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Tedla D. Tekle, “’I was forced to drink my own urine,’: ‘Freedom’ for netizen after 647 days locked up, but not for all.”

Seyoum Teshome, “A license to torture,“ Amnesty International, March 28, 2017, https://www.amnesty.org/en/latest/
campaigns/2017/03/a-license-to-torture/
94 SIMEGNISH (LILY) MENGESHA, “CRAWLING TO DEATH OF EXPRESSION – RESTRICTED ONLINE MEDIA IN ETHIOPIA,”
Center for International Media Assistance (blog), April 8, 2015, http://bit.ly/1IbxFie.
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95 “ክንፉ አሰፋ በስለላ ከሆላንድ የተባረረው የጋዜጠኛውን አንገት እቆርጣለሁ አለ,” ECADAF Ethiopian News & Opinion, April 12, 2015, http://
ecadforum.com/Amharic/archives/14790/.
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France
2016

2017

Population:

Internet Freedom Status

Free

Free

Internet Penetration 2016 (ITU):

85.6 percent

Obstacles to Access (0-25)

3

3

Social Media/ICT Apps Blocked:

No

Limits on Content (0-35)

6

7

Political/Social Content Blocked:

No

Violations of User Rights (0-40)

16

16

Bloggers/ICT Users Arrested:

No

TOTAL* ( 0-100 )

25

26

66.9 million

Press Freedom 2017 Status:

Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Concerns about the impact of disinformation and political bot operations heightened in
the run-up to the 2017 French presidential election, as leaked communications related
to candidate Emmanuel Macron were dumped online and amplified by automated
accounts in attempts to destabilize the race right before campaigning closed (see
“Limits on Content”).

•

The number of requests to take down or block pro-terrorism content increased
significantly during the coverage period. While some of the decisions were disputed, no
cases of “over-blocking” were reported (see “Limits on Content”).

•

In February 2017, France’s Constitutional Council struck down a new provision that
criminalized the act of frequently visiting websites encouraging terrorism through
the use of images of terrorist acts. Shortly after however, an amended version was
reintroduced, imposing prison sentences on users who also “manifest adherence” to
the ideology expressed on the site (see “Violations of User Rights”).

•

The Digital Republic Act adopted in October 2016 introduced new provisions to
regulate the digital economy, including net neutrality and data protections. The law
notably enables the French Data Protection Authority to impose heftier administrative
fines for data protection violations (see “Legal Environment”).
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Introduction
France’s internet freedom environment declined slightly during a tense presidential election year,
as the online sphere experienced a surge in disinformation and leaks aiming to destabilize the
presidential race.
The past year was marked by a dramatic election campaign that resulted in the victory of centrist
candidate Emmanuel Macron over far-right leader Marine Le Pen. The campaign was dominated
by heightened concerns regarding the potential abuse of social media to deceive and manipulate
public opinion. Although the surge in “fake news” and political bot operations did not ultimately
manage to sway the result of the French election, the proliferation of disinformation and leaks
seeking to disrupt the process raised alarm. Just hours before campaigning closed ahead of the
runoff on May 7, 2017, thousands of leaked e-mails and documents from Emmanuel Macron’s
campaign team were dumped on the internet in a last minute effort to destabilize the race.
Measures to address terrorist threats have also continued to impact France’s internet freedom
environment by expanding surveillance powers and limiting judicial oversight. Following a string
of deadly terrorist attacks, a series of legislative changes to address threats to national security
have sought to boost government surveillance powers and introduce stricter measures to tackle
terrorist content online. Under the law prolonging the state of emergency following the deadly
terrorist attack in Nice on July 14, 2016, an amendment authorized real-time collection of metadata
of individuals not only “identified as a terrorist threat,” but also those “likely to be related” to a
terrorist threat, or those who belong to the “entourage” of the person concerned. In October 2016,
the Constitutional Council declared unconstitutional a section regarding surveillance of wireless
communications in the Intelligence Law passed in July 2015, finding it disproportionate and in
violation of the right to privacy and confidentiality of communications.
Since November 2015, France’s State of Emergency has been repeatedly extended for two years.
These emergency measures significantly expanded authorities’ powers, such as allowing house
arrests and searches without judicial oversight. In this context, United Nations human rights experts
raised concerns about “excessive and disproportionate restrictions on fundamental freedoms” in
France, including “the lack of clarity and precision of several provisions of the state of emergency
and surveillance laws.”1 In June 2017, newly-elected President Macron announced plans for a
new counter-terrorism law, which would seek to transfer some critical provisions of the state of
emergency into permanent law.2

Obstacles to Access
France’s internet penetration continued to increase, although regional disparities persist. The current
ICT market is open, highly competitive, and has benefited from the privatization of the state-owned
company France Telecom.

OHCHR, “UN rights experts urge France to protect fundamental freedoms while countering terrorism,” January 19, 2016,
http://bit.ly/20e9Jkh

1

On November 1, 2017, France officially lifted the state of emergency, and introduced a new anti-terror law. “Anti-terrorism:
the Government wants the state of emergency to be the common law”, Le Monde, June 7, 2017, http://lemde.fr/2sSf31D
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Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

a

85.6%

2011

77.8%

2015

103%

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

2011

2017(Q1)

2016(Q1)

84.7%
103%
94%

10.8 Mbps
9.9 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Committed to providing widespread access to high-speed broadband, the French government
has been has been implementing an ambitious national plan to deploy high-speed broadband
throughout France by 2022, mobilizing public and private investments totalling 20 billion euros
(US$22 billion) over 10 years.3 As of December 2016, this plan benefited 50 percent of the
population.4
Reforms approved in 2015, known as the “Loi Macron,” have sought to improve mobile broadband
coverage in the country, requiring telecom operators to deploy 2G network in underserved
municipalities by 2016, and ensure 3G/4G coverage by 2017.5 Despite some improvement however,
high-speed LTE coverage in rural areas remained below the EU average.6
Demographic disparities in internet usage persist: for example, mobile penetration ranged from
67.7 percent in the Paris area to 47.5 percent in urban areas with less than 50,000 inhabitants.7 A
map produced by regulator Arcep illustrates some of the regional disparities in mobile penetration,
showing patchy coverage of 4G networks in rural areas.8 Most at-home users have access to
broadband connections, while the remaining households are connected either through dial-up or
satellite services, usually due to their rural location.9

Restrictions on Connectivity
There were no restrictions on connectivity reported during the coverage period. There is no central
internet backbone, and ISPs are not required to lease bandwidth from a monopoly holder. Instead,
the backbone consists of several interconnected networks run by ISPs and shared through peering

3

4

“Plan France Très Haut Débit,” official website, accessed September 22, 2016, http://www.francethd.fr

“Le Plan France Très Haut Débit,” gouvernement.fr, May 15, 2017, http://bit.ly/21kmjzc

“French government approves amendment mandating rural mobile expansion,” TeleGeography, April 20, 2015, http://bit.
ly/2yuEqdf

5

European Commission, “Broadband Coverage in Europe 2016,” https://ec.europa.eu/digital-single-market/en/news/studybroadband-coverage-europe-2016

6

Statista, “Mobile internet usage penetration in France from 2010 to 2015, by urban area size,” March 21, 2013, http://bit.
ly/2eku0Fs

7

8

9

See website: https://www.monreseaumobile.fr/

Ariase, “L’ADSL et la fibre optique en France,” http://bit.ly/2eHNZft
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or transit agreements. There are also a number of Internet Exchange Points (IXPs) in France,10 which
contribute to improved access and lower consumer prices.11

ICT Market
There are no significant business hurdles to providing access to digital technologies in France. The
main ISPs are Orange, Free, Bouygues Telecom, and Numericable-SFR (SFR was a division of Vivendi
that was sold to Numericable).12 Others such as NRJ Mobile, Virgin Mobile, Cofidis Mobile, and Darty
make use of the main ISPs’ networks, reselling the services.13
In July 2017,14 regulator ARCEP announced it would impose certain constraints on market leader
Orange in an effort to open up competition for high-speed fiber services among small and mediumsized companies.15

Regulatory Bodies
The telecommunications industry in France is regulated by the Regulatory Authority for Electronic
and Postal Communication (ARCEP),16 while competition is regulated by France’s Competition
Authority and, more broadly, by the European Commission (EC).17 The commissioner of ARCEP is
appointed by the government, but as an EU Member State, France must ensure the independence
of its national telecommunications regulator. Given that the French state is the main shareholder
in Orange, the country’s leading telecom company, the EC stated that it would closely monitor
the situation in France to ensure that European regulations were being met.18 ARCEP remains an
independent and impartial body and decisions made by the regulator are usually seen as fair.
The Digital Republic Act enacted in October 2016 broadened ARCEP’s investigatory powers, notably
granting ARCEP with investigatory and sanctioning powers to ensure compliance with the principle
of net neutrality introduced by the law.19

Limits on Content
Following a string of deadly terrorist attacks in France, much attention has focused on mechanisms
to counter pro-terrorist content online, resulting in an uptick of removal and blocking requests.
Meanwhile, concerns surrounding disinformation and political bot operations heightened in the run-up
to the 2017 French presidential election.
10

Internet Exchange Points, Data Centre Map, http://bit.ly/2dzlzY4

11

“Internet Service Providers and Peering v3.0,” DrPeering International, http://bit.ly/1joJCaC

13

Jerome Tranie, «Fastest ISPs 2014: France,” PC Mag, June 19, 2014, http://bit.ly/2euIzHk

Ruth Bender, “Vivendi Accepts Altice Offer to Buy 20% Numericable-SFR Stake,” Wall Street Journal, February 27, 2015,
http://on.wsj.com/2f5YxrP

12

14

This announcement was made outside the coverage period of this report.

“French telecoms regulator to impose new constraints on Orange,” Reuters, July 11, 2017, https://www.reuters.com/article/
france-telecoms/update-2-french-telecoms-regulator-to-impose-new-constraints-on-orange-idUSL8N1K20KC

15
16

ARCEP, “Autorité de Régulation des Communications Électroniques et des Postes,” http://bit.ly/1RImAXo

18

“ARCEP must remain independent vis-a-vis government – EC,” Telecompaper, January 14, 2011, http://bit.ly/1k5gzJe

17

“Autorité de la concurrence,” http://bit.ly/1frpn7J

ARCEP, “The Digital Republic Act strengthens Arcep’s powers, opens the way for new forms of regulation and tasks the
Authority with protecting net neutrality,” Press Release, October 10, 2016, http://bit.ly/2zsuULM
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Blocking and Filtering
France does not generally engage in any politically-motivated blocking of websites. YouTube,
Facebook, Twitter and international blog-hosting services as a whole are freely available. However,
since the Charlie Hebdo and November 2015 attacks in Paris, the government has released
statements suggesting that limiting fundamental rights of citizens would serve public safety,20 and
terrorist-related content has been subject to censorship.
A decree issued in February 2015 outlined administrative measures to block websites containing
materials that incite or condone terrorism, as well as sites that display child pornography.21 The
decree implemented article 6-1 of the Law on Confidence in the Digital Economy (LCEN), passed in
2004, as well as article 12 of new antiterrorism law passed in November 2014.22 The administrative
authority, in this case the Central Office for the Fight against Crime related to Information and
Communication Technology (OCLCTIC), is in charge of creating a blacklist of sites containing
infringing materials, and must review the list every four months to ensure that blacklisted sites
continue to contravene French law. OCLCTIC can request editors or hosts to remove the content,
and after a 24 hour period it can request ISPs to block the site.23 Users trying to access those pages
are redirected to a website from the Ministry of Interior indicating why the site was blocked and
avenues for appeal. Shortly after the decree was announced, five websites were blocked with no
judicial or public oversight under suspicion of containing terrorism-related information.24
A chief concern related to blocking remains the lack of judicial oversight in the blocking of websites
that incite or promote terrorist acts. The procedure is supervised by the National Commission on
Informatics and Liberty (CNIL), the data protection agency. As an administrative authority, CNIL can
also refer requests to the administrative court should they be unhappy with any action taken by
the OCLCTIC. Some commentators have lamented that while CNIL was founded to protect internet
freedoms, it is now overseeing the restriction of those same rights.25
The Paris attacks in November 2015 and the terrorist attack in Nice in July 2016 significantly
impacted the number of overall requests to censor content linked to terrorism (see “Content
Removal”). According to CNIL’s activity report covering the period between March 2016 and
February 2017, French authorities made 874 requests to block sites, compared to 312 during the
previous period (some of them were made available again after the removal of infringing content).
Administrative blocking requests for terrorist content targeted 165 sites, compared to 709 sites
displaying child abuse.26
This mechanism does not report the detailed content of websites blocked, but it does report
censorship decisions disputed by CNIL. In one case in February 2017, the OCLCTIC requested the
removal of a video related to the July 2016 Nice terrorist attack, accompanied by the text “Nice
20

“Valls : La sécurité est la première des libertés,” La Depeche, January 7, 2016, http://bit.ly/2eydvoA

22

“L’impossible et controversé blocage des sites Internet djihadistes,” Le Monde, September 13, 2014, http://bit.ly/2dfofWV

21

Decree 2015-125 of February 5, 2015, http://bit.ly/2cqSoRr

The blocking order can be issued immediately if the editor does not provide information stipulated under article 6-III of
LCEN. See: Article 12, Law 2014-1353 of November 13, 2014, http://bit.ly/2eeaTwZ

23

Lucie Ronfaut, “La France bloque pour la première fois des sites Web de propagande terroriste” [France blocks terrorist
propaganda websites for the first time], Le Figaro, March 16, 2015, http://bit.ly/2eAyTsT

24

EDRI, “France implements Internet censorship without judicial oversight,” March 11, 2015, accessed February 12, 2016
http://bit.ly/1CasJYJ

25

Alexandre Linden, “Rapport d’activité de la personne qualifiée” [Activity Report], March 2016 – February 2017, CNIL,
accessed October 1, 2017, http://bit.ly/2eAO4Ch

26

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

FRANCE
Attack July 14, 2016 live video of truck.” Following the removal request, access was blocked. CNIL
considered that the text was neutral and judged the blocking order disproportionate.27
One isolated case of “over-blocking” was reported during this coverage period, but was mainly
due to a technical incident: for 3 hours on October 17, 2016, Orange blocked the traffic to Google,
Wikipedia and several websites for its 11 million landline customers, due to a wrong update to its
DNS servers.28
Under the extended state of emergency legislation first adopted in November 2015, the interior
minister was given the power to block websites and social media, taking “any measure to ensure the
interruption of any public communication service online that glorifies or incites acts of terrorism.”29
Although the National Commission on Informatics and Liberty (CNIL) noted in its April 2016 report
that the “implementation methods of this measure have not been specified, and to date, the
Minister of Interior has not resorted to it.”30

Content Removal
French authorities are fairly transparent about what content is prohibited and the reasons behind
specific content removal requests. Incitement of hatred, racism, Holocaust denial, child pornography,
copyright infringement, and defamation are illegal. Article R645-1 of the French criminal code
outlaws the display of the emblems, uniforms, or badges of criminal organizations, under penalty of
a fine.31
As stipulated in the 2014 anti-terrorism law, the administrative authority (OCLCTIC) can request
editors and hosts to remove content that incites or apologizes for terrorism, as well as sites that
display child abuse; after a 24 hour period it can request ISPs to block the site (see Blocking and
Filtering).32
A government decree issued on March 4, 2015 also allows for the delisting of online content from
search results using a similar administrative procedure supervised by CNIL.33 Under this decree,
OCLCTIC submits requests to search engines, which then have 48 hours to comply. The OCLCTIC is
responsible for reevaluating de-indexed websites every four months, and requesting the relisting of
websites where the incriminating content has been removed. According to CNIL’s report, between
March 2016 and February 2017, French authorities submitted 2,077 de-indexing requests for
content related to child abuse and terrorism (compared to 855 the previous year), as well as 2,561
removal requests (compared to 1,439 last year). Content was removed in 2,305 cases, 1,975 of
Alexandre Linden, “Rapport d’activité de la personne qualifiée” [Activity Report], March 2016 – February 2017, CNIL,
accessed October 1, 2017, http://bit.ly/2eAO4Ch

27

28 Alix Guillard,” Main French Internet provider Orange blocks traffic to Google”, cz.nic, October 27, 2016, https://en.blog.nic.
cz/2016/10/27/french-orange-blocks-traffic-to-google/

Law 2015-1501 of November 20, 2015, http://bit.ly/1qraiKQ
See also: Daniel Severson, “France’s Extended State of Emergency: What New Powers Did the Government Get?” Lawfare,
November 22, 2015, http://bit.ly/1OYBpSl; Glynn Moody, “French state of emergency allows website blocking, device search
powers,” Ars Technica, November 20, 2015, http://bit.ly/1XeWKf1

29

Alexandre Linden, “Rapport d’activité de la personne qualifiée” [Activity Report], March 2015 – February 2016, CNIL,
accessed September 1, 2016, http://bit.ly/2eAO4Ch

30

Elissa A. Okoniewski, “Yahoo!, Inc. v. Licra: The French Challenge to Free Expression on the Internet,” American University
International Law Review 18, 1, 2002, http://bit.ly/1LOzaFS

31
32

See Article 12, Law 2014-1353 of November 13, 2014, http://bit.ly/2eeaTwZ

The decree implements modifications to the 2004 LCEN that were made under the 2011 LOPPSI 2 and the 2014
antiterrorism law. See: Decree 2015-253 of March 4, 2015, http://bit.ly/2ctwhi3

33
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which concerned pro-terrorist content. CNIL disputed a handful of these removal and de-indexing
requests.34
The anti-piracy law HADOPI, originally passed in June 200935 and supplemented by a second law
in October 200936 was once again in the news in 2016. In a surprise move, parliament adopted a
proposal in April 2016 to suppress HADOPI by February 2022,37 but the Senate voted to reverse this
move.38 HADOPI functions by responding to copyright infringers with a graduated response, starting
with an email warning for the first offense, followed by a registered letter if a second offence occurs
within six months. If a third offence occurs within a year of the registered letter, the case can be
referred to the court, and the offender may receive a fine as a possible sanction.39 In June 2016,
HADOPI published a report showcasing increased activity: it filed more than 688 referrals to court in
the last year, more than twice than in the last five years (362 from 2010 to 2015). Most fines ranged
from 50 to 1,000 euros.40
Legal debates over the right to be forgotten have also escalated in recent years. In June 2015,
the French data protection agency CNIL ordered Google to extend the “right to be forgotten”
ruling across all of its sites that can be accessed within the country, including Google.com and
not just Google.fr.41 Google raised concerns that the move would set a dangerous precedent
for authoritarian governments, who could also request that Google apply national laws
extraterritorially.42 An informal appeal by Google was rejected in September 2015, and CNIL
threatened to take action against Google with fines of approximately EUR 300,000 should they
refuse to comply.43 In early February 2016, Google announced that it would comply by removing
certain search results across all EU domains.44 In March 2016, Google was fined $112,000 by the CNIL
for not complying with demands to remove results across its global domains.45 Google appealed to
France’s Council of State, which in July 2017 decided to refer the matter to the Court of Justice of
the European Union (ECJ).46
A ruling in early February 2016 by a Paris court established that Facebook could be sued in France
for removing the account of a French user who posted an image of a 19th century painting of a
naked woman by Gustave Courbet. A French court will now be entitled to hear the case, brought by
the account’s Parisian user. Facebook had argued that cases concerning their terms and conditions
Alexandre Linden, “Rapport d’activité de la personne qualifiée” [Activity Report], March 2016 – February 2017, CNIL,
accessed October 1, 2017, http://bit.ly/2eAO4Ch

34
35
36

Law 2009-669 of June 12, 2009, http://bit.ly/2dAON3J

Law 2009-1311 of October 28, 2009, http://bit.ly/2eAOvw7

Amaelle Guiton, “La fin d’Hadopi, une agonie politique” [The end of Hadopi, a political agony], Libération, April 30, 2016,
http://bit.ly/1SUW2np

37

Elsa Trujillo, “Les sénateurs sauvent la Hadopi de la disparition,” [Senators vote to save Hadopi from disappearance], Le
Figaro, May 26, 2016, http://bit.ly/1RxskAH

38
39

40
41

Guillaume Champeau, “HADOPI: An FAQ to learn all,” Numerama, February 10, 2016, http://bit.ly/2dRVwdH

HADOPI, “annual report”, June 2016, https://hadopi.fr/sites/default/files/ChiffresRGJuin16.pdf

CNIL, “Right to delisting: Google informal appeal rejected,” September 21, 2015, http://bit.ly/1NGpDz2

Peter Fleischer, “Implementing a European, not global, right to be forgotten,” Google Europe Blog, July 30, 2015, http://bit.
ly/2dgeyHK

42

Samuel Gibbs, “French data regulator rejects Google’s right-to-be-forgotten appeal,” The Guardian, September 21, 2015,
http://bit.ly/1Kvr6nf

43

Danielle Correa, “‘Right to be forgotten’ extended to all Google domains in EU,” SC Magazine UK, February 12, 2016,
http://bit.ly/2dzFTbB

44

Mark Scott, “Google fined by French privacy regulator,” New York Times, March 24, 2016, https://www.nytimes.
com/2016/03/25/technology/google-fined-by-french-privacy-regulator.html?_r=0

45

“French court refers ‘right to be forgotten’ dispute to top EU court,” Reuters, July 19, 2017, https://www.reuters.com/
article/us-google-litigation/french-court-refers-right-to-be-forgotten-dispute-to-top-eu-court-idUSKBN1A41AS

46

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

FRANCE
could only be heard by a Santa Clara, CA court, where its headquarters are based. This was
dismissed by a Paris appeals court, which ruled that should the case involve a French user, it can be
heard in France. The decision can be appealed to France’s highest court.47

Media, Diversity, and Content Manipulation
France is home to a highly diverse online media environment. Self-censorship online is minimal, and
there were no reports of the French government proactively manipulating content online. However,
concerns about disinformation and political bot operations heightened in the run-up to the 2017
French presidential election, and a trove of leaked documents sought to destabilize candidate
Emmanuel Macron.
During the last months of the presidential election in April-May 2017, social media users were
deluged with fake news stories.4849 In April, Facebook said that it had suspended 30,000 automated
spam accounts in France, including many profiles that were distributing politically driven
disinformation.50 While all presidential candidates were attacked, a large number of fake news
reports were created and promoted by far-right online communities, promoting Marine Le Pen and
attempting to undermine other candidates such as Emmanuel Macron.51 One study found that in
April nearly one in five links shared on social media were from sources contesting the legitimacy of
traditional media, and that some of these disruptive narratives emerged as “fake news.”52
On May 5, 2017, confidential documents from the campaign of Emmanuel Macron were leaked
on the internet. The election commission warned media outlets to respect the campaign blackout
period and not to comment on the leaks before election day, noting that some of the data appeared
to be mixed with “false information.”53 Moreover, a study looking at tweets between the end of April
and election day found that many automated accounts used in the context of #MacronLeaks had
been created shortly prior to the 2016 U.S. presidential election, pointing to a “black market” of
reusable political bots.54
In February 2017, the National Assembly adopted a bill to criminalize websites spreading
disinformation about abortion. For instance, some websites on the “voluntary interruption of
pregnancy” and dedicated to “inform future mother on abortion and offer neutral and medical

47

“Court says Facebook nude painting case can be tried in France,” Reuters, February 12, 2016, http://reut.rs/1PKGzCL

Marie Mawad, “French Election Is Facebook’s Fake News Litmus Test”, April 27, 2017, https://www.bloomberg.com/news/
articles/2017-04-27/france-is-facebook-s-fake-news-litmus-test-as-elections-near-end

48

Reuters, “Experts say automated accounts sharing fake news ahead of French election”, April 21, 2017, http://www.reuters.
com/article/us-france-election-socialmedia-idUSKBN17M31G

49

“Facebook cracks down on 30,000 fake accounts in France,” Reuters, April 13,2017, http://www.reuters.com/article/usfrance-security-facebook/facebook-cracks-down-on-30000-fake-accounts-in-france-idUSKBN17F25G

50

Clavel and Herreros, “The journey of a fake news promoted by Marine LePen and aiming at Emmanuel Macron”,
Huffington Post, May 4, 2017, http://www.huffingtonpost.fr/2017/05/04/voici-litineraire-de-la-fake-news-que-propage-marinele-pen-sur_a_22068793/

51

52 Bamako, “Patterns of Disinformation in the 2017 French Presidential Election,” https://static1.squarespace.com/
static/58495e3329687f8bfbb3f25c/t/590904cb15cf7da7dc3b15d8/1493763322834/Patterns+of+Disinformation+in+the+2017+
French+Presidential+Election+-+Report+2+-+Bakamo.pdf

53 Commission nationale de contrôle de la campagne électorale, “Suites de l’attaque informatique qu’a subie l’équipe de
campagne de M. Macron,” Press Release, May 6, 2017, http://www.cnccep.fr/communiques/cp15.html

Emilio Ferrara, “Disinformation and Social Bot Operations in the Run Up to the 2017 French Presidential Election,” First
Monday, 22(8), 2017, http://www.emilio.ferrara.name/2017/07/06/macronleaks-bots-and-the-2017-french-election/
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information” were in fact websites managed by anti-abortion activists.55

Digital Activism
French digital rights and advocacy groups, such as La Quadrature du Net (LQDN), are very active
in the country, playing a significant role in protesting the government’s recent moves to expand
surveillance and blocking measures without judicial oversight.56 In the past, LQDN successfully
lobbied the European Parliament for an amendment to the European Union Telecoms Package to
ensure that no restrictions on internet access could be imposed without prior judicial approval.57
In late 2015, users were able to share comments and interact via an online consultation platform
designed to increase citizen engagement around the Digital Republic Bill that was finally adopted in
October 2016, collecting 8,500 online contributions and almost 150,000 votes.58

Violations of User Rights
New laws to address threats to national security have bolstered the state’s surveillance powers and
introduced stricter measures to tackle terrorist propaganda online. The prolonged state of emergency
initiated after the Paris terrorist attacks in November 2015 has significantly expanded the powers
of authorities to conduct house arrests, raids, and searches and seizures of devices, without judicial
oversight.

Legal Environment
In accordance with the 1789 Declaration of the Rights of Man,59 France’s constitution guarantees
freedom of speech.60 The European Convention on Human Rights, of which France is a signatory,
provides for freedom of expression, subject to certain restrictions which are “necessary in a
democratic society.”61
Since November 2015, broad new powers under the state of emergency have raised concerns
among human rights and digital activists.62 While then Prime Minister Manuel Valls declared on

55 Cécile Chambraud, Gaëlle Dupont “Debate on adoption”, Le Monde, November 29, 2016, http://www.lemonde.fr/societe/
article/2016/11/29/le-debat-sur-l-avortement-se-crispe_5040087_3224.html; Le délit d’entrave à l’IVG définitivement adopté
par le Parlement,” Le Monde, February 16, 2017, http://www.lemonde.fr/societe/article/2017/02/16/le-delit-d-entrave-a-l-ivgdefinitivement-adopte-par-le-parlement_5080652_3224.html#fGiWiF4C5b5qSPhR.99
56

La Quadrature du Net, “Who are we?” accessed February 15, 2016, http://bit.ly/2dzGBpm

Danny O’Brien, “Blogging ACTA across the globe: the view from France,” Electronic Frontier Foundation, January 2010,
accessed February 15, 2016, http://bit.ly/2eXcb1u
57

“Loi République numérique : Consultation terminée, près de 148 000 votes,” Le Monde Informatique, October 19 2015,
http://www.lemondeinformatique.fr/actualites/lire-loi-republique-numerique-consultation-terminee-pres-de-148-000votes-62704.html
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59 “The free communication of ideas and opinions is one of the most precious of the rights of man. Every citizen may,
accordingly, speak, write, and print with freedom, but shall be responsible for such abuses of this freedom as shall be defined
by law.” See: Declaration of the Rights of Man 1789, September 1, 2016, http://bit.ly/1AgkDwp
60 Guy Carcassonne, “The Principles of the French Constitution,” published on the website of the Embassy of France in
Washington, DC, November 28, 2007, http://bit.ly/1X4r11P
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November 19 that it was a “short term response,”63 the state of emergency was subsequently
extended at least five times through July 2017.64 The state of emergency includes provisions on
electronic searches (see “Surveillance, Privacy, and Anonymity”).65 The state of emergency also
empowered the interior minister to take “any measure to ensure the interruption of any online
public communication service that incites the commission of terrorist acts or glorifies them.”66
Measures to address terrorism were already in place prior to the November 2015 state of
emergency. The antiterrorism law passed in November 2014 penalizes online speech deemed as
“apology for terrorism” (apologie du terrorisme) with up to seven years in prison and a EUR 100,000
(US$100,000) fine. Online penalties are harsher than offline, which is subject to five years in prison
and a EUR 75,000 fine.67 Another law adopted by parliament in May 2016 and enacted in June 2016
“on the fight against terrorism and organized crime” also provides sentences of up to two years in
prison or a EUR 30,000 fine for frequently visiting sites that glorify or incite terrorist acts, unless
these consultations are done in “good faith,” such as journalistic or research activities (see also
“Surveillance, Privacy, and Anonymity”).68
France’s Constitutional Council finally rejected this last law in February 2017, arguing that the notion
of “good faith” was unclear, and that the law was not “necessary, appropriate and proportionate.”69
Shortly after however, an amended version was reintroduced as part of a public security law,
imposing prison sentences on users who also “manifest adherence” to the ideology expressed on
the site.70
In a positive step, following a process of public consultation, the National Assembly adopted a
“Digital Republic” bill in January 2016, covering a wide range of issues such as access to public data,
safeguards for net neutrality, and the protection of personal data. The law was enacted in October
2017 with a final vote from the Senate.71

Prosecutions and Detentions for Online Activities
No citizens faced politically motivated arrests or prosecutions, but multiple users have been

63 “Discours de Manuel VALLS, Premier ministre, Projet de loi sur la prorogation de l’état d’urgence, Assemblée nationale”
[Speech by Manuel Valls, Prime Minister: bill on the extension of the state of emergency, National Assembly], gouvernement.fr,
November 19, 2015, http://bit.ly/2duhrIJ

64 See: Declaration of the State of Emergency, November 14, 2015; First extension of three months, Law 2016-162, February
19, 2016; Second extension of two months, Law 2016-629, May 20, 2016; Third extension of six months, Law 2016-987, July 21,
2016.

65 La Quadrature du Net, “A Police State to Avoid any Critical Evaluation?” November 19, 2015 http://bit.ly/1kNOJlk; See also:
Glynn Moody, “French state of emergency allows website blocking, device search powers,” Ars Technica, November 20, 2015,
http://bit.ly/1XeWKf1
66

Law 2015-1501 of November 20, 2015, Article 11, http://bit.ly/2evb2MQ

68

Law 2016-731 of June 3, 2016, http://bit.ly/2cS1zAO

67

Law 2014-1353 of November 13, 2014, http://bit.ly/1T1dzwE

EBLnews, “French ban on habitual viewing of jihadist websites struck down”, February 10, 2017, https://eblnews.com/news/
europe/french-ban-habitual-viewing-jihadist-websites-struck-down-55633
69

“Le nouveau délit de consultation de sites terroristes : six questions, six réponses,” NextImpact, March 1, 2017, https://
www.nextinpact.com/news/103497-le-nouveau-delit-consultation-sites-terroristes-six-questions-six-reponses.htm

70
71

Law 2016-1321 of October 7, 2016, http://bit.ly/2eAVW6D
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sentenced for glorifying terrorism online.72 According to the figures from the Ministry of Justice, at
least thirty-nine cases involved frequent visits to terrorist sites, after a new law passed in June 2016
criminalized the act of frequently consulting sites that glorify or incite terrorist acts (see “Legal
Environment”). Twelve of these reported cases resulted in convictions.73

Surveillance, Privacy, and Anonymity
Surveillance has escalated in recent years, not least with the enactment of a new surveillance law in
July 2015, which was passed in the wake of the attacks on Charlie Hebdo by armed extremists earlier
that year.
The Loi Relatif au Renseignement, or Intelligence Law,74 allowed for intelligence agencies to conduct
electronic surveillance without a court order and required ISPs to install so-called “black boxes,”
algorithms that analyze users’ metadata for “suspicious” behavior in real time.75 In July 2016, an
amendment authorized real-time collection of metadata of individuals not only “identified as a
terrorist threat,” but also those “likely to be related” to a terrorist threat, or those who belong to the
“entourage” of the person concerned.76
The French Constitutional Council had declared three of the law’s provisions unconstitutional in
July 2015, including one that would have allowed the interception of all international electronic
communications. However, an amendment enabling surveillance of electronic communications sent
to or received from abroad was later adopted on November 30, 2015, shortly after the Paris attacks
on November 13, for the purposes of “defending and promoting the fundamental interests of the
country.”77 In October 21, 2016, the Constitutional Council censored part of the Intelligence Law
related to the monitoring of Hertz wave communications after qualifying it as “disproportionate.”78
Under the state of emergency established in November 2015, the authorities were granted powers
to access and copy user data, with little judicial oversight and without clarifying safeguards
concerning the use of this data.79 The constitutional council struck down the provision allowing the
authorities to copy user data in February 2016, citing the lack of judicial oversight.80 A new version of
See for example: “A Nice, une Franco-Tunisienne condamnée à trois ans de prison pour apologie du terrorisme,” [FrancoTunisian woman sentenced to three years in prison in Nice for apology of terrorism] Le Monde, 18 June, 2016, http://bit.
ly/2eIhRbJ; Une peine record à Montpellier pour un homme accusé d’apologie du terrorisme sur internet [Record sentence
in Montpellier for man accused of apology of terrorism online], France 3 Languedoc-Roussillon, August 31, 2016, http://bit.
ly/2dAXv24

72

“Consultation de sites terroristes : douze condamnations, et plusieurs questions,” Le Monde, February 16, 2017,
http://www.lemonde.fr/pixels/article/2017/02/16/consultation-de-sites-terroristes-douze-condamnations-et-plusieursquestions_5080855_4408996.html#oBOrmcW589t5y969.99

73

74

Law 2015-912 of July 24, 2015, http://bit.ly/1SMCPq3

Angelique Chrisafis, “France passes new surveillance law in wake of Charlie Hebdo attack,” The Guardian, May 5, 2015,
http://bit.ly/1Qj1XAK

75

Prorogation de l’état d’urgence, July 20, 2016, http://www.senat.fr/amendements/commissions/2015-2016/803/Amdt_
COM-15.html

76
77

Law 2015-1556 of November 30, 2015, http://bit.ly/2eWT2N1

France Info, http://www.francetvinfo.fr/politique/loi-sur-le-renseignement/loi-renseignement-un-article-sur-lasurveillance-des-communications-hertziennes-censure_1882987.html

78

La Quadrature du Net, “A Police State to Avoid any Critical Evaluation?” November 19, 2015, http://bit.ly/1kNOJlk; See also:
Glynn Moody, “French state of emergency allows website blocking, device search powers,” Ars Technica, November 20, 2015,
http://bit.ly/1XeWKf1

79

80 Jean-Baptiste Jacquin, “Etat d’urgence : le Conseil constitutionnel censure les saisies informatiques lors des perquisitions”
[State of emergency : Constitutional Council censors IT seizures during searches], Le Monde, February 19, 2016, http://bit.
ly/2eB8z1u
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this provision was reintroduced in July 2016 however, adding certain judicial guarantees.81
A new law related to the fight against organized crime and terrorism, adopted by parliament in
May 2016 and enacted in June 2016, has also elicited strong reactions from the public.82 The law
notably expands special investigation methods to prosecutors and investigating judges, which were
previously reserved for intelligence services. This includes bugging private locations, using phone
eavesdropping devices such as IMSI catchers, and night-time searches.83 These “new techniques”
were used as part of investigations during this period of coverage, in particular to prevent an attack
targeting Disneyland Paris Park. Five Islamic State militants were arrested on November 20, 2016 in
relation to this planned terrorist attack.84
Other recent regulations on electronic surveillance were passed in December 2013 and came into
force in January 2015, as part of a routine military spending bill (the Military Programming Law, or
LPM). Article 20 of the LPM significantly expanded electronic surveillance of French residents and
businesses by requiring ISPs to hand over data such as phone conversations, emails, internet activity,
personal location data, and other electronic communication data to public authorities. The powers
relate to the General Directorate for Internal Security (DCRI), three intelligence agencies under the
Ministry of Defense, as well as anti-money-laundering and customs agencies. Under the law, these
agencies can conduct surveillance without prior court approval for purposes of “national security,”
the protection of France’s “scientific and economical potential,” and the prevention of “terrorism” or
“criminality.”85 The office of the prime minister authorizes surveillance and the National Commission
for Security Interception (Commission nationale de contrôle des interceptions de sécurité, CNCIS)
must be informed within 48 hours in order to ensure its approval.86 Critics have pointed out that the
CNCIS lacks appropriate control mechanisms and independence from political interference, given
that the CNCIS is composed of only three politicians.87 On the other hand, the government argued
that the law provides an improved legal framework for practices that have already been in place for
years.88
Article 23 of LOPPSI 2, adopted in 2011, grants the police with the authority to install malware—
such as keystroke logging software and Trojan horses—on a suspect’s computer in the course of
counterterrorism investigations, although authorization must come from a court order.89

81 Alexandre Boudet, “La version 4 de l’état d’urgence est la plus musclée depuis novembre 2015” [Version 4 of the state of
emergency : the most beefed up version since November 2015], Huffington Post, July 27, 2016, http://huff.to/2e1B8Uz

82 Law 2016-731 of June 3, 2016, http://bit.ly/2c7knag; See also : Jean-Baptiste Jacquin, “La France se dote de la loi
antiterroriste la plus sévère d’Europe” [France gets the strictest antiterrorist law in Europe], Le Monde, May 12, 2016, http://
bit.ly/2eB2jqA; Donald Hebert, “Ce qui fait polémique dans le projet de loi Urvoas contre le terrorisme” [What is generating
constroversy with the Urvoas bill against terrorism], Nouvel Obs, March 3, 2016, http://bit.ly/2dB1uLL

83 “No Government has done more to counter terrorism to date,” gouvernement.fr, July 17, 2016, http://bit.ly/2eB98bw;
Laetitia Valy, “Lutte contre le terrorisme : les 3 nouveautés à ne pas manquer !” [Fight against terrorism: three novelties not to
miss!], Net-Iris, June 13, 2016, http://bit.ly/2evOIEA

84 Noémie Bisserbe and Sam Schechner, “French Authorities Deploy New Surveillance Powers to Thwart Attack” , November
25, 2016, https://www.wsj.com/articles/french-authorities-deploy-new-surveillance-powers-to-thwart-attack-1480083370

Alexandre Entraygues, “France—New ‘Patriot Act’ imposes surveillance obligations,” Linklaters, January 31, 2014 http://bit.
ly/1LOD6X5

85

86 Kim Willsher, “French officials can monitor Internet users in real time under new law,” The Guardian, December 11, 2013,
http://bit.ly/18mtHm0

87 Guillaume Champeau, “La DGSI investi du pouvoir de surveiller les communications sur internet” [The DGSI granted
surveillance powers over the internet], Numerama, May 2, 2014, http://bit.ly/2extbqS
88

Scott Sayare, “France broadens its surveillance power,” The New York Times, December 14, 2013, http://nyti.ms/1MBpsFD

Emilien Ercolani, “Loppsi : qui pourra installer les mouchards informatiques?” [Loppsi: Who could install spywares?],
L’informaticien, November 7 2011, http://bit.ly/1MBpDkh
89
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The Digital Republic Act adopted in October 2016 seeks to enhance individuals’ rights to decide and
control the use of their personal data. Companies will face hefty fines if they fail to comply: once the
EU’s General Data Protection Regulation comes into force in 2018, CNIL will be able to fine up to 4
percent of total worldwide annual turnover for any data protection violations.90
A French order in February 2016 from the European Data Protection Authority ruled that Facebook
was not allowed to track non-users in France or transfer personal data to U.S. servers. Facebook
tracks the online movements of its users via its tracking cookies and plugins on third party websites,
even if they are logged out. As part of a wider European investigation, CNIL fined Facebook 150,000
euros (approximately US$170,000) in May 2017.91

Intimidation and Violence
While there were no reported physical attacks against bloggers or online journalists in France,
outlets such as Canard Enchaîné and media site Mediapart reported receiving death threats in the
lead-up to 2017 presidential elections.92
Under the state of emergency, human rights groups have documented abusive searches and house
arrests based on suspected terrorist-related activity.93 Regional media have reported on a number of
raids and seizures specifically targeting suspects of online activism and propaganda.94

Technical Attacks
Just hours before campaigning closed ahead of the presidential runoff on May 7, 2017, thousands
of leaked e-mails and documents from Emmanuel Macron’s campaign team were dumped on
the internet in a last minute effort to destabilize the race (see Media, Diversity and Content
Manipulation). According to a press release by Macron’s team on May 5, the campaign was the
“victim of a massive and coordinated hacking attack” and that “those circulating these documents
add many false documents to sow doubt and misinformation.”95 The Macron campaign team had
previously confirmed being the target of phishing operations by a group of hackers and denounced
“interference.”96
According to the Global State of Information Security Survey 2016, the number of recorded

90 LOI n° 2016-1321 du 7 octobre 2016 pour une République numérique, https://www.legifrance.gouv.fr/affichLoiPubliee.
do?idDocument=JORFDOLE000031589829&type=general&legislature=14

Rakesh Krishnan, “French Orders Facebook to Stop Tracking Non-Users or Face Fines,” The Hacker News, February 9, 2016,
http://bit.ly/2dN6KPL; “Facebook fined 150,000 euros by French data watchdog,” Reuters, May 16, 2017, http://uk.reuters.com/
article/us-facebook-france/facebook-fined-150000-euros-by-french-data-watchdog-idUKKCN18C10C
91

92 Jane Whyatt, “France: Petition demands reforms to media law after pre-election death threats,“ April 14, 2017, https://
ecpmf.eu/news/threats/france-petition-demands-reforms-to-media-law-after-pre-election-death-threats

93 Human Rights Watch, “France: Abuses under State of Emergency,” February 3, 2016, http://bit.ly/1SZmwpH; Amnesty
International, “France: Upturned lives: The disproportionate impact of France’s state of emergency,” February 4, 2016, http://bit.
ly/1ZFuUeJ

94 See for example: “Perquisition à Hérouville : «Activisme et propagande sur Internet»” [Raid in Hérouville : Activism and
propaganda on the internet], Ouest-france.fr, November 20, 2015, http://bit.ly/2e1vAcm

95 “Communiqué de presse - En Marche a été victime d’une action de piratage massive et coordonnée,” En Marche! Press
release, May 5, 2017, https://en-marche.fr/articles/communiques/communique-presse-piratage

“Macron team confirms being targeted by cyber attacks,” Reuters, April 26, 2017, http://fr.reuters.com/article/topNews/
idFRKBN17S150-OFRTP; Nicole Perlroth, “Russian Hackers Who Targeted Clinton Appear to Attack France’s Macron,” New York
Times, April 24, 2017, https://www.nytimes.com/2017/04/24/world/europe/macron-russian-hacking.html
96
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cyberattacks in France has grown by 51 percent in 2015 – which translates to approximately 21
attacks per day – compared to 38 percent globally. 97 In response, French cybersecurity budgets have
increased by an average of 29 percent, compared to 24 percent globally, commensurate with the
financial loss caused by the incidents (EUR 3.7 million on average per company).98

97 Philippe Trouchaud, “The Global State of Information Security, Survey 2016 - Turnaround and Transformation in
cybersecurity,” PriceWaterhouse Coopers France, October 2015, accessed February 16, 2016, http://pwc.to/1NLowjA
98

Elodie Gaillard, “Press Release in 2015,” PriceWaterhouse Coopers France, October 15, 2015, http://pwc.to/1Phurem
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The Gambia
2016

2017

Internet Freedom Status

Not
Free

Not
Free

Obstacles to Access (0-25)

18

20

Limits on Content (0-35)

22

20

Violations of User Rights (0-40)

27

27

TOTAL* ( 0-100 )

67

67

Population:

2.0 million

Internet Penetration 2016 (ITU):

18.5 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

The new government promised to protect human rights, including online (see
Introduction).

•

On the eve of presidential elections in December 2016, the authorities shut down the
entire internet and mobile networks across the country, supposedly to prevent the
spread of false information (see Restrictions on Connectivity).

•

Popular messaging apps WhatsApp, Viber, and Skype were blocked for over five months
in the lead-up to the elections (see Blocking and Filtering).

•

In a positive step, the majority of blocked websites and apps became accessible when
the new president assumed office in late January 2017, though gambling websites and
pornography remain blocked (see Blocking and Filtering).

•

Several online activists were detained without charge for days and subject to illtreatment in prison prior to elections; at least one was briefly detained for criticizing the
new president online (see Prosecutions; and Intimidation and Violence).

•

Government and newspaper websites were hacked and remained offline for days during
an impasse when the former president refused to concede the election (see Technical
Attacks).
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Introduction
Internet freedom remained tenuous in The Gambia in the past year as internet users faced increasing
restrictions and censorship in the lead-up to presidential elections in December 2016. In a surprise
event, the elections brought in new leadership and some improvements in internet freedom for the
first time in over two decades.
Under the authoritarian former President Yahya Jammeh, who ruled from 1994 until his electoral
defeat in December 2016, political rights and civil liberties were severely restricted in The Gambia,
with conditions for press freedom and freedom of expression particularly poor, both online and
off. Repression of critical voices intensified as the country geared up for the December elections,
particularly following unprecedented antigovernment protests in April 2016 that were sparked by
online activism. In August, the authorities blocked popular communications platforms WhatsApp,
Viber, IMO, and Skype, probably in response to the growing reliance of opposition groups and
candidates on WhatsApp group messaging. Tech-savvy Gambians still accessed the blocked apps
via virtual private networks (VPNs), which may have prompted the authorities to order ISPs to shut
down all internet services, international calls, and SMS messaging on the eve of the elections. The
internet blackout lasted for over 48 hours.
Despite his attempts to suppress online opposition, Gambians voted Jammeh out of office. An
impasse ensued, with Jammeh initially conceding electoral defeat but later changing his mind and
refusing to step down. In a rare and courageous outburst of dissent, protesters organized online and
offline using the #GambiaHasDecided hashtag to demand Jammeh’s concession, but were met with
a brutal crackdown. ECOWAS, a regional force representing 15 West African states, eventually forced
Jammeh out, allowing the democratically elected coalition government under President Adama
Barrow to take power in January 2017. Barrow promised to restore democracy and fundamental
freedoms, including freedom of expression and press freedom.1
Since then, conditions for internet and press freedom have improved significantly. The majority
of blocked websites and apps became accessible shortly after Barrow was inaugurated, with only
gambling websites and pornography remaining blocked. Nonetheless, internet freedom remains at
risk. The new administration has announced some intentions of reforming draconian laws enacted
under the former regime, but many are still on the books. In a first step, sedition was declared
unconstitutional in June. Despite these incremental improvements, Barrow has shown some signs
of following his predecessor’s repressive footsteps: One internet user, Fatou Badjie, was arrested
in February 2017 for allegedly insulting the new president, leading Gambians to stay vigilant and
proactive in the fight for democratic reforms and internet freedom.

Obstacles to Access
On the eve of presidential elections in December 2016, the authorities ordered ISPs to shut down
internet services, international calls, and SMS messaging across the country, purportedly to disrupt the
spread of false information, but in practice impeding the counting of election results.

President Adama Barrow pledges reforms, Al Jazeera, 28th January 2017
http://www.aljazeera.com/news/2017/01/gambia-president-adama-barrow-pledges-reforms-170128194124520.html

1
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Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

a

18.5%

2011

10.9%

2015

131%

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

2011

2017(Q1)

2016(Q1)

17.1%
140%
81%

2.3 Mbps
2.1 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Access to the internet in The Gambia expanded marginally in the past year, growing from a
penetration rate of 17 percent in 2015 to 18 percent in 2016, according to the International
Telecommunication Union (ITU).2 Flagging growth in internet access may be due to decreasing
activity in regional internet cafe and telecentre hubs operated by the public telecommunications
company, Gambia Telecommunications Company Limited (Gamtel), due to declining government
funding.3 Meanwhile, connection speeds are generally very slow, averaging 2.3 Mbps compared to a
global average of 7.0 Mbps in 2017, according to Akamai’s State of the Internet report.
The Gambia has one of the highest mobile phone penetrations in Africa, with a rate of 140 percent in
2016, up from 131 percent in 2015, and most Gambians access the internet via mobile devices, with
less than 2 percent of users subscribing to fixed-broadband services.4
Cost remains one of the primary hindrances to internet access in The Gambia, where up to 48
percent of individuals live in poverty.5 The introduction of 3G wireless internet services for mobile
has made internet access more accessible, albeit only for a small subset of the population who can
afford the data packages. The Alliance for an Affordable Internet (A4AI) ranked The Gambia 38th
among 58 countries assessed for affordability in 2017.6
Limited access to telecommunications services in The Gambia is compounded by a significant
urban-rural divide as well as interruptions to the power supply. In general, rural areas suffer from
poor or virtually nonexistent infrastructure, a lack of affordable electricity, and frequent power cuts.7
In addition, network coverage of rural areas has not been an investment priority for most service

2

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.

3

Interviews by Freedom House Consultant, April 2017.

4

International Telecommunication Union, “Fixed (Wired)-Broadband Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.

5

“Gambia,” World Bank data, accessed August 1, 2017, http://data.worldbank.org/country/gambia-the

6

The 2017 Affordability Report, August 2017, http://a4ai.org/affordability-report/report/2017/

“World Bank Boosts Energy Supply to Support Regional Trade and Integration in West African Countries,” April 29, 2015,
http://www.worldbank.org/en/news/press-release/2015/04/29/world-bank-energy-supply-regional-trade-integration-westafrican-countries
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providers,8 making rural provinces in The Gambia some of the most disconnected regions of the
world.9 Radio still remains the principal mass medium through which most Gambians stay informed.

Restrictions on Connectivity
The Gambian government’s control over the telecommunications infrastructure enables it to restrict
access to the internet and mobile phone services with little to no oversight or transparency. This
control was exerted on the eve of presidential elections in December 2016, when the authorities
ordered ISPs to shut down internet services, international calls, and SMS messaging across the
country, ostensibly to disrupt the spread of false information, but actually disrupting the process
of vote counting and election monitoring.10 Lasting for over 48 hours, the communications
blackout failed to guarantee the reelection of long time ruler Yahya Jammeh who had overseen the
shutdown.11
Earlier in 2016, internet shutdowns that lasted for hours at a time were reported in the Greater
Banjul Area during rare antigovernment protests.12 Network slowdowns were also reported
throughout 2016, leading to strong suspicions of government throttling.
The state-owned telecom company, Gamtel, owns the fiber-optic cable that runs across the country
and controls the country’s connection to the international internet via the ACE (Africa Coast to
Europe) submarine cable system, allowing private telecoms to lease access to the gateway for data
services.13 In a positive step, the government began liberalizing gateway services in May 2013 by
granting international data transmission licenses to private telecom operators.14 Details are vague as
to how many new licenses had been issued by the end of 2016, but sources said no more than five.15
The government also launched the country’s first internet exchange point (IXP) in July 2014 to boost
speed, security, and affordability of internet services across the country.16 As of 2017, no issues of
government control over the new IXP have been reported.

ICT Market
The Gambia’s information and communication technology (ICT) market is relatively small, with
four ISPs—state-owned Gamtel and privately-owned QuantumNet, Netpage, and Airtip17—and

8

Interviews by Freedom House with several customers of the national GSM operator, GAMCEL, April 2016.

9

Enrico Calandro et al., “Mapping Multistakeholderism in Internet Governance: Implications for Africa,” Research ICT Africa,

July 2013, http://bit.ly/1L1FFlb
10

Freedom House author interviews, Feb 2017; Ruth Maclean, The Gambia bans international calls and internet as voters go

to polls, The Guardian: https://www.theguardian.com/world/2016/dec/01/the-gambia-bans-international-calls-and-internet-as-

voters-go-to-polls

11

https://ooni.torproject.org/post/gambia-internet-shutdown/

12

Sidi Sanneh, “Gambia’s Information Minister orders shut-down of the internet as protests against Jammeh spread,” (blog),

13

“The African Coast to Europe (ACE),” Gambia, December 3, 2012, http://bit.ly/1VGThFe.

15

Interviews by Freedom House, Feb. 2017

April 16, 2016, https://sidisanneh.blogspot.nl/2016/04/gambias-information-minister-orders.html

14

Michael Malakata, “Gambia opens up international gateway for data,” PC Advisor, May 23, 2013, http://bit.ly/1R17r2B.

African Union, “AU Launches Internet Exchange Point in Gambia: “Contributing to a faster, secure and affordable internet in
Africa,” press release, July 17, 2014, http://bit.ly/1Mgh49T.

16

Access Gambia, “Information Technology in Gambia,” accessed August 8, 2014, http://www.accessgambia.com/
information/information-ict.html.
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four mobile phone providers, Gamtel’s subsidiary Gamcel, and privately-owned Qcell, Africell, and
Comium.18 All mobile providers offer 2G and 3G data service.
The telecommunications sector is not well regulated, and like many other sectors, businesses
must contend with inefficient bureaucracies coupled with nepotistic and preferential practices by
government officials. Top regime officials often have working relationships with business entities
and investors “across all sectors of the economy,” according to local observers.19 Registration for
internet and mobile phone service providers is an onerous and expensive process with numerous
requirements to fulfill. In addition, corruption among the authorities is rife.20
Internet cafe operators must also contend with regulatory obstacles. For example, under an April
2013 directive that remains active in 2017, cybercafe owners are required to register with the
regulatory agency for an operating license (in addition to a requisite business license) through
an application that requires details of the ISP, the number of computers installed, and services
provided.21 Cybercafes must renew their licenses every year and pay annual renewal fees of USD 20
to the regulatory body or face closure.22 In September 2013, the regulator issued further guidelines
that dictated specific requirements on the physical layout of cybercafes and the signs they must
display.23 Since the regulations came into effect, dozens of cafes have closed down, likely as a result
of the economic obstacles imposed by the strict regulations as well as increasing mobile broadband
access.24

Regulatory Bodies
The telecommunications sector is regulated under the Public Utilities Regulatory Authority Act
2001, which established the Public Utilities Regulatory Authority (PURA) in 2004 to regulate the
activities of telecom service providers and other public utilities.25 Consumer activists have described
PURA as an ineffective regulator that seems more concerned about its image than the interests
of consumers.26 PURA lacks the expertise, equipment, and enforcement power to carry out its
mandate.27 Furthermore, the composition of the body does not encourage independence. The
president appoints the governing board on the recommendation of the Minister of Finance and

18

Henry Lancaster, Gambia – Telecoms, Mobile and Broadband, BuddeComm, May 26, 2015, http://bit.ly/1Mgii4Z.

19

Interviews by Freedom House consultant, January 2017.

For example, when Qcell, one of the leading GSM companies in country, was forced to suspend its mobile money service
known as QPOWER in 2013, it reportedly gifted two new cars to Gambian President Yahya Jammeh for his birthday, which led
to a subsequent resumption of the QPOWER service. Modou S. Joof, “QPOWER service is back,” Front Page International (blog),
June 14, 2013, http://bit.ly/1jQErQD.
20

Public Utilities Regulatory Authority (PURA), “Internet/Cyber Café Registration Form,” accessed August 8, 2014, http://bit.
ly/1hsvbjZ.

21

Modou S. Joof, “PURA tells internet cafes: register or stop operations,” Front Page International (blog), May 15, 2013, http://
bit.ly/1L1I2o7.

22

Yaya Bajo, “PURA sets guidelines for internet café operators,” FOROYAA Newspaper, All Africa, September 19, 2013, http://
bit.ly/1MgiXDv.
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Interviews by Freedom House consultant, Feb 2014.

27

Interviews by Freedom House consultant, February 2017.

PURA, “Pura Act,” accessed August 8, 2014, http://pura.gm/index.php?option=com_
content&view=article&id=112&Itemid=137.
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Economic Affairs.28 The new government inaugurated in January 2017 had not signalled any intent
to reform PURA by mid-2017.

Limits on Content
Popular communications platforms such as WhatsApp, Viber, and Skype were blocked in August 2016,
joining numerous independent news and opposition websites that had been blocked for years. In a
positive step, the majority of blocked websites and apps became accessible when the new president
assumed office in late January 2017, though gambling websites and pornography remain blocked.
Since the election, the online news and information landscape has begun to represent a growing
diversity of political and social viewpoints, as the highly restrictive environment for bloggers and
internet users that existed under Jammeh has relaxed.

Blocking and Filtering
Under the former regime, over 20 webpages were blocked,29 many of which were independent news
and opposition websites known for their criticism of the government,30 such as Gambia Echo, Hello
Gambia, Jollof News, Gainako, and Freedom Newspaper.31 Most of the blocked outlets were based
abroad and operated by exiled Gambian activists and journalists.
In August 2016, the authorities blocked popular communications platforms WhatsApp, Viber, IMO,
and Skype,32 which analysts believe was in response to the growing reliance on WhatsApp group
messaging among opposition groups and candidates in advance of the December elections.33 Techsavvy Gambians were able to access the blocked apps via virtual private networks (VPNs)34 and other
proxy servers,35 which may have prompted the authorities to shut down the entire internet on the
eve of the elections (see Restrictions on Connectivity).
In a positive step, the majority of blocked websites and apps became accessible when the new
president assumed office in late January 2017, though gambling websites and pornography remain
blocked.36
Nonetheless, the apparatus for blocking content remains in place as state control over the country’s
dominant telecommunications provider, Gamtel, gives the authorities the ability to restrict access
28 PURA, “Organizational Structure,” accessed August 8, 2014, http://www.pura.gm/index.php?option=com_
content&view=article&id=86&Itemid=70.
29

Interviews by Freedom House consultant, January 2017.

31

Media Foundation for West Africa, “US-based online paper inaccessible from Gambia, deliberate blocking by government

32

Muhammed S. Bah, “Are social networking applications blocked?” Foroyaa Newspaper, August 23, 2016, http://allafrica.

Baboucarr Ceesay, “Gambia: Government’s internet phobia and censorship,” Africa Review, March 29, 2014, http://bit.
ly/1OnY5Pk.

30

suspected.”

com/stories/201608240945.html

Sanna Camara, “Gambia: Social Media Overwhelms a 20-Year Dictator,” World Policy Journal, December 9, 2016, http://
www.worldpolicy.org/blog/2016/12/09/gambia-social-media-overwhelms-20-year-dictator

33
34

Interviews by Freedom House consultant, March 2017.

“Blocking the VoIP services for national security reasons is illogical – Says Sam Phatey,” Askani Senegambia, March 19,
2014, accessed September 29, 2014, http://bit.ly/1jQFyzX.
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36 “Gambia lifts whatsapp restriction as Jammeh exits,” Africa News, January 21, 2017, http://www.africanews.
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to internet content without oversight. Experts believe that the former government blocked specific
internet protocol (IP) addresses and domain names at the level of the internet gateway.37 Procedures
for blocking content also remain lacking in transparency. According to former officials, the Jammeh
government intentionally avoided issuing written orders for website blockings and internet
shutdowns, to maintain a degree of plausible deniability.38

Content Removal
Content removal issues had not been reported under the new administration as of mid-2017.
Under the former government, websites were routinely required to take down certain content,
though the extent of content affected was unknown. Observers often noted a trend of online
content “disappearances,” supported by accounts from journalists and editors. A former reporter
speaking anonymously said that he often received orders from government officials to take down
select content from news websites, particularly “politically sensitive” content.39 Editors reported
receiving threatening phone calls regarding online content, while others experienced “visits” from
officials at their offices or homes.40 In general, stories that risked catching the attention of security
officials were likely to be removed, either through self-imposed post-publication censorship, or as a
result of unofficial take down orders from government officials.
During the political impasse following President Jammeh’s rejection of the election results
in December 2016, several online articles mysteriously disappeared from the website of the
progovernment newspaper, Daily Observer, including articles that described leading security officials
pledging loyalty to the president-elect. The Daily Observer website was also among a host of
websites that suffered technical attacks following the elections (see Technical Attacks).

Media, Diversity, and Content Manipulation
Since the election, the online news and information landscape has begun to represent a growing
diversity of political and social viewpoints, as the highly restrictive environment for bloggers and
internet users that existed under Jammeh’s era has relaxed. Bloggers and internet users are now
posting content more openly, while independent journalists and netizens working to push the
boundaries of free expression from within the country have re-emerged after decades of severe
self-censorship or exile.41 The public sphere has become notably more pluralistic compared to the
previous era.
Nonetheless, some local activists, particularly sympathizers of the former president, post
critical content anonymously to evade potential repercussions given the unchanged regulatory
environment.42 In addition, a degree of self-censorship continues to exist as a result of over two
decades of repressive rule. Despite decreased restrictions on internet freedom under the new
37

Interviews by Freedom House consultant, February 2017.

38
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Interviews by Freedom House consultant, April 2015.
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Interviews by Freedom House consultant, April 2015.
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president, economic sustainability for independent online media outlets remains a serious challenge.
Under the previous administration, private businesses avoided advertising with critical outlets out of
fear of government reprisals.43
There is no concrete evidence that the authorities under the current and former governments
employ progovernment commentators to manipulate online content, though trolls are present
in many online forums and post commentary that appears intended to distort the news and
information landscape. In the recent past, the former government had increased its efforts to coopt prominent anti-Jammeh activists, incentivizing them to support the regime through handsome
gifts from the president himself.44 Under the new administration, some online exchanges between
supporters of different political groups have devolved into tribal feuds leading to abuse and insults.

Digital Activism
Digital activism efforts during the previous presidency were usually small and unsuccessful, mainly
due to heavy-handed government repression of criticism and dissent. Most efforts were led by the
large diaspora community that was aligned against Jammeh’s repressive regime.
Following the December 2016 elections when then-President Jammeh rejected his defeat and
demanded fresh polls, citizens flocked online to renounce the incumbent using the hashtag
#GambiaHasDecided. The unprecedented online protests galvanized citizens to take their activism
offline, as represented by people wearing T-shirts and holding banners bearing the popular hashtag.
Observers believe the widespread online and associated offline activism played a key role in the
general efforts to force Jammeh to accept the democratic election results and step down. A civil
society group that takes its name from the #GambiaHasDecided hashtag continues to advocate for a
broader democratic space.

Violations of User Rights
Since coming into power in January 2017, the new administration has announced general legal
reforms aimed at strengthening individual freedoms. Despite improvements in internet freedom, one
internet user, Fatou Badjie, was arrested in February 2017 for allegedly insulting the new president.
Government and opposition websites as well as critical online news outlets experienced debilitating
technical attacks during the election period.

Legal Environment
The 1997 constitution guarantees freedom of speech and press freedom, though fundamental
freedoms were severely restricted in practice under the previous administration. Former President
Jammeh was known for his utter disregard for constitutional rights, once stating publicly that he

43

Interviews with Industry experts by Freedom House consultant, January 2016.

44

Mathew K Jallow, “The Gambia: Reconciliation, no; indemnifying, hell no,” Gainako, May 6, 2015. http://gainako.com/the-

gambia-reconciliation-no-indemnifying-hell-no/

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

THE GAMBIA
would “not compromise or sacrifice the peace, security, stability, dignity, and the well-being of
Gambians for the sake of freedom of expression.”45
Since coming into power in January 2017, the new administration has announced general legal
reforms aimed at strengthening individual freedoms. In June, the new attorney general and minister
for justice conceded at the Constitutional Court that sedition—a law that had been frequently used
to silent journalists and critics under the former regime—was unconstitutional.46
However, officials stalled on reforms to a false news law. The spread of false news online remains a
crime under the Information and Communication Act 2013 (ICA), which punishes people for using
the internet to criticize, impersonate, or spread false news about public officials by up to 15 years
in prison, fines of up to GMD 3 million (about US$100,000), or both.47 The former government
introduced the law in response to online activism and the growing influence of critical news outlets,
particularly those overseas, according to then-blocked news outlet Gainako.48 Analysts believe the
new government may repeal ICA in its entirety in the near future.49

Prosecutions and Detentions for Online Activities
Under the former regime, arrests and prosecutions of online journalists and ICT users for their online
activities were common, and users were often prosecuted on “false information” charges under
the Information and Communication Act. When then-President Jammeh lost the elections in the
December 2016 polls, his government became more aggressive in its clampdown on citizens who
used social media and communications platforms to mobilize and criticize the government. Several
people who were associated with the #GambiaHasDecided campaign were detained for their role
in spreading news about the online campaign. Many were held without charge beyond the legal
limit of 72 hours. Those arrested reported being beaten while in detention (see Intimidation and
Violence),50 while several others fled to neighboring Senegal.51
Despite improvements in internet freedom under the new government, one internet user, Fatou
Badjie, was arrested in February 2017 for allegedly insulting the new president, Adama Barrow.
Though she was eventually freed and the charges against her were dropped,52 she was the first
person to face prosecution under the new government on issues relating to freedom of expression.53

Baboucarr Senghore, “President Jammeh meets with the Independent Press,” The Point, March 17, 2011, http://bit.
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Surveillance, Privacy, and Anonymity
Unchecked surveillance of ICTs remains a concern in The Gambia due to the legal and
technological frameworks put in place by the former regime. Article 138 of the 2009 Information
and Communications Act gives sweeping powers to national security agencies and investigative
authorities to monitor, intercept, and store communications in unspecified circumstances while also
giving the regulator, PURA, the authority to “intrude [sic] communication for surveillance purposes,”
all without judicial oversight.54 In addition, the law requires service providers to “implement the
capability to allow authorized interception of communications.” Article 141 also imposes onerous
data retention requirements, obliging service providers to retain metadata for three years.
Restrictions on anonymous communication through SIM card and local domain name registration
requirements also still exist.55 The latter is managed by the regulatory authority.56 Africell, one of the
largest GSM companies, recently introduced mobile payment services for users with registered SIM
cards.57
Observers believe the former government proactively monitored and intercepted citizens’
communications, particularly the communications of activists and independent journalists who were
perceived as threats to “national security.”58 Intercepted phone and email communications were
often used as evidence in trials against government critics. However, the scope of the government’s
technical surveillance capabilities remains unknown, and it is uncertain whether the new government
has continued to carry out the same surveillance practices.
The future of a cybersecurity strategy that could undermine internet freedom is also unclear. In
December 2015, the former government unveiled plans to set up a new National Cyber Security
Strategy that aimed to establish a Computer Incidence Reporting Team to monitor cyber threats.59
Preliminary documents indicated that the strategy addressed personal data protection, electronic
transactions, electronic records and signatures, and computer misuse and cybercrime,60 all of which
are currently regulated by Information Communication Act 2009 and provisions in the Criminal
Procedure Act. Observers at the time worried that the increased securitization of the internet would
have negative repercussions on freedom of expression online. Given the new administration’s
challenge of reforming a fragile economy and institutions ruled by a dictatorship for over two
decades,61 issues such as surveillance and cybersecurity may be relegated to the back seat.

Intimidation and Violence
54
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Gambian journalists have faced high levels of violence for independent and critical reporting and for
their online activities. During antigovernment protests in April 2016, online journalist Ebrima Janko
Ceesay was among those arrested during the protests and was reportedly beaten and lost two teeth
while in detention.62 Ceesay was released in June, but tragically died of heart failure in April 2017,
which some observers attribute to his ill treatment while in prison.63
Activists arrested during the December 2016 crackdown on activities relating to the
#GambiaHasDecided hashtag also reported beatings while in detention.
Under the former regime, numerous media workers, bloggers, and online journalists fled the
country as a result of the unsafe environment for independent voices. In a positive development, the
departure of the former dictator led scores of online journalists and activists to return in 2017.

Technical Attacks
There were several reports of both government and opposition websites, as well as critical online
news outlets, experiencing debilitating technical attacks during the election and subsequent
political impasse in early 2017.64 A few websites that published election results indicating Jammeh’s
defeat were hacked to have the results removed, including sites run by a pro-Jammeh newspaper
and the electoral commission.65 Numerous online journalists, bloggers, activists and internet users
separately reported that their social media accounts had been hacked.66 Activists suspected that the
Jammeh government initiated or supported the attacks in order to counter growing antigovernment
sentiment online.67
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Georgia
2016

2017

Population:

3.7 million

Internet Freedom Status

Free

Free

Internet Penetration 2016 (ITU):

50 percent

Obstacles to Access (0-25)

8

7

Social Media/ICT Apps Blocked:

Yes

Limits on Content (0-35)

6

6

Political/Social Content Blocked:

No

Violations of User Rights (0-40)

11

11

Bloggers/ICT Users Arrested:

No

TOTAL* ( 0-100 )

25

24

Press Freedom 2017 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Video-hosting platform Vimeo was briefly blocked as the government attempted
to restrict access to leaked videos featuring Georgian politicians (see “Blocking and
Filtering”).

•

Activists launched a digital campaign against overly-broad surveillance laws (See
“Digital Activism”).

•

New surveillance laws introduced in 2017 have attracted criticism for allowing excessive
access to user data (see “Surveillance, Privacy, and Anonymity”).
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Introduction
Internet freedom improved in Georgia this year as internet penetration increased, and despite a brief
blocking incident involving video-hosting platform Vimeo, the internet remained relatively free from
censorship.
Internet access and usage continues to grow, particularly involving social networks. State bodies and
several politicians have also increased their use of the internet and social media to share information
with citizens and attract support. The government continues to integrate e-services into a unified
governmental portal, though not all agencies are responsive when engaging with citizens online.
There are few indications of censorship or online content manipulation by the Georgian authorities
or internet service providers (ISPs). Georgians continue to freely use social media tools to document
and respond to significant political and social events. However, unreliable and politically biased
content, including anti-Western propaganda, also proliferated online.
The parliament introduced new legislation addressing user privacy after the Constitutional Court
ruled against the government’s overly-permissive surveillance practices, though local civil society
groups remain concerned that the new regulations offer users little protection. However, overall,
recent legislative amendments and court decisions have gradually increased checks on the ability of
authorities to conduct surveillance of citizens online.

Obstacles to Access
The number of internet and mobile phone subscriptions in Georgia continues to grow, but high prices
for services, inadequate infrastructure, and slow internet speeds remain obstacles, particularly for those
in rural areas or with low incomes. The government has said it will address these challenges during the
next few years, but has not outlined an exact strategy to overcome the digital divide.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

2016

a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

50.0%

2015

45.2%

2016

129%

2011

2015

2011

2017(Q1)

2016(Q1)

31.5%
129%
101%

8.8 Mbps
8.7 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

GEORGIA
Internet access continued to grow during the reporting period, though internet penetration
reached only roughly half of the population. According to a countrywide survey conducted by the
Caucasus Research Resource Center (CRRC), 46 percent of the population accessed the internet on
a daily basis in 2016,1 and the most active internet users were located in the capital. Only 2 percent
of Georgians are unfamiliar with the internet altogether.2 There is a slight gender gap, as over 51
percent of men use the internet compared to 47 percent of women.3
ISPs offer DSL broadband, fiber-optic, HSPA/EVDO, WiMAX, and wireless connections. Since
2015, 4G LTE internet access has been slowly made available for Georgian consumers.4 There were
approximately 699,000 fixed-line broadband internet connections in 2016,5 up from about 419,000 in
2012.
Mobile phone penetration is greater than that of the internet and has grown over the past years.
Mobile phones significantly outnumber landlines, and reception is available throughout the country,
including rural areas. The vast majority of households access the internet from a home computer or
laptop (89 percent) rather than from personal mobile phones (43 percent).6 Younger generations are
more likely to regularly use mobile internet, and mobile internet use in regions outside the capital
is relatively high. 7 In rural areas, fixed wireless broadband is becoming more widespread, replacing
CDMA connections. Internet access is fairly affordable, with a monthly mobile broadband plan with
1GB costing approximately GEL 5 (US$2.20).8 The cost of an average monthly fixed-line broadband
subscription was approximately GEL 38 (US$16) for 30mbps.9
The government of Georgia lacks a comprehensive strategy outlining a clear and long-term vision for
developing broadband internet infrastructure throughout the country. In February 2014, Georgia’s
Innovation and Technology Agency was established to promote the use of innovation technologies
in various fields and the commercialization of innovative technology research and development. 10
Among other programs, it was tasked with building high-speed fiber optic backbone and backhaul
infrastructure to serve at least 2,000 settlements by the end of 2020.11
In July 2015, the Georgian government established the non-commercial legal entity Open Net to
build broadband infrastructure. Reports said the project, costing about US$150 million, would be
funded by the Cartu Foundation, set up by Georgian tycoon and former Prime Minister Bidzina
Ivanishvili. The move came after a tender to major telecommunications companies to expand
infrastructure failed, because it was seen as unprofitable. Civil society organizations expressed
Caucasus Research Resource Centers, “Survey on Public Policies,June 2016,” accessed September 27, 2016, http://
caucasusbarometer.org.

1

2 Caucasus Research Resource Centers, “Survey on Public Policies, June 2016.” accessed September 27, 2016, http://
caucasusbarometer.org.

3 International Telecommunication Union, “Percentage of individuals using the Internet, 2000-2014.” http://bit.ly/1cblxxY.

4

“2015 – the year full of new developments” ZETI.GE. [in Georgian] January 12, 2015, http://zeti.ge/menu_id/23/id/755/.

Georgian National Communication Commission, “Annual Report 2016,”[in Georgian] June 2017, http://www.gncc.ge/
uploads/other/2/2630.pdf

5

6 Caucasus Research Resource Centers, “Caucasus Barometer 2015 Georgia,” accessed September 27, 2016, http://www.
crrccenters.org/caucasusbarometer/.

Tetra Tech, “E-Readiness Study in Georgia: Nationwide Survey.” Georgia Good Governance Initiative. October, 2016. P. 27,
accessed March 20, 2017, http://www.dea.gov.ge/uploads/E-readiness_ENG2.pdf

7

8

9

10

Comparative data from two major ISP’s prices (Geocell and Magticom).

Comparative data from two major ISP’s prices (SilkNet and Magticom).

Official website of Georgia’s Innovation and Technology Agency, accessed February 15, 2016 http://gita.gov.ge/en/agency.

Ministry of Economy and Sustainable Development of Georgia, “High Quality Internet to be Accessible to Every Region in
Georgia” January 15, 2015, accessed February 15, 2016, http://bit.ly/1EH2msg.
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concern over the lack of transparency and inclusiveness of the project, noting that it was not based
on a comprehensive assessment of the market, and could perpetuate lack of competition in the
sector.12 The government has not been transparent about the progress of the program.
Many restaurants, cafes, bars, cinemas, and other public places provide Wi-Fi access, allowing
customers to use the internet on their personal devices. In 2013, as part of a plan to improve
infrastructure for local self-governance, the State Services Development Agency began developing
community centers where local citizens can access the internet and online resources including Skype,
bank services, telecommunication services, and electronic services developed by the state.13 As of
April 2017, 44 centers were operating in different regions and districts throughout the country.

Restrictions on Connectivity
The Georgian government does not place any restrictions on connectivity, and the backbone
internet infrastructure is owned and operated by private companies. Despite expanding internet
access, many users complain about the quality of connections. Users submitted 28 complaints about
the poor level of telecommunication service in 2016, according to the latest report of the public
defender of consumer interests under Georgian National Communication Commission.14
Telecommunications infrastructure in Georgia is improving. Until recently, users would experience
disconnections from the international internet up to once or twice per month for a few minutes at
a time, during which time they could access only Georgian websites. Now that ISPs typically have
backup international channels, cable damage is less likely to prevent access, though connection
speeds are generally faster for accessing content hosted in Georgia.
Fiber optic infrastructure is underdeveloped in regional areas, affecting the quality of connection in
those areas. Development is hindered by the perceived low revenue potential of such a project, as
well as the complex bureaucratic requirements to receive permission to conduct civil works.

ICT Market
According to the Law of Georgia on Electronic Communications, telecommunications companies
must receive authorization before offering services, though the process is relatively uncomplicated.
There are currently more than 166 entities registered as ISPs in Georgia, and all ISPs are privately
owned. Two ISPs controlled more than two-thirds of the market as of mid-2017: SilkNet with a 41
percent market share, and Magticom, with 34 percent.15 Consequently, competition is minimal.16
Magticom increased its share of the market after purchasing the retail segment of ISP Caucasus

Ucha Seturi,”Problems of the Cancelled Governmental Contest Broadband Internet to Every Citizen and Recommendations
of IDFI,” Institute for Development of Freedom of Information, July 21, 2015, http://bit.ly/1LwMf5D.

12

For more information, see: State Services Development Agency, “Community Center,” [in Georgian] http://sda.gov.
ge/?page_id=5555.

13

Public Defender of Consumer Interests under Georgian National Communication Commission, “Annual Report 2016,” [in
Georgian] accessed March 16, 2017. http://bit.ly/2mE4MaO

14
15

. Georgian National Communication Commission: Analytical Portal, June, 2017, http://analytics.gncc.ge/.

Institute for Development of Freedom of Information, “Internet Freedom in Georgia – Report N5,” December 10, 2015,
http://bit.ly/1XYIrkp.
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Online in 2016. 17 In March 2017, Magticom also acquired Deltacom, a relatively small ISP that owns
fixed broadband access networks and backbone infrastructure across the country.18 Some observers
raised concerns about market concentration, though pricing and service has not been negatively
affected thus far.
All three mobile operators—Geocell, Magticom and Mobitel—provide mobile internet services. In
larger cities, they have deployed mobile LTE networks. Magticom and Geocell together control more
than 80 percent of the mobile internet market.19

Regulatory Bodies
The Georgian National Communication Commission (GNCC) is the main electronic media and
communications regulatory body. The GNCC mostly deals with mobile operators, as well as
television and radio broadcasting licenses. There is no significant difference between GNCC
procedures for handling traditional media and those pertinent to telecommunications and internet
issues.
Criticism surrounds the commission’s alleged lack of transparency and independence. In order to
increase the legitimacy of GNCC, new rules for the nomination of candidates and the selection of
the Head of Commission came into force on October 27, 2013. A new chairman of the agency was
elected by the commissioners themselves instead of the president of Georgia in May 2014. Despite
this positive development, the revelation that an advisor to the new chairman was also employed
by the Ministry of Internal Affairs raised speculation that the central government was attempting
to interfere in the work of the regulator and collect data on its activities.20 However, civil society
representatives have confirmed that the agency is gradually becoming more open to engagement
with and monitoring by various civil society stakeholders.21 The latest chairman of the GNCC was
elected in May 2017.

Limits on Content
Though censorship online remains rare in Georgia, the government briefly blocked access to Vimeo
within the coverage period. Nevertheless, web content is not subject to systematic manipulation by
government agencies. On the contrary, online content is becoming quite diverse and internet users are
increasingly using social media tools to organize and disseminate information about matters of public
interest. The government of Georgia is increasingly engaging with citizens in policy-making discussions
by establishing online communication platforms.

Caucasus Online, “Joint Statement of Caucasus Online LLC. and MagtiCom,” May 31, 2016, http://www.co.ge/en/news/240/;
Magticom. “MagtiCom to become A-Net Ltd and Delta-Net Ltd service provider from March 1, 2017”, January 27, 2017,
accessed March 20, 2017. http://bit.ly/2npGJeg.

17

Georgian National Communication Commission “Decisions”. [in Georgian] accessed March 20, 2017. [in Georgian] http://
bit.ly/2nkkSDx;

18

As of December, 2016, Magticom possessed 43 percent of subscribers, which was followed by Geocell with 39 percent. The
share of the third company, Mobitel accounted for 18 percent of this market: Georgian National Communication Commission,
Analytical Portal, http://analytics.gncc.ge/.

19

Transpareny International Georgia, “Security Officers (‘ODRs’) - existing malpractice,” October 6, 2014, http://www.
transparency.ge/en/node/4693.

20
21

Interview with Levan Avalishvili, Board Chairman of Institute for Development of Freedom of Information, October 10, 2016.
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Blocking and Filtering
Georgian users can freely visit any website around the world, upload or download any content,
establish their own website, and contact other users via forums, social-networking sites, and
instant messaging applications. YouTube, Facebook, and international blog-hosting services are
freely available, though international platforms have been subject to temporary restriction when
authorities attempted to block specific content hosted on those platforms.
YouTube was blocked twice by authorities following the release of sex videos depicting Georgian
politicians. The first incident lasted for 20 minutes on March 11, 2016, and affected only Caucasus
Online users. Three days later, YouTube was inaccessible again for about an hour for users of
Caucasus Online and Silknet. Later in the year, in June 2016, the same videos resurfaced on Vimeo,
after which the entire platform became inaccessible for several hours. Representatives from Vimeo
confirmed that the Prosecutor’s Office of Georgia had requested the removal of the videos, after
which access to the platform was restored.22
In a separate incident in November 2015, the State Security Service blocked the entire WordPress
platform for a short period in an attempt to restrict access to a website hosted by WordPress which
was disseminating videos by a pro-Islamic State group.23 Activists contacted the administrators
of WordPress.com through Twitter to resolve the issue and the company corresponded with the
government. All websites hosted by WordPress were subsequently unblocked apart from the page
disseminating the videos.
Aside from these isolated incidents, government blocking and filtering is not a major hindrance
to internet freedom in Georgia, and there are no blacklists of websites. Though legal regulations,
particularly those involving copyright or criminal law, are considered to apply to internet activities,
they have not been exploited to impose significant content restrictions.

Content Removal
During the coverage period of this report, no cases of content removal directed at individuals or
online media representatives were observed. Georgian laws protect users against intermediary
liability, with the Law on Freedom of Speech (2004) stating that no entity will be held responsible
for defamatory content generated by unknown or anonymous individuals.24 To date, intermediary
liability and forced removal of online content have not been significant impediments to online
freedoms in Georgia. Websites hosting pirated material are available and are widely visited.
However, a 2006 Georgian National Communication Commission (GNCC) regulation on
“inadmissible content” contains some vague provisions on the takedown of content and the
responsibilities of content providers. The regulation identifies as inadmissible content that depicts
severe hatred and violence, defamation, contains insulting and inaccurate material, undermines
a person’s presumption of innocence, and content that constitutes an invasion of privacy. Local
NGOs have raised concerns about the broad nature of these terms and lack of limitations within
the regulation, which may compel third parties, including ISPs and website hosts, to identify such
22 On.Ge. “Vimeo: Georgia;s Prosecutor’s Office Asked us to Take down Videos from the Network”, [in Georgian] June 13,
2016. accessed March 22, 2017 http://go.on.ge/1ow
23
24

“Georgia Blocks Access to Pro-Islamic State Websites,” Civil.Ge, November 24, 2015, http://bit.ly/1KBLYPW.

Faig Alizada, “WILMAP: Georgia,” The Center for Internet and Society, Stanford University, http://stanford.io/1FIxwCU.
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content and ensure its removal.25 Recent investigations conducted by the Institute for Development
of Free Information (IDFI) confirm that the regulation has not been misused to date, and the GNCC
has stated its intention to amend the regulation.

Media, Diversity, and Content Manipulation
The online media environment in Georgia is becoming increasingly diverse, and content on a wide
range of topics is available. However, a recent Transparency International report indicated that a
number of online media outlets, some of which demonstrate bias and are affiliated with political
parties, coordinate informally to disseminate news.26 These groups effectively dominate the online
media landscape, making it difficult for smaller outlets to attract advertising revenue. The Georgian
government funds some of these outlets through contracts.27 Some have links to Russia, and have
been known to push an anti-Western agenda.28
While there is no systematic or pervasive government manipulation of online content, Georgian
internet users self-censor to some extent. Representatives of particular professions sometimes
prefer to abstain from expressing themselves freely on social networks. For instance, it is widely
acknowledged that civil servants in some cases may exhibit self-censorship online due to fear of
reprisals from higher officials.
Inadequate revenues sources, combined with a lack of technological knowledge, hamper the
expansion of traditional media outlets to the internet. At present, most online media outlets face
difficulty in attracting advertisers, diversifying content, obtaining multimedia skills, and competing
with traditional media. The private sector limits online advertising based on the comparatively small
audience.
Even though the Georgian blogosphere has grown impressively, there are few bloggers who
create content that has an impact on the political agenda, or who spark widespread discussion
online. Minorities and vulnerable groups are represented online through a small number of forums
and blogs. During the last three years, LGBTI (lesbian, gay, bisexual, transgender, and intersex)
activists have started to use online tools for coordination, distributing information, and protesting
discrimination in the public sphere. For example, LGBTI advocacy organization Indentoba effectively
harnesses social media to raise awareness of LGBTI issues.
The majority of internet users (75 percent) report that they connect to the internet to check social
networks. Other activities include searching for news (55 percent), and sending or receiving email
(23 percent).29 Twenty-six percent of people consider the internet as one of their main sources of
information.30 Facebook is the most popular platform, with bloggers and journalists increasingly

Regulating Inadmissible Internet Content – Georgia in Need of Legal Changes; https://idfi.ge/public/upload/IDFI_
Photos_2017/media_internet_telecommunications/Inadmissible_content_in_internet_law_eng.pdf

25
26
27

Transparency International Georgia, “Who Owns Georgia’s Media,” November 19. 2015, http://bit.ly/1oZeqkJ.
Transparency International Georgia, “Who Owns Georgia’s Media,” November 19. 2015, http://bit.ly/1oZeqkJ.

Nata Dzvelishvili & Tazo Kupreishvili, “Russian Influence on Georgian NGOs and Media,” Damoukidebloba.Com, July 22,
2015, http://bit.ly/1L46V61.
28

29 Caucasus Research Resource Center, “Survey on Public Policies 2015,” accessed February 15, 2016, http://
caucasusbarometer.org.

30 Caucasus Research Resource Center, “NDI: Public attitudes in Georgia, June 2016,” accessed October 17, 2016, http://
caucasusbarometer.org.
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using it to share their content, and engage readers on current events. Civil society activists and
others also use it as a tool for discussion about political and social developments.
Georgia has expanded its e-government services. Since September 2013, more than 70 e-services
have been integrated in a unified governmental portal, My.gov.ge. Citizens can also use it to make
requests for public information about the government budget and expenditure. Several central
government agencies have introduced discussion platforms where citizens can express their views
regarding various policy issues or use social networks to engage their constituencies directly. As of
December 2016, e-signatures and e-documents have legal status, allowing the smoother provision
of e-government services.31 The rollout of some e-government services has been delayed, including
a government petitioning platform, and users have complained that the registration process is
complex. Indeed, the 2016 United Nations e-government survey reveals that Georgia’s progress
towards e-governance has stagnated in the past two years. 32

Digital Activism
Political and civil society groups post calls for action on Facebook and use social media to
communicate with their supporters. Though most forms of online activism lack significant offline
impact, the influence of such activities is gradually increasing. Online activists used social media
to campaign for gender equality as well as advocating for law reforms to better address domestic
violence.
In March 2017, activists launched an online campaign, “This Affects You Too,” to encourage citizens
to file online appeals to the Constitutional Court to challenge overly broad surveillance laws (see
Surveillance, Privacy, and Anonymity). Within one week, three hundred complaints were collected
and submitted to the Constitutional Court. 33

Violations of User Rights
Over the past couple of years, the government has progressively passed laws bringing transparency
and accountability to its surveillance practices. Despite this positive progress, concerns linger about
government access to user data. Users remain free to express themselves online without fear of
retaliatory violence or harassment.

Legal Environment
Civil rights, including the right to access information and freedom of expression, are guaranteed
by the Georgian constitution and are generally respected in practice.34 The Law on Freedom of
Speech and Expression makes it clear that other “generally accepted rights” related to freedom of

Agenda.Ge. “E-signatures, e-documents simplify legal services in Georgia”, December 16, 2016. Accessed March 15, 2017.
http://agenda.ge/news/71957/eng

31

Institute for Development of Freedom of Information. “Georgia in the UN E-Government Survey – Results and
Recommendations”. September 5, 2016, accessed March 20, 2017 http://bit.ly/2clFiLp

32

“Regulating secret surveillance in Georgia (January-August 2017)” IDFI, https://idfi.ge/en/regulating_secrete_surveillance_
georgia_january_august_2017.

33
34

The Constitution of Georgia, 1995, [in English] http://bit.ly/1L4F5nN.
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expression are also protected even if they are not specifically mentioned.35 Furthermore, Article 20
of the constitution and Article 8 of the Law of Georgia on Electronic Communications include privacy
guarantees for users and their information, though the law allows privacy rights to be restricted by
the courts or other legislation.36 Online activities—mainly cases of alleged defamation, which was
decriminalized in 200437— can be prosecuted under the Law on Freedom of Speech and Expression
and the law on Electronic Communication. The unlawful use or dissemination of personal data online
resulting in “considerable damage” is illegal under the criminal code, with penalties of up to four
years in prison.38
In June 2015, amendments to the criminal code criminalized “public calls to violent actions” aimed
at “causing discord between religious, racial, ethnic, social, linguistic or other groups,” punishable by
fines and community service. Repeated offences resulting in injury or death are punishable by up to
5 years in prison.39 Despite the narrow framing of the law, human rights defenders have claimed that
its provisions could be selectively applied to target legitimate expression online.

Prosecutions and Detentions for Online Activities
Georgian citizens are generally free to express themselves online without fear of legal sanction. The
authorities periodically investigate internet users who threaten violence online, and civil society
groups say their response can be disproportionate.
In an isolated incident, YouTube rapper duo “Birja Mafia” were arrested in June 2017, after the police
alleged that they found drugs on both men. The accused men and their supporters maintained
that the charges were fabricated and that the drugs were planted in retaliation for a rap video
they posted on YouTube mocking the police and depicting a police officer as a dog. After major a
demonstrations in Tbilisi protesting the arrests, both men were released on bail on June 12, 2017.
Additionally, the YouTube video disappeared from the platform for a while, only to reappear in June
2017 with the policemen’s faces blurred. 40
The case against Sulkhan Tsuladze, who was placed in pre-trial detention for a month in 2016 after
he predicted a fictional attack on the US Ambassador to Georgia on the Georgian internet forum,
Forum.ge, is still pending.41 Tsuladze was accused of threatening to commit an assault on a person
enjoying international protection. Human rights organizations criticized the detention as unjustified,
arguing that Tsuladze is known for provocative speech and that the post was intended as a joke. 42
Article 19, “Guide to the Law of Georgia on Freedom of Speech and Expression” (London: Article 19, April 2005) http://bit.
ly/1KMt5WJ.
This law offers protections like absolute freedom of opinion, political speech and debates, obtaining, receipt, creation, keeping,
processing and disseminating of any kind of information and ideas. The law specifically mentions that it is applicable to the
internet as it defines “media as print or electronic means of mass communication, including the Internet.”
35

The law is available in English on the Georgian National Communications Commission website at: “Legal Acts,” http://bit.
ly/1OH6yhO.

36

Under the Law, the burden of proving that information is incorrect lies with the plaintiff. It also draws a distinction between
defamation of a private person and defamation of a public person, setting stricter requirements for proving the defendant’s
guilt in the latter case.

37

38

Legislative Herald of Georgia, “The Criminal Code of Georgia,” [in Georgian] http://bit.ly/1VADDwp.

40

Civil.Ge, “Rapper Duo Detention Sparks Protest in Tbilisi,” June 11, 2017. http://bit.ly/2zojY1y

39

41

Legislative Herald of Georgia, “The Criminal Code of Georgia,” [in Georgian] http://bit.ly/1VADDwp.
Interview with Sulkhan Tsuladze, March 24, 2017

Georgian Young Lawyers’ Association, ”GYLA Responds to Pre-trial Detention of Sulkhan Tsuladze,” April 22, 2016, http://bit.
ly/1YP8JBK.
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Surveillance, Privacy, and Anonymity
In March 2017, the parliament adopted new surveillance regulations. The regulations were
introduced after the Constitutional Court struck out Georgia’s previous surveillance practices in April
2016, which forced companies to retain user metadata for two years and allowed the security agency
real time access to user data.43 The amendments established a new entity called the Operative
Technical Agency (OTA), operating under the State Security Service. The OTA is responsible for
surveillance activity across computer and telecommunication networks, and can install clandestine
applications on individuals’ devices in some circumstances. The OTA must have access to operators’
infrastructure as well as the power to compel operators to cooperate with the OTA in investigations.
The OTA can fine operators for non-compliance.
Civil society organizations criticized the law for apparently failing to meaningfully address the earlier
Constitutional Court ruling, pointing out that the OTA will have access to vast amounts of user data.
44
Telecommunication industry representatives have also expressed concerns about being required
to purchase equipment to facilitate OTA’s work. Local civil society organizations have indicated they
would appeal the matter to the European Court or Human Rights, while citizens have also appealed
to the Constitutional Court of Georgia.
The activities of the OTA are subject to oversight by the Personal Data Protection Inspector, which
oversees the legality and compliance of any secret investigative activities. Meanwhile, a judge
authorized by the Supreme Court performs oversight functions over counter-intelligence activities.
The Supreme Court of Georgia proactively publishes surveillance data annually, and the latest data
show that the number of motions to request wiretaps have increased slightly in the past year.45
On November 1, 2014, the mandate of the Personal Data Protection Inspector was extended to
cover the private sector. The office is authorized to check the legality of any data processing by
private organizations, either on its own initiative or in response to a citizen’s application. Inspectors
can impose measures provided for by the law for violations, including fines.46 The office’s latest
report revealed that both public and private organizations frequently exceeded the proper limits
when handling user data, including failing to properly notify the inspector before engaging in
surveillance.47 The inspector has the power to fine entities failing to comply with the rules.
There are no restrictions on the use of anonymizing or encryption tools online. However, individuals
are required to register when buying a SIM card. ISPs and mobile phone companies are also obliged
to deliver statistical data on user activities concerning site visits, traffic, and other topics when asked
by the government. Cybercafes are not obliged to comply with government monitoring, as they do
not register or otherwise gather data about customers.

Public Defender of Georgia, “Constitutional Claim regarding Georgian Law ‘On Electronic Communications’,” February 2,
2014, http://bit.ly/1x7JpZj.

43

44 This Affects You Too. “New legislation regulating secret surveillance violates Georgian Constitution”. March 2, 2017.
Accessed March 20, 2017 http://bit.ly/2mJwsrd

Institute for Development of Freedom of Information, “Secret Surveillance in Georgia: 2016-2016,” https://idfi.ge/public/
upload/IDFI_Photos_2017/rule_of_law/surveillance_report_eng.pdf.

45

Office of the Personal Data Protection, “The Mandate Of The Personal Data Protection Inspector Extends to The Private
Sector,” news release, assessed February 20, 2016, http://bit.ly/1DZRPEM.

46
47

Office of the Personal Data Protection, Annual Report 2016, [in Georgian] http://bit.ly/2mEJt93
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Intimidation and Violence
During the coverage period of this report, no cases of extralegal intimidation or physical violence
directed at individuals for their online activities were reported in Georgia. Furthermore, there were
no reported examples of women, LGBTI individuals, or members of ethnic minority populations
being harassed or threatened specifically because of their use of ICTs.

Technical Attacks
Cyberattacks against opposition websites have not been a significant issue in Georgia, with the latest
major attacks occurring in 2008 and 2009 in relation to political tensions with Russia. In 2012, the
Data Exchange Agency started monitoring Georgian websites for the presence of malicious code,
hacking, or other suspicious activities, publishing the results regularly on their website,48 and on their
Facebook page.49 The Agency’s “Safe Internet - Check My IP” service examines the security of the IP
address on users’ computers, informing them of the nature of any viruses detected.

48
49

Data Exchange Agency, homepage, http://dea.gov.ge.

CERT, Facebook page, https://www.facebook.com/certgovge.
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Germany
2016

2017

Population:

Internet Freedom Status

Free

Free

Internet Penetration 2016 (ITU):

89.7 percent

Obstacles to Access (0-25)

3

3

Social Media/ICT Apps Blocked:

No

Limits on Content (0-35)

5

6

Political/Social Content Blocked:

No

Violations of User Rights (0-40)

11

11

Bloggers/ICT Users Arrested:

No

TOTAL* ( 0-100 )

19

20

82.7 million

Press Freedom 2017 Status:

Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

The “Social Network Enforcement Law,” which aims to curb the dissemination of hate
speech, terrorist propaganda, and fake news on social media, established substantial
fines against social networking companies for failing to remove flagged criminal
content from their platforms (see “Content Removal”).

•

A new law regulating the conduct of the Federal Intelligence Service has raised
concerns for attempting to legalize thus-far illegal surveillance practices that could
potentially affect German citizens as well as foreign journalists (see “Surveillance,
Privacy, and Anonymity”).

•

While data retention legislation enacted in October 2015 remained controversial,
conservative politicians have advocated in favor of further expanding data retention
powers (see “Surveillance, Privacy, and Anonymity”).
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Introduction
While Germany’s internet freedom environment remained free, a heightened climate of
disinformation raised alarms in the lead-up to 2017 elections. In response to these perceived threats,
German legislative measures to tackle hate speech and fake news may create incentives for social
media companies to preemptively delete controversial content.
Media and civil society frequently and openly discuss the state of internet freedom in Germany,
especially given the prominence of internet regulation issues in widely read online news publications.
Open discussions about controversial developments are possible and frequent, and involve a wide
range of stakeholders. An independent court system plays its part in checking measures by the
executive and the legislature.
At the same time, issues of online manipulation and content removal came under renewed pressure
over the past year, especially in the midst of increasing demands to address the proliferation of hate
speech and fake news online. While not approved during the report’s coverage period, the “Social
Network Enforcement Law”, presented by Federal Minister of Justice Heiko Maas in March 2017 and
enacted at the end of June, sparked widespread criticism for its potential repercussions on freedom
of expression on social media.
Other laws have raised privacy concerns among internet freedom advocates during this period.
The new law on the conduct of the Federal Intelligence Service (BND), enacted in the fall of 2016,
sparked criticism among commentators who argue that the law merely attempts to legalize hitherto
unlawful practices, such as monitoring internet traffic within Germany. UN special rapporteurs
have also expressed concerns that such a law infringes on the right to freedom of expression as
guaranteed under international law.1 Meanwhile, data retention legislation remains a contentious
issue in Germany. Despite the decision by European Court of Justice in 2014 invalidating the
European Union’s Data Retention Directive, some politicians have continued to make proposals to
further expand state powers to store data indiscriminately and in bulk.

Obstacles to Access
Internet access is high in Germany, and there are few inhibiting obstacles. However, differences in internet usage by levels of income demonstrate how prices continue to be a barrier.

Availability and Ease of Access
Germany’s network infrastructure for information and communication technologies (ICTs) is well
developed, and overall internet penetration rates are above the European Union (EU) average.2
The most widely used mode of access is still DSL, with 24 million connections in 2016. However,
cable internet connections are becoming more widespread, with 8 million connections in 2016,
compared to only 7.2 million in 2015.3 Connections with more than 30 Mbps are available for 11.6

1

http://www.ohchr.org/Documents/Issues/Opinion/Legislation/OL_DEU_2.2016.pdf

3

Bundesnetzagentur, Jahresbericht [Annual report 2016], p. 50, May 5, 2017, http://bit.ly/2ulRsLl

2

Eurostat, “Broadband and Connectivity – Households,” April 7, 2016, http://bit.ly/1rCjmu7
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million households.4 Although the federal government had presented a roadmap to provide every
household in Germany with internet access speeds of at least 50 Mbps by 2018,5 criticisms point to
insufficient efforts to expand broadband access quickly enough.6

Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

2016

a

2015

44.1%

2011

19.0%

2015

93%

2016
b

Average connection speeds (Akamai)c
a
b
c

53.2%

2011

2017(Q1)

2016(Q1)

100%
74%

4.7 Mbps

3.5 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

In 2016, internet access via mobile devices further increased: 63.1 million people in Germany
regularly accessed the internet via UMTS or LTE, compared to 58.5 million in the previous year.7
The total data volume increased from 575 million GB in 2015 to 918 million GB in 2016.8 Germany
is ranked ninth worldwide in terms of smartphone penetration as 55.5 million people used a
smartphone in April 2017.9 At the end of 2016, LTE connections were available to 93 percent of all
Telekom customers, 90 percent of Vodafone customers, and 80 percent of all Teléfonica Germany
customers.10
There is still a gender gap when it comes to accessing the internet in Germany, even though it is
gradually getting smaller. While 87 percent of men used the internet every day or almost every day
in 2016, only 83 percent of women did.11 Daily or almost daily internet usage in the 16-24 and 25-44
age groups were 97 and 94 percent, respectively. In the over 65 age group, frequent usage remains
at 67 percent.12
Differences in internet usage based on formal education have not changed significantly over
the past few years. The gap between people with low and high levels of formal education is still
noteworthy.13 A comparison of net household incomes also confirms this gap. Households with
less than EUR 1,000 (US$1,141) net income per month have a 59 percent penetration rate, whereas
those with more than EUR 3,000 (US$3,423) net income per month have a penetration rate of 94

4

Bundesnetzagentur, Jahresbericht [Annual report 2016], p. 51, May 5, 2017, http://bit.ly/2ulRsLl

Thomas Heuzeroth, “Industrie investiert Milliarden in Breitbandausbau” [Industry invests billions in broadband
development], welt.de, October 7, 2014, http://bit.ly/1P81UbX
5

6 Tomas Rudl, “Deutschlands Breitbandausbau in der Sackgasse“ [Germany’s broadband expansion at an impasse],
Netzpolitik.org, May 17, 2017, http://bit.ly/2qYIx0X

7

Bundesnetzagentur, Jahresbericht [Annual report 2016], p. 59, May 5, 2017, http://bit.ly/2ulRsLl

9

Newzoo, Top 50 Countries by Smartphone Users and Penetration, http://bit.ly/2ugzNBH .

8

10
11
12
13

Bundesnetzagentur, Jahresbericht [Annual report 2016], p. 58, May 5, 2017, http://bit.ly/2ulRsLl
Bundesnetzagentur, Jahresbericht [Annual report 2016], p. 61, May 5, 2017, http://bit.ly/2ulRsLl

Statistisches Bundesamt, “IT-Nutzung nach Geschlecht 2016” [IT usage according to gender 2016], http://bit.ly/2vgO4xW
Statistisches Bundesamt, “IT-Nutzung nach Alter 2016” [IT usage according to age 2016], http://bit.ly/2tPWeO9
Initiative D21, Digital Index 2016, p. 58, http://bit.ly/2k3NiCe
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percent.14 Furthermore, slight differences in internet usage exist between Germany’s western region
(81 percent) and the eastern region (72 percent), which was formerly part of the communist German
Democratic Republic; this gap has remained stable over the past few years.15 The gap between
the urban states Hamburg, Berlin, and Bremen, and the rural states with the smallest internet
penetration rate such as Saxony-Anhalt or Mecklenburg-Western Pomerania, is still between 11 to
16 percent.16
Telecommunication services have become slightly less expensive, decreasing by about 1.1 percent.17
Stark differences in internet usage by levels of income demonstrate how prices continue to be a
barrier for people with low incomes and the unemployed. Although the Federal Court of Justice
ruled that access to the internet is fundamental for everyday life, costs for internet access are still
not adequately reflected in basic social benefits.18 In March 2017, the Federal Assembly (Bundesrat)
made the decision to consider providers of free community wireless networks not-for-profit
enterprises, which entails considerable tax advantages. The move has been lauded for facilitating the
establishment of freely accessible networks in cities, thereby broadening easy access for parts of the
population who could otherwise not afford an internet connection.19

Restrictions on Connectivity
The German government does not impose restrictions on ICT connectivity. Germany’s
telecommunications infrastructure is largely decentralized. There are more than one hundred
backbone providers in the country.20 Privatized in 1995, the former state-owned Deutsche Telekom
remains the only company that acts as both a backbone provider and an ISP. However, the German
state owns less than a third of its shares, which crucially limits its control.21 There are a number
of connections in and out of Germany, the most important being the DE-CIX, which is located in
Frankfurt. It is privately operated by eco, the association of the German Internet Industry.22

ICT Market
The telecommunications sector was privatized in the 1990s with the aim of fostering competition.
The incumbent Deutsche Telekom’s share of the broadband market was 41 percent in 2016, marking
yet another slight decline as competition continued to increase. Other ISPs with significant market
share included Vodafone with 19.5 percent, 1&1 with 14 percent, cable company Unitymedia at 10.6
percent, and O2-Telefónica with 6.7 percent.23
14
15
16
17

Initiative D21, Digital Index 2016, p. 59, http://bit.ly/2k3NiCe
Initiative D21, Digital Index 2016, p. 56, http://bit.ly/2k3NiCe
Initiative D21, Digital Index 2016, p. 56, http://bit.ly/2k3NiCe

Statistisches Bundesamt, “Statistisches Jahrbuch. Deutschland und Internationales” [Statistical Yearbook], 2016, p. 400, http://bit.ly/2tiueRo
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There are currently three general carriers for mobile internet access: T-Mobile, Vodafone, and
Telefónica Deutschland, who share the market more or less evenly.24 The prices for mobile services
continued to decrease, being 2.2 percent lower than in 2015.25

Regulatory Bodies
Internet access, both broadband and mobile, is regulated by the Federal Network Agency for
Electricity, Gas, Telecommunications, Post, and Railway (Bundesnetzagentur or BNetzA), which
has operated under the supervision of the Federal Ministry of Transport since early 2014.26 The
president and vice president of the agency are appointed for five-year terms by the German federal
government, following recommendations from an advisory council consisting of 16 members
from the German Bundestag and 16 representatives from the Bundesrat. The German Monopolies
Commission and the European Commission (EC) have both criticized this highly political setting
and the concentration of important regulatory decisions in the presidential chamber of the Federal
Network Agency.27 Similarly, the Court of Justice of the European Union (CJEU) and the EC noted
that the regulation of data protection and privacy by agencies under state supervision does not
comply with the EU Data Protection Directive 95/46/EC.28
In addition to these institutional concerns, regulatory decisions by the BNetzA have been criticized
for providing a competitive advantage to Deutsche Telekom, the former state-owned monopoly.29
These concerns were amplified again in late 2015, when the BNetzA presented a proposal to allow
the Telekom to implement vectoring, a technology that is capable of boosting the bandwidth of DSL
connections on pre-existing copper lines.30 This arrangement sparked criticism due to the fact that in
order to function as intended, the technology requires a single operator to remain in charge of the
entire bundle of cables. In turn, unbundling and redistribution individual connections becomes more
difficult, with the result that the managing operator (Telekom) will end up in a privileged market
position.31 In December 2015, the federal monopoly commission (Monopolkommission) made its
reservations against the arrangement public,32 which led the BNetzA advisory board to announce
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Monopolkommission [Monopolies Commission], “Telekommunikation 2009: Klaren Wettbewerbskurs halten”
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Commission, “Progress Report on the Single European Electronic Communications Market (15th Report)”, COM(2010) 253, p.
196, http://bit.ly/1Od2qpT.
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28 European Commission, “Data Protection: European Commission requests Germany to ensure independence of data
supervisory authority,” Press Release, Brussels, April 6, 2011, http://bit.ly/2cZPo3n.
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of Deutsche Telekom (circa 38 percent) through another public law entity, commentators see a potential conflict of
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Regulierungsbehörde” [From RegTP to Federal Network Agency. The organizational framework of the new regulator], Die
Öffentliche Verwaltung 58 (24), 2005, p. 1028.

Tomas Rudl, “Breitbandausbau: Telekom-Vectoring kommt näher“ [Broadband development: Telekom vectoring
approaches], Netzpolitik.org, November 23, 2015, http://bit.ly/2dOcz0t.
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amendments to the original proposal in early 2016.33 Still, in May 2016, the EU Commission
instigated formal proceedings to review the draft, voicing concerns regarding the future of fair
competition on the telecommunications market in Germany.34 After publishing a revised proposal
in June 2016,35 however, the EU Commission approved of the arrangement. At the same time,
Telekom’s competitors and some politicians remained vocally skeptical of the new rules.36

Limits on Content
Access to online content in Germany is mostly free. Pressure on social media companies to remove
illegal content from their platforms came under renewed pressure over the past year with increasing
demands to address the proliferation of hate speech and fake news online.

Blocking and Filtering
The German government rarely imposes blocking of websites or internet content.37 There were no
publicly known incidents carried out by state actors during this coverage period. YouTube, Facebook,
Twitter and international blog-hosting services are freely available.
Content blocking or filtering practices enforced by private or corporate actors have been an issue for
some time. The most prominent and widely reported example of how private entities substantially
shape the availability of online content was the protracted dispute between YouTube and GEMA
(German Society for Musical Performance and Mechanical Reproduction).38 For years Google and
GEMA were unable to find a compromise regarding the amount Google should pay for a license
for copyright-protected music disseminated on its video-streaming platform YouTube.39 Due to
the ongoing legal conflict, Google started blocking videos on YouTube in Germany that contained
such music, instead displaying an error message. YouTube and GEMA finally reached an undisclosed
licensing agreement on November 1, 2016, and since then videos have been freely accessible in
Germany.40
In November 2015, the Federal Court of Justice ruled that the blocking of websites may be
ordered as a last resort if it is the only possibility for a copyright holder to effectively end the
Tomas Rudl, “Vectoring: Beirat der Bundesnetzagentur fordert Nachbesserungen” [Vectoring: advisory board of
Bundesnetzagentur demands amendments], Netzpolitik.org, January 26, 2016, http://bit.ly/2dD05a2.
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review], Netzpolitik.org, May 10, 2016, http://bit.ly/2qlov04.
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Tomas Rudl, “Vectoring: Bundesnetzagentur veröffentlicht neuen Regulierungsentwurf“ [Vectoring: Bundesnetzagentur
publishes new regulation proposal], Netzpolitik.org, June 21, 2016, http://bit.ly/28P844I.
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Tomas Rudl, “Vectoring: EU-Kommission genehmigt Entwurf, fordert jedoch Nachbesserungen“ [Vectoring: EU Commission
approves proposal, demands amendments], Netzpolitik.org, July 19, 2016, http://bit.ly/2pZjRE4.
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Due to substantial criticism by activists and NGOs that provoked an intense political debate, the 2010 law on blocking
websites containing child pornography, the Access Impediment law (Zugangserschwerungsgesetz), never came into effect and
was finally repealed by the German parliament in December 2011.
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38 Collecting societies are private organizations at the national level in Germany authorized by the Copyright Administration
Act (Urheberrechtwahrnehmungsgesetz). Although they act under the supervision of the German Patent and Trademark Office
(DPMA), they belong to the private sector. With the foundation of the collecting society C3S, provided the DPMA grants
permission, GEMA’s national monopoly could soon come to an end. See: Jens Uthoff, “Neue Wege im Paragraphendschungel”
[New paths through the regulation jungle], taz.de, April 9, 2014, http://www.taz.de/!136441/.
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GEMA, “GEMA and YouTube,” accessed April 23, 2014, http://bit.ly/2eyz5wd.

This development occurred outside the period of coverage of this report. See: Tim Ingham, “YouTube strikes deal with
GEMA to host music videos in Germany,” Music Business Worldwide, November 1, 2016, http://bit.ly/2e8Hv7t.
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rights infringement on that website.41 That means that in such cases, after an assessment of all
circumstances relevant to the case at hand, the owner of the copyright in question may demand
the internet access provider to block the website in question. If the provider disagrees, a court will
decide. The decision has been subject to criticism as such blocking is considered easy to circumvent
and thus ineffective.42
The protection of minors constitutes an important legal framework for the regulation of online
content.43 Youth protection on the internet is principally addressed by states through the Interstate
Treaty on the Protection of Human Dignity and the Protection of Minors in Broadcasting (JMStV),
which bans content similar to that outlawed by the criminal code, such as the glorification
of violence and sedition.44 A controversial provision of the JMStV reflecting the regulation of
broadcasting media mandates that adult-only content on the internet, including adult pornography,
must be made available in a way that verifies the age of the user.45 The JMStV enables the blocking
of content if other actions against offenders fail and if such blocking is expected to be effective.

Content Removal
Most of the content removal issues in Germany relate to the removal of results from search engine
functions, rather than deletion of content. However, pressure on social media companies to remove
illegal content from their platforms came under renewed pressure over the past year with increasing
demands to address the proliferation of hate speech and fake news online.
Soon after the start of a wide influx of refugees into Europe in 2015, both German authorities
and media began urging Facebook to more proactively suppress hateful or offensive content on
its platform.46 Court proceedings also followed. In February 2017, a regional court in Würzburg,
Bavaria, heard a case concerning the Syrian refugee Anas Modamani, whose widely shared selfie
with Chancellor Merkel had repeatedly been used by right-wing activists to falsely connect him to
a number of different crimes. Modamani’s attorney demanded that Facebook not only delete the
original defamatory posts, but also all shares and copies.47 While being sympathetic to Modamani’s
concerns, many observers cautioned that a sentence in his favor might compel Facebook to
implement upload filters that could subsequently be used as a censoring tool, infringing on the right
to free expression.48 In March, the court decided that Facebook is not obligated to actively search

Constanze Kurz, “BGH-Entscheidung zu Netzsperren: Die nichtsnutzige digitale Sichtschutzpappe ist zurück” [Federal
Court of Justice decision on blocking of websites: the useless digital screen wall is back], Netzpolitik.org, November 26, 2015,
http://bit.ly/2d3wCmY.
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Constanze Kurz, “BGH-Entscheidung zu Netzsperren: Die nichtsnutzige digitale Sichtschutzpappe ist zurück” [Federal
Court of Justice decision on blocking of websites: the useless digital screen wall is back], Netzpolitik.org, November 26, 2015,
http://bit.ly/2d3wCmY.
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The legal framework regulating media protection of minors in particular consists of the Law for the protection of children
and youth (“Jugendschutzgesetz”, JuSchG) of the federal government and the Interstate Treaty on the Protection of Minors in
the Media (short “Jugendmedienschutzstaatsvertrag”, JMStV).
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Eike Kühl, “Weniger Toleranz? Ja bitte.“ [Less tolerance? Yes please.], Zeit Online, November 25, 2015, http://bit.ly/2dK1qvp.
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Fabian Reinbold, “Das Merkel-Selfie und die Wundermaschine” [The Merkel selfie and the miracle machine], Spiegel Online,
February 6, 2017, http://bit.ly/2keBryq.
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xenophobic rumors as gateway for censoring], Netzpolitik.org, February 6, 2017, http://bit.ly/2jY6Fh8.
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and delete hateful postings involving Modamani’s picture. However, his attorney announced an
appeal.49
On the other hand, Facebook has implemented some steps to tackle the problem on its platform in
order to conform to German legislation governing hate speech. In January 2016, the company set
up a new team of employees in Berlin with the sole task of examining, and if necessary, deleting
such content.50 Moreover, in March 2017, Facebook, Microsoft, Twitter, and YouTube announced
the activation of the prototype of an upload filter based on a shared database which is supposed to
suppress the uploading of terrorist and extremist content.51
Despite these steps, in March 2017, Federal Minister of Justice Heiko Maas presented the “Social
Network Enforcement Bill,” which aims to further curb hate speech, terrorist propaganda, and the
dissemination of fake news on social media. The draft provides that social media companies must
establish an office that receives complaints regarding illegal content, and that they are under the
obligation to legally assess flagged content. If it is “obviously illegal” it has to be taken down within
24 hours; if otherwise illegal, within seven days. After making its decision, it has to inform both the
appellant and the user who had uploaded the content. If it fails to do so, it could face fines of up
to EUR 50 million.52 The proposal sparked severe criticism from activists, NGOs, and politicians, who
warned that the law could lead to an overreach by creating incentives for social media companies to
prematurely delete content in order to avoid possible fines.5354 Besides criticizing the lack of judicial
oversight, the UN Special Rapporteur on the promotion and protection of the right to freedom
of opinion and expression pointed to the lack of clarity as to what constitutes “unlawful” content,
noting that “A prohibition on the dissemination of information based on vague and ambiguous
criteria, such as “insult” or “defamation,” is incompatible with article 19 of the ICCPR. The list of
violations is broad, and includes violations that do not demand the same level of protection.”55 In
an attempt to accommodate critics, the Ministry of Justice made some amendments, including
an exemption for first-time offenders or companies that had merely made an erroneous legal
assessment,56 but reservations against the bill remained strong even among members of the
governing coalition of Christian Democrats and Social Democrats.57 Nonetheless, the bill was
enacted into law on the last day before the parliament’s summer recess.58
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Since the CJEU decision on the “right to be forgotten” in May 2014,59 Google and other search
engines are required to remove certain search queries from their index if they infringe on the privacy
rights of a person and that person files a respective application with the search engine. As of May
9, 2017, Google had assessed more than 721,000 applications across the EU, with nearly 98,000
coming from Germany alone.60 In 47.8 percent of the German requests, Google decided to remove
the link. The process follows the guidelines developed by an advisory group of experts, aiming to
strike a balance between the right to be forgotten on the one hand, and freedom of expression and
information on the other.61 In early March 2016, Google announced that it would delist links not only
from its European domains such as google.de, google.fr, and so on, but in the future resort to geoblocking so that delisted links could not appear in Google search queries within the European Union
even if someone used google.com instead of the national version of the search engine.62 This had
been one of the most pressing demands by European data protection officials since the publication
of the CJEU decision.63 The right to be forgotten will be codified in Article 17 of the EU’s new General
Data Protection Regulation, which is currently in its two-year transition period before coming into
effect in May 2018.64
The autocomplete function of Google’s search engine also has repeatedly been subject to scrutiny.
In May 2013, the Federal Court of Justice ruled that Google could be held liable, at least under
some circumstances, for the infringement of personal rights through its autocomplete function.65 In
its subsequent decision concerning the same case, the Higher Regional Court in Cologne decided
that Google’s liability amounted to the obligation to delete the respective automated search query
combination and to refrain from repeating the tort, but not to pay further compensation.66
Figures released by ICT companies indicate that post-publication content removal requests are
issued with regard to defamation or illegal content. According to Google’s latest transparency
report regarding requests to remove content covering the period from July to December 2016,
the company received 242 requests from the German courts and other public authorities. The
most common reasons (40 percent of cases) for orders to remove content are privacy and security
concerns, followed by defamation and hate speech.67 Upon request from authorities, between July
and December 2016, Facebook restricted access to 919 pieces of content compared to 366 between
July and December 2015, including items that constituted incitement of hatred and Holocaust denial,
which are illegal under the German criminal code,68
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Peter Fleischer, “Adapting our approach to the European right to be forgotten, ” Google Europe Blog, March 4, 2016,
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November 26, 2014, http://bit.ly/1vQfwkF.

64 Bayerisches Landesamt für Datenschutzaufsicht [Bavarian State Office for Data Protection Oversight], “Recht auf Löschung”
[Right to be forgotten], July 19, 2016, http://bit.ly/2qO8dwM.

65 BGH [Federal Supreme Court], judgment of May 14, 2013, Az. VI ZR 269/12; Jürgen Kuri/Martin Holland, “BGH zu
Autocomplete: Google muss in Suchvorschläge eingreifen” [BGH on autocomplete], May 14, 2013 http://heise.de/-1862062.
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Regional Court Cologne: Injunction suit against Google concerning certain search query combinations successful], April 8,
2014, http://bit.ly/2dnwPSY; Adrian Schneider, “OLG Köln: Die Autocomplete-Entscheidung im Detail” [Higher Regional Court
Cologne: the autocomplete decision in detail], Telemedicus, April 11, 2014, http://bit.ly/1iRT59G
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Platform operators can be held liable for illegal content under the Telemedia Act. The law
distinguishes between full liability for owned content and limited “breach of duty of care”
(Stoererhaftung) of access providers and host providers for third party content.69 Although access
and host providers70 are not generally responsible for the content they transmit or temporarily
store, there is a tension between the underlying principles of liability privilege and that of secondary
liability.71 Principally, ISPs are not required to proactively control or review the information of
third parties on their servers; they become legally responsible as soon as they gain knowledge of
violations or violate reasonable audit requirements.72
In 2012, court rulings limited the liability privilege of ISPs by further specifying requirements,
responsibilities, and obligations. Additional blocking and filtering obligations of host providers have
been put in more concrete terms by the Federal Court of Justice (Bundesgerichtshof, BGH) in the
“Alone in the Dark” case.73 In this specific instance, the game publisher Atari sued the file hosting
service Rapidshare for copyright violations concerning a video game. Although the judges did
not hold Rapidshare liable for direct infringement, they saw a violation of the service’s monitoring
obligations under the breach of duty of care as a result of Rapidshare’s failure to proactively control
its service for copyrighted material after it was notified of one infringing copy.74
In a subsequent decision concerning Rapidshare in August 2013, the BGH substantiated and further
extended host providers’ duties. According to the judgment, if the business model of a service aims
to facilitate copyright infringements, the company is considered less worthy of protection with
regard to liability privilege.75 As a consequence, host providers are required to monitor their own
servers and search for copyright-protected content as soon as it has been notified of a possible
violation.76
A special requirement to review the content for any rights violations was also ruled in a case where
a blogger integrated a YouTube video onto his website.77 However, in October 2014, the CJEU ruled
that embedding content from other sources by means of framing is not a copyright infringement.78
In July 2015, the Federal Court of Justice clarified that embedding is legal, as long as the source itself
is legal—which at least in theory means that publishers are under the legal obligation to research
whether the content they intend to embed was uploaded without a violation of copyright.79

69 In particular: Part 3, §§ 7-10 TMG: liability for own content (§ 7, Abs. 1 TMG); limited liability for access providers (§§ 8, 9
TMG) and host providers (§ 10 TMG).

The BGH in particular has developed the principles of limited liability of host providers: BGH [Federal Court of Justice],
judgment of October 25, 2011, Az. VI ZR 93/10.
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Liability privilege means that information intermediaries on the internet such as ISPs are not responsible for the content
their customers transmit. Secondary or indirect liability applies when intermediaries contribute to or facilitate wrongdoings of
their customers.
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BGH [Federal Court of Justice], judgment of July 12, 2012, Az. I ZR 18/11, http://openjur.de/u/555292.html
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An important exception to the liability privilege concerns wireless networks.80 Because of a highly
disputed ruling against the existing liability privilege by the Federal High Court in 2010, legislative
initiatives from states and political parties sought to modify the secondary liability of local WiFi operators, however without immediate success. Proposed bills were repeatedly criticized for
being impractical or not going far enough, not least by the European Commission.81 Apart from
legislative initiatives, in September 2014, a Munich court asked the CJEU for a preliminary ruling
on the question of the applicability of the liability privilege for a provider of an openly accessible
Wi-Fi network.82 In September 2016, the CJEU decided that although providers are usually not
responsible for violations committed by the users of a free network, they are obliged to secure free
networks with a password.83 The ruling was largely in line with prior German jurisprudence, and most
commentators did not consider it an improvement for providers of openly accessible networks.84
As a reaction to this latest development, in February 2017, the governing coalition presented yet
another bill in order to solve the issue, and to enable the proliferation of open and freely accessible
wireless networks. The proposal by the Federal Ministry of Economy intends to clarify that the
liability privilege not only applies to providers of free wireless networks, as previously arranged,
but that those providers are also not obligated to issue a (costly) declaration of cease and desist in
case that one of the users of the network committed a violation of copyright.85 At the same time,
however, the bill provides for the possibility to oblige network operators to block access to certain
websites or web content that violates copyright or other laws. This aspect of the proposal has been
criticized for introducing new legal uncertainties for network providers.86 Despite these objections,
however, the bill was passed into law in late June of 2017.87

Media, Diversity, and Content Manipulation
Germany is home to a vibrant internet community and blogosphere; however, there were
heightened concerns over the proliferation of disinformation and its potential impact on 2017
elections. In turn, concerns regarding the spread of so-called “fake news” resulted in controversial
legal solutions with potentially negative consequences for freedom of expression online (see
“Content Removal”).
80 In 2010, the German Federal High Court sentenced the private owner of a wireless router on the grounds that his or her
open network allowed illegal activities. cf. Christopher Burgess, “Three Good Reasons to Lock Down Your Wireless Network,”
The Huffington Post (blog), June 8, 2010, http://huff.to/1LYHK3k

81 Volker Tripp, “Anhörung zum Telemediengesetz: Wie geht es weiter mit offenem WLAN und Host-Providerhaftung?”
[Hearing on telemedia act: what’s next for open wireless networks and host provider liability?], Digitale Gesellschaft, December
16, 2015, http://bit.ly/2dCRT9R
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liability concerning open Wi-Fi to ECJ], Offenenetze.de, October 8, 2014, http://bit.ly/1iRW1mK
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83 Spiegel Online, “Das bedeutet das Urteil zur Störerhaftung für Deutschland” [This is what the ruling on network liability
means for Germany], September 15, 2016, http://bit.ly/2cgKWvo

84 Johannes Boie, “Das Wlan-Urteil des EuGH ist unsinnig” [The CJEU’s wifi ruling does not make sense], sueddeutsche.de,
September 15, 2016, http://bit.ly/2f15StA
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ly/2lPm7LB
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Local and international media outlets and news sources are accessible and represent a diverse range
of opinions. However, disinformation has proliferated on social media in recent years—a concern
which increased ahead of Germany’s federal elections in September 2017. Research conducted by
the Computational Propaganda Research Project between December 2016 and May 2017 found that
hyperpartisan, conspirational news and disinformation were prominent on social media in the leadup to the elections, accounting for approximately 20 percent of political news and information on
Twitter. Widely shared sources included anti-Islam blog Philosphia Perennis and the extremist rightwing Zuerst!, while many outlets “displayed indicators of Russian references.” On the other hand, it
found that automated bot activity was “marginal.”88
To date, self-censorship online has not been a significant or well-documented issue in Germany. Still,
there are more or less unspoken rules reflected in the publishing principles of the German press.89
The penal code and the JMStV prohibit content such as child pornography, racial hatred, and the
glorification of violence in a well-defined manner. However, the OSCE strongly criticized the criminal
investigation into the online media outlet Netzpolitik in July 2015, with regard to their reports on
the activities of the German intelligence agencies, for its potential chilling effect on investigative
reporting (see “Prosecutions and Detentions for Online Activities”).90
Ancillary copyright for press publishers (Leistungsschutzrecht für Presseverleger), in force since 2013,
allows publishers to monetize even the small snippets of information that search engine operators
display as part of the results of a query.91 This raised concerns regarding the constitutionally
protected rights to freedom of expression and freedom of information.92 In reaction to the law’s
enactment, search engines such as Google began excluding search results leading to the websites of
publishers that monetized their search links, or displayed links without the corresponding snippets
to limit monetization.93 In response, the publishers’ collecting society VG Media lodged complaints
and antitrust proceedings against Google. In September 2015, the Federal Cartel Office decided
that Google’s practice was not in violation of antitrust laws.94 Later in November 2015, arbitration
proceedings between Google and VG Media failed, as the search engine regarded VG Media’s
demand to receive 6 percent of Google’s aggregate turnover as license fees as inappropriate.95 In
February 2017, the first court proceedings dealing with the law commenced before a Berlin district
court, after VG Media filed a lawsuit against Google.96
Germany’s Telecoms Act authorizes the federal government to issue an executive order to protect
the principle of net neutrality.97 However, in November 2015, with votes from the ruling coalition
88 Lisa-Maria N. Neudert, University of Oxford, “Computational Propaganda in Germany: A Cautionary Tale,” Working Paper
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[Ancillary copyright: T-Online and 1&1 ban VG Media publishers from their search results], irights.info, September 16, 2014,
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approach against publishers justified], golem.de, September 9, 2015, http://bit.ly/2dJRQc4.
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of Christian and Social Democrats, the German federal parliament rejected a legislative proposal by
the Green party to domestically safeguard net neutrality. Representatives of the majority referred
to the EU regulation adopted in October 2015, deeming it a viable compromise.98 Though formally
endorsing the principle of net neutrality, the European regulation on net neutrality prompted
concern that certain services may still be privileged within the networks, as experts deemed that
the text would make it easy to introduce a first-class and second-class internet.99 However, the final
version of the “Guidelines on the Implementation by National Regulators of European Net Neutrality
Rules,” published by the Body of European Regulators for Electronic Communications (BEREC) at
the end of August of 2016,100 provide further safeguards for the principle of net neutrality, closing
many of the loopholes for “specialized services.”101 The national legislator is expect to follow the now
clarified European standards concerning net neutrality.

Digital Activism
Several civil society initiatives have used the internet to conduct advocacy campaigns on political
and social issues in Germany.
After the German-Turkish journalist Deniz Yücel, a correspondent for Berlin-based daily Die Welt,
was detained by Turkish authorities in Istanbul on February 14, 2017, for allegedly spreading terrorist
propaganda through his reporting,102 fellow journalists and free-speech activists launched the
online campaign #freedeniz. The campaign, which consistently of a Twitter hashtag,103 a campaign
homepage,104 and a petition via change.org,105 intended to put pressure on the Turkish government
to release Yücel and all other journalists who have been detained in the country since the attempted
coup in July 2016. The campaign emphasizes the importance of the rights to freedom of expression
and freedom of the press for a democratic society.

Violations of User Rights
The scandal triggered by Edward Snowden’s 2013 revelations concerning the activity of the NSA and
German intelligence services remained inadequately assessed despite an ongoing parliamentary
inquiry. A new law regulating the conduct of the Federal Intelligence Service (BND) has raised concerns
for attempting to legalize hitherto unlawful activity that potentially affects German citizens as well as
foreign journalists working in Germany.
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Legal Environment
German Basic Law guarantees freedom of expression and freedom of the media (Article 5), as well as
the privacy of letters, posts, and telecommunications (Article 10). These articles generally safeguard
offline as well as online communication. A groundbreaking 2008 ruling by the Federal Constitutional
Court established a new fundamental right warranting the “confidentiality and integrity of
information technology systems” grounded in the general right of personality guaranteed by Article
2 of the Basic Law.106
Online journalists are largely granted the same rights and protections as journalists in the print or
broadcast media. Although the functional boundary between journalists and bloggers is starting to
blur, the German Federation of Journalists maintains professional boundaries by issuing press cards
only to full-time journalists.107 Similarly, the German Code of Criminal Procedure grants the right to
refuse testimony solely to individuals who have “professionally” participated in the production or
dissemination of journalistic materials.108
Since January 1, 2016, the Office of the Federal Commissioner for Data Protection and Freedom of
Information has been an independent supreme federal authority, a clear upgrading from its former
status as a subdivision of the Federal Ministry of the Interior.109 This change of constitutional status
furthermore entailed a significantly higher budget and a larger staff.110

Prosecutions and Detentions for Online Activities
While there were no new prosecutions or detentions for legitimate digital activity during the
coverage period, several cases that drew public criticism in 2015-2016 continued to receive
attention.
Criminal proceedings against two online journalists of Netzpoliitk.org, charged with treason after
publishing classified documents of the Federal Office for the Protection of the Constitution in July
2015, were quickly halted after causing widespread public outrage,111 but the incident’s aftermath
extended into the reporting period. In February 2017, the weekly Die Zeit reported that internal
documents showed that, as opposed to the official narrative, Justice Minister Heiko Maas had
influenced proceedings by putting pressure on then-Federal Prosecutor Harald Range to stop
investigations, thereby unlawfully compromising the independence of the Prosecutor’s office.112

BVerfG [Federal Constitutional Court], Provisions in the North-Rhine Westphalia Constitution Protection Act
(Verfassungsschutzgesetz Nordrhein-Westfalen) on online searches and on the reconnaissance of the internet null and void,
judgment of February 27, 2008, 1 BvR 370/07 Absatz-Nr. (1 - 267), http://bit.ly/1YVssS3; See also: Press release no. 22/2008,
http://bit.ly/2dnoChN. For more background cf. Wiebke Abel/Burkhard Schaferr, “The German Constitutional Court on the
Right in Confidentiality and Integrity of Information Technology Systems – a case report on BVerfG,” NJW 2008, 822”, 2009, 6:1
SCRIPTed 106, http://bit.ly/2dNZSCJ.
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This aspect is significant for future interpretations of press freedom in Germany, as the termination
of investigations meant that a legal opinion on the question of whether the published documents
in fact constituted a state secret was never issued, and thus not properly scrutinized. While the
reporters of Netzpolitik.org maintain the right to publish such documents online,113 other reports
suggest that the official legal position would have concluded that it would have amounted to
treason if formal proceedings had been allowed to continue.114 This ambiguity in itself could exert a
chilling effect on the work of journalists dealing with that kind of internal document.
Another case that sparked a wider debate over freedom of speech in Germany concerned the
German satirist Jan Boehmermann.115 Turkish president Recep Tayyip Erdogan had filed a criminal
complaint against the comic for a provocative poem mocking him, under an obscure German
law that penalizes insults against foreign heads of state.116 After prosecutors dropped the case
against Boehmermann in October 2016 due to insufficient evidence,117 the Turkish president filed a
complaint against the decision,118 which was rejected shortly after, thus definitively terminating the
criminal proceedings.119 At the same time, the civil lawsuit before the regional court in Hamburg,
which began on November 3, 2016, led to the ban of three-fourths of the poem due to libel. In case
of a violation of the verdict, Boehmermann would have to pay a fine of up to EUR 250,000.120 While
Boehmermann’s attorney announced an appeal, the German Federation of Journalists strongly
criticized the decision as unjustifiably infringing on the right to produce satire as an expression of
free opinion.121
The German Criminal Code (StGB) includes a provision on “incitement to hatred” (§ 130 StGB), which
penalizes calls for violent measures against minority groups and assaults on human dignity.122 The
provision is seen as legitimate in the eyes of many Germans, particularly because it is generally
applied in the context of holocaust denials.123 In the context of the ongoing refugee crisis, there
has been a surge of criminal investigations invoking this provision, mostly due to hate speech
against asylum seekers on social media platforms such as Facebook. As a result, there have been
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considerably more convictions for incitement to hatred than usual.124 In 2016, about 900 criminal
proceedings were initiated in Berlin alone.125 At the same time, the authorities have been criticized
for not doing enough to protect the victims of hate speech online.126

Surveillance, Privacy, and Anonymity
Following the leak of classified information by former NSA contractor Edward Snowden in 2013
revealing the activities of U.S., British, and German intelligence services, Germany’s parliamentary
commission of inquiry made little progress in terms of assessing the accountability of German
authorities. Moreover, troubling new legislation that aims to legalize hitherto unlawful conduct of
the Federal Intelligence Agency (Bundesnachrichtendienst, BND) was introduced.
While the parliamentary commission continued its work, it faced a number of setbacks. In November
2016, the Federal Constitutional Court decided that the Federal Government is under no obligation
to unveil the list of inactive NSA targets in Germany, as this list concerned state secrets of the
United States and therefore was outside the government’s jurisdiction, even though the list in
question had been used by the BND in order to relay information to the NSA.127 Moreover, in March
2017, the Federal Court of Justice decided that the parliamentary commission is not obligated to
summon Snowden as a witness, contrary to the opinion of opposition parties represented in the
commission.128 Although Chancellor Angela Merkel appeared before the commission as the last
summoned witness in February 2017, most commentators agreed that the scandal surrounding
Snowden’s revelations is not yet properly accounted for.129 Critics contend that despite three years
of investigations, not much has been revealed, and mass surveillance by intelligence services in
Germany and beyond continues.130
The principal legislative reaction to the Snowden revelations was the new law for the conduct of
the BND, which was enacted with the votes of the governing coalition of the Christian Democratic
Union and the Social Democrats in October 2016.131 Its purported aim is to provide the intelligence
service with a new and appropriate legal basis. In particular, a newly established control committee
is supposed to better monitor the service’s conduct in the future in order to prevent unlawful or
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even unconstitutional action.132 However, criticism against the law has been widespread. One of the
main concerns is that even though the BND is mainly tasked with foreign intelligence collection,
the law will permit monitoring of the entire network traffic channeled through the world’s largest
internet exchange point, DE-CIX (German Commercial Internet Exchange) in Frankfurt, which would
at least unintentionally affect communications by German citizens as well. The operators of DE-CIX
had already filed a constitutional complaint against the BND’s practice, which preceded its formal
legalization by means of the new law.133 Moreover, the intelligence service would have explicit
permission to monitor domestic internet traffic as well, as long as the targets of its measures are
foreign citizens.134
Numerous experts and politicians have protested that the new law is unconstitutional.135 136
Furthermore, press freedom groups have criticized that the law does not contain explicit legal
protections for foreign journalists working in Germany.137 The explicit distinction between citizens
and foreigners as regards the protection of privacy has even prompted UN Special Rapporteur on
the right to privacy, Joe Cannataci, to denounce the law as violating Germany’s obligations under
the International Covenant on Civil and Political Rights.138 In response, the Free Democratic Party
(FDP) and the parliament’s opposition announced proceedings against the law before the Federal
Constitutional Court.139
Even before the enactment of the law, the BND had conducted bulk retention of communications
metadata of German citizens, a practice that inter alia violates the right to freedom of the press
according to an assessment made by Reporters Without Borders Germany.140 At the same time,
the BND’s practice of monitoring communications between Germany and abroad in accordance
with the so-called G10 law, which regulates limitations of the constitutionally protected privacy of
correspondence, posts, and telecommunications, has come under legal scrutiny, too. As it considers
the underlying legal basis as overly permissive and thus unconstitutional, the NGO Amnesty
International has filed a constitutional complaint before the Federal Constitutional Court against the
G10 law.141
Telecommunications interception by state authorities for criminal prosecutions is regulated by the
code of criminal procedure (StPO) and may only be employed for the prosecution of serious crimes
Julian Heißler, “Ein bisschen Ausspähen unter Freunden“ [A little bit of spying among friends], Tagesschau.de, October 21,
2016, http://bit.ly/2pvtsDz.

132

Spiegel Online, “Betreiber des Netzknotens De-Cix verklagen BND“ [Operators of network exchange De-Cix proceed
against BND], September 16, 2016, http://bit.ly/2cTDSDh.

133

Teresa Sickert, “Was das neue BND-Gesetz für Internetnutzer bedeutet“ [What the new BND law means for Internet users],
Spiegel Online, October 19, 2016, http://bit.ly/2ejtHLP.

134

Sven Braun, “Fünf drastische Folgen des geplanten BND-Gesetzes“ [Five drastic consequences of the planned BND law],
Netzpolitik.org, October 18, 2016, http://bit.ly/2ekHyD7.

135

Simon Rebiger, “Wissenschaftlicher Dienst: Geplantes BND-Gesetz ist in Teilen verfassungswidrig“ [Research service:
planned BND law is partly unconstitutional], Netzpolitik.org, September 16, 2016, http://bit.ly/2coOtId.

136

Sabine Leutheusser-Schnarrenberger, “Stoppt das BND-Gesetz!“ [Stop the BND law!], Handelsblatt, October 21, 2016,
http://bit.ly/2r46Z0n.

137

Sven Braun, “Vereinte Nationen: Sonderberichterstatter kritisiert neues BND-Gesetzespaket” [United Nations: special
rapporteur criticizes new BND law], Netzpolitik.org, October 31, 2016, http://bit.ly/2fum1rB.

138

Stefan Krempl, “Neue BND-Befugnisse: Enstation Bundesverfassungsgericht“ [New BND permissions: final destination
Federal Constitutional Court], Heise Online, October 21, 2016, http://bit.ly/2qgbdzn.

139

Andre Meister, “Eingestuftes Gutachten: Der BND speichert massenhaft Daten, will aber Betroffene nicht informieren“
[Classfied assessment: BND stores data in bulk but refuses to inform affected], Netzpolitik.org, December 14, 2016, http://bit.
ly/2gNO58i.

140

Kai Biermann, “Amnesty klagt gegen Überwachungsgesetz“ [Amnesty files complaint against surveillance law], Zeit Online,
November 15, 2016, http://bit.ly/2fQDNSE.

141

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

GERMANY
for which specific evidence exists and when other, less-intrusive investigative methods are likely to
fail.
Surveillance measures conducted by the secret services under the Act for Limiting the Secrecy of
Letters, the Post, and Telecommunications have continued to be in a steady decline.142
Excessive interceptions by secret services formed the basis of a 2008 Federal Constitutional Court
ruling, which established a new fundamental right warranting the “confidentiality and integrity
of information technology systems.” The court held that preventive covert online searches are
only permitted “if factual indications exist of a concrete danger” that threatens “the life, limb, and
freedom of the individual” or “the basis or continued existence of the state or the basis of human
existence.”143 Based on this ruling, the Federal Parliament passed an act in 2009 authorizing the
Federal Bureau of Criminal Investigation (BKA) to conduct covert online searches to prevent
terrorist attacks with a warrant.144 In addition to online searches, the act authorizes the BKA to
employ methods of covert data collection, including dragnet investigations, surveillance of
private residences, and the installation of a program on a suspect’s computer that intercepts
communications at their source. The antiterror legislation first passed after the September 11
terrorist attacks, and that inter alia obliges banks or telecommunications operators to disclose
customer information to the authorities, was once again extended in November 2015 through
2021.145
The latest version of spyware developed by the Federal Bureau of Criminal Investigation (BKA),
which had been introduced in early 2016 (the so-called Bundestrojaner, “federal Trojan horse”),146
kept drawing criticism during the reporting period.147 The NGO Chaos Computer Club (CCC) holds
the view that the software is still technically unable to properly differentiate between ongoing
communication, the monitoring of which is legally permitted, and stored information regarding
communications. Moreover, it argues that there is an inherent security risk for citizens if a state
authority exploits known security holes in communication software instead of striving to fix them.148
In October 2016, it was furthermore revealed that the BKA will be provided with new spyware that
will extend the same capabilities to smartphones.149 In addition to these newly developed tools, in
December 2016, it was reported that the BKA had successfully cracked the encrypted messenger app
Telegram in at least 44 cases in order to monitor the text conversations of suspects. Several legal
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ly/2qckwCf.
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experts as well as politicians cast doubt on the legality of the measures.150
Since 2014, members of the federal parliamentary faction of Die Linke have been issuing yearly
inquiries into the employment of so-called “silent SMS” or stealth pings by the BKA, the Federal
Office for the Protection of the Constitution, and the Federal Police. In 2016, both the Federal Office
for the Protection of the Constitution and the Federal Police vastly increased their use of the tool,
while its employment by the BKA declined for the first time in years.151 The technology is used to
monitor a target person’s movements, without the target’s notice.
The amended telecommunication act of 2013 reregulates the “stored data inquiry” requirements
(Bestandsdatenauskunft).152 Under the provision, approximately 250 registered public agencies,
among them the police and customs authorities, are authorized to request from ISPs both
contractual user data and sensitive data. While the 2004 law restricted the disclosure of
sensitive user data to criminal offenses, the amended act extends it to cases of misdemeanors
or administrative offenses. Additionally, whereas the disclosure of sensitive data and dynamic IP
addresses normally requires an order by the competent court, contractual user data (such as the
user’s name, address, telephone number, and date of birth) can be obtained through automated
processes. The requirement of judicial review has been subjected to two empirical studies, both of
which found that in the majority of cases a review by a judge does not take place.153 Data protection
experts criticize the lower threshold for intrusions of citizens’ privacy as disproportionate.
Despite the CJEU 2014 decision to declare the EU Data Retention Directive unconstitutional,154 the
federal parliament enacted a law concerning the reintroduction of data retention with the votes of
the governing coalition in October 2015.155 Both the opposition and data protection officials had
fiercely opposed the legislative proposal, maintaining that the law contradicts civil laws and violates
the guidelines established by the CJEU. Under the new law, different sets of data have to be stored
on servers located within Germany for 10 weeks, while providers have to retain the numbers, as
well as the date and time, of phone calls and text messages. Internet providers are also required to
retain IP addresses of all internet users, as well as the date and time of connections. The location
data of mobile phone connections must be saved for four weeks. The requirements exclude sites
accessed, email traffic metadata, and the content of communications. In August 2016, the state and
Sebastian Lipp and Max Hoppenstedt, “Exklusiv: BKA-Mitarbeiter verrät, wie Staatshacker illegal Telegram knacken“
[Exclusive: BKA employee reveals how state hackers illegally crack Telegram], Motherboard, December 8, 2016, http://bit.
ly/2rbuReU.
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to locate mobile phones], Netzpolitik.org, February 3, 2017, http://bit.ly/2rcsF7E.
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release no. 251/2013, May 3, 2013, http://bit.ly/1j5NgWK.
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Gusy, 2003) and Max-Planck-Institut Institute for Foreign and International Criminal Law (Hans-Jörg Albrecht, Claudia Dorsch,
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telecommunication surveillance. Both studies found that neither the mandatory judicial oversight nor the duty of notification of
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federal interior ministers who are members of the Christian Democratic Union issued a declaration
demanding a further extension of data retention in Germany so that it would lawful to access
and use the stored data even for the prosecution of comparatively minor crimes.156 Three months
later, it was announced that the interior ministers of all states had agreed on calling for legislative
amendments that would allow data retention for instant messengers on mobile devices, such as
WhatsApp.157
In reaction to the controversial legislation, several constitutional complaints have been filed. Among
other issues, the complainants claim that, contrary to the CJEU guidelines, which only allow for
the retention of data of suspects, the law would enable indiscriminate mass retention of data.158 In
February 2017, a legal assessment issued by the federal parliament’s own research service came
to the conclusion that the German legislative implementation does not conform with the CJEU
guidelines and is thus contrary to European law.159
During the reporting period, a few more state measures have raised concerns regarding the
protection of citizens’ data. In March 2017, it was reported that a new bill on the introduction of
an electronic ID includes a provision that would allow the police authorities of all states as well as
the Federal Police, the Federal Office for the Protection of the Constitution, all state intelligence
agencies, and the Military Counterintelligence Service (Militärischer Abschirmdienst, MAD) to access
the database of the passport photos of all German citizens that the new law would establish. Experts
fear that the move, in combination with massively extended video surveillance in public spaces,
could enable state authorities to automatically monitor every single citizen’s movements.160 Newly
arriving immigrants are likewise targets of new measures that infringe on the protection of their
data. In order to determine a refugee’s origin who does not have any ID— which is frequently the
case—authorities would have the right to seize and analyze their mobile phones, laptops, and other
data storage devices, without the involvement of a judge.161
User anonymity is compromised by SIM card registration requirements under the
telecommunication act of 2004, which requires the purchaser’s full name, address, international
mobile subscriber identity (IMSI), and international mobile station equipment identity (IMEI)
numbers, if applicable.162 Nonetheless, the principle of anonymity on the internet is largely upheld as
a basic right, despite disapprovals from the Federal Minister of the Interior and some other members
of the conservative parties.163 A decision by the Federal Court of Justice further strengthened
Markus Reuter, “Berliner Erklärung: Innenminister der Union fordern drastische Ausweitung der Vorratsdatenspeicherung“
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this right, confirming that an online review portal is under no obligation to disclose the data of
anonymous users. In the preceding judgment, the Higher Regional Court in Stuttgart had ruled
to the contrary.164 Website owners and bloggers are not required to register with the government.
However, most websites and blogs need to have an imprint naming the person in charge and
contact address. The anonymous use of email services, online platforms, and wireless internet access
points are legal. In January 2016, however, reports noted how the Federal Criminal Police Office
continued to lobby against encryption technologies at the European level.165 Furthermore, experts
have criticized a recent legislative proposal by the governing coalition to introduce a legal claim
to gain knowledge of the offender’s real name in the case of violations of the right of personality
online, especially hate speech. Observers have voiced concern that this might infringe on the right
to anonymity online if interpreted too broadly.166

Intimidation and Violence
There have been no known cases of direct intimidation or violence against online journalists or other
ICT users during the coverage period.

Technical Attacks
Human rights activists and nongovernmental organizations are rarely victims of cyberattacks
or other forms of technical violence that is aimed at stifling freedom of expression. However,
government institutions and the business sector have been targeted with cyberattacks.167
In the summer of 2015, hackers crippled the federal parliament’s internal network168 for four days,
until the servers were renewed.169 The head of Germany’s domestic intelligence agency also reported
subsequent attacks, notably targeting lawmakers and the Christian Democratic Union.170 Two thinktanks tied to Germany’s ruling coalition parties also experienced cyberattacks in 2017.171
To strengthen its response capabilities to cyberattacks, the federal parliament enacted an IT security
law in June 2015 obliging telecommunication firms and critical infrastructure operators to report
security breaches to the BSI. However, the new law has been subject to criticism for being largely
ineffective and overly intrusive concerning the storage of traffic data to determine the source of
possible cyberattacks.172
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Population:

Internet Freedom Status

Free

Free

Internet Penetration 2016 (ITU):

79.3 percent

Obstacles to Access (0-25)

5

4

Social Media/ICT Apps Blocked:

No

Limits on Content (0-35)

10

11

Political/Social Content Blocked:

No

Violations of User Rights (0-40)

12

14

Bloggers/ICT Users Arrested:

No

TOTAL* ( 0-100 )

27

29

Press Freedom 2017 Status:

9.8 million

Partly Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
yy

Independent online outlets faced financial pressure, as the government channelled
increased advertising revenue to partisan outlets in the lead-up to the October 2016
migrant quota referendum (see “Media, Diversity, and Content Manipulation”).

yy

Activists mobilized online around the #IStandWithCEU hashtag after the government
passed a law jeopardizing the future of the Central European University in Budapest (see
“Digital Activism”)

yy

An antiterrorism law came into effect in July 2016 that requires providers of encrypted
services to allow authorities access to client data, raising privacy concerns (see
“Surveillance, Privacy, and Anonymity”).
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Introduction
Internet freedom declined in Hungary in the past year after independent online outlets were increasingly squeezed out of the market and a new antiterrorism law gave authorities greater powers to
demand user data from private companies.
The internet remains relatively free in Hungary, and the government does not engage in any politically motivated blocking or filtering of online content. However, the diversity of the online media
landscape is threatened by the inequitable and politically biased distribution of advertising revenue,
resulting in the closure of some independent online outlets over the past few years. The government
unleashed an aggressive online advertising campaign in the lead-up to the migrant quota referendum in October 2016, urging citizens to reject the quota, while simultaneously boosting revenues of
progovernment outlets.
Social media users mobilized after the government announced a law that jeopardized the future of
the Central European University in Budapest, rallying around the #IStandWithCEU hashtag and organizing protests that drew tens of thousands of people.
A new antiterrorism law that passed in July 2016 raised privacy concerns, obligating providers of
encrypted services, including messaging platforms, to allow authorities to access clients’ data. Meanwhile, the lack of judicial oversight over surveillance practices remains problematic, and Hungarian
lawmakers have failed to implement a ruling of the European Court of Human rights that said surveillance must be conducted with necessary judicial oversight.

Obstacles to Access
Internet access is widespread in Hungary, with internet penetration rising significantly in the past year.
Internet prices remain relatively high compared to Hungary’s European neighbors, and a rural-urban
divide in access persists. The internet and mobile markets remain concentrated among a handful of
providers.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

a

79.3%

2011

68.0%

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

2015

2011

2017(Q1)

2016(Q1)

72.8%
119%
119%
117%

14.8 Mbps
13.8 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.
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The internet penetration rate has been steadily increasing in Hungary over the past several years.
Levels of access differ based on geographical and socioeconomic conditions, with lower access rates
found among low-income families and in rural areas. Internet penetration also differs between those
living in the capital and in the countryside.1 A digital divide based on ethnicity has also been observed, with the Roma community historically having lower levels of internet access.2
The National Curriculum for 2013 drastically decreased the number of IT classes in primary and secondary schools, despite protests from IT teachers, potentially further increasing the digital divide
among social groups, as children coming from low-income families may not have access to digital
devices at home.3 Poor IT infrastructure at public schools further increases the digital divide.4
The cost of internet access is comparatively high, with internet subscriptions in Hungary among the
most expensive in the European Union relative to monthly income.5

Restrictions on Connectivity
The government does not restrict bandwidth, routers, or switches,6 and backbone connections are
owned by telecommunications companies rather than the state.7 The Budapest Internet Exchange
(BIX) is a network system that distributes Hungarian internet traffic among domestic internet service providers (ISPs), and is overseen by the Council of Hungarian Internet Service Providers (ISZT)8
without any government interference.9 Legally, however, the internet and other telecommunications
services can be paused or limited in instances of unexpected attacks, for preemptive defense, or in
states of emergency or national crisis.10

ICT Market
The ICT market in Hungary lacks significant competition, with over a third of the market belonging
to Magyar Telekom. Four ISPs control over 80 percent of the total fixed broadband market.11 UPC
was the first company to enable home routers to serve as Wi-Fi hotspots, at the same time as it

1

TNS-Hoffmann Kft. Media Sector TGI 2014/1–4 quarters.

Anna Galácz, Ithaka Kht, eds., “A digitalis jövő térképe. A magyar társadalom és az internet. Jelentés a World Internet projekt
2007. évi magyarországi kutatásának eredményeiről,” [The map of the digital future. The Hungarian society and the internet.
Report on the results of the 2007 World Internet Project’s Hungarian research] (Budapest: 2007): 20.
2

3 Tamás Papós, “Esélytelen diákok és 1 Mbit-es internet a magyar iskolákban,” [A chance for students and 1Mbit internet at

Hungarian schools] Hvg.hu, October 3, 2013, http://bit.ly/1RxESuy.

European Schoolnet and University of Liege, “Survey of schools: ICT in education, Country profile: Hungary,” November
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ly/2dEPDC9.
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Zoltán Kalmár, Council of Hungarian Internet Service Providers, e-mail communication, January 24, 2012.

rentITKft., “Magyarország internetes infrastruktúrája” [Hungary’s internet infrastructure] January 29, 2010, http://bit.
ly/1N38PRq.
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Budapest Internet Exchange (BIX), “BIX Charter,” April 21, 2009, http://bix.hu/?lang=en&page=charter.

Zoltán Kalmár, Council of Hungarian Internet Service Providers, email communication, January 24, 2012.

Act CXIII of 2011 on home defense, Military of Hungary, and the implementable measures under special legal order, Art. 68, par. 5.

These major internet service providers are: Telekom with a 35.2 percent market share, UPC 22.1 percent, DIGI 15.9 percent,
and Invitel 9.4 percent. See National Media and Infocommunications Authority Hungary, Flash report on landline service,
January, 2017, http://bit.ly/2mYkJnb.
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entered the mobile phone market as a mobile virtual network operator, which resells service using
networks owned by another provider.12
There are three mobile phone service providers, all privately owned by foreign companies.13 Mobile
internet network expansion has been relatively stagnant because of the lack of competition. A market with few players is also more easily influenced by the government, which can negotiate individually with service providers.
The government levied two special taxes on the telecommunication industry in 2010, both of which
triggered infringement proceedings in the European Union in 2012. The government withdrew the
tax and both proceedings were withdrawn.14 Another tax on mobile phone calls and text messages
was introduced in mid-2012 (a maximum of $3 a month per subscriber).15 All mobile service providers have since raised their prices.16
In late 2016 the National Media and Infocommunications Authority (NMHH) started enforcing EU
net neutrality regulations. Two mobile internet providers, Telekom17 and Telenor,18 were found to be
in violation of the regulations for giving certain video streaming services preferential treatment. The
NMHH ordered the providers to cease the discriminatory practice. The providers have appealed the
order.

Regulatory Bodies
The National Media and Infocommunications Authority of Hungary (NMHH) and the Media Council, established under media laws passed in 2010, are responsible for overseeing and regulating the
mass communications industry. The Media Council is the NMHH’s decision-making body in matters
related to media outlets, and its responsibilities include allocating television and radio frequencies
and penalizing violators of media regulations. The Head of the Media Council appoints the president
of the MTVA, the fund responsible for producing content for the public service media.19 The members of the Media Council are nominated and elected by parliamentary majority, then appointed by
the president of the republic.20 The head of the NMHH is appointed by the president based on the
proposal of the prime minister, for a non-renewable nine-year term.21

“UPC Hungary launches voice/data MVNO and national free Wi-Fi service,” Tele Geography, November 14, 2014, http://bit.
ly/1ME8fJ0.

12

The three mobile phone companies are: Telekom with a 46.82 percent market share, Telenor 30.48 percent, and Vodafone
22.7 percent. See National Media and Infocommunications Authority Hungary, Flash report on mobile internet, January 2014
(latest report of its kind) http://bit.ly/1VJbhnK.
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Politics, September 27, 2013, http://bit.ly/1QdD20V.
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prices] Hvg.hu, September 10, 2013, http://hvg.hu/gazdasag/20130910_Vandorlasba_kezdhet_a_mobilpiac.
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“The NMHH decided for the non-discriminatory internet”, [A megkülönböztetéstől mentes internetezésért hozott döntést az
NMHH], National Media and Infocommunications Authority, December 1, 2016, http://bit.ly/2mzR2xF.
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Media and Infocommunications Authority, January 27, 2017, http://bit.ly/2nMK73V.
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Some of the decisions of the Media Council have been regarded as politicized. Critics contend that
the Media Council operates with unclear provisions and can impose high fines,22 which might give
rise to uncertainty and fear, lead to self-censorship, and have a chilling effect on journalism as a
whole. Former OSCE Representative on Freedom of the Media, Dunja Mijatovic, warned that the
2010 media laws “only add to the existing concerns over the curbing of critical or differing views in
the country.”23
With the adoption of the Fundamental Law of Hungary, which entered into force in January 2012,
the governing parties prematurely ended the six-year term of the Data Protection and Freedom of
Information Commissioner, replacing the former office with the National Authority for Data Protection and Freedom of Information. The head of the new authority is appointed by the president of
the republic based on the proposal of the prime minister for a nine-year term and can be dismissed
by the president based on the proposal of the prime minister,24 calling into question the independence of the agency. In 2014, the Court of Justice of the European Union ruled that Hungary failed to
fulfil its obligations under EU law when it ended the Data Protection Commissioner’s term.25

Limits on Content
The government of Hungary does not engage in any significant blocking of content online and does not
place restrictions on access to social media, though a number of websites purportedly containing Holocaust denial content were blocked by the authorities. Online content is somewhat limited as a result
of lack of revenue for independent media outlets online, the dominance of the state-run media outlet,
and the biased nature of the allocation of state advertisement funds.

Blocking and Filtering
The government does not place any restrictions on access to social media or communication applications. YouTube, Facebook, Twitter, international blog-hosting services, instant messaging, and
other applications are freely available.
The authorities often block content related to Holocaust denial under Hungarian laws banning public
Holocaust denial. In August 2016, a Hungarian court ordered the blocking of 20 websites that contained material denying the Holocaust.26 In January 2015, the Metropolitan Court of Justice ordered
the far-right website Kuruc.info27 to delete an article denying the Holocaust.28 The stipulation of the
penal code is often called the “Kuruc.info law” by experts, as the law was largely drafted to target
the infamous website, which is hosted abroad.29 Since the website is hosted outside of the Hungari22

Article 19, Hungarian media laws Q&A, August 2011, http://bit.ly/1LlBPVq.

24

Act CXII of 2011 on data protection and freedom of information, Section 40, par. 1, 3; Section 45, par. 4–5.

OSCE, “Revised Hungarian media legislation continues to severely limit media pluralism, says OSCE media freedom
representative,” press release, May 25, 2012, http://www.osce.org/fom/90823.

23

25
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“Hungarian court blocks Holocaus denial websites,” Times of Israel, September 1, 2016, http://www.timesofisrael.com/
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an jurisdiction and therefore cannot be forced to shut down, the prosecutors of district V and XIII of
Budapest stated that the article on Kuruc.info would be permanently blocked in May 2015, though
the article was still accessible as of mid-2017.30
The penal code, in effect since 2013, includes provisions based on which websites can now be
blocked for hosting unlawful content.31 The law stipulates that if the illegal content is hosted on a
server located outside of the country, the Hungarian court will issue a query to the Minister of Justice to make the content inaccessible; the minister then passes the query onto the “foreign state,”
and if there is no response from that state for 30 days, the court can order domestic ISPs to block
the content.32 The prosecutor, ISP, and the content provider can appeal the court order within eight
days of the decision. The NMHH is the authority designated to manage the list of websites to be
blocked based on court orders.33 The list, referred to as KEHTA (Hungarian acronym for “central electronic database of decrees on inaccessibility”), went into effect on January 1, 2014 with the primary
aim of fighting child pornography.
Online gambling is considered illegal if the tax authority has not authorized the operation of the
website.34 ISPs had blocked about a hundred gambling websites as of March 2017;35 however, gambling websites have been known to change their URLs in order to circumvent blocking.36

Content Removal
Though the law in Hungary generally protects against intermediary liability for content posted by
third parties, in some cases courts in Hungary have held individuals responsible for comments posted by third parties on their pages and websites. In early 2016, László Toroczkai, far-right politician
and mayor of Ásotthalom, was held liable by a court for “disseminating” defamatory comments
posted by another person on his Facebook page. The court found that, by allowing commenting on
his page, Torockai had accepted responsibility for any unlawful content posted by others.37 The comments said a journalist “should be hanged.”
In June 2015, a popular news website, 444.hu, was held liable for publishing a hyperlink to a YouTube video which undermined the reputation of Jobbik, a far-right party. 38 The court found that
by publishing the hyperlink, 444.hu had assumed liability for the defamatory content contained in
the YouTube video. The case is expected to be decided by the European Court of Human Rights in
2017.39
In an earlier case decided in February 2016, the European Court of Human Rights (ECtHR) ruled that
“Elérhetetlenné tenné a kuruc.info holokamu oldalát az ügyészség,” [Prosecution would make the holo-lie page of kuruc.
info inaccessible] Hvg.hu, May 27, 2015, http://bit.ly/1BVUK18.

30
31

Act C of 2012, art. 77.

33

Act C of 2003 on electronic communication, art. 10, par. 28., art. 159/B.

32
34
35

Act XXXVIII of 1996 on International Assistance in Criminal Matters, art. 60/H.
Act XXXIV of 1991 on Gambling, art. 36/g.

The list of the National Tax and Customs Administration can be accessed at: http://bit.ly/1OxJ35p.

Ajándok Gyenis, “A NAV blokkol, de hiába,” [The tax authority is blocking in vain] Hvg.hu, July 29, 2014, http://bit.
ly/1BbkSdu.

36

“Facebook-perek sora kezdődhet a súlyos joghézag miatt” [Many Facebook-related lawsuits may be initiated due to legal
loophole], mno.hu, February 3, 2016, http://bit.ly/2esv9cD.

37
38

Pfv.IV.20.011/2015/3, June 10, 2015.

Magyar Jeti Zrt. v. Hungary, Application no. 11257/16. Many prominent internet stakeholders intervened in the case, such
as Mozilla or Buzzfeed: http://hudoc.echr.coe.int/eng?i=001-164079.
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Hungarian courts had failed to properly balance the right to reputation and the right to freedom of
the press by holding websites liable for comments posted on their pages.40
According to Hungarian legislation, intermediaries are not otherwise legally responsible for content
if they did not initiate or select the receiver of the transmission, or select or modify the transmitted
information.41 Intermediaries are also not obliged to verify the content they transmit, store, or make
available, nor do they need to search for unlawful activity.42 Hosting providers are required to make
data inaccessible, either temporarily or permanently, once they receive a court order stating that the
hosted content is illegal.43
However, both print and online media outlets bear editorial responsibility if their aim is to distribute
content to the public for “information, entertainment or training purposes.”44 The law fails to clarify
what editorial responsibility entails and whether it would imply legal liability for online publications.
A member of the Media Council said that the provision could apply to a blog if it generates revenue.45 According to László Bodolai, a lawyer for the news outlet Index and a media law expert, based
on a 2015 court decision, bloggers cannot legally be forced to amend or correct content with which
someone disagrees, though they may be subject to lawsuits and damages.46
The 2010 media laws stipulate that media content—both online and offline—may not offend, discriminate or “incite hatred against persons, nations, communities, national, ethnic, linguistic, and
other minorities or any majority as well as any church or religious group.”47 Further, the law states
that constitutional order and human rights must be respected, and that public morals cannot be
violated.48 However, the law does not define the meaning of “any majority” or “public morals.” If a
media outlet does not comply with the law, the Media Council may oblige it to “discontinue its unlawful conduct,” publish a notice of the resolution on its front page, and/or pay a fine of up to HUF
25 million (approximately US$93,000).49 If a site repeatedly violates the stipulations of the media
regulation, ISPs can be obliged to suspend the site’s given domain, and as a last resort, the media
authority can delete the site from the administrative registry.50 Any such action can be appealed in
court, although a 2011 overhaul of the judiciary called into question the independence of the court
system (see “Legal Environment”).51

Media, Diversity, and Content Manipulation
The online media environment in Hungary is relatively diverse, though independent outlets face increasing economic and political pressure. In October 2016, Hungary’s leading opposition newspaper
and online news portal, Népszabadság (People’s Freedom), abruptly shut down. Though the owner
40

Magyar Tartalmoszolgáltatók Egyesülete and Index.hu Zrt. v. Hungary, (application no. 22947/13).

42

Act CVIII of 2001, art. 7. par. 3.

41
43
44
45
46
47
48
49

50

Act CVIII of 2001 on Electronic Commerce, art. 8, par. 1.

Act CVIII of 2001, art. 12/A, Act XIX of 1998 on criminal proceedings, art. 158/B-158/D.
Act CIV of 2010, art. 1, par. 6.

“Tanácsnokok és bloggerek,” [Members and bloggers] Mediatanacs-blog, January 11, 2011, http://bit.ly/1P33k8F.
László Bodolai, personal communication, March 2, 2015.
Act CIV of 2010, art. 17.

Act CIV of 2010, art. 16, and art. 4, par. 3.

Act CLXXXV of 2010, art. 186, par. 1, 187, par. 3. bf.
Act CLXXXV of 2010, art. 187, par. 3. e, 189, par. 4.

Zsófia Gergely, “Megszólalnak a bírók: jobbelugrani a kényesügyelől”, [The judges speak up: it is better to avoid politically
sensitive cases], Hvg.hu, 1 March 2016, http://bit.ly/1QR84Ah.
51
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said it was a business decision, journalists and non-governmental organizations (NGOs) regard the
move as a consequence of political pressure. Before the outlet shut down, Népszabadság had published several highly critical articles exposing government corruption and misuse of state funds by
ministers. The company that later acquired Népszabadság has been linked to Lőrinc Mészáros, an
oligarch and Mayor of Felcsút.52
In a 2015 survey, journalists told the Mérték Media Monitor that they experience persistent political
and economic pressure to self-censor.53 Hungarian journalists were cynical about the state of freedom of expression according to another recent survey, with 50 percent of respondents reporting
they had experienced political pressure in their work.54 Nine out of ten respondents said they felt
that political pressure on the media is very strong.
Online media outlets that publish critical content are far less likely to attract revenue from state
advertising or private companies owned by government-friendly oligarchs. As the Hungarian online
advertisement market is not yet fully developed, this loss in revenue poses a significant threat to the
operations of critical online outlets. Online media is pressured to stick with politically “safe” content
and many outlets veer away from covering controversial topics such as corruption. 55
In the lead-up to a national referendum in October 2016 on the topic of the European Union’s
mandatory migrant quotas, the government invested heavily in an advertisement campaign urging
citizens to vote against accepting a quota of migrants into the country. In what has been referred to
as the largest advertising campaign in Hungary’s history, the government inundated online media
with alarmist messages about supposed threats posed by migrants. The online advertising revenue
almost exclusively benefited outlets that publish progovernment content, often owned by businessmen close to the government, including 888 and Ripost.56 The political nature of government
advertising, giving outlets such as these a financial advantage, further distorted the online media
landscape.
Businesses are also reluctant to advertise on online news outlets critical of the government. Stop.hu,
a website close to the opposition Socialist party which posts content critical of the government, was
forced to reduce staff partly because businesses would not consider advertising on their site.57
The introduction of the advertisement tax, which media outlets pay based on their advertising revenues, is also a burden for some media outlets, particularly smaller online ventures.58 In May 2015, the
tax was converted from a progressive tax into a flat tax,59 as the European Commission started investigating whether the tax harms competition.60
„Nem titkolják tovább, Mészáros Lőrinc az Opimus tulajdonosa” [It’s not a secret anyomore: Opimus is owned by Lőrinc
Mészáros], hvg.hu, March 3, 2017, http://bit.ly/2oda6hn.

52

Attila Mong, et al, ”The Methods Are Old, the Cronies Are New, Soft Censorship in the Hungarian Media in 2015,” p. 49-53
http://bit.ly/2e7d8AW.

53

Attila Mong, et al, ”The Methods Are Old, the Cronies Are New, Soft Censorship in the Hungarian Media in 2015,” p. 49-53
http://bit.ly/2e7d8AW.

54

55 Attila Bátorfy, journalist of Kreativ.hu, authored an in-depth analysis of public funds moving to private hands via media
advertisements between 2010–2014: “Hogyan működött Orbán és Simicska médiabirodalma?” [How did the media empire of
Orbán and Simicska work?] Kreativ, February 18, 2014, accessed March 7, 2015, http://bit.ly/1EZM9yM.
56
57
58
59

https://www.theguardian.com/world/2016/oct/01/hungarian-referendum-slam-door-migrants-new-era-europe
“Leépítés a Stop.hu-nál,” [Redundancies at Stop.hu] Index, July 4, 2013, http://bit.ly/1VIPlDY.
Act XXII of 2014 on the advertisement tax.

Pricewaterhouse Cooper, “Changing advertising tax rates,” May 27, 2015, http://pwc.to/1MEwHKp.

60 European Commission, “State aid: Commission opens in-depth investigation into Hungarian advertisement tax,” March 12,
2015, http://bit.ly/1b5b88P.
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Despite reports of self-censorship and challenges of maintaining financial viability, some online
media outlets have become a tool to scrutinize public officials. For instance, starting in January
2012, Hvg published a series of articles on how the then-president of the republic plagiarized his
doctoral dissertation. Although he denied any wrongdoing, Pál Schmitt resigned in April 2012.61
However, journalists have faced consequences in the past for publishing content critical of the government online. In June 2014, Gergő Sáling, the editor-in-chief of the online media outlet Origo, was
dismissed following the publication of a series of articles critical of the government, including an
article that revealed a possible abuse of public funds by the undersecretary of the prime minister,
prompting speculation that the government pressured the publication to fire the editor.62 Sáling
subsequently founded a nonprofit investigative journalism site called Direkt36 that publishes articles
based on extensive investigations concerning corruption.63
Observers have noted that government-affiliated entities have been acquiring independent online
outlets, which often follows a shift towards a more government-friendly editorial slant.64 In 2017,
Origo was acquired by Ádám Matolcsy, who has close family ties to the government. The outlet’s
original staff either chose to leave or were dismissed, and former employees have stated that Origo
has since transformed into an outlet for government propaganda.65
Since 2011, the state-owned Hungarian News Agency (MTI) has had a virtual monopoly in the news
market. MTI offers its news free of charge, making it difficult for other actors to compete. Many
online media outlets that have been impacted by the economic crisis lack staff to produce original
stories and tend to republish MTI news items.
The online media landscape is otherwise relatively diverse, and online media outlets have given a
voice to minorities, including Hungary’s Roma community,66 the LGBTI (lesbian, gay, bisexual, transgender, and intersex) community, and religious groups.
Blogs are generally considered an opinion genre and do not typically express independent or balanced news. There are also blogs analyzing governmental policies, the activities of public figures,
and corruption. The comments sections of online articles are moderated, typically to prevent negative discussions. Far right blogs and portals are known to circulate pro-Russian propaganda.67 Some
of them spam Facebook with obvious fake news.68

61 Palko Karasz, “Hungarian President Resigns Amid Plagiarism Scandal,” New York Times, April 2, 2012, http://nyti.
ms/1QdGyZ3.

62 Péter Erdélyi, Péter Magyari, Gergő Plankó,”Deutsche Telekom, Hungarian government collude to silence independent
media,” 444, June 5, 2014, http://bit.ly/1hClHm6.

Anita Vorák, “Így kaptak Tiborczék szabad utat a milliárdokhoz”, [This is how Tiborcz and his crew gained access to the
billions], 444.hu, 11 March, 2015,http://bit.ly/1T67rmA.

63

64 Mérték Médiaelemző Műjhely, Publicus Research, “Médiamenedzserek a sajtószabadságról”, [Media managers on the
Freedom of the Press], p. 7, http://mertek.eu/wp-content/uploads/2016/07/mediamenedzser2016.07.18.pdf

Gergő Plankó: “Húsz éven át építették, a lakájmédia konca lett” – itt a teljes levél arról, mi lett az Origóból, [It was being
built for 20 years, today it’s the prey of government propaganda – here is the full letter about the faith of Origo], 444.hu, 11
March, 2017, http://bit.ly/2nW2Jzy
65

66 Borbala Toth, “Minorities in the Hungarian media. Campaigns, projects and programmes for integration” (Center for
Independent Journalism: Budapest, 2011): 19.
67 László Tamás Papp-Babett Oroszi, “Nemzeti radikális hírportálok: Oroszország magyar hangjai”, [National Radical
Newsportals: The Hungarian Voice of Russia], Atlatszo.hu, 26 August, 2014, http://bit.ly/2nLX4e9

András Dezső-Szabolcs Panyi, „We Are Not Paid Agents of Russia, We Do It out of Conviction”, Index.hu, 30 January, 2017,
http://bit.ly/2nkkxCq.
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Digital Activism
Social media platforms have grown increasingly popular as a tool for advocacy. After the government called a referendum in October 2016 on the topic of the European Union’s mandatory migrant
quotas, activists and NGOs campaigned heavily online. NGOs condemned the referendum and
accompanying government campaign, which they say contained xenophobic rhetoric and disinformation.69 Activists campaigned online to encourage voters to symbolically spoil their ballots or avoid
the referendum altogether. The referendum was ultimately declared invalid after 43 percent of voters participated, below the minimum threshold of 50 percent, while 6 percent of votes were spoiled.70
Tens of thousands of protesters took to the streets in Budapest in April 2017 to demonstrate against
amendments to Hungary’s higher education law that threatened the continued operation of the
Central European University (CEU) in Budapest. CEU is an international institution accredited in both
the United States and Hungary, and was founded by billionaire philanthropist George Soros. The legal amendments gained prominence following a popular #IstandwithCEU hashtag campaign across
Facebook and Twitter, and the large street protests were mainly organized on social media.71 The
university remains open pending negotiations between Hungary and the United States.72
Throughout the European immigration crisis, Hungarians increasingly used the internet to mobilize
against the government’s strict immigration policies and anti-refugee rhetoric. In June 2015, the
Hungarian Two-Tailed Dog party launched an online crowdfunding campaign to counter the government’s anti-immigration billboards displayed around the country.73 The campaign gained popular
support, raising over $100,000. In July 2015, the campaigners put up spoof billboards containing
messages such as, “Sorry about our Prime Minister!”74
In May 2015, the Hungarian Helsinki Committee NGO launched a campaign in response to xenophobic language in surveys relating to migration which the government distributed to millions of
residents. The group started a Tumblr blog to highlight the bias behind the survey and provide a
platform for Hungarian citizens to share their own migration stories.75

Violations of User Rights
The right to freedom of expression is protected in the Fundamental Law of Hungary, and the government does not generally prosecute individuals for posting controversial political or social content
online. However, the law includes criminal penalties for defamation, and public officials occasionally
initiate defamation proceedings against individuals posting critical content on social media. Judicial
69 Human Rights Watch, “What does Hungary’s migrant quotas referendum mean,” October 6, 2016, https://www.hrw.org/
news/2016/10/06/what-does-hungarys-migrant-quotas-referendum-mean-europe.

“Hungarian Referendum Ballots Spoilt To Protest Against Refugee ‘Hate’ Vote,” Huffington Post, October 10,
2017, http://www.huffingtonpost.co.uk/entry/hungarian-referendum-ballots-spoilt-to-protest-against-anti-refugee_
uk_57f226fde4b00e5804f1ad9a.

70

Palko Karasz, „Hungary’s Parliament Passes Law Targeting George Soros’s University”, The New York Times, April 4, 2017,
http://nyti.ms/2o8EH36
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https://www.politico.eu/article/agreement-close-in-central-european-university-fight/

Marietta Le, “Hungarian Activists raise a boatload of cash to counter a government campaign,” June 14, 2015, https://
globalvoices.org/2015/06/14/hungarian-activists-raise-a-boatload-of-cash-to-counter-a-government-campaign/.

73

Paula Kennedy, “Posters mock Hungary anti-immigration drive,” July 1, 2015, http://www.bbc.co.uk/monitoring/postersmock-hungary-antiimmigration-drive.
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“Hungary lays the xenophobic on thick in national questionnaire about immigration,” Global Voices, May 29, 2015, https://
globalvoices.org/2015/05/29/hungary-lays-the-xenophobia-on-thick-in-national-questionnaire-about-immigration/.
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oversight of surveillance by intelligence agencies continues to be a concern, and the government recently passed a law granting authorities access to encrypted communications.

Legal Environment
The Fundamental Law of Hungary acknowledges the right to freedom of expression and defends
“freedom and diversity of the press,”76 although there are no laws that specifically protect online
expression. Additionally, in 2013, the Fundamental Law was amended to specify instances in which
freedom of speech could be limited. Article 9.2 states that freedom of speech may not be exercised
with the aim of violating the dignity of the Hungarian nation or of any national, ethnic, racial, or religious community. The amendment has been criticized for its overbroad scope and lack of clarity.77
An amendment inserted into Hungary’s Fundamental Law gives the government power to override
acts of parliament for up to 15 days in the event that a state of emergency is declared in relation to
an act of terrorism.78
The criminal code bans defamation, slander, the humiliation of national symbols (the anthem, flag,
and coat of arms), the dissemination of totalitarian symbols (the swastika and red pentagram), the
denial of the sins of National Socialism or communism, and public scare-mongering through the
media.79 Defamation cases have decreased since a 1994 Constitutional Court decision, which asserted that a public figure’s tolerance of criticism should be higher than an ordinary citizen’s.80
Hungarian law does not distinguish between traditional and online media outlets in libel or defamation cases, and the criminal code stipulates that if slander is committed “before the public at large,”
it can be punished by imprisonment of up to one year.81 On November 5, 2013, the criminal code
was modified to include prison sentences for defamatory video or audio content. Anyone creating
such a video can be punished by up to one year in prison, while anyone publishing such a recording
can be punished by up to two years. If the video is published on a platform with a wide audience or
causes significant harm, the sentence can increase to up to three years in prison.82 The amendment
was condemned both by domestic and international actors for threatening freedom of expression
and for targeting the media.83 While libel and defamation are generally prosecuted by the victim, in
cases where a public official brings the charge, the state will provide a public prosecutor. In these
cases, the defendant must go through an invasive registration process: his or her photograph and
fingerprints are taken before the court procedure even begins.84

76

The Fundamental Law of Hungary (25 April 2011) art. VIII., 1–2.

Venice Commission, “Opinion on the Fourth Amendment to the Fundamental Law of Hungary,” 17 June, 2013, http://bit.
ly/1U8x0CD.
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Katalin Dobias, „The role of constitutional identity in the responses to the terror attacks in France and the refugeemanagement crisis in Hungary, in Annual Review of Constitution-Building Processes: 2015, Stockholm, 2016, http://bit.ly/2prYyLx
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Act C of 2012, art. 226, 227, 332–335.
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Act C of 2012, art. 227.

Péter Bajomi-Lázár and Krisztina Kertész, “Media Self-Regulation Practices and Decriminalization of Defamation in
Hungary,” in Freedom of Speech in South East Europe: Media Independence and Self-Regulation, ed. Kashumov, Alexander (Sofia:
Media Development Center, 2007): 177-183.
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Act C of 2012, art. 226/A and 226/B.

Hungarian Civil Liberties Union, “Tightening of the Criminal Code is Unconstitutional,” November 14, 2013, http://
bit.ly/1P37c9M; OSCE, “Higher prison sentences for defamation may restrict media freedom in Hungary, warns OSCE
representative,” press release, November 6, 2013, http://www.osce.org/fom/107908; and Dalma Dojcsák, “New law further
restricts freedom of speech and freedom of the press in Hungary,” IFEX, November 18, 2013, http://bit.ly/1N3dSRT.
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www.freedomonthenet.org

FREEDOM
ON THE NET
2017

HUNGARY
In June 2017, Hungary’s parliament passed a law requiring non-government organizations (NGOs)
receiving more than 7.2 million forint (US$26,000) in foreign funding to join a registry of foreign
organizations. The law requires organizations on the registry to declare their foreign status on their
websites and other published materials, a move declared necessary to control the so-called threat of
foreign meddling posed by such organizations.85 Local groups have expressed concerns that the law
will have the effect of stigmatizing independent groups as well as interfering with their work.86
A new civil code, which took effect in March 2014, also protects citizens from defamation and insults
to their honor,87 and includes damages caused by violating civil rights.88 The code includes a provision that may limit the free discussion of public affairs in cases where the human dignity of a public
figure is violated.89
A series of amendments to the Freedom of Information (FOI) Act has imposed restrictions on the
accessibility of public data. The latest amendment came into force in October 2015, imposing higher and potentially arbitrary fees for FOI requests, allowing denials for repeated FOI requests (even
where previous requests received no response), and allowing public bodies to refuse to make certain information public where that information is deemed to have been used in decision-making
processes. Critics say these amendments are part of a wider trend of restricting public access to
information.90

Prosecutions and Detentions for Online Activities
During the coverage period, there were no instances of detentions for online activities. However,
public officials have been known to initiate civil and criminal procedures against ordinary citizens for
their activity online, including commenting, authoring blog pieces, or even sharing content on social
media. Authorities are effectively punishing citizens for their political engagement online, a trend
which is likely to cause a chilling effect on critical discussions and mobilization on social media.91
•

In June 2016, the Supreme Court of Hungary upheld the decision of a lower court which
found that a Facebook user, Mária Somogyi, had violated the personality rights of Tata town
council. Somogyi had shared and commented a post that claimed the council was misusing
public funds.92

•

In November, 2015, the then-mayor of the Hungarian town of Siófok initiated criminal proceedings against 17 Facebook users after they shared a post about suspicious real estate
deals in their town involving the mayor.93 In June 2016, the first instance court found that

85 “Soros’s native Hugnary approves crackdown on foreign funded NGOs,” Bloomberg, June 13, 2017, https://www.
bloomberg.com/news/articles/2017-06-13/soros-s-native-hungary-approves-crackdown-on-foreign-funded-ngos.

86 The Hungarian Helsinki Committee, “Bill seeks to stifle independent groups,” June 12, 2017, http://www.helsinki.hu/en/
hungary-bill-seeks-to-stifle-independent-groups/.
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Act V of 2013 on the Civil Code, art. 2:45.

Act V of 2013 on the Civil Code, art. 2:52–53.
Bill Nr. T/7971, art. 2:44.
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Transparency International Hungary, “Transparency international turns to higher authorities,” July 3, 2013, http://bit.ly/1Opd8tD.
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no crime was committed and terminated the criminal procedure. The former mayor has
appealed the decision.94
•

In November 2014, András Vágvölgyi said on his Facebook page he had once been detained at the same time as President János Áderduring during his compulsory military service. Index.hu shared the story but said it was probably untrue.95 Both Vágvölgyi and Index.
hu were found liable for violating the personality rights of Áder and were ordered to pay a
fine of 600,000 HUF (US$2,100).96 In September 2016, the Supreme Court reduced the fine
to 50 000 HUF (US$180).

Surveillance, Privacy, and Anonymity
The lack of judicial oversight for surveillance of ICTs, combined with evidence revealing that the Hungarian government has purchased invasive surveillance technologies from Hacking Team and other
companies, raises concerns about the degree to which the right to privacy online is fully protected.
In July 2016, new antiterrorism legislation sought to expand the authorities’ access to encrypted
content online. The legislation amends the Online Trade Services and Services Connected to the
Information Society Act, obligating providers of encrypted services, including messaging platforms,
to grant authorized intelligence agencies access to the communications of their clients upon request,
unless the communication is encrypted end-to-end, making compliance impossible. Providers of encrypted services must store their clients’ messages and metadata for up to one year.97 The legislation
reveals the authorities’ intent to undermine encryption, though it is unclear how it will be enforced.
ISPs and mobile phone companies in Hungary must also retain user data for up to one year to provide to investigative authorities and security services on request, including personal data, location
information, phone numbers, the duration of phone conversations, IP addresses, and user IDs.98
There is no data on the extent of these activities, even though there is a legal obligation to provide
the European Commission with statistics on the data queries made by investigating authorities.99
Electronic communications service providers are also obligated to “cooperate with organizations
authorized to perform intelligence information gathering and covert acquisition of data.”100 Additionally, the Electronic Communications Act states that “the service provider shall, upon the written
request from the National Security Special Service, agree with the National Security Special Service

94 Imre Fónai, “Facebook-per:a siófoki expolgármester nem hagyja annyiban” [Facebook trial: Siófok ex-Mayor will not give
up], sonline.hu, June 23, 2016, http://bit.ly/2dz6t3C.
95 Szabolcs Panyi, “We have a jail acquaintance with János Áder,” [Mi egy börtönkapcsolat vagyunk Áder Jánossal], 1
December, 2014, Index.hu, http://bit.ly/1QVmBLf.

Szabolcs Dull, “János Áder won against Index”, [Áder János pert nyert az Index ellen], 8 December, 2015, Index.hu, http://
bit.ly/24DpjJF.
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97 Hungarian Civil Liberties Union, “Hungarian parliament about to enact new anti-terror laws,” May 3, 2016, http://tasz.hu/
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about the conditions of the use of tools and methods for the covert acquisition of information and
covert acquisition of data.”101
In July 2016, the Hungarian Civil Liberties Union launched litigation against two of the major mobile
phone providers in an attempt to force the Hungarian Constitutional Court to annul data retention
requirements.102 National security services can currently gather metadata “from telecommunications
systems and other data storage devices” without a warrant.103 Security agents can access and record
the content of communications transmitted via ICTs, though a warrant is required.104 Privacy experts
say the authorities have installed black boxes allowing them direct access to ISP networks.105 There is
no data on the extent to which, or how regularly, the authorities monitor ICTs.
In June 2012, staff members of the Budapest-based watchdog Eötvös Károly Institute (EKINT) asked
the Constitutional Court to annul a legal provision that allows the justice minister to oversee the
work of the Counter Terrorism Center to approve the secret surveillance of individuals,106 saying that
surveillance should be approved by a judge rather than a minister.107 The Constitutional Court rejected the complaint, and EKINT addressed the same complaint to the European Court of Human Rights
in May 2014. The application was joined by the U.K.-based Privacy International and the U.S.-based
Center for Democracy and Technology.108 In January 2016, the Court decided in the favor of the applicants and found that the Hungarian law on surveillance is in violation of the European Convention
on Human Rights.109 No amendment to the law was made to comply with the European standards.
Reports indicate that the government may be abusing these surveillance powers to spy on local
NGOs. In September 2015, Tivadar Hüttl, an attorney at the Hungarian Civil Liberties Union, was
speaking by telephone with Benedek Jávor, a member of the European Parliament, when the line
disconnected, after which Jávor reported hearing their conversation played back. Ministers overseeing the secret services said no illegal surveillance took place.110 In June 2016, Eötvös Károly Intézet
reported finding a surveillance device on computer equipment in their office. The Government denied any link to the device. In July, the public prosecutor ordered an investigation.111
Government representatives, including Szilárd Németh, deputy leader of governing party Fidesz,
have recently taken to justifying any potential surveillance of local watchdogs and NGOs by claiming
those organizations are “foreign agents” whose primary goal is to undermine the government, frequently referring to the polarizing figure of George Soros. 112
101

Act C of 2003, art. 92, par. 2.

103

Act CXXV of 1995 on the National Security Services, Art. 54, http://bit.ly/1bhE9cm.

105

“Hungary – Privacy Profile,” Privacy International, January 22, 2011.

Hungarian Civil Liberties Union, “Data retention – yet again”, [Adatmegőrzés – sokadszor], July 2011, 2016, http://bit.
ly/2nw3hux.

102

104

Act CXXV of 1995, art. 56.

Act CXXV of 1995, art. 58, par. 2. states that in some instances – including the tasks of the Counter Terrorism Center – the
minister for justice can grant the warrant.

106
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The complaint can be downloaded at: http://ekint.org/ekint_files/File/constitutionalcomplaint_tek.pdf.

109

Szabó and Vissy v. Hungary, Application no, 37138/14., 14 January 2016.

Eötvös Károly Policy Institute, “Szabo and Vissy v. Hungary: No secret surveillance without judicial warrant,” http://bit.
ly/1Bh3uhu;

108

József Spirk, “Egy ügyvédet lehallgattak, a többiek csak a jeleit észlelték” [Attorney tapped, others suspect the same],
index.hu April 21, 2016, http://bit.ly/2drjUk8.

110

111 Viktória Serdült, ”Prosecutor orders investigation into surveillance bug found in NGO office,” The Budapest Beacon, July
14, 2016, http://bit.ly/2cOhJoE.

Máté Dániel Szabó: „What is Szilárd Németh using the secret services for?”, [Mire használja Németh Szilárd a
titkosszolgálatokat?], ataszjelenti.blog.hu, March 14, 2016, http://bit.ly/2nlqM98
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Several privacy and digital rights organizations say the Hungarian authorities have purchased potentially invasive surveillance technologies over the past few years. In July 2015, files leaked from the
Milan-based commercial spyware company Hacking Team revealed that the Hungarian government
was a client.113 In 2013, Privacy International reported that Hungarian law enforcement agencies
are connected with at least one surveillance technology company,114 and that several government
agencies attended the ISS World surveillance trade shows over the years.115 The University of Toronto-based Citizen Lab also reported finding a FinFisher Command and Control server, which facilitates
surveillance, in Hungary.116 Though it is not clear whether the server is operated by the government
or other actors, the software is marketed to governments.117
Generally, users who wish to comment on a web article need to register with the website by providing an email address and username, or they need to use a Facebook login. The operator of a website
may be asked to provide the authorities with a commenter’s IP address, email address, or other data
in case of an investigation.118 Additionally, users must provide personal data upon purchase of a SIM
card to sign a contract with a mobile phone company.119

Intimidation and Violence
Bloggers, ordinary ICT users, websites, or users’ property are not generally subject to extralegal
intimidation or physical violence by state authorities or any other actors. However, in the coverage
period a reporter of online news outlet 444 was allegedly intimidated and physically assaulted by a
party official during a public forum held by the governing Fidesz party.120

Technical Attacks
In the past, technical attacks in Hungary have been primarily perpetrated by non-state actors against
government websites, particularly by the international group Anonymous. In October 2015, Anonymous Operation Hungary, the group’s Hungarian branch, started a “war” on the government and
the governing party, Fidesz.121 In 2017, the group targeted online outlets considered progovernment,
including Pestisracok, Origo, and government think tank Századvég.122 In 2012 the group rewrote the
text of the fundamental law on the website of the Constitutional Court, and several sites suffered
from distributed denial-of-service (DDoS) attacks during that time.123 These attacks remain fairly
sporadic.
Alex Hern, “Hacking Team hack casts spotlight on murky world of state surveillance”, The Guardian, July 11, 2015, http://
bit.ly/2efzrIq.
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Privacy International “Surveillance Industry Index,” November 18, 2013, https://www.privacyinternational.org/node/403.
“Surveillance Who’s who,” Privacy International.

Tamás Bodoky, “Nem cask az USA szeme látmindent: kormányzati kémprogram Magyarországon,” [Not only USA can see
everything: governmental surveillance software in Hungary] atlatszo.hu, September 16, 2013, http://bit.ly/1FWperq.
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Morgan Marquis-Boireet. al. “For their eyes only: The Commercialization of Digital Spying,” Citizen Lab, September 16,
2013, http://bit.ly/1pCA0Y4.
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Act C of 2003 on Electronic Communications, art. 129, http://bit.ly/1R2nc9u.

„Lerángatták a lépcsőn a 444 tudósítóját, és elvették a telefonját a Fidesz konzultációs kórumán” [444 reporter dragged
down on stairs, her phone taken away], 444.hu, May 5, 2017, http://bit.ly/2q37djV
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„Nemzetközi háború a kormány ellen?” [International war on the government?], 24.hu, December 26, 2015, http://bit.ly/2pKJNnZ
„Akcióba lendült a magyar Anonymous” [Hungarian Anonymous in action], 24.hu, May 2, 2017, http://bit.ly/2rqsc25

Máté Nyusztay, “‘A rendszert támadjuk’ – Magyarország is az Anonymous célkeresztjében,” [‘We attack the system’ –
Hungary is among the targets of Anonymous] Nol, February 15, 2012, http://bit.ly/1MnHW9k.
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Iceland
2016

2017

Population:

Internet Freedom Status

Free

Free

Internet Penetration 2016 (ITU):

98.2 percent

Obstacles to Access (0-25)

1

1

Social Media/ICT Apps Blocked:

No

Limits on Content (0-35)

1

1

Political/Social Content Blocked:

No

Violations of User Rights (0-40)

4

4

Bloggers/ICT Users Arrested:

No

TOTAL* (0-100 )

6

6

334,250

Press Freedom 2017 Status:

Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
●

Iceland continued to have one of the highest rates of internet access in the world, with an
internet penetration rate of 98 percent in 2016 (see “Availability and Ease of Access”).

●

Iceland took additional steps to strengthen public e-service in 2017, with a new policy
promoting interoperability across all public sector e-governance initiatives (see “Media,
Diversity, and Content Manipulation”).

●

Iceland continued to encourage the use of ICTs for political and civic purposes. A system
for potential election candidates to register their sponsors electronically was first used in
presidential and parliamentary elections in 2016 (see “Digital Activism”).
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Introduction
Iceland has one of the highest rates of internet and social media usage in the world, according to
the World Economic Forum.1 Internet and digital media play a vital role in Icelandic society, and
Iceland is an international leader when it comes to promoting free speech. In 2010, the Icelandic
parliament launched a media initiative protecting free speech, aiming to make Iceland a safe haven
for journalists and whistleblowers.2 Following the country’s financial collapse in 2008 when the three
major banks went bankrupt, social media platforms such as Facebook were integrated into the
process of creating a new constitution.3 The “crowdsourced constitution” process continued in 2016
and 2017.4  
In scheduled parliamentary elections on October 29, 2016, the centre-right Independence Party
received a majority of votes, despite the Pirate Party’s surge in polls.5 Founded to promote direct
democracy and digital freedom, the Icelandic Pirate Party is aligned with a network of other similarly
named political parties around the world, and was the first Pirate Party to win seats in a national
election in 2013.6
On June 25, 2016 history professor Gudni Th. Jóhannesson was elected in the presidential election
with 39 percent of the votes.7 In April 2016, prior to the elections, former Prime Minister Sigmundur
Davíd Gunnlaugsson stepped down from his post under growing public and political pressure
after the Panama Papers leaks revealed his links to undisclosed offshore assets. The papers, leaked
from the Panamanian law firm Mossack Fonseca and published by the International Consortium of
Investigative Journalists, identified shareholders of thousands of offshore companies, which have
been linked to tax evasion.8

Obstacles to Access
Iceland is one of the most connected countries in the world. There are very few obstacles to accessing
the internet; however, the ICT regulatory agency’s ability to address concerns about concentration in
the market has been limited. In 2013, the government passed legislation to address this issue, allowing
the Competition Authority some oversight powers with regard to regulating media concentration.
Availability and Ease of Access
With near ubiquitous access, Icelanders are frequent internet users, with 95 percent connecting to
the internet daily or almost daily, and 99 percent connecting every week in 2014.9 Furthermore, 84
World Economic Forum, The Global Information Technology Report 2016, https://www.weforum.org/reports/the-globalinformation-technology-report-2016

1

2

3

International Modern Media Institute (IMMI), https://immi.is/

Robert Robertson, “Voters in Iceland back new constitution, more resource control,” Reuters, October 21, 2012, http://reut.rs/Myiq8g

4 Email interview with employee at the Legislative Department at the Office of the Prime Minister, March 3, 2016 and
“Proposed Amendments to the Icelandic Constitution”, http://bit.ly/2nHZsBV.

Tom O’Connor, “Iceland Election Results 2016: Pirate Party Wins Big, Prime Minister Resigns As Internet Activists Lead”,
International Business Times, October 30, 2016, Nation, http://bit.ly/2nzzBw1.

5

6

Interview with employee at the Icelandic Media Commission, May 17, 2013.

7

The Guardian, Gudni Johannesson wins Iceland’s presidential election, June 26, 2016, http://bit.ly/28W5J2E.

9

Statistics Iceland, “ Statistical Yearbook of Iceland 2015,” http://bit.ly/1QUsztW

8 Charles Duxbury et al., Iceland’s Prime Minister Sigmundur David Gunnlaugsson steps aside after release of ‘Panama Papers’,
The Wall Street Journal, April 6, 2016, http://on.wsj.com/1RWC4bo
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percent of individuals used social networks, 95 percent read news online, 95 percent sent or received
emails, 36 percent stored electronic content online, and 66 percent used internet commerce.10

Key Access Indicators
Internet penetration (ITU)

a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

2016

98.2%

2011

94.8%

2015

2016

2015

2011

2017(Q1)

2016(Q1)

98.2%
118%
114%
107%

16.5 Mbps
17.5 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

According to the Statistical Yearbook of Iceland there is only a minimal difference in usage between
the capital region and other regions of the country, or between women and men.11
The percentage of households with high speed internet connections, such as ADSL or SDSL, has
increased greatly in recent years.12 Broadband connections were put into operation in 1998, and by
2006, slightly less than 90 percent of Icelandic households had internet access. In 2007, the Icelandic
city of Seltjarnes became the first municipality in the world where every citizen has access to fiberoptic internet service.13 In 2016, the vast majority of the population using the internet was connected
via broadband (70 percent), while a growing number connected via fiber-optic cable (30 percent).14
The Parliament endorsed ISK 500 million (USD 4.5 million) for the development of high-speed
networks in the 2016 budget. 15

Restrictions on Connectivity
There are no government-imposed restrictions on connectivity in Iceland. The country has been
connected to the internet via the NORDUnet network in Denmark since 1989. The following year,
a leased line to NORDUnet in Sweden was established, and the link was gradually upgraded. The
Nordic connection was supplemented in 1997, when ISnet established a direct connection to
Teleglobe in Canada, which was upgraded when the line was moved to New York in 1999.16
Iceland has multiple channels connecting the country to the international internet, including
connections to the international backbone through three submarine cables: FARICE-1, DANICE,
and Greenland Connect. The Reykjavik Internet Exchange Point (IXP), which exchanges internet
traffic among internet service providers (ISPs) located in Iceland, is operated independently of the
government by the top-level domain registry ISNIC.
10

Statistics Iceland, “ Statistical Yearbook of Iceland 2015,” http://bit.ly/1QUsztW

12

Birgir Gudmondsson, “Media Landscapes – Iceland,” European Journalism Centre, 2010, http://bit.ly/1zkzQg5

11
13
14
15
16

Statistics Iceland, “ Statistical Yearbook of Iceland 2015,” http://bit.ly/1QUsztW
Idega, “Seltjarnes,” http://bit.ly/1JGg0zu

Post and Telecom Administration, “Statistics on the Icelandic Electronic Communications Market for the First Half of 2016,” http://bit.ly/2nLuGbY.
Post and Telecom Administration in Iceland, Annual Report 2015, http://bit.ly/2ngemvT

Cathy Newman, “Iceland Internet Diffusion,” http://bit.ly/1QxYiP9
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ICT Market
Iceland’s ICT market is competitive and relatively diverse. Síminn is the main internet and
telecommunications operator in Iceland and runs fixed-line and mobile voice call services, as well as
internet services and broadband television. Síminn is based on a merger between Landssími Íslands,
which was privatized in 2005, and the company Skipti ehf. The companies Tal and 365 merged
under the banner of 365 in July 2014.17 In October 2017, Iceland’s competition authority gave the
green light for Vodafone Iceland’s acquisition of most assets of 365, with a number of conditions to
preserve competition.18
Of all the ISPs in 2016, Síminn held the largest market share (48.9 percent), followed by Vodafone
(28.3 percent), 365 (11.8 percent), and Hringdu (6.1 percent), with the remaining companies
comprising 4.9 percent. Regarding market share in mobile broadband, Síminn had the largest
market share (36.5 percent), followed by Vodafone (34.5 percent), Nova (27.7 percent), and 365 (1.1
percent).19

Regulatory Bodies
The main regulatory body governing information and communication technologies (ICTs) in Iceland
is the Post and Telecom Administration (PTA), an independent center under the direction of the
Ministry of the Interior. The Ministry is responsible for the legal matters relating to online content.
The PTA supervises development, logistics, and fair competition in the field of telecommunications
networks. Decisions of the PTA may be referred to the Rulings Committee for Electronic
Communications and Postal Affairs. The Rulings Committee consists of three persons appointed
by the Minister of Transport and Communication. The chairman and vice chairman must comply
with the competence qualifications applying to Supreme Court judges. Committee members are
appointed for a period of four years.20
A media law established on September 1, 2011 stirred debate in subsequent years.21 While the
intention of the law was to create greater press freedom through a comprehensive framework
governing broadcast, press, and online media, it also established an oversight body, the Media
Commission, which prompted discussion of possible government influence over the press.
According to the law, the Minister of Education, Science and Culture appoints five people to
the Media Commission for terms of four years at a time. Two representatives are appointed in
accordance with a nomination by the Supreme Court, one in accordance with a nomination by the
standing Committee of Rectors of Icelandic Higher Education Institutions, and one in accordance
with a nomination by the National Union of Icelandic Journalists. The fifth member is appointed by
the minister without an outside nomination.22
The Media Commission has no authority to deal with media concentration issues (a major topic of
17
18

Fanney Birna Jónsdóttir, “365 og Tal ræda sameiningu,” Visir, July 22, 2014, http://bit.ly/22hYNTR

” Vodafone’s acquisition of 365 approved by regulator,” TeleGeography, October 11, 2017, http://bit.ly/2zBdt91.

The Post and Telecom Administration, “Statistics on the Icelandic Electronic Communications Market for the First Half of
2016,” p.28, https://www.pfs.is/library/Skrar/Tolfraedi/Tolfraediskyrslur-PFS/Tolfraediskyrsla_PFS_fyrri_hluta_ars_2016_Statistics_
first_half_2016.pdf.

19

20

The Post and Telecom Administration, “Rulings Committee,” [in Icelandic] http://www.pfs.is/Default.aspx?cat_id=146

22

Fjolmidlanefnd, “The Media Commission,” http://fjolmidlanefnd.is/english/

21

Email interview with former employee at the Icelandic Media Commission, Jan 29, 2014.
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public debate in Iceland), but legislation passed as an amendment to the media law in March 2013
gave another government agency, the Icelandic Competition Authority, oversight of competition
cases when media companies are concerned, in consultation with the Media Commission. Thus, the
Competition Authority can look at issues such as plurality and whether there will be a decrease in
newsrooms resulting from mergers and acquisitions, for example. According to the bill, the Media
Commission shall in such cases give its opinion from a media authority’s perspective.23
In 2014, the Minister for Education, Science and Culture appointed a consulting group to research
the feasibility of the merger of four regulatory authorities: the Media Commission, the Post and
Telecom Administration, the Icelandic Competition Authority, and the monitoring part of the
National Energy Authority. The research concluded with a positive assessment from the consulting
group that was presented in government, however, the possible merger has been stalled since the
presentation of the report.24

Limits on Content
Access to information and online communication is generally free from government interference.
Iceland is not a member of the European Union, although the country is part of the European
Economic Area and has agreed to follow legislation regarding consumer protection and business law
similar to other member states. Iceland took additional steps to strengthen public e-service in 2017
and continued to encourage the use of ICTs for political and civic purposes.

Blocking and Filtering
Political, social, and religious websites are not blocked in Iceland. Social media platforms such as
YouTube, Facebook, Twitter, and international blog hosting services are freely available and are used
by a large part of the population.
Similar to other Nordic countries, ISPs in Iceland filter websites containing child pornography.
The ISPs collaborate with the Icelandic Save the Children (called Barnaheill) and participate in the
International Association of Internet Hotlines (INHOPE) project which solicits reports of illegal
content.25 In addition, pornography in general is illegal in Iceland, although the ban is not strongly
enforced, and online pornography is not blocked.
In October 2014, the Reykjavík District Court ordered two ISPs (Hringdu and Vodafone) to block
the file-sharing website The Pirate Bay and the largest private Icelandic torrent website, Deildu.26
The court order came after the music rights group STEF and the motion picture association SMAIS
reported the torrent websites to police in 2013 due to copyright infringement, since much of the
content on these sites is pirated material. In May 2014, the Supreme Court declared that only STEF
could seek the injunction. In September 2015, a local news outlet reported that all major ISPs in
Iceland had agreed to block access to the sites following the court order, but that proxy servers to
circumvent the block were widely available.27 In the fall of 2016, STEF submitted a new complaint
23

Fjolmidlanefnd, “The Media Commission.”  

25

INHOPE, http://www.inhope.org

27

Paul Fontaine, “Icelandic ISPs will block Access to Pirate Bay and Deildu”, Reykjavik Grapevine, September 16, 2015, bit.ly/1pIqYgE.

24
26

Email interview with the Head of Information at the Ministry of Education, Science and Culture, March 30, 2017.

Reuters, “Iceland court orders Vodafone to block Pirate Bay,” RT, October 17, 2014, http://bit.ly/1El2WIc
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against Deildu that could lead to charges against the key person behind the operation of the Deildu
website.28
Prior to the blocking, in April 2013, The Pirate Bay website had relocated from Sweden to Iceland
and acquired an “.is” domain name, after the Swedish authorities attempted to seize its domains.
Within a week of the move, however, the site chose to relocate again outside of Iceland, even
though ISNIC stated it had no intention of trying to seize the domain.29 According to Icelandic law,
the registrant is responsible for ensuring that the use of the domain is within the limits of the law.30
In 2013, then-Minister of the Interior Ögmundur Jónasson proposed two new bills in an effort to
uphold and reinvigorate an existing law banning pornography and gambling online that is vaguely
worded and rarely enforced. The ban focused on making it illegal to pay for pornographic material
with Icelandic credit cards, in addition to creating a national internet filter and a blacklist of websites
that contain pornographic content.31 Opponents led by Icelandic member of parliament and free
speech activist, Birgitta Jónsdóttir, deemed that the ban would limit free speech online, a position
that was supported by academics and free speech advocates from outside Iceland.32 The plan
for banning pornographic content online has been stalled since then, and no changes have been
formally proposed.33

Content Removal
There were no problematic incidents of content removal during the coverage period of this report.
Icelandic law number 30/2002 establishes a system of takedown notices for IP addresses or other
online content that violates the law, in accordance with the Directive 2000/31/EC of the European
Parliament. The Ministry of the Interior is responsible for handling matters related to online content,
and the appeals process for disputing the removal of content goes through the independent courts
in Iceland.
ISPs and content hosts are not held legally liable for the content that they host or transmit.
Claims regarding intellectual property rights are handled by the Icelandic Patent Office, which
is dependent on international cooperation, and Iceland is party to a number of international
agreements in this field. Moreover, as a member of the World Trade Organization (WTO), Iceland
has adapted legislation to the provisions of TRIPS (Trade-Related Aspects of Intellectual Property
Rights). Furthermore, the Agreement on the European Economic Area has led to several legislative
amendments in Iceland that align with the directives and regulations of the European Union.
In October 2014, the domain hosting company ISNIC, which operates the Icelandic .is domain, was
forced to shut down a website for the first time when it discovered that the domain was being used
by the self-described Islamic State terrorist group.34 The ISNIC board made the decision based on
regulations holding the registrar responsible for ensuring that the use of the .is domain does not
“Tilgangsleysið með lögbanni á Deildu.net og Pirate Bay”, Kjarninn, October 16, 2016, http://bit.ly/2mPyAkD and “Langvinn
barátta gegn Deildu.net”, mbl.is, July 27, 2016, http://bit.ly/2oxA0gd

28
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Stan Schroeder, “The Pirate Bay Moves to the Caribbean,” Mashable, May 1, 2013, http://on.mash.to/1VULcwP

30

ISNIC, “Domain Rules,” https://www.isnic.is/en/domain/rules

32

“Iceland’s Porn Ban Effort Draw Fire from Abroad,” IceNews, March 17, 2013, http://bit.ly/1lFHkD2

31
33
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“Banning the Sex Industry - Naked Ambition,” The Economist, April 20, 2013, http://econ.st/12q1wwM
Email interview with member of the Icelandic Media Commission, January 14, 2016.

Eyglo Svala Arnarsdottir, “IS Terrorist Organization Picks Icelandic Domain,” Iceland Review, October 13, 2014, http://bit.ly/1zzxjz3.
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violate Icelandic laws. No similar incidents were reported during the coverage period of this report.

Media, Diversity, and Content Manipulation
Iceland has a vibrant digital sphere, and almost all traditional media, including print, radio, and
television, offer versions of their content online. Self-censorship is not a widespread problem in
Icelandic online media, and there are very few instances of government or partisan manipulation of
online content. According to ISNIC for the first time an .is website is among the 1,000 most popular
sites on the internet. There are around 61.500 .is domains registered and two thirds of them have
been registered in Iceland, using Icelandic words and names.35
E-governance initiatives have been successful in Iceland, and in recent years, public institutions
have started a migration process from proprietary to free and open software.36 On January 1, 2015,
the public administration in Iceland switched to eInvoicing, which includes digital management of
payments and storage of receipts. The Ministry of Finance also encourages private companies to use
the electronic invoice system.37 In addition, the government promotes the use of digital signatures
and electronic filing, and since 2008, the use of digital signatures is supported through legislation
such as the Public Administration Act.38 In 2013, the electronic Mobile ID (IceKey), which expands
digital identification to phones, was launched. Several public administration services are accessible
via Mobile ID reached via the official e-service portal online. The IceKey can be used to log into
public systems, as well as to sign documents.39 Almost 68 percent of Icelanders40 have registered for
the IceKey, and 24 percent are using the IceKey as electronic identification in their mobile phones,
and over 200 institutions, local authorities, NGOs and businesses are using the system.41
All Icelandic residents with a national ID number (kennitala) can access the database ‘The Book
of Icelanders’ (Íslendingabók) that contains genealogical information dating more than 1,200
years back. The database is a collaboration between deCODE genetics and the anti-virus software
entrepreneur Fridrik Skúlason. 42 In 2013 an app (ÍslendingaApp) was developed for people to have
easy access to the database.43
The Icelandic Ministry of Finance and Economic Affairs has mandated the Icelandic Committee on
Trade Procedures and e-Commerce (ICEPRO)44 to implement a policy on the National Interoperability
Framework from 2017-2020, which will strengthen e-Commerce and the transparency and
accessibility of e-Governance procedures. As from 2017, the use of interoperability in all public
sector digital projects will be evaluated.45
35

ISNIC website, https://www.isnic.is/en/news, March, 23, 2017.
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Digital Activism
Digital tools are widely used for social, political, and civic activism in Iceland. The popularity of social
media sites like Facebook has been used to engage the population in the process of redrafting the
Icelandic constitution over the past few years.
The existing constitution is an almost exact copy of the Danish constitutional text, which was
adopted when Iceland gained independence from Denmark in 1944. In the wake of the Icelandic
financial crisis in 2008, the population demanded an extensive review of the country’s constitution.46
A 25-member council consisting of ordinary residents helped draft a new constitution and worked
through sixteen versions in four months based on 16,000 comments from Icelandic citizens using
social media platforms such as Facebook, Twitter, and YouTube.47 A majority of the population voted
for the draft constitution in a national referendum on October 20, 2012,48 though a law has yet to be
passed in parliament. In 2013, the prime minister appointed a committee on constitutional affairs to
continue the work on the constitution, in accordance with an agreement reached by parliamentary
parties.
Emphasis continues to be on transparency, informed debate, and public participation. In February
2016, the committee on constitutional affairs publicly issued three draft bills for public comment,
concerning natural resources, environmental issues, citizen referendum initiatives, and comments
and feedback were made public.49 In August 2016, the bills and comments were submitted to
parliament.50
For the presidential and parliamentary elections in 2016 the electronic residents’ voting system
at Ísland.is was used for gathering sponsors’ lists for potential political candidates. The electronic
residents’ voting system on the Ísland.is platform is intended to support electronic voting at the
municipal level.51

Violations of User Rights
Iceland has a strong tradition of protecting freedom of expression that extends to the use of the
internet. The Icelandic Modern Media Initiative seeks to develop legal frameworks for protecting the
press, bloggers, and whistleblowers from illegitimate prosecutions or harassment. Individuals are rarely
prosecuted for social or political content posted online, though libel laws remain a concern.

Legal Environment
Freedom of expression is protected under Article 73 of the Icelandic constitution.52 The Icelandic
46

Robertson, “Voters in Iceland Back New Constitution, More Resource Control.”  

48

Julia Mahncke, “Iceland’s grassroots constitution on thin ice,” Deutsche Welle, March 13, 2013, http://bit.ly/XmC9Hj

50

Proposed Amendments to the Icelandic Constitution, http://bit.ly/2nHZsBV.

52

Constitution of the Republic of Iceland, http://www.government.is/constitution/

“A Proposal for a New Constitution for the Republic of Iceland”, drafted by Stjórnlagaráð, a Constitutional Council,
appointed by an Althingi resolution, March 24, 2011, http://bit.ly/1gFFBEX.

47

Email interview with employee at the Legislative Department at the Office of the Prime Minister, March 3, 2016; and
the website on the work with the draft constitution and constitutional matters in general: http://www.forsaetisraduneyti.is/
stjornarskra/ and bit.ly/1nKNzrz.

49

51

Ìsland.is website: https://www.island.is/en/citizens-e-referendum/about-citizens-e-referendum/.
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Media Law, which came into effect in September 2011, established several legal protections for
journalists that extend to the online sphere, including editorial independence from media service
providers’ owners and the protection of anonymous sources.53
Despite strong protections for free speech, libel and insult are criminal offenses subject to fines or
a prison sentence of up to one year.  According to Article 51, journalists cannot be held responsible
for potentially libelous quotes from sources, but they can be held responsible for libel in their own
content.54 Journalists consider the court’s practice with regard to libel laws to be too rigid, leading to
lawsuits that aim to silence critical press.
In the past few years, the government has pursued several legislative and policy initiatives to
enhance internet freedom. In June 2010, following the 2008 financial crisis and inspired by the
whistleblower website WikiLeaks, the Icelandic parliament approved a resolution on the Icelandic
Modern Media Initiative, which aims to create a global safe haven with legal protection for the press,
bloggers, and whistleblowers.55 In 2012, the Minister of Education, Science and Culture appointed
a committee of experts to report on online and offline challenges to freedom of expression and
information and propose recommendations for their promotion.56 In 2013, the new Minister of
Education, Science and Culture assigned funding for the Icelandic Modern Media Initiative and
appointed a new committee to undertake the task of decriminalizing defamation, among other
duties.
In June 2015, blasphemy was repealed as a criminal offence under Article 125 of the Penal Code.
It had carried penalties of fines or imprisonment for up to three months.57 The Pirate Party had
proposed repealing it in Parliament in the aftermath of the terrorist attack on the offices of the
Charlie Hebdo magazine in France in January 2015.58
Other legislative efforts are ongoing. In 2016 four bills on data retention, defamation, and hate
speech among other things were presented online for open consultation,59 but the bills were not
yet on the list for the parliament’s spring session 2017.60A parliamentary resolution on equal access
to the internet concerning the benefits of a free and unrestricted internet and the protection of
user rights was adopted in late 2014 and awaits implementation.61  The Ministry of the Interior has
introduced a legislative Act that would integrate the European regulation on net neutrality into the
Icelandic internet policies. 62

Prosecutions and Detentions for Online Activities
Icelandic internet users are periodically prosecuted for their online activities, particularly for libel.
53

Media Law No. 38, art. 24 and 25, April 20, 2011, http://bit.ly/15C05KS

55

IFEX, “Authorities create a safe haven for press freedom,” June 23, 2010, http://www.ifex.org/iceland/2010/06/23/safe_haven/

54
56
57

Media Law No. 38, April 20, 2011, http://bit.ly/15C05KS

Email interview with former employee at the Icelandic Media Commission, Jan 29, 2014.
International Press Institute, Media Laws Database, http://bit.ly/1RjVMui

Kevin Rawlinson, “Iceland Repeals Blasphemy Ban after Pirate Party Campaign,” The Guardian, July 3, 2015, http://bit.
ly/1D1If4K

58
59

60

The Ministry of Education, Science and Culture website, http://bit.ly/2nE5Jgn

Email interview with the Head of Information at the Ministry of Education, Science and Culture, March 30, 2017.

Email interview with member of the Media Committee, April 29, 2015; IMMI, “Data Protection,” http://bit.ly/1X7lvLU; and
the Icelandic Parliament, “Resolution on the internet,” http://bit.ly/1I3o8tx
61
62

Email interview with employee at the Post and Telecom Administration in Iceland, March 28, 2017.
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In March 2017, the European Court for Human Rights held that the Icelandic Court was wrong in
holding the editor of the news website Pressan liable for defamation. The website had published a
series of articles about the allegations of sexual abuse of two sisters when they were children against
a relative, who was running for parliament. In reaction to the publication, the relative charged
Pressan for defamation, and ultimately the Supreme Court found that the articles were defamatory.
The editor appealed the case to the ECHR arguing that the judgment violated the right to freedom
of speech.63

Surveillance, Privacy, and Anonymity
Following revelations in 2013 that U.S. and UK intelligence agencies have been collecting and
storing massive amounts of user data from online communications around the world, free speech
activists in Iceland such as Birgitta Jónsdóttir expressed concern that Iceland’s efforts to protect
journalists and whistleblowers from surveillance may ultimately prove ineffective.64 Iceland is part
of a greater international surveillance network that cooperates with the activities of the “Five Eyes
Alliance”—the intelligence operations agreement between the United States, the United Kingdom,
Australia, Canada, and New Zealand.65
Currently, the Electronic Communications Act of 2003 implements data retention requirements
mandated by Iceland’s inclusion in the European Economic Area.66 The law applies to
telecommunication providers and mandates the retention of records for six months. It also states
that companies may only deliver information on telecommunications in criminal cases or on matters
of public safety, and that such information may not be given to anyone other than the police or the
public prosecution.67 The government does not place any restrictions on anonymous communication.
No registration is required when purchasing a SIM card in Iceland.

Intimidation and Violence
There were no physical attacks against bloggers or online journalists in Iceland during the coverage
period of this report.

Technical Attacks
In November and December 2015, the internet activist group Anonymous attacked several Icelandic
government websites, including those operated by the Ministry of Home Affairs, the Ministry of
Foreign Affairs, as well as the Prime Minister’s Office. The attacks were a protest against Iceland’s
commercial whaling activity and were flagged on social media under the hashtag #OpWhales.68 A
similar attack was carried out in January 2016, disabling government websites for a short while.69 In
December 2015, a distributed denial-of-service (DDoS) attack hit the telecom company Vodafone,
63

ECHR, ”Case of Olafsson vs. Iceland,” March 16, 2017, http://bit.ly/2oxN453.

65

Carly Nyst, “The Five Eyes Fact Sheet,” Privacy International, November 26, 2013, http://bit.ly/1LwbVOI.

67

Icelandic Media Initiative, https://immi.is/index.php/projects/immi. https://immi.is

Alex Hern, “NSA surveillance hinders Iceland’s attempts to be a haven for free speech,” The Guardian, November 19, 2013,
http://bit.ly/1vR6s9M.

64

66
68
69

Electronic Communications Act No. 81, March 26, 2003, http://bit.ly/1MF6rSA.

Iceland Monitor, “Anonymous pursue Iceland Cyber Attacks”, December 10, 2015, http://bit.ly/1OjGcxC.   
Iceland Monitor, “Government Offices suffer Cyber Attack”, January 12, 2016, http://bit.ly/1mTOVAM.
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temporarily forcing its website to crash by overloading it with requests, without anyone claiming
responsibility.70 Since then, there have not been any large scale DDoS attacks, however, the telecom
and finance sector have experienced various phishing attacks.71
Since June 2013, the Icelandic National CERT, operating within the Post and Telecom Administration
in Iceland, has been the national center point for cyber security incidents and participates in
international efforts and cooperation.72 In July 2015, the Ministry of the Interior published a new ICT
security policy that aims to increase resilience, raise awareness about security issues, and extend
collaboration to organizations including the United Nations and the European Union, in addition to
NATO.73

70
71
72

Paul Fontaine, “Vodafone Falls Prey to Cyber Attack”, the Reykjavik Grapevine, December 9, 2015, http://bit.ly/1RjFyRX.  

Email interview with employee at the Post and Telecom Administration in Iceland, March 28, 2017.
Post and Telecom Administration in Iceland, http://bit.ly/LXusIn.

Gijs Hillenius, “Iceland boosts ICT Security Measures, Shares Policy,” ePractice Community, European Commission, August
28, 2015, http://bit.ly/1SPsSYw and Icelandic National Cyber Security Strategy 2015-2026, http://bit.ly/1QUMgBU
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India
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

12

12

Limits on Content (0-35)

9

9

Violations of User Rights (0-40)

20

20

TOTAL* ( 0-100 )

41

41

Population:

1.32 billion

Internet Penetration 2016 (ITU):

29.6 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Internet access and speeds improved (see Availability and Ease of Access: Key
Indicators).

•

Local authorities ordered temporary telecommunication service shutdowns in at least
37 separate reported incidents (see Restrictions on Connectivity).

•

Officials ordered service providers in the Kashmir valley to block 22 social media sites
for a month, including Facebook, Twitter and WhatsApp (see Blocking and Filtering).

•

Over 20 people were detained for online comments about religion or political issues
ranging from a water dispute between Karnataka and Tamil Nadu to a demonetization
policy intended to combat corruption; a Kashmiri was held for several weeks in
Chhattisgarh for sharing an “anti-India” cartoon (see Prosecutions and Detentions for
Online Activities).

•

The Supreme Court recognized privacy as a fundamental right in a landmark ruling in
August 2017 (see Surveillance, Privacy and Anonymity).
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Introduction
Internet freedom remained stable in 2017 after a decline in 2016. Improving access was offset by
network and social media shutdowns ordered by authorities.
The number of internet subscribers and internet penetration increased significantly during the
reporting period, as India consolidated its position as the world’s second largest internet consumer
base after China. Both governmental and nongovernmental entities made efforts to bridge the
digital divide between urban and rural areas.
A Constitution Bench of the Supreme Court held that privacy is a fundamental right under the Indian
Constitution and a committee was set up to frame a data protection framework for India.
However, other developments undermined internet freedom. The number of network shutdowns
increased substantially and local authorities ordered service providers to temporarily shut down
internet access in at least 37 reported incidents in various states.
There was also an increase in the number of criminal charges for online speech filed under the IT Act
and provisions of the penal code. Many people were detained for content circulated on WhatsApp
or published on Facebook, including group administrators who were not responsible for the content.

Obstacles to Access
Internet penetration in India continued to increase in 2017 with mobile penetration playing a
significant role. Inadequate infrastructure remains a significant obstacle to access, especially in rural
areas; however, various governmental and nongovernmental efforts to improve access nationwide are
underway. Nearly 40 information communication technology (ICT) shutdowns were ordered by local
authorities, some lasting several months in Jammu and Kashmir. The top ten internet service providers
(ISPs) still hold almost the entire market share, but strong competition among them continues.

Availability and Ease of Access
Internet access and speeds improved during the reporting period (see Key Access Indicators). India
had the second largest number of Internet subscribers in the world after China in 2017, having
overtaken the United States.1 Official statistics recorded over 431 million subscribers in June 2017,2
though only 21.6 million had fixed-line internet connections.3 There were an estimated 269 million
internet users in urban India and 163 million in rural India in 2016.4

Harriet Taylor, “Mary Meeker: India now has more internet users than US”, CNBC, June 1, 2016, http://www.cnbc.
com/2016/06/01/mary-meeker-india-now-has-more-internet-users-that-us.html; Vlad Savov, “India rises past the
US to become the internet’s second biggest user,” The Verge, June 2, 2016, http://bit.ly/1Y3YnQx; “India Pips US in
Number of Internet Users”, Huffington Post India, June 2, 2016, http://www.huffingtonpost.in/2016/06/02/india-internetusage_n_10259450.html

1

2 Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators April – June 2017, September
28, 2017, p. ii, http://www.trai.gov.in/sites/default/files/Performance_Indicator_Reports_28Sep2017.pdf

Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators April – June 2017, September
28, 2017, p. ii, http://www.trai.gov.in/sites/default/files/Performance_Indicator_Reports_28Sep2017.pdf

3

IMRB-IAMAI, Internet in India 2016, March 2017, p. 10, http://bestmediainfo.com/wp-content/uploads/2017/03/Internet-inIndia-2016.pdf

4
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Key Access Indicators
Internet penetration (ITU)

a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

2016

29.6%

2011

10.1%

2015

79%

2017(Q1)

6.5 Mbps

2015

2016

2011

2016(Q1)

26.0%
87%

73%

3.5 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

However, internet penetration remains low, reaching 33 percent in June 2017,5 up from 27 percent
in June 2016.6 Mobile penetration was much higher, reaching 92 percent by June 2017,7 up from
81 percent the previous year.8 The Broadband Commission ranked India 78 out of 196 countries in
terms of mobile broadband penetration,9 up from 156 out of 179 countries the previous year.10
While India’s average connection speed was one of the lowest in Asia,11 it is catching up to the
global average, which Akamai documented at 7.2 Mbps in the first quarter of 2017.12 Approximately
34 percent of all internet users had narrowband subscriptions in 2016,13 down from 56 percent in
2015.14 Despite overall growth, India has a relatively low adoption rate for high speed broadband
(faster than 10 Mbps), at just 19 percent,15 though this rate grew by 285 percent during the course
of 2016.16 The minimum speed required to qualify as broadband in India has been 512 Kbps since

5 Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators April – June 2017, September
28, 2017, p. ii, http://www.trai.gov.in/sites/default/files/Performance_Indicator_Reports_28Sep2017.pdf

6 Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators April – June 2017, December 1,
2016, p. ii, http://www.trai.gov.in/sites/default/files/Indicator_Reports_April_June_01_12_2016.pdf

Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators April – June 2017, September
28, 2017, p. ii, http://www.trai.gov.in/sites/default/files/Performance_Indicator_Reports_28Sep2017.pdf

7

8 Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators April – June 2017, December 1,
2016, p. ii, http://www.trai.gov.in/sites/default/files/Indicator_Reports_April_June_01_12_2016.pdf
9 Broadband Commission (ITU & UNESCO), The State of Broadband 2017: Broadband Catalyzing Sustainable Development,
September 2017, p. 90, https://www.itu.int/dms_pub/itu-s/opb/pol/S-POL-BROADBAND.18-2017-PDF-E.pdf

Broadband Commission (ITU & UNESCO), The State of Broadband 2017: Broadband Catalyzing Sustainable Development,
September 2016, p. 93, http://www.broadbandcommission.org/Documents/reports/bb-annualreport2016.pdf

10

Akamai, The State of the Internet, Q1, 2017 Report, Vol. 10 No. 1, May 31, 2017, p. 12, https://www.akamai.com/us/en/
multimedia/documents/state-of-the-internet/q1-2017-state-of-the-internet-connectivity-report.pdf

11

Akamai, The State of the Internet, Q1, 2017 Report, Vol. 10 No. 1, May 31, 2017, p. 28, https://www.akamai.com/us/en/
multimedia/documents/state-of-the-internet/q1-2017-state-of-the-internet-connectivity-report.pdf

12

Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators January – March 2017, July 5,
2017, p. 29, http://www.trai.gov.in/sites/default/files/Indicator_Reports_050720174.pdf

13

Telecom Regulatory Authority of India, The Indian Telecom Services Performance Indicators January – March 2016, August
5, 2016, p. 27, http://www.trai.gov.in/sites/default/files/Indicator_Report_05_August_2016.pdf

14

Akamai, The State of the Internet, Q1, 2017 Report, Vol. 10 No. 1, May 31, 2017, p. 29, https://www.akamai.com/us/en/
multimedia/documents/state-of-the-internet/q1-2017-state-of-the-internet-connectivity-report.pdf

15

Akamai, The State of the Internet, Q1, 2017 Report, Vol. 10 No. 1, May 31, 2017, p. 29, https://www.akamai.com/us/en/
multimedia/documents/state-of-the-internet/q1-2017-state-of-the-internet-connectivity-report.pdf
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2012,17 though the Telecom Regulatory Authority of India (TRAI) has recommended raising the
threshold to 2 Mbps.18
The Global Information Technology Report by the World Economic Forum and INSEAD ranked India
in eighth place out of 139 countries for affordable internet access in 2016.19 It was previously in first
place,20 and per minute cellular and fixed broadband tariffs are still among the lowest in the world.21
While the cheapest internet plans might seem extremely affordable with respect to the average
monthly income, India has significant income inequality.22
India ranked 66 out of 137 countries for infrastructure in 2017, according to the World Economic
Forum’s Global Competitiveness Index.23 Though up from 68 the previous year,24 the results suggest
poor infrastructure is still an obstacle to access. India ranked a low 88 for electricity supply;25 and
110 for technological readiness, the capacity of a country to fully leverage ICTs in daily activities.26
Only 27 percent of all Indian schools had a computer in 2016.27 That increased to nearly 80 percent
at secondary level and above,28 but less than half were connected to the internet.29
Public and private sector initiatives to improve access are underway. The government is developing
free public Wi-Fi zones in major cities,30 with some operational in the past year.31 In January 2017,
the Maharashtra government activated 500 Wi-Fi hotspots across the city of Mumbai,32 though
further expansion fell short, and they were only free until August 2017.33 During the coverage period
Telecom Regulatory Authority of India, “TRAI’s Recommendations on the National Broadband Plan”, May 4, 2011, http://
www.trai.gov.in/WriteReadData/Recommendation/Documents/Reply_DOT_Broadband_modified[1].pdf

17

Report on Need for Reviewing Definition of Broadband, May 24th 2016, TRAI, http://www.trai.gov.in/WriteReadData/
Recommendation/Documents/Letter_to_Secretary_DOT_24_may_2016.pdf

18

Silja Baller, Soumitra Dutta, and Bruno Lanvin (Eds.), Global Information Technology Report 2016, World Economic Forum
and INSEAD, p. 111, http://www3.weforum.org/docs/GITR2016/WEF_GITR_Full_Report.pdf

19

Thierry Geiger, Soumitra Dutta, and Bruno Lanvin (Eds.), Global Information Technology Report 2015, World Economic
Forum and INSEAD, p. 172, http://www3.weforum.org/docs/WEF_Global_IT_Report_2015.pdf

20

Silja Baller, Soumitra Dutta, and Bruno Lanvin (Eds.), Global Information Technology Report 2016, World Economic Forum
and INSEAD, p. 111, http://www3.weforum.org/docs/GITR2016/WEF_GITR_Full_Report.pdf

21

Manas Chakravarty, “Just how high is income inequality in India?” Live Mint, May 23, 2016, http://www.livemint.com/
Opinion/JKZYjYjixRipa95tw2AOXK/Just-how-high-is-income-inequality-in-India.html

22

Klaus Schwab, The Global Competitiveness Report 2017–2018, World Economic Forum, p. 146, http://www3.weforum.org/
docs/GCR2016-2017/05FullReport/TheGlobalCompetitivenessReport2016-2017_FINAL.pdf

23

Klaus Schwab, The Global Competitiveness Report 2016–2017, World Economic Forum, p. 202, http://www3.weforum.org/
docs/GCR2016-2017/05FullReport/TheGlobalCompetitivenessReport2016-2017_FINAL.pdf

24

Klaus Schwab, The Global Competitiveness Report 2017–2018, World Economic Forum, p. 147, http://www3.weforum.org/
docs/GCR2016-2017/05FullReport/TheGlobalCompetitivenessReport2016-2017_FINAL.pdf

25

Klaus Schwab, The Global Competitiveness Report 2017–2018, World Economic Forum, p. 147, http://www3.weforum.org/
docs/GCR2016-2017/05FullReport/TheGlobalCompetitivenessReport2016-2017_FINAL.pdf

26

Flash Statistics: School Education in India 2015-16, National University of Educational Planning and Administration, p. 27,
http://udise.in/Downloads/Publications/Documents/U-DISE-SchoolEducationInIndia-2015-16.pdf

27

Flash Statistics: School Education in India 2015-16, National University of Educational Planning and Administration, p. 27,
http://udise.in/Downloads/Publications/Documents/U-DISE-SchoolEducationInIndia-2015-16.pdf

28

29 Flash Statistics: Secondary Education in India 2015-16, National University of Educational Planning and Administration, p.
13, http://udise.in/Downloads/Publications/Documents/Secondary_Flash_Statistics-2015-16.pdf
30 Anirudh Vohra, “Free Wi-Fi: Digital Dilemma”, The Financial Express, February 21, 2015, http://www.financialexpress.
com/article/economy/free-wi-fi-digital-dilemma/45804/; “25 Indian cities to get free public Wi-Fi by June 2015”, India
Today, December 17, 2014, http://indiatoday.intoday.in/technology/story/25-indian-cities-to-get-free-public-wi-fi-byjune-2015/1/407214.html

Hansa Verma, “Free public WiFi hotspots in India: Here’s where you can find them”, Indian Express, July 17, 2016, http://
indianexpress.com/article/technology/tech-news-technology/free-public-wifi-hotspots-india-heres-where-you-can-findthem-2913340/

31

32
33

Faisal Malik, “Mumbai is first Wifi city in India, gets 500 hotspots”, Hindustan Times, January 10, 2017, http://bit.ly/2ixLcXG
Faisal Malik, “Mumbai’s public Wi-Fi likely to stay free till Aug 15”, Hindustan Times, June 26, 2017, http://bit.ly/2A6yjNa
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of this report, Google partnered with the public sector company RailTel to provide free Wi-Fi at train
stations,34 connecting 100 by the end of 2016.35 Over 5 million people were using the service every
month.36
The government’s Digital India Programme, launched in 201437 is expected to be implemented by
2018.38 It aims to connect India’s gram panchayats, institutions of self-government in rural areas, via
fiber-optic cables,39 ensuring universal broadband access with accompanying e-literacy programs.
Internet-connected common service centers (CSCs) aim to cover all 250,000 gram panchayats;40
as of March 2016, 157,000 had been established, with 20,000 operated by women.41 The program
proposes to use satellites, balloons, or drones to push faster digital connections to remote parts
of the country,42 as well as multiple system operators such as cable TV services, which already have
last-mile connectivity.43 As a result of the program, electronic transactions related to e-governance
projects almost doubled in 2015.44
Such initiatives took on new significance during the coverage period, which saw a major push to
digitize financial transactions. The government demonetized currency notes in the denominations
of INR 500 and INR 1000 (US$7.5 and $15) in November 2016; the notes made up over 85 percent
of the total currency in circulation.45 A Digi Dhan Abhiyan program was designed to promote digital
payments to more than ten million inhabitants of rural areas,46 reaching 2.5 million people by the
end of the year.47 The Ministry of Electronics and Information Technology (MeitY) also announced an
alliance with Google to raise awareness of digital security surrounding payments.48
Language remains a barrier to access. With 22 official languages, only about 12 percent of the
Shruti Dhapola, “Explained: What is Google’s Wi-Fi at 100 railway station project and how will it work”, Indian Express,
December 17, 2015, http://bit.ly/1NqVyTp

34
35

“Google Launches free Wi-Fi at Ooty Railway Station”, News18, December 23, 2016, http://bit.ly/2hvjTyo

Manish Singh, “100 more railway stations in India to get Google’s free Wi-Fi next year”, Mashable, December 27, 2016,
http://mashable.com/2016/12/27/google-free-wifi-200-railway-station-india/#nT5FXSj4QgqB

36

“Digital India – A programme to transform India into digital empowered society and knowledge economy”, August 20,
2014, http://pib.nic.in/newsite/erelease.aspx?relid=108926

37
38

Digital India, DeitY, http://deity.gov.in/sites/upload_files/dit/files/Digital%20India.pdf

National Optic Fibre Network (NOFN), Bharat Broadband Network Limited, http://www.bbnl.nic.in/content/page/nationaloptical-fibre-networknofn.php
39

CSC 2.0 Scheme, Common Service Centres Scheme, DeitY, Govt. of India, http://csc.gov.in/index.php?option=com_
content&view=article&id=174&Itemid=331

40

Pranav Mukul, “Govt to set up 1 lakh common service centres in rural areas: Ravi Shankar Prasad”, Indian Express, March
23, 2016, http://indianexpress.com/article/india/india-news-india/govt-to-set-up-1-lakh-common-service-centres-in-ruralareas-ravi-shankar-prasad/

41

“Centre ready to use satellites, drones to connect to rural India: Ravi Shankar Prasad”, Economic Times, February 4, 2015,
http://articles.economictimes.indiatimes.com/2015-02-04/news/58795885_1_digital-india-ravi-shankar-prasad-pilot-project

42
43

“DoT to provide internet via MSOs, cable operators”, Times of India, February 16, 2015, http://bit.ly/2A6cNYZ

See http://etaal.gov.in/etaal/YearlyChartIndex.aspx; “Digital India: E-governance transactions double in 2015”, Times of
India, January 11, 2016, http://timesofindia.indiatimes.com/tech/tech-news/Digital-India-E-governance-transactions-doublein-2015/articleshow/50532400.cms?.
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45 Abhishek Waghmare, “Threat to cashless economy? After demonetisation push, digital transactions recede”, Hindustan
Times, March 21, 2017, http://bit.ly/2x0uKc2

“Digi Dhan Abhiyan: Over 25 Lakh Rural Citizens Adopt Digital Payments, Claims MeitY”, News18, December 20,
2016, http://www.news18.com/news/tech/digi-dhan-abhiyan-over-25-lakh-rural-citizens-adopt-digital-payments-claimsmeity-1325527.html
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“MeitY and Google launch ‘Digital Payments Security Alliance’”, Hindustan Times, March 24, 2017, http://www.
hindustantimes.com/tech/meity-and-google-launch-digital-payment-security-alliance/story-rxt78P5ncCU0aAaZQKGTtI.html
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population of India speaks English,49 yet more than half the content available online is in English,50
and over 100 languages were unrepresented online in 2013.51 Projects to encourage local language
usage are underway. In 2014, the National Internet Exchange of India (NIXI), which operates and
manages Indian domain names, launched the Dot Bharat domain for local language URLs.52 By April
2017, the number of local language users in India had overtaken the number who rely on English.53
One study showed that nearly 70 percent of Indian internet
users consider local language content to be more reliable than English content.54 In April 2017,
Google partnered with a local business federation to develop content in Indic languages.55
Studies have shown that economic and social conditions result in barriers to internet access for
women, and only 29 percent of Indian internet users were female in 2015.56 Internet usage was
lower among rural women (25 percent), though it had grown by 30 percent since 2015.57 Twentyfour percent of Indian Facebook users were women, well below the global average of forty-four
percent, according to one calculation.58 Internet Saathi, a partnership between Google and Tata
Trusts to promote digital literacy among rural women, was active in 25,000 villages across 10 states
by October 2016,59 training more than 500 participants a week.60

Restrictions on Connectivity
The Indian government does not routinely block the protocols or tools that allow for instant, person-

IMRB-INT, IAMAI Internet in India 2014, October 2014, p. 14; “Local language content to boost India’s internet penetration:
IAMAI”, August 4, 2015, http://timesofindia.indiatimes.com/tech/tech-news/Local-language-content-to-boost-Indias-internetpenetration-IAMAI/articleshow/48346892.cms
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50 Usage of Content Languages for Websites, W3Techs, http://w3techs.com/technologies; http://w3techs.com/technologies/
overview/content_language/all

“Speakers’ strength of languages and mother tongues”, 2001 Census of India, http://bit.ly/2ilrFuG; IMRB-INT, IAMAI
Internet in India 2013, June 2013, pp. 15-16, http://bit.ly/2lEDD7i
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52 Anoop Verma, “Internet domain names in Indian languages”, Financial Express, February 2, 2015, http://computer.
financialexpress.com/magazine/internet-domain-names-in-indian-languages/8613/

Indian Languages – Defining India’s Internet, KPMG and Google, April 2017, p. 7, https://assets.kpmg.com/content/dam/
kpmg/in/pdf/2017/04/Indian-languages-Defining-Indias-Internet.pdf; Pankaj Dovali, “90% of new net users non-English,” Times
of India, April 26, 2017, http://bit.ly/2piaEV7
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Indian Languages – Defining India’s Internet, KPMG and Google, April 2017, p. 7, https://assets.kpmg.com/content/dam/
kpmg/in/pdf/2017/04/Indian-languages-Defining-Indias-Internet.pdf; Pankaj Dovali, “90% of new net users non-English,” Times
of India, April 26, 2017, http://bit.ly/2piaEV7
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“FICCI-ILIA to promote adoption of Internet in Indic languages”, India Today, April 5, 2017, http://bit.ly/2lEJcCF
Press Release on Internet in India 2015, IAMAI, November 17, 2015, http://www.iamai.in/media/details/4486.

IMRB-IAMAI, Internet in India 2016, March 2017, p. 6, http://bestmediainfo.com/wp-content/uploads/2017/03/Internet-inIndia-2016.pdf; Danish Khan, “India’s Internet user base to reach 450-465 million by June 2017: IAMAI-IMRB report”, Economic
Times Telecom, March 1, 2017, http://bit.ly/2miP2sK
57

Simon Kemp, “Digital in 2017” Global Overview”, We Are Social, January 24, 2017, https://wearesocial.com/specialreports/digital-in-2017-global-overview; Sujatha Subramanian, “Why are there so few women on the Internet in India?”,
Hindustan Times, May 29, 2017, http://www.hindustantimes.com/opinion/locating-gender-in-the-digital-divide/storyzt10VjNAwnOqcChjkYCLfN.html
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59 “Google to partner with India’s ‘Internet Saathi’ program: Ravi Shankar Prasad”, DNA, December 16, 2015, http://www.
dnaindia.com/money/report-google-to-partner-with-india-s-internet-saathi-program-ravi-shankar-prasad-2156455; Nandini
Rathi, “Google’s Internet Saathi programme: How rural women are transforming communities”, Indian Express, March 13, 2017,
http://bit.ly/2mhpUyn

60 Kumkum Dasgupta, “Bridging the gap: Tech giants bring the internet to women in rural India”, Hindustan Times, October
28, 2016, http://bit.ly/2eLqstT

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

INDIA
to-person communication, although local authorities around India have restricted ICT connectivity
and usage during times of perceived unrest since at least 2010.61
The frequency, geographic distribution, and duration of these shutdowns have increased
significantly in the past three years. During the coverage period of this report, authorities ordered
providers to restrict local mobile phone, SMS, wireless, and occasionally fixed-line internet service in
at least 37 reported incidents, which lasted for hours, weeks, or even months at a stretch.62
Local authorities have justified these orders under Section 144 of the Code of Criminal Procedure
(1973), which permits broad state action to curb any violation of law and order.63 The Gujarat High
Court upheld the use of this general law to order shutdowns in September 2015.64 The Supreme
Court is yet to consider the matter substantively and refused a petition challenging it in early 2016.65
Other laws used to justify shutdowns also lack specificity. Section 69A of the Information Technology
(IT) Act, which permits the central government to order website blocks (see Limits on Content) has
been considered
to apply to blocking of service. Section 5 of the Indian Telegraph Act, which allows state and central
authorities to order that any message not be transmitted in public emergencies, has also been cited
in support of service disruptions.66 State officials in Odisha suspended service for 48 hours under the
Telegraph Act after content considered to derogate Hindu deities resulted in violence.67
In August 2017, outside the coverage period of this report, the Department of Telecommunications
of the Central Government issued new rules under the Telegraph Act to regulate the temporary
suspension of telecom services.68 The rules authorize national or state-level officials to issue
temporary suspension orders to shut down telecommunications services in times of public
emergency or threats to public safety.69

61 Sarvjeet Singh, “Incidents of Internet Shutdowns in India (2010 onwards)”, Centre for Communication Governance at
National Law University, Delhi, https://drive.google.com/file/d/0BycAZd9M5_7NOExCRnQ3Q1pqcm8/view.
62 Sarvjeet Singh, “Incidents of Internet Shutdowns in India (2010 onwards)”, Centre for Communication Governance at
National Law University, Delhi, https://drive.google.com/file/d/0BycAZd9M5_7NOExCRnQ3Q1pqcm8/view.

63 Nakul Nayak, “The Anatomy of Internet Shutdowns – II (Gujarat & Constitutional Questions)”. CCG-NLU Blog, September 1,
2015, https://ccgnludelhi.wordpress.com/2015/09/01/the-anatomy-of-internet-shutdowns-ii-gujarat-constitutional-questions/;
Nakul Nayak, “The Anatomy of Internet Shutdowns – III (Post Script: Gujarat High Court Verdict)”, CCG-NLU Blog, September 19,
2015, https://ccgnludelhi.wordpress.com/2015/09/19/the-anatomy-of-internet-shutdowns-iii-post-script-gujarat-high-courtverdict/; Chinmayi Arun, “Demarcating a safe threshold”, Indian Express, February 24, 2016 http://indianexpress.com/article/
opinion/columns/demarcating-a-safe-threshold/
64 Nakul Nayak, “The Anatomy of Internet Shutdowns – III (Post Script: Gujarat High Court Verdict)”, CCG-NLU Blog,
September 19, 2015, https://ccgnludelhi.wordpress.com/2015/09/19/the-anatomy-of-internet-shutdowns-iii-post-scriptgujarat-high-court-verdict/

65 Chinmayi Arun, “Demarcating a safe threshold”, Indian Express, February 24, 2016 http://indianexpress.com/article/
opinion/columns/demarcating-a-safe-threshold/; Apar Gupta and Raman Jit Singh Chima, “The cost of internet shutdowns”,
Indian Express, October 26, 2016, http://bit.ly/2eHDj2Y

Nakul Nayak, “The Anatomy of Internet Shutdowns – I (Of Kill Switches and Legal Vacuums)”. CCG-NLU Blog 29, 2015,
https://ccgnludelhi.wordpress.com/2015/08/29/the-anatomy-of-internet-shutdowns-i-of-kill-switches-and-legal-vacuums/;
Apar Gupta, “Section 144 and the power to impose an internet curfew”, Economic Times, September 19, 2015, http://articles.
economictimes.indiatimes.com/2015-09-19/news/66706176_1_mobile-internet-section-144-central-government
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“Internet shutdown in Bhadrak for 48 hours post communal violence”, The New Indian Express, April 10, 2017, http://bit.
ly/2po0Tn6; “internet service restored in violence-hit Bhadrak town”, Prameya News 7, April 11, 2017, http://bit.ly/2in2EPt
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68 Temporary Suspension of Telecom Services (Public Emergency or Public Safety) Rules, 2017, August 7, 2017, http://www.
dot.gov.in/sites/default/files/Suspension%20Rules.pdf?download=1
69 Temporary Suspension of Telecom Services (Public Emergency or Public Safety) Rules, 2017, August 7, 2017, http://www.
dot.gov.in/sites/default/files/Suspension%20Rules.pdf?download=1
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With at least 12 documented incidents, Jammu and Kashmir continued to be the most affected state.
Shutdowns affected both mobile and fixed-line connections, and the longest lasted several months.70
•

In June 2016, mobile internet services were suspended across the state for three days after
a temple was vandalized, launching an outbreak of violence.71 They were suspended for a
day on a second occasion in the Jammu region because of security fears surrounding an
annual wrestling contest hosted on contested land.72

•

In July 2016, security forces shot and killed militant commander Burhan Wani in Kashmir,
sparking widespread protests.73 All mobile service providers except BSNL, the state
operator, suspended phone service in the Kashmir valley, and all operators suspended
mobile internet throughout the state. The phone services were restored after a few days.
Mobile internet services were restored in the Jammu region after 17 days. In the Kashmir
region, mobile internet for post-paid subscribers remained unavailable for 134 days.
Internet was not restored for prepaid subscribers until January 2017, almost 6 months
later.74 Broadband internet in the valley was also shut down for 5 days in August due to the
ongoing tensions between protestors and security forces.75

•

In September 2016, broadband services across Kashmir were suspended for an additional
five days prior to the Eid festival.76

•

In April 2017, both mobile and fixed-line broadband internet services were suspended for
a few days in the Kashmir valley when local by-elections sparked unrest. The measure was
intended to curb rumors, but had the opposite effect, reports said.77 Mobile internet across
the valley was suspended again amid student protests.78 Social media applications were
also blocked (See Blocking and Filtering).

Shutdowns were implemented in several more states, including Maharashtra,79 Bihar,80 Odisha,81

Sarvjeet, Singh, “Incidents of Internet Shutdowns in India (2010 onwards)”, Centre for Communication Governance at
National Law University, Delhi, https://drive.google.com/file/d/0BycAZd9M5_7NOExCRnQ3Q1pqcm8/view
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“Jammu temple row: Mobile internet services restored across state”, Indian Express, June 18, 2016, http://indianexpress.
com/article/india/india-news-india/jammu-temple-row-mobile-internet-services-restored-across-state-2861163/
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“Mobile Internet Services Suspended in Jammu”, NDTV, June 21, 2016, http://www.ndtv.com/jammu-news/mobileinternet-services-suspended-in-jammu-1421797
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Sullivan, Tim, “In Death, a Kashmir Rebel becomes what India has long feared,” AP International News, September 6, 2016,
https://apnews.com/c71679e2a82c44048384ea5e4219e86b/death-kashmir-rebel-becomes-what-india-has-long-feared
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“Prepaid mobile internet services restored in Kashmir after six months”, Scroll.in, January 28, 2017, https://scroll.in/
latest/827906/prepaid-mobile-internet-services-restored-in-kashmir-after-six-months; “Mobile internet services reportedly
restored in Jammu, more than two weeks after suspension”, Scroll.in, July 25, 2016, http://bit.ly/2h3m3IL
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“Day 41: Curfew continues in Kashmir, broadband services restored”, Greater Kashmir, August 18, 2016, http://www.
greaterkashmir.com/news/kashmir/day-41-curfew-continues-in-kashmir-broadband-services-restored/226038.html
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“Broadband Internet Services Resume in Kashmir Valley”, NDTV, September 17, 2016, http://bit.ly/2z4QdCk.

“Internet Snapped For the Day, yet Again”, Kashmir Observer, April 14, 2017, http://bit.ly/2z44uiT; “Internet Services in
Kashmir to be Suspended Till 12 April”, The Quint, April 10, 2017, http://bit.ly/2p05IGE
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“Kashmir: Tension in the Valley triggers suspension of mobile internet services”, Scroll.in, April 17, 2017, https://scroll.in/
latest/834874/kashmirtension-in-the-valley-triggers-internetsuspension-closure-of-schools-andcolleges; Azhar Qadri, “Mobile
Internet off again as protests grip Valley”, The Tribune, April 18, 2017, http://bit.ly/2h4p1wy
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“Mobile internet services suspended in protest-hit Nashik”, Hindustan Times, October 10, 2016, http://bit.ly/2zo3x5r

“Bhojpur administration restores internet services”, Times of India, October 18, 2016, http://bit.ly/2gTzVBA; “Bihar bans
internet services as violence breaks out”, Financial Express, August 7, 2016, http://www.financialexpress.com/india-news/biharbans-internet-services-as-communal-violence-breaks-out/340517/
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“Internet shutdown in Bhadrak for 48 hours post communal violence”, The New Indian Express, April 10, 2017, http://bit.
ly/2po0Tn6; “Internet service suspended in Odisha’s Kendrapara”, Times of India, April 19, 2017, http://bit.ly/2otEtQI
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Uttar Pradesh,82 and Arunachal Pradesh.83 Haryana and Rajasthan saw at least seven incidents each.84
Haryana shutdowns came in response to ongoing, sometimes violent protests by the Jat caste over
their eligibility for government affirmative action quotas.85 In Rajasthan, internet was blocked on at
least four occasions in Bhilwara district, once following the murder of a Hindu nationalist activist in
September 2016,86 and three times within two weeks in December 2016 after communal violence
flared in December 2016.87
The government does not exert much control over the internet infrastructure. Twelve submarine
cables connect India to the global internet;88 ten are consortium owned, while the others are
private.89 There are gateways to the international internet in Chennai, Mumbai,90 and Agartala in
Tripura, which facilitates connectivity in north-eastern states.91 There are four landing stations where
the cables meet the mainland in Mumbai, and three in Chennai; Digha, Kochi and Tuticorin also have
one cable landing station each.92 BSNL, the state-owned telecom operator, owns two of them; the
rest are privately owned. Major telecom operators Bharti Airtel and Tata Communications own three
stations each.93 These cable landing stations imposed hefty fees on ISPs until regulators mandated a
reduction in 2013.94 Tata Communications and Airtel challenged that reduction in the Madras High
Court. A single judge dismissed it, and an appeal was pending in early 2017.95
Undersea cables are mainstays of mobile and internet communications and any damage to them

82 Manish Sahu, “Saharanpur: After 10 days, Internet services return violence-hit district”, Indian Express, June 4, 2017, http://
indianexpress.com/article/india/saharanpur-after-10-days-internet-services-return-violence-hit-district-4687939/; “Mobile
internet services suspended in Saharanpur fter violent clashes”, Times Now, May 24,2017, http://bit.ly/2z40oXQ

83 Tongam Rina, “Fearing public ire, Congress leaders skip funeral of Arunachal ex-chief minister Kalikho Pul”, Scroll.in,
August 12, 2016, https://scroll.in/article/813798/fearing-backlash-congress-leaders-stay-away-from-funeral-of-ex-arunachalchief-minister-kalikho-pul
84

Internet Shutdowns, Software Freedom Law Center India, http://internetshutdowns.in.

“Haryana on brink of Jat agitation, police say protestors are peaceful”, Indian Express, June 5, 2016, http://bit.ly/2lDPt1F;
“Haryana: Sonipat DM bans mobile internet service in the district ahead of proposed Jat stir”, Indian Express, June 4, 2016,
http://indianexpress.com/article/india/india-news-india/haryana-jat-quota-agitation-sonipat-mobile-internet-servicebanned-2835078/
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86 Dishank Purohiti, “Internet blocked in Bhilwara to curb spread of rumours”, Times of India, September 16, 2016, http://
timesofindia.indiatimes.com/city/jaipur/Internet-blocked-in-Bhilwara-to-curb-spread-of-rumours/articleshow/54369844.cms

87 “Section 144 imposed in Bhilwara, ban on internet”, Rajasthan Patrika, December 13, 2016, http://rajasthanpatrika.patrika.
com/story/bhilwara/section-144-imposed-in-bhilwara-ban-on-internet-2404590.html; “Internet services blocked in Bhilwara
for 72 hours”, Sabguru News, December 26, 2016, http://www.sabguru.com/internet-services-blocked-in-bhilwara-city-for-72hours/; Sarvjeet Singh, “Incidents of Internet Shutdowns in India (2010 onwards)”, Centre for Communication Governance at
National Law University, Delhi, https://drive.google.com/file/d/0BycAZd9M5_7NOExCRnQ3Q1pqcm8/view

“Undersea Connectivity: Key developments in Indian submarine cable systems”, Tele.net.in, October 6, 2017, http://bit.
ly/2lAYsRe
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89 The ten are: SeameWe-3; SeaMeWe-4; SeaMeWe-5; Asia-Africa Europe-1; Bay of Bengal Gateway; SAFE; Bharat Lanka
Cable System; SEACOM/Tata TGN-Eurasia; IMEWE; and Europe India Gateway. See Submarine Cable Map, TeleGeography,
http://www.submarinecablemap.com/#/country/india

90 Tripura to become 3rd international internet gateway of India, July 4 2015, http://news.webindia123.com/news/articles/
India/20150704/2634628.html; “Undersea Connectivity: Key developments in Indian submarine cable systems”, Tele.net.in,
October 6, 2017, http://bit.ly/2lAYsRe

91 India’s new internet gateway via Cox’s Bazar to open late January, says minister, http://bit.ly/2xJp0kE; “Agartala Becomes
India’s Third Internet Gateway”, NDTV Gadgets, March 23, 2016, http://gadgets.ndtv.com/internet/news/agartala-becomesindias-third-internet-gateway-817331
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India, Submarine Cable Networks, http://www.submarinenetworks.com/stations/asia/india

“TRAI Specifies Access Facilitation Charges for Submarine Cable Landing Stations”, Ministry of Communication and
Information Technology, December 21, 2012, http://pib.nic.in/newsite/erelease.aspx?relid=91106
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“HC refuses to stay TRAI order on cable landing charges”, Business Standard, March 16, 2017, http://bit.ly/2zq3Xbi
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leads to service disruptions. In December 2016, Cyclone Vardah caused damage to Airtel’s undersea
cable at Chennai, slowing internet speeds.96
Over 80 percent of telecommunications towers are privately owned.97 Market share is split between
Indus Towers, a joint venture between Bharti Infratel, Vodafone, and Idea Cellular (31 percent); BSNL
(18 percent); and Reliance Infratel (12 percent), and Bharti Infratel (10 percent) according to 2015
figures.98

ICT Market
There are 157 operational ISPs in India.99 While there is no monopoly, the top 10 ISPs control over 98
percent of the market.100 Thanks to inaugural promotional plans, Reliance Jio made massive gains to
achieve the highest ISP market share of 29 percent in 2017;101 it had just one broadband subscriber
in December 2015.102 Bharti Airtel fell to second place with 22 percent market share, followed by
Vodafone (16 percent), Idea (9 percent) and BSNL (8 percent).103 There are 12 mobile operators,104
with Bharti Airtel controlling almost 24 percent of the market, followed by Vodafone (18 percent),
Idea (16 percent) and Reliance Jio (10 percent).105
A universal license framework, for which guidelines were published in November 2014,106 reduced
legal and regulatory obstacles by combining mobile phone and ISP licenses. Licensees pay a high
one-time entry fee, a performance bank guarantee,107 and annual license fees adjusted for revenue.108

Pankaj Dovali, “Vardah damages undersea cable, internet slows down”, Times of India, December 13, 2016, http://
timesofindia.indiatimes.com/india/Vardah-damages-undersea-cable-internet-slows-down/articleshow/55967405.cms.
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Indian Tower Industry: The Future is Data, Deloitte, June 2015, p. 7, http://bit.ly/2ylJhRZ
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2015, May 18, 2016, p. 103, http://www.trai.gov.in/WriteReadData/PIRReport/Documents/QPIR_Oct_to_Dec-15.pdf; Amrit Raj,
“Reliance Jio plans to overtake Airtel, hit 50% market revenue in 4 years”, Live Mint, March 4, 2017, http://bit.ly/2gRxGPk
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for operating internet services, 24 August 2007, available at: http://www.dot.gov.in/data-services/internet-services
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Draft License Agreement for Unified License, Department of Telecommunications, Ministry of Communications and IT,
page 22, available at: http://dot.gov.in/sites/default/files/Unified%20Licence_0.pdf
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In August 2016, the Cybercafe Association of India (CCAOI) said that 30 percent of venues had
closed in the past three years.109 In 2011, the Indian government introduced rules under Section
79 of the IT Act requiring cybercafes to obtain a government-issued ID number in addition to a
license, as well as to register and monitor customers.110 Critics said the rules were “poorly framed.”111
Penalties for noncompliance are unclear, and enforcement has reportedly been patchy. Common
service centers are exempt, and operate under separate guidelines.112

Regulatory Bodies
Before July 2016, India’s principal ICT institution was the Ministry of Communications and
Information Technology. It consisted of two departments – the Department of Electronics and
Information Technology (DeitY) and the Department of Telecommunications (DoT).
In July 2016, the Ministry was divided in two. DeitY became the Ministry of Electronics
and Information Technology (MeitY), while the DoT and Department of Posts were placed
under the Ministry of Communications.113 MeitY formulates policy relating to information
technology, electronics, and the internet114 and DoT manages the overall development of the
telecommunications sector, licenses internet and mobile service providers, and manages spectrum
allocation.115
Internet protocol (IP) addresses are regulated by the Indian Registry for Internet Names and
Numbers (IRINN).116 Since 2005, the registry has functioned as an autonomous body within the
nonprofit National Internet Exchange of India.117
The Telecom Regulatory Authority of India (TRAI), an independent regulator, was created in 1997
to regulate the telecommunication, broadcast, and cable TV sectors.118 The Telecom Regulatory
Authority of India Act (TRAI Act) mandates transparency in the exercise of its operations, which
include monitoring licensing terms, compliance, and service quality.119 Its reports are published
online, usually preceded by a multi-stakeholder consultation.120 An amendment to the TRAI Act in
109
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March 16, 2012, http://deity.gov.in/sites/upload_files/dit/files/GSR153E_242012.pdf
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2000 established a three-member Telecommunications Dispute Settlement and Appellate Tribunal
chaired by a former senior judge.121
There are some reservations about the TRAI’s independence.122 Appointment and salary decisions
for members remain in the hands of the central government. The TRAI Act initially barred members
who had previously held central or state government office, but 2014 amendments diluted that
prohibition, allowing them to join the regulator two years after resigning office, or earlier with
government permission. Members may undertake commercial employment, though not with
telecom service providers.123 TRAI opinions, however, are generally perceived as free of official
influence.124 In 2016, it was involved in framing net neutrality regulations prohibiting discriminatory
tariffs for data services.125

Limits on Content
Content blocking targeting pornography, terrorism, and copyright continued to affect legitimate
political and social information during the coverage period, and some content removal by private
companies caused controversy. The digital media landscape remained lively and citizens continued to
use digital tools to mobilize around important social issues.

Blocking and Filtering
A significant amount of legitimate political and social information was blocked by court or
government orders during the reporting period. Since some of those orders are not made public,
the exact impact is hard to assess. Entire platforms and services were affected, including the video
publishing tool Streamable. Several social media platforms were blocked in an attempt to curtail
unrest in Jammu and Kashmir. Separately, courts issued contradictory rulings about copyright
blocking, which continues to overreach.
In April 2017, government officials ordered service providers in the Kashmir valley to block 22
social media sites for a month, including Facebook, Twitter and WhatsApp.126 Internet services were
separately restricted in the state of Jammu and Kashmir at least 12 times during the coverage period
(see Restrictions on Connectivity). The social media order was unusual because it was issued under
Section 5 of the Indian Telegraph Act, 1885, raising issues about its legitimacy.127 Section 5 provides
for state or central authorities to order “stoppage of transmission … of messages,”128 but blocking
Section 14, The Telecom Regulatory Authority of India Act, 1997; the tribunal was empowered to adjudicate between the
licensor (DoT) and the licensee; between two or more service providers; between a service provider and a group of consumers;
and to hear appeals against TRAI decisions.
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orders fall under the IT Act (see below). Many residents circumvented the restriction using virtual
private networks (VPNs).129 Some reports said WhatsApp was subject to a separate, temporary
restriction on some connections in the state in August 2016.130
Blocking of websites takes place under Section 69A of the Information Technology Act 2008
(IT Act) and a 2009 subordinate legislation called the Information Technology (Procedure and
Safeguards for Blocking for Access of Information by Public) Rules (“Blocking Rules”).131 The Blocking
Rules empower the central government to direct any agency or intermediary to block access to
information when satisfied that it is “necessary or expedient” in the interest of the “sovereignty
and integrity of India, defense of India, security of the state, friendly relations with foreign states or
public order or for preventing incitement to the commission of any cognizable offence relating to
above.”132 Intermediaries failing to comply are punishable with fines and prison terms of up to seven
years.133
The Blocking Rules apply to orders issued by government agencies, who must appoint a
“nodal officer” to send in requests and demonstrate that they are necessary or expedient under
Section 69A.134 These requests are reviewed by a committee, which includes senior representatives
of the law, home affairs, and information ministries, and the nodal agency for cybersecurity, the
Indian Computer Emergency Response Team (CERT-IN).135 The “designated officer,” who chairs
the committee, issues approved orders to service providers; the committee must also notify the
source or intermediary hosting the content, who may respond to defend it within 48 hours.136 In
emergencies, the Secretary of MEITY may issue blocking orders directly under written instruction
from the designated officer, but the content must be unblocked if the review committee does not
approve them within 48 hours.137
Indian courts can order content blocks without government approval. The designated officer is
required to implement the court order after submitting it to the Secretary of MeitY. Court orders
can be challenged in a higher court, but internet users are not consistently notified of their
implementation.138
ISPs are not legally required to inform the public of blocks and the Blocking Rules mandate that
executive blocking orders be kept confidential.139 In the landmark Shreya Singhal case decided by
the Supreme Court in 2015, the petitioners challenged the constitutionality of Section 69A citing
Sameer Yasir, “Kashmir social media ban: Government, Opposition’s use of Facebook, Twitter reeks of hypocrisy”,
Firstpost, May 17, 2017, http://bit.ly/2quwcyj
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opaque procedures among other issues.140 The Supreme Court upheld Section 69A and the Blocking
Rules,141 saying safeguards were adequate, narrowly constructed, and constitutional.142 But the court
read the Blocking Rules to include both the right to be heard and the right to appeal. Blocking
orders must now provide a written explanation, allowing them to be challenged by writ petition, and
allow for reasonable efforts to contact the originator of the content for a pre-decisional hearing.143
However, the rules continue to require that the orders and actions based on them be kept
confidential;144 it is difficult to know the extent of compliance with the judgment.
In October 2016, the government reported blocking a total of 1377 URLs on social media sites since
2013 under Section 69A145 and 1670 social media URLs in compliance with court orders.146 In most
cases, there is no information about the content targeted through these orders.
However, at least some blocks issued in the past year were disproportionate. In January 2017, for
example, several ISPs blocked Streamable, an online service used by publishers and bloggers to
embed video on their own sites.147 One block page cited directions received from the Department
of Telecommunications, but the reason was unclear. The restriction did not affect specific content,
but would prevent anyone from using the service to share video within India, cutting off a potential
revenue source for content professionals.
Judges sought to improve the framework for blocking content under copyright injunctions in 2016,
but broad restrictions continued to be observed in 2017. Since 2011, courts have blocked content
relating to copyright violations through broad John Doe orders, which can be issued preemptively
and do not name a defendant.148 ISPs have occasionally implemented such orders by blocking
entire websites instead of individual URLs, irrespective of whether the websites were hosting pirated
material.149 The judiciary has noted that John Doe orders can lead to overblocking,150 and activists
have called for greater transparency.151
In July 2016, a ruling by the Bombay High Court laid down rules for seeking John Doe orders,
limiting blocks to URLs, not entire domains, and allowing all affected content to be unblocked after
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21 days if a court order is not obtained.152 The Court also dictated an unambiguous block message
and suggested the appointment of an independent ombudsman to oversee implementation.153
Observers hailed this as a progressive and nuanced approach.154 But the ruling did not resolve
the issue.155 The same month, the Delhi High Court separately ruled that John Doe orders could
continue to be used to block websites completely if more than one page on the site was identified
as a potential source of copyright violations. Seventy-three websites were involved in that judgment,
not because they were proven to violate copyright, but because the plaintiff had pre-emptively
identified them as possible violators of exclusive broadcast rights to cricket matches dating from
2014.156 Other John Doe orders continued to be issued,157 and legitimate content continued to be
affected, including the entire Internet Archive, a nonprofit digital library that was blocked in August
2017, apparently under a John Doe order.158
The IT Act and the Indian Penal Code prohibit the production and transmission of “obscene
material,”159 but there is no specific law against viewing pornography in India, except child
pornography, which is prohibited under the IT Act (see Legal Environment).160 Extreme child sexual
abuse is blocked based on guidance from INTERPOL,161 but other content restrictions threaten
content that has not been found to break the law. The government ordered blocks on more than
220 websites advertising escort services during the reporting period,162 allegedly for promoting
prostitution, though it was not clear that any of the sites were under criminal investigation, and
officials acknowledged that blocking sites was not an effective way to “solve the problem once and
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for all.”163 In the case of Kamlesh Vaswani v. Union of India, the petitioner asked the Supreme Court
to direct the government to block all online pornography.164 A judgement had not been issued
in mid-2017, but the government has informed the Supreme Court that it is not feasible to block
pornography entirely and that doing so would violate the constitution.165

Content Removal
Improvements to the framework for intermediary liability mean that less political and social content
is subject to removal than in the past. However, takedowns and private censorship by companies
still caused concern during the reporting period.
An interim order by the Supreme Court had implications for content removal by private companies.
In late 2016, the Court ordered search engines operated by Google, Microsoft and Yahoo to
“auto-block” advertisements offering services to determine the sex of a child before birth, which
contravene a law passed in 1994 in an attempt to stop female feticide. The ruling went further
than delisting specific content, asking search engines to block results for specific search terms, and
ordering the creation of a nodal agency to oversee the process.166 Critics fear the rulings would
restrict related information and breach the Shreya Singhal judgment.167
A 2008 IT Act amendment protected technology companies from legal liability for content posted to
their platforms by others, with reasonable exceptions to prevent criminal acts or privacy violations.168
Intermediaries Guidelines issued in 2011 under Section 79 of the IT Act required intermediaries
to remove access to certain content within 36 hours of a user complaint.169 The government later
clarified this rule.170 In Shreya Singhal v. Union of India, the Supreme Court read down Section 79 and
the intermediary guidelines, and companies are no longer required to act on user complaints. Court
and government takedown orders, furthermore, are only legitimate if they fall within the reasonable
restrictions provided for under Article 19(2) of the constitution. Unlawful content beyond the ambit
of Article 19(2) cannot be restricted.171
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Based on the ruling, Facebook said it would require more formal notifications to restrict content.172
It restricted 719 items between July and December 2016, citing legal requests from the central
government and local law enforcement agencies,173 down from 14,971 items during the equivalent
period in 2015.174
Content removal based on alleged violations of Facebook’s community standards still attracted
controversy, however, particularly content posted amid protests surrounding the death of a
militant in the Kashmir region (see Restrictions on Connectivity).175 In July 2016, Jajeer Talkies, a
popular Kashmir-based page that publishes satirical content, was temporarily disabled. Three page
administrators also had their profiles disabled, making it harder for them to appeal the action.176 A
news video published by a local daily was also removed. Facebook said it removes content about
terrorism that does not clearly condemn terrorist organizations or their activities,177 but several
academics and journalists were among those temporarily suspended from posting after sharing
information about the ongoing crisis.178
Other international companies reported receiving a high number of requests to remove content
from Indian courts or government representatives. Google reported receiving 243 content removal
requests affecting 543 items between January and June 2016, and said it complied with 35 percent
of requests based on court orders and 11 percent from government agencies and law enforcement.
The reason most commonly cited for the request was defamation.179 Twitter received 97 requests for
content removal from July to December 2016, of which 1 was court ordered and 96 were from police
or government agencies, but said it did not comply.180
News reports published in 2017 said that some online video companies were selectively blurring
or removing content for Indian audiences. Most examples were explicit, but a scene depicting a
cow carcass was also deleted before one show was aired on Amazon Prime.181 Cows have particular
status in Hindu mythology (see Digital Activism). There is no legal requirement to remove this
content, since the Cinematograph Act, which regulates broadcasts in movie theaters and on
television, does not apply online,182 and the Ministry of Information and Broadcasting has explicitly
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said it has no plans to censor online media.183 Yet companies such as Netflix, Amazon Prime, Google
Play and Apple have streamed censored versions of films within India,184 while hosting uncensored
versions elsewhere.185 Company policies supporting this practice are unclear and implementation
has been irregular, apparently targeting content that is more likely to appeal to Indian audiences
instead of applying consistent standards across the board. Amazon said that it censored content
that it perceived to be “culturally sensitive” on Prime.186
Intermediaries can separately be held liable for infringing the Copyright Act 1957,187 under the law
and licensing agreements.188 The Shreya Singhal decision has had no impact on the legal framework
on intermediary liability for copyright infringement. A 2012 amendment limited liability for
intermediaries such as search engines that link users to material copied illegally, but mandated that
they disable public access for 21 days within 36 hours of receiving written notice from the copyright
holder, pending a court order to remove the link.189 Rules clarifying the amendment in 2013 gave
intermediaries power to assess the legitimacy of the notice from the copyright holder and refuse to
comply.190 However, critics said the language was vague.191

Media, Diversity, and Content Manipulation
Online media content is diverse and lively. The internet has given a voice to people in remote
areas, helping them become a part of the public discourse. The Delhi-based company Gram Vaani
operates a Mobile Vaani initiative, using an interactive voice response (IVR) system to disseminate
reports by mobile phone users to different audiences and stakeholders. It enables over 80,000
households across 12 states to create their own media.192 Some citizens have also turned to digital
tools to escape the partisan traditional news media environment. During the reporting period,
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residents of Tamil Nadu found ways to counter news outlets controlled by major political parties by
sharing satire on Facebook and WhatsApp.193
In general, self-censorship is not widespread. Internet users in conflict regions may sometimes
avoid addressing sensitive political or religious issues but other journalists and activists report freely.
During the ongoing conflict in Kashmir Valley, traditional news outlets even chose to go entirely
online in order to cut costs and maintain jobs, a development which heightens the potential threat
to freedom of information posed by the state’s frequent internet shutdowns (see Restrictions on
Connectivity).194
Demonetization of currency notes in small denominations in November 2016 decreased cash flow
across the economy (see Availability and Ease of Access). Analysts said the move had a positive
impact on information surrounding elections in the state of Goa by significantly reducing the use
of cash bribes for positive news coverage. Instead, candidates campaigned vociferously on social
media, helping newer parties without significant financial support.195 The same policy had a less
positive effect on internet freedom in Indore, a city of 2 million people in Madhya Pradesh. In an
unprecedented move, the District Magistrate issued an order under Section 144 of the Code of
Criminal Procedure banning any criticism of the demonetization policy on social media considered
to be “objectionable” or cause “incitement.”196 There was no information available about the impact
of this order, but at least two residents of Madhya Pradesh were detained in relation to digital
speech about demonetization (see Prosecutions and Detentions for Online Activity).
Politicians in India have embraced social media, often announcing major policies directly on
platforms like Twitter.197 The prime minister is the most followed politician on Twitter in the
world after U.S. President Donald Trump,198 and has developed his own application, NMApp, to
communicate with followers.199 Critics say this helps him avoid engaging directly with journalists who
might challenge controversial policies.200
Government employees are encouraged to use social media, but the prime minister warned them
not to use social media to promote themselves.201 A proposal to amend a public service code of
conduct to include the online behavior of government employees was floated in July 2016.202
While the internet serves as a tool of empowerment for many Indians, however, some trends caused
concern in the past year, including allegations of politicized content manipulation. Aggressive online
commentators who self-identify as Hindu nationalists routinely abuse their opponents; however,
research published during the reporting period said employees of the ruling BJP party orchestrated
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some of the activity, including threats and abuse targeting women and journalists, in order to create
a hostile online environment for people criticizing the government and its leaders.203
BJP politicians have been accused of paying specialized companies to artificially boost their
popularity on social media since they were in the opposition in 2013,204 and some party
representatives were reported to have paid citizens to post messages of support before their
successful 2014 election.205 Rival parties have likewise been accused of secretly sponsoring online
support.206 While trolling that appears to align with the BJP agenda has continued under the BJP
administration, there is no evidence that government actors are directly involved. Rather, officials’
tacit support of online abuse—evidenced, for example, by the prime minister following known troll
accounts on Twitter—contribute to a climate where people who are perceived to oppose popular
discourse face intimidation, even while robust political debate continues in many online forums.
Online harassment remained widespread during the reporting period (see Digital Activism and
Intimidation and Violence).
Initiatives to monitor social media use are periodically reported, and some in the past year involved
incidents of violence shared using live video streaming tools.207 The government accused militants
of using Facebook Live to instigate violent anti-state activity in the Kashmir Valley,208 and was
formulating a social media policy to monitor antinational propaganda and curb malicious rumors in
2017 with particular reference to the situation in Jammu and Kashmir.209 Some violent and disturbing
events were certainly streamed in that region and beyond. A student in Mumbai took his own life
while broadcasting on Facebook.210 At the same time, however, protestors also used social media to
report on human rights violations by security forces in Kashmir.211 Facebook’s own attempts to limit
terrorist content were subject to criticism for failing to adequately distinguish between those who
supported violence and those who simply shared information about it (see Content Removal).212

TCA Srinivasa Raghavan, “Mr Modi’s warrior trolls,” The Hoot, January 02, 2017, http://www.thehoot.org/research/books/
mr-modis-warrior-trolls-9877

203

Kunal Pradhan, “Election #2014: As Cyber War Rooms Get Battle Ready, BJP and Congress are Reaching Out to a New
Constituency Spread Across Social Media”, India Today, February 8, 2013, http://bit.ly/16DM9Rv

204

K Kohlil, “Congress vs BJP: The curious case of trolls and politics,” Times of India, October 11, 2013, http://timesofindia.
indiatimes.com/india/Congress‐vs‐BJP‐The‐ curious‐case‐of‐trolls‐and‐politics/articleshow/23970818.cms.

205

“Operation Blue Virus: Complete Story”, Cobrapost, November 28, 2013, http://www.cobrapost.com/index.php/newsdetail?nid=4026&cid=23; K Kohlil, “Congress vs BJP: The curious case of trolls and politics,” Times of India, October 11, 2013,
http://bit.ly/2z4YWVm

206

207 Arpita Biswas, “How (not) to get away with murder: Reviewing Facebook’s live streaming guidelines”, CCG-NLUD Blog,
April 21, 2017, https://ccgnludelhi.wordpress.com/2017/04/21/how-not-to-get-away-with-murder-reviewing-facebooks-livestreaming-guidelines/.

Jeff Joseph Paul Kadicheeni, “Facebook Live adds fuel to fire in Kashmir,” The Hoot, April 19, 2017, http://bit.ly/2iS8LPG;
Inzamam Qadri, “Streaming violence on Facebook Live is the new standard of proof in Kashmir,” The Scroll, April 18, 2016,
https://scroll.in/magazine/834830/streaming-violence-on-facebook-live-is-the-new-standard-of-proof-in-kashmir.

208

209

PTI, “Government plans a new social media policy to check anti-India activities”, ET Tech, June 23, 2017, http://bit.ly/2lCRZoW.

Adrija Bose, “A 24-Year-Old Live Streamed His Suicide on Facebook Before Jumping From His Hotel Room In Mumbai,”
Huffpost, April 04, 2017, http://www.huffingtonpost.in/2017/04/04/a-24-year-old-live-streamed-his-suicide-on-facebookbefore-jumpi_a_22024719/.

210

Inzamam Qadri, “Streaming violence on Facebook Live is the new standard of proof in Kashmir”, Scroll, April 18, 2017,
https://scroll.in/magazine/834830/streaming-violence-on-facebook-live-is-the-new-standard-of-proof-in-kashmir; Abhishek
Saha, “’Scared of camera’: Kashmir internet shutdowns seen as an attempt to choke voices, HT, April 30, 2017, http://bit.
ly/2opu1ul.

211

212 Parul Sharma, “Indian Response to Online Extremism”, CCG-NLUD Blog, October 27, 2016, https://ccgnludelhi.wordpress.
com/2016/10/27/indian-response-to-online-extremism/.

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

INDIA

Digital Activism
Digital activism is popular and has resulted in some proven successes on the national scale in the
past. Through various campaigns and groups used social media in the reporting period there were
no widespread effect.
Some groups successfully leveraged social media to draw national attention to local protests during
the reporting period. In August 2016, for example, a video documenting abuse of Dalits in a district
of Gujarat launched major protests against discrimination. Dalits are marginalized in the traditional
Hindu caste system. With the rise of nationalist politics, vigilante groups characterizing themselves
as gau rakshaks (cow protectors) have attacked Dalits and other minorities that consume or handle
beef.213 The assailants circulated a video of an attack targeting eight members of a Dalit community
who skin cattle for a living as a warning, but protesters used it to ensure national media covered
the incident, and subsequently organized demonstrations and a strike using social media and
communication apps.214 However, few changes resulted.215

Violations of User Rights
Several arrests for online speech were reported during the coverage period, including for content
distributed on WhatsApp and Facebook. Attacks and social sanctions were also reported in reprisal for
online information and commentary. In a positive development, the Supreme Court issued a landmark
privacy ruling.

Legal Environment
The Constitution of India grants citizens the fundamental right to freedom of speech and
expression,216 including the right to gather information and exchange thoughts within and outside
India.217 Press freedom has been read into the freedom of speech and expression.218 These freedoms
are subject to certain restrictions in the interests of state security, friendly relations with foreign
states, public order, decency and morality, contempt of court, defamation, incitement to an offense,
and the sovereignty and integrity of India. However, these restrictions may only be imposed under a
law, not by executive action.219 The right to privacy has been read into the right to life guaranteed by
Article 21 of the constitution.220 The Supreme Court in a landmark ruling issued outside the coverage
period of this report recognized privacy as fundamental right which is protected as intrinsic part of
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other rights including right to life, liberty and freedom of expression (see Surveillance, Privacy, and
Anonymity).221
The Indian Penal Code (IPC) criminalizes several kinds of speech, and applies to online content.
Individuals could be punished with between two and seven years in prison for speech that is
found to be seditious,222 obscene,223 defamatory,224 “promoting enmity between different groups
on ground of religion, race, place of birth, residence, language,”225 committing acts “prejudicial to
maintenance of harmony,”226 or consisting of statements, rumors, or reports that may cause fear,
alarm, disturb public tranquility, or promote enmity or ill will.227 Internet users are also subject to
criminal punishment under the Official Secrets Act for wrongful communication of information that
may have an adverse effect on the sovereignty and integrity of India.228
The IT Act criminalizes certain online activity such as the creation, transmission or browsing of child
pornography.229 Section 67 bans the publication or transmission of obscene or sexually explicit
content in electronic form, and Section 66D punishes the use of computer resources to impersonate
someone else to commit fraud.
Section 66A, a particularly problematic provision, was struck down by the Supreme Court in 2015.
The provision criminalized information causing “annoyance,” “inconvenience,” or “danger,” among
other ill-defined categories and lead to several arrests for social media posts from 2012 through
early 2015. The court in the Shreya Singhal judgment230 affirmed that freedom of speech online is
equal to freedom of speech offline, and held that Section 66A went beyond reasonable restrictions
on that freedom specified in Article 19(2) of the constitution.231 Outstanding prosecutions under the
section were dropped,232 but similar complaints continue to be registered under Sections 67, 66D, or
the IPC (see Prosecutions and Detentions for Online Activities).
A 2016 Supreme Court judgment upheld laws criminalizing defamation (Sections 499 and 500 of the
IPC and Section 119 of the Code of Criminal Procedure) as consistent with the Indian Constitution.233
The sections have been used against online speech in the past.234
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Prosecutions and Detentions for Online Activities
More than 20 criminal complaints involving online content were filed during this coverage period,
and over a dozen people were detained for sharing content that was considered political or religious
actors considered insulting or misrepresentative. This continued the trend described in 2016; before
that, the number of detentions fell off slightly following the Supreme Court’s Shreya Singhal ruling
on the IT Act (see Legal Environment). However, no convictions were documented in the reporting
period.
In one notable case, Taufiq Ahmed Bhatt, a Kashmiri student in Bhilai, Chhattisgarh was arrested on
charges of sedition in August 2016, for sharing and responding to “anti-India” posts on social media,
including an image representing India as a mouse being swept away by a broom.235 He was in
custody until at least October 2016.236 No information was available regarding his case in mid-2017.
In November 2016, Justice Rajiv Sahai Endlaw of the Delhi High Court held that social media group
administrators cannot be held liable for content shared by group members,237 an issue that lead to
a number of arrests last year.238 In April 2017, however, a District Magistrate and a local police chief
in Uttar Pradesh jointly warned that group administrators on social media or messaging apps would
be subject to criminal complaints if inaccurate content was shared within the group,239 causing
confusion on the issue of liability.240 Officials in Bhagalpur district in Bihar issued a similar warning.241
In May 2017, police in Karnataka detained Krishna Sanna Thamma Naik, the administrator of a
WhatsApp group, after a member of a group shared an image of Prime Minister Narendra Modi
that news reports described as “obscene.” The member responsible was also detained; both were
released on bail.242
Several other cases prompted detentions, including the following examples:
•

In September 2016, 32-year-old Tarak Biswas from Kolkata was detained under several
Sections of the IT Act for posting objectionable content and insulting religious feelings on
Facebook. Biswas describes himself as an atheist and frequently criticizes religion.243

•

In October 2016, police in Karnataka detained three men for posting a video that allegedly
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depicted residents and leaders from neighboring Tamil Nadu in a bad light. The states were
involved in a dispute over the distribution of water from a local river.244
•

In November 2016, police in Madhya Pradesh detained 19-year-old student Abhishek
Mishra under Section 469 of the IPC and Section 66C of the IT Act, which pertain to
forgery and identity theft, for posting about a demonetization policy intended to combat
corruption (see Media, Diversity, and Content Manipulation). The post included a photo of
police seizing money from a local BJP leader, but police alleged that Mishra had deliberately
misidentified the leader as the Madhya Pradesh chief minister.245 In a separate case the
same month, 25-year-old BJP party worker Aslam Khan, who expressed dissatisfaction with
the demonetization policy, was detained under Section 505(2) of the IPC in the same state’s
Morena district. He had allegedly posted a photograph of Prime Minister Narendra Modi in
a WhatsApp group that was considered insulting because it had been altered to show him
wearing a garland of shoes.246

•

In March 2017, at least five people were detained in different parts of Uttar Pradesh for
posting “objectionable” content about newly-appointed Chief Minister Yogi Adityanath on
social media.247 The reports did not elaborate on the nature of the content involved.

•

In April 2017, police in Hyderabad detained satirist Inturi Ravikiran for making derogatory
remarks about the Andhra Pradesh Assembly and its members.248

Surveillance, Privacy, and Anonymity
An important Supreme Court ruling, issued after the reporting period, recognized privacy as a
fundamental right.249 A draft privacy bill had been pending for many years,250 and the government
recently constituted a committee to frame a data protection framework.251
The 2017 Supreme Court ruling came in the context of the Aadhaar scheme, a unique identification
project creating a database of citizens’ biometric and other data. The government has required
Aadhaar enrollment for the provision of multiple public services.252 The scheme raised concerns
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regarding data privacy, security, and usage.253 In 2017, it was reported that millions of Aadhaar
records have been treated as publicly shareable data by different government departments.254 A
national government-administered rural employment scheme was among several initiatives or
agencies reported to have accidentally revealed Aadhaar numbers.255
There is limited opportunity for anonymity on the internet in India. Prepaid and postpaid mobile
customers have their identification verified before connections are activated.256 There is a legal
requirement to submit identification at cybercafes,257 and while subscribing to internet connections.
The effective implementation of privacy rights remains a significant issue. Communications
surveillance may be conducted under the Telegraph Act,258 as well as the IT Act,259 to protect defense,
national security, sovereignty, friendly relations with foreign states, public order, and to prevent
incitement to a cognizable offense. Section 69 of the IT Act appears to add another broad category,
allowing surveillance for “the investigation of any offence.”260
The home secretary at the central or state level issues interception orders based on procedural
safeguards established by the Supreme Court and rules under the Telegraph Act.261 These
are reviewed by a committee of government officials of a certain rank, and carried out by
intermediaries.262 A similar framework applies to the IT Act.263 Interception orders, which are not
reviewed by a court, are limited to 60 days, renewable for up to 180 days.264 In emergencies, phone
tapping may take place for up to 72 hours without clearance; records must be destroyed if the home
secretary subsequently denies permission.265
Eight separate intelligence bodies are authorized to issue surveillance orders to service providers
under these circumstances.266 Around 7,500 to 9,000 telephone interception orders are issued by the
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central government alone each month, according to a 2014 report citing information revealed in a
right to information request.267
Online intermediaries are required by law to “intercept, monitor, or decrypt” or otherwise provide
user information to officials.268 The Telegraph Act levies civil penalties or license revocation for
noncompliance269 and the IT Act carries a possible seven-year jail term.270 Unlawful interception is
punishable by just three years’ imprisonment.271
Some improvements to the framework have been made. On January 2, 2014, the government
issued “Standard Operating Procedures (SOP) for Lawful Interception and Monitoring of Telecom
Service Providers,” which were viewed by journalists but not publicly available.272 The procedures
restricted interception to a service provider’s “chief nodal officer,” and mandated that interception
orders be in writing.273 Rules issued in 2011 under the IT Act increased protection of personal data
handled by companies.274 However, they do not apply to the government; critics say they create a
burden on multinational companies, particularly in the context of the outsourcing industry.275
These improvements failed to address the framework’s inconsistencies. In 2012, a governmentappointed group of experts said the Telegraph and the IT Acts are inconsistent with regard to
“permitted grounds,” “type of interception,” “granularity of information that can be intercepted,” the
degree of assistance from service providers, and the “destruction and retention” of “intercepted
material.” These differences, it concluded, “have created an unclear regulatory regime that is nontransparent, prone to misuse, and that does not provide remedy for aggrieved individuals.”276
License agreements require service providers to guarantee the designated security agency or
licensor remote access to information for monitoring;277 ensure that their equipment contains
necessary software and hardware for centralized interception and monitoring; and provide the
geographical location, such as the nearest Base Transceiver Station, of any subscriber at a given
point in time.278 Under a 2011 Equipment Security Agreement that did not appear on the DoT
website, telecom operators were separately told to develop the capacity to pinpoint any customer’s
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physical location within 50 meters.279 “Customers specified by security agencies” were prioritized
for location monitoring, with “all customers, irrespective of whether they are the subject of legal
intercept or not,” to be monitored by June 2014.280 The agreement remains effective, though
various GSM operators lobbied for the clause to be removed from the license agreement because
of compliance issues.281In 2014, an amendment to licensing conditions mandated government
testing for all telecom equipment prior to use, effective in 2015.282 Cybercafe owners are required to
photograph their customers, arrange computer screens in plain sight, keep copies of client IDs and
their browsing histories for one year, and forward this data to the government each month.283
ISPs setting up cable landing stations are required to install infrastructure for surveillance and
keyword scanning of all traffic passing through each gateway.284 The ISP license bars internet
providers from deploying bulk encryption; restricts the level of encryption for individuals, groups
or organizations to a key length of 40 bits;285 and mandates prior approval from the DoT or a
designated officer to install encryption equipment.286
The government also seeks user information from international web-based platforms. Google
reported that the government made 3,449 user data requests and 6,393 requests to access accounts
between July and December 2016. Google made disclosures in 57 percent of the cases.287 The
government requested access to 8,221 Facebook accounts between January and June 2016 and
data was produced by Facebook in 53 percent of cases.288 The government made 168 account
information requests to Twitter between June and December 2016, the highest by any government
so far; Twitter said it produced data in 23 percent of cases.289
Besides retrieving data from intermediaries, the government’s own surveillance equipment

Amendment to the Unified Access Service License Agreement for security related concerns or expansion of Telecom
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is becoming more sophisticated. The Central Monitoring System (CMS) allows government
agencies to intercept any online activities directly, including phone calls, text messages, and VoIP
communication, using Lawful Intercept and Monitoring (LIM) systems on intermediary premises.290 In
May 2016, the Minister for Communications and IT stated that the monitoring centers were already
operational in Delhi and Mumbai.291 More centers were due to be rolled out across the country, but
no updates were available in mid-2017.
MeitY officials indicated that security agencies could access messaging services such as WhatsApp
in 2017, though they are unable to view encrypted content. In response to a question in the Lower
House of Parliament, the Minister of State for Information Technology stated that “security agencies
are able to intercept these encrypted communication services through the lawful interception
facilities provided by the Telecom Service Providers, but they are not able to decrypt some of
encrypted intercepted communication to readable format.”292
Law enforcement agencies may proactively monitor social media for signs of wrongdoing, although
the legal grounds for doing so is unclear. In March 2017, the Minister of State for Electronics
and Information Technology said that “social Networking sites hosted anywhere in the world are
monitored by the law enforcement agencies.”293

Intimidation and Violence
Internet users were attacked and subject to social sanctions in reprisal for online speech during the
coverage period. In September 2016, a 22-year-old student in Bengaluru was assaulted for social
media posts in which he criticized Kannada celebrities involved in a water dispute between Tamil
Nadu and Karnataka; another social media user had been separately arrested for offending the Tamil
Nadu side of the dispute (see Prosecutions and Detentions for Online Activities).294
In May 2017, Sunil Waghmar, a Dalit professor, was beaten by a mob for forwarding a message that
appeared to make light of a religious festival to a WhatsApp group of fellow professors. He was
suspended from his job for misconduct, and police arrested him for the same message while he was
still badly injured.295
Women, journalists, and political activists report frequent trolling and violent threats in response
to their online posts.296 In July 2016, Minister of Women and Child Development, Maneka Gandhi,
invited women facing harassment to report it to her directly by email after a journalist reported that
Melody Party, “India: Digital freedom under threat? Surveillance, privacy and government’s access to individuals’ online
data”, November 21, 2013, http://www.indexoncensorship.org/2013/11/india-online-report-freedom-expression-digitalfreedom-3/.

290

Government setting up centralised monitoring system for lawful interception: Ravi Shankar Prasad, The Economic Times,
May 4 2016, http://articles.economictimes.indiatimes.com/2016-05-04/news/72832003_1_centralised-monitoring-system-rmcravi-shankar-prasad.

291

Lok Sabha, Question No. 1084, Ministry of Electronic and Information Technology, February 8, 2017,
http://164.100.47.190/loksabhaquestions/annex/11/AU1084.pdf.

292

Lok Sabha, Question No. 4468, Ministry of Electronic and Information Technology, March 29, 2017, http://164.100.47.190/
loksabhaquestions/annex/11/AU4468.pdf.

293

294 Express Web Desk, “Cauvery water dispute: Student beaten up for posting derogatory remarks on Kannada film
stars’ protest,” Indian Express, Septemebr 12, 2016, http://bit.ly/2xKSnDr.

295 Varsha Tolgarkar, “Dalit Professor Beaten, Suspended for WhatsApp Forward Says College Always Wanted to Sack Him”,
The Wire, May 02, 2017, https://thewire.in/130999/dalit-professor-whatsapp/.

Prasanto K Roy, “Why online harassment goes unpunished in India,” BBC, July 17, 2015, http://www.bbc.com/news/worldasia-india-33532706.

296

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

INDIA
one abusive post appeared to come from a popular singer.297 The government is also developing an
app in response to the problem,298 but women continued to be silenced as a result of the behavior
in the past year. Gurmehar Kaur, a 20-year-old student of Lady Sri Ram College, New Delhi, was
subject to threats of rape and murder after she criticized a hardline right-wing student group in an
online video in February 2017.299 She withdrew from a related protest campaign as a result of the
harassment.300
One sample survey of 100 women published during the coverage period found that most had faced
severe online harassment but were hesitant to report them, even if they knew it was an option.301 A
separate sample survey of 500 respondents made up of 97 percent women found that nearly 60
percent had faced online harassment, sometimes including violent threats.302

Technical Attacks
Indian Computer Emergency Response Team (CERT-In) reported a total of 3,347 websites hacks in
2016.303 Almost 200 central and state government sites were affected, including the site of Union
Ministry of Home Affairs.304 CERT-In issues periodic advisories, and the government updates a Crisis
Management Plan for central and state governments to respond to cybercrime on an annual basis.305
However, attacks to suppress online speech are not known to be widespread; most had economic
motives, according to the National Crime Records Bureau.306
A hacker group calling itself Legion hacked into email and twitter accounts operated by high profile
Indians, including two journalists, in December 2016, but without an obvious political agenda.307
A Congress Party leader and a liquor baron were also targeted, and the hacker claimed to have
email addresses and passwords for more than 74,000 chartered accountants.308 Citizens also had
their personal data exposed following technical attacks in the past year, including one reportedly
involving 3.2 million ATM debit cards issued by major banks.309
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Indonesia
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

11

10

Limits on Content (0-35)

14

15

Violations of User Rights (0-40)

19

22

TOTAL* ( 0-100 )

44

47

Population:

261.1 million

Internet Penetration 2016 (ITU):

25.4 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Internet access and speeds increased in 2017 (see Key Access Indicators).

•

Blocks on web content affected gay dating apps and websites with information related
to the West Papua region (see Blocking and Filtering).

•

Social media users were jailed for defamation, while amendments to the problematic
ITE law could make the situation worse (see Legal Environment and Prosecutions for
Online Content).

•

Religious activists intimidated and assaulted people they perceived to be challenging
Islam online (see Intimidation and Violence).

•

At least two civil society websites were disabled for weeks due to cyberattacks (see
Technical Attacks).
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Introduction
Internet freedom declined in 2017, even as access improved. The government introduced new measures to block content and punish online defamation, but failed to stem rampant manipulation and
intimidation along ethnic and religious lines.
With more than 100 million internet users, Indonesia could become the fourth largest online market
by 2020, according to a 2016 study by Google and Temasek.1 The internet has challenged the dominant role of traditional media, and has gradually been accepted as a reliable source of information.
But among the estimated 43,000 digital news outlets operating in 2017, many circulated content
of questionable standards. Some actors took advantage of the popularity of the internet and social
media to publish an unprecedented quantity of fake reports, many disguised to look like legitimate
news. Many of them sought to discredit ethnic and religious minorities.
The impact was alarming. The Christian governor of Jakarta, an ally of President Joko Widodo known
as Ahok, lost his bid for reelection and was subsequently imprisoned for blasphemy after a viral video that mischaracterized his comments about Islam launched massive protests. In what observers
described as “the Ahok effect,” religious activists traced people who questioned tenets of Islam or
reputed scholars on social media, and forced them to publish written apologies, sometimes violently.
But measures that were introduced to curb these negative effects only undermined internet freedom
further. A problematic Law on Information and Electronic Transactions (ITE) was amended to empower officials to directly block prohibited electronic information, reducing oversight over a framework that already lacks transparency. Rather than reforming the law’s defamation clause so that it
fit international standards, it was expanded. Several individuals were placed in pretrial detention for
lengthy periods as punishment for their online speech. A businessman was detained for privately
asking a Facebook Messenger correspondent to repay a debt in 2017. In two other cases, women
were held for several weeks each after being accused of defamation, and were only released after a
public outcry.

Obstacles to Access
While smartphone use is increasing, the total internet penetration in Indonesia remained under 30 percent. This low access rate is mainly due to the geographic conditions of the country, which consists of
17,000 islands and a population that is concentrated in the major islands, namely Java and Sumatra.

Availability and Ease of Access
Although internet penetration is steadily increasing, connectivity remains highly concentrated in
the western part of the archipelago, particularly on the island of Java. This trend continued in 2017,
despite the fact that infrastructure development in the underserved eastern part of the country is an
official priority.
Rising internet penetration is due to rapid growth in the number of mobile subscriptions. The low

1

Keusgen, Tony, “Indonesia, SE Asia’s digital powerhouse,” The Jakarta Post, September 8, 2016, http://bit.ly/2dhbgJa.
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number of fixed-line subscribers (see Key Access Indicators) is due to the lack of infrastructure,
which limits coverage and keeps the price of monthly subscriptions high.

Key Access Indicators
Internet penetration (ITU)

a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

2016

25.4%

2011

12.3%

2015

132%

2015

2016

2011

2017(Q1)

2016(Q1)

22.0%
149%
102%

7.2 Mbps

4.5 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Most users access the internet through mobile phones (95 percent), while only 13 percent rely on
personal computers, according to the Indonesia Association for Internet Providers (APJII).2 It’s common for mobile internet users to own multiple SIM cards and devices, as many shop around for
better signal quality and lower prices.3 Affordable devices are also available; phones with Android
operating systems start at US$30.
However, affordable prepaid mobile packages are not as readily available in underserved areas of
the country. Mobile internet users in Papua, Nusa Tenggara, and the Mollucan islands pay more for
the same amount of data than those in Java, due to market domination by Telkomsel.4 In April 2017,
Telkomsel’s website was hacked by an unknown group calling on the company to lower their data
prices.5 The attack received a positive response on social media, with many users expressing sympathy for the hackers’ demands.6 The company had already been forced to review prices for users in
Eastern Indonesia following an online petition in 2015.7 The MCI also committed to allocating Universal Service Obligation Funds to subsidize internet access in the eastern part of the country.8
Uneven costs exacerbate a significant digital divide. Over 70 percent of internet users are based
in urban areas, according to official 2015 statistics.9 In 2016, the APJII reported that the combined
number of internet users in the eastern provinces of Papua and Maluku amounted to 3 million,10 just
2.5 percent of the 133 million internet users nationwide. During the same period, 86 million users ac-

2

3

See, APJII and Puskakom UI, 2015, “Profil Pengguna Internet Indonesia 2014,” 20.

Redwing, “Indonesia’s Mobile Driven Telecoms Market,” http://redwing-asia.com/market-data/market-data-telecoms/.

4

Maria Yuniar Ardhiati, “Monopoli Bisnis Telekomunikasi Terjadi di Luar Jawa-Bali,” Katadata, June 20, 2016, http://bit.ly/2w1xraW.

6

“Website Telkomsel Diretas, Netizen: Terima Kasih Hacker” Liputan, April 28, 2017, http://bit.ly/2sqCpMe

“Sulit Diakses, Situs Telkomsel Diretas Berisi Protes Makian,” Tirto, April 27, 2017, http://bit.ly/2qNYJlR and “Telkomsel
Jelaskan Penyebab Situsnya Berhasil Diretas Hacker,” Tirto, April 28, 2017, http://bit.ly/2sqJPz6.
5

Nadine Freischlad, “Indonesians pressure the country’s largest telco to lower data cost,” Tech in Asia, July 28, 2015, http://
bit.ly/2sFoEc7.

7

8 http://bit.ly/2rAjI8T. Universal Service Obligation Fund is made up of a small percentage of the total annual revenues of
ICT companies operating in Indonesia. The fund is managed by a Commission on Badan Penyedia dan Pengelola Pembiayaan
Telekomunikasi (BP3TI). See http://bit.ly/2rAjI8T.
9

10

Central Statistic Bureau, 2015, Telecommunication Statistic in Indonesia 2015, 29, http://bit.ly/2xt9VDm.
Based on National Statistic Bureau demographic data, see http://bit.ly/2wmOdnR
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cessed the internet from Java, a 72 percent increase since 2014, according to APJII.11 In urban areas,
most shops and cafes, public libraries, and schools provide free Wi-Fi.
According to a 2016 survey by APJII, there are 63 million of women online, an increase from 44 million reported in the same survey carried out in 2014. However, women still account for less than 50
percent of total users. Reports from the Central Statistic Bureau have consistently shown slightly
fewer women accessing the internet than men.12

Restrictions on Connectivity
PT Telekomunikasi Indonesia Tbk, a partly state-owned company known as Telkom Indonesia, dominates the telecommunications market and is a major player in infrastructure development. Internet
infrastructure in Indonesia is otherwise decentralized, with several connections to the international
internet.13
Most base transceiver stations (BTS) and other telecommunications infrastructure are built by private
providers. In their 2017 annual report, Telkom Indonesia’s Telkomsel reported having 129,033 BTS
across the country in 2016.14 Indosat reported 54,212 BTS, up from 40,756 in 2015.15 The government
has sponsored development in less commercially viable areas. In 2016, for example, 92 out of a
projected 197 new BTS were established in Papua, Kalimantan, and East Nusa Tenggara.16 The MCI’s
Desa Broadband Terpadu project (formerly desa bordering) provides villages with internet connections in the most remote and disadvantages areas, including border regions.17
Since 1998, the government’s Palapa Ring Project has sought to develop seven small internet backbone “rings” to connect 33 provinces and 460 regencies.18 After years of delay due to underinvestment, in 2014 the government issued a presidential regulation redirecting Universal Service Obligation funds to support the plan.19 Telkom Indonesia connected Papua and other eastern areas with
the existing broadband network through the Moluccan Ring cable system,20 and launched the Sulawesi Maluku Papua Cable System (SMPCS) in 2015, an undersea fiber-optic cable that connects 34
million people formerly served by satellite connections with limited bandwidth.21 The development

APJII, 2016, Profil Pengguna Internet di Indonesia 2016, http://bit.ly/2nBl8xO. In the 2015 APJII survey, Papua, the
Mollucan Islands and East Nusa Tenggara were grouped as one area with 5.9 million users.

11

National Statistic Bureau, “Percentage of Population Aged 5 Years and Over Who Ever Accessing Internet in the Last 3
Months by Sex, 2010−2015, http://bit.ly/2wD1kl4.

12

Citizen Lab, “IGF 2013: An Overview of Indonesian Internet Infrastructure and Governance (Part 1 of 4),” October 25, 2013,
https://citizenlab.org/2013/10/igf-2013-an-overview-of-indonesian-internet-infrastructure-and-governance/.

13

Telkom Indonesia, 2016, Membangun Ekonomi Digital Indonesia: Laporan Tahunan, p17, accessible at http://bit.ly/2pt4fJ9;
Restanto, N, “2017, Telkomsel Fokus Perluasan dan Penambahan Kapasitas Jaringan, see http://bit.ly/2o8XaMv; http://tekno.
kompas.com/read/2016/11/25/14060017/2017.telkomsel.fokus.perluasan.dan.penambahan.kapasitas.jaringan.

14

15

See http://bit.ly/2o3mYrE

17

ICT white book 2016, 73, accessible at http://bit.ly/2rMoKxF

16
18
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ICT white book 2016, 74, accessible at http://bit.ly/2rMoKxF
Ministry of Communication and Information, http://bit.ly/2eP5765
The regulation can be accessed through http://bit.ly/2ganDI8.

Ardhi Suryadhi, “Tifatul Resmikan Pembangunan Palapa Ring Indonesia Timur,” detik inet, May 28, 2013, http://bit.ly/1eiA9qE.
See, Kementrian Komunikasi dan Informasi, “Palapa Ring Percepat Pembangunan KTI,” May 13, 2015, http://bit.ly/1laI8Pc.

20

Lintas Teknologi Indonesia, “Jokowi Resmikan Kabel Optik Bawah Laut Sulawesi-Maluku-Papua Rp 3,6 Triliun, “http://bit.
ly/1mU7eoz; “The President of the Republic of Indonesia inaugurates the Sulawesi Maluku Papua Cable System (SMPCS),” press
release, Jakarta Globe, http://jakartaglobe.beritasatu.com/press-release/president-republic-indonesia-inaugurates-sulawesimaluku-papua-cable-system-smpcs/.
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was further expedited in 2016 after another presidential regulation that classified it as national strategic infrastructure.22 The western and central parts of the project were launched under a public-private partnership in June 2016, 23 while the Eastern part was launched in March 2017, connecting 35
regencies in Papua, East Nusa Tenggara, and the Moluccan islands.
The first internet exchange point, the Indonesia Internet Exchange, was created by APJII to allow ISPs
to interconnect domestically.24 An independent internet exchange point, Open IXP, was launched in
2005,25 and starting in 2016 membership to the IXP was opened up to non-ISPs.26

ICT Market
Internet and mobile service is generally provided by large telecom companies, some with partial
state ownership.
In 2017, out of the total 500 telecommunication service licenses issued by the MCI, 312 companies
were registered with ISP licenses.27 The APJII has criticized high costs associated with obtaining an
ISP license under the Law on Post and Telecommunication.28
The fixed-line market is still in an early stage of development, with less than 2 percent penetration
in 2016 (see Availability and Ease of Access: Key Indicators). The lack of infrastructure requires ISPs
to invest heavily in development, so only major companies are able to compete. As a result, Telkom
Indonesia dominated the market in 2016.29
As the mobile market approached saturation in 2016, four providers served 90 percent of subscribers.30 Market leader Telkom Indonesia, operating as Telkomsel, reported 174 million mobile subscribers in 2016.31 Its closest rival Indosat Ooredo reported 86 million subscribers in the same period.32
Telkomsel and Indosat Ooredoo are 51 percent and 14 percent state-owned, respectively.33

The Presidential regulation, which contains 226 national strategic development projects, Prepres 3/2016 is accessible at
http://bit.ly/2ofrVx4 .

22

The central ring will connect Kalimantan, Sulawesi and North Molluca via a 2700 km undersea fiber optic cable. The west
package will connect Riau, Riau Island and Natuna via a 2000 km undersea fiber optic cable. See, “Palapa Ring undersea cable
projects to start this year,” The Jakarta Post, March 8, 2016, http://bit.ly/1RAQvBR; http://bit.ly/2vu427q; http://bit.ly/2w9Cvdx.

23

24 Alam, Johar, “Indonesia Internet Exchange,” http://www.iix.net.id/library/Iix_history.pdf, and See, http://inet.detik.com/read
/2011/12/15/155758/1792092/328/indonesia-internet-exchange-membuka-diri.

Robbie Mitchell, “IDSeries: An Open exchange: history of Indonesia’s IXP, APNIC, August 26, 2015, https://blog.apnic.
net/2015/08/26/an-open-exchange-history-of-indonesias-ixp/

25
26
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Apjii, “Rilis Media APJII 20th ANNIVERSARY,” https://apjii.or.id/content/read/17/204/Rilis-Media-APJII-20th-ANNIVERSARY
Jasa Telekomunikasi: http://bit.ly/2w5W5cf

Twelve ISPs were closed down by the government in 2012 after failing to produce the fee. See, “FPI dan APJII Gugat
Biaya Tinggi Usaha Telekomunikasi,” Jurnal Parlemen, January 17, 2014, http://bit.ly/1nYlxSW. In March 2015, the Indonesian
Constitutional Court upheld the law. See, Denny Mahardy, “Gugatan PNBP Ditolak MK, APJII Merasa Tak Masalah,” Liputan 6,
March 19, 2015, http://bit.ly/1Q28wXI.

28

see http://bit.ly/2iytQhs In 2016, a new license to offer fixed-line broadband service was given to Smartfren who operate
My Republic, see http://bit.ly/2wwfQe5

29
30

Indonesia Investment, “Telecom Sector Indonesia: saturated mobile phone market,” 24/6/2016, http://bit.ly/2oj1Ixf.

32

Hermansyah, Anang, Indosat Ooredoo net income soars 184.4 percent, the Jakartapost 16/3/2017 accessible at http://bit.ly/2oLnmcW
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Telkom Indonesia, above ; p22, 37 accessible at http://bit.ly/2pt4fJ9

Citizen Lab, “IGF 2013: An Overview of Indonesian Internet Infrastructure and Governance (Part 1 of 4),” October 25,
2013, https://citizenlab.org/2013/10/igf-2013-an-overview-of-indonesian-internet-infrastructure-and-governance/. Indosat
rebranded to Indosat Ooredoo in 2015. The Qatar Telecom (Qtel) , which operates as Ooredoo Asia Pte. Ltd, holds 65 percent
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In 2013 the CEO of one ISP, IM2, was jailed for eight years for selling bandwidth under a public frequency licensed only to its parent company, thereby avoiding a private tax rate.34 Both the MCI and
the APJII opposed the prosecution; an APJII representative estimated that 200 other ISPs were operating under the same business cooperation agreement.35

Regulatory Bodies
The Directorate General of Post and Telecommunication Resources and Directorate General for Informatics Application oversee internet services under the MCI. Their mandates include regulating the
allocation of frequencies for telecoms and data communications, satellite orbits, ISP licenses, and
overseeing private telecom providers. The latter also has some responsibility for content regulation.
In 2016, new Directorate Generals were appointed in an internal restructuring.36
In 2003, a more independent regulator, the Indonesia Telecommunication Regulatory Body (BRTI),
was established to oversee fair competition among telecommunications business entities, to resolve
industry conflicts, and to develop standards for service quality. However, the body lacks executive
power, and can only make recommendations. As a result, it fails to intervene in relevant fraud or corruption cases,37 and its effectiveness remains challenged.38 The appointment of the head of the MCI’s
Directorate General Post and Telecommunication as chair raised concerns over its independence;39
in 2016, following the MCI restructuring, both the BRTI chair and the vice chair represent the MCI.40
Otherwise, the composition of the 2015-2018 BRTI is fairly balanced, with members including three
government officials and six from civil society.41

34 Mariel Grazella, “IM2 Preparing Defense Ward Internet Doomsday,” The Jakarta Post, January 15, 2013, http://bit.ly/15CrmNm;
“Indosat Tempuh Kasasi dan Bawa Kasus IM2 ke Arbitrase Internasional,” Kompas, January 5, 2014, http://bit.ly/1n57Ct8.
35
36

Aditya Panji, “BRTI: ’Kiamat Internet’ di depan mata, Kompas tekno,” http://bit.ly/29MWeb0.
See http://bit.ly/2r0fZ3o

Examples include a high profile case of SMS fraud involving the PT Colibri Network CEO and the vice director of Telkomsel
Antara. See, “Kasus Pencurian Pulsa Mandeg, Ini Penyebabnya,” GresNews, March 12, 2014, http://bit.ly/1GsTmW4.
37
38

Amal Nur Ngazis and Agus Tri Haryanto, “Disorot, Regulator Telekomunikasi Tak Independen,” July 28, 2015, http://bit.ly/1NhjKKe.

40

See BRTI membership: http://bit.ly/2r0fZ3o

In November 2005, the MCI issued Ministerial Regulation no. 25/2005 justifying the appointment of a directorate general
representing the government to chair the body. See, Peraturan Menteri Komunikasi Dan Informatika, No. 25, November 2005,
http://bit.ly/1OTK79s; Badan Regulasi Telekomunikasi Indonesia, “Overview Tentang BRTI,” April 5, 2010, http://bit.ly/1cEejla
and Badan Regulasi Telekomunikasi Indonesia, “Fungsi dan Wewenang,” March 29, 2010, http://bit.ly/1hdI1ON.

39
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Reska K. Nistanto, “Ini Dia Nama-nama Anggota BRIT 2015-2018,” Kompas, May 20, 2015, http://bit.ly/1OipRy0.
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Limits on Content
More political and social content was blocked, including content about West Papua during a period
that saw large local rallies supporting an independence movement, and apps serving the LGBTI (lesbian, gay, bisexual, transgender, or intersex) community. Legal amendments strengthened the government’s power to censor content. Content manipulation and fake news spiked, especially around local
elections in Jakarta in 2017.

Blocking and Filtering
Online content is frequently blocked for violating laws or social norms, including political information, criticism of the majority religion, Islam, and websites serving the LGBTI community. Blocking
worsened in the past year with new restrictions on gay dating apps, and unacknowledged blocks on
information related to Papua and West Papua.
Several government agencies can restrict online content under the Information and Electronic Transactions Law (ITE Law), provided that limitations are in the public interest and intended to maintain
public order.42 A separate statute provides a legal framework to block content considered pornographic,43 while a 2014 decree issued under the ITE law expanded official powers to allow blocking of “negative content.”44 Amendments to ITE passed in November 2016 further strengthened the
legal foundation for blocking content, but failed to improve transparency, oversight, or the process
for appeal. (For more on the ITE law, see Legal Environment.)45
Under Article 40 of the amended law, the MCI may now prevent access to online information directly, or order ISPs to do so.46 The MCI had announced plans in 2015 to automate and potentially
centralize the blocking process, but updates regarding the new censorship system had yet to be
made during the coverage period.47 Separately, in May 2017, a presidential decree established a new
National Cyber and Encryption Agency, which operates under the Ministry of Politics, Law and Security.48 The agency has the authority to filter and monitor online content, adding to the list of institutions empowered to censor the internet.
Under the existing framework, the government compiles sites for ISPs to block in a database known
as Trust+ or Trust Positive. Operational since 2010, Trust Positive is managed directly by the ministerial office.49 The 2014 decree issued under the ITE law specified Trust Positive as the government’s
“blocking service provider.” Members of the public or website owners can file complaints to remove
a website’s URL address from the database, and complaints must be resolved within 24 hours. However, while all ISPs refer to Trust Positive, each can employ different software for blocking and thus
42

Law No. 11/2008, Article 40.

44

Article 7(1), “Permenkominfo 19/2014,” http://bit.ly/UZlkY5.

Civil society and cultural groups challenged the law before the Constitutional Court in 2009 for its narrow and obscure
definition of pornography and pornographic content, which includes LGBTI content and folk traditions which expose the female
form, such as the Jaipongan folk dance from West Java and Papuan traditional clothes; the Court upheld the law.

43

45

For details of the amended law, see, http://bit.ly/2qlwo1S.

“Revised ITE Law could hamper freedom of expression: Researcher,” Jakarta Post, October 31, 2016, http://www.
thejakartapost.com/news/2016/10/31/revised-ite-law-could-hamper-freedom-of-expression-researcher.html.

46

47 Dyta, “Kominfo Finalisasi DNS Nasional,” accessible at http://bit.ly/29XjqTM and http://bit.ly/2a9BCuu; Reska, N, Nistanto,
“DNS Nasional untuk Blokir Pornografi Sedang Diuji Coba,” Kompas, http://bit.ly/1LkcDw7.
48
49

Presidential decree, May 2017, http://bit.ly/2si0VSo

Trust Positif, website, http://trustpositif.kominfo.go.id/.
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may blacklist additional sites at their own discretion. Under Article 7 of the 2014 decree, “[members
of] society can participate in providing blocking facilities” which contain “at least” sites listed in the
Trust Positive database.50 This has increased the practice of arbitrary, inconsistent blocking, creating
uncertainty for users seeking redress when content is wrongfully blocked. Four multistakeholder
panels which the MCI established to respond to public outcry on these issues completed their terms
in 2015 and were not renewed.51
This framework makes it harder to establish what content is affected. In 2016, the MCI reported 773,097 sites blocked, up from 766,394 sites in 2015.52 Most involved pornographic content
(767,888), gambling (3,755), fraud and illegal trade (848), and content promoting radicalism.53
But political content is also subject to blocking. In 2017, the Internet Monitor at the Harvard University-based Berkman Center reported that “political sites focused on criticism of the government or of
Islam” were pervasively blocked.54 Separately, the global Open Observatory of Network Interference
(OONI) and the Sinar Project, a Malaysia-based civil society organization focused on digital rights in
Southeast Asia, tested website blocking in Indonesia between June 2016 and March 2017. The report
found 161 sites blocked, including “a blog expressing political criticism” and “multiple sites expressing criticism towards Islam.”55
Websites with information about the provinces of Papua and West Papua, where military forces have
been accused of violently suppressing a Papuan independence movement, were newly blocked
during the reporting period, including five in April 2017.56 Earlier, the news site Suara Papua became
inaccessible on some connections on October 30, 2016, and was completely blocked a few days
later.57 Suara Papua had covered human rights issues in the West Papua region, among other issues. The website was not notified of any blocking order, but in November, an official told a media
rights group that “suarapapua.com was blocked upon request by “a ministry/government institution
authorized to determine whether a website has violated the law.”58 The MCI openly reported new
blocks on 11 websites which contained support for religious radicalism and anti-ethnic sentiment in
November, but Suara Papua was not among them.59 Five of those websites were later unblocked after they revised content.60 Suara Papua became available again later in the coverage period, but was
separately subject to a disabling cyberattack in 2017 (see Technical Attacks).
One of the most common pretexts for blocking online information is pornography, and several information-sharing platforms have been entirely blocked by one or more ISPs based on explicit content shared by a small subset of users. For example, the Singapore-based streaming app Bigo Live
was blocked in December 2016 after users broadcast video containing nudity.61 The app became
available again one month later after the company agreed to remove content in cooperation

50

Article 7(1), “Permenkominfo 19/2014,” http://bit.ly/UZlkY5.

52

For the year 2015, see http://bit.ly/1PViOYA

51
53
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55
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For the decree which contains members of the four panels, see http://bit.ly/2shC3dd
Classification of the type of websites blocked in 2016, see http://bit.ly/2rObaKl
https://thenetmonitor.org/research/2017-global-internet-censorship/idn.
https://ooni.torproject.org/post/indonesia-internet-censorship/.

http://suarapapua.com/2017/04/18/blokir-lima-situs-di-papua-indonesia-dinilai-bungkam-ekspresi-maya-rakyat-papua/
““Kami Tidak Pernah Mendapat Pemberitahuan soal Pemblokiran”,” Tirto, http://bit.ly/2tfx1LG
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http://www.thejakartapost.com/news/2016/12/21/jakarta-keeps-strong-grip-on-papua-as-rallies-intensify.html.
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Kementerian Komunikasi dan Informatika, “Kemkominfo Buka Blokir Lima Situs Islam,” January 11, 2017, http://bit.ly/2rO2N19
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““Kami Tidak Pernah Mendapat Pemberitahuan soal Pemblokiran.””

“Bigo Live Diblokir, Ini Penjelasan Menkominfo,” Detik inet, http://bit.ly/2okM0o5
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with the MCI (see Content Removal). Reddit and Vimeo were blocked by different service providers
for the same reason in 2016, and remained partially affected during the reporting period.62 In another case, the MCI did not intervene when Telkom blocked Netflix in early 2016, declaring that the
company was operating illegally without proper licensing, and that it was exposing internet users to
violence and pornographic scenes prohibited by law.63 Netflix remained inaccessible on Telkomsel
connections pending an agreement to partner with Telkom subsidiaries.64
LGBTI-related content continued to be subject to blocking in the past year. In September 2016, the
MCI ordered service providers to block social networking apps serving the LGBTI community, including Grindr, Blued, and BoyAhoy. MCI spokesperson Noor Iza said the apps would be blocked for
promoting “sexual deviance,”65 and as many as 80 gay websites were being considered for a possible
ban in late 2016.66
After a proliferation of manipulated content online in 2016 and 2017 (see Media, Diversity, and Content Manipulation), the government implemented new blocks intended to combat fake news, hoaxes, and hate speech. The MCI reported blocking sites they characterized as designed to discredit
minority ethnicities, races, or religions. Separately, a police cybercrime unit reported having blocked
300 social media accounts and websites for disseminating fake news; the procedure involved was
not specified.67 While the threat to minorities was real, police were also cited using the term “hate
speech” to include hostile expression against public officials such as the president and the national
police chief.68

Content Removal
The MCI requires companies providing “over-the-top” (OTT) services to remove negative content
posted by users. That includes social media and communication apps, as well as other providers of
apps that rely on an internet connection, though implementation is mixed. In a new development,
the amended ITE law introduced a “right to be forgotten.”
Platforms that do not remove content risk being blocked entirely. In one example from the period
of coverage, the video-streaming service Bigo Live was blocked for a month until its owners agreed
to open a branch in Indonesia and recruit Indonesian staff to monitor and remove content that is
against Indonesian regulations (see Blocking and Filtering).69
Other platforms were threatened with similar outcomes as content manipulation targeting minority
groups spiked in 2017. At an event promoting religious guidelines on social media use for Muslims
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https://ooni.torproject.org/post/indonesia-internet-censorship/.
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Law No. 33/2009, requires movies screened for Indonesian audiences to pass through a censorship procedure. http://bit.ly/1VrnObk,.
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Abdul Qwi Bastian, Kominfo Blokir Aplikasi Grindr, Blued, dan BoyAhoy, Rappler 03/10/2016, accessible at http://bit.ly/2sus4lq
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See http://bit.ly/2wl807a

https://www.buzzfeed.com/lesterfeder/hundreds-of-millions-of-people-may-soon-be-blocked-from-usin?utm_term=.
vcMoYRpNN#.oq61pwvbb
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“Selama 2016, 300 Akun Medsos Penyebar Hoax Diblokir Polisi,” Detik News, December 31, 2016, http://bit.ly/2rciGz1.
Blocking individual accounts on social media is ineffective on encrypted connections using https.
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Mei Amelia R, Polri: 80 Persen Kejahatan Siber didominasi Ujaran Kebencian, Detik, 30/5/2017, accessible at http://bit.ly/2te4w0Z

The agreement was cited in a statement made by Noor Iza, acting chief of the MCI public relations bureau. See,
Vivanews,com http://bit.ly/2sLek6f.
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issued by the Ulema Council in June, the MCI reminded OTT service providers, particularly Facebook,
to remove ‘negative content’ online or face closure.70
An MCI circular letter issued in March 2016 had warned OTT providers to filter content (point 5.5.4)
and censor information transmitted on their services in accordance with existing laws and regulations (point 5.5.3).71 The warning targeted providers of games, videos, music, animation, images, and
other forms of content available via streaming and download, and said such providers must establish domestic business entities and allow legal interception for law enforcement purposes.72 Officials
said further regulations would follow, but none had been issued in mid-2017.73
The growing pressure on companies to police content has resulted in censorship of political and
social content, although the extent is difficult to assess. In one documented example of content affected in February 2016, the LINE messaging app removed emojis depicting LGBTI themes from its
Indonesian store at the MCI’s request.74
Amendments to the ITE law passed in November 2017 also have implications for content removal by
intermediaries. Article 26 established a “right to be forgotten” for Indonesian citizens along similar
lines to a 2014 decision by the Court of Justice of the European Union. Electronic system providers
will be required to delete irrelevant electronic information on request, but only when supported by a
court order. Further details were expected in subsequent regulations.75 In the EU, content in the public interest is exempt, but critics of the system say companies are more likely to take down content
than they are to dispute removal requests that could undermine free expression.76
Other content removal requests are periodically documented. Google reported 214 items requested
for removal between June and December 2016, a significant increase from the 76 items reported
between January and June 2016, and the 11 reported between June and December 2015.77 The company complied in 25% of cases.

Media, Diversity, and Content Manipulation
Fake news and content manipulation had a dramatic effect on the online information environment in
2017.
Media freedom has been improving since the beginning of the political transition in 1998, with
far less instances of government intervention. Interference from state agencies has significantly
declined.
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See http://bit.ly/2smzeID

MCI Circular letter no 3/2016, Point 5.5, http://bit.ly/2dhCS0x.

KK Advocates, “Guidance For Ott Service Providers In Indonesia Is Finally Issued,” April 11, 2016, http://www.kk-advocates.
com/site/guidance-for-ott-service-providers-in-indonesia-is-finally-issued/.
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Anton Hermansyah, “Govt calls on foreign OTT content providers to obey law,” The Jakarta Post, April 1, 2016, http://www.
thejakartapost.com/news/2016/04/01/govt-calls-on-foreign-ott-content-providers-to-obey-law.html;
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Associated Press, “Indonesia bans gay emoji and stickers from messaging apps,” The Guardian, http://bit.ly/240h1uO, as
well as http://bbc.in/1R9dJhP.
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com/government-removals/by-country/ID?hl=en.
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However, some trends are transforming and destabilizing the online news environment. A burgeoning digital media market has introduced thousands of unfamiliar outlets with variable standards,
eroding user trust in the quality of information available online. The Press Council said there were
about 43,000 media outlets actively operating online in 2017.78
In this environment, content manipulation reached unprecedented levels during 2016 and 2017.
Anonymous and pseudonymous social media accounts have circulated rumors and blackmail threats
in the past, particularly around the presidential election in 2014. The coverage period also saw a
spike in derogatory content about religious and ethnic minorities. Several examples were designed
to provoke distrust of Indonesia’s minority ethnic Chinese population by highlighting their supposed
economic advantages.
The content was often disguised to appear as a news article or manipulated to make the subject
appear to be attacking Islam. While many government officials espouse conservative religious views,
the content was not state sponsored, and actually served as a vehicle to challenge elected politicians.
The phenomenon was vividly illustrated during the 2017 Jakarta gubernatorial election, when protests sparked by online content contributed to the electoral loss and subsequent imprisonment of
the city’s first Christian, ethnic Chinese governor, Basuki Tjahaja Purnama, also known as Ahok.79 In
October 2016, a YouTube video which purported to document Ahok’s public statements defaming
Islam went viral. News reports said it had been incorrectly subtitled,80 but it became the basis of
widespread campaigns calling for his arrest.81 He lost the election in April 2017 and a panel of judges sentenced him to two years in prison in May, though prosecutors had recommended probation.82
Online content triggered other offline results in a trend characterized by a local advocacy group as
the “Ahok effect.”83 Right-wing religious activists organized online to harass and even attack individual internet users who they believed had offended them in social media comments (see Intimidation
and Harassment).
In an attempt to combat fake news online, the Press Council created a barcode designed to help
readers identify reliable media outlets. Outlets need to register with the Council and undergo further
verification before being issued with a barcode, which users could scan to view registration details.
The initiative got mixed reactions from journalists.84 Some feared it could be used to limit unregistered journalists from obtaining information and noted that it benefitted mainstream, professional
institutions, while potentially excluding competitors. As of mid-2017, 74 websites had been issued
with a barcode.85
Increasing concentration of media ownership across print, broadcast, and online outlets heightens
the potential impact of self-censorship, and undermines the diversity of viewpoints available for
consumers. The fact that some major media owners are actively involved in politics contributes to
Media reports about the 43,000 outlets cited Ratna Kamala, who chairs a commission for data collection and verification
at the Press Council. See, Okezone.com, 19/2/2017, accesible at http://bit.ly/2tinlkm; and http://dewanpers.or.id/perusahaan.
Freedom House confirmed the figure directly with a member of the Press Council.
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For a detailed chronology of Ahok’s case, see http://bit.ly/2wUky56
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increasingly partisan information landscape online. At the local level, many online news outlets have
become the extension of certain political parties, hampering their credibility and increasing the possibility of retaliatory criminal charges. Journalists from the West Papua region are also more likely to
self-censor and undergo economic constraints due to the ongoing conflict between the government
and indigenous independence movements.86
Online media also face unique challenges due to enforcement of the ITE Law, particularly the threat
of criminal sanctions in reprisal for information posted online. While it was unclear how many journalists faced such sanctions, the rapidly expanding online news market has resulted in several defamation suits. While the Press Council often intervenes to defend registered news outlets in criminal
cases, less than 10 percent of digital news outlets are registered with the council.87 This is in part
because many fall short of official requirements for establishing a media company, such as a legal
entity like a limited liability company, a cooperative, or a foundation.
Indonesia otherwise enjoys a thriving blogosphere. The rapid increase of a tech-savvy urban middle
class, fervent users of social media and communication apps, has fueled a diversity of applications
and platforms. Local blog and website-hosting services are either free or inexpensive, and social
media have provided an important alternative source of information. Tools to circumvent censorship
are subject to some restrictions, though many others remain accessible. In one 2017 test, three tools
offering virtual private network (VPN) services or anonymous browsing were subject to blocking.88

Digital Activism
With the urban middle class expanding, digital activism has become a popular form of organizing
support for social and political change. Internet users collaborated to counter hoaxes and disinformation after content manipulation spiked during the reporting period (see Media, Diversity and
Content Manipulation). One community group, “Forum Anti Fitnah, Hasut, dan Hoax,” registered as
an association with the Ministry of Law and Human Rights in November 2016;89 its public Facebook
group had nearly 41,000 members interested in verifying online content by mid-2017.90 The group
combined online activities with offline outreach to increase their influence by meeting with the Chief
of the National Police, among other initiatives.91
Conservationists increasingly take advantage of online tools. In one example, digital activists have
supported a local community in central Java protesting against a PT Semen Indonesia cement plant
in the groundwater basin Watuputih area; President Joko Widodo subsequently commissioned a
study of the plant’s environmental impact. Advocacy around the issue has been ongoing in various
forms since 2010, but intensified when the hashtag #savekendeng helped bring the case to national
attention.92 The hashtag reached international audiences when it was used to promote a film about

86 West Papuan journalists working online have described self-censoring to avoid persecution. https://www.ifex.org/
indonesia/2016/12/15/press_west_papua/. Ad revenues that support media operations are frequently linked to powerful
interests that could undermine independence. https://www.ifex.org/indonesia/2017/02/13/papua_press_blocks/.
87
88
89

Interview with Press Council member Nezar Patria, February 26, 2016.
https://ooni.torproject.org/post/indonesia-internet-censorship/
See, www.turnbackhoax.id.

90

Facebook page of the group: http://bit.ly/2ruvRdV
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“Cemented female protestors continue to fight against cement plants,” The Jakarta Post, April 14, 2016, http://bit.ly/1W4aUn7
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“Mengenal Masyarakat Antihoax,” Viva, November 26, 2016, http://bit.ly/2s9PsCg
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the activists in 2017, particularly in Germany, where local protesters adopted it during a meeting of
company shareholders in Heidelberg in May.93
Activists have also used online petitions to promote internet freedom, with some success during the
reporting period. On October 2, 2016, a housewife was arrested and charged with online defamation
by a local politician for a Facebook post she had written in March (see Prosecutions and Detentions
for Online Activity). Using the hashtags #gara2UUITE and #saveYusniar, as well as an online petition
with over 6,500 signatures, civil society groups mobilized to secure her release from pretrial detention in late November.94 A court acquitted her of all charges in April 2017.

Violations of User Rights
Prosecutions under the ITE Law continued with long detentions attracting widespread public outrage.
People frequently abuse the law’s defamation provisions to pursue vendettas, confusing public and
private digital space. Amendments passed during the reporting period look set to perpetuate the problem, allowing criminal defamation charges to be brought for private electronic messages with only one
reader. Attacks in reprisal for religious commentary published on social media increased, and civil society websites were disabled by cyberattacks.

Legal Environment
Freedom of expression was initially protected through the stipulation of the Law on Human Rights
shortly after the 1998 reformation, and strengthened through the second amendment of the constitution in 2000. The third amendment guarantees freedom of opinion.95 The constitution also
includes the right to privacy and the right to obtain information and communicate freely.96 These
rights are further protected by various laws and regulations.97 Indonesia also ratified the International Covenant on Civil and Political Rights (ICCPR) in 2005.98
However, amended constitution included wording to allow the state to limit rights based on political, security, morality, and religious considerations.99 This provides broad space for interpretation by
policymakers.100
Provisions of the 2008 ITE law have been used repeatedly to prosecute Indonesians for online expression. The law’s penalties for criminal defamation, hate speech, and inciting violence online are

93

“Solidaritas Untuk Kendeng, Aksi Semen Kaki Berlangsung di Jerman,” DW, May 10, 2017, http://bit.ly/2t0GPd2

95

Constitution of 1945, Article 28E(3).

94
96
97

The petition is available online at: http://bit.ly/2fm3dJJ
Constitution of 1945, Articles 28F and 28G(1).

Among others, “Law No. 39 of 1999 on Human Rights,” “Law No. 14 of 2008 on Freedom of Information,” and “Law No. 40 of 1999 on the Press.”

98 The ICCPR was ratified through Law No. 12/2005. However, to date the government has yet to review and reform laws to
comply with the covenant’s human rights standards.

99
“In exercising his/her right and freedom, every person must submit to the restrictions stipulated in laws and regulations
with the sole purpose to guarantee the recognition of and the respect for other persons’ rights and freedom and to fulfil fair
demand in accordance with the considerations of morality, religious values, security, and public order in a democratic society.”
Article 28 (J) of 1945 Constitution, as amended in 2000, Retrieved from http://bit.ly/2dmpFAa

In 2009, the constitutional court generally affirmed that human rights are subject to limits as long as the limits are provided
for in the law. See http://bit.ly/2cKuKPU. Other court decisions failed to narrow the definition of the broad considerations that
provide for the state to introduce restrictions. See for example, http://bit.ly/2d5vOyO; and http://bit.ly/2cJLgVf.
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harsh compared to those established by the penal code for similar offline offenses.101 In November
2016, the amended ITE Law no 19/2016 introduced several changes (see Table).102

Article

Changes
Clarified terms that describe the
way defamation offenses may be
committed.
Distributing was defined as sending
or distributing to many people;

27(3)

Transmitting was defined as
sending electronic information to
one party through an electronic
system; and
Causing to be accessible was
defined as all acts other than
distributing and transmitting which
made the electronic information
accessible to another party or the
public.

Implications
These changes formally expand defamation to
content published unintentionally or by third
parties, including “tagging” names on publicly
available Facebook posts. Facebook user Dody
Sutanto had already been imprisoned for content
posted by one of his contacts because he was
tagged by name in the post, though he did not
create, publish, or even actively share it (see
Prosecutions and Detentions for Online Activity).
The new definition of transmission means
that private chat messages can be considered
defamatory, and was the basis for at least one
problematic prosecution during the coverage
period.
The potentially exhaustive list of possible actions
covered under “all acts other than distributing
and transmitting” introduces further scope for
abuse.

27 (3)

Reduced the penalties for online
defamation from 6 to 4 years in
prison and from IDR 1 billion to
IDR 750 million (US$ 75,000 to
55,000).

This partial reform fell short. Advocates had
called for defamation to be decriminalized,
but the penalty is still comparatively high. The
maximum penalty for offline defamation under
the penal code is also four years, but only in
specific circumstances—most sentences are less
than a year and a half and financial penalties are
much lower.8

31 (4)

Revised interception procedures in
line with an earlier decision by the
Constitutional Court.

See Surveillance, Privacy and Anonymity.

43(5)
and (6)

Brought the standard for arrests,
warrants, and pretrial detention
procedures in closer compliance
with the penal procedural code.

Many suspects accused of defamation online
have been held for weeks in pretrial detention,
which can extend up to 110 days, even though
it should only be used where there is strong
potential for the suspect to eliminate evidence
or flee the jurisdiction. Despite this amendment,
pretrial detention continued to be applied
extensively in ITE cases (See Prosecutions and
Detentions for Online Activities).

40 (2a)
and
2(b)

Strengthened the powers given
to prosecutors to cut off or limit
access to electronic information
which relates to cybercrimes.

See Blocking and Filtering.

26

Granted individuals the “right to be
forgotten.”

See Content Removal.

101

“Kitab Undang-Undang Hukum Pidana” [Criminal Law], available at Universitas Sam Ratulangi, http://bit.ly/1KZOGuY.

http://icjr.or.id/response-to-the-revision-of-information-and-electronic-transaction-law-ite-law-five-crucial-issues-in-theite-law-that-threaten-freedom-of-expression-in-indonesia/
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Other laws infringe on user rights, despite legal experts’ opinions that they conflict with the constitution.103 The antipornography law introduced in 2008 contains a definition of pornography which can
be loosely interpreted to ban art and cultural expression perceived as explicit.104 A 2011 State Intelligence Law introduced penalties of up to 10 years’ imprisonment and fines of over US$ 10,000 for
revealing or disseminating “state secrets,” a term which is vaguely defined in the legislation.105 Some
civil society groups challenged this law in the Constitutional Court, which rejected their petition in
2012.106 This framework provides authorities with a range of powers to penalize internet users, even
though not all are regularly implemented.

Prosecutions and Detentions for Online Activities
Safenet, a regional freedom of expression network, recorded at least six new charges under the ITE
Law involving online expression in 2016.107 As most cases are tried at the district court level, experts
believe that the numbers could be higher.
Revisions to the ITE Law passed in November 2016 were designed to decrease the use of pretrial
detention measures in online defamation cases. But lengthy detentions continued to be documented during the coverage period, particularly in cases involving complainants with social and political
leverage:
•

A housewife in Makassar, the provincial capital of South Sulawesi, was detained on
October 2, 2016 based on a Facebook post which complained about an unnamed “lawmaker” and “lawyer” she said had participated in a mob attack on her parents’ house.
Most reports identified her with the single name Yusniar.108 Sudirman Sijaya, a member
of a local legislative council and lawyer, reported her to the police. Her case received
widespread attention, and she was released on November 24, following pressure from
netizens (see Digital Activism). A court acquitted her of all charges in April 2017 after
judges found no evidence of defamation against the councilor.109

•

In March 2017, Baiq Nuril Makmun, a public high school teacher in Mataram, the provincial capital of West Nusa Tenggara, was reported by her former principal for transmitting an allegedly defamatory recording of a private conversation to a third party,
who published the recording and caused the principal to lose his job. Nuril said she
made the recording, which detailed the man’s extramarital relationship with another
woman, during one of several meetings he initiated with her in his private office. The
National Commission on Violence against Women described Nuril as a victim of sexual

Wahyudi Djafar et al., “Elsam, Asesmen Terhadap Kebijakan Hak Asasi Manusia dalam Produk Legislasi dan Pelaksanaan
Fungsi Pengawasan DPR RI” [Assessment of the Human Rights Policy in Legislation and the Implementation of Parliament
Monitoring], Institute for Policy Research and Advocacy, 2008.

103

In 2014, for example, an art installation in Yogyakarta was shut down for allegedly pornographic content. See, “Dianggap
porno, patung akar setengah manusia dibongkar,” February 10, 2014, http://bit.ly/1JSuzei.

104

“Indonesian Parliament Passes Controversial Intelligence Bill,” Engage Media, October 25, 2011, http://www.engagemedia.
org/Members/emnews/news/indoneisan-parliament-passes-controversial-intelligence-bill.

105

Nomor 7/PUU-X/2012, Demi Keadilan Berdasarkan Ketuhanan Yang Maha Esa Mahkamah Konstitusi Republik Indonesia,
http://bit.ly/1L6iB2t.
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Safenet, Daftar kasus Netizen Indonesia yang terjerat UU ITE per June 2017, not accessible online.

109

For the judges consideration, see http://bit.ly/2sqyfVg

Andi Hajramurni, Indonesian Facebooker acquitted of defamation charges, the Jakarta Post online, 12/4/2016, accessible
at http://bit.ly/2su5fM6
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abuse in the workplace,110 yet prosecutors sought a sentence of 6 months in prison
and a 500 million rupiah fine.111 Nuril, a mother of three, was detained for two months
before being released to await trail following a public outcry. The trial was ongoing in
June 2017.112
A number of online defamation cases have been reported in West Nusa Tenggara, according to
Safenet, despite the province’s comparatively low internet penetration. In another problematic example, businessman Azril Sopandi was detained in 2017 for a private communication sent through
Facebook Messenger asking the recipient to repay a debt. The recipient reported the message to
police as defamatory, despite the fact that it was completely private.113 The case was made possible
by revisions to the ITE law which allowed defamation charges based on electronic information transmitted to a single party (see Legal Environment).
One Facebook user was sentenced to prison during the coverage period because his privacy settings
allowed content tagged by a third party to appear on his timeline. In August 2016, a court in Medan, the capital of North Sumatra province, sentenced Dodi Sutanto to 14 months in prison and fine
of IDR 5 million (US$ 380) after a friend tagged a news report with his name.114 The report detailed
corruption allegations against Anif Shah, a local businessman, who filed the defamation charge on
grounds that people could access the report from Dodi’s Facebook page.115 The decision created
new precedent by holding an internet user criminally liable for information that he simply received
through his social media account. Rather than correcting this scope for abuse, the amended ITE law
passed in November introduced broader definitions of defamation, including “causing” defamatory
content to be made available to others (see Legal Environment).

Surveillance, Privacy, and Anonymity
Although recent amendments to the ITE law included some provisions governing interception, they
did not immediately transform the procedures governing surveillance, but appeared to indicate that
further regulations were pending.
Although privacy is constitutionally guaranteed, no particular privacy law is stipulated; on the contrary, many regulations carry potentially risks to the privacy of personal data. In May 2017, for example, the president issued a regulation in lieu of a law which granted the finance ministry new powers
to access personal financial records in tax investigations.116 The lack of legal protections for digital
privacy is compounded by internet users’ lack of awareness on privacy in general. Online news reports, for example, frequently fail to protect the identity of victims, including minors subject to sexual abuse, and criminal suspects.
Karnia Septia, Komnas Perempuan: Nuril Korban Kekerasan Seksual di Tempat Kerja, Kompas.com, 31/5/2017 accessible
at http://bit.ly/2tHxPJm

110
111

Karnia Septia, Dijerat UU ITE, Nuril dituntut 6 bulan, Kompas.com, 14/6/2017, accessible at http://bit.ly/2rKM3gg
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“Kirim Pesan Lewat Facebook, Pengusaha di Mataram Jadi Tersangka,” Kompas, March 16, 2017, http://bit.ly/2skELOZ

The vice mayor of Mataram was required to provide a personal guarantee before her pretrial detention was suspended.
See, http://bit.ly/2xksvyl
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News Desk, Medan man gets 14 months’ imprisonment for Facebook tag, Jakarta Post, accessible at http://bit.ly/2dGQC4w

As contained in the court proceeding; prosecution note submitted and delivered before the trial by the prosecutor’s
office on July 25, 2016, p33.
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A regulation is issued “in lieu of a law” in specific circumstances to fill a gap in legislation; it must be reviewed by
parliament and ultimately stipulated as legislation. This one was issued to support a national amnesty providing taxpayers with
relief from overdue tax obligations. For details of the regulation, see, http://bit.ly/2smxRZV
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In May 2017, following protests against the criminal sentencing of the govenor of Jakarta (see Media, Diversity and Content Manipulation), the interior ministry released the identity of an individual
demonstrator to journalists.117 This spurred public criticism as a clear breach of individual privacy by
the government agency responsible for the national database of citizens’ identification.
Article 40 of Law No. 46/1999 on Post and Telecommunications prohibits the interception of information transmitted through any form of telecommunications channel.118 Yet there are at least 10
laws, including the ITE law, and seven executive regulations, which allow certain government or
law enforcement agencies to conduct surveillance, including electronically.119 The agencies include
the Indonesia Corruption Commission, the National Narcotic Board, and the National Intelligence
Service, among others. However, the laws do not clearly explain the scope of interception, despite
the fact that the Constitutional Court issued a decision in 2010 requiring that detailed interception
procedures be regulated by law.120 In addition, the legal framework lacks judicial or parliamentary
oversight, and does not provide a remedy for possible abuse.
In November 2016, amendments to the ITE law revised provisions governing interception in compliance with that Constitutional Court decision, introducing some penalties for interception not conducted in the context of law enforcement; but indicated that further details concerning interception
procedures would be passed in future regulations.121
Anonymity and pseudonymous activity in cyberspace are not formally prohibited by law. Mobile
phone users are technically required to register their numbers with the government by text message when they buy a phone since the MCI introduced the requirement in 2005. In the past, this
obligation was widely ignored, but in 2016, the MCI issued a regulation on the registration of telecommunication service subscribers.122 This followed on the back of a circular letter the BRTI issued to
telecommunication providers in 2015 outlining new procedures for registering prepaid and postpaid
customers.123 Unlike the 2005 regulation, the 2016 version put stringent emphasis on the responsibility of service providers to enforce registration.
A government regulaton on telecommunications operations issued in 2000 requires telecommunications providers to retain records of customer usage for at least three months.124 Some telecommunications companies are known to have complied with law enforcement agencies’ requests for data. In
2011, amid concerns that Blackberry’s encrypted communication network would hinder antiterrorism
and anticorruption efforts, the company reportedly cooperated with the authorities in isolated incidents and agreed to establish a local server, though in Singapore, not in Indonesia.125 The govern117

Berry, Ungkap Data, Mendagri Bantah Sebar e-KTP Orator Aksi Bela Ahok, JawaPos, 14/5/2017, accessible at http://bit.ly/2tkxQTn

Andylala Waluyo, “Pemerintah Selidiki Telkomsel dan Indosat Terkait Isu Penyadapan,” Voice of America, February 19,
2014, http://bit.ly/1laudZg.
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For a full list of the laws, see Supriyadi, W, “Komentar Atas Pengaturan Penyadapan Dalam Rancangan,” KUHAP, ICJR,
policy paper, April 2013, http://bit.ly/1fdXN7W.
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For the Constitutional Court decision, see http://bit.ly/2iwsGTR. An excerpt of the decision is available in English
at, “Excerpt From Decision of the Constitutional Court of the Republic of Indonesia,” 2010, http://bit.ly/1hqGcCf; For the full
decision (in Bahasa Indonesia), see, Nomor 5/PUU-VIII/2010, http://bit.ly/1VDFggJ.
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http://hprplawyers.com/interception-using-cctv-under-the-2016-revision-of-the-ite-law/
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BRTI circular letter on the obligation to register pre-paid SIM card users, http://bit.ly/1TJ48NJ; http://bit.ly/1TriMNk

MCI regulation no 12/2016, http://bit.ly/2jLDMRU. The previous MCI regulation on registration, Permenkominfo no
23/2005, http://bit.ly/2s8Leh9
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http://www.iclg.co.uk/practice-areas/telecoms-media-and-internet-laws/telecoms-media-and-internet-laws-andregulations-2016/indonesia
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Arientha Primanita and Faisal Maliki Baskoro, “Pressure on BlackBerry Maker to Build Servers in Indonesia,” Jakarta Globe,
December 14, 2011, http://bit.ly/1Lk7iCY.
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ment introduced a regulation in 2012 requiring electronic system providers offering “public services”
to build local data centers, and a draft regulation in 2014 laid out technical requirements for any
entity offering “information technology-based services” to comply.126 In March 2016, an MCI circular
letter instructed providers of over-the-top (OTT) services to establish domestic business entities and
allow legal interception for law enforcement purposes (see Content Removal).127

Intimidation and Violence
The number of cases of intimidation and violence against netizens in reprisal for information they
posted online increased significantly during the coverage period of this report. Journalists with digital outlets also faced harassment and online threats, driving at least one to temporarily relocate for
security reasons.
Religious expression resulted in several incidents of harassment in late 2016. Organized groups surrounded victims and pressured them to produce formal, written apologies, the contents of which
were later publicized on Facebook. Others were subject to social sanctions as a result of online posts.
The situation escalated in 2017, when at least one assault was reported.
In one November 2016 example, members of an Islamic youth group located 25-year-old internet
user Bachtiar Prasojo in his home following remarks he posted on Facebook about Gus Mus, a high
profile religious scholar. He subsequently uploaded an apology statement on Facebook.128 A few
weeks later, Pandu Wijaya, an employee at PT Adhi Karya, a state-owned construction company, received a warning from his employer after responding to the same scholar on Twitter.129 In May 2017,
37-year-old internet user Wahyu Cokro Buono produced a written apology for posts about Habib
Lutfi, another well-known scholar, in the wake of a visit from religious youth activists.130
Recent cases indicated escalating intimidation, particularly in the aftermath of the Jakarta Governatorial election in May 2017, which was coloured by highly politicized religious sentiment circulating
online (see Media, Diversity, and Content Manipulation). In one high profile case, a group identifying
themselves as members of the Islamic Defender Front (FPI) appeared to assault a teenager who had
posted comments about an exiled religious scholar on Facebook and physically restrained him until
he signed an apology.131 In another case in May, Fiera Lovita, a doctor in North Sumatra, sought to
leave her home as a result of threats and intimidation received following a Facebook post.132
Violence against journalists has also increased over the last two years. The journalists’ association
AJI reported that 103 journalists suffered different forms of threats between January 2016 and June
2017.133 Some cases during the reporting period involved digital journalists, including at least two

Linklaters, “Indonesia,” http://bit.ly/1Meng2a; Regulation of the Government of the Republic of Indonesia, Number 82
of 2012 Concerning Electronic System and Transaction Operation, http://bit.ly/1L6lK2m; “Indonesia May Force Web Giants to
Build Local Data Centers,” Asia Sentinel, January 17, 2014, http://bit.ly/1j3E0g0; Vanesha Manuturi and BAsten Gokkon, “Web
Giants to Build Data Centers in Indonesia?” Jakarta Globe, January 15, 2014, http://bit.ly/1VDExMJ; Anupam Chander and Uyên
P. Lê, “Data Nationalism,” Emory Law Journal 64, no. 3 (2015): 677-739, http://bit.ly/1jd7CgT.
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http://www.kk-advocates.com/site/guidance-for-ott-service-providers-in-indonesia-is-finally-issued/.
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http://www.rappler.com/indonesia/berita/153587-pandu-wijaya-pt-adhi-karya-menghina-gus-mus

128
130
131
132
133

http://radartegal.com/berita-lokal/hina-gus-mus-pemuda-ansor-datangi-pengunggah.11969.html,

http://www.muslimoderat.net/2017/05/menistakan-habib-luthfi-di-facebook-cecunguk-ini-tak-berkutik-di-datangi-banser.html
https://kumparan.com/rini-friastuti/viral-saat-beberapa-orang-interogasi-remaja-yang-diduga-hina-ulama
http://www.bbc.com/indonesia/indonesia-40069003

For the 2016 report, see http://bit.ly/2rLgfD8; for 2017, see,http://bit.ly/2rLgfD8
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who suffered intimidation from groups of religious activists while interviewing Catholics. One subsequently fled her home after receiving threats online.134

Technical Attacks
At least two websites run by civil society groups were disabled by cyberattacks during the reporting
period. Government and commercial websites have been targeted in the past, but these new attempts to silence human rights advocacy marked a concerning development. It was not clear who
launched the attacks or what triggered them. While the incidents had different characteristics, they
took place over the same period and kept content inaccessible for some time.
Suara Papua, a West Papua-based news website that was blocked by the government in 2016 (see
Blocking and Filtering), became inaccessible again in February 2017. Investigations revealed a massive bot attack had overwhelmed the server and disabled the website.135 The impact lasted several
weeks until the site eventually migrated to another server.
Also in February, the website operated by the Southeast Asia Freedom of Expression Network
(Safenet) was defaced with Japanese text. On February 27, the website’s hosting service provider
notified the group that the site had been blocked for sending a large quantity of spam emails. The
site remained blocked despite several attempts to restore it, ultimately requiring it to be moved to
a different hosting service. Further investigation showed that its PHP database was down due to a
repetitive attack.136
Akamai ranked Indonesia as the fifth-largest source of web attacks in Asia Pacific region in 2017.137
Prominent institutions such as the Central Bank of Indonesia were also targeted during the reporting
period,138 along with various government websites.
Some technical attacks were launched in protest, including one against the high price of internet access set by dominant telecommunications companies Telkomsel, and Indosat. In May 2017, websites
run by the Press Council and the Attorney-General were hijacked by hackers who called on them to
respond to the social fragmentation and politicization of religion after the Jakarta elections (see Media, Diversity and Content Manipulation).139

https://advox.globalvoices.org/2016/06/21/journalist-couple-attacked-in-makassar-indonesia;
https://www.ifex.org/indonesia/2016/06/13/intimidation_of_journalist; https://www.ifex.org/indonesia/2016/06/08/reporter_in_hiding/.
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Statement taken from Arnold Belau, 27/8/2017
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http://akamai.me/2nM2UJd
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Details chronology obtained from communications with Almascatie, Safenet volunteer, 27/8/2017
Fino Yurio Kristo, Situs Bank Indonesia Dihantam Seranagan Cyber, Detikinet 21/6/2016, http://bit.ly/2sqWUf3
“Pagi Ini, Situs Dewan Pers dan Kejaksaan Jadi Sasaran Hacker,” Tempo, May 31, 2017, http://bit.ly/2s8IZr0
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Iran
2016

2017

Internet Freedom Status

Not
Free

Not
Free

Obstacles to Access (0-25)

19

18

Limits on Content (0-35)

31

30

Violations of User Rights (0-40)

37

37

TOTAL* (0-100 )

87

85

Population:

80.3 million

Internet Penetration 2016 (ITU):

25.4 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Investment in Iran’s “National Information Network” greatly improved internet access,
speeds, and bandwidth, but accessing foreign websites now costs twice as much as
selected domestic platforms (see Availability and Ease of Access).

•

Hassan Rouhani and his reformist supporters made extensive use of Instagram and
Telegram during his successful May 2017 presidential election campaign, but protocols
associated with both services were subjected to blocking (see Blocking and Filtering
and Digital Activism).

•

Dozens of people were detained for online activities, including administrators of
social media pages or chat groups who were forced to delete or deactivate them (see
Prosecutions and Detentions for Online Activities and Content Removal).

•

Administrators of Telegram chat groups with more than 5,000 members were asked to
register with the government and grant access to a “bot” that will monitor discussions
(see Surveillance, Privacy, and Anonymity).
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Introduction
Although Iran remains one of the worst countries in the world for internet freedom, conditions
slightly improved over the past year due to a rise in internet availability and speeds. Digital activism
also played an important role supporting political campaigning around the presidential election.
The June 2017 election did not feature a major increase in online restrictions. The incumbent
president, reformist Hassan Rouhani, made extensive use of Telegram and skirted state media
restrictions by broadcasting rallies and shows directly on Instagram Live. The move seemed to rouse
the ire of hardliners—who were generally supportive of Rouhani’s rival, Ebrahim Raisi—as Instagram
Live was briefly blocked in April. No government body took responsibility for the move and it was
quickly reversed. Rouhani resolutely defeated Raisi in the eventual vote.
Security forces continued to arrest and intimidate Telegram administrators in the past year, including
those linked to Rouhani. Telegram is one of the most important digital platforms in the country,
with over 40 million monthly users. Authorities also encouraged anyone who runs a social media
page, channel, or group with over 5,000 members register with the Ministry of Culture and Islamic
Guidance. Admins were asked to grant co-administrative privileges to an Iranian government “bot,”
or automated account, in order to facilitate state surveillance. Days after Telegram launched free and
encrypted voice calls in the country, the feature was blocked.
While the online environment has improved marginally under President Rouhani, he has failed to
introduce greater personal and social freedoms. The judiciary and the Islamic Revolutionary Guard
Corps (IRGC), whose conservative and hardline leaders control most companies in the information
and communications technology (ICT) sector, have obstructed progress on internet freedom. Internet
filtering, which began toward the end of the Khatami presidency in 2005, has intensified since the
disputed presidential election in June 2009. News websites and social network channels continue
to be censored for failing to adhere to strict guidelines on how to cover political events, such as
election campaigns and local corruption charges.
Worryingly, the state ordered internet service providers (ISPs) to provide users with a 50 percent
discount when accessing a list of approved domestic sites in 2017. This financial incentive is part of
a general strategy to move all Iranian traffic to a “National Information Network” or “halal internet”
that can be more easily censored, monitored, and defended from foreign cyberattacks. Despite these
limitations, the internet remains a vital resource for Iranian citizens.
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Obstacles to Access
Most improvements to internet freedom that have come under President Hassan Rouhani relate to
access and the ICT market. The ICT ministry’s budget has reached record highs, reflecting increasing
investment in both infrastructure and censorship tools. Internet speeds remain slow, although there
continues to be significant improvement. Rouhani’s administration also reports expanding broadband
services to rural areas.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)a

Mobile penetration (ITU)

2015

2011

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

2015

2011

2017(Q1)

2016(Q1)

53.2%

44.1%

19.0%
100%
93%

74%

4.7 Mbps

3.5 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Internet penetration, bandwidth, and speeds have increased markedly in recent years due to
immense investment in the ICTs. Both the Iranian government and the United Nations’ International
Telecommunication Union (ITU) set internet penetration at 53.23 as of March 2017.1 Iran’s ICT
Minister, Mahmoud Vaezi, noted internet bandwidth increased from 724 to 4,000 Gbps during
President Rouhani’s first term. The ICT Ministry set a target for 12,000 Gbps by the end of 2017.2
Average connection speeds rose from 1.2 Mbps when Rouhani took office in August 2013 to 4.7
Mbps as of early 2017. 3
Both the Ayatollah Ali Khamenei, Iran’s supreme leader, and parliament have warned the
administration against increasing bandwidth until the country’s national information network
(SHOMA) is launched.4 SHOMA was defined in a 2011-2016 development plan as “an IP-based
internet supported by data centers that are completely undetectable and impenetrable by foreign
sources and allow the creation of private, secure intranet networks.”5 In addition to protecting
against foreign cyberattacks like the “Stuxnet” malware identified in 2010,6 SHOMA aims to improve

1

ICT Use, The Official Portal of Measuring Information Society of Iran, http://bit.ly/2rfbVQb

The Iran Project, “Minister: Iran Internet bandwidth to increase to 12,000 Gbit/s,” April 17, 2017, http://theiranproject.com/
blog/2016/04/17/minister-iran-internet-bandwidth-increase-12000-gbits/

2

See Akamai Q3 2013 and Q1 2017 figures for “Iran,” https://www.akamai.com/us/en/about/our-thinking/state-of-theinternet-report/state-of-the-internet-connectivity-visualization.jsp

3

Collin Anderson, “How Iran is Building Its Censorship-Friendly Domestic Internet,” Wired, September 23, 2016, https://www.
wired.com/2016/09/how-iran-is-building-its-censorship-friendly-domestic-internet/

4

5 Mahsa Alimardani, “Iran Declares ‘Unveiling’ of its National Intranet,” Global Voices Advox, September 2, 2016, https://advox.
globalvoices.org/2016/09/02/iran-declares-unveiling-of-its-national-intranet/

6 David E. Sanger, “Iran Fights Malware Attacking Computers,” New York Times, September 25, 2010, http://www.nytimes.
com/2010/09/26/world/middleeast/26iran.html
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internet access while moving much of the content and websites visited by Iranian users to domestic
servers, where traffic can be closely monitored and censored by the authorities.
The Rouhani administration has demonstrated a consistent commitment to developing SHOMA
as part of its overall drive to boost connectivity. Iran’s deputy ICT minister claimed that domestic
traffic accounted for 40 percent of all internet usage as of March 2017, up from only 10 percent one
year earlier.7 Iran’s proposed ICT budget for 2017-18 was cut by two percent from the previous year,
although the 2016-17 increased by 113 percent. Similarly, the amount devoted to SHOMA was up
by one percent, although last year it was increased by 44 percent.8 The first phase of SHOMA was
completed in August 2016, although its full implementation has been extended to March 2020.9
Another welcome consequence of investment in ICT infrastructure through SHOMA is the expansion
of internet connectivity to rural areas. The ICT ministry reported that over 27,000 villages were
connected to high-speed internet during the first four years of the Rouhani administration. Official
figures claim that no rural villages were previously connected to high-speed internet.10
Iranian private and state-backed companies have also been seeking foreign investment. In May 2017
it was announced that South Africa’s MTN will invest $295 million to bring fiber-optic networks to
Tehran, Karaj, Qom, Tabriz, Shiraz, Isfahan, Ahvaz and Mashhad.11 MTN will control 49 percent of the
Iranian Net Company, a consortium established in 2011 to deliver fiber-optic upgrades. 12
However, a move to prioritize local content through differential pricing threatens net neutrality, the
principle that providers should not discriminate against certain content or services. In January 2017,
ICT Minister Vaezi ordered ISPs to implement a new “National Information Network Tariff” whereby
certain domestic traffic is priced at a 50 percent discount.13 The discount applies when users access
a list of 500 websites compiled by the Communications Regulatory Authority. The nongovernmental
organization Small Media noted that the list favors semi-official and government-run news sites at
the expense of other, more popular news sites. Some ISPs have also discounted access to websites
that did not feature on the list. As of May 2017, most providers of fixed-line internet had reportedly
implemented the discount, although only one mobile provider had done so.14 MTN Iran Cell clarified
that customers using VPNs will not be eligible for the discount, even when browsing local traffic
through a VPN.15

“An increase of 4 times the traffic of information within the country,” Mehr News Agency, May 25, 2017, http://bit.
ly/2fOB4h1

7

8 Small Media, Iranian Internet Infrastructure and Policy Report: January 2016, https://smallmedia.org.uk/news/iiipjanuary-2016

9

“Minimum speed on SHOMA reportedly 2mbps,” [Farsi] Mehr News Agency, http://bit.ly/2eSXVSz

“ICT Minister unveils 1052 project in Kermanshah province.” Mehr News Agency,
http://bit.ly/2rPnyLB

10
11

Hamed Jafari, “MTN to Invest $295 Million In Iranian Net,” Techrasa, May, 14 2017, http://bit.ly/2rqo9Ca

13

“Cost of using SHOMA is half of the Internet’s cost” [Farsi] Mehr News Agency, 24 January 2017, http://bit.ly/2qsr6oh

“UPDATE 1-South Africa’s MTN To Invest $295 Mln In Iranian Net Broadband Network,” Reuters, May 8, 2017, http://bit.
ly/2pKX7ck

12

Notification to two operators for non-implementation of the National Information Network Tariff,” Mehr News, May 15,
2017, http://bit.ly/2yVTFfO

14

Center for Human Rights in Iran, “Iran’s Mobile and Internet Service Providers Offer Discount For Limiting Usage to StateApproved Websites,” May 5, 2017, https://www.iranhumanrights.org/2017/05/irans-mobile-and-internet-service-providersoffer-discount-for-limiting-usage-to-state-approved-websites/

15
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Restrictions on Connectivity
There were no recorded instances of throttling or shutting down ICT networks during the coverage
period. Nonetheless, the development of SHOMA and the state’s control over the internet backbone
provides the government with the ability to throttle foreign connection speeds during politically
sensitive periods without crippling critical services. Throttling of this nature last occurred in the leadup to the 2013 presidential elections.
The Telecommunications Infrastructure Company (TIC), a state-owned enterprise under the ICT
Ministry, retains a monopoly on internet traffic flowing in and out of Iran.16 In addition, the heavy
influence of the Telecommunications Company of Iran (TCI) in the ISP market also grants the security
apparatus the ability to control third-party ISPs and to monitor online activities, since the TCI’s
majority shareholder is the Islamic Revolutionary Guard Corps (IRGC), an important branch of the
security forces that also controls large portions of the economy. 17

ICT Market
The telecommunications industry is tightly controlled by the government or related entities.
Direct access to the internet via satellite is only permitted for certain institutes and is prohibited
for personal use. The Telecommunications Company of Iran (TCI), in which the IRGC is a majority
shareholder, owns the Data and Communication Company (DCC), the country’s main ISP. However in
December 2016, an official noted the government was considering privatizing the TCI to dilute the
IRGC’s ownership.18
The mobile phone market is under similar state influence. The Mobile Telecommunication Company
of Iran (MCI), a subsidiary of the TCI, is the largest mobile provider with approximately 44 million
subscribers. 19 MTN Iran Cell, the second largest mobile operator with 31 million subscribers, is 49
percent owned by South Africa’s MTN and 51 percent by Iran Electronics Industries, a subsidiary of
the Ministry of Defence and Armed Forces Logistics.20 In 2006, the ICT Ministry ordered Iran Cell to
list 21 percent of its shares on the stock market, although this had yet to occur in mid-2017. 21

Regulatory Bodies
There is no independent regulatory body for ICTs in Iran. The Communications Regulatory Authority
(CRA), which falls under the ICT Ministry, is responsible for telecommunications licensing. Its head is
appointed by the ICT minister.22 The CRA has taken several actions to improve the quality of service
and reduce prices for Iranian users. For example, the CRA awarded licenses that allowed new ISPs to

Small Media, Iranian Internet Infrastructure and Policy Report: July 2015, https://smallmedia.org.uk/media/articles/files/
IIIP_Jul15.pdf#page=9, pg. 9-11.

16
17

Sreberny and Khiabany, Blogistan: The Internet and Politics in Iran, (London: IB Tauris, 2010), pg. 5.

19

“77 million mobile phones in hands of Iranian” Mehr News Agency, August, 31, 2016, http://bit.ly/2qIzq2X

“Tug-Of-War // The Battle For The Telecommunications Company Of Iran,” Small Media, December 21, 2016, http://bit.
ly/2qs8IvO.

18

Steve Stecklow, “Exclusive: Iranian cell-phone carrier obtained banned U.S. tech,” Reuters, June 4, 2012, http://www.reuters.
com/article/us-iran-mtn-sanctions-idUSBRE8530SO20120604
20
21
22

Amir Abedinpour, “Irancell Still Not Ready To Go Public,” Techrasa, May 13, 2017, http://bit.ly/2pL0Fep

Communications Regulatory Commission of Iran, official website, accessed July 31, 2012, http://bit.ly/1Lum12y
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enter the market, thereby increasing consumer choice.23 Furthermore, in December 2015, the CRA
compelled ISPs to implement quality control measurements on the services they offer to customers.24
The CRA has also pushed for internet infrastructure development, including increasing the number of
IP addresses available in Iran25 and pushing to expand internet access to thousands of rural villages.26
The country’s top internet policy body, however, is the Supreme Council of Cyberspace (SCC).
The SCC was established by a decree issued by Khamenei in March 2012 and is composed of 17
representatives from government institutions and 10 members appointed by the supreme leader.27 It
is intended to provide a centralized focal point for policymaking and the regulation of Iran’s virtual
space, effectively minimizing the roles of the executive, legislative, and judicial branches of the
government and bringing Internet policy under Khamenei’s direct control. Observers believe this
reflected Khamenei’s dwindling trust in former President Mahmood Ahmadinejad to lead such an
important policy area.
The SCC has been routinely criticized for being disorganized,28 not holding enough meetings,29 and
has even been rebuked by Khamenei for not doing enough to encourage Iranians to use the Internet
in a “clean” and Islamic fashion.30 In September 2015, Khamenei consolidated the SCC’s power over
internet policy and made some personnel changes to the council. In April 2016, the supreme leader
dissolved the High Council of Informatics, the Supreme Council of Information, and the Supreme
National Security Council of Information Exchange (AFTA), incorporating their powers into the SCC.31

Limits on Content
Significant restrictions on content have been in place since 2009. Platforms like Facebook and
Twitter remain blocked, although newer social media and communication apps such as Telegram
and Instagram are generally accessible. Censorship decisions remain highly politicized, with both
conservative and reformist news sites censored for failing to adhere to strict guidelines on how to
report on sensitive political, social, and international issues. Self-censorship remains pervasive and
overt digital activism is generally limited, though it increased during political campaigns in 2017.

Blocking and Filtering
The Iranian authorities restrict access to tens of thousands of websites, particularly those of
international news sources, the opposition, ethnic and religious minorities, and human rights
groups.32 Websites are also blocked if they differ from the official doctrine of the state regarding
23

“The entry of new operators into the internet market from September,” [Farsi] Mehr News, http://bit.ly/2eRXs3Y

25

“Internet access is provided in the aircraft, Fiber optic network modernization” [Farsi] Mehr News, http://bit.ly/2eMxFL2

“Launch of control system for operators of internet usage,” [Farsi], Itmen, http://www.itmen.ir/index.
aspx?pid=99&articleId=88741

24

26

“Start of Internet Directory to 37,000 village,” [Farsi] Mehr News, http://bit.ly/2eRX2L2

For a list of current members of the Supreme Council of Cyberspace, see https://smallmedia.org.uk/news/filterwatchaugust-2017

27
28

“Labor system remained pending at the Supreme Council of Cyberspace,” [Farsi] Mehr News, http://bit.ly/2ebyRGm

“Zarghami criticized the lack of meetings of the Supreme Council of Cyberspace,” [Farsi] Itmen, http://itmen.ir/index.
aspx?pid=99&articleId=85338

29

“The Supreme Leader complains about the Supreme Council of Cyberspace and Communications Ministry,” [Farsi] Alef,
http://alef.ir/vdcamwnea49nmu1.k5k4.html?350258

30
31
32

See http://bit.ly/2eKimUk

Small Media, “April 2016,” Filterwatch, https://smallmedia.org.uk/media/articles/files/IIIP_APRIL16.pdf
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Islam, or its chosen narrative on domestic or international politics. Censored topics include relations
between Iranian political institutions and the 2015 deal with world powers to limit nuclear programs
in return for easing economic sanctions. Internet censorship is highly politicized, often reflecting
tensions between conservatives and reformists in the country.
Twitter, Facebook, YouTube, and Google are all blocked, in addition to major blog-hosting platforms
like WordPress, Blogspot, and Blogger.33 Domestic news sites are frequently blocked for criticizing
the government. In August 2016, Memari News was blocked on the order of the public prosecutor
of Tehran after it published a letter from a judicial body to the Tehran Municipality exposing
corruption.34 In September, Borna News, Moj News, and Nasim News were similarly blocked.35
Apps and websites have been blocked over links to foreign governments, particularly the United
States and Israel. For example, the navigation app Waze and messaging app Viber were blocked for
being owned by Israeli citizens.36 After authorities blocked Viber, Telegram became the most widely
used instant messaging app in the country with an estimated 40 million monthly users, surpassing
even Facebook.37
Censorship decisions are made by the Committee to Determine Instances of Criminal Content
(CDICC), a government body headed by the prosecutor general and consisting of representatives
from 12 state institutions. In theory, decisions are made on the basis of the 2009 Computer Crimes
Law (CCL), which outlines a broad range of banned content, from insulting religious figures and
government officials to distributing pornographic content and the use of illegal circumvention
tools.38 In practice, little information is available about the inner workings of the committee, and
censorship decisions are often arbitrary and not transparent.
Conservative leaders have repeatedly exerted pressure on the CDICC to block prominent social
media platforms, including Telegram and Instagram, while Rouhani has used his administration’s six
seats on the committee to push back. However, after Telegram launched free encrypted voice calling
in April, the feature was immediately blocked by all ISPs on an order from the Attorney General.39
Other voice-over-IP services have not been blocked. Telegram messaging functions still work, but
security forces have arrested reformist Telegram channel admins and claim to remove thousands of
“illegal” channels every week deleted (see “Prosecutions and Detentions for Online Activities” and
“Content Removal”).
Instagram’s live video feature was temporary blocked on April 28, 2017.40 Pro-Rouhani and reformist

Maria Xynou, Arturo Filastò, Mahsa Alimardani, Sina Kouhi, Kyle Bowen, Vmon, Amin Sabeti, “Internet Censorship in Iran:
Network Measurement Findings from 2014-2017,” OONI, September 28, 2017, https://ooni.torproject.org/post/iran-internetcensorship/
33

“An informed source: Memari Nes was filtered on judiciary’s order” Fars News Agency, 31 August 2017, http://bit.
ly/2ruFHAv

34
35
36

See Small Media 2016 Annual Report, https://smallmedia.org.uk/media/articles/files/AnnualReport2016.pdf

“As per judiciary officials orders Waze app was removed from Café Bazar” DIGIATO, March 2 2017, http://bit.ly/2rJyVUW

Golnaz Esfandiari, “Iranian Officials Trade Barbs in Dispute Over Internet Censorship,” Radio Free Europe / Radio Liberty, July
27, 2017, https://www.rferl.org/a/iran-telegram-app-internet-censorship-durov/28643317.html

37

“Islamic Republic of Iran: Computer Crimes Law,” Article 19, 2012, https://www.article19.org/data/files/
medialibrary/2921/12-01-30-FINAL-iran-WEB[4].pdf, and “12 members of Committee in Charge of Determining Unauthorized
Sites,” [in Farsi] Weblognews, December 16, 2009, http://bit.ly/1Owwpcu

38

39

40

“Telegram Calls in Iran,” Telegram, April 17, 2017, http://telegra.ph/Telegram-Calls-in-Iran-NEWS

See “The Department of Communications Denied Blocking Instagram Live,” Donya-e-Eqtesad, http://bit.ly/2yHfDST
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figures had been using the platform to broadcast nightly debates and cover campaign rallies in
support of Rouhani’s re-election.41 No government body took responsibility for the blocking order.
Iranian authorities currently employ a centralized filtering system that can effectively block a
website within a few hours across the entire network in Iran. Private ISPs are forced to either use
the bandwidth provided by the government or route traffic containing site-visit requests through
government-issued filtering boxes developed by software companies inside Iran. The filtering
boxes inspect URL requests submitted by users for banned text strings—either keywords or domain
names—and block access accordingly. This method only limits access to content retrieved through
unencrypted HTTP connections. Individual pages remain available over an encrypted connection
(HTTPS), which disguises the banned text, requiring censors to block the entire site in order to
restrict access to specific content.
Officials continue to call for an “intelligent filtering” system, using deep-packet inspection (DPI) to
allow them to block specific pages, but more services have enabled HTTPS browsing, making them
resilient to keyword filtering. For instance, after the ICT minister announced that intelligent filtering
had been successfully applied to Instagram, Instagram enabled SSL encryption on its entire platform,
making blocked pages available again. Instagram pages still cannot be blocked individually, due to
the platform’s default use of SSL, though some images might not available because they are hosted
on Facebook servers, which are separately blocked.
This has done little to dampen the enthusiasm for intelligent filtering, with ICT Minister Mahmood
Vaezi announcing a further investment of US$66 million into the program in 2015-16.42 Vaezi
also suggested that the country may transfer more censorship power to ISPs as part of the “third
phase” of smart filtering and SHOMA.43 The move to empower ISPs may actually result in more
repressive policies, given that the IRGC is dominant in the ISP market, while reformists have some
representation in the existing cyber policymaking structure.

Content Removal
Iranian authorities employ administrative measures to remove unwanted content from the web.
Content removals featured prominently during the presidential election campaign. According to the
International Campaign for Human Rights in Iran, hours after the Rouhani campaign published a
video in which former reformist Mohammad Khatami declared his support for Rouhani’s re-election
bid, they were told by the judiciary to delete the video from social media or face arrest.44
The IRGC routinely arrests Telegram group administrators in order to coerce them to remove content
or delete their channels from the platform (see “Prosecutions and Detentions for Online Activities”).
This was prevalent in the months prior to the presidential election, when the reformist-aligned
Telegram channels operated by Eslahtalaban News, Eslahaat News, Majmeye Eslahtalaban, and

41 “Iran’s Judiciary Blocks Instagram’s Live Video Service Weeks Before May 2017 Elections”, Center for Human Rights in Iran,
April 28, 2017, http://bit.ly/2qPVXcO
42
43

“200 million dollars allocated for smart filtering,” [Farsi] Mehr News, http://bit.ly/2eGWJ5o

“Launch of the National Information Network in 1395,” [Farsi] Mehr News, http://bit.ly/1ROD4Ot

See “Khatami’s video message was removed from Rouhani’s Telegram channel with an order of the prosecutor’s office,”
Radio Farda, November 16, 2016, https://www.radiofarda.com/a/f7-khatami-support-clip-removed-from-rohani-telegramchannel/28487695.html, and https://twitter.com/ICHRI_Fa/status/863836748908027906
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Haamiyan Dolat were either deleted or stopped publishing due to the arrest of their admins.45 Iran’s
Attorney General has stated that the judiciary issues orders to block tens of thousands of Telegram
channels every week, but company representatives have denied accusations of complying with
censorship beyond the removal of terrorist content.46
Website owners must register their sites with the Ministry of Culture and are then subject to requests
to remove particular posts deemed unacceptable by the government. The 2009 CCL makes service
providers, such as blogging platforms, responsible for any content that appears on their sites. This
has led to the suspension of blogs or shuttering of news websites hosted on platforms inside Iran,
under orders from government officials. News websites are consistently warned on how to cover
controversial political or social topics, such as Iran’s nuclear deal47 or controversial former presidents
like Khatami.48

Media, Diversity, and Content Manipulation
Self-censorship is extensive, particularly on political matters. Widespread arrests and harsh sentences
meted out to journalists, activists, and ordinary citizens, as well as perceptions of pervasive
surveillance, have increased fear. Many online journalists and bloggers abandoned their online
activities or used pseudonyms after the 2009 crackdown, resulting in a palpable drop in the amount
of original content produced by users based inside the country. The situation slightly improved after
Rouhani assumed the presidency, especially among reformist journalists. Nevertheless, the same
restrictions remain in place, and journalists continue to be prosecuted.
In addition to filtering, censorship, and intimidation, the state counters critical content and online
organizing efforts by extending regime propaganda into the digital sphere. The government has
backed numerous initiatives to promote blogging among its supporters and members of the
Basij paramilitary group.49 For example, an Iranian cultural center sponsors an annual “National
Cyber Jihad Festival” for expert bloggers to promote conservative religious values online.50 Iranian
authorities also actively support the creation of Iranian social networks and mobile apps by offering
free bandwidth and hosting to local developers.51
There have also been reports of automated bot accounts spreading Iranian military propaganda on
Twitter directed to a foreign audience.52

“Iran: Arrests and Intimidation of Telegram Administrators and Journalists Ahead of the Elections” Article 19, March 17
2017, http://bit.ly/2qbZzo9
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Small Media, “March 2017,” Filterwatch, https://smallmedia.org.uk/news/iiip-march-2017; Golnaz Esfandiari, “Iranian
Officials Trade Barbs in Dispute Over Internet Censorship,” RFE/RL, July 27, 2017, https://www.rferl.org/a/iran-telegram-appinternet-censorship-durov/28643317.html
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See “11.08.2015 – Conservative weekly closed for third time,” in Press freedom violations recounted in real time JanuaryDecember 2015, Reporters Without Borders, https://rsf.org/en/news/press-freedom-violations-recounted-real-time-januarydecember-2015
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Furthermore, the majority of independent content producers lack the financial resources to operate
in such a hostile environment. The online advertising market in Iran is exclusively limited to apolitical
and progovernment websites. Although the United States adjusted its sanctions against Iran to
enable American internet companies to provide services to Iranian users, Google Ads still does not
allow an ad campaign to target Iran as a country,53 disadvantaging domestic content producers as
well as content producers in the diaspora seeking to cultivate an audience inside Iran. Any Iranianlinked company or individual who wishes to use Google AdSense to monetize content on Google
sites must apply for a specific license in a process that is onerous for the majority of Iranian content
producers.
The ICT ministry and state broadcaster IRIB appear to be at odds on the right to license Internet
Protocol Television services (IPTVs). The ICT ministry has sought to capitalize on expanded
bandwidth by promoting IPTV as a means to contribute to media diversity. However, in November
2016, IRIB notified all private IPTV providers that licenses issued to them by the ICT ministry were
invalid, insisting only IRIB has the power to issue licenses. The conflict with the ICT Ministry is likely
to continue to play out in the SCC.54

Digital Activism
Despite ongoing blocks on Facebook and Twitter, Iranians use social media to communicate, raise
awareness of societal issues, and even engage in political debates. In the lead up to the May 2017
elections, all of the main candidates used the internet, social networking platforms, and messaging
apps, particularly Telegram. Even conservative candidates who had once railed against social
media used the application during the campaign, demonstrating the importance of the mobile
apps for political activism in Iran.55 Instagram Live proved vital for the Rouhani campaign. IRIB, the
state broadcaster, favored Rouhani’s opponent in its coverage, but supporters to livestreamed his
campaign events and even nightly talk shows about his policies.56
Iranians continue to use the internet in innovative ways to shape public opinion. The online graphic
novel Jensiat was shortlisted for the 2017 Digital Activism Award by Index on Censorship. The
novel, which was the result of a collaboration between campaigners, researchers, designers and
technologists, tackled issues of digital security in Iran. The novel also discussed taboos around
gender roles and sexuality.57
Twitter continues to be used by Iranian campaigners and activists to raise the profile of political
prisoners, minorities, and human rights issues. On December 30, 2016, over 30,000 Twitter users
from around the world used the hashtag #SaveArash to voice their support for imprisoned civil
rights advocate Arash Sadeghi, who was 68 days into a hunger strike.58

53 “Google Traffic is here but what does it maen for Iran?” Techrasa, December 26, 2015, http://techrasa.com/2015/12/26/
google-traffic-mean-iran/
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Violations of User Rights
Despite hopes that the nuclear agreement might lead to a more open climate for internet users,
hardliners have responded to the deal by cracking down on criticism and Western “infiltration.”
Authorities have upped their monitoring of social media and technical attacks against opposition
voices. While President Rouhani’s cabinet has had some success in safeguarding certain mobile
apps from censorship, there have been no changes to the legal restrictions on internet freedom and
users continue to be sentenced to long prison terms for political speech on social media, particularly
Telegram.

Legal Environment
Iran continues to be an extremely dangerous environment for internet users. Iranian laws heavily
restrict what is acceptable speech online and specify harsh punishments for those who deliberately
flout restrictions, as well as those who have inadvertently drawn the ire of authorities. The
constitution provides for limited freedom of opinion and expression, but numerous, haphazardly
enforced laws restrict these rights in practice. The 2000 Press Law, for example, forbids the
publication of ideas that are contrary to Islamic principles or detrimental to public rights, none of
which are clearly defined. The government and judiciary regularly invoke this and other vaguely
worded legislation to criminalize critical opinions.
The 2009 CCL outlines punishments for spying, hacking, piracy, phishing, libel, and publishing
materials deemed to damage “public morality” or result in “dissemination of lies.” Punishments
are severe and include the death penalty for offenses against public morality and chastity, as well
as long prison sentences, draconian fines, and penalties for service providers who fail to enforce
government content restrictions.59
In December 2016, President Rouhani launched the “Citizens’ Rights Charter,” a nonbinding
document.60 Article 26 features a commitment to freedom of speech and expression “within the
limits prescribed by the law,”61 while article 37 claims online privacy should be respected.62

Prosecutions and Detentions for Online Activities
As Telegram has grown in prominence in Iran, security forces have turned their attention toward
the administrators of the communication app’s various channels, which allow users to post public
messages to large groups. This was particularly notable in the run up to the May 2017 presidential
election, when security forces arrested at least six admins of 12 reformist-aligned Telegram
channels.63 Security forces coerced admins into deactivating or deleting their channels.
One Telegram admin, Nima Keshvari, launched an 11-day hunger strike to protest his prolonged
Islamic Republic of Iran: Computer Crimes Law Article 19, January 30, 2012, www.article19.org/data/files/
medialibrary/2921/12-01-30-FINAL-iran-WEB[4].pdf

59

60 Rohollah Faghihi, “Can Rouhani’s Citizens’ Rights Charter be enforced?” Al-Monitor, December 20, 2016, https://www.almonitor.com/pulse/en/originals/2016/12/iran-rouhani-citizens-rights-charter-conservative-criticism.html
61
62

IIIP January 2017, Small Media, http://bit.ly/2rOsq2n

“Charter on Citizens’ Rights” available at http://tinyurl.com/y9bn4e4e

“Iran: Arrests and Intimidation of Telegram Administrators and Journalists Ahead of the Elections” Article 19, March 17
2017, http://bit.ly/2qbZzo9
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detention, when he was refused access to a lawyer. Another criticized the Rouhani government
for failing to protect its supporters. Four reformist members of parliament also demanded an
explanation from the president, who subsequently called for an investigation into their arrests and
criticized the judiciary for failing to uphold the constitution.64
In August 2016, a news site affiliated with the IRGC announced that the corps’ cyber command
had arrested and summoned a total of 450 admins running messaging app channels and social
media pages. IRGC sources claim that these arrests were made in response to “public demand for
confronting cyber criminals.”65
Iranian citizens that are not politically active also find themselves subject to harsh prison sentences
for their activities on social media. Sina Dehghani, who was detained in 2015 at the age of 19, has
been sentenced to death over a series of public messages he had posted on the messaging platform
LINE. At the time of his arrest, he was serving the final year of his mandatory military service at an
IRGC barracks in Tehran.66
In the reporting period, three 24-year-old men were each sentenced to 12 years in prison for posting
cartoons about religion and politics on Facebook and Telegram. Alireza Tavakoli, Mohammad Mehdi
Zamanzadeh, and Mohammad Mohajer were arrested in Tehran by forces from the intelligence
ministry in late 2016.67
Amid domestic political tensions between reformists and conservatives, hardliners within the
judiciary and IRGC have conducted a campaign against the country’s “infiltration” by Western ideas,
individuals, and companies. Numerous foreigners or Iranians with dual nationality who were active in
journalism, human rights, or ICT development work remain imprisoned by the authorities, often with
little explanation.68
Nizar Zakka, a Lebanese citizen with permanent residency in the U.S., was detained in September
2015 after giving a talk at a state-sponsored conference in Tehran, for which he received an
official invitation.69 Zakka heads the Arab internet freedom organization IJMA3, which has received
hundreds of thousands of dollars of funding from the U.S. State Department and USAID for projects
in support of internet freedom.70 One year after his arrest, he was sentenced to 10 years in prison
and fined US$4.2 million.71 Iranian state television claimed he had “deep ties to the U.S. intelligence
and military establishment.”

64 “Admins of 12 Reformist Telegram Channels Arrested in Iran Ahead of May 2017 Election”, Center for Human Rights in Iran,
March 21, 2017 http://bit.ly/2q6YZMs

“Arrest and summon of hundreds of cyberspace active users” Persian Deutsche Welle, August 24, 2016, http://bit.
ly/2qdHbuo

65

Mahsa Alimardani, “Young Iranian Faces Execution Over ‘Anti-Islamic’ Social Media Posts”, Global Voices, March 27, 2017,
https://globalvoices.org/2017/03/27/young-iranian-faces-execution-over-anti-islamic-social-media-posts/

66

67 “Three Young Men to Serve 12 Years in Prison For “Insulting” Social Media Posts” Center for Human Rights in Iran, April 27
2017, http://bit.ly/2q6MX5H

68 “Former BBC Persian journalist ‘detained in Iran’,” BBC News, February 4, 2016, http://www.bbc.co.uk/news/world-middleeast-35492065
69 Associated Press, “Iranian state TV claims US resident in custody is a spy,” The Guardian, November 3, 2015, http://www.
theguardian.com/world/2015/nov/03/iran-state-tv-american-spy-nizar-zakka

Mahsa Alimardani, “Reality, Conspiracy and the US ‘Internet Freedom’ Agenda: Deconstructing Iran’s Case Against Nizar
Zakka,” Global Voices, October 10, 2016, https://advox.globalvoices.org/2016/10/10/reality-conspiracy-and-the-us-internetfreedom-agenda-deconstructing-irans-case-against-nizar-zakka/

70

Associated Press, “Iran sentences US resident to 10 years in jail over spying claims,” The Guardian, September 20, 2016,
https://www.theguardian.com/world/2016/sep/20/iran-sentences-us-resident-to-10-years-in-jail-after-spying-claims
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Tech entrepreneur and blogger Arash Zad, an editor and contributor at Weblogina, Arashzad, and
Ladybug, was arrested in July 2015 and remains in prison. Phishing emails were reportedly sent out
to his contacts while he was in custody.72 Human rights blogger Mohsen Sadeghinia (Openeyes) was
arrested the same year; their blogs were also blocked.73
In February 2016, a court confirmed the long prison issued to four individuals working for the
technology review website Narenji based in the city of Kerman. Ali Asghar Honarmand, Hossien
Nozari, Ehsan Paknejad, and Abass Vahedi were sentenced to 11, 7, 5, and 2.5 years respectively
on charges of “designing sites, websites, and creating content for media hostile to the regime”
according to one report. They had been initially arrested in December 2013 along with 10 colleagues,
seven of which received suspended sentences. 74
Saeed Malekpour, a permanent resident of Canada, has been in prison since 2008 for writing open
source software that third parties had used for sharing pornographic photos. He was sentenced to
death on charges of “threatening the nation’s Islamic ideals and national security via propaganda
against the system,” allegedly tortured, and forced to publicly confess.75
Soheil Arabi had his death sentence overturned by the Supreme Court, but was sentenced to 7.5
years for “insulting the Prophet” on Facebook in June 2015. He was originally arrested in November
2013 by the IRGC. According to a source, Soheil “must read 13 books on theology and religious
awareness” and make monthly presentations to the court on the topic as part of his sentence. He
is also serving a three-year sentence for “insulting the Supreme Leader” and “waging propaganda
against the state.”76

Surveillance, Privacy, and Anonymity
The online sphere in Iran is heavily monitored by the state. In January 2017, it was announced
that the administrators of Telegram channels with more than 5,000 members would be offered
incentives to register with Ministry of Culture and Islamic Guidance. There was no punishment
for noncompliance. Admins who conform are required to provide their channel name, full legal
name, home address, and national identification number. In addition, they must give “temporary
co-administration” privileges to an “iransamandehibot” bot.77 The presence of a government bot
monitoring all channel discussions poses a serious threat to the privacy and personal security of
channel admins and members, particularly in channels sharing content deemed to be politically,

Mahsa Alimardani, “The Arrest of Arash Zad, Iran’s Sart-Up Kid,” Global Voices, September 23, 2015, https://advox.
globalvoices.org/2015/09/23/the-arrest-of-arash-zad-irans-start-up-kid/

72

See “16.09.2015 - Two bloggers arrested,” in Press freedom violations recounted in real time January-December 2015,
Reporters Without Borders, https://rsf.org/en/news/press-freedom-violations-recounted-real-time-january-december-2015

73

See “18.02.2016 – Four Narenji website employees returned to prison,” in “Press freedom violations recounted in real time
January 2016,” Reporters Without Borders, https://rsf.org/en/news/press-freedom-violations-recounted-real-time-january-2016
, and “Technology Website Staffers Rushed to Prison Before Appeals Court Verdict,” International Campiagn for Human Rights in
Iran, February 18, 2016, https://www.iranhumanrights.org/2016/02/four-it-professionals-imprisoned-in-kerman/
74

Mahsa Alimardani, “Help End the Imprisonment of Iranian Web Developer Saeed Malekpour,” Global Voices, October 3,
2016, https://advox.globalvoices.org/2016/10/03/help-end-the-imprisonment-of-iranian-web-developer-saeed-malekpour/

75

“Facebook Activist Sentenced to Seven Years in Prison for ‘Insulting the Prophet’,” International Campaign or Human Rights
in Iran, October 1, 2015, https://www.iranhumanrights.org/2015/10/soheil-arabi-4/
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Iran’s Telegram Registration Requirement Widens Governmental Snooping Powers, Center for Human Rights in Iran,
January 2017, http://bit.ly/2qQBarE

77

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

IRAN
religiously, or culturally sensitive. In April 2017, it was reported 8,000 Telegram channels and 1,000
Instagram pages had registered.78
In a troubling development, the Supreme Council on Cyberspace announced in May 2016 that all
foreign messaging apps must move all data on Iranian users to servers located within the country.79
The order seemed targeted at Telegram, which has been under increased pressure by the authorities
over the past year (see Content Removal). Storing data on local servers would make it easier
for the authorities to compel the company to hand over data on government critics and censor
unfavourable views.80
The legal status of encryption in Iran is somewhat murky. Chapter 2, Article 10 of the CCL prohibits
“concealing data, changing passwords, and/or encoding data that could deny access of authorized
individuals to data, computer and telecommunication systems.”81 This could be understood to
prohibit encryption, but enforcement is not common. Nonetheless, the Iranian authorities have
periodically blocked encrypted traffic from entering the country through international gateways,
particularly during contentious moments such as elections.82
In 2015 amid preparation for elections to the legislature and the Assembly of Experts, which
appoints the supreme leader, Iran’s deputy interior minister for security announced a new “Elections
Security Headquarters” would be established “to monitor cyberspace.” 83 Similarly, the IRGC launched
a military exercise named “Eghtedare Sarallah” in September 2015, which included the monitoring
of social media activities.84 In June 2015, Iran’s Cyber Police (FATA) created a new unit for monitoring
computer games.85
It remains unclear how the authorities can technically monitor the content of messages on foreign
social networks, given that some apps encrypt their messages. However, all platforms and content
hosted in Iran are subject to arbitrary requests by various authorities to provide more information
on their users. Local platforms do not guarantee the kind of user protection offered by some of their
international counterparts, which may explain users’ hesitancy to adopt them.
Meanwhile, the Iranian government has continued its cat-and-mouse game against the use of
circumvention tools, the legal status of which is also relatively opaque. The use of VPNs does not
appear to be criminalized, unlike the selling or promoting of VPN use.

Intimidation and Violence
Extralegal intimidation and violence by state authorities is prevalent in Iran. In 2012, blogger Sattar
Beheshti was killed while in prison. More recently, groups such as the IRGC have pressured or
78

“April 2017,” Filterwatch, Small Media, https://smallmedia.org.uk/news/filterwatch-april-2017

“Iran orders social media sites to store data inside country,” Reuters, May 29, 2016, http://www.reuters.com/article/
internet-iran-idusl8n18q0in

79

80 Adario Strange, “Iran’s new data policy could mean end of local access to Telegram app,” Mashable, May 31, 2016, http://
mashable.com/2016/05/31/iran-telegram-app/#k3nf4Sy43mqY

81 Islamic Republic of Iran: Computer Crimes Act, Article 19, 2012, https://www.article19.org/data/files/medialibrary/2921/1201-30-FINAL-iran-WEB%5B4%5D.pdf
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“April 2016,” Filterwatch, Small Media, https://smallmedia.org.uk/media/articles/files/IIIP_APRIL16.pdf, pg. 7-9.
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“Cyber army exercises held,” [Farsi] Itmen, http://www.itmen.ir/index.aspx?pid=99&articleid=82120

“A New Round of Intimidation, Arrests, and Prosecution of Social Media Users in Iran,” International Campaign for Human
Rights in Iran, June 14, 2015, https://www.iranhumanrights.org/2015/06/intimidation-arrests-social-media-users/
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coerced detained activists into giving up login details to their social media accounts, which the
authorities have then used for surveillance and phishing attacks. For example, after the arrest of
former BBC Persian journalist Bahman Daroshafaei, Iranian activists living in the diaspora reported
receiving suspicious messages from his Telegram account.86 This appears to be part of a broader
pattern, as a number of activists have reported phishing attempts that appear to have been
sponsored by the Iranian government.87

Technical Attacks
Over the past year, state hackers launched number of cyberattacks against Iranian activists and
campaigners, including those in the diaspora. In February 2017, research group Iran Threats
reported “A macOS malware agent, named MacDownloader, was observed in the wild as targeting
the defense industrial base, and reported elsewhere to have been used against a human rights
advocate.” The group tied the activity to hackers “believed to based in Iran and connected to Iranian
security entities.”88
In August 2016, a prominent Iranian political activist based in Paris was the target of malware
intended to gain remote access to a “wide range of content on Android smartphones including
messages, photos, audio files, apps, GPS locators, and contact lists,” according to the Iran Human
Rights Center.“89

86 Lorenzo Franceschi-Bicchierai, “Iran Appears to Have Taken Over an Arrested Journalist’s Telegram Account,” Motherboard,
February 5, 2016, http://motherboard.vice.com/read/iran-telegram-account-bbc-journalist

87 Lorenzo Franceschi-Bicchierai, “The Iranian Hacking Campaign to Break into Activists’ Gmail Accounts,” Motherboard,
August 27, 2015, http://motherboard.vice.com/read/inside-the-iranian-hackers-campaign-to-break-into-activists-gmailaccounts
88

“Kittens: Iranian actor resurfaces with malware for mac,” Iran Threats, February 2017, http://bit.ly/2krE9mt

“Hackers Exploit Android Phone Security Flaw to Target Activists,” Centre for Human Rights in Iran, August 31, 2016, http://
tinyurl.com/y7yy495k
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Italy
2016

2017

Population:

Internet Freedom Status

Free

Free

Internet Penetration 2016 (ITU):

61.3 percent

Obstacles to Access (0-25)

4

4

Social Media/ICT Apps Blocked:

No

Limits on Content (0-35)

6

6

Political/Social Content Blocked:

No

Violations of User Rights (0-40)

15

15

Bloggers/ICT Users Arrested:

No

TOTAL* ( 0-100 )

25

25

Press Freedom 2017 Status:

60.6 million

Partly Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
●

Following a constitutional referendum campaign marked by allegations of
disinformation and fake news, political parties and actors have advocated for different
solutions to tackle the phenomenon, including a controversial proposal to impose fines
and prison sentences against those behind fake news reports (see “Media, Diversity, and
Content Manipulation”).

●

A new bill voted by the Senate in March 2017 and approved in June 2017 mandated the
government to regulate hacking for the purpose of criminal investigations, but raised
concerns among privacy groups for lacking adequate safeguards (see “Surveillance,
Privacy, and Anonymity”).

●

Amid growing scrutiny over surveillance software sales to government agencies and
repressive regimes, Italy took some steps to limit the export of surveillance technologies
to countries with poor human rights records. However, civil society organizations
continued to demand greater transparency on export licensing for surveillance
technologies (see “Technical Attacks”).
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Introduction
Italy’s internet environment remained “Free,” although online writers continued to face legal
intimidation and other threats.
Italian authorities do not generally engage in political censorship of online speech, and, as in
previous years, no bloggers or social media users were imprisoned during the coverage period.
However, defamation remains a criminal offense in Italy, and civil libel suits continue to threaten
online writers. Moreover, debates surrounding several legislative proposals during the past year
raised concerns due to their potential impact on internet freedom. The “fake news” debate was
particularly lively in Italy, and politicians across the political spectrum have publicly discussed
possible solutions to regulate the spread of disinformation on the internet.
Meanwhile, Italy has been discussing its own regulation of hacking powers for law enforcement
investigations, and in June 2017 approved a law mandating the government to regulate the use of
malware for such purposes. Italian and international non-governmental organizations, as well as the
UN Human Rights Committee, have raised concerns about international human rights standards
of legality, necessity, and proportionality. Concerns have also surrounded Italian companies’
involvement in cyberweapons trade, and the lack of transparency in the way export licenses are
granted.
For a country with an advanced economy, Italy’s internet penetration lags behind that of many other
European countries, at around 65 percent of the population. Italy was the first European country to
present a crowdsourced “Declaration of Internet Rights” in July 2015. The nonbinding document
includes provisions that promote net neutrality and establishes internet access as a fundamental
right. While generally seen as a positive development, the text has also raised some criticism for
falling short on certain issues such as anonymity, encryption, and data retention.

Obstacles to Access
Since the 1990s, the Italian government has supported the internet as a catalyst for economic growth,
increased tourism, and greater government efficiency. This attitude continued to prevail in 2017,
though aspirations for a fully connected Italy remained unfulfilled.

Availability and Ease of Access
While Italy’s internet penetration rate is higher than the global average, it is much lower than the
overall rate in Western Europe and lags behind in many ICT indicators in Europe.1 Several factors
have impacted Italy’s relatively low penetration rate, including infrastructural limitations, overall
household internet penetration, and unfamiliarity with the internet among older generations. In
general, mobile phone use is much more widespread than internet access. Italy has one of lowest
coverage rates of high speed broadband in the EU.2
ITU, “ICT Facts and Figures: the world in 2017,” ICT Facts and Figures: the world in 2015; See also: The Digital Economy &
Society Index (DESI), 2016, http://bit.ly/1UPeUWV.   

1

2 The EU Digital Agenda calls for 100 percent of the territory covered with 30Mbps and at least 50 percent with ultrafast
(over 100Mbps) by 2020. See: European Commission, “Broadband speeds and prices,” accessed October 31, 2017, http://bit.
ly/2gQo5YT

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

ITALY

Key Access Indicators
Internet penetration (ITU)

a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

2016

61.3%

2011

54.4%

2015

151%

2015

2016

2011

2017(Q1)

2016(Q1)

65.7%
140%
158%

9.2 Mbps

8.2 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Significant geographical differences persist across the country: if in the Northern Italy internet
penetration reaches 67 percent, in the Southern part of the country these figures are lower
(55 percent). Of all connected Italians, 45 percent go online every day.3 Also the number of
families owning an ADSL broadband connection improved from 64.4 to 67.4 percent in 2016.
Of these, nearly 45 percent went online every day. The internet is particularly popular among
Italian youth, with over 91 percent of people between 15 and 24 surfing the web.4
The ambitious infrastructural plan, “Growth 2.0”, was announced in 2012 to close Italy’s digital divide
between those areas that are served by high-speed connections and those that are not, but targets
were repeatedly delayed. The same plan also launched the “Digital Agenda” initiative (based on the
EU Agenda 2020), intended to expand broadband access and e-government functions (including
“digital identity,” public e-services, “intelligent communities,” and so on).5 In a similar attempt to
showcase progress in Italy’s digital agenda, the government approved a decree in February 2016 to
cut costs for laying cables and established the Networks Register for Infrastructures (SINFI).6 With
this stop-and-go approach, however, it remains unclear whether Italy will fulfill the EU goal.
Launched in 2016, a “Digital Team” led by Amazon vice-president Diego Piacentini involves
professional figures of different internet-related sectors and it is supposed to lead the digital
transformation process of Italian public administration, among other goals.7

Restrictions on Connectivity
The government does not impose restrictions on ICT connectivity and access to social media and
communication platforms. Telecom Italia, the former state telecom monopoly that owns the physical
network, continues the process of “externalizing” the infrastructure since May 2013, as required by

3 Istituto Nazionale di Statistica (ISTAT), “Citizens, enterprises and the ICTs,” December 21, 2016, https://www.istat.it/it/
files/2016/12/Cittadini-Imprese-e-nuove-tecnologie.pdf?title=Cittadini%2C+imprese+e+ICT+-+21%2Fdic%2F2016+-+Testo+in
tegrale+e+nota+metodologica.pdf

4

Istituto Nazionale di Statistica (ISTAT), “Citizens, enterprises and the ICTs,” December 21, 2016,

6

Legislative decree of February 15, 2016, n. 33, http://bit.ly/2cXO558.

D.L. 179/2012 in G.U. 46/2012, http://bit.ly/1jsm8AT; See also: Agenzia per l’Italia Digitale, “Agenda Digitale italiana,” http://
bit.ly/1PpZcP9.

5

Diego Piacentini, “Towards the new ‘operating system’ of the country,” Medium.com, December 21, 2016 https://medium.
com/team-per-la-trasformazione-digitale/new-operating-system-country-technological-competence-plans-11b50a750ea7

7
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EU legislation to provide fair access to competitors (see ICT Market).8

ICT Market
Access to the internet for private users is offered by 13 different ISPs. Telecom Italia has the largest
share of the market, followed by Vodafone, Fastweb, and Tiscali. Telecom Italia Mobile (TIM),
Vodafone, Wind, and 3 Italia are the major mobile carriers, and all of them operate 3G and 4G
networks.9
In December 2016, 3 Italia and Wind confirmed their fusion and they now operate as a single
company under the name of Wind Tre Spa. With 31 million users, the company is now the biggest
mobile operator in the country.10  
Earlier in 2016, the French media giant Vivendi further raised its stake in Telecom Italia to just
under 25 percent – the threshold for making a mandatory bid for Telecom Italia.11 In April 2017
however, the Italian communications regulator AGCOM ruled that Vivendi had violated Italy’s media
antitrust law and gave the company a year to reduce its stakes in either Telecom Italia or the private
broadcaster Mediaset.12  

Regulatory Bodies
The main regulatory body for telecommunications is the Authority for Communications (AGCOM),
an independent agency that is accountable to the parliament. Its responsibilities include providing
access to networks, protecting intellectual property rights, regulating advertisements, and
overseeing public broadcasting. The parliament’s majority party appoints AGCOM’s president.
In recent years, AGCOM has paid particular attention to digital copyright issues. In December 2015,
Italy’s Constitutional Court dismissed an appeal that challenged the constitutionality of AGCOM’s
online copyright enforcement regulation issued in 2014, which empowers the regulatory authority
to order internet or hosting providers to block websites or remove allegedly infringing content.13
In late 2016, in the wake of the fake news debate, Giovanni Pitruzzella, Head of AGCOM, argued
that regulation of false information on the internet was best done by the State rather than by social
media companies such as Facebook. He also suggested the creation of an EU independent body set
to label fake news and remove it from circulation or impose fines when necessary.14
Another important player governing the ICT sector is the Italian Data Protection Authority (DPA),
known as “Garante della Privacy”. Set up in 1997, the DPA is tasked with supervising compliance with
data protection laws by both governmental and nongovernmental entities. It also has the authority

8 Telecom Italia, “Telecom Italia: CDA approva il progetto di societarizzazione della rete di accesso,” Press release, May 30,
2013, http://bit.ly/1PaTZf5.
9

10
11

See: https://opensignal.com/reports/2016/05/italy/state-of-the-mobile-network
http://www.ilpost.it/2017/01/03/wind-tre/

“Vivendi ups Telecom Italia stake to just below bid threshold,” Reuters, March 11, 2016, http://reut.rs/1V5H4gs.

“Italian Regulator Rules Vivendi Can’t Keep Big Stakes in Both Mediaset, Telecom Italia,” The Wall Street Journal, April 18,
2017, http://on.wsj.com/2ysp88w

12
13

EDRi, “Italian Constitutional Court avoids decision on blocking,” January 26, 2016, http://bit.ly/2d03zR7.

“Italy antitrust chief urges EU to help beat fake news,” Finantial Times, December 30, 2016, https://www.ft.com/content/
e7280576-cddc-11e6-864f-20dcb35cede2

14
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to ban or block “processing operations that are liable to cause serious harm to individuals.”15 It is
generally viewed as professional and fair in carrying out its duties.

Limits on Content
The Italian authorities do not engage in significant blocking or filtering of internet content, although
measures to block illegal materials without a court order have worried digital rights activists. Italian
politicians have made increasing demands to tackle the proliferation of hate speech and fake news
online, including a controversial proposal to impose fines and prison sentences on those behind fake
news reports.

Blocking and Filtering
Italy does not block or filter content of a political, social, or religious nature, while Facebook, Twitter,
YouTube, and international blog-hosting sites are all freely available. According to data gathered by
Open Observatory of Network Interference (OONI),16 developed by the Tor Project, Italy’s blocking
and filtering of the internet is limited and is primarily implemented by means of DNS tampering.17
Websites related to child abuse, gambling, copyright infringement, and terrorism are subject to
blocking or removals. The 2014 antiterrorism law voted in April 15, 2015 allows the public prosecutor
to order the blocking or removal of terrorist websites. Similar to the system used to block child
pornography sites, the Interior Ministry compiles a blacklist of terrorist websites for ISPs to block.18
A controversial resolution on online copyright enforcement enacted in March 2014 enables AGCOM
to issue administrative blocking orders to ISPs for specific websites that infringe on copyright, even
those that only contain links for downloading copyright protected content. The regulation also
gives AGCOM the power remove content upon review by an internal panel but without prior judicial
approval if a copyright violation is detected.19 In March 2017, an administrative court dismissed the
challenge lodged by consumer organizations and ISP associations in 2014, ruling that the regulation
is not in violation of EU and Italian law.20

Content Removal
The Italian authorities sometimes request the removal of specific content, though the amount is
limited. According to Facebook’s report from June to December 2016, 11 pieces of content were
restricted based on court orders for defamation, harassment, and threats allegedly violating Italian
law.21  Twitter’s Transparency Report for 2016 lists 6 requests for content removal from Italian

15

The Italian Data Protection, “The Italian Data Protection Authority: Who We Are,” November 17, 2009, http://bit.ly/1Lr0vvy.

17

https://explorer.ooni.torproject.org/country/IT

16

https://ooni.torproject.org/

Sghirinzetti, “Italy: Anti-terrorism decree to strengthen government surveillance,” EDRi, April 22, 2015, http://bit.
ly/1RCR0KR.

18

AGCOM, “Regolamento in materia di tutela del diritto d’autore sulle reti di comunicazione elettronica,” December 12, 2013,
http://bit.ly/1WXMfys; See also: European Parliament, “Subject: Internet censorship in Italy—via administrative procedure,” July
13, 2011, February 2, 2013, http://bit.ly/1MsIZrQ.
19

20
21

https://torrentfreak.com/blocking-pirate-sites-without-a-trial-is-allowed-italian-court-rules-170403/
https://govtrequests.facebook.com/country/Italy/2016-H2/
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authorities between July and December, but no content was withheld.22 According to Google’s latest
Transparency Report, the government sent 148 content removal requests between July to December
2016, including 66 of them for defamatory content, 41 for privacy and security reasons, and 23 for
hate speech.23
Italian courts have ruled in favor of the so-called “right to be forgotten” since the European Union
(CJEU) ruling in May 2014. On December 3, 2015, a Civil Court of Rome upheld the CJEU’s reasoning
on the “right to be forgotten” but rejected the plaintiff’s request, in a case that sought to balance
such a right with the right to information in the public interest.24 In a problematic move in 2016, the
Supreme Court upheld a 2013 court decision in favor of the removal of an inconvenient news article
from a website’s archives after two years, deeming that the time elapsed between the publication
date and the request for removal “sufficed to satisfy the public interest as far as its right to be
informed was concerned.”25
In May 2017, the Italian parliament approved a new cyberbullying law after several high profile cases
of cyberbullying came to light.26 The bill had raised concerns for instituting far too easy of a process
for content removal from social media.27 Minors over the age of 14 (or their parents) can demand
outlets to remove damaging content within 48 hours of a request.28 While it was subject to several
changes during the parliamentary debate, the latest version of the text has been viewed as more
accurate and balanced.29

Media, Diversity, and Content Manipulation
Blogging is very popular in Italy, though television remains a leading medium for obtaining news.
Most policymakers, popular journalists, and figures in the entertainment industry have their own
blogs, as do many ordinary citizens. Social-networking sites, especially Facebook and Twitter, have
emerged as crucial tools for organizing protests and other mass gatherings, such as concerts, parties,
or political rallies, although, at times, some content may be aggressive.
The Italian government does not proactively manipulate news websites. Following a constitutional
referendum campaign marked by allegations of disinformation and fake news however, Italian
politicians have made demands to address the proliferation of hate speech and fake news online.30
In November 2016, an analysis by Buzzfeed found that the anti-establishment Five Star Movement
was running a network of websites and social media networks that disseminated fake news and pro22
23

https://transparency.twitter.com/en/countries/it.html

https://transparencyreport.google.com/government-removals/by-country/IT

Nctm, “Right to be forgotten, right to reputation and privacy: comment to the decision no. 23771/2015 of the civil court of
Rome,” April 2016, http://bit.ly/2dQZn8c.

24

Guido Scorza, “A ruling by the Italian Supreme Court: News do “expire.” Online archives would need to be
deleted,”L’Espresso, July 1, 2016, http://bit.ly/29aeJ5c; See also: Athalie Matthews, “How Italian courts used the right to be
forgotten to put an expiry date on news,” The Guardian, September 20, 2016, http://bit.ly/2cPSINq.

25

“Italy passes law to fight cyberbullying,” Reuters, May 17, 2017, http://in.reuters.com/article/italy-cyberbullying/italypasses-law-to-fight-cyberbullying-idINKCN18D2HW

26
27

“La nuova legge sul cyberbullismo,” Il Post, May 17, 2017, http://www.ilpost.it/2017/05/17/legge-cyberbullismo/

“Cyberbullismo, sì definitivo della Camera. Ecco cosa prevede la legge,” May 17, 2017, http://tg24.sky.it/
politica/2017/05/17/Cyberbullismo-camera-approva-legge-cosa-prevede.html

28

“Cyberbullismo, dopo le critiche la legge cambia e punta alla prevenzione,” Valigia Blu, February 2, 2017, http://www.
valigiablu.it/cyberbullismo-legge/

29

“Top Italian politician Laura Boldrini is calling out Mark Zuckerberg for ignoring hate speech and fake news,” Quartz,
February 15, 2017, https://qz.com/911293/top-italian-politician-laura-boldrini-is-calling-out-mark-zuckerberg-for-ignoringhate-speech-and-fake-news/
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Kremlin content.31 In early 2017, a widely criticized bill to tackle the spread of fake news and hate
speech was presented for parliamentary discussion by MP Adele Gambaro. According to this bill,
online news organizations could be fined up to €5,000 for publishing “false, exaggerated or biased”
news reports and failing to remove them within 24 hours. If fake news is deemed to damage the
public interest or seeks to undermine the democratic process, publishers would face heftier fines
and prison sentences.32
Content hosts may exercise some informal self-censorship regarding content that could prove
controversial or create friction with powerful entities or individuals. Online writers also exercise
caution to avoid libel suits by public officials, whose litigation—even when unsuccessful—often
takes a significant financial toll on defendants. Individuals writing about the activities of organized
crime in some parts of the country may be especially at risk of reprisals.
Online publishing is popular in Italy, though television remains a leading medium for obtaining
news. Most policymakers, popular journalists, and figures in the entertainment industry have their
own blogs, as do many ordinary citizens. Some restrictions on Internet content that are uncommon
in other Western European countries remain in place in Italy. Drawing on a 1948 law against the
“clandestine press,” a regulation issued in 2001 holds that anyone providing a news service, including
on the internet, must be a “chartered” journalist within the Communication Workers’ Registry (ROC)
and hold membership in the national journalists’ association.33 With the exception of one case from
late 2000s, these rules have generally not been applied to bloggers and, in practice, millions of blogs
are published in Italy without repercussions. Nonetheless, many people who create websites on a
range of issues (including scholarly research) still continue to collaborate with registered journalists
to protect themselves from potential legal action.

Digital Activism
While usually less technologically advanced than those working in other Western European countries,
Italian civil society organizations have actively started to campaign on transparency and social issues,
with a particular focus on open data and freedom of information initiatives, with some results.
For instance, after two years of a civil society campaign called “FOIA4Italy,” a new access to
information law was approved by the Council of Ministers in May 2016 and came into force on
December 23, 2016.34

Violations of User Rights
Violations against users’ rights are uncommon in Italy, although cases of legal intimidation and threats
against online writers are occasionally reported. Criminal defamation laws remain a grave threat to
“Italy’s Most Popular Political Party Is Leading Europe In Fake News And Kremlin Propaganda,” BuzzFeed, November 29,
2016, http://bzfd.it/2hsLy6v

31

“Italy debates fines and prison terms for people who spread fake news,” thelocal.it, February 16, 2017, https://www.
thelocal.it/20170216/italy-mulls-introducing-fake-news-fines

32

Diritto Tecnologia Informazione, Legge March 7, 2001, n. 62, “Nuove norme sull’editoria e sui prodotti editoriali,” [New
Rules on Publishing and Publishing Products] accessed August 21, 2012,http://www.interlex.it/testi/l01_62.htm.

33

  FOIA4Italy, “L’Italia ha un Freedom of Information Act,” [Italy has a Freedom of Information Act], May 19, 2016, http://
bit.ly/2d19ipS; See also: “Ecco il testo del decreto Foia, la trasparenza della PA parte da dicembre,” Repubblica, May 19, 2016,
http://bit.ly/2dTLOsZ.
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online journalists and social media users, particularly in the ambiguous form they have been applied
to the online sphere.

Legal Environment
As a signatory to the European Convention on Human Rights and other relevant international
treaties, freedoms of speech and the press, as well as the confidentiality of correspondence, are
constitutionally guaranteed in Italy.35 Italy was the first European country to adopt a crowdsourced
“Declaration of Internet Rights” in July 2015. The non-binding document includes provisions that
promote net neutrality and establishes internet access as a fundamental right. While generally seen
as a positive development, the text has also raised some criticism for falling short on certain issues
like such as anonymity, encryption, and data retention.
Several laws present a threat to internet freedom in the country, however. Italy passed a new
antiterrorism law in April 2015 that broadened language in the criminal code on terrorist recruitment
as well as the endorsement or incitement of terrorism to include their action via online channels.36
Critics worried that the law would be applied broadly and may sanction legitimate instances of free
expression that fall within international norms for protected speech.37
Defamation is a criminal offense in Italy: according to the criminal code, “aggravated defamation” is
punishable by prison terms ranging from six months to three years and a minimum fine of EUR 516
(US$580). In cases of libel through the press, television, or other public means, there is no prescribed
maximum fine.38 Though these provisions are rarely applied, civil libel suits against journalists, including
by public officials and politicians, are a common occurrence, and the financial burden of lengthy legal
proceedings may have chilling effects on journalists and their editors. In March 2017, the United
Nations Human Rights Committee expressed renewed concerns that “forms of expression including
defamation, libel and blasphemy remain criminalized, including with punishment of imprisonment, and
that article 13 of the Press Law and that Article 595 of the Criminal Code imposes harsher punishment
for defaming public officials, including the head of state.”39   
Political debates have increasingly focused on how best to tackle the spread of disinformation and
hate speech online, and in early 2017, Italian politicians introduced a new legislative proposal to
ban fake news. The proposal, signed by 28 MPs, introduces jail time for publishing news that could
create public unrest. Other suggested sanctions include fines.40 As of mid-2017, the proposal was
still a draft and had not yet been assigned to a parliamentary commission. The text has received
strong criticism (see Media, Diversity, and Content Manipulation).41

An English copy of the constitution is available at, Constitution of the Italian Republic, http://bit.ly/1hARFPS; See especially
art.15 and 21 Cost.

35
36
37

Sghirinzetti, “Italy: Anti-terrorism decree to strengthen government surveillance.”

“Tolto dal decreto antiterrorismo l’emendamento sui computer,” Internazionale,  March 26, 2015, http://bit.ly/1Lr1CeP.

Organization for Security and Cooperation in Europe Representative on Freedom of the Media, Libel and Insult Laws: A
matrix on where we stand and what we would like to achieve, (Vienna: OSCE, 2005), 79,http://www.osce.org/fom/41958.

38

“Concluding observations on the sixth periodic report of Italy”, United Nations, Human Rights Committee, March 2017:
http://tbinternet.ohchr.org/_layouts/treatybodyexternal/Download.aspx?symbolno=CCPR%2fC%2fITA%2fCO%2f6&Lang=en

39

“Fake news, ddl bipartisan contro chi diffonde bufale dannose sul Web,” Il Sole 24 Ore, Februry 15, 2017, http://bit.
ly/2lP0hG1

40

“La legge contro le fake news: un misto di ignoranza e voglia di censura,” Valigia Blu, February 16, 2017, http://www.
valigiablu.it/legge-fakenews-censura/
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Prosecutions and Detentions for Online Activities
Defamation is a criminal offense in Italy according to the criminal code. Civil libel suits against
journalists, including those operating online, are a common occurrence. The financial burden of
lengthy legal proceedings may have chilling effects on journalists and their editors. Ossigeno per
l’Informazione, an organization that tracks threats to journalists in Italy, has reported 550 “frivolous
defamation suits” against media since 2011, which includes cases against online media.42

Surveillance, Privacy, and Anonymity
Despite the 2013 Snowden revelations and reports of eavesdropping by the British and American
governments’ intelligence organizations on Italian phone calls and internet traffic, Italy has not
engaged in a thorough public debate.43 44
The country’s authorities are widely perceived to be engaged in regular wiretapping, and the news
media regularly publicize wiretap information that is leaked to them.45 The use of hacking by Italian
law enforcement is has also been documented, and in May 2017, the United Nations Human Rights
Committee raised concerns that “intelligence agencies are intercepting personal communications
and employing hacking techniques without explicit statutory authorization or clearly defined
safeguards from abuse.”46 In July 2016 however, the Supreme Court of Italy ruled that hacking was
constitutional and in accordance with human rights law.47
Italian lawmakers have made several attempts to regulate hacking in recent years.48 A proposal
known as the “Trojan Bill” sought to amend Article 266 to reflect the Supreme Court’s judgment,
as well as establish a more robust system for authorizing remote and covert hacking. 49 In March
2017, the Senate voted on another bill proposed by Justice Minister Andrea Orlando to reform the

42

See: http://notiziario.ossigeno.info/tutti-i-numeri-delle-minacce/dati-aggregati-tavola-3/

“Revealed: How the Nsa Targets Italy,” L’Espresso, December 5, 2013, http://espresso.repubblica.it/inchieste/2013/12/05/
news/revealed-how-the-nsa-targets-italy-1.144428

43

“Datagate, così ci spiano Stati Uniti e Gran Bretagna,” L’Espresso, October 24, 2013, http://espresso.repubblica.it/
internazionale/2013/10/24/news/cosi-ci-spiano-stati-uniti-e-gran-bretagna-1.138890

44

Although it is difficult to determine the real number of people affected by wiretaps (estimates range from 25,000 to
over 130,000), many individuals who are caught up in wiretaps have no incriminating connection to the main target of the
eavesdropping. The current law stipulates that such peripheral communications cannot be transcribed and any recordings
should be destroyed right away, though this is not always carried out in practice. Thus it may happen that some exchanges are
recorded and leaked to the media. This is the problem that the proposed bill on electronic surveillance was meant to address.

45

“Concluding observations on the sixth periodic report of Italy”, United Nations, Human Rights Committe,  March 2017:
http://tbinternet.ohchr.org/_layouts/treatybodyexternal/Download.aspx?symbolno=CCPR%2fC%2fITA%2fCO%2f6&Lang=en

46

Corte di Cassazione, supra note 3, Reasons for the Decision, para. 11 (“limited exclusively to proceedings relating to
offences of organized crimes, the Court allows the real-time interception of conversations or communications by installing
a “computerized sensor” in portable electronic devices (e.g. personal computer, tablet, smartphone, etc.) also in private
homes under Art. 614 of the Code of Criminal Procedure, even if those dwelling are not identified in the warrant or if it is not
determined that they were used to conduct criminal activity”) (in the original Italian “Limitatamente ai procedimenti per delitti
di criminalità organizzata, è consentita l’intercettazione di conversazioni o comunicazioni tra presenti mediante l’installazione
di un captatore informatico in dispositivi elettronici portatili (ad es., personal computer, tablet, smartphone, ecc.) - anche
nei luoghi di privata dimora ex art. 614 c.p., pure non singolarmente individuati e anche se ivi non si stia svolgendo l’attività
criminosa”)

47

Carola Frediani, Intercettazioni col trojan, ecco la proposta di legge, La Stampa, January 31 2017) http://www.lastampa.
it/2017/01/31/italia/cronache/intercettazioni-col-trojanecco-la-proposta-di-legge-MP8BJ2PB0jCwMt84ofRSlM/pagina.html
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Proposta di Legge, Disciplina dell’uso dei Captatori legali nel rispetto delle garanzie individuali. The full Italian bill, and its
summary in English are available at http://www.civicieinnovatori.it/wp-content/uploads/2017/02/ Sintesi-PDL-captatori-EN.pdf
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criminal justice system.50 Approved in June 2017, the law mandates the government to regulate
hacking for the purpose of criminal investigations.  Organizations such as Privacy International
have contended that the law fails to meet the standard of legality, necessity, and proportionality,
and does not establish sufficient minimization procedures, effective oversight, or safeguards from
abuse.51
In March 2008, Parliament approved a law (No. 48 of 2008) that ratified the Council of Europe’s
Convention on Cybercrime, which established how long internet-related communication data should
be retained.52 This matter was further refined with the inclusion in the Italian legislative system of
the 2006 EU Data Retention Directive.53 Although the Court of Justice of the European Union struck
down the directive in 2014, Italy passed an anti-terrorism law in April 2015 that extended the period
ISPs must keep users’ traffic records (metadata), as opposed to the content of communications—
from 12 to 24 months.54 Providers must retain information such as broadband internet data, internet
telephony, internet use via mobile phone, and email activity. The records can only be disclosed in
response to a request from a public prosecutor (a judge) or a defendant’s lawyer, and, like their
counterparts elsewhere in Europe, Italy’s law enforcement agencies may ask ISPs to make such
information readily available so that they can respond to the needs of criminal investigations.
Given the technical burden of this directive, most ISPs now use a third-party service that offers the
necessary security guarantees for encryption and data storage.
As Italy moves towards greater e-governance, some concerns have been raised over the protection
of user data in the hands of public agencies, as well as the security of digital data and the risk
of identity theft.55 As part of the Italy’s digital agenda, the Digital Italy Agency (AgID) recently
introduced an eID system called Public System of Digital Identity (SPID).56 Launched in March 2016,
SPID creates a “unique” PIN number that allows users to log into different public administration web
services, including social security, pension, and tax agencies and municipalities. Only three providers
are authorized to grant this “digital identity”: Infocert, Tim (mobile telecom), and Poste (PosteID).

Intimidation and Violence
Cases of intimidation or physical violence in response to online activity are reported sporadically,
although individuals who expose the activities of organized crime in some parts of the country may
especially be at risk of reprisals. In August 2015, the parliamentary anti-mafia committee voiced
concerns about the high number of “acts of hostility” against investigative journalists by organized
crime groups. This included “traditional methods” of intimidation such as burning of cars, verbal
threats and even sending bullets through the mail, but also increasing legal threats.57  As recorded
by Ossigeno per L’Informazione, over 400 Italian journalists and bloggers were subjected to threats
50 Changes to the Criminal Code, Criminal Procedure Code and Penal Procedure Bill (15 Mar. 2017), available at http://www.
senato.it/service/PDF/PDFServer/BGT/01009188.pdf.

Privacy International, “Privacy International’s Analysis of the Italian Hacking Reform, under DDL Orlando,” March 5, 2017,  
http://bit.ly/2zwWUgC

51

52 For a useful timetable of the required retention periods, see Gloria Marcoccio, “Convention on cybercrime: novità per la
conservazione dei dati,” [Convention on Cybercrime: News on Data Retention] Diritto Tecnologia Informazione, April 10, 2008,
http://www.interlex.it/675/marcoccio7.htm.
53

D.L. 109/2008.

55

M. Calamari “Lo SPID è nato morto?”, Punto Informatico April 21, 2016 , http://bit.ly/2fQLhso.

54
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Sghirinzetti, “Italy: Anti-terrorism decree to strengthen government surveillance.”
See: https://www.spid.gov.it/

Anti-Mafia Parliamentary Committee, “Report on the State of Information and on the Condition of Journalists threatened
by Organised Crime,” August 5, 2015, http://bit.ly/2dAMvUN.
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of different kinds in 2016.58 It is likely that many other cases are not publicly reported.

Technical Attacks
The country’s official cybersecurity strategy has been in place since December 2013.59 Common
forms of technical attacks in Italy include defacement or distributed denial-of-service (DDoS)
attacks against websites as a form of political protest.  Other cyberattacks—particularly against
banks, government institutions, and business websites—remain a problem in Italy. In early 2017, the
malware EyePyramid was detected. The software was created to target high profile public officials
and law firms.60
Awareness regarding Italian involvement in the cyberweapons market has grown, and companies
have faced growing scrutiny over surveillance software sales to government agencies and repressive
regimes. In July 2015, a leak of internal documents from the Milan-based surveillance technology
firm Hacking Team revealed details about some of the company’s clients across the world, including
countries with poor human rights records.61 The company had been criticized in the past for
cooperating with nondemocratic regimes and lacking sufficient considerations of users’ privacy.62
In April 2016, however, the Italian government suspended its “global” authorization to export its
software. While this would not affect countries within the European Union, the company would be
required to seek approval from Italian authorities to request individual licenses for each country
outside of the EU.63
According to a study published by the UK-based NGO Privacy International in August 2016, three
other companies based in Italy market intrusion technology.64 In January 2017, the Italian Coalition
for Civil Liberties and Rights, Privacy International and the Hermes Center for Transparency and
Digital Human Rights wrote a public letter to the Italian Ministry for Economic Development asking
to reconsider the export authorization for Italian company, AREA, which had been investigated
after selling their products in Syria and Egypt.65 The ministry issued a press release stating that the
company’s export authorization to Egypt had been suspended and would be revoked.66 However,
civil society organizations have continued to demand greater transparency on export licensing and
countries involved.67
58 Ossigeno, “412 Nomi Giornalisti Minacciati In Italia Nel 2016,” December 30, 2016, http://notiziario.ossigeno.info/2016/12/
ossigeno-412-giornalisti-minacciati-in-italia-nel-2016-76140/

Presidency of the Council of Ministers, National Plan for Cyberspace Protection and ICT Security,December 2013, http://bit.
ly/1Lr3Gn4; and Presidency of the Council of Ministers, National Strategic Framework for Cyberspace Security, December 2013,
http://bit.ly/1qVEWpW.

59

60 “Tutti i dettagli e i misteri di EyePyramid,” La Stampa, January 12, 2017, http://www.lastampa.it/2017/01/12/italia/
cronache/tutti-i-dettagli-e-i-misteri-di-eyepyramid-S3vOtTe6smhbJbBlrogpcJ/pagina.html
61

Wikileaks, “Hacking Team,” https://wikileaks.org/hackingteam/emails/
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“Hacking Team Has Lost Its License to Export Spyware,” Motherboard, April 6, 2016, http://bit.ly/1q9klUD.

Alfonso Maruccia, “L’orgoglio ferito di Hacking Team,” Punto Informatico, July 23, 2015, http://bit.ly/1LFkylL. See also the
conclusions by CitizensLab here, “Tag Archives: Hacking Team,” https://citizenlab.org/tag/hacking-team/; and by computer
security expert Bruce Schneier here: Bruce Schneier, “Hacking Team Is Hacked,” Schneier on Seurity (blog), July 6, 2015, http://
bit.ly/1RD0iWY.
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Privacy International, “Privacy International launches the Surveillance Industry Index & New Accompanying Report,”
August 1, 2016: https://www.privacyinternational.org/node/912
64

65 Italy urged to act as Internet surveillance systems are exported to Egypt, Cild.eu, January 23, 2017: https://cild.eu/
en/2017/01/23/italy-urged-to-act-internet-surveillance-system-exported-to-egypt/

66 “Ministry of Economic Development’s reply: Area Spa license to be revoked,” Cild.eu, January 24, 2017, https://cild.eu/
en/2017/01/24/ministry-economic-developments-reply-area-spa-license-revoked/

67 “Software spia, il ministero revoca la licenza di vendita in Egitto di Area Spa dopo le indagini della procura,” Il Fatto
Quotidiano, June 30, 2016, http://bit.ly/2s8WfuY
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Japan
2016

2017

Population:

127 million

Internet Freedom Status

Free

Free

Internet Penetration 2016 (ITU):

92 percent

Obstacles to Access (0-25)

4

4

Social Media/ICT Apps Blocked:

No

Limits on Content (0-35)

7

7

Political/Social Content Blocked:

No

Violations of User Rights (0-40)

11

12

Bloggers/ICT Users Arrested:

No

TOTAL* ( 0-100 )

22

23

Press Freedom 2017 Status:

Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Leaked documents revealed Japanese intelligence agencies obtained mass surveillance
equipment from the U.S. National Security Agency in 2013 (see Surveillance, Privacy,
and Anonymity).

•

Authorities struggled to manage online abuse targeting people of overseas origin;
a law was introduced in mid-2016 encouraging public education, but some local
authorities asked for better definitions of the term “hate speech” and stronger tools to
combat the trend (Media, Diversity, and Content Manipulation).

•

The Supreme Court issued a positive ruling regarding the removal of content in the
public interest in cases where individuals assert their “right to be forgotten” (see
Content Removal).
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Introduction
Internet freedom declined slightly in Japan due to a deteriorating surveillance environment.
There are few obstacles to access, and internet penetration is over 90 percent. Japan’s constitution
protects all forms of speech and prohibits censorship. However, some legislation disproportionately
penalizes specific online activities. New information about the communications surveillance
equipment available to Japanese intelligence agencies was revealed during the reporting period. It’s
not clear if the equipment could be used on domestic surveillance targets under Japan’s wiretap
framework. But the news came during a reporting period that also saw clear indications of law
enforcement powers expanding on security grounds. The Supreme Court failed to challenge the
police practice of monitoring anyone in the Muslim community for possible links to terrorism, and
June 2017 saw the passage of a conspiracy law that may allow police to seek wiretap warrants to
investigate more crimes with supposed links to terrorism.
The conspiracy law is the latest step to boost national security under the administration of Prime
Minister Shinzo Abe. Lawmakers passed state secrets legislation in 2013, which criminalized both
leaking and publishing broadly defined national secrets regardless of intent or content. In a review
of Japan’s human rights practices in July 2014, the United Nations Human Rights Committee said
the legislation laid out “a vague and broad definition of the matters that can be classified as secret”
and “high criminal penalties that could generate a chilling effect on the activities of journalists and
human rights defenders.”1 In June 2017, the U.N. special rapporteur on freedom of expression also
noted “significant worrying signals” about Japan’s record on freedom of expression.

Obstacles to Access
In general, Japanese internet users experience few obstacles to access. There are high rates of internet
penetration, and smartphone use is increasing. Wi-Fi and mobile options are expanding in advance of
the 2020 Tokyo Olympics.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)a

Mobile penetration (ITU)

92.0%

2011

79.1%

2015

125%

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

2011

2017(Q1)

2016(Q1)

93.3%
130%
104%

20.2 Mbps

18.2 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

United Nations International Covenant on Civil and Political Rights Human Rights Committee, “Concluding observations
on the sixth periodic report of Japan,” August 20, 2014, available at http://tbinternet.ohchr.org/_layouts/treatybodyexternal/
Download.aspx?symbolno=CCPR%2fC%2fJPN%2fCO%2f6&Lang=en.
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Internet and mobile penetration increased slightly during the coverage period. Service is high
quality, and speeds are improving year on year (see Key Indicators).
Mobile penetration figures include access via personal handy-phone (PHS) handsets, an affordable
cell phone alternative with limited range that helped popularize mobile internet before the
introduction of smartphones. But smartphones have since transformed the experience of getting
online. Fifty-seven percent of internet users accessed the internet using a computer in 2015,
according to the latest available government figures, down from seventy-nine percent in 2011.2
Smartphone use as a means to access the internet increased dramatically over the same period, and
offered the primary means of internet access for 54.3 percent of users at the end of 2015, when the
latest available figures were published.3 Tablets nudged out mobile phones and PHS handsets in the
latest data, with tablet internet usage at 18.3 percent compared to 15.8 percent for feature phones
or PHS.4
Increasing smartphone use has made the mobile market more competitive and resulted in improved
pricing options. Providers have subsidized second and third devices, made data and family plans
cheaper, and at least one offers discounts to customers with more than five years of continuous
service.
The government invested heavily in Wi-Fi networks during the reporting period in advance of the
2020 Tokyo Olympics. 5 Some companies offer free Wi-Fi, including the private Wire and Wireless
(Wi2) company , part of the KDDI group which offers free internet access in restaurants, coffee shops,
and some train stations; registration requires an email address.6 Wi-Fi access has been tied to mobile
subscriptions in the past, a barrier for users without contracts.7
The cost of service can otherwise be quite high, though they are becoming more affordable.
According to government statistics, the average cost of internet access throughout Japan was JPY
3,411 (US$30) in 2016, compared to JPY 6,505 (US$64) in 2014.8 But government statistics show
major disparities between the average costs for households in regional areas, with connectivity costs
in mid-sized cities being the most expensive in 2016 (JPY 6,466 per month, (US$57)) and small cities,
towns, and villages being JPY 5,964 per month (US$53).9 Connectivity for households in the heavily
populated Kinki (Osaka-Kyoto) and Kanto (Tokyo area) regions was nearly JPY 800 (US$7) more per
month than the least expensive Tohoku (north-east) region.10 Many providers bundle digital media

2 Ministry of Internal Affairs and Communications, “Communication Service Use Trend, 2011” [in Japanese], http://www.
soumu.go.jp/johotsusintokei/statistics/statistics05.html.

2016 Ministry of Internal Affairs and Communications White Paper (English), p. 62. Available at http://www.soumu.go.jp/
johotsusintokei/whitepaper/eng/WP2016/chapter-5.pdf

3

2016 Ministry of Internal Affairs and Communications White Paper (English), p. 62. Available at http://www.soumu.go.jp/
johotsusintokei/whitepaper/eng/WP2016/chapter-5.pdf

4

Tim Hornyak, “Hot spot: Is Tokyo finally going wireless?,” Japan Times, July 9, 2016, https://www.japantimes.co.jp/
life/2016/07/09/digital/hot-spot-tokyo-finally-going-wireless/#.WcUKz7J97A5.

5

6

Starbucks, “at_STARBUCKS_Wi2,” http://starbucks.wi2.co.jp/pc/index_en.html.

Nevin Thompson, “Japan Finally Gets Free Public WiFi… Just Not For Japanese Residents” Global Voices, September 18, 2016,
https://globalvoices.org/2016/09/18/japan-finally-gets-free-public-wifi-just-not-for-japanese-residents/.

7

8 Statistics Japan, Katei shōhi jyōkyō chōsa nenpō (Heisei 26 nen) kekka-no gaikyō (Household Consumption Survey Annual
Report 2014, Overview of Results) [in Japanese], http://www.stat.go.jp/data/joukyou/2014ar/gaikyou/index.htm.
9 Statistics Japan, Katei Katei shōhi jyōkyō chōsa nenpō (Heisei 28 nen) tōkei-hyō (Household Consumption Survey Annual
Report 2016, Statistics Tables) [in Japanese], http://www.stat.go.jp/data/joukyou/2016ar/index.htm

Statistics Japan, Katei Katei shōhi jyōkyō chōsa nenpō (Heisei 28 nen) tōkei-hyō (Household Consumption Survey Annual
Report 2016, Statistics Tables) [in Japanese], http://www.stat.go.jp/data/joukyou/2016ar/index.htm.
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subscriptions, including cable television, Voice over IP (VoIP), and email addresses, pushing costs
higher.
Access is well distributed across the population, though less common among the elderly.11 Mobile
phone operators are expanding their market for handsets designed for children and the elderly, with
easy-to-use, large-button phones.

Restrictions on Connectivity
Japan’s telecommunications infrastructure is advanced, and there have been no reports of the
government deliberately disconnecting telecommunications service. Providers continued to develop
infrastructure in 2017, investing in Wi-Fi to alleviate mobile network congestion and testing 5G
service.12
Connectivity is occasionally restricted by accident. Subscribers with NTT and KDDI reported an
apparent outage in August 2017 that was caused by human or technical error. It was resolved after
23 minutes.13 Network congestion and server outages periodically affect mobile use. Infrastructure
was also severely damaged in 2011, when an earthquake and tsunami hit Japan’s east coast,
triggering a nuclear plant accident. Many people lost service for days or weeks; mobile phone usage
dropped by almost half in the affected areas.14
There is full competition in the ownership of gateways to the international internet.15 Historically,
Japan’s internet connections were forged through cooperation among government agencies
(including then-government-owned-NTT), universities, and national research institutions. The
country’s first N-1 Network, operational between 1974 and 1999, was operated by the University of
Tokyo, the University of Kyoto, and NTT.16 The network of connected institutions started to expand in
the mid-1980s with the start of JUNET (Japan University Network). The Tokyo University of Science
was the first to connect overseas, to the City University of New York in 1985.

ICT Market
Japan has three major mobile operators—au (KDDI), NTT’s Docomo, and Softbank. All use the
CDMA wireless network or a variant. The NTT group remains dominant in practice, though hundreds
of providers offer services including FTTH, DSL, and fixed or broadband wireless access (FWA or
BWA).17 No major foreign operators have successfully penetrated the telecommunications market
independently.
NTT, formerly a state monopoly, was privatized in 1985 and reorganized in 1999 under a law
Ministry of Internal Affairs and Communications, Information and Communications Statistics Database, Heisei 26 nen chosa,
http://bit.ly/1mLIJEl.

11
12

https://www.budde.com.au/Research/Japan-Mobile-Infrastructure-Broadband-Operators-Statistics-and-Analyses

“Google linked to internet disruptions in Japan,” Japan Times, August 26, 2017, https://www.japantimes.co.jp/
news/2017/08/26/national/japanese-government-probes-internet-disruption/#.WcEmiLKGPA4.

13

Izumi Aizu, “The Role of ICTs During the Disaster,” Global Information Society Watch Report 2011, Association for
Progressive Communications, 2011, http://bit.ly/1FZMXGU.

14
15
16

ITU ICT-Eye, “Japan Profile (Latest available data: 2016), http://www.itu.int/icteye.

Japan Network Information Center, “The Internet Timeline,” accessed September 1, 2015, https://www.nic.ad.jp/timeline/en/.

Minoru Sugaya, “Regulation and Competition in the JP Broadband Market,” (presentation, Pacific Telecommunications
Council, Tokyo, Japan, January 15, 2012) http://bit.ly/16U0HvB.
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promoting functional separation between the company’s mobile, fixed-line, and internet services.18
Asymmetric regulation, which creates stricter rules for carriers with a higher market share, helped
diversify the industry.19
According to NTT Docomo figures from mid-2017, the company holds 46.1 percent (75.1 million
subscribers) of the Japanese market, followed by au (KDDI) at 30.1 percent (49.1 million subscribers)
and SoftBank (23.8 percent or 38.9 million subscribers) as at the end of June 2017.20
Users may switch mobile providers more easily since 2014, when the government required
cell phone carriers to unlock SIM cards in mobile phones if requested by users, facilitating the
use of third-party prepaid SIM cards.21 In October 2014, the Ministry of Internal Affairs and
Communications (MIC) issued new guidelines concerning SIM card unlocking.22 Though the
guidelines were subject to criticism,23 they helped address concerns that the cost of switching
providers favored the dominant players and created a barrier for new entrants to the market.
Besides benefitting Japanese consumers,24 the change is expected to serve the influx of tourists to
Japan during the 2020 Tokyo Olympics.25

Regulatory Bodies
Both the telecommunications and broadcast sectors are regulated by the Ministry of Internal Affairs
and Communications (MIC), rather than an independent commission. Some self-regulatory bodies
also operate to manage content and other issues.
Observers believe that the industry has generally improved since the 2001 establishment of the
MIC, which was comprised of two former ministries (the Ministry of Home Affairs and the Ministry
of Posts and Telecommunications) and the central government’s Management and Coordination
Agency. This “super ministry” regulates the telecommunications, internet, and broadcast sectors.26
Nongovernmental, nonprofit organizations supported by the relevant companies in these three
sectors perform a self-regulatory function. These include television’s Broadcasting Ethics and
Program Improvement Organization, the Content Evaluation and Monitoring Association for
mobile platforms, and the Internet Content Safety Association, which manages blocking of child

Law Concerning Nippon Telegraph and Telephone Corporation, Etc., No. 85, December 25, 1984, as last amended by Law
No. 87, July 26, 2005, http://bit.ly/1FZNyIG.

18

Toshiya Jitsuzumi, “An Analysis of Prerequisites for Japan’s Approach to Network Neutrality,” (paper, Proceedings of the
Telecommunications Policy Research Conference, 2012) http://bit.ly/1dPQDcb.

19

NTT Docomo Inc., NTT Docomo Factbook July 27, 2017. https://www.nttdocomo.co.jp/english/info/media_center/pdf/
factbook.pdf

20
21

“Japanese cellular carriers to get ministry call to ‘unlock’ cellphones,” Asahi Shimbun. June 29, 2014.

23

“Editorial: SIM lock removal requirement not enough for consumers,” Mainichi Daily News, November 4, 2014.

22
24
25
26

“New rule to OK unconditional switching of mobile carriers,” Japan Times, October 1, 2014.

“Phone users in Japan still paying for plenty of stuff they don’t need,” Japan Times, May 23, 2015.
“Narita airport to get SIM card vending machines,” Japan Times, July 17, 2015.

Before 2001, regulation was managed by the now-defunct Ministry of Post and Telecommunications, and before that, the Diet.
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pornography online.27 In 2016, observers accused ministry officials of trying to restrict or influence
content under the broadcast law.28

Limits on Content
The Supreme Court laid down important guidance regarding the removal of content in the public
interest in so-called “right to be forgotten” cases after lower courts ordered search engines to delink
inaccurate or irrelevant material about specific individuals from public results. Measures to address
hate speech caused some controversy. Online campaigning to attract the youth vote increased around
July 2016 elections to the Upper House.

Blocking and Filtering
No direct political censorship has been documented in Japan. ISPs voluntarily filter child
pornography, and many offer parents the option to filter other immoral content to protect young
internet users.29 Depictions of genitalia are pixelated to obscure them for internet users based on
a common—though poorly-articulated—interpretation of Article 175 of the penal code, which
governs obscenity.30 Otherwise, individuals or police instruct ISPs to administratively delete
contested or illegal content (see Content Removal).
The threat of official content restrictions looms periodically during public debates about child safety,
though carriers and content producers have successfully resisted intrusive regulation. In 2007, the
MIC ordered mobile operators to install filtering software enabling parents to control content seen
by their children. A coalition of groups, including the Japan Internet Providers Association and the
user rights organization Movement of Internet Active Users lobbied against the mandate and mobile
users can now select voluntary filters.31 Complaints to the official Consumer Affairs Agency about
quasi-gambling functions in games played by children on mobile devices shot up in 2011, along
with calls for government regulation.32 Instead, in 2012, game developers Gree and DeNA Mobage
voluntarily adopted caps on purchases of virtual items by minors.33 Games integrated with social
networks have also been criticized for their potential for abuse by sexual predators.

Content Removal
During the coverage period, courts continued to consider lawsuits from individuals requesting
Broadcasting Ethics & Program Improvement Organization, “About BPO,” http://bit.ly/1jevVLs; Content Evaluation and
Monitoring Association, “About EMA,” [in Japanese] http://bit.ly/1P0Mqrf; Internet Content Safety Association, “About the
Organization,” [in Japanese] http://bit.ly/1Mhsnmy.

27

“Preliminary observations by the United Nations Special Rapporteur on the right to freedom of opinion and expression,
Mr. David Kaye at the end of his visit to Japan (12-19 April 2016),” http://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.
aspx?NewsID=19842.

28

Agence France-Presse, “Japan Internet Providers Block Child Porn,” Benton Foundation, April 21, 2011, http://bit.ly/1jQS9Di;
Electronic Network Consortium, “Development and Operation of the Next-Generation Rating/Filtering System on the Internet,”
press release, via New Media Development Association, April 30, 1999, http://www.nmda.or.jp/enc/rating2nd-en.html.

29

Amanda Dobbins, “Obscenity In Japan: Moral Guidance Without Legal Guidance,” 2009, http://works.bepress.com/
amanda_dobbins/1.

30
31
32

Izumi Aizu, “Japan,” Access to Online Information and Knowledge 2009, Global Information Society Watch, http://bit.ly/16AioGr.
Ishaan, “Japanese Social Games Risk Seeing Crackdown,” Siliconera, May 7, 2012, http://bit.ly/1Mht0fY.

Dr. Serkan Toto, “Self-Regulation: Dena Introduces Payment Caps For Minors On Mobage [Social Games],” Kantan Games,
Inc (blog), April 24, 2012, http://bit.ly/1MhtfYn.
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that search engines delink inaccurate or irrelevant material about them from public results, but the
Supreme Court laid down important guidance setting limits on “right to be forgotten” removals.
These “right to be forgotten” cases increased around the same time as a 2014 decision by the Court
of Justice of the European Union, which excluded public figures from the ruling to prevent abuse,
but placed the onus of assessing whether requests merit that exception on the companies that
operate search engines. Until early 2017, there was no similar legal guidance in Japan, and cases
against search engine companies were dealt with by the courts at various levels on an individual
basis. One newspaper article noted that 52 claims for injunctions had been received by district
courts during the period January to September 2016.34
Since late 2015, a number of high-profile cases have come before the Tokyo District Court and
Saitama District Court, wherein the courts ruled that search results must be removed.35
In one case, the Tokyo High Court rescinded the lower court’s judgement in July 2016 on the
grounds that “the right to be forgotten is not a privilege stated in law and its prerequisites or effects
are not determined.”36 The case involved a man who said Google should remove search results
documenting a crime he committed in the past. Upon appeal through higher courts, the Japanese
Supreme Court ruled in favor of Google in January 2017, reversing previous trends at the lower
court levels. The Court reasoned that “removal of information can be demanded only when privacy
protection concerns clearly outweigh the public’s interest in the disclosure of information online.”37
The court indicated that points such as the content of the search results, the scope of disclosure,
social status of the persons involved, the “social situation,” and the “necessity of disclosing facts”
were critical in examining whether search engine results should be removed.38
Service providers protect themselves from civil liability by adhering to voluntary guidelines
governing takedown requests.39 The 2001 Provider Liability Limitation Act directed ISPs to establish
a self-regulatory framework to govern takedown requests involving illegal or objectionable content,
defamation, privacy violations, and copyright infringement.40 In 2002, industry associations produced
guidelines designed to protect ISPs from legal liability within the jurisdiction of the Japanese courts.
Under the guidelines, anyone can report material that infringes directly on their personal rights to
the service provider, either to have it removed or to find out who posted it. No third party can do so.
The provider notifies the individual who posted the content, and either fulfills the request with their
permission or removes the content without the authors’ approval if they fail to respond. If the poster
refuses permission, the service provider is authorized to assess the complaint, and comply if they
believe it is legitimate. In this scenario, an ISP could give the complainant information to identify
the poster—such as their name or IP address—without that person’s consent, leading to privacy
concerns.
34

“Japan’s top court weighing ‘right to be forgotten’ criteria,” The Japan Times, January 31, 2017.

36

“Tokyo High Court overturns man’s ‘right to be forgotten’,” The Japan Times, July 13, 2016.

38

“Limiting the right to be forgotten,” The Japan Times, February 8, 2017.

“Google ordered to delete search results on dentist’s arrest,” The Asahi Shimbun, November 2, 2015; “Tokyo court orders
Yahoo Japan to remove search results on individual,” Japan Today, December 8, 2015; Japanese court recognizes ‘right to be
forgotten’ in suit against Google,” Japan Today, February 28, 2016.
35

Tomomi Fujikouge, “Japan: Supreme Court rules on “right to be forgotten,” Privacy Matters, February 14, 2017. http://
blogs.dlapiper.com/privacymatters/japan-supreme-court-rules-on-right-to-be-forgotten/

37

39

Business Software Alliance, “Country Report: Japan,” 2012, http://bit.ly/1VH7uHq.

Act on the Limitation of Liability for Damages of Specified Telecommunications Service Providers and the Right to
Demand Disclosure of Identification Information of the Senders, No. 137, November 30, 2001, available at UNESCO, http://bit.
ly/1VH6zBu.
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In recent years, content removals have focused on hate speech and obscene content, including child
pornography and “revenge porn,” explicit images shared without consent of the subject. The Tokyobased Safer Internet Association reported it had been asked to deal with over 2,000 cases of revenge
porn between September 2014 and November 2016 and had succeeded in getting 80 to 90 percent
deleted.41 A law to address revenge porn passed in November 2014 (see Legal Environment). Under
the law, providers must comply with takedown requests within two days.42
Inflammatory nationalist speech targeting Japanese residents of Korean origin and other minority
groups is also subject to removal. In February 2017, the Japanese video website Niconico Dōga took
down two videos posted from an IP address within the city of Osaka after municipal officials flagged
them for violating a local ordinance regulating hate speech (see Media, Diversity, and Content
Manipulation).43 In 2015, Niconico Dōga shut down a channel operated by the anti-Korean activist
group Zaitokukai, citing violations of its terms of service.44
The Internet Hotline Center, operated through the Internet Association Japan as part of a contract
with the National Police Agency (NPA), cooperates with ISPs to solicit reports of illegal or harmful
content from the public.45 The center received a record high of 277,667 reports in 2016, an increase
of slightly less than 30,000 reports received the previous year, and almost double the number of
reports received in 2014.46 The center’s website features online forms for reporting objectionable
Internet-related content such as obscene images, child sexual abuse images, illegal drugs,
prostitution, and other harmful content, as well as a referencing system allowing users to look up
the status of submitted reports. From April 2016, the Internet Hotline Center also provides reports
to “Safe-line,” a website provided by the Safer Internet Association (SIA).47 Once the SIA receives
a report, it will either file a police report and inform the Internet Hotline Center or it will make a
request for removal to the domestic or overseas provider.48

Media, Diversity, and Content Manipulation
Commentators noted “alarming signs of deteriorating media freedoms in Japan” in 2016, although
not explicitly affecting the internet.49 In June 2017, the U.N. special rapporteur on freedom of
expression noted in a report that there were “significant worrying signals” about Japan’s record on
freedom of expression, citing public debate of the Fukushima nuclear reaction incident among other
issues.50
“The repercussions of revenge porn,” Mainichi Japan, Japan 23, 2017, https://mainichi.jp/english/articles/20170123/
p2a/00m/0na/012000c

41

“Ribenjiporuno ni chōeki 3 nen ika no bassoku jimin hōan teishutsu e” (“LDP submit Bill to punish revenue porn with up
to three years’ imprisonment”), Nihon Keizai Shimbun, October 12, 2014. (http://www.nikkei.com/article/DGXLASFS11H03_
S4A011C1PE8000/)

42

43 Nevin Thompson, “In Effort to Stop Anti-Korean Hate Speech, Osaka Mayor Wants to Loosen Internet Privacy Laws,” Global
Voices, July 7, 2017, https://globalvoices.org/2017/07/07/in-effort-to-stop-anti-korean-hate-speech-osaka-mayor-wants-toloosen-internet-privacy-laws/.
44

“Video posting site shuts down anti-Korean Zaitokukai activists’ channel,” The Japan Times, May 20, 2015.

46

Internet Hotline Center Japan, “Annual Statistics 2016 (Full Year)” http://www.internethotline.jp/pdf/statistics/2016.pdf [in Japanese].
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Safer Internet Association, Safe-line Operational Guideline, https://www.saferinternet.or.jp/english/en-guideline/
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Internet Hotline Center Japan, “Annual Statistics 2013,” May 1, 2014, http://www.internethotline.jp/statistics/2013e.pdf.

Internet Hotline Center Japan, “Annual Statistics 2016 (Full Year)” http://www.internethotline.jp/pdf/statistics/2016.pdf [in Japanese].

Marvin Fackler, “The Silencing of Japan’s Free Press,” Foreign Policy, May 27, 2016, http://foreignpolicy.com/2016/05/27/
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Justin Curry, “Japan accused of eroding press freedom by UN special rapporteur,” The Guardian, June 13, 2017 https://
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The government passed a law outlining measures authorities could take to educate the public
and combat hate speech against people of overseas origin and their descendants in mid-2016.51
Both officials and civic groups have sought to address the nationalistic and sometimes violent
discourse spread online by Japanese trolls or netōyo since at least 2013, particularly targeting South
Koreans and Chinese communities amid territorial disputes between Japan and their respective
governments.52 Japanese political parties drafting the legislation struggled to balance restrictions
on racial and ethnic slurs with freedom of expression guarantees in the Constitution,53 and the law
did not ban or penalize hate speech, though some critics argued it would be ineffective as a result. 54
Several municipalities asked for a clearer definition of hate speech under the law in 2017.55
Some city governments have also proposed local ordinances on the issue, and Osaka passed one
in January 2016. The ordinance authorized the public disclosure of groups who disseminate hate
speech, defined as “communication which defames and aims to exclude a particular group based
on race or ethnicity” and including “online transmission,” according to news reports.56 At least two
videos were removed at the municipality’s request in March 2017, and the mayor also attempted
to compel the hosting platform to reveal the poster’s legal name, leading to privacy concerns (see
Content Removal and Surveillance, Privacy, and Anonymity).57 Other local governments such as the
city of Kawasaki (Kanagawa Prefecture) indicated that they would be drawing up guidelines during
2017 to combat hate speech.58
There are few known cases of the government or powerful groups proactively manipulating online
news or other content. In a significant exception, government officials and the Tokyo Electric
Power Company (TEPCO) withheld data about pollution after a nuclear power plant in Fukushima
prefecture was severely damaged by the 2011 earthquake and tsunami. The MIC requested that
four industry associations monitor false or unsubstantiated content circulating about the disaster
online. Some observers said this was a measure to control public discourse, though deletions were
not widespread. Service providers removed content, which included images of corpses, in at least 13
cases,59 though the National Police Agency reported 41 items for review.60 Others found an outlet to
report on the aftermath of the disaster online (see Digital Activism).61 Media scrutiny of reportage
involving the 2011 triple disaster continued during the coverage period. In June 2016, articles
https://www.japantimes.co.jp/news/2017/05/22/national/social-issues/year-enactment-hate-speech-law-xenophobicrallies-nearly-half/

51

Keiko Tanaka, “Countering Hate Speech in Tokyo’s Koreatown,” trans. Aparna Ray, Global Voices, March 6, 2014, http://bit.
ly/1Rw5GLE; “U.N. Panel urges Japan to regulate hate speech by law,” The Japan Times, August 30, 2014.

52
53
54

“Party bickering shelves plan for law against ‘hate speech’,” The Asahi Shimbun, August 28, 2015.

https://www.japantimes.co.jp/news/2016/05/24/national/social-issues/diet-passes-japans-first-law-curb-hate-speech/

“Japanese government gives examples of what qualifies as “hate speech” in anti-discrimination law,” Sora News 24,
February 7, 2017, http://en.rocketnews24.com/2017/02/07/japanese-government-gives-examples-of-what-qualifies-as-hatespeech-in-anti-discrimination-law/.
55
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“Osaka assembly passes Japan’s 1st ordinance to deter hate speech,” Japan Today, January 16, 2016.
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Voices, July 7, 2017, https://globalvoices.org/2017/07/07/in-effort-to-stop-anti-korean-hate-speech-osaka-mayor-wants-to-looseninternet-privacy-laws/; https://www.japantimes.co.jp/opinion/2017/06/10/editorials/make-hate-speech-law-stronger/#.Wdsd_zBUtPY.
57

“Kawasaki looks at guidelines for regulating hate speech campaigns in advance,” Mainichi Japan, December 28, 2016.
https://mainichi.jp/english/articles/20161228/p2a/00m/0na/013000c
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April 14, 2011, https://cpj.org/x/42f5; Ministry of Internal Affairs and Communications, “Demand for Telecommunications
Carriers Associations Regarding the Appropriate Response to False Rumors on the Internet Related to the Great East Japan
Earthquake,”[in Japanese] press release, April 6, 2011, http://bit.ly/1PjW9It.
60
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appeared in major Japanese news outlets describing government officials pressuring TEPCO not to
use the term “meltdown” at a news conference shortly after the events at the Fukushima Dai’ichi
nuclear plant.62
YouTube, Twitter, Facebook, and international blog-hosting services are freely available, as are
popular local platforms like Niconico Dōga, a video-sharing site, and LINE, a chat application that
was launched in Japan in 2011. Blogs have a significant impact on public opinion, and several
independent journalists are becoming influential through personal or commercial websites and
social media accounts. Yet most online media remain small and community-based,63 with no major
national successes.64
The mainstream media’s habit of compliance and restraint may be standing in the way of the
combative online news culture flourishing elsewhere in Asia.65 Kisha clubs, formal organizations only
open to traditional media companies, and an advertising market that favors established players may
be preventing digital media from gaining a foothold in the market. Kisha clubs provide essential
access to officials in Japan, but have been accused of discriminating against new media practitioners
in the past. In 2012, at least one online journalist was denied access to one of their Tokyo locations,66
and the only two freelancers permitted to join an official group of 40 reporters on a tour of the
Fukushima nuclear disaster site were forbidden from taking equipment.67 Some online news outlets
have struggled to sustain themselves financially.
Japanese citizens exercise some self-censorship online, often on historical and social issues. The
society at large prefers “harmony,” and people avoid criticizing the role of Japan’s Emperor,
especially when connected with historic events like World War II. Individuals and public figures who
break this code risk censure and even attacks from right-wing fanatics, who notoriously tried to
assassinate the Nagasaki mayor on these grounds in the 1990s. Though exceptional, incidents like
this still exert a chilling effect on Japanese expression.

Digital Activism
Online campaigning continued to advance ahead of the July 2016 Upper House election, only the
third national-level election since legislation passed in 2013 allowing the use of websites and social
networking services for political campaigns (see Legal Environment).68 The election was the first
national poll since Japan’s voting age was lowered from 20 to 18 in mid-June 2015. Short videos
promoting voting among young people were created by the national election commission as
well as the Tokyo Metropolitan election management board and popularized on Twitter. Sixteen
prefecture-based election management boards utilized Twitter to encourage voting, and 14 election
management boards had Facebook accounts. Major political parties also utilized social media
62 Kazuaki Nagata, “Tepco chief likely banned use of ‘meltdown’ under government pressure: report,” The Japan Times, June
16, 2016.
63
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to attract the youth vote. The Liberal Democratic Party (LDP) and its coalition partner, the New
Komeito Party, gained 10 seats in the Upper House. Voter turnout among youth aged 18 and 19 was
estimated at 45.5 percent.69
Much digital activism in Japan has been effective at the local rather than national level. Grassroots
online movements emerged in the mid-1980s when local community networks organized to protest
deforestation in Zushi, Kanagawa prefecture.70 Since then, some forms of digital activism have taken
on social issues, such as one tracking racist graffiti in Tokyo.71
More initiatives sprang up in the “post-3.11” era (3.11 connotes the March 11, 2011 earthquake,
tsunami, and nuclear plant accident). In the immediate aftermath of the triple disaster, maps sharing
public information about disaster relief,72 and Google’s “Person Finder” web application were
examples of the effective use of the internet to facilitate recovery.73 Digital activists further spurred
large demonstrations and protests against nuclear energy, many of which were organized through
the internet and social media. Echoes of that disaster could still be heard in online campaigns during
the coverage period. In April 2017, a cabinet minister was forced to resign after widespread criticism
of his remarks about Tohoku, a rural area still recovering from 3.11. The minister said an earthquake
in Tohoku was preferable to one in a more populous urban environment, sparking an informal
online movement to rebut his viewpoint.74

Violations of User Rights
The environment for surveillance saw some changes during the reporting period, when information
was published revealing Japanese intelligence agencies were cooperating with the U.S. National
Security Agency to conduct mass surveillance in the region. It’s not clear if these resources have been
used for domestic surveillance, but there were other concerning developments, including a conspiracy
law that may allow police to seek wiretap warrants in a wider range of circumstances. The Supreme
Court separately rejected a challenge to police surveillance of the Muslim community.

Legal Environment
Article 21 of Japan’s constitution prohibits censorship and protects freedom of “speech, press and
all other forms of expression,” as well as the “secrecy of any means of communication.”75 In general,
individuals and the media can exercise this in practice, though social and legal constraints exist.
Several laws have negative implications for free speech or privacy, including a conspiracy law passed
in June 2017 (see Surveillance, Privacy, and Anonymity).
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The Act on the Protection of Specially Designated Secrets came into force in December 2014,
despite objections from the opposition, civil society, and protesters. News reports said the
government was preparing to destroy classified documents for the first time under the law in April
2017.76 The law gives a range of officials the discretion to indefinitely restrict public information
pertaining to national security.77 Overseen by government officials rather than an independent body,
it offers no protection for whistleblowers who reveal wrongdoing.78 Intentional leaks are punishable
by up to 10 years’ imprisonment, and unintentional leaks by up to 2 years. In addition, individuals
who knowingly receive secrets from an administrative organ risk up to five years in prison where the
disclosures were intentional and one year for disclosures made through negligence.79 Subsequent
guidelines outlined four main fields of state secrets (defense, diplomacy, anti-espionage, and
antiterrorism measures), which are further divided into 55 categories.80
Other laws include potentially disproportionate penalties for online activity, including a 2012 legal
revision targeting copyright violators that includes any internet user downloading content they
know has been illegally copied, as opposed to just those engaged in piracy for commercial gain.81
While both uploading and downloading pirated material was already illegal under the copyright
law, with uploaders subject to 10 years’ imprisonment or fines up to JPY 10 million (US$102,000),
the version in effect since October 1, 2012 added two years in jail or fines up to JPY two million
(US$20,500) for downloading a single pirated file.82 The Japanese Bar Association said that
downloading, as an essentially insignificant personal act, should be regulated by civil instead of
criminal laws.83
A 2013 revision of the Public Offices Election Act undid long-standing restrictions on the use of
the internet for election campaigns. Limits remain on paid online advertising and campaign emails,
which could only be sent directly by a party or candidate—not a supporter—in a measure designed
to prevent fraud.84 While these provisions were contested and revisions are still planned,85 news
reports said politicians violating these restrictions face a potential JPY 300,000 (US$3,060) fine or
one year in prison; imprisonment would strip them of political rights to vote or run for office. Voters
found improperly soliciting support for a candidate via email could be fined JPY 500,000(US$5,100)
or jailed for two years, which would also deprive them of political rights.86
Article 175 of the Japanese penal code bans the sale or distribution of broader categories of
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obscene material, and while it dates from over 100 years ago, it is considered to apply online.87
However, it does not define what constitutes obscenity, leading to concerns that it may infringe on
artistic expression and LGBTI (lesbian, gay, bisexual, transgender, and intersex) rights.88
Other laws regulate online activity but they are not known to have resulted in abuse or
disproportionate penalties. Heightened awareness of revenge porn and online harassment
culminated in the ruling Liberal Democratic Party (LDP) passing a bill criminalizing revenge porn
in November 2014. The law stipulates that “offenders who distribute such images could face up to
three years in prison or a fine of up to JPY 500,000 (US$5,100), with third-party distribution also
leading to up to one year in prison or a fine of JPY 300,000 (US$3,060). Takedown requests under
the law are processed faster (see Content Removal).89 Japan’s anti-stalking law, originally enacted
in 2000, was revised in 2013 to address e-mail harassment, and further revised in December 2016
to penalize repeated messages using social network services and blog posts.90 In early 2017, the
Tokyo Metropolitan government announced plans to draft guidelines to regulate “sexting” by young
people.91

Prosecutions and Detentions for Online Activities
No citizens faced politically-motivated arrest or prosecution for digital activity during the coverage
period of this report. Arrests are periodically reported under the copyright law, which carries
possible prison terms for both uploading and downloading content without the permission of the
copyright owner (see Legal Environment). Reported cases rarely appear to involve commercial piracy,
and some internet users may be exposed to heavier penalties based on their use of peer to peer
file-sharing software, which simultaneously downloads and uploads files even if users have accessed
them for personal use and are not actively trying to disseminate them.92 It is unclear how many of
those arrested are ultimately sentenced, though nine were referred to prosecutors in March 2017.93
In one example from the reporting period, police in Fujisawa city arrested an unemployed 54-yearold man in November 2016 for sharing a pirated copy of a popular movie and two songs through
a file-sharing site. News reports said he had obtained the movie through the same site, rather than
copying it himself, and did not understand that he had committed a crime.94 The case was referred
to prosecutors, but no information was available about its status in mid-2017.
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Surveillance, Privacy, and Anonymity
The environment for surveillance saw some changes in the past year. In April 2017, leaked
documents revealed U.S. intelligence agents supplied Japanese counterparts with advanced mass
surveillance equipment in 2013. The lack of transparency surrounding these capabilities was cause
for concern in light of other developments which may have implications for internet users, including
a conspiracy law that may allow police to seek wiretap warrants in a wider range of circumstances.
The Supreme Court separately rejected a challenge to police surveillance of Muslims.
Japan’s Supreme Court protects privacy through its interpretation of Article 13 of the constitution,
which provides for the right to life and liberty.95 “Secrecy of communication” is also protected under
telecommunications laws.96
A conspiracy law passed in June 2017 opened more cases to possible surveillance. It criminalizes
“planning” to commit a series of newly-classified “serious crimes” that could supposedly fund
terrorism, including copyright violations, potentially making more suspects subject to wiretaps. The
United Nations special rapporteur for privacy noted that “in order to establish the existence and
the extent of such “a planning” and “preparatory actions” it is logical to assume that those charged
would have had to be subjected to a considerable level of surveillance beforehand.”97
Under a wiretap law enacted in 2000, law enforcement agents may seek a court order to conduct
electronic surveillance in criminal investigations involving drugs, firearms, human trafficking, or
organized murders, in an exception to articles of other laws that explicitly forbid wiretapping.98
In 2016, the law was expanded to include fraud, theft, and child pornography.99 The law obliges
agents to notify targets of wiretaps after investigations are concluded and inform the Diet about
the number they implement annually. Critics say the law does not prevent the systematic storage
of intercepted communications or protect innocent parties.100 In February 2017, the Justice Ministry
announced that there were 10,451 mobile and landline phones tapped during 2016, leading to 33
arrests.101
The wiretap law was controversial when it passed, in part due to the authorities’ periodic abuse of
surveillance powers.102 Security agents and the military were subsequently accused of conducting
illegal surveillance in cases involving national security in 2003 and 2004.103 In June 2016, Japan’s
Supreme Court dismissed a legal challenge to the practice of police profiling of Muslims and
monitoring places of worship and other venues used by the community. The original case was
brought after a 2010 leak of police documents revealed Muslims were subject to widespread
95 Privacy International, “Chapter i: Legal Framework,” in Japan, December 12, 2006, https://www.privacyinternational.org/
reports/japan/i-legal-framework.
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monitoring for possible terrorist activity. It was not clear how much of the activity involved digital, as
opposed to physical surveillance.104 The 2014 state secrets law, which covers national security issues,
may make related surveillance abuses harder to document (see Legal Environment).
Some Japanese agencies may have equipment enabling blanket surveillance of citizens, though it’s
not known how they have been used. In April 2017, The Intercept published an analysis of leaked
documents that implicated Japanese police and intelligence agencies in regional surveillance
operations by the United States National Security Agency (NSA). “The NSA had provided the
Japanese Directorate for SIGINT with an installation of XKEYSCORE, a mass surveillance system the
NSA describes as its “widest reaching” for sweeping up data from computer networks, monitoring
“nearly everything a typical user does on the internet,”” according to the report.
Some companies report on data requests they receive from Japanese agencies. LINE, a messaging
app with servers based in Japan, reported that 87 percent of global law enforcement requests for
user data it received between July and December 2016 came from Japanese law enforcement. The
company said it complies with requests that are based on a warrant, an investigation-related inquiry,
or an emergency order, under the Japanese penal code and criminal procedure code.105 Google
reported 183 requests for user data between July and December 2016, and produced some data in
86 percent of cases. Facebook reported four government requests involving five accounts between
July and December 2016 and said it produced data in 25 percent of cases; it also agreed to preserve
data pending official requests in two cases.106
Privacy issues were briefly in the spotlight in June 2017 when the video site Niconico Dōga refused
to reveal a video blogger’s identity to Osaka city officials. The officials sought to expose the user
for publishing videos about Korean residents under a local ordinance on hate speech (see Media,
Diversity, and Content Manipulation).107
A law to protect personal information dating from 2003 protects individuals’ data collected
electronically by private and public sector organizations, where the data involves more than
5,000 records.108 Law enforcement requests for this data should be supported by a warrant.109
Amendments passed by the Diet in September 2015 defined “personal information” in more
specific terms as “biometric information” and “numeric data that is capable of identifying a specific
individual.”110 Anonymization provisions allow for personal data to be transferred to a third party
without the consent of the subject if specific requirements are met.111 Criminal sanctions for
misusing personal data and restrictions on the transfer of personal data to overseas jurisdictions
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lacking equivalent data protection frameworks were also strengthened.112 Finally, the amendment
established the Personal Information Protection Commission as an “independent authority under the
Cabinet Office,” replacing the Consumer Affairs Agency.113
Changes to the legal frameworks surrounding privacy and surveillance are often considered in the
context of the ongoing digitization of citizens’ personal records. The “My Number” law, which was
passed in the Diet in May 2013, introduced a unique 12-digit number for all long term residents
to access unified social welfare services, including taxation; citizens will be required to link their
bank records to the numbers by 2021.114 Photo ID cards with “My Number” information contain
electronic data chips, though many people had not received one, or bothered to apply for one, by
January 2017.115 Municipal governments and agencies responsible for administering these services
are responsible for storing “My Number” data, leading to privacy concerns, especially in light of high
profile cyberattacks that have exposed personal information (see Technical Attacks).116 In mid-2016,
news reports said personal information had been leaked or mistakenly disposed of in 83 instances
since “My Number” was introduced;117 some cases of fraud were also reported.118
Some digital activities require separate registration. Major mobile carriers require customers to
present identification documents in order to subscribe. Internet cafe users are required to produce
formal ID such as a driver’s license and register their name and address. Police can request these
details, along with usage logs, if they detect illegal online activity.
Under voluntary guidelines drafted by four ISPs in 2005, service providers automatically inform
police of internet users identified on pro-suicide websites, and comply with law enforcement
requests for information related to acts of self-harm.119 A law enacted in 2003 and revised in 2008
prohibits electronic communications from encouraging sexual activity with minors.120 Under the law,
all online dating services must register with the police, verify their customers’ ages with a driver’s
license or credit card, and delete or block content that appears to involve someone under 18; most
services voluntarily monitor messages in real-time to ensure compliance.

Intimidation and Violence
No physical violence has been reported against bloggers or internet users in relation to their online
activity, though there were frequent reports of online abuse, including against minority communities
(see Media, Diversity, and Content Manipulation).
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Technical Attacks
Cyberattacks are not known to have been used to systematically target media or civil society groups,
though distributed denial-of-service (DDoS) attacks are part of the arsenal used by nationalists in
Japan, China, and South Korea to target perceived opponents in other countries, and cyberattacks
have been reported against commercial and government targets.121 However, public attention to
cybersecurity threats has increased since mid-2015 when 1.25 million citizens were affected by the
release of personal information obtained by hackers illegally accessing Japan’s pension system using
an email virus.122
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Jordan
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

13

13

Limits on Content (0-35)

16

17

Violations of User Rights (0-40)

22

23

TOTAL* ( 0-100 )

51

53

Population:

9.5 million

Internet Penetration 2016 (ITU):

62.3 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
●

Telecom operators continue to block VoIP calling features on several communication
apps, but an online campaign successfully pressured the government to roll back
a proposal for operators to unblock them for a monthly fee (see Restrictions on
Connectivity and Digital Activism).

●

Prodemocracy activists were detained and prosecuted for their online activities,
including eight retired officials who called for reform and one leader of a Facebook
campaign (see Prosecutions and Detentions for Online Activities).

●

In a first, several licensed news websites were blocked. Jordan’s Media Commission,
the sole agency with authority to order blocks, denied responsibility in some cases (see
Blocking and Filtering).

●

Writer Nahed Hattar, who was on trial for republishing a cartoon on Facebook seen
as offensive to Islam, was assassinated by a religious extremist (see Prosecutions and
Detentions for Online Activities and Intimidation and Violence).
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Introduction
Internet freedom declined in Jordan due to the murder of Nahed Hattar by a religious extremist for
sharing a satirical cartoon on Facebook, as well as the blocking of several licensed news sites.
Authorities arrested several activists for calling for criticizing public officials or calling for reform.
Communication apps continue to be restricted during school examinations, an alarming sign that
the government will restrict information at the slightest excuse. Internet service providers (ISPs)
continue to block internet calling services (VoIP) on popular apps such as Viber, WhatsApp, and
Skype, in defiance of Jordan’s telecommunications regulator. Millions of Jordanians who rely on the
services to do business and communicate have been unable to access them since 2015.
Legal restrictions on internet and digital media freedom are principally based on a cybercrime
law and the Press and Publication Law (PPL). Article 11 of the cybercrime law penalizes online
defamation with a fine and prison sentence of at least three months. The Law Interpretation Bureau
ruled that the law could also be applied to journalists for articles that appeared on their outlets’
websites, thereby contravening protections in the PPL. After the assassination of the Nahed Hattar,
a Christian writer who had mocked extremists’ concept of heaven, a new climate of fear emerged
on social media. The government has also sought to pass tougher legislation on hate speech and
incitement online.
After the regional uprisings of 2011, constitutional amendments were passed to calm public
discontent, improving protections for freedom of expression and strengthening the independence
of the judiciary. However, when amendments to the PPL came into force in June 2013, nearly
300 websites were blocked for failing to obtain a license from the Media Commission. During
the coverage period, unlicensed websites remained blocked by the commission, but at least two
licensed websites were temporarily blocked without a clear legal basis, in addition to the entirety of
the Internet Archive.

Obstacles to Access
Mobile broadband has soared, boosted by the introduction of 4G LTE and new packages with more
affordable pricing. However, the ICT market continues to be largely controlled by Jordan’s existing
providers.

Availability and Ease of Access
According to the International Telecommunication Union (ITU), 62.3 percent of the Jordanian
population had access to the internet by the end of 2017, up from 34.9 percent five years earlier.1
National figures from the Telecommunications Regulation Commission (TRC) estimated 8.7 million
Jordanians had access to the internet, resulting in a penetration rate of 87 percent as of the third
quarter of 2016. For the same period, the TRC estimated the number of mobile phone subscriptions
to be slightly over 16.7 million, or a penetration rate of 168 percent.2 Ninety percent of all internet
International Telecommunication Union (ITU), “Percentage of Individuals Using the Internet,” accessed July 17, 2017, http://
bit.ly/1cblxxY.

1

2 Telecommunications Regulatory Commission – Jordan, “Telecommunications Market Indicators (Q1/2016-Q3/2016),” [in
Arabic] http://bit.ly/2pnzbd9.
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subscriptions are mobile broadband subscriptions, with the number of fixed-line ADSL subscriptions
steadily decreasing.3

Key Access Indicators
Internet penetration (ITU)

a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

2016

62.3%

2011

34.9%

2015

179%

2015

2016

2011

2017(Q1)

2016(Q1)

53.4%
196%
111%

5.8 Mbps

4.6 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

A survey conducted by the Department of Statistics demonstrated that females made up 43.5
percent of Jordanian internet users in 2015.4 Thirteen percent of respondents cited the high cost
of internet service as a reason for not using the internet, while only one percent saw the lack of
localized or Arabic online content as a reason for not connecting.5 Prices have dropped in recent
years, but in February 2017, a sales tax on internet services was increased from 8 to 16 percent,
resulting in a price increase.6
Monthly home broadband subscriptions range from JOD 21 (US$30) for a data allowance of 82 GB,
to JOD 50 (US$71) for allowance of up to 300 GB.7 Monthly mobile internet prices range from JOD 2
(US$3) for a 400 MB plan to JOD 20 (US$28) for 10 GB.8
According to Pew Research Center, there is a “real and pervasive” demographic digital divide among
internet users in Jordan. While 75 percent of individuals from the ages of 18-34 use the internet,
the percentage dropped to 57 percent among those aged 35 years and above. The contrast was
even starker when looking at education levels. Ninety-six percent of people with “more education”
used the internet, compared to only 41 percent of Jordanians with “less education.” The report also
shed light on economic differences, with 80 percent of high-income individuals using the internet
compared to 50 percent of low-income individuals.9 Meanwhile, access in many of the country’s
rural governorates remains poor in comparison to urban areas. For instance, fiber-optic connections
(FTTx) offered by the main providers are limited to the wealthy areas of western Amman, the capital
city.

Telecommunications Regulatory Commission – Jordan, “Telecommunications Indicators (Q4/2015-Q1/2016),” http://bit.
ly/2p19Djd
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dos_home_e/main/population/gender/it/2015/10.pdf.
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5 Department of Statistics and the Ministry of Information and Communications Technology, “ICT in Households Report for
2015,” p45 [in Arabic], http://moict.gov.jo/uploads/studies/househelds/home%202015.pdf.
6
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Jordan Times, “Gov’t raises minimum wage, hikes taxes on tobacco, telecom services,” February 9, 2017, http://bit.ly/2ltIPqH.

Zain Jordan, “Postpain Broadband,” http://bit.ly/1yw0qCx.

Zain Jordan, “Mobile Internet Plans,” http://bit.ly/1lK3m95.

Jacob Poushter, “Internet Access Growing Worldwide but Remains Higher in Advanced Economies,” Pew Research Center,
February 22, 2016, http://pewrsr.ch/1TwX4H2.
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Restrictions on Connectivity

Methodology questions and scoring

Starting June 2015, the Jordanian government ordered internet service providers to block access to
WhatsApp, Instagram, and Viber on days that secondary school students sat for their national exam
(Tawhiji).10 Multiple users reported the block continued to be effective during exams in both 2016
and 2017, even though the restrictions were delimited to locations nearby examination halls and
limited to a couple of hours.
In March 2016, the TRC stopped Jordanian mobile operators’ attempt to impose fees on the use of
VoIP services in order to increase profits.11 However, the providers then blocked users from making
free or cheap phone calls over services like WhatsApp and Viber. In January 2017, the Ministry
of Information and Communications Technology (MoICT) proposed a new monthly fee of JOD
2 (US$2.8) for users in order to unblock VoIP,12 with revenues shared between operators and the
government. However, the proposed fee was rejected by the Council of Ministers following online
protests (see “Digital Activism”).
While no other restrictions on connectivity were seen in Jordan over the past year, the centralization
of the internet backbone infrastructure remains a concern. The incumbent operator, Orange Jordan,
has a de facto monopoly on the international gateway and local backbone, as other providers utilize
Orange’s copper network for last mile connectivity.13 Nonetheless, over the past few years, most ISPs
have initiated work on their own fiber-optic backbone.14 Additionally, Orange remains the landing
party for the FLAG FEA submarine cable,15 the only East-West cable to land in Jordan.16 A number of
providers, like Damamax and LinkDotNet, have independent international connectivity17 while nonincumbent provider VTel signed an agreement to be the landing party for a possible connection of
the FLAG FALCON submarine cable to Aqaba.18
International connectivity is also provided via terrestrial connections from neighbouring countries
as an alternative to submarine cables. In 2015, the RCN (Regional Cable Network) was launched
to provide a high-capacity terrestrial fiber network from Fujairah to Amman,19 an addition to the
established JADI (Jeddah-Amman-Damascus-Istanbul) link, in operation since 2010.20
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ICT Market
Three providers have a similar share of the information and communications technology (ICT)
market: Umniah (a subsidiary of Batelco Bahrain), Zain, and Jordan Telecom.21 Jordan Telecom is
51 percent owned by France Telecom, with the remaining shares divided between Jordan’s Social
Security Corporation, the armed forces, and others. An attempt to add a fourth provider was blocked
by ISPs in December 2012.22
After rejecting two international operators, the Jordanian government awarded Zain Jordan the
rights to introduce 4G/Long Term Evolution (LTE) services to the market, which it launched in
February 2014. In January 2015, Orange Jordan (owned by the Jordan Telecom Group) was awarded
the second 4G license for US$100 million,23 and later that June, the third 4G license was granted to
Umniah for an equivalent price.24 In February 2017, FRiENDi, Jordan’s only mobile virtual network
operator and part of Virgin Mobile Middle East and Africa, suspended its operations due to losses.25

Regulatory Bodies
The Telecommunications Regulatory Commission (TRC) is responsible for regulating the ICT sector.
It is governed by the Telecommunications Law and defined as a “financially and administratively
independent juridical personality.”26 Nonetheless, it is accountable to the Ministry of Information
and Communication Technology (MoICT), which was created in April 2002 to drive the country’s ICT
development.27 The TRC’s Board of Commissioners and its chairman are appointed by a resolution
from the Council of Ministers based on a nomination from the prime minister.28 The ICT sector is
regulated under Law No. 13 of 1995 and its amendment, Law No. 8 of 2002. The law endorses freemarket policies and governs licensing and quality assurance.29
In January 2017, TRC chairman Ghazi Salem Al-Jobor30 blamed telecom operators for obstructing
amendments to the Telecommunications Law that would have allowed the TRC to obtain greater
independence and authority.31 One month earlier, members of a parliamentary finance committee
cast doubt on the power of the TRC due to its inability to require that ISPs unblock VoIP services on
popular communication apps (see Restrictions on Connectivity).32
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Limits on Content
Authorities are increasingly using extralegal means to censor critical coverage. Several licensed
news sites were blocked in murky circumstances and without transparent legal authorization. Selfcensorship remains pervasive, particularly around the royal family and Islam, although digital activism
made concrete gains over the past year.

Blocking and Filtering
The past year witnessed an alarming uptick in the number of licensed news websites being
blocked, seemingly for failing to adhere to strict editorial guidelines. On August 8, 2016, the Media
Commission blocked news site AmmanNet for nine days. Ostensibly, the blocking occurred after
lawyers with the commission reinterpreted licensing regulations to ban outlets that are not fully
owned by Jordanian individuals or entities. However, the owners of the website pointed to recent
publication of articles that criticized the Grand Mufti as the main reason for the blocking order.33
In another case, a licensed news site was blocked without any apparent order. The site, Kull al Urdun,
was blocked for a month starting January 13, 2017 after publishing an article on the detention of
the Mohammed Otoom, a former general with the General Intelligence Directorate and current proreform activist in Jordan’s Military Veterans’ Association (Tayyar).34 According to the website owner,
Khaled Majali, the Media Commission denied issuing any order to block the website.35
Internet users separately reported that the Internet Archive, a digital library, was inaccessible from
early 2016 to early 2017. In an email received by the Internet Archive, the Media Commission
confirmed that no blocking order had been issued by them or any other official entity.36 These
instances evidence an alarming rise in the extralegality and nontransparency of Jordanian censorship
orders. Having little sense of why their website is blocked and who ordered it, there is effectively no
recourse for website owners who have found their websites blocked.
Officially, the blocking of news websites is carried out according to the Press and Publications Law
(PPL), amended in 2012, which stipulated that news websites need to obtain a license from the
Media Commission or face blocking. The law also requires any electronic publication that publishes
domestic or international news, press releases, or comments to register with the Ministry of
Commerce and Industry. One of the requirements for a general news website to obtain a license is
to have an editor-in-chief who has been a member of the Jordan Press Association (JPA) for at least
four years. In July 2014, the JPA law was amended to enable journalists in online media to become
members. Prior to that, journalists could only become members if they underwent a period of
“training” in an “official” media organization.
According to the amended PPL, an electronic publication is defined as any website “with a
specific web address on the Internet which provides publishing services, including news, reports,
33
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investigations, articles, and comments, and chooses to be listed in a special register maintained at
the Department, pursuant to instructions issued by the Minister for this purpose.”37 Articles 48 and
49 enable the head of the Media Commission to block any website for failing to obtain a license or,
more broadly, for violating Jordanian law. For many observers, the law’s broad definition of a news
website includes almost all Jordanian and international websites, blogs, portals, and social networks.
Consequently, 291 news websites were blocked in June 2013 on instructions from the head of
the Media Commission (then named the Press and Publications Department) after a nine-month
grace period. Most have since applied for a license to get unblocked. By June 2014, there were 160
licensed general news sites and 100 specialized websites. To obtain licenses, most general news
websites hired new chief editors who were already JPA members, a concerning development for
independent media given that 64 percent of JPA members work in government or governmentrelated media outlets.38

Content Removal
The 2012 amendments of the PPL increased the liability of intermediaries for content posted on
news websites, placing readers’ comments under the same restrictions as normal news content.
Clause 3 of Article 49 states that both the editors-in-chief and owners of online publications are
legally responsible for all content posted to the site, including user comments.39 Moreover, websites
must keep a record of all comments for six months after initial publication and refrain from
publishing any “untruthful” or “irrelevant” comments.40 As a result, some news websites, such as
JO24, stopped allowing comments for a limited period of time as an expression of protest.41

Media, Diversity, and Content Manipulation
The overwhelming majority of journalists continue to practice self-censorship, as the annual
survey on media freedoms conducted by the Amman-based Center for Defending the Freedom
of Journalists (CDFJ) showed. According to the center’s 2016 survey, a staggering 94 percent of
journalists said they practiced self-censorship in 2016.42 When asked about taboo topics, 95 percent
said they avoided criticizing the armed forces, an increase over past years, and 91 percent stated
they feared criticizing the king, the royal court and members of the royal family. The judicial system,
tribal leaders, and religion are also sensitive topics.43
According to the CDFJ survey, the percentage of respondents who believed media professionals
avoided discussing sex-related topics in 2016 increased drastically, reaching 84.2 percent, the
highest level in seven years. Additionally, avoidance of religious issues in the last year increased by
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10 percentage points to 83.1 percent. The survey pointed to growing threats from violent religious
extremists against journalists as the main cause, in addition to the assassination of writer Nahed
Hattar by an extremist in 2016.
The online information landscape continues to be limited by direct bans on reporting on certain
topics, especially at critical moments. For instance, after the shooting of Hattar, the State Security
Court banned all forms of publication regarding the case, to “preserve the secrecy of the
investigation in the public’s interest,” according to a circular from the Media Commission.44
In the second half of 2016, two gag orders limiting independent coverage about the armed forces
and the king were issued. On September 1, all media outlets were banned from reporting news
about the king and the royal family, unless obtained from official bulletins released by the Royal
Hashemite Court.45 On November 30, the Media Commission banned publication of any reports
about the Jordan Armed Forces, except for statements made by its media spokesperson. The order
covered social media networks and other websites, supposedly in the “public interest.”46
Facebook and YouTube are among the top ten visited websites in Jordan.47 As of April 2016, 89
percent of all social media users in Jordan used Facebook, while 71 percent used WhatsApp.48
In March 2017, King Abdullah launched a personal Twitter account.49 Other state leaders and
institutions have established social media channels to communicate with the public, like the Royal
Hashemite Court, 50 the Crown Prince,51 and Queen Rania, who has millions of followers on Twitter
and Instagram.52 Forbes Middle East has described her as “The Queen of Social Media.”53

Digital Activism
Several online campaigns called for boycotting different goods in protest against recent economic
policies in 2017. In February, the Ministry of Information and Communications Technology
suggested imposing a monthly fee on the use of several messaging apps, including Viber and
WhatsApp, spurring an online campaign named “Sakker Khattak” (Shut off your phone line).
Campaigners called citizens to boycott telecommunication companies for half a day,54 the National
Society for Consumer Protection (NSCP) asked the government to look for alternatives,55 and the
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Jordan Open Source Association (JOSA) called on the government to respect net neutrality and user
rights.56
Also in February, the Facebook group “Jordanian Boycott Campaign,” which called for a boycott of
eggs and potatoes due to price increases, gathered more than 1.3 million followers.57 Consumption
of eggs dropped by 15 percent and prices were subsequently lowered to pre-boycott levels, while
a price ceiling was imposed by the government.58 Another boycott campaign was started by social
media activists who urged motorists not to refuel their cars to protest against gas price hikes.59
In October 2016, a coalition of activists and civil society organized a protest considered to be the
largest since 2012. Demonstrators demanded the cancellation of a gas deal between the stateowned National Electric Power Company (NEPCO) and suppliers of Israeli gas.60 For several weeks,
campaign organizers called for participants to shut off power in periodic hour-long blackouts.
Pictures of darkened or candle-light towns flooded social media, while the Arabic hashtags used by
the campaign, which translate as “the enemy’s gas is occupation,” and “switch off the lights,” were
trending in the Jordanian Twittersphere.61

Violations of User Rights
Several journalists were arrested for their online activities under a problematic cybersecurity law. The
intelligence bureau detained a group of teachers, former security officials, and activists for almost
one month due to social media posts that were critical of the bureau’s handling of a terrorist attack. A
religious extremist assassinated Jordanian writer Nahed Hattar as he was due to face trial for inciting
sectarianism over a cartoon mocking the so-called Islamic State. In the aftermath, several users were
arrested for hate speech and extremism. Also, the state-owned news agency was hacked in order to
post false news regarding Saudi’s deputy crown prince.

Legal Environment
Although Jordan’s constitution contains some theoretical protections for free speech online, in
practice, several laws contain disproportionate or unnecessary restrictions. Jordan’s penal code
forbids any insult of the royal family, state institutions, national symbols, foreign states, and “any
writing or speech that aims at or results in causing sectarian or racial strife.” Defamation is also a
criminal offense.62
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Several constitutional amendments introduced in September 2011 directly or indirectly touched on
internet freedom. Specifically, terms such as “mass media” and “other means of communication,”
which likely encompass online media, were added to provisions that protect freedom of expression
and concomitantly allow for its limitation during states of emergency (Article 15). With regard to
the right to privacy, judicial approval was added as a precondition for censorship or confiscation of
private communications (Article 18).63 Despite the passage of the Access to Information Law in 2007,
a number of restrictions remain on requesting sensitive social and religious content.64
In January 2017, the government called for the adoption of a “social media law” to limit hate
speech and incitement online,65 and in September 2017 suggested a series of amendments to
the cybercrime law to explicitly cover hate speech, defined as “any statement or act that would
incite discord, religious, sectarian, ethnic or regional strife or discrimination between individuals or
groups.”66 An “internet police” unit was launched to fight cybercrime, including online activities that
could foment sectarian or religious strife, a criminal offense in Jordan.67
In June 2015, the amended Cybercrime Law No 27 came into effect with at least one provision
that poses a serious threat to online freedom. According to Article 11, internet users can face a
jail term of no less than three months and a maximum fine of JOD 2,000 (US$ 2,800), if they are
found guilty of defamation on social media or online media outlets. In practical terms, this means
journalists face harsher penalties online than in print media, since the Press and Publications Law
prohibits the jailing of journalists. In 2015, the Law Interpretation Bureau issued a ruling that Article
11 supersedes other legislation, rendering journalists’ immunity that is safeguarded by the Press
and Publications Law irrelevant.68 Thus, journalists may now be tried for print articles if those articles
appear online.69 In March 2016, a group of journalists and activists launched a campaign, titled
“Talking Is Not a Crime,” calling Article 11 “unconstitutional” as it undermines freedom of expression
as safeguarded by the Jordanian constitution.70 According to the Center for Defending Freedom of
Journalists, at least seven journalists and activists were detained in the first year after the passage of
the amendment.71
Many older laws continue to pose a threat to access to information and free expression online.
These include the 1959 Contempt of Court Law, the 1960 penal code, the 1971 Protection of State
Secrets and Classified Documents Law, the 1992 Defense Law, the 1998 Jordan Press Association
Law, and the 1999 Press and Publications Law.
Amendments to the Press and Publication Law enacted in 2010 abolished prison sentences for libel
against private citizens (as opposed to public officials). However, fines and jail sentences remain for
63
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defaming government officials, with penalties to up to JOD 10,000 (US$14,000) and 3 to 12 months’
imprisonment.72 Further amendments passed in 2012 banned the publication of “material that is
inconsistent with the principles of freedom, national obligation, human rights, and Arab-Islamic
values.”73 Article 38 of the PPL also prohibits any “contempt, slander, or defamation of or abuse of”
religions or prophets. The same article prohibits the publication of any material that is defamatory
or slanderous of public officials, who are also protected by the same law against “rumors” and
“anything that hinders their personal freedom.”74 Journalists, website owners, and editors-in-chief
face a fine of JOD 5,000 (US$7,500) if found to violate the law. In addition, civil defamation suits
against private individuals can result in fines of between JOD 500 to 1,000 (US$700 to 1,400).75
In early 2014, a law was passed to limit the powers of the quasi-military State Security Court, to
terrorism, espionage, drug felonies, treason, and currency counterfeiting. The court had previously
tried citizens and journalists for crimes related to freedom of expression.76 Worryingly, amendments
to an antiterrorism law passed in mid-2014 essentially reversed that move by expanding the
definition of “terrorism” to include broader offenses.77 In addition to more legitimate offenses such
as attacking members of the royal court or provoking an “armed rebellion,” the definition of terrorist
activities now includes any acts that “threaten the country’s relations to foreign states or expose
the country or its citizens to retaliatory acts on them or their money,” an offense that had already
been listed in the penal code.78 The law also explicitly penalizes the use of ICTs to promote, support,
or fund terrorist acts, or to subject “Jordanians or their property to danger of hostile acts or acts of
revenge.”79

Prosecutions and Detentions for Online Activities
Arrests and prosecutions for online activities increased during the coverage period. Ziad Neserat,80
Muhammad Qaddah,81 and several other journalists were arrested on defamation charges related to
Facebook posts under the cybercrime law, while a group of individuals were detained for criticizing
the intelligence services.
In August 2016, prominent leftist writer Nahed Hattar was arrested after sharing a cartoon of
unknown authorship on Facebook that was deemed offensive to Islam. The cartoon features
a “bearded man in heaven, smoking and in bed with women, asking God to bring him wine and
cashews.”82 Prime Minister Hani Mulki ordered the Interior Minister to investigate complaints about
Jordan Media Strengthening Program, Introduction to News Media Law and Policy in Jordan, May 2011, pg 38, http://bit.
ly/1F79kKt.  

72
73

The Press and Publications Law 1998 amended by Law No. 32.

75

The Press and Publications Law 1998 amended by Law No. 32.

74
76

Law number (32) 2012. Amendments to The Press and Publications law for the Year 1998 (8), Article 38, clauses A, B, C & D.
Human Rights Watch, “Jordan: End Trials of Persecutors Undermining Regime,” October 29, 2013, http://bit.ly/1hEq94a.

Human Rights Watch “Jordan: Terrorism Amendments Threaten Rights,” May, 17, 2014, http://bit.ly/Rhgpzz, and “Royal
Endorsement of Anti-Terrorism Law,”[in Arabic] Gerasa News,  June 1, 2014, http://bit.ly/1N5YSnh.

77
78

Anti-Terrorism law –No 18 2014 Article 3 (b), http://bit.ly/1trDOKp.

Reporters Without Borders, “King urged to repeal draconian changes to anti-terrorism law,” June 16, 2014, http://bit.
ly/1UvoACc.

79

80 Skeyes Media, “Jordanian police arrests journalist Ziad Neserat at airport for publication case,” December 10, 2016, http://
www.skeyesmedia.org/ar/News/Jordan/6162.

81 “Arrest of journalist Mohammed Qaddah in Marka Prison,” AmmanNet, December 26, 2016, http://ar.ammannet.net/
news/278469.

82 Mohammad Ghazal, “Writer turns himself in after cartoon sparks outrage,” Jordan Times, August 13, 2016, http://www.
jordantimes.com/news/local/writer-turns-himself-after-cartoon-sparks-outrage.

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

JORDAN
the image. The government-run Ifta Department, which is responsible for issuing religious edicts,
also published a statement condemning any group that insults Islam, religious symbols, and divinity.
Hattar, a Christian, later apologized on Facebook and clarified that the cartoon was meant to mock
the so-called Islamic State (IS or Daesh) and their vision of God, rather than Islam. Article 150 of the
penal code bans contempt for religion.
One month later, Hattar was shot dead by an extremist outside the court where he was due to
appear (see Intimidation and Violence). His family blamed the government for failing to prosecute
extremists who had called for his killing on social media under laws that ban inciting violence.83
Several arrests for online hate speech followed; many appeared to involve violent threats.84 Sixteen
people were arrested after the assassination, including individuals who used social media to spread
sectarianism and hate speech, according to a police statement. But online abuse regarding the case
continued. A social media page was started calling for the release of the murderer,85 and extremists
continued to send messages encouraging violence on WhatsApp, a violation of Article 20(2) of the
International Covenant on Civil and Political Rights, to which Jordan is a signatory.86 At least three
more were arrested in October.87
Other detentions for online speech were reported during the coverage period, including some
involving criticism of the government. The General Intelligence Directorate (GID or mukhabarat)
arrested between 18 and 20 individuals in January 2017 on charges of lèse majesté and “incitement
to undermine the political regime of Jordan using social media” for posting antigovernment
statements online, according to their lawyers. The group included retired army and intelligence
generals, a member of the Muslim Brotherhood opposition group, and 10 members of a teachers’
syndicate. According to their lawyers, the accused criticized the government response to a terrorist
attack in the town of Karak and some called for the firing of the head of the GID.88 The individuals
were detained for nearly one month and were set to be tried by the State Security Court (SSC). After
pressure from family members and supporters of the accused, they were released without charge in
February.89
At least one journalist was detained in relation to an allegedly defamatory post on social media.
After a complaint by Zaki Bani Irsheid, a leader of the Muslim Brotherhood, journalist Amjad Mualla
was detained on January 30, 2017; he was released on bail in mid-February.90 According to reports,
he published a Facebook post accusing Bani Irsheid of promoting IS’ policies and representing

83 Peter Beaumont, “Jordanian writer shot dead as he arrives at trial for insulting Islam,” The Guardian, September 25, 2016,
http://bit.ly/2dqWif5.
84

Hasan Shobaki, “Jordan pursues “instigators” in social networking platforms,” [In Arabic] Al Jazeera, http://bit.ly/2duASQa.   

Rana Husseini, “Police continue crackdown on hate speech online,” Jordan Times, September 29, 2016, http://jordantimes.
com/news/local/police-continue-crackdown-hate-speech-online.
85

86 Article 20(2) states: “Any advocacy of national, racial or religious hatred that constitutes incitement to discrimination,
hostility or violence shall be prohibited by law.” See International Covenant on Civil and Political Rights, United Nations Office
of the High Commissioner for Human Rights, http://www.ohchr.org/EN/ProfessionalInterest/Pages/CCPR.aspx.
87 General Security Department, “Cybercrime Unit arrests a number of provokers on social media,” [In Arabic], October 5,
2016, http://bit.ly/2pLgrmg.
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Ali Younes, “Jordan cracks down on activists over social media posts,” Al Jazeera, January 18, 2017, http://bit.ly/2jDa0AJ.

Ali Younes, “Jordanian activists released after spy agency crackdown,” Al Jazeera English, February 8, 2017, http://www.
aljazeera.com/news/2017/02/jordanian-activists-released-spy-agency-crackdown-170208115912801.html.
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Rana Husseini, “Journalist bailed, awaiting trial for ‘slander’ of top Brotherhood official,” Jordan Times, February 15, 2017,
http://www.jordantimes.com/news/local/journalist-bailed-awaiting-trial-slander%E2%80%99-top-brotherhood-official.
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the wali (deputy) of the IS leader in Jordan. Mualla stated the move was part of the Muslim
Brotherhood’s policy of silencing journalists who oppose their views.91
On January 31, 2017, Essam Zabin, a retired lieutenant-colonel in the air force and one of the
administrators of a Facebook group that called for boycotting goods to protest price hikes, was also
detained by the GID.92 He was held in prison for one week before being released without charge.93
In January 2017, 12 individuals were prosecuted and four others investigated for online hate speech
after a terrorist attack on an Istanbul nightclub on New Year’s Eve, during which two Jordanians were
killed.94 Finding that the case related to libel of private persons and not terrorism, the SSC referred
the case to a civil prosecutor as a violation of Article 11 of the cybercrime law.95
In October 2016, one member of the Jordanian Teachers’ Syndicate in Jerash was detained for
publishing a post on Facebook in which he expressed his refusal to implement changes to the
school curriculum despite a complaint filed by the Minister of Education.96 He was released on bail
on the same day.
Zain Karazon, a popular singer and social media figure, was arrested in September 2016 at the
Amman airport as she returned from overseas. She was accused of slander for a Snapchat video in
which she responded to her critics “in an inappropriate manner,” according to reports.97 Karazon’s
sister said the singer was harassed online after exposing malpractice at a local hospital. She was
released one week later.
Similar to monitoring hate speech, Jordanian authorities continue to monitor the online activities
of IS supporters. Several individuals, including98 women,99 have been arrested100 and in some cases
sentenced to prison for promoting or supporting the terrorist organization through social media
posts or in private electronic messages.101 There were no indications any of these individuals had
been targeted for speech normally protected under international norms.

Surveillance, Privacy, and Anonymity
Article 18 of the constitution protects the right to privacy, but allows for surveillance “by a judicial
91 Sahar Al-Qasem, “Detention of journalist Amjad Maalla on charges of insulting the Bani Irsheid,” AmmonNews, January 30,
2017, http://www.ammonnews.net/article/298852.
92

“Jordan arrests organiser of phone boycott campaign,” Middle East Eye, February 2, 2017, http://bit.ly/2kqbPPS.
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“Jordan to charge 12 in online abuse of Turkey attack victims,” Associated Press, January 6, 2017, http://apne.ws/2qyuC0U.

“Nassar: Secret services release the creator of the boycott page, Essam Zabin” [in Arabic], AmmanNet, February 2, 2017,
http://ar.ammannet.net/news/281346.
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“Hate speech suspects to be tried before civil court,” Jordan Times, January 9, 2017, http://www.jordantimes.com/news/
local/hate-speech-suspects-be-tried-civil-court.
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Jordan Teachers’ Syndicate, “Security forces arrest a teacher in Jerash because of a Facebook post,” October 19, 2016,
http://bit.ly/2pL21m3.
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Rana Husseini, “Sister of Jordanian singer detained over video posted on social media,” Jordan Times, September 24, 2016,
http://bit.ly/2pe5TLr.
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98 “First alleged female Daesh supporter on trial,” Jordan Times, April 19, 2017, http://www.jordantimes.com/news/local/firstalleged-female-daesh-supporter-trial.

“Security Court looks at case of a lady and a girl who promoted Daesh,” [In Arabic], Al-Ghad, May 3, 2017, http://bit.
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99
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order in accordance with the provisions of the law.” The telecommunication law requires that
operators take appropriate measures to allow for the tracking of communication upon a judicial
or administrative order, while an antiterrorism law allows for the prosecutor general to order
surveillance upon receiving “reliable information… a person or group of persons is connected to any
terrorist activity.”102
Jordan currently lacks a privacy law. The Ministry of Information and Communication Technology
(MoICT) is currently drafting a Data Protection Law that aims to regulate how personal data are
collected, used and published. The last draft of the law, however, does not ensure the independence
of the proposed Data Protection Authority (DPA) and does not always follow best international
standards for protection of personal data.
There have been no reports about restrictions on VPNs and other circumvention tools, nor any limits
on encryption. However, many Jordanians reportedly have a long-standing belief that “someone is
listening in” to their phone calls. This attitude has carried over to the internet, where it is believed
that security services closely monitor online comments, cataloging them by date, internet protocol
(IP) address, and location.103
Since mid-2010, cybercafes have been obliged to install security cameras to monitor customers,
who must supply personal identification information before they use the internet. Cafe owners
are required to retain the browsing history of users for at least six months.104 Authorities claim
these restrictions are necessary for security reasons. Although enforcement is somewhat lax,
the once-thriving cybercafe business is now in decline due in part to the restrictions, as well as
increased access to personal internet connections. According to a report by Privacy International,
representatives from various intelligence and government ministries regularly inspect internet
cafes for compliance. Internet cafes are by law required “to take all procedures and arrangements”
to ensure customers are not accessing terrorist-related material, without specifying what types
of actions would be legally permissible. Furthermore, clauses within mobile phone contracts give
Jordanian companies the right to terminate services should customers use it in any way “threatening
to public moral or national security.”105

Intimidation and Violence
On September 25, 2016, Jordanian writer Nahed Hattar was shot dead outside of a courthouse
in Amman, where he was due to face trial for posting a satirical cartoon deemed “offensive to
Islam” on his Facebook page (See “Prosecutions and Detentions for Online Activities”).106 Hattar, a
Christian who had expressed his support for Syrian president Bashar al-Assad, explained the cartoon
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Privacy International, “State of Privacy Jordan,” June 28, 2017, https://www.privacyinternational.org/node/973.
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surveillance cameras and keep Internet visits for months” [in Arabic], Saraya News, June 3, 2010, http://www.sarayanews.com/
object-article/view/id/23211.
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“mocks terrorists and their concept of God and heaven.”107 Thousands of Jordanians expressed their
solidarity with Hattar’s family, demanding an end to hate speech and incitement to violence online.
Journalists are regularly subject to harassment from state and nonstate actors, particularly when
investigating corruption. For example, after journalist Amal Ghabayen published an article on one of
the country’s most popular news websites, Ammon News, regarding the alleged appropriation of a
state-owned piece of land in West Amman by a high-ranking official in the army, she was threatened
by phone and told “she will pay” for the article. She fled Jordan and was granted political asylum in
Turkey.108 Online journalists reporting on protests are also intimidated by security forces. A police
officer threatened to break the cell phone of Dana Gibreel, a journalist from 7iber, in November
2016 during a sit-in against a gas agreement with Israel.109

Technical Attacks questions and scoring
Incidents of cyberattacks against bloggers and staff of online news websites have decreased in
severity compared to previous years. However, geopolitical tensions have resulted in the hacking
of state news sites. In June 2016, the state-owned news agency, Petra, confirmed their website was
affected by a cyberattack.110 Hackers posted a fabricated news story regarding the deputy crown
prince of Saudi Arabia. Officials claimed Iranian hackers were behind the attack.111
In February 2011 Ammon News, was hacked and temporarily disabled after its editors refused to
comply with security agents’ demands to remove a statement by 36 prominent Jordanian tribesmen,
in which they called for democratic and economic reforms. Among other actions, the hackers
deleted the joint statement, which were politically sensitive given the groups’ historic support for
the monarchy.112 In 2012, the webpages of the news sites Khaberni and Al Ain were hacked; the site
of the Jordanian rap group Ahat was also hacked on September 15, 2012.113
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Kazakhstan
2016

2017

Internet Freedom Status

Not
Free

Not
Free

Obstacles to Access (0-25)

14

13

Limits on Content (0-35)

23

23

Violations of User Rights (0-40)

26

26

TOTAL* ( 0-100 )

63

62

Population:

17.8 million

Internet Penetration 2016 (ITU):

76.8 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
●

Internet penetration increased on the back of improvements to ICT infrastructure and
more market competition (See Availability and Ease of Access).

●

Users reported difficulties accessing social media and communication apps on the 25th
anniversary of Kazakhstan’s independence (see Restrictions on Connectivity).

●

Renowned Kazakhstani dissidents were targeted with malware attacks likely initiated by
the government (See Technical Attacks).

●

Authorities imprisoned activists attempting to organize protests using social media
(See Prosecutions and Detentions for Online Activity).
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Introduction
Internet freedom in Kazakhstan improved slightly as internet penetration increased, though the
overall environment remains oppressive to ICT users, with continued online censorship and arrests
of social media users.
Despite improved affordability, speeds, and internet access, the internet is heavily regulated by
the country’s authoritarian government. Authorities regularly block websites and employ the legal
system to stifle free speech online. Kazakhstan is also developing a complex infrastructure to control
internet traffic.
Within the past year, social media and communications apps have been cut off on several occasions,
including on the 25th anniversary of Kazakhstan’s independence in 2016. Numerous disruptions were
recorded, affecting both international content-sharing platforms and critical domestic news sites.
Authorities also temporarily shut down the internet following a violent attack by armed militants in
the northwestern city of Aktobe.
Kazakhstani authorities used criminal charges against social media users in an effort to silence
dissent and punish online mobilization, issuing prison sentences of up to five years. Opposition
activists and dissidents were targeted with malware attacks that likely originated from the
government.

Obstacles to Access
The government of Kazakhstan continued to work on improving ICT infrastructure by facilitating
market competition and private ownership in the telecommunications industry. Internet penetration
grew and access remains affordable for much of the population. However, authorities initiated at least
one temporary localized internet shutdown during the coverage period.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)a

Mobile penetration (ITU)

76.8%

2011

50.6%

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

2015

2011

2017(Q1)

2016(Q1)

72.9%
150%
187%
157%

10.6 Mbps
6.8 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

KAZAKHSTAN
Internet access has grown significantly in Kazakhstan over the past few years. Official statistics do
not provide data on the number of urban versus rural connections, but access is more limited in
rural areas, where 45 percent of the population resides. Most people access the internet from their
mobile devices and at home. Free access is available in various public places.
According to Budde, a telecommunications research and consultancy site, Kazakhstan has a mature
and developed mobile broadband market.1 Mobile internet penetration rates are high compared
to other countries in the former Soviet Union.2 Mobile internet and broadband remain relatively
affordable to Kazakhstani users, despite recent currency fluctuations.3 Monthly fixed-line broadband
subscriptions cost as little as KZT 3,830 (US$12.20) in 2017,4 while monthly mobile broadband
subscriptions were as low as KZT 1,190 (US$3.80) in the same year. 5
Access is distributed relatively evenly across Kazakhstan’s multiethnic communities. The competition
between the Kazakh language and Russian language—still widely used by many urban residents as
a part of the Soviet legacy—has an impact on access. All public institutions are required to provide
at least two language versions on their website, and many private sector actors follow this example.
However, there is much more domestic content available in Russian than in Kazakh, especially in
alternative news coverage online; social media discussions are also held primarily in Russian. Gender
is not a barrier to internet access in Kazakhstan.

Restrictions on Connectivity
A number of laws allow the government to suspend telecommunications networks, with one such
restriction occurring during the coverage period.
Authorities shut down internet connections in the northwestern city of Aktobe on June 5-6, 2016,
during an attack by Islamist militants. The attacks were not reported by local television and
misreported by Russian state media, leaving residents unable to obtain up-to-date information from
independent sources online.6 At least three servicemen and three civilians were killed in the attack,
as well as 13 militants.7
A new law adopted in December 2016 empowers the National Security Committee (NSC) to
suspend ”networks and means of communication and access to the internet” in “urgent cases that
may result in commitment of grave or especially grave crimes.” The NSC is not required to obtain
prior approval, and can subsequently inform the prosecutor’s office and Ministry of Information and
Communications.8 In 2012, amendments to the Law on National Security allowed the government
to forcibly suspend telecommunications during antiterrorist operations or the suppression of mass
riots.9 Further legislation was passed to compel private actors—websites, ISPs or mobile operators—
1

2

“Kazakhstan - Telecoms, Mobile, Broadband and Digital Media,” Budde, August 15, 2016, http://bit.ly/2evJyHz.
“Google studied the Kazakhstani internet users,” Regnum.ru, http://bit.ly/2p8nBzm.

3 “Russia is second in the world by affordability of mobile internet,” Content-Review.com, March 1, 2016, http://bit.ly/2og0VjB.

4

Source: http://idnet.kz & https://web.archive.org/web/20160402195818/http://idnet.kz/?

6

“Kazakhstan: Aktobe violence wrongfoots authorities,” Eurasianet, June 6, 2016, http://www.eurasianet.org/node/79096.

5

Sources: https://www.beeline.kz/almatinskaya-obl/customers/mobile/tariffs/index/cellphone/.

“Death toll from Aktobe attack reaches 19: Kazakh police,” Reuters, June 7, 2016, https://www.reuters.com/article/uskazakhstan-shooting-toll/death-toll-from-aktobe-attack-reaches-19-kazakh-police-idUSKCN0YT0M3.

7

8

“Law on amendments and addenda to the legislative acts on fighting extremism and terrorism”, December 22, 2016, http://bit.ly/2oInj6a.

“Республики Казахстан О национальной безопасности Республики Казахстан,” [The Law on National Security] Zakon,
July 10, 2012, http://bit.ly/1jfspR0.
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to block or disconnect service at the government’s request. In 2014, a new law authorized the
prosecutor general’s office to issue orders to shut down communication services without a court
order if “networks are used for felonious aims to damage interests of individuals, society or state,”
including the dissemination of illegal information, calls for extremism, terrorism, mass riots, or
participation in unauthorized public gatherings. Orders must be executed by either telecom
operators or the State Technical Service within 3 hours.
The government centralizes internet infrastructure in a way that facilitates control of content and
surveillance. Kazakhtelecom, through its operations and a number of subsidiaries, holds a de facto
monopoly on backbone infrastructure. The country’s internet exchange point (IXP) —a peering
center established by Kazakhtelecom in 2008—is meant to facilitate connectivity among 10 first-tier
providers, although Beeline, a major rival of Kazakhtelecom, has been repeatedly denied access.10
The IXP provides for exchange of domestic traffic without the use of international channels. Plans
to create a second IXP were announced in April 2016,11 with the expectation that it would be more
inclusive.

ICT Market
According to the e-government portal of Kazakhstan, there are 24 ISPs in the country.12 The state
owns 52 percent of Kazakhtelecom, the largest telecommunications operator in Kazakhstan, through
the sovereign wealth fund Samruk-Kazyna. Alexander Klebanov, an oligarch close to the government,
also holds significant stakes in Kazakhtelecom.13 In February 2016, regional business associations
criticized the state’s apparent tendency to favor Kazakhtelecom for government telecommunications
contracts14 Kazakhtelecom has a 75 percent share in the fixed broadband internet market,15 a decline
from 85 percent in 2015.16 It fully or partially owns a number of other backbone and downstream
ISPs.
The country’s three GSM operators, Kcell, Beeline, and Tele2/Altel, are privately owned by foreign
shareholders. In late 2015, Kazakhtelecom sold its subsidiary Altel to Tele2-Kazakhstan, a private
operator.17 All operators were given the right to offer 4G in 2016,18 disrupting a previous monopoly
held by Altel.19 No special licensing required for businesses that decide to set up a Wi-Fi hotspot,
and free public access over Wi-Fi is ubiquitous in cafes, shopping centers, and other public places.

Regulatory Bodies
Following a reshuffle of various ministries and government bodies, the newly-established Ministry
“Comment by Mr. Kemelbek Oishybaev, Beeline’s executive, to the online Q&A session,“ [in Russian] Yvision (blog),
accessed January 13, 2014, http://bit.ly/1jhBXKA.

10
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“Peering center to be set up in Kazakhstan,” [in Russian] Profit.kz, April, 2016, http://bit.ly/1TB3B2D.

13

“Kazakhtelecom’s new major stakeholder”, Profit.kz, July 7, 2016, http://bit.ly/2oMlxR3

12

Republic of Kazakhstan, e.government portal, https://egov.kz/cms/en/articles/20article968574123.

Yelena Ulyankina, “Entrepreneurs say authorities are lobbying for Kazakhtelecom’s interests,” [in Russian] NV.kz, February
22, 2016, http://bit.ly/1NZB5U6.

14
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“Kazakhtelecom to gain 50 percent of the ICT-services by 2025”, Zakon.kz, June 29, 2016, http://bit.ly/2oMgTCB
“”Kazakhtelecom secured its prevalence,” [in Russian] Forbes.kz, October 20, 2015, bit.ly/1U5opRn.

“Kazakhstan’s second-tier mobile operators merge to enter the premier league,” [in Russian], Digital.Report, November 05,
2015, bit.ly/216k5U1.

17
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“Kazakhstan lifts state monopoly on 4G,” [in Russian], Digital.Report, January 13, 2016, bit.ly/1okzQIr.
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of Information and Communication oversees communication, e-government, and the media,
including the internet. The ministry also acts as the regulatory authority, with its Committee of State
Control over Communications, Information, and Mass Media responsible for developing policy and
law.20 The ministry has made some decisions that help consumers; as of January 2016, operators
must provide their customers with free mobile number portability. More than 200,000 users took
advantage of the service in 2016 alone.21 In an apparent effort to promote transparency, the ministry
established a Public Council in August 2016, a consultative body that convenes a diverse crosssection of industry representatives. The Public Council has convened on several occasions since
its inception, and has reportedly served as a forum to discuss the ministry’s work, though detailed
minutes of the meetings are not publicly available.
The Ministry of Defensive and Aerospace Industry, established in October 2016, has been tasked
with developing and implementing policy concerning cybersecurity, information security, and
the protection of information systems.22 The ministry recently announced a draft action plan on
cybersecurity called “Cybershield”.23
The Internet Association of Kazakhstan (IAK), established in 2009 in the form of a union of legal
entities, claims to unite the country’s internet community,24 yet some of its former members
question the group’s independence, transparency, and non-profit status.25 IAK participates in
discussions on draft laws concerning ICT use and, since 2014, has worked with the office of the
prosecutor general on fighting child abuse online, combatting hate speech, trolling, content
promoting suicide among teenagers, extremism, terrorism, and cyberfraud.
Since 2005, the government has required that any website in the top-level “.kz” domain zone be
hosted on servers within Kazakhstan. The “.kz” domain is managed by the Kazakhstani Network
Information Center (KazNIC) registry. The Kazakhstani Association of IT Companies administers
domain names and regulates KazNIC tariffs. In January 2015, the Association doubled the minimum
price of a .kz domain name.26 In 2015, a law was passed granting the government the power to
appoint both the registrar and the domain name administrator. Though the government has not
made changes to the current appointments, some experts are concerned that this power may be
subject to abuse.27

Limits on Content
The authorities have continued to restrict content online. Entire platforms hosting user-generated
content are subject to periodic blocking, often without any public justification. The most frequent
reason used to justify restrictions to online content is extremism. Applications to block extremist
content are reviewed in bulk and the court proceedings are not transparent. The regulator has
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Official website of the President of the Republic of Kazakhstan: On the formation of Ministry of Defense and Aerospace,
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22
23
24

Republic of Kazakhstan: Ministry of Defense and Aerospace, regulations http://bit.ly/2oMLeB1.
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2015, bit.ly/1F1u3bJ.
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introduced an automated monitoring system to identify banned content. New legislative amendments
force ISPs to monitor the online space for supposedly illegal content, with penalties if they fail to
remove it.

Blocking and Filtering
The government possesses extensive legal powers to block online content. Websites and entire
content-hosting platforms were newly blocked during the coverage period. The authorities also
restricted social media and communication apps following the terrorist attack in Aktobe in June
2016, hindering communication among citizens and distorting the flow of information. While users
regularly use tools to circumvent censorship, many were subject to blocking or other bans during
the coverage period (see “Surveillance, Privacy, and Anonymity”).
Social networks and communication apps are sometimes restricted during politically sensitive events.
Users reported difficulty accessing Facebook, Instagram, YouTube, and most Google services for
several hours on the evening that exiled dissident Mukhtar Ablyazov live streamed an interview
online from France. The outage also coincided with Kazakhstan’s Independence Day, December 16,
2016. The authorities attributed the disruption to ill-explained technical troubles. 28
Similar issues were reported during rallies against land reform held in May 2016. On the eve of
the scheduled rallies, users reported difficulties accessing social media apps, including Facebook,
Twitter, VKontakte, WhatsApp, Viber, and YouTube,29 as well as a number of local independent online
publications30 and international media outlets. Access was fully restored within approximately four
days.
The following platforms were also blocked within the coverage period:
●

●

●

Avaaz, an online petitions website, is intermittently blocked, usually when activists post
petitions criticizing the government. For example, the platform was blocked after online
activists launched a petition in January 2017 protesting new antiterrorism measures
that violated citizens’ privacy.31 Users reported continued problems using the website in
April, though it does not appear to be blocked entirely. Avaaz was previously blocked in
2014 when users launched a petition calling for the impeachment of President Nursultan
Nazarbayev.32
Another petitions platform, Change.org, was blocked in August 2016 after activists posted a
petition calling for the resignation of then-prime minister Karim Massimov.33
A website containing a so-called blacklist of Kazakhstani judges allegedly involved in
corruption is regularly inaccessible. A Supreme Court spokesperson said in October 2016

28 Isaac Webb, “Social Media Sites Blocked in Kazakhstan on 25th Anniversary of Independence”, GlobalVoices, 16 December
2016, http://bit.ly/2nRZODC.

“Largest social networks and messengers temporarily shut down in Kazakhstan,” [in Russian], Tjournal.ru, May 20, 2016,
http://bit.ly/29mv1aw.

29
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“Arrests and blocks,” Radio Azattyk, May 21, 2016, http://bit.ly/29BfRnd.

32

“Petitions site blocked for asking Nazarbayev to go away”, Azattyq.org, February 13, 2014, http://bit.ly/2oVoj40.

31
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“Site hosting petition against temporary registration rules is blocked”, Tengrinews.kz, January 9, 2017, http://bit.ly/2oOO1dp.
Assylkhan Mamashuly, “Site blocked for petition about Massimov’s resignation”, Azattyq.org, August 17, 2016, http://bit.ly/2oSIsKC
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that the website is illegal, inaccurate, and damaging to the court’s reputation. 34 The general
prosecutor’s office has denied involvement in the website’s blocking. 35
Other websites were also intermittently or permanently unavailable during the coverage period in
circumstances that lacked transparency. These included popular photo hosting site Flickr, UStream,
Archive.org, the movie database iMBD.com, and cloud storage service Mega.nz. Some international
media outlets were also blocked, including the British Daily Mail, Russian Meduza and Fergana, and
others. Blogging platforms WordPress and BlogSpot are also sporadically blocked. Tumblr, blocked
by a court decision in 2015 for hosting extremist content,36 has inexplicably become available again.
According to the Mass Media Law, all internet resources, including websites and pages on social
networks, are considered media outlets. Under 2014 amendments to the law, the public prosecutor
is authorized to order service providers to block content without a court order. ISPs must conform
to such requests until the website owner deletes the content in question and the law provides no
space for an ISP to reject the order or for the website owner to appeal.37 However, in January 2016,
new amendments to the Mass Media Law were passed requiring authorities to seek a court decision
before content can be blocked, but only for websites that have undergone voluntary registration
with the regulator. Unregistered websites can be blocked based on the regulator’s decision alone. In
February 2016, the regulator said it was adopting an “Automated System of Monitoring the National
Information Space” to uncover illegal content online (see “Content Removal”).
Three justices of the Saryarka District Court of Astana are designated to deal with cases related to
blocking online content.38 Judges and prosecutors repeatedly display a lack of technical expertise,
banning URLs of irrelevant websites like search engines. Websites can be blocked even in the
absence of the defendant’s representative; no further notification—to the public or the website
owner—about the reason for the blocking is required. The court issues frequent decisions to block
websites, banning dozens at a time, mostly on the grounds of religious extremism. The appeal
procedure is opaque and is yet to be tested. As of 2016, the public can no longer access court
rulings on blocking cases. An individual must apply for judicial approval in order to view rulings. 39
Several bodies monitor online content, including the National Security Committee, the office of
the president, and even local government officials. In January 2017, the prosecutor’s office in KzylOrda province (south Kazakhstan) declared that it had blocked access to 39 posts on Facebook and
VKontakte, and to 25 accounts on YouTube, for the alleged incitement of religious and ethnic hatred
in 2016.40 The Committee for Religious Affairs under the Ministry of Culture and Sports specifically
evaluates websites for extremism and announced in June 2016 that it had blocked at least 1,205
extremist websites.41 Further, in 2016 a court in Astana approved a request by the Ministry of
Information and Communication to block 94 websites that were deemed to contained extremist,
34
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“Tumblr is blocked for propaganda of extremism and pornography,” [in Russian] Tengrinews.kz, April 11, 2016, http://bit.ly/1NFz8RT.

Bakhtiyar Darkeyev, “General prosecutor’s office commented on the blocking of judges blacklist website”, Informburo.kz,
October 8, 2016, http://bit.ly/2phqbDc
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Diana Okremova “Online publications in Kazakhstan: Voluntary or Obligatory?” [in Russian], Digital.Report, January 21, 2016,
http://bit.ly/1QLa3QC.
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38 Shavkat Sabirov, president of the Internet Association of Kazakhstan, said at the Roundtable “How to make internet safe for
children” in Almaty, April 14, 2014.
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Interview with legal expert Igor Loskutov, Almaty, April 7, 2017.

“Kzyl-Orda prosecutors blocked 39 social media posts in 2016”, Digital.Report, January 16, 2017, http://bit.ly/2iDVtUp.

Irina Sevostianova, “More than 22,000 extremist online materialsrevealed in Kazakhstan since 2015”, Vlast.kz, June 10, 2016,
http://bit.ly/2oQgxLD, and “Users to be held liable for videos of executions,” [in Russian] Vlast.kz, November 27, 2015, bit.ly/24cZv6I.
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terrorist, or separatist propaganda.42 The ministry announced in March 2017 that a total of 32,000
illegal online resources were blocked through a decision by a court or the regulator in 2016.43

Content Removal
The authorities used varied means to enforce the removal of content online in the coverage
period, including pressure on critical online outlets to take down specific content and requests to
international social media platforms.
By equating all internet resources with media outlets, the country’s media law makes web
publishers—including bloggers and users on social media websites—liable for the content they
post online, but it does not further specify if online platforms are responsible for content posted by
third parties. In October 2015, the regulator stated that social media users could be held liable for
extremist comments posted on their pages by third parties as they could be regarded as permitting
the publication of extremist materials in a mass media outlet, an offense under the Criminal Code
punishable by up to 90 days in prison. Users who themselves post or share such content may be
fined for its “production, storage, import, transportation and dissemination”, and in some cases,
jailed for up to 20 years.44
Amendments passed to the Communications Law in January 2016 oblige ISPs to monitor content
passing through their networks and make their own decisions on whether to restrict content.45
The Administrative Code, in force since 2016, imposes penalties on ISPs for not complying with
censorship orders, with a fine of up to US$2,000.46
In order to avoid having a website or page permanently blocked and to escape legal liability,
owners of internet resources must remove content that is deemed extremist or is otherwise banned
(see “Blocking and Filtering”). Once illegal content is identified, the regulator requires ISPs and the
State Technical Service (STS) to suspend access to the entire website within three hours. The party
responsible for the content then receives a request for the content’s removal; if they comply, ISPs
must unblock the website immediately.47
In February 2016, the regulator adopted new rules for the monitoring of media, including online
media, using the “Automated System of Monitoring the National Information Space.” There is
no publicly available information on how this system operates.48 The minister of information and
communication said in February 2017 that, as a result of constant monitoring, more than 110,000
pages allegedly containing terrorist, extremist, or violent content were removed following requests
sent to website owners and administrators.49
The public is rarely alerted to specific incidents of content removal. Exclusive, an online analytical
42 Aissulu Toishibekova, “94 websites blocked in Kazakhstan for terrorist propaganda since the beginning of year”, Vlast.kz,
July 26, 2016, http://bit.ly/2oTOIio.
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Article 637.9.5 of the Administrative Code of the Republic of Kazakhstan, accessed February 17, 2016, bit.ly/1Ts8IEl.

“ЗАКОН РЕСПУБЛИКИ КАЗАХСТАН,” [Law of the Republic of Kazakhstan on Communications, Article 41-1] http://bit.ly/2oQgIH9
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news website, reported that the regulator forced it to take down an article critical of conditions in
detention facilities in July 2016. The outlet complied with the request, and posted a copy of the
regulator’s letter, which referred to the removed article as “false and insulting to the honor and
dignity of Kazakhstani law enforcement bodies.”50
Courts sometimes use defamation suits to force outlets to remove content. Ratel and Forbes
Kazakhstan were ordered to remove several articles related to an investigation of Zeinulla
Kakimzhanov, a businessman and former top government official. The publications were also
ordered to pay KZT 50 million (US$160,000) in damages to Kakimzhanov. The outlets are disputing
the orders and have indicated they will appeal the decision. 51
The website of local television station, Rika TV, received a removal request from Russian censorship
body Roskomnadzor regarding an article about a self-immolation incident in Aktobe, Kazakhstan.
Roskomnadzor claimed that the content glorified suicide, and that it would block the website for
Russian users if the outlet failed to comply. Rika TV ultimately agreed to remove two articles.52
The authorities also approached international companies to remove content. From July to December
2016, Google received 10 requests for content removal, primarily for national security reasons.53
Twitter reported four content removal requests, and zero compliance in the same period.54

Media, Diversity, and Content Manipulation
In addition to blocking and removing content, the online media landscape in Kazakhstan is also
subject to less overt forms of restrictions on the free flow of information, such as progovernment
propaganda and pressure to self-censor. Self-censorship in both traditional and online media outlets
is pervasive. Social media remains the most liberal environment for the public exchange of news
and opinions, but discourse there is considered to be very prone to manipulation and propaganda,
including by commentators paid by the government. Although the authorities impose no restrictions
on advertising to critical websites, the atmosphere of self-censorship extends to businesses too.
Central government procurement contracts in the media sphere reached KZT 41 billion (US$130
million) in 2016, while local governments distributed KZT 7 billion (US$20 million). Many
progovernment online media outlets are frequent recipients of such contracts, including local
privately owned blogging platforms.
Despite the challenging financial environment for independent outlets, a number of respected
critical websites continue to operate. Vlast, an independent news website, continued operating
despite a period of financial crisis peaking in July 2016 after readers rallied in support for the outlet
through subscriptions and sponsorship.55 Other outlets have been less fortunate, and administrators
of independent outlets are often targeted with trumped up charges. Radiotochka, a news website
50
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renowned for its investigative journalism targeting top officials, ceased operating in April 2017.
56
The closure took place after the editor-in-chief, Bigeldy Gabdullin, was sentenced to five years’
probation for blackmailing government officials, publishing defamatory material, and extorting the
government. 57
The government has been funding and recruiting popular bloggers, social media personalities and
digital advertising agencies to report on state matters.58 In October 2014, a group of Facebook users
registered the Bloggers Alliance of Kazakhstan to “make the country’s information space healthier.”59
Their office is located in the government’s headquarters, furthering speculation that it was created to
mislead the public by claiming to represent all Kazakhstani bloggers. Alliance members often speak
out on social issues, but never address politically sensitive questions or target key politicians. Its
chairman, Galym Baituk, stated in June 2016 that bloggers in the alliance would be willing to create
government propaganda.60
Civil servants, public officials, and employees of state-owned companies are obliged to follow a set
of guidelines, published in 2014, on their use of the internet. The guidelines urge employees not to
post or repost material critical of the government, and not to “friend” authors of such posts in order
to prevent possible threats to the image of the civil service, as well as preventing the dissemination
of false information or leaks.61 Private companies are also wary of their employees’ online
expression—an IT worker was fired in June 2016 for so-called “antigovernment” posts identified on
her Facebook page.62

Digital Activism
Though users continue to actively share content on various matters, including corruption,
controversies in the judicial system, and blatant cases of injustice, the use of social media and other
digital tools to organize for social and political campaigns is limited. Discussions of political or social
issues on social media are often eclipsed by sensationalist content widely shared online.
Social media has been used with some success to mobilize protests in the past. Major rallies against
land reform held in April and May 2016 were organized largely on Facebook.63 As a result of the
protests, the authorities convened a public commission for land reform, designed to elicit feedback
on the implementation of the law. However, the organizers of the rally—Max Bokayev and Talgat
Ayan—were later arrested and sentenced to lengthy jail terms (See “Prosecutions and Detentions for
Online Activities”).

Violations of User Rights
Criminal prosecution of social media users and online journalists on charges of extremism, insulting
56
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national dignity, or calling for unsanctioned protests continued within the coverage period. Netizens
continued to face pressure from the authorities, including the apparent interception of their electronic
correspondence. Dissidents were targeted with malware attacks, likely initiated by the government.

Legal Environment
The constitution of Kazakhstan guarantees freedom of expression, but this right is qualified by many
other legislative acts and is severely restricted in practice. A package of constitutional amendments
was adopted in March 2017, ostensibly to distribute some presidential powers to the parliament,
though the president will remain in charge of key matters including foreign policy and national
security. Critics have argued that the changes are merely formal, and that Nazarbayev will continue
to wield significant power.64 The amendments also allow courts to strip citizenship from individuals
found to have harmed Kazakhstan’s “vital interests,” though this vague term is not defined.65
The criminal code penalizes the dissemination of rumors, or “patently false information, fraught with
the risk of breach of public order or imposition of serious damage,” punishable by a fine of up to
US$70,000 and up to 10 years in jail. Libel is a criminal offence that may result in up to US$20,000
in fines and up to two years of imprisonment. The criminal code provides stricter punishment for
libel or insult of the president and other state officials, judges, and members of parliament, and
Kazakhstani officials have a track record of using defamation charges to punish critical reporting.
The judiciary is not independent from the executive, and the president appoints all judges. The
constitutional court was abolished in 1995 and replaced with the constitutional council, to which
citizens and public associations are not eligible to submit complaints.

Prosecutions and Detentions for Online Activities
The government of Kazakhstan continues to arrest and prosecute individuals for posting critical
political or social commentary online. Following mass demonstrations against land reforms in 2016,
the authorities have cracked down with particular intensity on online calls to protest.
•

Activists Max Bokayev and Talgat Ayan were sentenced in November 2016 to five years in
prison after coordinating “unsanctioned” land reform protests using social media. Large
rallies had been organized to protest reforms to allow large swathes of agricultural land
to be sold or leased to foreigners.66 In a trial widely condemned as politically motivated,
Bokayev and Ayan were convicted of inciting social unrest and spreading false information.67

●

Almaty resident Almat Zhumagulov was placed under administrative arrest for 15 days
in December 2016 after sharing a Facebook post calling for unsanctioned protests on
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66

“Kazakhstan’s land reform protests explained, BBC, April 28, 2016, http://www.bbc.com/news/world-asia-36163103.
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Kazakhstan’s day of independence. Police accused Zhumagulov of violating laws of peaceful
assembly and forced him to delete the post.68
●

After Zhanbolat Mamay, editor-in-chief of opposition newspaper Tribuna, was arrested
on money laundering charges, three of his supporters were briefly detained by police in
February 2017 for attempting to organize a demonstration using social media.69

●

Four activists were briefly detained and interrogated by police in Almaty in July 2016 after
posting plans in a WhatsApp group to protest on July 6, President Nazarbayev’s birthday.
Police issued the activists a warning for planning unsanctioned protests, and searched their
homes and confiscated their electronic devices.70

Defamation charges are frequently brought against social media users who post content critical of
authorities:
●

Human rights activist Marat Dauletbayev was sentenced to one year in prison in February
2017 after publishing a Facebook post accusing the mayor of Baikonur, Anatoly Petrenko,
of improper land allocation. Dauletbayev was found to have defamed Petrenko using
a communication network, an offense under Kazakhstan’s Criminal Code. Dauletbayev
ultimately escaped serving time in prison due to the prisoner amnesty announced for the
25th anniversary of Kazakhstan’s independence.71

●

In October 2016, activist Aidyn Yegeubayev was ordered to pay KZT 100,000 (US$300) in
moral damages to Berdibek Saparbayev, governor of the Aktobe province. Saparbayev
filed the suit after Yegeubayev posted a YouTube video in which he accused the official
of helping a Chinese company purchase large swathes of national agricultural land.72
Yegeubayev was placed in administrative arrest for five days in February 2017 after failing to
pay the damages to Saparbayev.73

●

Following the July 2016 shooting in Almaty targeting police officers, authorities temporarily
detained two individuals accused of spreading rumors about the attack across social
networks.74

Authorities punished users posting on topics deemed likely to incite ethnic tensions, particularly in
relation to Russia:
●

A court in Petropavl (North Kazakhstan) sentenced Igor Chuprina to five years in jail in
December 2016 for publishing propaganda undermining Kazakhstan’s territorial integrity
and deliberately inciting national strife. Chuprina had published posts on VKontakte calling
for Kazakhstan to join the Russian Federation. The posts were deemed to have caused
social tension and interethnic strife among fellow social media users.75
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●

In December 2016, a court in Aktobe sentenced Sanat Dossov to three years in jail
for inciting interethnic hatred through his Facebook posts. Dossov had posted critical
comments about Russian president Vladimir Putin, calling on Russians to stop the rise of
fascism in their country. The complaint against Dossov was reportedly brought by another
Facebook user who had engaged with Dossov in an online discussion.76

Independent online journalists are also frequently targeted with trumped up charges. Seitkazy
Matayev and Asset Matayev, co-owners of the KazTAG online news agency, were sentenced in
October 2016 to six years in prison for embezzlement in a trial that was widely seen as unfair.77

Surveillance, Privacy, and Anonymity
It is difficult to estimate the scope and depth of government surveillance of online communications
in Kazakhstan. The “system for operational investigative measures” (SORM) of surveillance
implemented by the government is similar to that of other former Soviet republics and allows
for deep packet inspection (DPI) of data transmissions. The general public, as well as civil society
activists, often underestimate the potential threat of government surveillance and do not always
take steps to protect their privacy or use encryption software.
Some anonymizing tools are subject to blocking. Although users wishing to circumvent censorship
increasingly use virtual private networks (VPNs),78 in June 2015, media reports said that the
authorities were blocking such tools with renewed intensity, citing a court decision dated September
10, 2014 that banned “the functioning of networks and/or means of communication that can be
used to circumvent the technical blocking by ISPs.”79 Users have noticed increasing problems
when trying to use VPNs,80 and officials have confirmed that authorities actively track and block
anonymizers. 81
The Tor Project’s official website is intermittently inaccessible from Kazakhstan.82 According to public
records on its use, the number of connections to Tor “relay” nodes from Kazakhstan dropped by
about 40 percent in October 2016. The number of users connecting via “bridge relays,” which are
not listed publically and are more difficult to block, increased by about 800 percent. This pattern
often indicates a censorship event.83
The government has indicated plans to further restrict anonymity online. A proposed bill under
discussion would require users wishing to comment on websites to register first with their phone
numbers. Website owners would also be required to retain commenters’ data for at least three
months.84 Authorities have stated that the measures would encourage users to be civil online.85
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“A person in Kazakhstan jailed for posts about Putin”, Meduza.io, December 27, 2016, http://bit.ly/2oodd7B..

78

“Internet clubs will demand IDs ” [in Russian] Zakon, January 25, 2012, http://bit.ly/1QBFqCV.

80

Marat Shaken, Facebook post, October 31, 2016 , http://bit.ly/2oednym.

“Father and Son Jailed for Embezzlement in Kazakhstan Media Trial”, VOAnews.com, October 03, 2016, http://bit.
ly/2cOOC4D; “Kazakh journalists face years in prison on retaliatory charges”, CPJ, September 30, 2016, http://bit.ly/2olCAqN.

77

79

Askar Muminov, “Anonymizers outlawed,” [in Russian] Kursiv, June 8, 2015, http://bit.ly/1KWiYzw.

Meyirim Smayil, “MIC commented on their fight against VPNs and anonymizers”, March 14, 2017, Tengrinews.kz, http://bit.
ly/2oPyFWn.

81
82

Tweet by @TorProject, December 03, 2015, bit.ly/1KYitaJ.

84

Tamara Vaal, “Kazakhstan plans to get rid of anonymous commentators”, Vlast.kz, January 18, 2017, http://bit.ly/2oynVdJ

83
85

See discussion on Tor website: http://bit.ly/2nXVEu0

Aktan Rysaliev, Kazakhstan Cracks Down on Anonymous Internet Comments, Eurasianet.org, January 19, 2017, http://bit.ly/2kLoJYk
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Kazakhstan’s so-called national security certificate was due to come into force in January 2016,
though progress towards rolling out the certificate appears to have stalled.86 Initial announcements
indicated that all users would be required to install the certificate onto their devices, which sparked
security and privacy concerns.87
Various authorities monitor internet traffic. A professional from a private-sector telecom company
who spoke on the condition of anonymity stated that the president’s administration, the prosecutor
general’s office, and the National Security Committee have been planning to launch three
different content monitoring systems, including software to monitor social networking sites. In
the past, the Almaty city administration acknowledged that it monitors popular social networking
sites.88 The State Technical Service (STS), a government body established in 2008, is responsible
for monitoring cross-border network traffic through a system called “centralized management of
telecommunication networks” (SCM). All telecommunication operators must be connected to the
SCM and are required to grant authorities physical access to their control centers.89
Activists using social media are occasionally intercepted or punished, sometimes preemptively,
by authorities who have prior knowledge of their planned activities. Reports have emerged that
authorities have penetrated group chats on WhatsApp, based on claims by activists that they faced
some kind of consequences for material they posted only on the communication app. It is unclear
how authorities could have gained access to these chats.90
Kazakhtelecom maintains that its DPI system is used for traffic management and provides no
access to users’ personal data.91 In July 2015, WikiLeaks published an exchange of emails between
an alleged official of the Kazakhstani special services and Hacking Team, an Italian spyware firm.
The exchange of emails appears to suggest that the government might have obtained software to
monitor and interfere with online traffic, including encrypted communications, as well as to perform
targeted attacks against certain users and devices.92
The government has indicated that it may require foreign social media platforms to store
Kazakhstani citizens’ personal data on the territory of Kazakhstan. Data localization was proposed
by Kalmukhanbet Kassymov, Minister of Internal Affairs, in response to a wave of concern over socalled “death groups” on social media, which supposedly encourage teenagers to commit suicide.
Presumably, data localization measures would allow the authorities to crackdown on such groups
more swiftly.93
SIM card registration is required for mobile phone users. Legislation obliges both ISPs and mobile
operators to retain records of users’ online activities, including phone numbers, billing details, IP

86
87

“TeliaSonera in Kazakhstan received the national security certificate,” [in Russian] Digital.Report, March 14, 2016, http://bit.ly/1QRV8Zb.
“Experts: Kazakh authorities want to monitor protected user traffic,” [in Russian], Digital.Report, December 04, 2015, .

Asemgul Kasenova, “Repentant terrorists’ testimonies to be used in fighting extremism,” [in Russian] Tengri News, October
1, 2013, http://bit.ly/1NuVlRF.
88

89 “Rules of interaction and centralized management of telecommunication networks“, inform,kz, December 11, 2011, http://
bit.ly/2nkvxBm

“WhatsApp group chat admin sentenced for extremism”, Tengrinews.kz, January 12, 2017, http://bit.ly/2nHEGUE; “Activists
in Almaty warned against unsanctioned rallies”, July 5, 2016, Azattyq.org, http://rus.azattyq.org/a/27839704.html,; Ali Askar,
“Aktobe court passed a sentence on terrorist propaganda in WhatsApp”, Azattyq.org, August 11, 2016, http://bit.ly/2oZOmds.
90

91 Community Information Security, “Here we received official confirmation from the use of DPI Kaztel,” Yvision (blog),
accessed August 2014, http://bit.ly/1G2HzTp.
92
93

WikiLeaks, “Hacking Team,” accessed on February 22, 2016, bit.ly/1XI2DmK.

“Social media may be obliged to localize data of Kazakhstani citizens”, Today.kz, February 13, 2017, http://bit.ly/2p4Lhsn.
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addresses, browsing history, protocols of data transmission, and other data, via the installation of
special software and hardware when necessary.94 Providers must store user data for two years and
grant access within 24 hours to “operative-investigatory bodies,” including the National Security
Committee, secret services, and military intelligence, when sanctioned by a prosecutor, or in some
cases “by coordination with the prosecutor general’s office.”95 The Administrative Code, in force
since 2016, imposes penalties on ISPs of up to US$20,000 for failing to store user data.96
Amendments to the communications legislation adopted in 2016 require users to register their
mobile phone devices with an International Mobile Equipment Identity (IMEI) database. Unregistered
devices are to be disabled by mobile operators starting from July 1, 2017.97 Authorities have
presented the law as a measure to fight mobile phone theft and the import of counterfeit devices,
though it remains unclear how user privacy will be safeguarded. 98
In March 2016, the regulator issued new rules for public access points, which removed all previous
requirements, including the requirement to document customer IDs. Instead, a single technical
method of user authentication was introduced with a one-time SMS code. However, as SIM cards
in Kazakhstan are subject to obligatory registration, this may enable authorities to monitor online
activities of users accessing internet from public hotspots.99 Businesses can be fined up to KZT
226,000 ($US700) for failing to comply with the new rules, while users can be fined up to KZT 22,600
(US$70).100

Intimidation and Violence
Independent bloggers and online journalists have been subject to extralegal violence and
intimidation in retaliation for their work in the past.101 In this coverage period, however, there were
no cases of physical violence against bloggers or other ICT users.

Technical Attacks
Technical attacks against online news media and government websites were observed during the
coverage period.
Online outlet Ak Zhayk was temporarily forced offline as a result of a series of DDoS attacks against
the site in October and November 2016. 102 Journalists reporting for the outlet regarded the attacks
as retaliation for their coverage of the prosecution of activists Max Bokayev and Talgat Ayan (See
“Prosecutions and Detentions for Online Activities”).

94 Ksenia Bondal, “Следи за базаром - нас слушают” [Watch out, we are watched] Respublika, republished by Zakon,
November 5, 2009, http://bit.ly/1WRqj8b.

“Rules of rendering internet access services,” adopted by the governmental decree #1718 on December 30, 2011, http://bit.
ly/1R2vtdw

95
96

Article 637.9.5 of the Administrative Code of the Republic of Kazakhstan, accessed February 17, 2016, bit.ly/1Ts8IEl.

98

“Rules of IMEI registration are elaborated in Kazakhstan, Today.kz, January 25, 2017, http://bit.ly/2oX5Wi5.

97

“Unregistered cellphones to be blocked by operators in Kazakhstan”, Digital Report, January 25, 2017, http://bit.ly/2k092i4.

99 “Kazakhstan introduced new rules for public points of internet access,” [in Russian] Digital.Report, March 16, 2016, http://bit.ly/1S3t3Nw.

Serikzhan Mauletbay, “Connecting to public Wi-Fi without SMS-registration may cause penalty”, Tengrinews.kz, January
27, 2017, http://bit.ly/2m6TZ4Q

100
101
102

For example: “Bota Zhumanova talks details of the attack,” [in Russian] Current Time, November 04, 2015, .
“DDoS attacks on the ‘Ak Zhaik’ website persist”, AdilSoz.kz, November 22, 2016, http://bit.ly/2pbL5EB
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In January 2017, a group called the Shadow Team hacked and defaced more than 300 government
and other websites.103 Unknown hackers targeted a World Trade Organization affiliated website in
addition to several provincial news sites in February 2017.104
Kazakhstani activists and dissidents were also subject to technical attacks within the coverage period,
and some suspect the government’s involvement. In August 2016, reports emerged that Kazakhstani
opposition figures and dissidents living abroad, including Irina Petrushova and Alexander Petrushov
of the critical publication Respublika, were targeted in 2015 with malware attacks.105 The Electronic
Frontier Foundation reported that the attacks were conducted by agents of the government via the
Indian security company Appin Security Group.106

Facebook, post by Denis Sulhachev, accessed on February 22, 2016, on.fb.me/1oXvg3v; “ShadowTeam grouping
performed a massive hacking of the gov.kz sites”, Profit.kz, January 30, 2017, http://bit.ly/2p9pwHN

103
104

“One more goverbnment website attacked by hackers”, Informburo.kz, February 5, 2017, http://bit.ly/2oCaMjY

Joseph Menn, Kazakh dissidents and lawyers hit by cyber attacks: researchers, Reuters, Aug 2, 2016, http://reut.
rs/2p9dAWu

105

Electronic Frontier Foundation, “I got a Letter from the Government,” August 3, 2016, https://www.eff.org/
files/2016/08/03/i-got-a-letter-from-the-government.pdf.
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2016

2017

Population:

Internet Freedom Status

Free

Free

Internet Penetration 2016 (ITU):

26 percent

Obstacles to Access (0-25)

8

7

Social Media/ICT Apps Blocked:

No

Limits on Content (0-35)

7

7

Political/Social Content Blocked:

No

Violations of User Rights (0-40)

14

15

Bloggers/ICT Users Arrested:

Yes

TOTAL* ( 0-100 )

29

29

Press Freedom 2017 Status:

48.5 million

Partly Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Internet connection speeds surpassed the global average, while average mobile internet
speeds ranked highest in the Middle East and sub-Saharan Africa (see Availability and
Ease of Access).

•

Online manipulation and disinformation proliferated on social media in advance of
national elections in August 2017, though digital activism remained vibrant (see Media,
Diversity, and Manipulation and Digital Activism).

•

The High Court ruled Section 132 of the penal code unconstitutional in April 2017; the
provision penalized “undermining the authority of public officers” and had been used to
prosecute online and offline speech (see Legal Environment).

•

Numerous Kenyan bloggers and social media users were arrested or questioned for
critical online speech, continuing an alarming trend (see Prosecutions and Detentions
for Online Activities).

•

The High Court suspended a new system to monitor illegal mobile network usage on
grounds that it could erode privacy, though new research revealed intelligence agencies
have direct access to telecommunications networks, bypassing legal oversight (see
Surveillance, Privacy, and Anonymity).
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Introduction
The internet in Kenya remained relatively free in the past year, though issues of hate speech,
disinformation, and surveillance in the lead-up to the contentious 2017 elections season threatened
to undermine internet freedom. A proactive civil society pushed the judiciary to rollback some
restrictions.
As one of the most wired countries in sub-Saharan Africa, Kenya boasts an increasingly tech savvy
population and one of the fastest average connection speeds in the world. Political content is not
systematically censored, though in June 2017, select children’s television shows were banned from
web and TV broadcasts for ostensibly promoting homosexuality in violation of “moral values.”
In an effort to curb the spread of online abuse spreading before elections, the Communications
Authority of Kenya issued guidelines prohibiting the dissemination of political messages that
“contain offensive, abusive, insulting, misleading, confusing, obscene or profane language,” among
other problematic provisions that could limit legitimate online expression. Yet the guidelines failed
to check the proliferation of online manipulation and disinformation on social media.
The Kenyan judiciary made several moves to protect the fundamental rights of citizens online in the
past year. In April 2017, the High Court ruled unconstitutional Section 132 of the penal code that
had penalized “undermining the authority of public officers,” though not before several bloggers and
social media users were arrested for criticising government officials online. Amid revelations of the
government’s growing surveillance capabilities, a high court judge suspended the implementation
of a “device management system” after an activist filed a case saying it could be used to monitor
communications.
In another victory for internet freedom, digital activism surrounding the growing problem of
internet shutdowns in other sub-Saharan African countries achieved a commitment from the
communications regulator that the internet would not be shut down during the elections period.

Obstacles to Access
Internet connection speeds in Kenya far surpassed the global average, while average mobile internet
speeds ranked the highest among countries across the Middle East and sub-Saharan Africa. A June
2017 High Court ruling reinstated the independence of the Communications Authority.

Availability and Ease of Access
Kenya’s Vision2030 Medium Term Plan (2013-2017), the second phase in the implementation of the
country’s development plan, considers information and communication technologies (ICTs) as a
key foundation for national transformation.1 Focusing on devolution (decentralization) and building
equity across the country, the government has prioritized the expansion of ICT capacity, with internet
connectivity being a key pillar.2
GoK, 2013: Second Medium Term Plan, 2013 – 2017: Transforming Kenya: Pathway To Devolution, Socio Economic
Development, Equity And National Unity. Page 21

1

See for example, Ministry of ICT Strategic Plan (2013-2017) and Master Plan (2013/14 – 2017/18), http://www.ict.go.ke/
downloads-2/

2
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Key Access Indicators
Internet penetration (ITU)

2016

a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

26.0%

2015

45.6%

2016

81%

2011

2015

2011

2017(Q1)

2016(Q1)

8.8%
81%
67%

12.2 Mbps
7.3 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

According to government data by the Communications Authority, internet users numbered 39.6
million as of December 2016, a 12 percent increase over the previous year and representing a penetration rate of nearly 90 percent.3 The government also reported 38.9 million mobile phone subscriptions in December 2016 for a penetration rate of 88.2 percent, up from 87.7 percent the previous
year.4
Official government data for internet penetration includes mobile internet subscriptions, which
accounted for over 99 percent of internet subscriptions in Kenya as of December 2016, eclipsing
fixed connections that made up only 0.6 percent.5 Nevertheless, subscription statistics may not
reflect actual usage. Many Kenyans have more than one mobile subscription, and the numbers
reported by the Communications Authority include corporate registrations. Actual mobile usage
by private individuals is thus much lower.6 The data also contrasts sharply with figures from the
International Telecommunications Union (ITU), which estimated Kenya’s internet penetration at 26
percent in 2016, up from 21 percent the previous year.7
Access has grown due to the increasing affordability of internet service. As of 2017, Kenya’s domestic
calling rates ranged from KES 2-4 (USD $0.02 - 0.04) per minute, even across networks.8 Data
bundles, and recently “flexi-bundles” that combine data, calls and SMS, have become the fastest
growing revenue source in the telecom sector.9 According to Safaricom, Kenya’s leading telecom
provider by market share, the average internet usage per month is 270 MB of data, a 52 percent

Communications Authority of Kenya, Quarterly Sector Statistics Report: Q2 FY 2016/2017 (October-December 2016), http://
www.ca.go.ke/images/downloads/STATISTICS/Sector%20Statistics%20Report%20Q2%20FY%202016-17.pdf

3
4

Communications Authority of Kenya, Quarterly Sector Statistics Report: Q4 2015/2016 (April-June 2016).

Communications Authority of Kenya, Quarterly Sector Statistics Report: Q2 of the Financial Year 2016/2017 (September –
December 2016).

5

6 For more on this, see Chapter 5 of Measuring the Information Society, 2016, by ITU, http://www.itu.int/en/ITU-D/Statistics/
Pages/publications/mis2016.aspx

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY
NB: ITU data published in 2016 retroactively revised its timeseries data for Kenya’s internet penetration. In its 2015 dataset,
internet penetration was estimated at 45.6 percent. The 2016 dataset revised the 2015 figure to 21 percent. No explanations
were provided for the revisions.

7

8

Safaricom Plans, accessed 16 June, 2017, https://www.safaricom.co.ke/personal/plans/prepay/uwezo-tariff

“Safaricom FY service revenues rise 14.8% driven by mobile data growth,” TeleGeography, May 11, 2017, https://www.
telegeography.com/products/commsupdate/articles/2017/05/11/safaricom-fy-service-revenues-rise-14-8-driven-by-mobiledata-growth/
9
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increase from 2016.10 This growth in data usage can be attributed to uptake of over-the-top (OTT)
services such as messaging apps and increased social media activity.11
Internet speeds in Kenya have also improved remarkably. According to Akamai’s State of the
Internet report, Kenya’s internet connection speed in the first quarter of 2017 averaged 12.2 Mbps,
surpassing the global average of 7.2Mbps, while mobile internet speeds averaged 13.7 Mbps, the
fastest in the Middle East and sub-Saharan Africa.12
Nonetheless, internet access and affordability varies between urban and rural areas, and there is
a digital divide based on gender, with more male mobile and internet users than women.13 Large
rural areas have not been able to benefit from Kenya’s high-capacity bandwidth in part due to
market disparities and weaknesses in last mile connectivity, which is expensive and requires basic
infrastructure such as electricity and roads that are often poorly developed. The National Optic Fibre
Backbone Infrastructure (NOFBI) aims to improve telecommunications across the country’s newly
devolved governance structures and increase delivery of e-government services, such as applications
for national identity cards or passports and registration of births and deaths.14
The Universal Service Fund (USF) established in 2013 also aims to expand mobile and internet
services to close the digital divide.15 In January 2017, the government contracted three private
companies to connect 894 secondary schools with 5 Mbps internet service under the USF as part
of an effort to bridge the digital divide.16 This was informed by the 2016 “ICT Access Gaps Report”
commissioned by the regulator, which revealed that over 94 percent of the country was covered by
2G networks, while 3G networks covered 78 percent of the population.17

Restrictions on Connectivity
During the year under review, there were no reports of the government controlling the internet
infrastructure to limit connectivity, though in April 2017, Safaricom networks were offline between
9am and 5pm, which the company attributed to technical failures.18 The outage affected over 30
million subscribers who rely on the operator’s voice, SMS, data, web-hosting, and mobile money
services.19

Safaricom 2017 Financial results, May 2017, pg 23, accessed 16 June 2017, https://www.safaricom.co.ke/images/
Downloads/Resources_Downloads/FY16-17Presentation.pdf

10

“We are Social: Digital in 2017,” accessed 2 June 2017, https://wearesocial.com/special-reports/digital-in-2017-globaloverview

11

Akamai, The State of the Internet, Q1 FY 2017, Accessed 02 June 2017, https://www.akamai.com/us/en/multimedia/
documents/state-of-the-internet/q1-2017-state-of-the-internet-connectivity-report.pdf

12

Based on Kenya National Bureau of Statistics Economic Survey, 2017. For gender disparity, see page 249, accessed on 4
June 2017, http://www.devolutionplanning.go.ke/images/hb/Economic%20Survey%202017.pdf

13
14

ICT Authority, “National Fibre Optic to cover all 47 counties by December 2015” http://www.icta.go.ke/nofbi-update/

Muthoki Mumo, “Sh74 billion needed to bridge Kenya’s yawning digital divide,” Daily Nation, May 28, 2013. http://bit.
ly/1lPvXUo

15

Treasury, Tender CA/PROC/OT/05/2016-2017, accessed 3 June 2017, http://supplier.treasury.go.ke/site/tenders.go/index.
php/public/contract_view/3214

16

Communication Authority, 2016, accessed 4 June 2017, http://www.ca.go.ke/images/downloads/RESEARCH/ICT%20
Access%20Gaps%20Report-April%202016%20.pdf

17

Mumo, Muthoki, “Safaricom outage leaves millions off network for hours,” Daily Nation, April 24, 2017, http://www.nation.
co.ke/news/Safaricom-network-breakdown-affects-millions/1056-3901410-ixo1sqz/index.html

18

Mwita, Weitere, “CA to punish Safaricom over Monday’s network downtime,” The Star, April 24, 2017, https://www.the-star.
co.ke/news/2017/04/24/ca-to-punish-safaricom-over-mondays-network-downtime_c1548904

19
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Kenya connects to the international internet via four undersea cables—SEACOM, the East Africa
Marine System (TEAMS), EASSY, and Lower Indian Ocean Network (LION2), with three others (Africa1,
Djibouti Africa Regional Express (DARE) and Liquid Sea) landing in Mombasa.20 License provision for
access to the international gateway was liberalized in 2004.21
The Kenya Internet Exchange Point (KIXP) is run and operated by the Telecommunication Service
Providers Association of Kenya (TESPOK), a non-profit organization representing the interests of
internet service providers (ISPs). The IXP keeps Kenyan internet traffic in the country, lowering the
cost of connectivity. A second IXP was established in Mombasa, but its failure to attract enough
users led to its closure.22 With support from the African Union, a backup IXP was established in 2016
to further lower costs of internet connectivity among ISPs.23

ICT Market
Kenya’s ICT sector is competitive. As of March 2017, there were 51 network facilities providers, 3
of which are national providers (Tier 1) while the rest are regional (Tiers 2 and 3).24 These licensees
provide facilities for internet, voice, and mobile virtual network operators, among others. The
Kenyan communications regulator is mandated to license all communication systems and services.
Due to the hybrid nature of communication systems, the regulator set up a Unified Licensing
Framework (ULF), which is technology and service neutral.25 A network facilities licensee may also be
an application and content provider.
There are five mobile service providers—Safaricom, Airtel, Equitel, Telkom, and Sema. The Kenyan
government has partial ownership of Safaricom Limited (35 percent) and Telkom Kenya (40
percent).26 Safaricom dominates the mobile market with 71 percent of all mobile subscriptions and
68 percent of internet subscriptions. As such, there have been calls to declare Safaricom a dominant
player and in effect trigger dominance abuse safeguards.27 This has been met with stiff opposition
from the company, the competition authority, the ICT cabinet secretary, and some legislators who
claim Safaricom’s market share does not amount to abuse under the Competition Act 2011.28 The
sector regulator, despite commissioning a report on the issue, was clear that it did not favor splitting

20

TeleGeography, accessed on 14 June 2017, http://www.submarinecablemap.com/#/country/kenya

David Souter and Monica Kerretts-Makau, “Internet Governance in Kenya – An Assessment for the Internet Society,”
Internet Society, September 2012, http://bit.ly/1M0d9xv

21

22 “Mombasa Internet traffic re-routed to Nairobi hub,” Business Daily, June 8, 2015,, http://www.businessdailyafrica.com/
corporate/Mombasa-Internet-traffic-re-routed-to-Nairobi-hub/539550-2744864-ff86de/index.html

23 “Mombasa tipped to be region’s internet hub after IXP launch,” The Standard, June 23, 2016, https://www.standardmedia.
co.ke/business/article/2000206339/mombasa-tipped-to-be-region-s-internet-hub-after-ixp-launch
24 CA, accessed 13 June 2017, http://ca.go.ke/images/downloads/TELECOMMUNICATION/LicenseeRegister/Register%20
of%20ULF%20Licencees-%20March%202017.pdf
25

CA, Accessed on 18 May 2017, http://www.ca.go.ke/index.php/telecommunication

Safaricom, https://www.safaricom.co.ke/images/Downloads/Resources_Downloads/sustainabilityreport_2016.pdf
and “Kenya gets 10pc Telkom stake for free as part of Helios’ deal,” Business Daily, March 6, 2016, http://www.
businessdailyafrica.com/Corporate-News/French-give-Kenya-10pc-of-Telkom-to-seal-Helios-takeover-/-/539550/3104956/-/
et8qgrz/-/index.html
26

“Safaricom faces M-Pesa break up in market dominance war,” Business Daily, February 23, 2017, http://www.
businessdailyafrica.com/corporate/Safaricom-faces-M-Pesa-break-up-in-market-dominance-war-/539550-3824418-rhmnfdz/
index.html

27

28

Competition Act 2011, https://www.cak.go.ke/images/docs/competition_act-2011(1).pdf
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Safaricom, one of the report’s recommendations, and is currently engaging with stakeholders for
input.29

Regulatory Bodies
Kenya’s telecommunications sector is regulated by the Kenya Information and Communications
Act (KICA).30 The Act established the Communications Authority of Kenya (CA) as an independent
regulatory authority for the communication sector. This independence has been undermined
through amendments to the Act that enable the executive branch of government (the president and
cabinet secretary) to appoint the chairperson and board members to the CA.
In a June 2017 ruling, the High Court quashed amendments made in December 2015 to the KICA
by the Statute Law (Miscellaneous Amendments) Act 2015.31 The amendments sought to align the
law with antimonopoly procedures under the Kenya Competitions Act; and transfer regulatory
authority to the cabinet secretary. This meant that the CA would be obliged to consult both the
cabinet secretary and the competition authority before exercising its mandate, infringing on its
independence. The June 2017 ruling brought a semblance of independence back to the CA.

Limits on Content
Content is periodically restricted for violating Kenyan social mores, though censorship is not
widespread. The 2017 elections season saw the proliferation of online manipulation and disinformation
tactics on social media, despite guidelines implemented in June that banned certain types of language
in online communications.

Blocking and Filtering
Political and social content is not generally subject to blocking in Kenya. In a December 2016 report,
research conducted by the Centre for Intellectual Property and Information Technology Law (CIPIT)
in partnership with Open Observatory of Network Interference (OONI) tested 1,357 websites on four
of the country’s leading networks and observed no signs of censorship. Social networking platforms
and communication applications such as Facebook, Twitter, YouTube, and LinkedIn were also fully
accessible.32
Nonetheless, the government periodically seek to police the internet for content that is perceived to
be morally objectionable (see Content Removal).

Content Removal
29 Communication Authority, accessed 1 June 2017, http://ca.go.ke/images/downloads/speeches/latest/Press%20
statement%20by%20CA%20Chairman%20Mr.%20Ngene%20Gituku%20on%20the%20Competititon%20study.pdf

The Kenya Information and Communications Act No. 2 of 1998, as amended by the Kenya Information and
Communications (Amendment) Act 2009, and the Kenya Information and Communications (Amendment) Act 2013. See,
Republic of Kenya, “The Kenya Information and Communication (Amendment) Bill, 2013,” Kenya Gazette Supplement No. 105
(National Assembly Bills No. 19), July 22, 2013, http://bit.ly/1vyJYiY

30

Kenya Law, Okiya Omtatah Okoiti v Communications Authority of Kenya & 21 others [2017], Accessed 7 June 2017, http://
kenyalaw.org/caselaw/cases/view/136754/

31
32

Xynou, M., “Kenya: Free Censorship Internet?” OONI, accessed 21 May 2017, https://ooni.torproject.org/post/kenya-study/
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The government has at times sought to remove content from the internet. In June 2017, the Kenya
Film Classification Board (KFCB) banned six children’s television programs for ostensibly promoting
homosexuality “against our Kenya’s moral values and culture.”33 The programs aired on broadcast
and online channels. The Kenyan penal code criminalizes same sex relationships, and the KFCB
routinely discriminates against LGBTI (lesbian, gay, bisexual, transgender, or intersex) projects.34
In October 2016, the KFCB proposed to review and replace the Films and Stage Plays Act, Cap 222
with the Films, Stage Plays and Publications Bill, which would have empowered the KFCB to monitor,
classify, and approve any content published online in Kenya.35 After publishers and content creators
pushed back, the bill was withdrawn for review.36
Some reports indicate that the authorities may force users to remove certain content from their
social media profiles. In one example, blogger Robert Alai removed content from his Facebook page
in August 2017 in relation to a report that got him arrested (see Prosecutions and Detentions for
Online Activities).37
Internet intermediaries in Kenya can be held liable for illegal content, such as copyright and hate
speech, though they are not required to actively monitor traffic passing through their networks
unless they are made aware of illegal content.38 Under the National Cohesion and Integration Act of
2008, which outlaws hate speech, a media enterprise can be fined up to KES 1 million (US$11,000)
for publishing “utterances” that can be characterized as hate speech under the law’s broad
definition.39 This provision can be invoked to block or take down online content, according to the
Association of Progressive Communications.40

Media, Diversity, and Content Manipulation
Kenya’s online information landscape is diverse and vibrant, representing a wide range of issues
and viewpoints. Social media has become an influential platform for journalists to source and share
news. Traditional broadcast news programs increasingly interact with viewers in real time on Twitter
or Facebook.
During the 2017 elections season, social media enabled opinion influencers to proliferate,
unfortunately leading to online manipulation and overt disinformation. A number of fake news
KFCB, “Statement on Children Television Programs…” accessed 15 June 2017, http://kfcb.co.ke/wp-content/
uploads/2017/06/STATEMENT-ON-CHILDREN-TELEVISION-PROGRAMMES-PROMOTING-HOMOSEXUALITY-IN-KENYA-ISSUEDON-15TH-JUNE-2017.pdf

33

Sections 162, 163 and 165 punishes gay relationships with jail terms ranging from 5 to 21 years dependent upon whether
relations were consensual. Attorney General, Penal Code Chapter 63. Nairobi: National Council for Law Reporting, 2014.

34
35

Article 7, Jadili, accessed 21 May 2017, http://jadili.ictpolicy.org/docs/kfcb2016

KFCB, accessed 2 June 2017, http://kfcb.co.ke/wp-content/uploads/2017/02/REQUEST-FOR-PROPOSAL-FOR-THEPROVISION-OF-LEGAL-CONSULTANCY.pdf

36

“Blogger Robert Alai arrested after leaking photos of Kenyattas in hospital,” Nairobi News, August 19, 2017, http://
nairobinews.nation.co.ke/news/robert-alai-arrested-photos-kenyattas/

37

38 Alice Munyua, Grace Githaiga and Victor Kapiyo, “Intermediary Liability in Kenya,” (research paper, commissioned by
Association for Progressive Communication) http://bit.ly/1GOXHDa

Section 62 (1) defines hate speech as “words intended to incite feelings of contempt, hatred, hostility, violence or
discrimination against any person, group or community on the basis of ethnicity or race.” Section 62 (2) holds: “A newspaper,
radio station or media enterprise that publishes the utterances referred to in subsection (1) commits an offence and shall be
liable on conviction to a fine not exceeding one million shillings.” See: National Cohesion and Integration Act, 2008, section 62,
accessed September 12, 2014, http://bit.ly/1ZR1dbX

39

40

Munyua, Githaiga and Kapiyo, “Intermediary Liability in Kenya.”
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websites were reportedly registered with legitimate-sounding names to disseminate false news, such
as CNN Channel 1 (cnnchannel1.com),41 undermining the quality of information available online.
Different political camps set up teams of paid bloggers, social media influencers, and bots to
shape public opinion online.42 Propaganda, hate speech, and social media campaigns targeting
individuals or organizations affiliated with the opposing side became common, including via paid
Google Ads and Facebook sponsored posts.43 Local media also reported that President Kenyatta
Uhuru, the incumbent candidate, had hired the data mining company Cambridge Analytica to
help his campaign. The company is linked to two websites that were used extensively during the
general elections campaigns—therealraila.com and uhuruforus.com. The former spread hate speech
and negative ads against the main opposition candidate, Raila Odinga, while the latter site spread
positive narratives favouring the incumbent. Donald Trump’s campaign had also hired Cambridge
Analytica in advance of his successful U.S. presidential campaign in 2016.44
The Communications Authority of Kenya in June 2017 gazetted new guidelines to curb online abuse
in partnership with the National Cohesion and Integrated Commission (NCIC), a statutory body
which seeks to reduce inter-ethnic conflict.45 However, the guidelines included broad wording as
the basis for penalties, prohibiting political messages that “contain offensive, abusive, insulting,
misleading, confusing, obscene or profane language,” which could be used to limit legitimate
online expression. The guidelines also required administrators of social media pages to “moderate
and control the content and discussions generated on their platform,” and gave mobile network
operators the power to refuse at their discretion the transmission of political messages that do not
comply with the guidelines.46 In addition, bulk political messages require prior approval from the
NCIC under the guidelines.
Major media companies also removed occasionally removed stories without clarification, leaving
internet users unclear whether information had been subject to self-censorship or misreported
in the first place. In one example, The Standard daily newspaper removed a story that said the
Communication Authority planned to spy on social media users during the election period from their
website in January 2017 without publishing a correction.47 Other reports said the Authority intended
to monitor and analyse social media posts, and separately ordered mobile service providers to allow
a third party contractor access to network infrastructure as part of a “device management system”
(see Surveillance, Privacy, and Anonymity). Analysts believe Standard editors may have removed the

Abdi Latif Dahir, “Fake news is already disrupting Kenya’s high-stakes election campaign,” Quartz Africa, June 25, 2017,
https://qz.com/1011989/fake-news-and-misinformation-are-upstaging-kenyas-upcoming-high-stakes-election/

41

Mayoyo, Patrick, “Fake news by bloggers could mess Kenya’s 2017 elections,” Standard, April 21, 2017, https://www.
standardmedia.co.ke/business/article/2001237115/fake-news-by-bloggers-could-mess-2017-elections

42

#DavidNdiiExposed, “Walter Menya,” #MaizePriceScandal, and #GoKDelivers were a few examples of social media
campaigns started or promoted by pro-government or opposition social media users. See, for example, the news cycle on
Walter Menya arrest: “Blogger who leaked exclusive DCI photos of Walter Menya,” The Nation, June 20, 2017, http://www.nation.
co.ke/news/Pauline-Njoroge-Walter-Menya-photos-DCI/1056-3978466-ldvrkhz/index.html

43

“Uhuru hires data firm behind Trump, Brexit victories,” The Star, May 10, 2017, https://www.the-star.co.ke/
news/2017/05/10/uhuru-hires-data-firm-behind-trump-brexit-victories_c1557720

44

“Guidelines on Prevention of Dissemination of Undesirable Bulk and Premium Rate Political Messages and Political Social
Media Content via Electronic Communications Networks in Kenya,” GOK, Kenya Gazette Vol.CXIX-No.95

45

See for example Article19 submissions to the regulator, https://www.article19.org/resources.php/resource/38838/en/
kenya:-new-draft-guidelines-on-dissemination-via-electronic-communications-networks-should-be-scrapped
; https://rsf.org/en/news/kenyan-election-campaign-hits-journalists-and-media-freedom
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The article initially appeared on The Standard, 13 January 2017, accessed on 14 January 2017 at: https://www.
standardmedia.co.ke/article/2000229727/communications-authority-to-monitor-private-talk-and-texts-during-poll

47

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

KENYA
story to avoid repercussions, though the regulator’s steps to undermine user privacy were reported
on other websites.48 The news may have also triggered greater self-censorship among internet users.
There are no economic constraints on online media in Kenya, which has helped online outlets thrive,
though the government has been known to use its advertisement spending to influence the media’s
editorial choices, resulting in financially-induced self-censorship.49 Media outlets also determine the
tone of their content out of fear of upsetting other primary advertisers. For example, after publishing
a critical report about Safaricom, Kenya’s leading telecommunication provider, in early 2017, one
journalist later said that his editor had not authorised the story in a move that effectively distanced
the outlet from the article’s findings.50
Bloggers and social media personalities have become highly influential over the past few years. Fast
and affordable internet in major cities and towns has enabled Kenya’s growing class of digitally
skilled citizens to become content creators and alternative sources of news and information.
According to the Bloggers Association of Kenya (BAKE)—formed in 2011 to support Kenya’s
blogging community— the 36 most active blogs hosted on their servers experienced a 46 percent
increase in monthly readership between October 2015 and September 2016.51 The exponential
growth in blogs has created an economically viable industry for bloggers who are increasingly
sought by Kenyan businesses as a platform for advertising.52

Digital Activism
Social media continued to grow as an important platform for political debate and mobilization
around critical issues in Kenya:

48

•

In June 2016, the hashtag #TearGasMonday dominated social media, mobilizing protests
against the elections management body (IEBC) for alleged corruption.53 The protests slowed
down Nairobi’s business district for three consecutive Mondays, though they were marred
when some participants resorted to violence. The IEBC commissioners agreed to leave office
in August 2016, paving the way for a new team to manage the August 2017 elections.54

•

The vocal civil society advocacy campaign, #KeepItOn, raised awareness about the growing
incidence of internet shutdowns during elections and protests in several countries across
sub-Saharan Africa. Kenyan officials publicly committed to keeping the internet online
during the August elections as a result of the campaign.55

•

In July 2016, Koffi Olomide, a popular Congolese musician, was captured on video at

http://mobile.nation.co.ke/news/Government-likely-to-start-phone-tapping/1950946-3816372-d7wrd9z/index.html

Alan Rusbridger, “Kenya: The Devious Art of Censorship,” New York Review of Books, December 8, 2016 issue, http://www.
nybooks.com/articles/2016/12/08/kenya-devious-art-of-censorship/

49

Author’s Phone Interview in Nairobi, March 2017 in reference to CIPIT’s surveillance findings on Safaricom Internet
networks, blog.cipit.org/2017/03/23/cipit-research-reveals-evidence-of-internet-traffic-tampering-in-kenya-the-case-ofsafaricoms-network/
50

BAKE, “State of Internet Freedom in Kenya 2016,” http://www.ifree.co.ke/wp-content/uploads/2016/11/State-of-InternetReport-Kenya-2016.pdf

51
52
53

Bloggers Association of Kenya (BAKE), “The State of Blogging & Social Media in Kenya 2015 Report,” page 3.
Twitter search #TearGasMonday: https://twitter.com/search?q=%23TearGasMonday&src=typd

“Issack Hassan, other IEBC officials agree to leave office,” The Nation, August 3, 2016, http://www.nation.co.ke/news/
politics/IEBC-officials-agree-to-leave-office/1064-3328830-6v41ep/index.html

54

“Communications Authority of Kenya Promises Not to Shut Down Internet During the Election,” techweez, August 2, 2017,
http://www.techweez.com/2017/08/02/communications-authority-kenya-wont-shut-down-internet/
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the airport assaulting a female member of his crew. Social media users created the
#DeportKoffiOlomide campaign to call for his deportation,56 which the Inspector General of
Police heeded. The musician later apologized for the incident.57

Violations of User Rights
The High Court ruled that Section 132 of the penal code that penalized “undermining the authority
of public officers” was unconstitutional in April 2017, but not before several bloggers and ICT users
were arrested for criticizing government officials on social media. The government’s unlawful and
disproportionate surveillance capabilities became more evident in the past year, particularly as the
country prepared for national elections in August 2017.

Legal Environment
Freedom of expression is enshrined in Article 33 of Kenya’s 2010 constitution and includes the right
to seek, receive, or impart information and ideas, while Article 31 provides for the right to privacy.
These rights, however, do not extend to propaganda, hate speech, or incitement to violence. Hate
speech is penalized under the 2008 National Cohesion and Integration Act, a law that was passed
in response to widespread ethnic violence following the 2007 general elections.58 Individuals found
guilty of spreading hate speech, broadly defined, can be fined up to KES 1 million (US$11,000),
sentenced to up to three years in prison, or both.
In a positive development, the High Court ruled Section 132 of the penal code unconstitutional in
April 2017.59 The section had penalized “undermining the authority of public officers,” and was used
to prosecute online and offline speech.60 Section 29 of the Kenya Information and Communications
Act (KICA) was separately ruled unconstitutional in April 2016.61 Section 29 had penalized bloggers
and social media users for using ICTs to disseminate messages deemed to be “grossly offensive” or
to cause “annoyance, inconvenience or needless anxiety to another person,” with a fine of up to KSH
50,000, three years in prison, or both.62
Recently proposed laws threaten to further restrict online freedom of expression. In July 2016, the
ICT Ministry called for stakeholder input into the Computer and Cyber Crimes Bill 2016,63 which
was reportedly developed according to international standards such as the Budapest Convention

56

Twitter search, https://twitter.com/search?q=%23DeportKoffiOlomide%20&src=typd

“VIDEO: Koffi Olomide Apologizes To Kenyans After JKIA Fiasco,” Radio Jambo, October 24, 2016, https://radiojambo.co.ke/
video-koffi-olomide-apologizes-to-kenyans-after-jkia-fiasco/

57

Milly Lwanga, “Freedom of expression and harmful speech: The Kenyan situation,” Article 19, September 27, 2012, http://
bit.ly/1M0qSEJ

58
59

Kenya Law, accessed 1 June 2017, http://kenyalaw.org/caselaw/cases/view/135467/

“Kenya: Win for freedom of expression as penal provision declared unconstitutional,” Article 19, press release, April 26,
2017, https://www.article19.org/resources.php/resource/38727/en/kenya:-win-for-freedom-of-expression-as-penal-provisiondeclared-unconstitutional
60

“Kenya: Win for freedom of expression as repressive law declared unconstitutional,” Article 19, press release, April 19, 2016,
https://www.article19.org/resources.php/resource/38343/en/kenya:-win-for-freedom-of-expression-as-repressive-law-declaredunconstitutional
61

62 Republic of Kenya, The Kenya Information and Communications Act, chapter 411A, 2009, http://bit.ly/1LyMfxo
; amended in 2013: The Kenya Information and Communications (Amendment) Act, 2013, http://bit.ly/1M1zTDB
63

Computer and Cyber Crimes Bill 2016, http://www.mygov.go.ke/?p=11226
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on Cybercrime to address cybercrime issues like computer fraud and child pornography.64 However,
Article 14 of the bill punishes “cyberstalking” and “cyberbullying,” defined as communication that
“detrimentally affects” a person, with penalties of up to KES 20 million, imprisonment of up to ten
years, or both.65 If passed, the provision could be used in the same way as KICA Section 29 that was
ruled unconstitutional in April 2016.
On the other hand, other proposed laws seek to protect the rights of Kenyan internet users. The
Data Protection Bill 2013, though still in draft form and in need of critical revisions as of mid-2017,
aims to regulate the collection, processing, storing, use, and disclosure of information relating to
individuals processed through automated or manual means.66 The current absence of a strong data
protection law threatens citizens’ privacy rights amid rising concerns over unchecked government
surveillance (see Surveillance, Privacy, and Anonymity).

Prosecutions and Detentions for Online Activities
Numerous Kenyan bloggers and social media users were arrested or summoned for questioning
during this report’s coverage period, continuing an alarming trend that has grown in recent years.
Many individuals were targeted for their criticisms of government officials online, which was
penalized under Section 132 of the Kenyan penal code before it was declared unconstitutional in
April 2017.67
Arrests, prosecutions, or legal repercussions for online activities reported since June 2016 include the
following:
•

Jackson Njeru, an administrator for the Facebook page, “Buyer Beware,” was arrested and
jailed for three months in November 2016. He was charged with contempt of court for
posting on Facebook about a case in progress against court orders. The post had requested
page subscribers to contribute funds to provide bail for a defendant in the case.68

•

In October 2016, Deputy President William Ruto sued activist Boniface Mwangi for
defamation on Twitter.69 Ruto withdrew the case in November.70

•

Authorities detained blogger Dennis Owino on October 17, 2016. Known for blogging on
corruption issues, Owino was held for six hours before being released without charge.71

•

In October 2016, Kenya deported a South Sudanese rebel spokesperson, James Gatdet
Dak, allegedly for comments he posted on his Facebook page that were seen as celebrating

64 Lilian Mutegi, “Kenya govt calls for public participation on Computer and Cyber Crimes Bill 2016,” CI East Africa, July 14,
2016, http://allafrica.com/stories/201607140740.html
65 Computer and Cyber Crimes Bill 2016, Article 14, http://www.mygov.go.ke/wp-content/uploads/2016/07/MOICTPUBLICATION-READY-COMPUTER-AND-CYBERCRIMES-BILL-2016-1-1-1.pdf
66
67

Commission for the Implementation of the Constitution, “The Data Protection Bill, 2012,” http://bit.ly/1hNGLGB
Kenya Law, accessed 10 June 2017, http://kenyalaw.org/caselaw/cases/view/135467/

Shitemi, H, “Jackson Njeru jailed for contempt of court again,” #iFreeKe, November 14, 2016, http://www.ifree.
co.ke/2016/11/jackson-njeru-jailed-contempt-court/
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69 “Deputy President William Ruto sues activist Boniface Mwangi for defamation,” The Nation, October 7, 2016, http://www.
nation.co.ke/news/Ruto-sues-activist-Boniface-Mwangi-for-defamation/1056-3408304-ujh256/index.html

“BREAKING: DP Ruto ”WITHDRAWS” Defamation CASE Against Boniface Mwangi at High Court,” Kenya Today, November 1,
2016, https://www.kenya-today.com/facing-justice/breaking-dp-ruto-defamation-case-boniface-mwangi-dismissed-high-court
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“Not Worth the Risk,” Human Rights Watch, May 30, 2017, https://www.hrw.org/report/2017/05/30/not-worth-risk/threatsfree-expression-ahead-kenyas-2017-elections
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the firing of a Kenyan general by the UN Secretary General attached to the South Sudan
peacekeeping mission.72
•

In July 2017, blogger Paul Odhiambo was arrested for spreading alleged hate speech on
Facebook and WhatsApp.73

•

In August 2017, Robert Alai, a popular blogger and social media influencer, was arrested in
connection with information he published about the health of a family member of President
Kenyatta.74 Content posted on his Facebook page in relation to the story was removed
without explanation (see Content Removal). Alai has been arrested numerous times for
online speech.

•

Shortly after the August 2017 elections, Japeth Mulewa was arrested for being an
administrator of a WhatsApp group that was allegedly spreading hate.75

•

In September 2017, Oliver Nyabwazi Moraira was arrested for allegedly posting hate speech
on her Facebook page.76

Surveillance, Privacy, and Anonymity
The government’s unlawful and disproportionate surveillance capabilities became more evident in
the past year, particularly as the country prepared for national elections in August 2017.
The Kenya Information and Communications Act (KICA) prohibits unlawful monitoring and
interception of communications,77 though the Prevention of Terrorism Act 2012 allows the
authorities to limit constitutional freedoms, such as the right to privacy, during terrorist
investigations.78 Amendments to the Prevention of Terrorism Act in 2014 explicitly enable national
security bodies to intercept communications “for the purposes of detecting, deterring and disrupting
terrorism,”79 which must be authorized by an interception order granted by the High Court.80 The
UK-based nonprofit Privacy International reported that Safaricom, Kenya’s leading mobile internet
provider, routinely provides data to authorities without a warrant for intelligence purposes;
Safaricom said it only cooperates based on court orders.81
In early 2017, the Communication Authority (CA) announced an election-preparedness project
aimed at curbing hate speech to avoid election-related violence through several new initiatives
“Fears after Kenya deports South Sudan rebel spokesman,” Aljazeera, November 4, 2016, http://www.aljazeera.com/
news/2016/11/fears-kenya-deports-south-sudan-rebel-spokesman-161104164614835.html

72

“Kenyan blogger behind bars over his social media post,” Tuko, July 2017, https://www.tuko.co.ke/245609-kenyan-bloggerbars-social-media-post.html
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“Blogger Robert Alai arrested after leaking photos of Kenyattas in hospital,” Nairobi News, August 19, 2017, http://
nairobinews.nation.co.ke/news/robert-alai-arrested-photos-kenyattas/
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“[VIDEO] WhatsApp group administrator held for allegedly spreading hate messages,” The Star, August 17, 2017, https://
www.the-star.co.ke/news/2017/08/17/video-whatsapp-group-administrator-held-for-allegedly-spreading-hate_c1618039

75

“Blogger arrested for posting hate messages on social media,” Standard, September 10, 2017, https://www.standardmedia.
co.ke/article/2001254081/blogger-arrested-for-posting-hate-messages-on-social-media
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Kenya Information and Communications Act, Article 31, http://admin.theiguides.org/Media/Documents/Kenya%20
Information%20Communications%20Act.pdf
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Prevention of Terrorism Act 2012, Article 35, http://www.frc.go.ke/legislation/2013/03/prevention-of-terrorism-act-2012
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Security Laws Amendment Act 2014, Article 69, http://kenyalaw.org/kl/fileadmin/pdfdownloads/AmendmentActs/2014/
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that threatened to violate citizens’ fundamental rights. According to Privacy International, one
project aimed to monitor social media using the services of Israeli “web intelligence” firm webintPro,
which reportedly specializes in social media monitoring and analysis.82 Another project involved a
“device management system” apparently designed to deny communication services to counterfeit,
substandard, or stolen devices. The system required mobile providers to allow a third party company
to access their networks and share data with the regulator. Observers worried that the system would
be used to access communications data.83 In a positive development, a high court judge suspended
the implementation of the system in February after an activist filed a case raising privacy concerns.84
A March 2017 report published research by the Centre for Intellectual Property and Information
Technology Law (CIPIT) that had detected the presence of a “middle-box” on a cellular network
operated by Safaricom.85 While middle-boxes have legitimate functions such as network optimization,
they can also be used to manipulate traffic and assist in surveillance, raising alarms about possible
privacy violations, particularly in the context of the CA’s other announcements. Safaricom denied
the existence of the box, and subsequent tests returned negative results, leading the researchers to
conclude that it was withdrawn.
Privacy International separately revealed that national security agencies in Kenya, especially the
National Intelligence Service (NIS), have unlawful direct access to communication systems in Kenya
that allows for the interception of both data and content.86 Based on interviews, Privacy International
found that law enforcement and national security agents have a physical presence in the telecoms’
facilities. The report also indicated that intercepted information could be freely shared with other
government agencies.
In a follow-up report published in July, Privacy International assessed two of the NIS’s new
cybersecurity projects—the Network Early Warning System, and the National Intrusion Detection
and Prevention System—which aim to monitor telecommunications traffic for cybersecurity threats.
PI raised concerns that the two systems could monitor content as well as internet traffic, based on
internal documents it received.87 Given the national security framework in which the systems are
being implemented, transparency and oversight will be limited.
Anonymity is compromised by mandatory SIM card registration requirements. In 2017, Safaricom
began visually documenting anyone registering for or renewing a SIM card.88 This is an extension of
the existing SIM card registration requirements under the Kenya Information and Communications
(Registration of SIM-Cards) Regulations, 2015, which prescribes penalties of up to KES 300,000
(US$3,500) or imprisonment of up to six months, or both, for failure to abide by the registration
requirements.89 The regulations also grant the communications regulator with access to service
82

Privacy International, “Trace, Capture, Kill: Inside Communication Surveillance and Counterterrorism in Kenya,” page 34
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providers’ offices and records without a court order, raising concerns over the lack of judicial
oversight.90
In April 2017, the Kenya Film Classification Board (KFCB) proposed a real-name registration policy on
social media to curb the spread of fake news in advance of the August 2017 elections, though the
proposal was never made it to the floor of parliament.91

Intimidation and Violence
Bloggers and internet users have faced increasing intimidation and violence in recent years. Article
19 and Human Rights Watch documented 17 separate incidents in which 23 journalists and bloggers
were physically assaulted by government officials or people suspected of being their affiliates
between 2013 and 2017. At least two have died in circumstances that remain unclear.92 The groups
documented 16 direct death threats against journalists and bloggers across the country during the
same period.
In one case during this report’s coverage period, a member of parliament allegedly threatened
a blogger in central Kenya in February 2017, in response to critical comments posted on social
media.93 Many similar threats likely go unreported.

Technical Attacks
There were no reported cases of politically motivated technical violence against civil society,
independent news, or opposition websites during the coverage period.
However, a technical attack against opposition politicians may have been attempted in the past. In
an August 2016 report, The Citizen Lab reported that surveillance malware created by the company
NSO Group had been hidden in a June 2015 tweet apparently designed to encourage opposition
supporters to click on and share.94 The same malware had been used against a human rights
defender from the United Arab Emirates and worked by exploiting a zero-day vulnerability affecting
the Apple iPhone that was previously unknown to the company. No Kenyan users were reported to
have been infected by the malware, and Apple updated its security settings following The Citizen
Lab report.95

90 Section 13. “A licensee shall grant the Commission’s officers access to its systems, premises, facilities, files, records and
other data to enable the Commission inspect such systems, premises, facilities, files, records and other data for compliance with
the Act and these Regulations.” The Kenya Information and Communications (Amendment) Act, 2013, http://bit.ly/1M1zTDB
91 “Ezekiel Mutua proposes a ban to fake names on social media to curb fake news,” The Standard, April 24, 2017, https://
www.standardmedia.co.ke/ktnnews/video/2000127082/-ezekiel-mutua-proposes-a-ban-to-fake-names-on-social-media-tocurb-fake-news
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Kyrgyzstan
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

10

10

Limits on Content (0-35)

7

9

Violations of User Rights (0-40)

18

18

TOTAL* ( 0-100 )

35

37

Population:

6.1 million

Internet Penetration 2016 (ITU):

34.5 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

No

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

An independent news website was forced to remove articles that criticized the
president of Kyrgyzstan (see Content Removal).

•

Online journalists faced legal sanctions, including fines, for criticizing state officials (see
Prosecutions and Detentions for Online Activities).

•

A social media user was handed down a one year suspended sentence under
Kyrgyzstan’s ant-extremism laws for “liking” posts published by a controversial imam.
(See Prosecutions and Detentions for Online Activities).
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Introduction
Internet freedom declined in 2017 after news outlets faced pressure and legal sanctions over
criticism of officials, including the president.
Internet freedom has improved in recent years, with fewer restrictions since the overthrow of
President Kurmanbek Bakiev’s regime in 2010. But some restrictions have crept back. The authorities
have proven sensitive to criticism, forcing an online news outlet to remove articles critical of the
president. Meanwhile, critical online journalists have faced disproportionate fines for their reporting.
Though the government does not engage in widespread censorship, the authorities used antiextremism rules to justify blocking a handful of websites, including the entire Internet Archive, a
digital library. In some instances, internet users were prosecuted for criticizing the government
online and for “liking” controversial content on social media.
Like many states in the former Soviet Union, the Kyrgyzstan uses SORM technology for surveillance
purpose, and recently required all ISPs and mobile providers to install the latest version of SORM
to facilitate government surveillance. Evidence indicates that the government is abusing this
technology to monitor the political opposition.

Obstacles to Access
Internet access in Kyrgyzstan is relatively limited, though internet penetration continues to
increase, with the introduction of unlimited plans by mobile operators and the development of 4G
services helping to improve access. There is still a digital divide between urban and rural areas, as
telecommunication companies have fewer incentives to expand services and infrastructure outside
major cities. The state-owned telecommunications company, KyrgyzTelecom, controls the majority of
the market for fixed internet access, with a market share of 60 percent.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

2016

34.5%

2011

17.5%

2015

133%

2015

2016

2011

2017(Q1)

2016(Q1)

30.3%
131%
116%

3.8 Mbps
3.3 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Access to the internet in Kyrgyzstan continues to expand, though the percentage of the population
with internet access is still low by global standards.
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Fixed-broadband access, via either fiber-optic cables or DSL, is accessible mainly in the capital,
Bishkek, with broadband in the provinces provided mainly by the state-run internet service provider
(ISP) KyrgyzTelecom. KyrgyzTelecom has launched a CDMA 450 mobile telephone and broadband
network to expand telecom infrastructure into more rural areas, though it was only partially active
during the coverage period. CDMA 450 phones have become popular in rural areas with more than
30,000 subscribers as of October 2016.1
Mobile phone penetration is significantly higher than internet penetration. Beeline, one of the
largest mobile phone carriers, launched a 3G network in 2010 that covers the entire country. Another
large firm, Megacom, launched its own 3G network in 2012, covering more than 50 percent of
populated territory by 2013.2 Megacom and Beeline announced the launch of 4G LTE networks in
major cities in March and May 2016, respectively, with plans for expansion across the entire country.3
NurTelecom (under the brand O!) launched a 4G LTE network covering Bishkek and surrounding
areas in 2014.4
In recent years, the price for internet has decreased, becoming more affordable for much of the
population, though primarily in the capital where the infrastructure is well-developed and there
is greater competition among providers. The average monthly price for a fixed-line broadband
subscription offering 1 Mbps was KGS 576 (US$8.40) in 2017, which is affordable to much of the
population.5 The average cost for a mobile broadband package was approximately KGS 511 ($7.40)
in 2017.6 Rates in rural areas served mainly by KyrgyzTelecom, are significantly higher than in urban
areas. The development of mobile networks provides an alternative to fixed broadband access.

Restrictions on Connectivity
ISPs are not required to use government-owned channels to connect to the international internet
and can establish their own. Kyrgyzstan’s six ISPs have international internet connections via
Kazakhstan. In the past, the blogging platform LiveJournal, which was blocked in Kazakhstan, was
also accidentally blocked for some internet users in Kyrgyzstan, though this problem appears
to have been resolved. In 2010, the state-owned ISP KyrgyzTelecom said it had completed the
construction of a fiber-optic cable connection to China.7
Kyrgyzstan’s dependence on Kazakhstan’s upstream providers became particularly problematic when

KyrgyzTelecom, “Results of modernization and development projects since 2011,” http://kt.kg/about_us/press_center/#uitabs-2.

1

2 MegaCom, “продемонстрировал уверенный рост зоны покрытия сети 3,75G в 2013 году,” [Megacom demonstrated
steady growth of 3.75 network coverage in 2013] press release, January 16, 2014, http://megacom.kg/rus/press/news/3052.html

MegaCom, “MegaCom объявляет о масштабном запуске сверхскоростного 4G LTE!” [MegaCom announces large-scale
launch super-high-speed 4G LTE!] March 10, 2016, https://www.megacom.kg/news/3708?locale=ru; Beeline, “Beeline объявляет
о запуске сети 4G LTE во всех регионах Кыргызстана!” [Beeline announced the launch of 4G LTE network in all regions of
Kyrgyzstan] May 16, 2016, https://www.beeline.kg/kg/news/continueReading?articleCode=00050014.
3

4 O!, “Мобильный оператор О! первым из GSM-операторов Кыргызстана открывает возможность использования
технологии передачи данных 4G LTE,” [Mobile operator O! is the first of GSM operators in Kyrgyzstan using 4G LTE] news
release, May 8, 2014, http://bit.ly/1OuduiI.
5

Jet (KyrgyzTelecom )http://jet.kg/jet/rates/bishkek/ Accessed April 2017 .

7

Kyrgyztelecom, “Годовой отчет 2010, Кыргызтелеком,” [Annual report 2010, Kyrgyztelecom] http://bit.ly/1WXWIK6.

6

Beeline, Accessed April 2017 https://beeline.kg/chuiskaya-obl/customers/mobile/services/details/bezlimit-na-mesyac
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ISPs in Kyrgyzstan more than doubled the price of traffic in August 2016. Following negotiations
between the two countries, the ISPs agreed to return to the previous prices.8
Internet connections in rural areas rely on infrastructure from KyrgyzTelecom, so vulnerabilities
can have a significant impact. In April 2017, three regions in Kyrgyzstan lost access to the internet
for approximately three hours after KyrgyzTelecom’s fiber-obtic cables were damaged during
construction work.9
Fixed-line ISPs no longer charge differently for domestic versus international content. However,
since the introduction of unlimited data plans, providers offer different bandwidths for domestic
compared to international traffic. Mobile phone operators do not make this distinction in their data
plans and provide the same bandwidth for accessing information, regardless of where it is hosted.

ICT Market
Kyrgyzstan’s telecommunications sector is relatively liberalized and competitive compared to that of
other countries in the region; however, the state-owned KyrgyzTelecom is still the largest ISP with a
market share of about 60 percent. The other 6 first-tier ISPs (Elcat, Megaline, Saima Telecom, Beeline,
NurTelecom, RTC) are privately owned.
There are three mobile phone operators providing voice and data services under brands Megacom
(32 percent of the market), Beeline (41 percent), and O! (27 percent), Mobile operator O! has
experienced market growth in the past two years due to its launch of 4G services. Megacom was
nationalized in 2010 amid the political upheaval.

Regulatory Bodies
In July 2016, the State Committee of Information Technologies and Communication was created,
taking on many of the regulatory functions previously performed by the State Communication
Agency (SCA). The SCA was absorbed as a department under the Committee, removing its
independence.
The Committee’s responsibilities include developing information communication technology (ICT)
policy, facilitating the development of the ICT sector, as well as governing the ICT sector. Whereas
the SCA was a semi-independent regulatory body, the State Committee of Information Technologies
and Communication is funded from the state budget and is therefore closely tied to the government.
Though the Committee is a relatively new body, it is already apparent that it does not operate
transparently.

8 Кыргызстан обвиняет казахских операторов в ценовом сговоре [Kyrgyzstan accused Kazakhstan in price collusion]
September 21, 2016 http://bit.ly/2cREcmL; Кыргызстан пожалуется в органы ЕАЭС на сговор провайдеров Казахстана
[Kyrgyzstan is going to complain to EEC regarding collusion among Kazakhstan’s ISPs] August 16, 2016 http://bit.ly/2plBuet;
АОС: Казахстан предложил низкие цены на интернет-трафик [ACO: Kazakhstan proposed low prices on Internet traffic]
November 8, 2016.
9
Абонентов «Кыргызтелекома» вновь подключили к Интернету [Internet for “KyrgyzTelecom” subscribers were
switched on again] April 11, 2017 http://bit.ly/2odRfTO
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Limits on Content
While the government does not systematically block or filter content, an online outlet was forced to
remove articles that criticized the President within the coverage period. The government generally
focuses its online censorship efforts on content deemed extremist, and a number of websites were
newly-blocked in the past year.

Blocking and Filtering
The authorities in Kyrgyzstan do not systematically block political and social material online, though
some restrictions are periodically reported. Websites were newly blocked in the past year, often
on grounds that they promoted extremism. At least one news website was affected. Social media
outlets such as YouTube, Facebook, and Twitter are freely available.
In June 2017, the website of the independent regional news agency Ferghana News as blocked by
court order. Daniil Kislov, the agency’s editor in chief, said the site was not informed about the order
and the reason was unclear. The authorities opened a criminal investigation against Ferghana News
reporter Ulugbek Babakulov the same month on charges of inciting interethnic hatred for publishing
an article about hate speech directed at Kyrgyzstan’s Uzbek minority.10 Ferghana News was subject
to periodic blocking for a number of years in the past.11
In July 2017, a court ordered that the Internet Archive, a platform offering access to billions of
archived webpages, be blocked. The authorities claimed that the platform made extremist content
accessible in Kyrgyzstan, though some users speculated that the blocking was related to an archived
copy of a deleted article available on the platform that depicted a Czech company that had recently
been awarded a government contract in a bad light.12
Courts in Kyrgyzstan have in the past occasionally blocked politically sensitive content. In August
2015, a court ruled in favor of Ainagul Chylabaeva, blocking a website which accused the former
public official of corruption and connections with criminal networks. 13 Kloop, an independent news
outlet, was blocked for several weeks in December 2014, after it reposted a video showing children
from Kazakhstan training in Islamic State camps.14
On May 13, 2013, the parliament passed amendments to the Law on Counteracting Extremist
Activities, which allow the government to order the blocking of websites hosted outside the country
for “extremist” content.15 Parliamentarians said the amendments were inconsistent with other
legislation, and proposed regulating online content under the rubric of mass media, which would
“Kyrgyzstan censors leading news agency Ferghana” IFEX, June 14, 2017, https://www.ifex.org/kyrgyzstan/2017/06/14/
ferghana-news-censorship/

10

“Independent News Website Partly Blocked in Kyrgyzstan,” Radio Free Europe/Radio Liberty, February 22, 2012, http://bit.
ly/1WXZ1wW.

11

“Kyrgyzstan blocks Archive.org on extremism grounds” Global Voices, July 21, 2017, https://globalvoices.org/2017/07/21/
kyrgyzstan-blocks-archive-org-on-extremism-grounds/

12

В Кыргызстане заблокировали 21 экстремистский сайт в 2016 году — МВД [21 extremist websites were blocked in
2016 - MIF] January 05, 2017 http://bit.ly/2p4QEYK

13

Ulugbek Akishev, “Агентство связи Кыргызстана отозвало предписание о блокировке видео на Kloop.kg,”
[Communication agency of Kyrgyzstan unblocked video on Kloop.kg] Kloop (blog), December 16, 2014, http://bit.ly/1VOHV1P.

14

“Во втором чтении приняты поправки в закон о противодействии экстремистской деятельности” [The amendments
to the law “On Counteraction to Extremist Activities” have passed second reading] FOR, February 28, 2013, http://www.for.kg/
news-216159-ru.html.

15
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give the government greater control over online content.16 The amendments were intended to make
the blocking process more transparent, since they oblige corresponding bodies to publish the list of
blocked resources.17 The Ministry of Internal affairs reported that it blocked 21 extremist websites in
2016.
In May 2016, parliament adopted further amendments to the Law on Counteracting Extremist
Activities. The amendments expand the range of activities subject to the law to include expressions
of approval or justifications of extremism or terrorism online, provisions which are framed broadly
and may be subject to abuse.18

Content Removal
The government does not often force outlets to remove content, though journalists have
occasionally removed political content under threat of violence from unknown actors (see
Intimidation and Violence).
In August 2017, a court ordered the online media outlet Zanoza to take down several articles that
were critical of the president of Kyrgyzstan, some containing accusations of corruption. The General
Prosecutor successfully sued Zanoza for defaming the president’s “honor and dignity,” fining the
outlet 12 million som (US$175,000).19 Civil rights organizations said the trial was politically motivated
and unjustified.20

Media, Diversity, and Content Manipulation
There are no specific economic restrictions imposed by the government that negatively impact users’
ability to publish content online, or that restrict online media outlets’ ability to remain financially
sustainable. There are several popular blog-hosting platforms in Kyrgyzstan (such as Namba.kg,
Kloop.kg, Diesel.elcat.kg, and Taboo.kg), but most blogs focus on entertainment or reprint reports
from other news agencies.
There are no particularly popular blogs specifically devoted to political or social issues. Most blogs
are in Russian, though some are in the Kyrgyz language, but the latter are not as popular. The
internet in general has become an important source of alternative information for users, but since
it is primarily the wealthier segments of the population who can afford consistent internet access,
these are the main participants in online communities.
Self-censorship exists online to a certain degree, primarily as a result of government restrictions on
inciting national hatred. All posts on forums are strictly moderated to limit this type of content, and
Поправки о закрытии экстремистских сайтов отправили на доработку [Amendments on closing extremist sites are sent
to revision] November 26, 2012, http://bit.ly/18eWjdw.

16

President of Kyrgyzstan, “ЗВ Закон «О противодействии экстремистской деятельности» внесены изменение и
дополнения,” [Ammendments are made to the law “On Counteraction to Extremist Activities”] news release, May 13, 2013,
http://bit.ly/1G9R0R3.

17

Ministry of Justice, О внесении изменений в некоторые законодательные акты Кыргызской Республики (On
amendments in several legal acts of Kyrgyz Republic), July 1, 2016, http://cdb.minjust.gov.kg/act/view/ru-ru/111376.

18
19

“Kyrgyzstan president targets critics” Human Rights Watch, May 12, 2017, https://www.hrw.org/news/2017/05/12/
kyrgyzstan-president-targets-critics; “Kyrgyzstan holds three trials in one day” Committee to Protect Journalists, June 2017,
https://cpj.org/2017/06/kyrgyzstan-holds-three-trials-in-one-day-against-i.php.

20
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online journalists and bloggers generally try to avoid issues concerning ethnic relations. Other laws
may increase self-censorship, such as amendments to the criminal code signed by the president in
May 2014, which introduced criminal penalties of up to three years in prison for disseminating false
accusations regarding the commission of crimes (see Legal Environment).
Online platforms such as forums and social networks are actively used for manipulating public
opinion, usually by trolls hired by different political actors to influence discussions and express
favorable views.

Digital Activism
Digital activism efforts remain limited in Kyrgyzstan. However, in October 2015, social media users
launched a campaign against the government’s plan to spend US $40,000 on 120 chairs to be
used in Kyrgyzstan’s parliament, replacing chairs purchased as recently as 2010. The #120Кресел
(#120Chairs) campaign received extensive coverage on Twitter and news outlets, and the
government abandoned the plan.21

Violations of User Rights
While internet users are not generally imprisoned for their expression, a growing number of users
faced fines and other legal sanctions for critical expression online in this coverage period. In addition,
the government’s capacity for surveillance of ICTs increased in recent years. A regulation requiring
upgrades to SORM-3 technology, also instructed service providers to install black boxes on their
networks, allowing intelligence agencies unfettered access without a court order.

Legal Environment
The rights to freedom of speech and freedom of expression are legally protected Kyrgyzstan’s
constitution. Article 31 guarantees the right to freedom of thought, expression, speech, and
press. Article 29 protects privacy, including private communications shared by phone, or electronic
methods, and forbids the collection or dissemination of confidential information without the
subject’s consent. Nevertheless, the judiciary is not independent and remains dominated by the
executive branch. Corruption among judges, who are generally underpaid, is also widespread,
hindering the fairness of decisions in freedom of expression cases and others.
Authorities in Kyrgyzstan have responded to the threat of international terrorism by passing
legislative amendments which expand the state’s power to crack down on a wider range of activities.
22
The amended Law on Counteracting Extremist Activities criminalizes public expressions of
approval and justification of extremism or terrorism, raising concerns about possible restrictions on
legitimate expression online.
In July 2011, the government decriminalized libel to bring legislation in line with the new
“Kyrgyz civil society forves parliament’s hand in 120 seats campaign,” Global Voices, October 15, 2015,
https://globalvoices.org/2015/10/15/kyrgyz-civil-society-forces-parliaments-hand-in-120seats-campaign/.

21

22 Ministry of Justice, “О внесении изменений в некоторые законодательные акты в сфере противодействия
терроризму и экстремизму” [On amendments to some legal acts in the sphere of countering terrorizm and extremism] August
2, 2016, http://cdb.minjust.gov.kg/act/view/ru-ru/111441.
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constitution. Nevertheless, “insult” remains a criminal offense and is punishable by a fine. The
criminal code contains several provisions (Articles 299 and 299-1) that prohibit “inciting national,
racial, religious or inter-regional hostility.” In some cases, the government has sought to apply these
provisions to restrict nonviolent political speech.
On May 17, 2014, the president signed an amendment to the criminal code that criminalizes the
dissemination of “knowingly false messages about the commission of crimes,” with the stated goal of
preventing individuals from making such accusations for political reasons or to damage someone’s
reputation.23 The amendment includes fines and sentences of up to three years in prison. Detracting
from the progress made through the decriminalization of libel, this amendment could potentially
have a chilling effect on online journalists and regular internet users,24 given that it is unclear exactly
how the law will be interpreted. On May 28, 2014, an association of domestic nongovernmental
and non-commercial organizations challenged the constitutionality of the amendment before the
Constitutional Chamber of the Supreme Court of Kyrgyz Republic; the Court upheld the amendment
as constitutional on January 14, 2015.25
In February 2014, some members of parliament submitted a draft law penalizing gay “propaganda”
similar to a law passed in Russia, which includes criminal and administrative penalties for
“propaganda of non-traditional sexual relationships.” The draft received substantial criticism and was
withdrawn; however, a revised version was considered in parliament later that year.26 The draft law
includes penalties of fines or imprisonment up to one year for anyone sharing positive images of
non-traditional sexual relationships through mass media or the internet, but it did not appear to
have progressed by mid-2017.
Another bill currently before parliament proposes to equate online news outlets with mass media,
requiring them to have a license and to operate with the same responsibilities as traditional media
outlets.27

Prosecutions and Detentions for Online Activities
Authorities in Kyrgyzstan generally do not arrest netizens for expression. However, government
officials, including the president, have demonstrated a low tolerance for personal criticism, and have
sought to discourage and discredit online critics by pursuing civil suits.
In January 2017, a district court ordered activist Mavlyan Askarbekov to remove a post from his

23 Media Policy Institute, “Депутат ЖК инициировала закон, предусматривающего наказание за заведомо ложные
обвинения, содержащихся в публичных выступлениях, публикуемых в СМИ,” [The deputy of JK initiated the bill, providing
punishment for deliberately false accusation in public speeches published in mass-media] October 22, 2013, http://bit.
ly/1OxK6GL.

ARTICLE 19 and PEN International, “Joint Submission to the UN Universal Periodic Review of Kyrgyzstan,” June 14, 2014,
http://bit.ly/1WY0tPV.

24

РЕШЕНИЕ КОНСТИТУЦИОННОЙ ПАЛАТЫ ВЕРХОВНОГО СУДА КЫРГЫЗСКОЙ РЕСПУБЛИКИ [Decision of Constitutional
Chamber of Supreme Court of Kyrgyz Republic] January 14, 2015 http://constpalata.kg/wp-content/uploads/2015/01/
Umetalieva-NPO-NKO-111.pdf

25

26

Resolution of Jogorku kenesh, сведения о законопроекте 6-11804/14 (Bill details 6-11804/14).

“Генпрокуратура Кыргызстана предлагает «законодательно к СМИ отнести интернет-издания и сайты,
зарегистрированные в зоне kg»,” [Prosecutor General’s Office suggests “to legalize internet agencies and sites, registered in
.kg zone, by inclusding them in the list of mass-media”] 24 News, June 6, 2011, http://bit.ly/1jsVNT9.
27
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Facebook page that was critical of parliamentarian Dastan Bekeshev. Askarbekov was found guilty of
damaging Bekshev’s business reputation.28
Independent online news outlet Zanoza and the outlet’s co-founders and journalists Dina Maslova
and Narynbek Idinov were sued by the General Prosecutor after they published several articles
accusing the president of corruption. In July 2017, the court found that Zanoza had defamed the
president’s honor and dignity, ordering Zanoza to pay 12 million som (US$175,000), while Maslova
and Idinov were each ordered to pay 3 million som (US$43,000).29
In May 2016, Abdullo Nurmatov from Kara-Suu in the south of Kyrgyzstan was given a one year
suspended sentence for “storing and disseminating extremist content.” He had “liked” photos posted
by the controversial religious leader Imam Rashod Kamalov on the Odnoklassniki social network. 30
He was detained for 48 hours by the State Committee of National Security and placed under house
arrest during the investigation.31 Abdullo said he had been tortured to provide login credentials to
allow law enforcement agents to access his Odnoklassniki account and email account.

Surveillance, Privacy, and Anonymity
Like many former Soviet states, Kyrgyzstan maintains and updates its surveillance technology in
line with Russia. Kyrgyzstan’s surveillance network is modeled after Russian System for OperationalInvestigative Activities (SORM) technology, and in August 2012, Kyrgyzstan updated its surveillance
network to match current Russian interception systems.32
On June 30, 2014, the government adopted a resolution with new instructions for ISPs and
mobile service providers to update their systems to the latest version of SORM technology. These
instructions included requirements for service providers to store the data of their subscribers for up
to three years, and to allow the authorities direct, real-time access to communications networks.33
Service providers are also required to purchase and update equipment at their own expense to
ensure compliance.
These new regulations effectively introduced the potential for mass surveillance without judicial
oversight, and there have been signs of possible abuse since they were implemented. In March
2016, a recording of telephone communications between opposition figures discussing a potential
political upheaval were leaked to the public. Those involved were accused of attempting to forcibly
Суд признал Аскарбекова виновным. Впервые кто-то осужден за пост в Facebook [The court found Askabekov
guilty.] January 5, 2017 http://bit.ly/2plVePg

28

“Guilty verdicts crash in on Kyrgyz media outlet” The Dipolomat, July 2017, https://thediplomat.com/2017/07/guiltyverdicts-crash-in-on-kyrgyz-media-outlet/; “Stop legislative harassment of Zanoza and its journalists” Article 19, http://bit.
ly/2u0Qkck.

29

“Киргизия: Житель Кара-Суу получил один год условного срока за «лайки» в соцсетях,” [Kyrgyzstan: Kara-suu resident
given one year suspended sentence for “likes” in social networks] May 18, 2016, http://www.media.kg/news/kirgiziya-zhitelkara-suu-poluchil-odin-god-uslovnogo-sroka-za-lajki-v-socsetyax/.

30

“В Кыргызстане судят пользователя за «лайки» в «Одноклассниках»” [A user is in court in Kyrgyzstan for “likes”
in “Odnokalssniki”] Digital Report, May 2, 2016, https://digital.report/v-kyirgyizstane-sudyat-polzovatelya-za-layki-vodnoklassnikah/.
31

Andrei Soldatov and Irina Borogan, “Russia’s Surveillance State, ”World Policy Journal (2013) World Policy Institute, http://
bit.ly/1cZerr4.

32

33 Ministry of Justice, Инструкция о порядке взаимодействия операторов электросвязи и операторов мобильной
сотовой связи с государственными органами Кыргызской Республики, осуществляющими оперативно-розыскную
деятельность (Instruction on cooperation of communication operators and mobile operators with state bodies of Kyrgyz
Republic in operative investigative activities), June 30, 2014, http://cdb.minjust.gov.kg/act/view/ru-ru/96622.
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seize power.34 In May 2016, telephone conversations between leaders of the People’s Parliament
opposition group were also leaked online, and appeared to show them planning to seize power;
they were also arrested.35 It is not clear how these recordings were obtained but the pattern of
targeting opposition leaders suggests abuse of SORM equipment by the government.
Since February 2012, the Civil Initiative on Internet Policy, together with the Kyrgyz State Committee
on National Security and several human rights organizations, have been working on amendments to
the statute on the Conduct of Investigations—the body responsible for regulating these issues—that
would clarify the circumstances surrounding the use of interception technology and provide a more
adequate legal framework. The bill is yet to reach parliament for consideration.
There are currently no strict restrictions on anonymous communication on the internet in Kyrgyzstan.
Websites do not need to register, encryption software is freely available, and real-name registration
is not required to post content online. However, on February 17, 2014, the government issued a new
regulation requiring mobile operators to sell new SIM cards only after they have been registered
(previously, SIM cards could be registered within one year of purchase). This new regulation came
into force on March 8, 2014, potentially making it more difficult for individuals to use ICT tools
anonymously.36

Intimidation and Violence
In general, there is not a significant level of violence or harassment against ICT users in Kyrgyzstan,
though some isolated incidents could be related to online activities. In April 2017, independent
journalist Ernis Kiyazov stated in a Facebook post that two strangers appeared at his address,
called him outside, and threatened him with violence if Kiyazov continued posting criticism of the
president. Kiyazov had been writing for online outlet Kalempir. Shortly after publishing the post,
Kiyazov removed it and deactivated his Facebook account.37

Technical Attacks
Instances of politically motivated cyberattacks are rare, though government web resources are
occasionally targeted. Hackers targeted the website of the State Committee on Defense Affairs in
June 2016,38 and website of the State Committee of National Security in July,39 demonstrating that
state websites continue to operate with some security weaknesses.

“В сети появилась аудиозапись, где якобы оппозиционеры обсуждают формирование правительства в случае
захвата власти” [An audio record appeared in Internet of opposition leaders discussing seizure of power] 24 News, March 27,
2016, http://www.24.kg/obschestvo/29731_v_seti_poyavilas_audiozapis_gde_yakobyi_oppozitsioneryi_obsujdayut_formirovanie_
pravitelstva_v_sluchae_zahvata_vlasti/

34

“В сеть слили переговоры якобы членов “Народного парламента”” [Conversations between members of the People’s
Parliament leaked online] Zanoza, May 12, 2016, http://zanoza.kg/doc/338066_v_set_slili_peregovory_iakoby_chlenov_
narodnogo_parlamenta.html.

35

Government Public Relations Agency, “Об утверждении Правил оказания услуг подвижной радиотелефонной связи,”
[On approval of regulations of mobile telecommunication services] press release, February 25, 2014, http://bit.ly/1G9UmDN.

36

МВД: Журналист, которому угрожали из-за критики президента, отказался писать заявление [MIA: The journalist
threatened because of critics of the president refused to submit a claim] April 15, 2017 http://bit.ly/2nOU0yQ

37

“Сайт Госкомитета по делам обороны был взломан хакерами,” [Website of the State Committee on Defense Affairs
hacked] Zanoza, June 21, 2016, http://zanoza.kg/doc/340365_sayt_goskomiteta_po_delam_oborony_byl_vzloman_hakerami.
html.

38

39

“Взломан сайт ГКНБ,” [Website of SCNS hacked] Kabar, July 27, 2016, http://kabar.kg/rus/society/full/109156.
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In 2005, the OpenNet Initiative recorded the extensive use of distributed denial-of-service (DDoS)
attacks against opposition and news websites, demonstrating a precedent for such attacks.40

40

OpenNet Initiative, “Country Profile: Kyrgyzstan,” December 18, 2010, http://opennet.net/research/profiles/kyrgyzstan.
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Lebanon
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

13

14

Limits on Content (0-35)

12

12

Violations of User Rights (0-40)

20

20

TOTAL* ( 0-100 )

45

46

Population:

6 million

Internet Penetration 2016 (ITU):

76.1 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
●

Residents of Arsal, a northeastern town bordering Syria, have been unable to access
mobile internet networks for two years (see Restrictions on Connectivity).

●

Lebanese civil society organizations used digital tools to organize boycotts and call
for the release of individuals wrongly detained for their social media posts (see Digital
Activism).

●

Activist Ahmad Amhaz was detained for seven nights in March for ridiculing the
president, prime minister, and speaker of parliament in a Facebook post. At least two
other Facebook users were detained under harsh defamation laws (see Prosecutions and
Detentions for Online Activities).

●

Hackers defaced the website of the Lebanese Medical Association for Sexual Health
shortly after the organization launched a pro-LGBTI campaign (see Technical Attacks).
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Introduction
Internet freedom declined in Lebanon due to a permanent shutdown on mobile networks in the
northeastern border town of Arsal that has deprived its 160,000 residents of affordable internet
access for two years.
The National Assembly elected Michel Aoun as president of Lebanon in October 2016, ending a
two-year vacancy.1 Saad Hariri was subsequently appointed prime minister and a new unity cabinet
was approved by parliament in December. The change in administration led to a shakeup in the
country’s telecommunications sector, which had its reputation damaged in March 2016 after
unlicensed internet service providers (ISPs) were discovered to be illegally reselling high-speed
access directly from Turkey and Cyprus.2 Abdel-Moneim Youssef, who headed the state-owned ISP
OGERO while simultaneously serving as a director general in the telecommunications ministry, is
under investigation for his alleged role in the multimillion dollar scandal.34
Lebanese citizens have some of the worst internet speeds in the world. Civil society activists have
used social media to protest against the high cost of mobile internet, organizing a one-day boycott
of telecommunications services in one case. But for some, internet access over mobile networks is
totally unavailable. The town of Arsal, home to a significant number of Syrian refugees, has been
without mobile internet since August 2015. Located in the Bekaa Valley, the town has been marked
by fighting from the ongoing Syrian civil war. Access was reportedly shut down after Islamist
militants captured and killed Lebanese soldiers.5
Activists and journalists face potential arrest, interrogation, and threats for online speech criticizing
the government, religious officials, or the army. The Bureau of Cybercrime and Intellectual Property
Rights remains highly active in targeting activists, often in a manner that demonstrates little respect
for the rule of law. Around 50 websites have been blocked for two years, including a lesbian
community forum. In addition to content related to escort services, gambling, or alleged child sexual
abuse, 11 Israeli sites are also blocked under an anti-Israel decree dating from 1963. Surveillance
remains a strong concern in the country, particularly given the impunity of the security forces and a
perceived lack of transparency and accountability in all areas of government.

Obstacles to Access
Lebanon suffers from poor infrastructure, low internet speeds, and a digital divide between urban
and rural areas. Growth and investment in the telecommunications market is inhibited by staterun monopolies and the country’s general climate of dysfunction and corruption in the public sector.

For more on Lebanon’s political situation, see Freedom House, “Lebanon,” Freedom in the World, 2017, https://
freedomhouse.org/report/freedom-world/2017/lebanon.

1

Joseph A. Kechichian, “Lebanon’s internet scandal deepens,” Gulf News, May 5, 2016, http://gulfnews.com/news/mena/
lebanon/lebanon-s-internet-scandal-deepens-1.1820066.

2

“Youssef to be charged in internet scandal,” The Daily Star, May 8, 2017, http://www.dailystar.com.lb/News/LebanonNews/2017/Mar-08/396546-youssef-to-be-charged-in-internet-scandal.ashx.

3

“OGERO rebuffs accusations over illegal internet network,” National News Agency,” April 7, 2016, http://nna-leb.gov.lb/en/
show-news/59581/OGERO-rebuffs-accusations-over-illegal-internet-network.

4

Laila Bassam, Tom Perry, “Hezbollah, Syria army launch offense at Syrian-Lebanese border,” Reuters, July 20, 2017, https://
www.reuters.com/article/us-mideast-crisis-syria-lebanon/hezbollah-syria-army-launch-offensive-at-syrian-lebanese-borderidUSKBN1A608S.

5
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Nonetheless, the new government has outlined proposals to increase internet speeds and decrease the
cost of broadband.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

a

76.1%

2011

52.0%

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

2015

2011

2017(Q1)

2016(Q1)

74.0%
96%
87%

77%

2.1Mbps

2.0 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

According to the International Telecommunication Union (ITU), an estimated 76 percent of
individuals used the internet in Lebanon as of 2016, a marked increase from 52 percent in 2011. The
country has 53.43 mobile broadband subscriptions per 100 inhabitants, ranking Lebanon 73rd out of
192 countries worldwide, a significant decrease from its rank of 57th in 2014.6
Internet subscription prices are set by the government. In July 2014, a decree by the Ministry of
Telecommunications lowered fees on broadband by 44 to 68 percent, depending on bandwidth
rates.7 Mobile phone providers also expanded the capacity of broadband bundles between 55
percent and 300 percent without raising prices. Companies offered a 500 megabyte bundle at
the fixed price of US$10 (excluding value-added tax) for both fixed and prepaid mobile users.8
Internet Service Providers (ISPs) cannot lower prices unless a decree is issued by the Ministry of
Telecommunications.9 Tariff decree number 6297, adopted on November 9, 2011, allowed for 20
percent discounts on DSL prices in educational institutions, and decree number 8058, issued on April
25, 2012, made internet access free between midnight and 7 a.m. and free all day in public parks.10
A “Digital Telecom Vision 2020” plan to renovate telecommunications infrastructure launched by
former telecommunications minister Boutros Harb in 2015 appears to have lapsed with the change
in administration;11 there was no mention of the project this year and its website is no longer active.12
However, In December 2016, Prime Minister Hariri announced that improving the nation’s internet

6

Biggs, P. (September 2016). The State of Broadband: Broadband catalyzing sustainable development (Rep.). ITU.

7

Telecommunications Regulatory Authority, Annual Report 2014, [in Arabic] http://www.tra.gov.lb/Annual-reports.

9

Livia Murray, “Four reasons Lebanon’s internet is so slow,” Executive Magazine, April, 8, 2015, http://bit.ly/1aufiXc.

8 Personal Internet Offers High Speed Internet (4G-3.9G). (n.d.), Touch Lebanon. http://www.touch.com.lb/autoforms/portal/
touch/personal/internet-offers/highspeedinternet/tariffs.

Ministry of Telecommunications, Progress Report 2013, http://www.mpt.gov.lb/documents/AnnualReports/MOT_brochure_
en-corr.pdf

10

“Minister Boutros Harb Launches the 2020 Plan,” Republic of Lebanon Ministry of Telecommunications, July 2015, http://
www.mpt.gov.lb/index.php/ar/2013-02-17-13-15-34/mpt-news-ar/50-latest/373-2015-07-01-15-17-30.

11
12

Website Down.  https://lebanonvision2020.com/

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

LEBANON
was at the forefront of his policies13 and promised to increase internet speeds twenty-fold.14 In April
2017, the head of the state-owned fixed-line provider announced price decreases and faster internet
speeds, although these cannot be instituted without government approval.15

Restrictions on Connectivity
The Lebanese government maintains a monopoly over the internet backbone, as well as over the
fixed and mobile telephone industry in general, allowing it to exercise tight control over ISPs.
Lebanon has three international border gateways—in Beirut, Jdeideh, and Tripoli—where three
underwater fiber-optic cables connect the country via the IMEWE, Cadmos, and Berytar cables.16 The
gateways are operated by OGERO.
Arsal, a border town in northeast Lebanon, has been without mobile internet since August 2015.
Home to 160,000 residents, mobile internet access was reportedly shut down after Islamist militants
captured and killed Lebanese soldiers.17 While OGERO continues to operate in the town, the
installation and monthly fees to obtain fixed-line internet service are exorbitant for the residents of
Arsal, which has one of the highest poverty rates in the country. For this reason, the mobile internet
shutdown has effectively cut off the town.
In 2010, OGERO installed equipment to block Voice over Internet Protocol (VoIP) throughout
the network, but subsequently backed down under pressure from businesses, civil society, and
politicians. In what appears to be an exception, the VoIP service Vonage was since blocked, although
other VoIP services such as Skype and WhatsApp are available.18 VoIP services are restricted
by law under the 2002 Telecom Act19 and the government has been somewhat vague as to its
enforcement.20

ICT Market
The Lebanese telecommunications industry is government-owned and tightly regulated. In addition
to running the backbone, OGERO sets internet prices and collectively manages subscriptions for two
dozen private ISPs.21 Lebanon has two government-owned mobile phone companies, Alfa and Touch,
which are run by the private companies Orascom Telecom Holdings and Zain, respectively.22 Because
the government sets prices and issues permits for the number of subscriptions allowed, there is little
competition in the industry, and the two companies split the market evenly between themselves.23
13

“Hariri promises to shake things up”, Daily Star, December 31, 2016. http://bit.ly/2ploOVC

“Hariri Pledges to ‘Restore Confidence’ in Lebanon, Vows ‘20-Fold Increase’ in Internet Speed”, Naharnet Newsdesk,  
December 22, 2016. http://www.naharnet.com/stories/en/222560

14

  Najib Mitri, “Quick Recap from Ogero Head’s Q&A Facebook Session,” Blog Baladi, April 6, 2017, http://blogbaladi.com/
quick-recap-from-ogero-heads-qa-facebook-session/.  

15
16

Livia Murray, “Four reasons Lebanon’s internet is so slow,” Executive Magazine, April, 8, 2015, http://bit.ly/1aufiXc.

18

Telecoms 2013 Progress Report, January 3, 2014, http://bit.ly/1oa28kP.

20

Telecoms 2013 Progress Report, January 3, 2014, http://bit.ly/1oa28kP.

Elham Barjas, “Two Years of Collective Punishment: Mobile Data Remains Inaccessible to Arsal Residents”, Social Media
Exchange, March 31, 2017. https://smex.org/two-years-of-collective-punishment-mobile-data-remains-inaccessible-to-arsalresidents/.

17

19

Imad Atalla, “Lebanon is stifling your digital freedom,” The Daily Star, June 8, 2010, http://bit.ly/1QoURu9.

Telecommunications Regulatory Authority, “Facts and Figures,” December 2011,  http://www.tra.gov.lb/Market-Data-Factsand-figures.

21
22
23

Touch, “About Us,” http://bit.ly/1MhupRM;  and Alfa, “About Alfa,” https://www.alfa.com.lb/aboutus/companyinfo.aspx.

“The Next Step,” The Business Year, http://www.thebusinessyear.com/publication/article/2/48/lebanon-2012/the-next-step.
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The fixed-line telephone and internet network is owned and operated by OGERO, from which all
companies must purchase services.
Since no law regulates their licensing, private ISPs currently obtain a permit by decree from the
Ministry of Telecommunications.24 Crucially, political influence can significantly interfere with the
allocation of contracts to private ISPs and mobile phone operators.25
Lebanese authorities recently discovered that some companies had installed large amounts
of equipment in several areas in order to provide illegal internet services from foreign-based
connections. Former telecommunications minister Boutros Harb issued several complaints to the
public prosecutor in an effort to put an end to “people extending internet services through illegal
means.”26

Regulatory Bodies
Lebanese media and telecommunications are regulated by two semi-independent advisory
bodies that report to the Council of Ministers. The National Council for Audiovisual Media and
the Committee for Establishing Model Bylaws and Practices deal mainly with audiovisual media
(TV, radio, and satellite), while the Telecommunications Regulatory Authority (TRA) is responsible
for liberalizing, regulating, and developing the telecommunications sector. In theory the TRA is
independent from the government, but in reality, dominant Lebanese political groups possess
a great deal of influence over the institution, often rendering it powerless.27 For this reason, the
Ministry of Telecommunications remains the strongest player in the ICT domain. In fact, the past
three telecommunications ministers have gone so far as to claim that the TRA has no real authority,
given that the law establishing its powers has not yet been implemented.28 Tellingly, since its launch
in 2007, many of the TRA’s objectives have not been met, including the transition from analog to
digital networks and the privatization of the telecommunications sector.
The new political coalition dismissed Abdel-Moneim Youssef from his two posts as head of OGERO
and Director-General of Investment and Maintenance at the Ministry of Telecommunications.
Youssef is now under investigation for waste of public funds and negligence as a result of the
discovery of an illegal internet network in March 2016.29 The government appointed Imad Kreidieh as
the new head of OGERO and Bassel Al-Ayyoubi as director-general of investment and maintenance
at the telecommunications ministry.

Limits on Content
Lebanon does not engage in significant filtering of internet content. Fifty websites were reportedly
According to the Telecommunications Regulatory Authority (TRA), it is TRA’s prerogative to assess and grant license to
ISPs, but the past three ministers of telecommunication have considered that the TRA has no legal authority to do so, and the
ministry has used an old law as a basis for their right to grant such license. See below for conflicts between the TRA and the
Telecommunications Ministry.    
24

25

Jad Melki, et. al., Mapping Digital Media: Lebanon, Open Society Foundations, May 2012, 89, http://osf.to/1EOX3Kt.

27

Jad Melki, et. al., Mapping Digital Media: Lebanon, Open Society Foundations, May 2012, 34 and 82.

“Lebanon telecoms minister launches crackdown on illegal internet providers,” The Daily Star, March 8, 2016, http://bit.
ly/2oOzM4Y.

26

28

Sami Halabi, “Redialing discord?” Executive Magazine, July 3, 2011, http://bit.ly/1JUw5xC.

Joseph A. Kechichian, “Lebanese government sacks telecom chief”, Gulf News, January 05, 2017. http://gulfnews.com/news/
mena/lebanon/lebanese-government-sacks-telecom-chief-1.1956807
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blocked over the coverage period, mainly for content related to escort services, Israel, and gambling.
Websites owners, particularly news sites, often receive informal removal requests from public officials
or powerful figures. Despite these limitations, Lebanon retains one of the most diverse digital
landscapes in the Arab world, and several nongovernmental organizations engage in digital activism
on political and social issues.

Blocking and Filtering
The blocking of political, social, or religious speech is infrequent, but a few dozen websites have
reportedly been blocked for over two years for violating local laws, though with some variation
depending on the ISP.30 These include:
●

A forum for lesbians in the Arab region. Article 534 of the penal code criminalizes “sexual
intercourse contrary to the order of nature” with up to one year in prison, and has been
used to prosecute LGBTI (lesbian, gay, bisexual, transgender, and intersex) individuals,31
though in 2017 a judge said gay relationships should not be subject to punishment (see
“Media, Diversity and Content Manipulation”).

●

2 websites for breaching copyright, following a request from the U.S. government;

●

8 gambling websites, in accordance with Law 417 of 1995, which gives a single casino
exclusive rights to the gambling industry;

●

11 Israeli sites, in accordance with Decree 12562 of April, 19, 1963, which called for the
boycotting of Israel;

●

23 websites related to escort services, blocked in accordance with articles 523 and 524 of
the penal code;

A separate decision to block six pornographic websites for child abuse imagery drew the ire of some
digital rights activists for the way that they were chosen.32 According to reports, the order came after
an alleged child molester in Lebanon was reported to the Bureau of Cybercrimes by a police station
in Manchester, UK. Sources from the Bureau revealed that the websites were chosen because they
appeared in the browser history of his personal laptop, and not necessarily because they published
child abuse imagery.33 A prominent Lebanese blogger and social media expert said the sites were
unlikely to feature child abuse imagery, given that they are not censored in other countries that ban
such imagery under international norms.34
Websites are blocked by court order. The court files any complaints it receives with the Cybercrimes
Bureau for further investigation, later issuing a final order to the Ministry of Telecommunications,
30

Social Media Exchange, “Mapping Blocked Websites in Lebanon 2015,” March, 26, 2015, http://bit.ly/1NiBh2Z.

Sophie Chamas, “The fight goes on for Lebanon’s LGBT community,” Al Monitor, June 15, 2015, http://www.al-monitor.
com/pulse/originals/2015/06/lebanon-lgbt-gay-rights-article-534-helem-legal-agenda.html.
31

Samir Kassir Eyes, “”لافطألاب شرحتلا ةحفاكم راطإ يف ةيحابإ عقاو ةتس بجحب رمأت ةماعلا ةباينلا,[General
Prosecutor Orders the blocking of Six Porn sites], Skeyes Center for Media and Cultural Freedom, September, 2, 2014, http://
www.skeyesmedia.org/ar/News/Lebanon/4728.

32

Eyes, “”لافطألاب شرحتلا ةحفاكم راطإ يف ةيحابإ عقاو ةتس بجحب رمأت ةماعلا ةباينلا, [General Prosecutor
Orders the blocking of Six Porn sites].

33

Imad Bazzi, “[”؟نانبل يف ةيحابإلا عقاوملا تبجح اذاملو فيكHow and Why Six Porn Websites were Banned in
Lebanon], September, 3, 2014, http://trella.org/4234.

34
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which then blocks the websites through OGERO. Website owners are not notified that their websites
have been blocked; nonetheless, they must appeal the blocking within 48 hours in order to have it
overturned. In November 2014, the head of the Cybercrimes Bureau stated that it was monitoring
terrorist content and that it had the ability to filter this content.35 Digital media specialists in Lebanon
have expressed doubt over the bureau’s abilities in this regard, though the overreaching intention to
filter the web remains a cause for concern for some.
YouTube, Facebook, Twitter and international blog-hosting services such as WordPress and Blogger
are freely available. In fact, Facebook, Google, YouTube, Microsoft’s Live.com, and Wikipedia rank
among the top 10 most visited websites in Lebanon.36

Content Removal
Government security officials periodically pressure individuals and ISPs to remove certain
comments—mainly criticism of government officials or the army—from social media pages, blogs, or
websites. Four netizens arrested during this period were forced to remove content they had posted
(see “Prosecutions and Detentions for Online Activities”).
In a separate case, Justice Minister Salim Jreissati ordered Lebanese popstar Myriam Klink to remove
her recent music video, “Goal,” deeming it too sexually explicit, among other issues.37 He had held
a meeting with Information Minister Melhem Riachi one day before the decision. A press statement
from the justice ministry announced that displaying, distributing, or circulating the music video
online was strictly prohibited under penalty of LBP 50 million ($33,105).38
According to Twitter’s transparency reports, the Lebanese government did not make any removal
requests during the coverage period. A government agency did report two accounts to the company
in early 2016, however the company did not remove any content as a result.39 Google received
one takedown request from a Lebanese court in June 2016 related to its Panoramio photo-sharing
product, but said it removed no content.40

Media, Diversity, and Content Manipulation
Despite evidence of some filtering, taboo subjects that would normally be banned from mainstream
media outlets, such as pornography, content supportive of Israel, and sectarian hate speech, are
generally available online. However, self-censorship is prominent in the blogosphere and in the
country’s top media outlets, which are owned by powerful figures across the political spectrum.
Users often fear repercussions from the government or certain political and sectarian groups.
Recently, work by pro-LGBTI groups has resulted in a sustained conversation on political rights in the
Dhouha Ben Youssef, “Arab IGF III: What we will remember,” Nawaat, December 3, 2014, http://nawaat.org/
portail/2014/12/03/arab-igf-iii-what-we-will-remember/.

35
36

Alexa, “Top Sites in Lebanon,” accessed October 16, 2016, http://www.alexa.com/topsites/countries/LB.

38

“Myriam Klink’s provocative music video banned by Minister of Justice”, Daily Star, March 4, 2017. http://bit.ly/2qlzz9t.

Fionn Hargreaves, “Fans who share raunchy music video of a Lebanese pop star writhing on a bed are threatened with a
$32,000 fine by the country’s justice department,” Daily Mail, March 6, 2017.  http://dailym.ai/2qe2Lmz.
37

Twitter, Transparency Report, accessed October 2017, https://transparency.twitter.com/en/removal-requests.
html#removal-requests-jan-jun-2016.

39

Google, Transparency Report, accessed October 2017, https://transparencyreport.google.com/government-removals/bycountry/LB.

40
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country, particularly after a judge ruled “homosexuality is a personal choice, and not a punishable
offense” in January 2017. Although Article 534 of the penal code criminalizes sexual relations that
“contradict the laws of nature,”41 the judge referenced Article 183, which states “An act undertaken in
exercise of a right without abuse shall not be regarded as an offense.” However, attitudes towards
homosexuality remain repressive in Lebanese society42 and pro-LGBTI groups face intimidation and
discrimination, particularly from the country’s conservative religious groups.43
Lebanese users have access to a wide variety of local and international information sources.
Reflecting Lebanon’s pluralistic society, Lebanese media is highly partisan and controlled by the
dominant political-sectarian actors, mainly through direct ownership of prominent media outlets.44
For example, former Prime Minister Saad Hariri owns Future TV, al-Mustaqbal, the Daily Star, and
a host of other online and offline media outlets. Similarly, Speaker of Parliament Nabih Berri owns
National Broadcasting Network and its affiliates, while the Shiite militant group Hezbollah controls a
vast network of media outlets, including al-Manar TV and al-Nour radio. Dominant political figures
choose the heads of these outlets, and their news content clearly advances a particular partisan
message.
While ensuring plurality, this also creates a climate in which the public sphere is dominated by the
agendas of powerful political-sectarian leaders and their allies, suffocating the voices of those who
fall outside the main groups.45 At the same time, politicians are known to bribe the few independent
news outlets and journalists that do exist, particularly during election periods. Independent digital
media outlets struggle for sustainability due to Lebanon’s relatively weak digital advertising
market. The majority of advertising revenue continues to come from television and other traditional
media, while digital sources only made up around 13 percent of total advertising spending as of
2015.46 One of the main obstacles in boosting the digital advertising market is Lebanon’s slow and
unreliable internet.47

Digital Activism
The use of social media for digital activism is prevalent in Lebanon. Lebanese civil society
organizations use digital tools to create online petitions and generate campaigns calling for the
release of individuals wrongly detained for their social media posts. For example, the hashtag
#AStatusIsNotACrime began in the wake of the arrest of Bassel Amin in December 2016 and
continued to be used to campaign against other detentions related to free speech issues (see
“Prosecutions and Detentions for Online Activities”).
In 2017, Lebanese civil society organizations also used digital communications to organize the
Shannon Power, “Check out the videos from Lebanon’s first ever LGBTI sexual health week,” Gay Star News, March 22, 2017,
https://www.gaystarnews.com/article/check-out-the-videos-from-lebanons-first-ever-lgbti-sexual-health-week/#gs.BNC8l4E.

41

James Besanvalle, “Lebanon moves one step closer to decriminalizing homosexuality,” Gay Star News, January 29, 2017,
https://www.gaystarnews.com/article/lebanon-moves-one-step-closer-decriminalizing-homosexuality/#gs.rWYrQbc.

42

Antoun Issa, “In Lebanon, gay activism is fueling a new conversation about democracy and civil rights,” Washington Post,
May 20, 2017, https://www.washingtonpost.com/news/democracy-post/wp/2017/05/20/in-lebanon-gay-activism-is-fueling-anew-conversation-about-democracy-and-civil-rights/.
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Melki et. Al., Mapping Digital Media: Lebanon, 56-58.

Marwan Mikhael and Lana Saadeh, “Digital Advertising in Lebanon,” Blominvest Bank, October 23, 2015, http://blog.
blominvestbank.com/wp-content/uploads/2015/10/Digital-Advertising-in-Lebanon.pdf.  
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country’s first LGBTI sexual health week, using videos to call out homophobia and call for the full
repeal of Article 534, which criminalizes sexual relations that “contradict the laws of nature.”48
A hashtag meaning “the last time there were elections” trended on Twitter in March 2017 as activists
and ordinary citizens aired grievances about the long-postponed legislative elections.49 On June 14,
parliament approved a new election law and announced elections would be held in 2018.50
Anti-corruption campaigners also called for a boycott of mobile phone operators as part of what
was described as a “polite struggle” against the telecommunications ministry. The movement’s
leaders called on customers of the state-owned Alfa and Touch companies to refrain from
connecting their phones to mobile networks for one day, instead relying solely on Wi-Fi. The
campaign used the hashtags meaning “close your line” and “I will close my line’.51
In addition, after it was discovered that the town of Arsal has been without internet access for years,
Lebanese digital rights organization SMEX joined Access Now’s campaign to raise awareness of
internet shutdowns around the world.52

Violations of User Rights
In view of the absence of a legal framework on user rights, the lack of personal data laws and
regulations, and Lebanese security agencies’ ability to access to telecom data without due process,
users remain vulnerable to surveillance. At the same time, the Cybercrime Bureau continues to
interrogate and detain individuals for their online speech. While no internet user has been sentenced
to prison for expressing their ideas on online platforms, several individuals have been detained and
charged under defamation and libel laws. These charges continue to loom over them, even after their
release from temporary detention, mainly as an intimidation tactic.

Legal Environment
The Lebanese Constitution guarantees freedom of expression, freedom of assembly, and freedom
of the press, within the limits of the law. No legal provisions relate specifically to online speech,
although many activists have been anticipating a new law for over a decade. Three serious attempts
to develop new media laws have generated heated national debates in the past seven years,
although none so far have led to any concrete results.53 In 2016, the Court of Cassation ruled that
social media posts would not fall under the jurisdiction of the Publications Court, but are punishable
under the penal code.54
Shannon Power, “Check out the videos from Lebanon’s first ever LGBTI sexual health week,” Gay Star News, March 22, 2017,
https://www.gaystarnews.com/article/check-out-the-videos-from-lebanons-first-ever-lgbti-sexual-health-week/#gs.BNC8l4E.

48
49

Twitter [#]تاباختنالا_تراص_هرم_رخا. (n.d.). http://bit.ly/2qimZrH

“Lebanon cabinet approves electoral law, expects May election,” Reuters, June 14, 2017, https://www.reuters.com/article/
us-lebanon-politics-election/lebanon-cabinet-approves-electoral-law-expects-may-election-idUSKBN1951LS.

50

Lara Bitar, “Why Boycott Lebanon’s Mobile Phone Operators, Alfa and touch?”, Social Media Exchange, January 5, 2017,  
https://smex.org/why-boycott-lebanons-mobile-phone-operators-alfa-and-touch/.

51

Lara Bitar, “Join SMEX and LUSH in the Fight Against Internet Shutdowns,” Social Media Exchange, November 23, 2016,
https://smex.org/join-smex-in-the-fight-against-internet-shutdowns/.
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53 International Research and Exchange Board, “Development of Sustainable Independent Media in Lebanon,” in Media
Sustainability Index 2010/2011, (Washington D.C.: IREX, 2012), also available at http://bit.ly/1NqhOyU.

”تاعوبطملا« ال تابوقعلا نوناقل عضخي »كوبسيافلا« تاحفص ىلع دِري ام. [What appears on ‘Facebook’ pages
is subject to the penal code, not ‘publications’], Addiyar, February 15, 2016, https://goo.gl/5bXAfG.  
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From a legal perspective, the most serious threat to internet users and online journalists remains the
country’s slander and libel laws. Article 384 of the penal code proscribes imprisonment of six months
to two years for insulting the president, flag, or national emblem. Articles 383 to 386 outline criminal
penalties for contempt, slander, and libel of public officials. The appeals process is often drawn out
and highly politicized. In practice, however, most users targeted with such accusations are quickly
released, or cases are dropped under public or political pressure.

Prosecutions and Detentions for Online Activities
While individuals are rarely sentenced to prison for online speech in Lebanon, several were
briefly detained over the past year. The Public Prosecutor often orders security forces to detain
and intimidate netizens at the Cybercrime Bureau. The bureau was established in 2006 without
a legislative decree outlining its activities or defining what constituted a “cybercrime.”55 Security
forces often pressure social media users to apologize, delete controversial content, and sign a letter
promising not to commit further “criminal” acts in the future. Although local activists say some cases
have reached trial, public information about their status was not available in mid-2017.56
Activist Ahmad Amhaz was arrested on March 21, 2017, over a Facebook post that allegedly
insulted the President under Articles 383, 384, and 386 of the penal code. In apparent reference to
President Aoun, Prime Minister Hariri, and Speaker Berri, Amhaz stated, “There are three animals
currently ruling the country: A crocodile ... a donkey ... and one that hasn’t been revealed yet.” He
was detained for seven nights, during which time a number of human rights and free speech
organizations organized a press conference calling for his release.57 On March 28, Prime Minister
Saad Hariri tweeted that after talking to President Aoun, both had agreed to revoke their rights in
the case.58 The next day, Amhaz was released on bail. Some reports indicated he would still face
trial.59
Hassan Saad was detained on January 28, 2017 for a Facebook post accusing the prime minister,
speaker of the house, and the president of misusing public funds. He was charged under Article 384
of the penal code and released on bail after spending five nights in Sidon police station. As of mid2017, his case was still open.60
Bassel Amin was detained on December 6, 2016 over a Facebook post that was considered
defamatory against Lebanon, the state, the flag, the president, and the national emblem, the cedar.
During his arrest, activists started a campaign and an online petition.61 His post stated, “The shoes
of a Syrian refugee, worker and citizen are worth more than your [Lebanese] republic, your cedar,
your Lebanon, your right-wing, your independence, government, history, and revolution and your
Ghida Frangieh, “Bureau of Cybercrimes: An Unorganized Online Censorship” [in Arabic], Legal Agenda, December 3, 2013,
http://bit.ly/2q9xtdR.  

55
56

Interview, Mohamad Najem, co-founder, Social Media Exchange (SMEX), Beirut.

58

Tweet in Arabic from Prime Minister Saad hariri https://twitter.com/saadhariri/status/846772125226729472.

“Human Rights and Media Organizations Condemn Prosecution of Activist Ahmad Amhaz,” Social Media Exchange, March
28, 2017, https://smex.org/human-rights-and-media-organizations-condemn-prosecution-of-activist-ahmad-amhaz/.
57

Kareem Chehayeb, “Activist Ahmad Amhaz released on bail, will still stand trial,” Daily Star, March 29, 2017, http://www.
dailystar.com.lb/News/Lebanon-News/2017/Mar-29/399639-activist-ahmad-amhaz-released-on-bail-will-still-stand-trial.ashx.
59

60 “A Statement Demanding the Release of Hassan Saad”, Social Media Exchange, February 6, 2017, https://smex.org/astatement-demanding-the-release-of-hassan-saad/.

61 Mohamad Najem, “Lebanese Government/ةينانبللا ةموكحلا: Release Bassel El Amine/نيمألا لساب نع جارفإلل.”,
Change.org. https://goo.gl/O0ccDj.
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presidents. Got it?” Bassel spent six nights in jail before being released, but his case remained open
as of mid-2017.62
The Cybercrime Bureau arrested Ramzi al-Qadi after he tweeted that victims of an attack on an
Istanbul nightclub on New Year’s Eve deserved to die because they were drinking. The victims
included Lebanese citizens. Al-Qadi spent over a week in custody on vague charges related to
threatening civil peace, public stability, and even terrorism, according to Major Suzan Hajj, head of
the bureau.63

Surveillance, Privacy, and Anonymity
The Lebanese constitution protects privacy through Article 14 on the inviolability of “the citizen’s
place of residence,” in addition to Articles 8 and 13 on individual liberty and free speech. More
direct protections are outlined in the Eavesdropping Law, last amended in 1999, which references
the guaranteed secrecy of both wired and wireless communications. The only legal framework
for surveillance is the Eavesdropping Law last amended in 1999. In a report from December 2016,
Lebanese digital rights organization SMEX published a list of surveillance software employed by the
Cybercrime and Intellectual Property Unit, the Information Branch at the Internal Security Forces
(ISF), Military Intelligence, and General Security.64  
The power to authorize the collection of communications data was transferred from the
telecommunications minister to the Council of Ministers in September 2014.65 That month,
the Council of Ministers subsequently vested security agencies with the authority to access
communications metadata without a court order. The Council of Ministers later extended that order
by one year in April 2016.66
The General Directorate of General Security adopted biometric passports in 2016.67 Civil society
groups have expressed concern over the lack of legal privacy safeguards and parliamentary
oversight over systems used to store citizens’ data.68

Intimidation and Violence
Violence in retaliation for online speech has been comparatively rare, but bloggers and internet
users operate in a climate where intimidation is common, as do journalists working for the
traditional media. In one recent reported example, a bodyguard employed by the speaker of

62 Lara Bitar, “Self-Expression is not a Crime: Release Bassel al-Amin”, Social Media Exchange, December 8, 2016, https://
smex.org/self-expression-is-not-a-crime-release-bassel-al-amin/.

63 “ربخو ملع- 07/01/2017 - “يضاقلا يزمر فيقوت ةقيقح فشكت جاحلا نازوس مدقملا, [Science &
Knowledge-07/01/2017- Lt. Col. Suzanne Al-Hajj reveals the truth about Ramzi’s arrest], [YouTube Video], MTV Lebanon,
January 7, 2017, https://www.youtube.com/watch?v=iuVCx-Lkk7U.

64 “SMEX Launches Inaugural Report on Digital Surveillance in Lebanon”, Social Media Exchange, December 14, 2016, https://
smex.org/smex-launches-inaugural-report-on-digital-surveillance-in-lebanon/.
65 “SMEX Launches Inaugural Report on Digital Surveillance in Lebanon”, Social Media Exchange, December 14, 2016, https://
smex.org/smex-launches-inaugural-report-on-digital-surveillance-in-lebanon/.
66 Yehia El Amine, “Security agencies maintain access to telecom data”, Annahar, April 27, 2016, http://en.annahar.com/
article/367264-cabinet-prolongs-securities-agencies-access-to-telecom-data.
67

“Biometric Lebanese passports issuance”, General Security, (n.d.). http://www.general-security.gov.lb/en/posts/182.

“Questions the Lebanese Government Should Answer about the New Biometric Passports,” Social Media Exchange, July 19,
2016, https://smex.org/legitimate-questions-about-biometric-passport-lebanese-government-should-answer/.
68
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the house threatened Riad Kobeissi, an investigative reporter with al-Jadeed TV.69 Hundreds of
supporters of the Amal political movement also attacked the office of al-Jadeed TV after a comedy
show broadcast by the channel allegedly insulted Amal leaders.70

Technical Attacks
Unknown hackers defaced the website of the Lebanese Medical Association for Sexual Health
(LebMASH) shortly after the organization launched a pro-LGBTI campaign. The website was defaced
with homophobic language and expletives against Palestine and Lebanon by hackers purporting to
be from Israel. A LebMASH board member noted the cyberattack would force the small organization
“to spend a large amount of money rebuilding and fortifying our website.”71 Beyond the human
rights community, Lebanon has seen a 4,000 percent increase in cyberattacks over the past five
years, according to an ICT security officer working within the government.72

69 “”يسيبق ضاير ليمزلا ددهي يرب هيبن قفارم, [Nabih Berri threatens colleague Riyad Qubaisi!], Al Jadeed, October
16, 2016, http://www.aljadeed.tv/arabic/news/local/1610201632.

“AMAL supporters attack Lebanese television channel Al-Jadeed over a TV show”, Ya Liban, February 14, 2017, http://
yalibnan.com/2017/02/14/amal-supporters-attack-lebanese-television-channel-al-jadeed-over-a-tv-show/.

70

Shannon Power, “Israeli hackers shutdown website of Lebanese LGBTI sexual health advocates,” Gay Star News, April 5,
2017, http://ht.ly/5DR030aA5WJ.

71

Jeremy Arbid, “The public sector’s vulnerability to a cyberattack,” Executive Magazine, March 16, 2017, http://www.
executive-magazine.com/cybersecurity/the-public-sectors-vulnerability-to-a-cyberattack.
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2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

20

20

Limits on Content (0-35)

13

12

Violations of User Rights (0-40)

25

22

TOTAL* ( 0-100 )

58

54

Population:

6.3 million

Internet Penetration 2016 (ITU):

20.3 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

On several occasions, armed protestors stormed the offices of telecommunications
providers to shut off internet access to rival cities in retaliation for alleged offenses (see
Restrictions on Connectivity).

•

In July 2016, security forces released blogger Ali Asbali after he spent 120 days at
Gernada prison in Benghazi. He had been detained and interrogated by unidentified
men in military uniforms in March 2016 after highlighting a rise in kidnappings
and extrajudicial killings in the country and criticizing General Khalifa Hafter (see
Prosecutions and Detentions for Online Activities).
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Introduction
Internet freedom improved this year in Libya due to a reduction in arrests, although network
shutdowns continue as a result of coercion by rival political and military groups.
Libya remained plagued by a weak and fragmented central government. Foreign intervention, rival
governments, and various militias have prevented the consolidation of power by any one entity.
The Presidency Council, tasked with forming a new “Government of National Accord” after UNsponsored peace talks, has been unable to exercise full control of state ministries based in Tripoli.
Meanwhile, the council has not been endorsed by the House of Representatives, a rival body based
in eastern Libya.1 While there have been tentative steps towards reconciliation between political and
military leaders, violence between cities, tribes, and ideological factions continues to hinder progress.
In one positive development, militants from the so-called Islamic State group were driven out of
the coastal town of Sirte by armed groups loosely affiliated with the internationally recognized
government based in Tripoli.
The national crisis and lack of rule of law have had a devastating effect on internet freedom in
Libya. Power and telecommunication services remain unstable across Libya, with increasingly
frequent cuts due to high demand, infrastructure damage, and coercion by armed groups. For
example, militias from the city of Khoms cut off electricity to Tripoli until one of their leaders
was released in 2016.2 Marking one of the most significant instances of online censorship
since the revolution, the news site al-Wasat was temporarily blocked in February 2014 after it
published articles that criticized the General National Congress and affiliated militias. Since then,
al-Wasat has been subject to cyberattacks, while print copies of al-Wasat’s newspaper have
reportedly been seized by soldiers aligned with the self-proclaimed Libyan National Army (LNA),
a group led by general Khalifa Hafter—a major military and political actor with influence in
eastern Libya. In February 2017, al-Wasat’s affiliated radio station was raided by security forces
and briefly shut down.3 Militias routinely violate human rights with impunity, as evidence by
repeated kidnappings and assassinations of bloggers and activists in recent years. The polarized
environment has led many activists and social media users to practice self-censorship.
In its initial stages, there were few instances of online censorship in Libya. However, it was not
long until the regime of the late Muammar Qadhafi began to target opposition news websites,
particularly after the lifting of UN sanctions in 2003 led to increased access to surveillance and
filtering equipment. Since the overthrow and death of Qadhafi in 2011, the country has witnessed
a flurry of self-expression, resulting in an increase in news sites and massive growth in Facebook
use. However, the 2011 civil war and subsequent fighting has taken a heavy toll on the country’s
information and communications technology (ICT) sector, damaging infrastructure and sidelining
an earlier US$10 billion development plan that had been set to be complete by 2020. Meanwhile
laws that once prohibited criticism of Qadhafi have been changed to outlaw criticism of the 2011
revolution that removed him. In short, the country remains plagued by significant obstacles to
access and ongoing violations of users’ rights.
For more details, see Crisis Group report no 170, “The Libyan Political Agreement: Time for a Reset,” November 4, 2016,
http://bit.ly/2hhfNLE.

1

Saber Ayyub, “Khoms military leader released after electricity to Tripoli cut,” Libya Herald, March 14, 2016, https://www.
libyaherald.com/2016/03/14/khoms-military-leader-released-after-electricity-to-tripoli-cut/.

2

Committee to Protect Journalists, “Libyan authorities in Tobruk knock radio station off the air,” March 6, 2017, http://bit.
ly/2mpfaTm.
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Obstacles to Access
Internet access has been badly affected by the ongoing conflict. Electricity outages and physical
damage to infrastructure have limited connectivity. Quality of service has improved recently with
almost double the average connection speed in 2016 compared to the previous year. While the ICT
sector remains monopolized by state-owned entities, nonetheless, there has been a significant increase
in the number of internet users, particularly among youth.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)a

Mobile penetration (ITU)

b

Average connection speeds (Akamai)c
a
b
c

2016

20.3%

2015

19.0%

2016

120%

2011

2015

2011

2017(Q1)

2016(Q1)

14.0%
157%

164%

2.1 Mbps
0.7 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Internet penetration has traditionally been very low in Libya. According to figures from the
International Telecommunication Union, internet penetration improved by one percentage point
from 2015 to 2016, reaching 20.27 percent of Libyans.4
This rise may be correlated to better 3G coverage, the introduction of 4G LTE in March 2017, and
lower prices. In 2016, LTT reduced the cost of its “MyFi” boxes—portable WiMax receivers that
function as an on-the-go wireless connection. Some 350 telecommunications towers in 19 different
locations provide WiMax and other internet services. WiMax subscribers make up the majority of
total subscriptions in the country according to the latest data published by the government, with
some 448,135 subscribers compared to 149,963 subscribers for ADSL and 76,885 for LibyaPhone.5
Broadband was introduced in 2007, although the number of fixed broadband subscriptions
has declined every year since 2010 and now stands at just under 1 subscription per every 100
inhabitants in 2015.6 Since July 2014, WiMax service has been unstable in many parts of the country,
especially in Benghazi and other cities in the east, partly due to the destruction of WiMax towers
during fighting.7
Mobile phone use is ubiquitous, with just under 11 million mobile subscriptions in Libya,
representing a penetration rate of 169 percent.8 Prices dropped precipitously after the introduction
of a second mobile provider in 2003, resulting in greater affordability and opening the market
4

International Telecommunication Union, “Percentage of Individuals Using the Internet,” 2000-2016, http://bit.ly/1cblxxY.

6

International Telecommunications Union, “Fixed (wired-) broadband subscriptions,” 2015, http://bit.ly/1cblxxY.

5

7

Data about internet users in Libya on: LPTIC, Facebook page, accessed May 10, 2015, http://on.fb.me/1LnX6MM.

“The disruptions of the Internet services in Libya,” [in Arabic] Alwasat News, accessed May 13, 2015, http://bit.ly/1PGIJGq.

Simon Kemp, We Are Social, Hootsuite, “Digital in 2017: Northern Africa.”, https://www.linkedin.com/pulse/digital-datatrends-every-country-world-simon-kemp.
8
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to competition, although both operators are still owned by the state-owned Libyan Post
Telecommunications and Information Technology Company (LPTIC). As of mid-2017, the price of a
prepaid SIM card from the main provider, Libyana, was LYD 5 (US$ 4), compared to LYD 1,200 (US$
873) in 2003. Smartphones and 3G connectivity have been available since 2006.9 The service from
Almadar, another mobile company, has been unreliable in the eastern part of the country since the
2011 revolution.
Similarly, the cost of a home internet connection remains beyond the reach of a large proportion of
Libyans, particularly those living outside major urban areas. A dial-up internet subscription cost LYD
10 (US$ 7) per month, an ADSL subscription was LYD 30 (US$ 22) for a 20 GB data plan,10 and WiMax
service was LYD 30 (US$ 22) for a 15 GB data plan, after initial connection fees.11 By comparison,
Libya’s gross domestic product (GDP) per capita, when calculated on a per month basis, was only
US$ 387 in 2015.12 The price of one of the high-end WiMax receiver devices decreased in 2014 from
220 (US$ 160) LYD to 190 LYD (US$ 138)13 and a lower-end USB receiver device costs 90 LYD (US$
66). WiMax modems are in short supply, resulting in high prices for second-hand devices sold on
the site Open Souk, Libya’s online marketplace.14
Many foreign and Libyan organizations and individuals in need of reliable internet service have been
driven towards two-way satellite internet technology. As two-way technology has become more
popular, connection fees and equipment costs have lowered. Prices were recently at US$ 525 for
the hardware, while a monthly subscription costs US$ 121 for a fast connection, depending on the
number of users.15
Most people access the internet from their mobile phones—63 percent of web traffic goes through
phones16—with computers in their homes and workplaces being the next most common point of
access. The cybercafe industry was decimated in many parts of Libya; instead, cafes and restaurants
partner with local internet businesses to offer Wi-Fi hotspots with different data plans. The adult
literacy rate was last recorded at 91 percent and a wide range of websites and computer software
is available in Arabic.17 However, limited computer literacy, particularly among women, has been an
obstacle to universal access.
The Libyan civil war significantly disrupted the country’s telecommunications sector. In the first
years since the war, there were few improvements to ICT equipment, prompting frustrated Libyans
to create the Facebook page titled, “I hate Libyan Telecom and Technology,” which attracted over
25,000 followers.18 However, it seems that projects seeking to develop better ICT infrastructure
are beginning to reap rewards, the most effective seeming to be the improvement of 3G mobile
9

“Libyana Introduces 3G Services for First Time in Libya,” The Tripoli Post, September 26, 2006, http://bit.ly/1GHB7ME.

Libya Telecom & Technology, “Libya A.D.S.L: Packages & Price,” accessed October 5, 2016, http://www.ltt.ly/en/personal/
adsl/index.php?c=63.

10

Libya Telecom & Technology, “Libya Max: Libya Max 400,” accessed October 5, 2016, http://www.ltt.ly/en/personal/wimax/
index.php?c=55.

11

The World Bank, “GDP per capita (current US$),” accessed October 4, 2016, http://data.worldbank.org/indicator/NY.GDP.
PCAP.CD.

12
13
14

Libya Telecom & Technology, “Reduction in MyFi Prices”, accessed October 5, 2016, http://www.ltt.ly/news/d.php?i=239.
See Open Sooq, http://ly.opensooq.com/; or Opensooq, Facebook Company Page, http://on.fb.me/1PtWjgm.

See Giga, http://www.giga.ly/; or Giga, Facebook page, https://www.facebook.com/Giga.ltd or https://www.facebook.com/
Giga.ltd/photos/a.411508128898799.86518.407758202607125/1123252627724342/?type=3&theater

15

Simon Kemp, We Are Social, Hootsuite, “Digital in 2017: Northern Africa.”, https://www.linkedin.com/pulse/digital-datatrends-every-country-world-simon-kemp.

16
17
18

“The World Factbook,” https://www.cia.gov/library/publications/the-world-factbook/fields/2103.html.

.

See I hate Libya Telecom and Technology (LTT), Facebook Business Page, https://www.facebook.com/ihateltt
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telecom networks which was a major strategy goal announced by the ministry in spring of 2015.19
LPTIC announced an ambitious development program for improving the ICT infrastructure, including
expansions of 4G, WiMax, and ADSL networks.20 The country’s first 4G-LTE network was launched in
March 2017.21 Meanwhile in June 2016, HANET, one of LPTIC’s subsidiaries, announced that it had
completed technical work to expand coverage of fixed wireless internet service for over 100,000 new
people.22
In October 2016, Italy and Libya completed an upgrade to an undersea cable in order to increase
speeds to 100 Gbps.23 Other upgrades have been proposed in an effort to respond to demands
for increased capacity, such as the laying of the European Indian Gateway and Silphium submarine
cables24 (construction appeared to have begun on the Silphium cable by mid-2016),25 the
construction of additional WiMax towers,26 the creation of Wi-Fi hotspots, the installation of a
long distance fiber-optic cable within the country,27 and the development of next-generation
broadband.28 Although there have been many announcements of partnerships between Libyan
telecommunication companies and foreign companies, such as Alcatel Lucent29 and Samsung,30 the
status of these contracts are unknown, reflecting the lack of transparency in the Libyan ICT sector.
According to Akamai, Libya had the world’s lowest average connection speed in 2015 at 0.7 Mbps.31
While that has since risen 1.2 Mbps towards the end of 2016, Libya remains at the bottom three for
connection speeds in the world.32 ICT experts say this is due to poor infrastructure, a lack of quality
of service, technology constraints, and a continued lack of regulations. Furthermore, broadband is
not widely available, bandwidth limitations exist for fixed-line connections, wireless users face slower
speeds due to heavy congestion during peak hours, and there is a general lack of resources and
personnel to perform maintenance and repairs.

See Libyan Ministry of Communications and Informatics official Facebook webpage in a post from March 9, 2015, https://
www.facebook.com/cim.gov.ly/posts/775894552507022.

19

20

See LPTIC projects at http://www.lptic.net/projects/.

The Libya Observer, Libyana Mobile Phone goes 4G LTE, https://www.libyaobserver.ly/tech/libyana-mobile-phone-goes4g-lte
21

22 Sami Zaptia, Libya Herald, “Hatif Libya expands its fixed line wireless internet service Hanet for 110,000 new customers,”
June 29, 2016, https://www.libyaherald.com/2016/06/29/hatif-libya-expands-its-fixed-line-wireless-internet-service-hanet-for110000-new-customers/.
23 Jason Mcgee-Abe, “Sparkle, LITC upgrade Italy-Libya cable to 100Gbps,”, Capacity Media, October 4, 2016, http://www.
capacitymedia.com/Article/3590816/Africa/Sparkle-LITC-upgrade-Italy-Libya-cable-to-100Gbps.html

24 “The Activation of The New Upgraded Submarine Cable System between Libya and Italy,” The Tripoli Post, December 25,
2011, http://bit.ly/1jACXK6.

LPTIC Facebook Post, July 16, 2016, https://www.facebook.com/LPTIC/photos/a.612688788829160.1073741828.612651818
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Callum Paton, “Alcatel Lucent to install high-speed internet link between Benghazi and Tripoli,” Libya Herald, January 28,
2014, http://bit.ly/1MBHnMc.
29

Jamel Adel, “Internet services to get a boost with Al-Madar/Samsung agreement,” Libya Herald, April, 16, 2015, http://bit.
ly/1LbiB3o.

30

Akamai, “State of the Internet: Q1 2016,” https://www.akamai.com/uk/en/multimedia/documents/state-of-the-internet/
akamai-state-of-the-internet-report-q1-2016.pdf.

31
32

Akamai’s “State of the Internet: Q3 2016.

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

LIBYA

Restrictions on Connectivity
Libya witnessed repeated shutdowns to internet service due to vandalism and politically
motivated attacks on telecommunications infrastructure.
Two incidents illustrate the political use of ICT infrastructure to deny service to rivals. In July 2016,
armed protesters stormed the offices of mobile phone companies LTT and Libyana in Tripoli,
demanding that operators shut down cell service to the entire city of Misrata. Protestors claimed
the move was retaliation after Misratan militias allegedly forced GECOL, the national electricity
utility, to redirect power from Tripoli to Misrata, resulting in power outages sometimes lasting
15 hours per day in the capital.33 A similar incident occurred in January 2017, when protesters
stormed the headquarters of mobile phone company Almadar, demanding service be cut to
Misrata for similar reasons.34
In a case of vandalism, large areas of southern Libya were cut off from their LTT-provided mobile
and internet connections in February 2017 after the theft of copper and other infrastructure
equipment.35 Similar cases were reported in other parts of the country throughout the coverage
period.
The so-called Islamic State (IS), which built a stronghold in the coastal town of Sirte, has also
destroyed communications infrastructure before it was driven from the town in late 2016. In
August 2015, IS reportedly damaged a cable in Sirte that effectively cut off internet, landline, and
some mobile phone communications linking eastern and western Libya,36 although LPTIC stated
that traffic was rerouted within a few days.37 IS also disabled all phone networks in Sirte, banned
satellite dishes, and regularly confiscated personal cell phones to check their contents.38

ICT Market
The state-run Libyan Post Telecommunications and Information Technology Company
(LPTIC), formerly the General Post and Telecommunications Company (GPTC), is the main
telecommunications operator and is fully owned by the government. In 1999, the GPTC awarded the
first internet service provider (ISP) license to Libya Telecom and Technology (LTT), a subsidiary of the
state-owned firm.39 Since the fall of the regime, 25 ISPs and 23 VSAT operators have been licensed
to compete with state-owned ISPs. Many are based in Tripoli and have strong ownership ties to the
“Suq Al-Juma Protestors take over Libyana phone HQ, demand mobile services to Misrata be cut,” Libya Herald, July 12,
2016, https://www.libyaherald.com/2016/07/12/suq-al-juma-protestors-take-over-libyana-phone-hq-demand-mobile-serviceto-misrata-be-cut/.

33

Sami Zaptia, “Protesters storm Al-Madar calling for tit-for-tat mobile shutdown in revenge for long power cuts,” Libya
Herald, January 11, 2017, https://www.libyaherald.com/2017/01/11/protestors-storm-al-madar-calling-for-tit-for-tat-mobileshutdown-in-revenge-for-long-power-cuts/

34

35 “Copper thieves cut-off mobiles [sic] and internet in the south,” Libya Herald, February 27, 2017, https://www.libyaherald.
com/2017/02/27/copper-thieves-cut-off-mobiles-and-internet-in-the-south/.

“IS stops phone communications between west, east and south Libya: report,” Libya Herald, August 26, 2015, https://www.
libyaherald.com/2015/08/26/is-stops-phone-communications-between-west-east-and-south-libya-report/.

36
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LPTIC Facebook statement, August 29, 2015. https://www.facebook.com/LPTIC/posts/805337812897589.

“‘We feel we are cursed’: Life under ISIS in Sirte, Libya,” Human Rights Watch, May 18, 2016, https://www.hrw.org/
report/2016/05/18/we-feel-we-are-cursed/life-under-isis-sirte-libya.
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government. LPTIC owns two mobile phone providers, Almadar and Libyana, while a third provider,
Libya Phone, is owned by LTT.
However, LPTIC has been affected by the country’s political crisis and de facto split. Separate offices
were established in Malta (representing the Tobruk government) and Tripoli (representing the Tripoli
government).40 However, progress has been made in reuniting the agency, with LPTIC announcing in
January 2017 that divisions between its board of directors had been resolved in a court case.41
There has been a noticeable increase in the number of companies and agencies working to provide
alternative methods to connect to the internet, such as through satellites (VSAT). 42 On the other
hand, there have been few developments within the mobile market. Although there were plans
to put Almadar on the stock exchange and to issue the country’s first tender for a private mobile
license, the country has yet to witness any significant liberalization in the sector.43

Regulatory Bodies
Libya’s regulatory environment is plagued by ongoing disputes over the country’s political
governance. The ICT regulator is the General Authority of Communications and Informatics (GACI),
formerly known as the General Telecom Authority (GTA). During the Qadhafi era, decisions on
licensing were made by the government-controlled GPTC (now Libyan Post Telecommunications
and Information Technology Company, LPTIC).44 After the revolution, the transitional government
established the Ministry of Communications and Informatics to oversee the country’s
telecommunications sector. Officially, the ministry runs the sector through two main bodies: LPTIC
and GACI. GACI is nominally responsible for policymaking and regulations, while LPTIC is a holding
company for all telecommunications service providers in the country. Libya’s top-level domain, “.ly,”
falls under the responsibility of LTT. Registrations are handled by Register.ly45 on behalf of NIC.ly.46
In 2014, the Ministry of Communications and Informatics appointed a committee to draft a
new Telecommunication Act to set standards for the sector and replace the existing regulations
surrounding ICTs. The act, which has been drafted but not yet implemented,47 will also aim to create
an independent Telecommunication Regulatory Authority (TRA) to oversee the industry.48
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Limits on Content
Limits on content are rare in Libya. The lifting of restrictions in 2011 resulted in a diverse online media
landscape and an improved market for online advertising. Facebook, in particular, has become an
important news source for many Libyans; many government bodies post official statements directly
to the social network. Nonetheless, the quality of the content published on these platforms remains
poor and highly polarized. Decades of oppressive rule and the continued threat posed by militias has
contributed to a high degree of self-censorship among users, particularly on political issues.

Blocking and Filtering
There have been no reports of blocked websites in the country. The first instance of politically
motivated blocking since the Qadhafi era was seen in early 2015 with the temporary blocking of the
news site al-Wasat.49
YouTube, Facebook, Twitter and international blog-hosting services are freely available. Some
pornographic websites have been blocked since the end of the civil war based on a decision made
by an ad hoc Temporary Steering Committee formed after the fall of Qadhafi and the liberation of
Tripoli.50 Prior to the war, “indecency” was prohibited by law but sexually explicit sites were never
blocked. The LTT has not unblocked the content, perhaps due to the conservative outlook of some
political factions vying for influence in the future of Libya. A 2006 law mandates that websites
registered under the “.ly” domain must not contain content that is “obscene, scandalous, indecent or
contrary to Libyan law or Islamic morality.”51
In February 2014, LTT blocked an additional set of pornographic sites and mistakenly blocked the
Wordpress.com domain for a few days. It was unblocked following requests from Libyan bloggers.52
On April 18, 2015, Facebook was reportedly inaccessible for a few hours in some areas of Tripoli.
LPTIC denied responsibility for the interruption, instead releasing a statement reiterating its
commitment to free speech and insisting that the interruption had been caused by armed groups
taking control of the LTT.53
There is little transparency and no legal framework related to the blocking of websites in Libya, as
regulations have yet to be formulated. Officially, all regulations from the Qadhafi era remain valid.
When accessing a banned website, users are shown a message from the authorities noting that the
site has been blocked.

Content Removal
Authorities do not frequently request private providers or intermediaries to delete content. Rather,
See “Organizations and media figures and human rights condemns blocking” [in Arabic] Alwasat News, April 8, 2015,
accessed May 11, 2015, http://bit.ly/1G6sEbk.

49
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OpenNet Initiative, “Internet Filtering in Libya - 2006/2007,” http://bit.ly/1LbkQDM ; “Regulations,” Libya ccTLD, accessed
August 30, 2012, http://nic.ly/regulations.php.
51

52 Libyan Internet users reporting inaccessibility to their WordPress blogs; Nezar Abudayna, Twitter Post, February 10, 2014,
1:19PM, http://bit.ly/1X4QVT3; Abdulrazig Almansori, Facebook Post [in Arabic], February 10, 2014, https://goo.gl/gOwxdF.
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there are coordinated efforts to “report” Facebook pages for deletion, particularly for political views
against militias. Separately, many Qadhafi-era government webpages containing information on
laws and regulations from before the uprising are inaccessible, as is the online archive of the old
state-run Libyan newspapers. Some of these websites may have become defunct after the officials
running them were ousted or hosting fees were left unpaid, but others were likely taken down
deliberately when the revolutionaries came to power.

Media, Diversity, and Content Manipulation
After a sudden opening of the online media landscape after the fall of Qadhafi, negative trends
such as self-censorship, verbal harassment, and a lack of quality reporting now characterize Libya’s
online sphere. The 2011 revolution brought a notable increase in the number of bloggers writing
within Libya, particularly on issues related to political activism, hope for the future, and government
criticism. However, a sizable number of Libyan bloggers, online journalists, and ordinary citizens
continue to practice some degree of self-censorship due to continued instability and increasing
threats and violence against journalists over the past years.54 Social taboos such as mass allegations
of sexual abuse by soldiers or conflicts between warring tribes and rival cities are off-limits. Online
commentators also shy away from expressing religious opinions for fear of being marked as an
atheist or a Shiite sympathizer, both of which can be life-threatening. Many commentators avoid
criticizing the 2011 revolution, General Haftar, and various heads of local militias mainly out of fear
of retribution from armed groups and nonstate actors.
Despite a recent growth in self-censorship,55 the online media landscape remains much more diverse
than under the previous regime, with few dominant news providers and several privately owned
outlets. Many Libyans get their news through hundreds of Facebook pages dedicated to national or
local level news events.56 Some of these pages are affiliated with professional television, radio, or
print news outlets, while others lack professional standards or operate largely as propaganda outlets
for warring parties. These citizen-journalism pages are opaque about their methodology, ownership,
editorial policy, or publishing guidelines.57
The online advertising market has grown slowly and websites related to the Amazigh (whose
language was banned under Qadhafi) and other minorities have flourished.58 Interestingly, Facebook
is often the platform of choice for city and even government officials to publish updates and official
communication. The social networking site was third most visited website in the country after
Google and YouTube and has become the main source of news about Libya for a large number of
users inside and outside the country.59
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Digital Activism
Over the past years, Libyans have used Facebook and Twitter to mobilize around a variety of causes.
Recent campaigns include supporting peace and moves toward a unity government, promoting
social justice causes, defending freedom of expression, and commemorating individuals murdered
for their activism.60 Since 2014, Libyan activists have promoted democratic values, campaigned
against incitement, and dismissed propaganda on Facebook. Most of these campaigns started and
spread through hashtags, reflecting the impact of hashtag activism on creating change in Libya. For
example, a Facebook page and hashtag titled #( مالسلا_يلا_ايبيلLibya toward peace) sparked
a national campaign.61 While social media continues to be a vibrant forum for discussion, there
appears to be both a noticeable shift to less overtly political issues over the past few years, as well
as a growing scepticism of the ability of digital activism to shape the political landscape amid the
country’s ongoing turmoil.

Violations of User Rights
Amid the ongoing constitutional crisis and weak rule of law, there were flagrant violations of users’
rights in the country. Several online journalists have faced threats, detention, kidnappings, and in some
cases violent attacks from militias. Armed factions carried out attacks with impunity, while appropriate
oversight of the country’s surveillance apparatus remained shrouded in doubt.

Violations of User Rights
Freedom of opinion, communication, and press are guaranteed by Libya’s Draft Constitutional
Charter, released by the Libyan Transitional National Council in September 2011.62 However, delays
in the drafting of a constitution and the general absence of law enforcement have contributed to
weak rule of law in the country.
Several Qadhafi-era laws remain on the books due to the absence of any significant legal reform in
the country since the revolution, such as harsh punishments for those who publish content deemed
offensive or threatening to Islam, national security, or territorial integrity. A law on collective
punishment is particularly egregious, allowing the authorities to punish entire families, towns, or
districts for the transgressions of one individual.63 Because of their vague wording, these laws can
be applied to any form of speech, whether transmitted via the internet, mobile phone, or traditional
media.
When new laws have been passed, changes have been cosmetic. In February 2014, the GNC
amended Article 195 of the penal code to outlaw any criticism of the 2011 “February 17 Revolution”

Brave New Libya (blog), “Hashtag activism, from the Digital World to the streets of Libya (Part II),” August 5, 2015. https://
bravenewlibya.wordpress.com/tag/ltt/.
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or its officials, as well as members of the GNC,64 using similar language to that used to outlaw
criticism of Qadhafi’s “Al-Fateh Revolution.”65 The judiciary has gained in independence since
2012, when, in a landmark decision, the Supreme Court of Libya declared a law that criminalized a
variety of political speech unconstitutional.66 More recently, however, state bodies remain subject to
pressure from a variety of armed militias.

Prosecutions and Detentions for Online Activities
There were no new reports of bloggers arrested for their online activities over the coverage period.
In July 2016, security forces released blogger Ali Asbali after he spent 120 days at Gernada prison
in Benghazi.67 He had been detained and interrogated by unidentified men in military uniforms
in March 2016 after highlighting a rise in kidnappings and extrajudicial killings in the country and
criticizing LNA General Khalifa Hafter in his online posts.68

Surveillance, Privacy, and Anonymity
Uncertainties remain over the actions of domestic intelligence agencies in the new Libya. LPTIC’s
involvement in political and security affairs remains vague among many Libyans, though it has made
efforts to communicate better through increased press access and frequent press releases on its
Facebook page.69
A July 2012 report from the Wall Street Journal indicated that surveillance tools left over from the
Qadhafi era had been restarted, seemingly in the fight against loyalists of the old regime.70 Others
suspect that these tools were activated to target those with an anti-Islamist agenda. During an
interview on al-Hurra TV in March 2012, the Minister of Telecommunications stated that such
surveillance had been stopped because the interim government wanted to respect the human
rights of Libyans. An organization representing IT professionals in Libya refuted his remarks in an
online statement, saying telecom sector employees had confirmed that the surveillance system was
reactivated.71 Its status in 2016 was unclear. Given the lack of an independent judiciary or procedures
outlining the circumstances under which the state may conduct surveillance, there is little to prevent
the government, security agencies, or militias who have access to the equipment from abusing its
capabilities.
The Qadhafi regime had direct access to the country’s DNS servers and engaged in widespread
surveillance of online communications. State of the art equipment from foreign firms such as the
64 Reporters Without Borders, “Free expression in new Libya approached with same draconian Gaddafi-era law,” IFEX,
February 19, 2014, http://bit.ly/1RbDNYw.

65 Amnesty International, “Three years on, Gaddafi-era laws used to clamp down on free expression,” ReliefWeb, February 12,
2014, http://bit.ly/1hF31SQ.
66

Human Rights Watch, “Libya: Law Restricting Speech Ruled Unconstitutional,” June 14, 2012, http://bit.ly/1jpemIu.

“Missing blogger and friends in Benghazi jail,” Libya Herald, May 4, 2016. https://www.libyaherald.com/2016/05/04/
missing-blogger-and-friends-in-benghazi-jail-report/.
67

68 “Asbali: During the 120 days in prison, from the moment of my arrest and until my release, I did not know the reason,”
AlWasat News, August 6, 2016. http://alwasat.ly/ar/mobile/article?articleid=113936.
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French company Amesys,72 and possibly the Chinese firm ZTE, were sold to the regime, enabling
intelligence agencies to intercept communications on a nationwide scale and collect massive
amounts of data on both phone and internet usage. Correspondents from the Wall Street Journal
who visited an internet monitoring center after the regime’s collapse reportedly found a storage
room lined floor-to-ceiling with dossiers of the online activities of Libyans and foreigners with whom
they communicated.73

Intimidation and Violence
The breakdown of the rule of law and the growing influence of militias has resulted in a worrying
uptick in politically motivated threats and violence against journalists and activists since the 2011
war.74 While no bloggers or activists were reportedly killed for the online activism from late 2016
to early 2017, politically motivated killings from previous years have cast a shadow on online
expression. In March 2016, civil society activist Abdel Basset Abu al-Dhahab was killed in a car bomb
in Derna,75 while Hamza Ahmed Abdel-Hakim, the rapporteur of the Libyan National Commission
for Human Rights, was kidnapped in Tripoli in December 2015.76 Meanwhile, the general trend of
intimidation, hate speech, and incitement to violence on social media and other online platforms has
escalated, according to the National Commission for Human Rights in Libya.77
Militias and extremists have used Facebook to target and silence activists.78 For example, in late 2014
anonymous users set up a Facebook page featuring the names, photos, and addresses of Benghazi
activists and calling for their assassination and kidnapping. The page was taken down after online
activists reported it.79

Technical Attacks
Websites are highly vulnerable to cyberattacks in Libya, with prominent news sites such as Libya
Herald employing protection measures against distributed denial-of-service (DDoS) attacks. Antimilitia Facebook pages were consistently hacked or closed down after mass reporting by users, a
significant concern given that most Libyans consider Facebook to be their main source of news.
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Ivan Sigal, “Libya: Foreign Hackers and Surveillance,” Global Voices Advocacy, October 26, 2011, http://bit.ly/1k5L2qv.
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Malawi
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

16

16

Limits on Content (0-35)

10

11

Violations of User Rights (0-40)

15

15

TOTAL* ( 0-100 )

41

42

Population:

18.1 million

Internet Penetration 2016 (ITU):

9.6 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

No

Press Freedom 2017 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Average connection speeds decreased due to poor infrastructure management and lack
of investment (see Availability and Ease of Access).

•

Online news was subject to increasing government manipulation in the form of
directives to web editors (see Content Removal).

•

The Electronic Transactions and Cybersecurity Act was passed in July 2016 and includes
problematic provisions that critics worry will be used to censor online content and
silence dissent (see Legal Environment).

•

Three political opposition members, who were arrested in February 2016 and charged
with treason for allegedly plotting a coup through WhatsApp, were discharged by the
High Court in March 2017 due to lack of evidence (see Prosecutions and Arrests for
Online Activities).
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Introduction
Internet freedom in Malawi suffered from declining quality of access and new legal restrictions
passed in July 2016 that may lead to censorship of online speech.
In the past year, Malawi’s President Arthur Peter Mutharika repeatedly warned that the government
would begin to take punitive action against online speech viewed as denigrating to others.1 He
followed through by passing the controversial Electronic Transactions and Cybersecurity Act in
mid-2016, which includes problematic provisions that critics worry will be used to silence dissent,
especially as the country gears up for elections in 2019. The new law provides for restrictions on
online communications to “protect public order and national security,” as well as vague clauses that
may enable network shutdowns or blocks on communications platforms. The law also penalizes
“offensive communication” via ICTs with penalties of fines or a maximum 12-month prison sentence,
and places vague restrictions on encryption.
Despite the new law, no websites were blocked in the country during the coverage period, and users
have increasingly turned to online platforms to express critical viewpoints. Nevertheless, online news
was subject to increasing government manipulation in the form of directives to web editors.
There were fewer blatant arrests or prosecutions of online users during this report’s coverage period
compared to past years. In one murky case, the sister to former president Joyce Banda, Cecelia
Kumpukwe, was arrested in April 2017 for allegedly forging a fake resignation letter from the
current vice president and circulating it on social media.2 In a positive development, three political
opposition members, who were arrested in February 2016 and charged with treason for allegedly
plotting a coup through WhatsApp, were discharged by the High Court in March 2017 due to lack of
evidence.3
Meanwhile, access remains a principle obstacle to internet freedom in Malawi, as unprecedented
inflation and currency depreciation has fueled economic instability, negatively impacting the ICT
sector and citizens’ ability to afford basic goods, including mobile services.

Obstacles to Access
Economic stagnation and high taxes make access to ICTS prohibitively expensive for the majority of
Malawians, resulting in low access rates across the country. Average connection speeds decreased from
the previous year, partly due to poor infrastructure management and lack of investment.

Availability and Ease of Access
Malawi – a poor, densely populated, and landlocked country – has one of the lowest and slowest
growing rates of internet access in the world, in stark contrast to the exponential growth in
“Malawi’s Mutharika outraged at social media,” Bizcommunity, February 2, 2017, http://www.bizcommunity.com/
Article/129/669/140229.html.
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Banda,” The Maravi Post, April 25, 2017, http://www.maravipost.com/another-arrest-vps-fake-resignation-letter-mrs-ceciliakumpukwe-young-sister-pa-former-president-joyce-banda/.

2

“Court-dismisses-treason-case-kabwira-to-sue-govt,” Zodiak Online, March 30, 2017, http://zodiakmalawi.com/malawinational-news/court-dismisses-treason-case-kabwira-to-sue-govt; http://bit.ly/2zkUcuz.
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access among its neighbors on the continent. According to the latest data from the International
Telecommunication Union (ITU), internet penetration stood at under 10 percent in 2016, up from
just 9 percent in 2015. Fixed-broadband subscriptions are extremely rare. Mobile phone penetration
is also low at 40 percent in 2016 growing from 35 percent in 2015, compared to an average of 78
percent in Sub-Saharan Africa.4

Key Access Indicators
Internet penetration (ITU)

a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

2016

9.6%

2011

3.3%

2015

35%

2015

2016

2011

2017(Q1)

2016(Q1)

9.3%
40%

26%

1.3 Mbps
1.8 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Poor growth rates of internet and mobile phone access are largely a result of the high service costs
for consumers, which include a 17.5 percent value-added tax (VAT) on mobile phones and services,
a 16.5 percent VAT on internet services,5 and an additional 10 percent excise duty on mobile phone
text messages and internet data transfers introduced in May 2015.6 Consequently, access to the
internet is extremely expensive for average Malawians. As of mid-2017, a monthly data bundle
for 20GB cost US$47 with Airtel, but US$55 with TNM. The high costs have hit the country’s poor
the hardest, shutting them out of an increasingly digital world of important services like mobile
banking and money services that could help lift them out of poverty, as well as access to essential
communications platforms.7
In early 2017, the regulatory body began developing a cost model and pricing framework for
wholesale and retail telecommunication services to enhance competition among operators in
Malawi and reduce costs for users. Once in place in late 2017, the cost model aims to ensure that
MACRA is effectively and efficiently regulating the tariffs offered by the operators to provide lowers
rates while providing a viable business environment for operators to maximize their profits.
For the few users who have access, connection speeds are frustratingly slow and have decreased
to an average of 1.3 Mbps in 2017 from 1.7 Mbps a year prior, compared to a global average of
7.0 Mbps, according to Akamai’s “State of the Internet” report.8Slowing speeds have coincided
with rising costs due to poor infrastructure management and lack of investment. Malawi’s flagging
economy over the past few years has reinforced its status as a least developed country, with soaring
inflation having a negative impact on the ICT sector.
4

ITU, “Key 2005-2016 ICT data,” http://bit.ly/1cblxxY.

Frontier Economics, Taxation and the Growth of Mobile Services in Sub-Saharan Africa, GSMA, 2008, http://bit.ly/1Pk9rVc;
Gregory Gondwe, “Internet VAT bites consumers,” Biztech Africa, July 24, 2013, http://bit.ly/1Zim7Ai.
5

6 WangaGwede, “Malawi hikes tax on internet, duty on SMS: Goodall says local resources to finance 2015/16 budget,” Nyasa
Times, May 23, 2015, http://bit.ly/1Mh08jG.

“J-Lu takes a swipe at Malawi’s SMS and internet tax, labels it ‘Retrogressive and anti-democratic,’” Malawian Watchdog,
May 25, 2015, http://bit.ly/1OoNIe5.

7

8

Akamai, “State of the Internet, Q1 2017 Report,” https://goo.gl/TQH7L7
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A low literacy rate of 64 percent also hinders access to ICTs, and there is a significant digital
divide along gender lines. Unreliable electricity and the high cost of generator power strain ICT
use. Less than 10 percent of the country has access to electricity, giving Malawi one of the lowest
electrification rates in the world, according to the World Bank.9 The electricity grid is concentrated in
urban centers, but only 25 percent of urban households have access, compared to a mere 1 percent
of rural households. Half of Malawi’s private sector enterprises rely on backup generators. The
high cost of infrastructure development in rural areas makes companies unwilling to invest in the
country’s remote regions.

Restrictions on Connectivity
There were no restrictions on connectivity imposed during the report’s coverage period. The
government of Malawi does not have centralized control over the international gateway, which
the ITU characterizes as competitive.10 Malawi has a total of six fiber gateways to the SEACOM and
EASSy cable landings, three each through MTL and the Electricity Supply Corporation of Malawi
Limited (ESCOM). The state-owned Malawi Sustainable Development Network Programme (SDNP),
a licensed ISP, oversees the local traffic hub that connects the country’s internet service providers
(ISPs), but does not have the capacity to block content or restrict connectivity.11
Due to Malawi’s landlocked location, it is connected to the international fiber network in
Mozambique, Zambia, South Africa, and Tanzania through the SEACOM and EASSy networks. A new
fiber optic network SimbaNET was launched in May 2016, establishing a connection between the
capital, Lilongwe, and Tanzania12 and promising to decrease internet prices by 75 percent, which
have yet to be observed as of mid-2017.13
The country’s ICT backbone is entirely national in nature, with no regional integration yet in place.
The scarcity of regional internet exchange points forces telecoms to rely on upstream service
providers that are usually based outside in Europe or North America. Data that should be exchanged
locally within Malawi or regionally must pass outside Africa, resulting in an unnecessary and
expensive use of upstream bandwidth.

ICT Market
Malawi’s ICT market is reasonably competitive with 50 licensed ISPs, the majority of which are
privately owned with the exception of the Malawi Sustainable Development Network Programme
(SDNP).14 One ISP, MTL, also serves as the country’s telecommunication backbone, leasing its
infrastructure to most ISPs and mobile phone service providers in the country.15 Previously a

Latest available data is from 2012. World Bank, “Access to electricity (% of population),” accessed October 1, 2016, http://bit.
ly/1zN9Eaf.

9

10
11

ITU, “Malawi Profile (Latest data available: 2013),” ICT EYE, accessed May 1, 2016, http://bit.ly/1Pk9X5I.
Author interview with IT engineer for a local mobile phone company on March 25, 2015.

Linda Tembo, “Optic fiber cable to improve ICT in Malawi,” Zodiak Online, May 9, 2016, http://zodiakmalawi.com/malawinational-news/optic-fiber-cable-to-improve-ict-in-malawi.

12

Christopher Jimu, “Simbanet sees internet tariffs going down,” Nation Online, January 9, 2017, http://mwnation.com/
simbanet-sees-internet-tariffs-going-down/.

13

Henry Lancaster, Malawi - Telecoms, Mobile and Broadband - Market Insights and Statistics, Executive Summary,
BuddeComm, last updated October 25, 2016, http://bit.ly/1OoOUOx.

14
15

“Fibre optic backbone yielding fruits – MTL,” Mkali Journalist (blog), June 11, 2013, http://bit.ly/1jeMOpm.
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government-owned entity, MTL was privatized in 2005; at present, the government retains 20
percent of MTL shares while Telecomm Holdings Limited holds the other 80 percent.
Mobile phone services are offered by four providers – Airtel Malawi, Telecom Networks Malawi
(TNM), MTL, and Access Communications.16 In October 2015, the licensing of the mobile phone
company Lacell Private promised to help increase Malawi’s market competition in the mobile
sector,17 though it has failed to roll out services through subsidiaries – Malawi Mobile Limited (MML),
G-Mobile, and Celcom Malawi – due to legal challenges.18

Regulatory Bodies
The Malawi Communications Regulatory Authority (MACRA) remains the country’s sole
communications regulator, established under the 2008 Communication Act to ensure reliable
and affordable ICT service provision throughout Malawi. Its mandate is to regulate the entire
communications sector and issue operating licenses for mobile and fixed-line phone service
providers, ISPs, and cybercafés.
Political connections are often necessary to obtain such licenses. Moreover, the institutional
structure of MACRA is subject to political interference, with its board comprised of a chairman and
six other members appointed by the president, and two ex-officio members – the secretary to the
Office of the President and Cabinet and the Information Ministry secretary.19 The director general of
MACRA, whose appointment is also overseen by the president, heads the authority’s management
and supports the board of directors in the execution of its mandate.

Limits on Content
In the past year, content remained uncensored, though online news was subject to increasing
government manipulation in the form of directives.

Blocking and Filtering
The current government of Malawi does not block or filter internet content aside from child
pornography. Social media platforms are freely available in Malawi. Former presidential regimes
have censored internet content in the past.20
Observers and critics worry that the new Electronic Transactions and Cybersecurity Act passed in
July 2016 may be used to block content in the future, among other internet freedom restrictions.
In particular, Article 28 allows for restrictions on online communications to “protect public order

16

Henry Lancaster, Malawi - Telecoms, Mobile and Broadband - Market Insights and Statistics, Executive Summary.

Ida Kazembe, “Govt licenses new mobile service provider – Lacell Public Tele Communication Company,” Malawi News
Agency, via All Africa, October 5, 2015, http://allafrica.com/stories/201510071727.html.

17

MACRA argues that the company failed to beat roll out deadline while on the other hand Lacell argues that it asked for an
extension which MACRA never heeded. See: http://mwnation.com/operator-stops-macra-over-licence/

18
19

International Research & Exchanges Board (IREX), “Malawi,” Media Sustainability Index 2012, http://bit.ly/1Gz5PHM.

During violent anti-government protests in July 2011, MACRA reportedly ordered ISPs to block certain news websites
and social media networks, including Facebook and Twitter, in a supposed effort to quell the spread of violence. See, Michael
Malakata, “Malawi blocks social media networks to quell protests,” Computer World, July 22, 2011, http://bit.ly/1L9Bn93.

20

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

MALAWI
and national security,” a broad provision open for abuse.21 The same article would also “facilitate
technical restriction to conditional access to online communication,” an unclear clause that could
be interpreted to enable network shutdowns or blocks on social media platforms (see Legal
Environment for more details).

Content Removal
Content removal tactics in Malawi are largely informal according to analysts who have received
anonymous reports about how the authorities regularly direct editors of online news websites to
take down critical content. However, the practice is underreported and the extent of content affected
is not known. In one observed incident, a news story about a dispute between President Peter
Mutharika and Vice President Saulos Chilima mysteriously disappeared from an online outlet within
30 minutes of posting.
In early 2017, the president instructed his newly appointed Minister of Information, Communication
and Technology, Nicholas Dausi, to crackdown on online defamation,22 leading to concerns that
content removal may become more systematic, alongside other internet freedom restrictions.

Media, Diversity, and Content Manipulation
In the past year, online news was subject to increasing government manipulation in the form of
directives. According to anonymous interviews, several journalists complained that some of their
articles were never published online or in print because their editors received directives from officials
to refrain from publishing about certain topics.
Malawi’s online media landscape does not reflect a wide diversity of viewpoints, primarily due to the
low level of internet use. Economic conditions make it difficult for journalists and media groups to
launch online outlets. The high cost of using the .mw domain – currently administered by the Malawi
SNDP on behalf of the Malawian government – is also an obstacle to publishing locally-produced
content. According to an official at the SDNP, the cost of using the .mw domain is US$100 per month
for two months after registration and US$50 per month thereafter. Furthermore, online advertising
is low due to a limited understanding of the internet among businesses, which are hesitant to
advertise with independent media outlets. Nonetheless, Malawi’s blogosphere has continued to
grow, with Malawian journalists frequently winning the Media Institute of Southern Africa’s annual
blogging award.
Internet users and commentators practice a degree of self-censorship but are generally more open
to discussing topics of controversial nature. In contrast, online journalists usually exhibit caution
when handling news associated with ethnic, racial, or religious minorities.

Media Institute of Southern Africa (MISA), “Southern Africa: Malawi Parliament Rejects Bill to Gag Online Media,” press
release, November 29, 2015, http://allafrica.com/stories/201511303064.html.

21

Moses Chitsulo, “Peter Mutharika challenges Nicholas Dausi on cyber-crimes fight,” Times, January 9, 2017, http://www.
times.mw/peter-mutharika-challenges-nicholas-dausi-on-cyber-crimes-fight/.
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Digital Activism
The most influential ICT tool in Malawi remains the mobile phone. Messaging platforms such as
WhatsApp are regularly used to organize campaigns and demonstrations, garner political support,
and conduct opinion polls. In the past year, the government partnered with UNICEF to send public
health messages via WhatsApp and SMS, encouraging citizens to vaccinate children for measles.
Digital activism for political or social causes occurs occasionally, though there were no notable
efforts during this report’s coverage period.

Violations of User Rights
The Electronic Transactions and Cybersecurity Act was passed in July 2016 and includes problematic
provisions that critics worry will be used to censor online content and silence dissent. Three political
opposition members, who were arrested in February 2016 and charged with treason for allegedly
plotting a coup through WhatsApp, were discharged by the High Court in March 2017 due to lack of
evidence.

Legal Environment
Malawi has strong constitutional guarantees for freedom of the press and expression, though
there are several laws that restrict these freedoms in practice. The 1967 Protected Flag, Emblems
and Names Act and the 1947 Printed Publications Act both restrict the media from reporting on
the president, among other limitations.23 Libel is punishable with up to two years imprisonment if
prosecuted as a criminal charge, though most libel cases are processed as civil offences or settled
out of court. Malawi’s judiciary is generally regarded as independent.
In an effort to provide a regulatory framework for ICTs and address cybercrime, parliament passed
the controversial Electronic Transactions and Cybersecurity Act in July 2016, which came into force
on June 1, 2017.24Critics have highlighted its potential to limit internet freedom since it was first
drafted in October 2013 and worry that the problematic provisions of the law will be used to silence
dissent ahead of elections in 2019. Article 24 allows for restrictions on online communications to
“protect public order and national security,” a broad provision open for abuse.25 The same article
would also “facilitate technical restriction to conditional access to online communication,” an unclear
clause that could be interpreted to enable network shutdowns or blocks on social media platforms.26
Article 87 penalizes “offensive communication” via ICTs that disturbs the privacy rights of any person
with fines or a maximum 12-month prison sentence – a provision that public officials could exploit
to punish critical speech by online journalists or internet users.27 Article 52 of new law also places
vague restrictions on encryption (see Surveillance, Privacy, and Anonymity).

23

Freedom House, “Malawi,” Freedom of the Press 2017, https://freedomhouse.org/report/freedom-press/2017/malawi.

Michael-Phiri, Moses, “Malawi tightens grip on Internet usage,” Anadolu Agency, June 20, 2017, http://aa.com.tr/en/africa/
malawi-tightens-grip-on-internet-usage/845555.

24

Media Institute of Southern Africa (MISA), “Southern Africa: Malawi Parliament Rejects Bill to Gag Online Media,” press
release, November 29, 2015, http://allafrica.com/stories/201511303064.html.

25

26 Malawi Government Act, No. 33 of 2016, November 4, 2016, http://www.macra.org.mw/wp-content/uploads/2014/07/ETransactions-Act-2016.pdf.
27 Malawi Government Act, No. 33 of 2016, November 4, 2016, http://www.macra.org.mw/wp-content/uploads/2014/07/ETransactions-Act-2016.pdf.
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Prosecutions and Detentions for Online Activities
Malawian netizens occasionally face legal sanctions for their online activities, though there were
fewer blatant arrests or prosecutions of online users during this report’s coverage period compared
to years past. In one murky case, the sister to former president Joyce Banda, Cecelia Kumpukwe, was
arrested in April 2017 for allegedly forging a fake resignation letter from the current vice president
and circulating it on social media.28
In a positive development, three political opposition members, who were arrested in February 2016
and charged with treason for allegedly plotting a coup through WhatsApp, were discharged by the
High Court in March 2017 due to lack of evidence.29 Nonetheless, repeated government declarations
to crackdown on critical online speech and the passage of the new Electronic Transactions Act in
2016 have led to growing fears that arrests and prosecutions will rise in the future.30

Surveillance, Privacy, and Anonymity
Government surveillance of ICT activities is suspected in Malawi, in large part due to the regulatory
authority’s efforts to implement technology known as the Consolidated ICT Regulatory Management
System (CIRMS), known locally as the “spy machine.” The regulatory body MACRA described the
system as a tool for monitoring the performance of mobile phone companies and improving quality
of service. However, news reports said that the machine would also allow MACRA to obtain data
from telephone operators, including the time, duration, and location of calls, SMS messages sent
and received, the type of handset used, and other subscriber details, without judicial oversight.31
After a series of legal challenges, the Supreme Court said the system was in accordance with the
law,32 and in June 2017, the MACRA announced it would begin using the system in September.33
The new Electronic Transactions and Cybersecurity Act enacted in January 2017 requires providers
of cryptography services or products to register with MACRA and provide the regulator with “the
technical characteristics of the encryption means as well as the source code of the software used.”34
Though it is uncertain whether or how the new requirements will affect popular technologies with
end-to-end encryption such as WhatsApp, penalties for violating the law include up to seven years
in prison, a fine of MWK 5,000,000, or both.35
Potential restrictions on anonymous communication include SIM card registration requirements

“Another arrest in the VP’s fake resignation letter: Mrs Cecilia Kumpukwe, young sister and PA to former President Joyce
Banda,” Maravi Post, April 25, 2017, http://www.maravipost.com/another-arrest-vps-fake-resignation-letter-mrs-ceciliakumpukwe-young-sister-pa-former-president-joyce-banda/.

28

“Court Dismisses Treason Case, Kabwira to Sue Govt,” Zodiak Online, March 30, 2017, https://zodiakmalawi.com/malawinational-news/court-dismisses-treason-case-kabwira-to-sue-govt

29

Green Muheya, “Malawi to start regulating social media, online news – Macra,” Nyasa Times, October 2, 2016 http://www.
nyasatimes.com/malawi-start-regulating-social-media-online-news-macra/#sthash.iqeAQoPD.dpuf.

30
31

Gregory Gondwe, “Spy Machine’ brings telecoms fears,” Biztech Africa, November 14, 2011, http://bit.ly/1Mhgs3V.

Tikondane Vega, “MACRA gets Supreme Court nod to use CIRMs ‘spy’ machine,” Mana Online, September 15, 2014, http://
bit.ly/1Nr9aAo.

32

“Spy machine’ roll out in September, says Malawi regulator,” Nyasa Times, June 15, 2017, https://www.nyasatimes.com/spymachine-roll-september-says-malawi-regulator/.

33

34 Malawi Government Act, No. 33 of 2016, November 4, 2016, http://www.macra.org.mw/wp-content/uploads/2014/07/ETransactions-Act-2016.pdf.
35

Global Partners Digital, https://www.gp-digital.org/national-encryption-laws-and-policies/.
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that were announced in June 2014 and reinforced in a new Communications Act enacted in 2016,36
though they have yet to be enforced as of June 2017. Instead, mobile companies began inviting
subscribers to register their SIM cards under what they were calling “Know Your Customer (KYC)”
initiative, and street vendors are still selling unregistered SIM cards.
Nevertheless, service providers are required by law to hand over user information when presented
with a court-issued warrant, though such legal safeguards have failed to prevent abuse in the past,
particularly under the past presidents. The last reported incident of abuse occurred in 2012, when
the former government suspected a group led by then-Vice President Joyce Banda of scheming to
overthrow it and obtained transcripts of the group’s mobile phone and SMS communications from
service providers. The arrest of three opposition MPs for their WhatsApp messages in February
2016 raised suspicions that the current government may be carrying out similar practices, though
WhatsApp messages are more difficult to intercept than SMS.

Intimidation and Violence
There were no reports of physical assaults, extralegal detentions, or harassment of opposition
activists, bloggers, or ordinary internet users in the past year.

Technical Attacks
There were no technical attacks against independent news websites, activists, or ordinary users
reported during the period under review.

36

WangaGwede, “Malawi to start mandatory SIM card registration,” Nyasa Times, January 11, 2014, http://bit.ly/1NrjecG.
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Malaysia
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

9

8

Limits on Content (0-35)

16

16

Violations of User Rights (0-40)

20

20

TOTAL* ( 0-100 )

45

44

Population:

31.2 million

Internet Penetration 2016 (ITU):

78.8 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Internet penetration and average connection speeds increased (see Key Access Indicators).

•

Several websites remain blocked for reporting on a billion dollar corruption scandal
implicating Prime Minister Najib Razak, including the publishing platform Medium (see
Blocking and Filtering).

•

Prosecutions were initiated based on a news video criticizing the Attorney-General and
social media posts about leaders; a Facebook user was sentenced to one year in prison
in June 2016 (see Prosecutions and Detentions for Online Activities).
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Introduction
Internet freedom improved slightly in 2017 as a result of increasing internet penetration and speed.
Officials embattled by allegations of government corruption continued to prosecute critics for online
speech.
Growing internet use has fueled popular political mobilization and a challenge to the government’s
decades-long rule. The Barisan Nasional coalition has a mandate until mid-2018, and the anticipated
general election could intensify pressure on internet freedom. Past elections have seen increasing
manipulation of content online, and the Umno party, which dominates the coalition and the
government, was already ramping up its social media activities during the coverage period.
No websites were newly blocked in the past year, but several popular websites and blogs were still
banned for publishing corruption allegations linked to Prime Minister Najib Razak. Internet users
faced fresh criminal charges under a problematic communications and multimedia law for online
comments about ruling politicians and Malay rulers. The government has said it may amend that
law to combat “false news,” and many people were skeptical about a new a state-led initiative to
encourage users to verify news and information they read online.

Obstacles to Access
Internet access is considered excellent for the region, despite a digital divide between rural and urban
areas. Government policies that promote access high mobile phone penetration is reducing this gap.
An open market allows fierce competition among providers, resulting in attractive pricing and high
quality service.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

a

78.8%

2011

61.0%

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

2015

2011

2017(Q1)

2016(Q1)

71.1%
141%
144%
127%

8.9 Mbps

6.4 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Internet penetration and average connection speeds increased during the coverage period (see Key
Access Indicators), though the benefits remain concentrated in developed or urban areas.
Government statistics show that the highest internet penetration in 2016 was in the highly
developed Klang Valley area, which comprises the capital city Kuala Lumpur (99.9 percent) and the
nation’s most developed state of Selangor (99.7 percent). Free Wi-Fi connections are available in
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many urban spaces, including malls, restaurants, hotels and tourist destinations. Penetration rates
remained low in the underdeveloped, less populated states of Sabah (43.3 percent) and Sarawak
(51.8 percent), situated in East Malaysia where most residents belong to indigenous groups.1
Cybercafes play an important role in providing access outside cities. In 2016, the minister in charge
of multimedia and communications, Salleh Said Keruk, said the government’s aim was to provide
internet access to at least 95 percent of the population.2 The minister has also promised improve
access in Sabah and Sarawak.3 Government and local councils have introduced schemes to provide
free or inexpensive Wi-Fi nationwide.4
Government figures reveal a slight gender imbalance in access rates, with men representing 59.4
percent of both internet and mobile users. The most prolific users were aged 20 to 24 (22 percent).
However, the average age of internet users (32.4 years old) and non-users (50.7 years old) showed
an incremental increase over the 2014 average, indicating that older age groups are joining the
online community.5
During this review period, the most affordable broadband service, at RM59 (US$13) per month,
was offered by Webe, a new provider owned by the state telecommunications company Telekom
Malaysia.6 Other providers offer fixed internet access at about MYR120 (US$27) per month.7 The
average monthly income was US$880 in 2016.8
The average internet speed is still comparatively slow, and many users complain of inefficient
service.9 Malaysia ranked 74th in the world in 2016 when it came to internet speeds, having fallen
one place since 2015. In the Asia Pacific, Malaysia was 9th among 15 countries.10 In the national
budget for 2017, Prime Minister Najib Razak announced that ISPs would increase fixed-line
broadband internet speed without raising prices. The Malaysia Communication and Multimedia
Commission (MCMC) was slated to invest heavily to improve broadband coverage and quality,
aiming to achieve connection speeds of 20 Mbps throughout the country. The government will also
launch an initiative to increase the internet speed in public universities to 100 Gbps.11

Restrictions on Connectivity
There were no reported cases of government-imposed restrictions on access to the internet
during this coverage period.12 However, a partially state-owned company dominates the network
infrastructure.

1

Malaysian Communications and Multimedia Commission statistics, Q3 2016, http://bit.ly/2oBIohM.

3

R Shalini, ‘Push for faster, cheaper Internet access in Sabah’, Borneo Post Online, March 24, 2017, http://bit.ly/2pwnYnx.

5

Malaysian Communications and Multimedia Commission, “Internet Users Survey 2016,” http://bit.ly/2o8caaQ

7

Author’s market survey. See, http://bit.ly/2o8d47r and http://bit.ly/2p00VoZ.

2

Malaysian Communications and Multimedia Commission, “Annual Report 2015,” http://bit.ly/2ouIKXf.

Stephanie Lee, ‘Free WiFi in Kota Kinabalu starting from November’, The Star Online, Oct 6, 2016, https://www.thestar.com.
my/metro/community/2016/10/06/free-wifi-in-kota-kinabalu-starting-from-november/.

4

6

The Webe rate was an introductory offer for a basic package: http://bit.ly/2oalcYc

8 World Bank, “GDP per capita, PPP (current international $),” International Comparison Program Database, http://data.worldbank.org/indicator/NY.GDP.PCAP.PP.CD.

9 ‘MCMC Network Performance Report 2016: More Than Half Of Streamyx Users Experience Poor Service’, Lowyat.net, Jan 31,
2017, http://bit.ly/2p96BwR

10

Adam Abu Bakar, ‘Internet speed to double in 2 years’, FMT, March 12, 2017, http://bit.ly/2pbm4JU

12

Patrick Lee, “Rais: We did not jam networks during Bersih,“ Free Malaysia Today, June 14, 2012, http://bit.ly/1vBS8HM.

11

Malaysian Budget 2017, http://bit.ly/2pwoWAd
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In 2016, the government said it had issued 181 licenses to network facilities providers (up from 171
in 2015).13 But Telekom Malaysia, the largest telecommunications company, retains a monopoly over
the fixed-line network and owns the nation’s last mile connections.14 Other providers must lease
infrastructure from the company on its own terms, resulting in higher prices.15 The government
retains a 29 percent share in Telekom Malaysia, which was formerly state-owned.16
The non-profit Malaysia Internet Exchange allows service providers to exchange local traffic more
efficiently.17 Malaysia has several connections to the international internet, making the network more
resilient to disconnection.18

ICT Market
The government said it had issued 170 network service provider licenses in 2016 (up from 159
in 2015),19 but Telekom Malaysia subsidiary TMNet enjoys a virtual monopoly of the broadband
market.20
The largest mobile provider, Maxis Communications, was founded by Ananda Krishnan, who also
owns Malaysia’s biggest satellite broadcaster and enjoys close ties to former Prime Minister Mahathir
Mohamad.21 Newer mobile phone providers like YTL Communications and Umobile are ostensibly
unrelated to the government, but observers believe they benefit from political connections.
Fiber home broadband service is provided by Astro IPTV. Other providers of broadband and mobile
internet service include Celcom, DiGi, Time Internet, Tune Talk, and Yes, a wireless 4G provider.22
Webe, the latest entrant into the mobile and internet provider market, is owned by Telekom Malaysia.
Some local authorities have introduced restrictions on cybercafes to curb illegal online activities,
particularly gambling.23 In 2017, officials said cybercafes in federal territories could not operate
on the second floor or behind tinted windows.24 Cafe operators in some areas have separately

Malaysian Communications and Multimedia Commission, Communications and Multimedia Pocket Book of Statistics H1
2016, http://bit.ly/2o9wCYj

13

Steven Patrick, “Jaring, the first Malaysian ISP, winds up,” The Star Online, May 4, 2015, http://www.thestar.com.my/Tech/
Tech-News/2015/05/04/Jaring-the-first-Malaysian-ISP-winds-up/.
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G. Sharmila, “Why Broadband is Slower and Costlier in Malaysia,” Kinibiz, September 8, 2014, http://www.kinibiz.com/story/
issues/106653/why-broadband-is-slower-and-costlier-in-malaysia.html.
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Summary of shareholding in Telekom Malaysia, http://bit.ly/290zliY.

“A Glimpse At How Malaysia Internet Exchange Helps Shape The Country’s Internet Experience,” Lowyat, January 26, 2017,
https://www.lowyat.net/2017/123979/a-glimpse-at-how-malaysia-internet-exchange-helps-shape-the-countrys-internet-experience/.
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Michael Ruddy, “Broadband Infrastructure in the ASEAN Region,” Terabit Consulting, presentation, http://www.unescap.
org/sites/default/files/1%20Broadband-Infrastructure-in-the-ASEAN-9-Region.pdf.
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19

20

Telekom Malaysia, http://www.123helpme.com/telekom-malaysia-expansion-view.asp?id=159596.
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21

Colin Kruger, “Billionaire eyes Australian media,” The Sydney Morning Herald, May 28, 2011, http://bit.ly/1DZAsJk.

Peter Boon, “Cyber cafe licences not issued anymore—Ministry,” Borneo Post Online, October 15, 2012, http://bit.ly/1wj3DiD.
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complained of high license fees.25

Regulatory Bodies
The national regulator, the Malaysian Communications and Multimedia Commission (MCMC), is
government run. Despite its multistakeholder advisory board, it has a poor record of upholding
internet freedom.
The Ministry of Communications and Multimedia oversees the MCMC. The 1998 Communication
and Multimedia Act (CMA) gives the ministry a range of powers, including licensing the ownership
and operation of network facilities.
The CMA directs the ministry to appoint the MCMC chairman and three government commissioners,
plus more from nongovernmental entities.26 In 2017, there were six commissioners from the private
sector. The process for appointing members of the MCMC advisory board is more transparent and
participatory, involving consultations with diverse stakeholders and the inclusion of civil society
members on the board. Yet the MCMC has taken steps to curtail online speech (see Blocking and
Filtering).

Limits on Content
Facing a high profile corruption scandal, the government started to block popular news sites and
critical blogs for the first time last year; many remained blocked in 2017. The ruling party urged
members to master the use of the social media to win the war of perception ahead of the general
election in 2018, and officials took steps to combat fake news.

Blocking and Filtering
The government blocked news websites in relation to political corruption allegations for the
first time in 2015 and 2016. No new blocks were reported in 2017, but most of the blocked sites
remained inaccessible.
At least three international websites remain blocked in relation to corruption reporting implicating
Prime Minister Najib. In July 2015, the MCMC ordered service providers to block access to the
UK-based whistleblower site Sarawak Report over articles on the misallocation of resources from
the 1Malaysia Development Berhad (1MDB) state investment fund. The government claimed the
articles were detrimental to national security.27 The blog-publishing platform Medium was blocked
in January 2016, after it refused to take down Sarawak Report articles.28 The Hong Kong-based
commentary site Asia Sentinel was also blocked in January for “violating national laws” after it

25 Melizarani T. Selva, “DBKL’s new licence fees too high, say cybercafe owners,” The Star, May 23, 2015, http://www.thestar.
com.my/metro/community/2015/05/23/dbkls-new-licence-fees-too-high-say-cybercafe-owners/
26

Malaysian Communications and Multimedia Commission Act 1998, http://www.agc.gov.my/Akta/Vol.%2012/Act%20589.

27

Human Rights Watch, “Malaysia: End Website Blocking, Politicized Investigations,” July 22, 2015, http://bit.ly/1EoEOFL.

pdf.

“Spurned by Medium, MCMC strikes back, users suffer,” Digital News Asia, January 27, 2016, http://bit.ly/1TLbYuG; https://
medium.com/medium-legal/the-post-stays-up-d222e34cb7e7#.z1yom7jzk.
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published an article about Prime Minister Najib.29 All three remained inaccessible in early 2017.
Local content was targeted for the same reason. Two local news portals, Malaysia Chronicle and
the now-defunct website The Malaysian Insider, were blocked in October 2015 and February 2016
respectively, both for publishing articles about 1MDB deemed to be critical of the government
and the prime minister.30 Officials described the content as “obscene, indecent, false, menacing or
offensive,” and a threat to national security.31 The government also blocked a handful of prominent
blogs which were critical of the government, such as Din Turtle, which publishes socio-political
commentary, and Syed Outsyed The Box, a blog that had reposted content from Sarawak Report.32
Those blocks remained in place too, though websites supporting the Bersih rally were accessible
again after a temporary block (see Digital Activism).33
Prior to 2015, there were limited reports of content blocked apart from websites which violate
national laws governing pornography,34 although many government-linked companies and public
universities restrict access to the Malaysiakini news website and others perceived as politically
sensitive. A provision of the CMA states that none of its wording “shall be construed as permitting
the censorship of the internet.” The Multimedia Super Corridor, an information technology
development project, includes a 10-point Bill of Guarantees that promises member ICT businesses
there will be no censorship.35
Transparency about blocking is limited. Blocks are implemented on the authority of the MCMC,
which reports to the government (see Regulatory Bodies). No list of affected sites is available. Site
owners can appeal directly to the MCMC if mistakenly blocked, though they are not guaranteed to
be heard. Combative political reporting online may have caused the government or its supporters
to try to censor a handful of news websites in the lead-up to 2013 elections. The sites were
simultaneously targeted by hackers, and the cause of the service disruption remains unclear.36 At
least two outlets filed a complaint with the MCMC, which never responded.
Figures illustrating the number of sites blocked for breaking local laws are periodically reported in
response to questions in parliament, but without further detail. The MCMC said that 1,375 websites
had been blocked in 2016 and 2017 for “false content.”37 A campaign against “false news” was
launched in 2017 (see Media, Diversity, and Content Manipulation). In March 2017, the government
said it has blocked 10,962 websites found to be involved in online fraud between 2008 and January
2017.38
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Content Removal
The MCMC periodically instructs websites to remove content, including some perceived as critical
of the government.39 Some blog owners and Facebook users have been told to remove content
touching on sensitive issues involving race, religion, and royalty. No such instructions were made
publicly in the review period.
Requests are generally nontransparent and lack judicial oversight or avenues for appeal. Medium
was blocked in 2016 after refusing a government request to remove content (see Blocking and
Filtering).
Companies risk liability for some content posted by users, though it’s not clear if this leads them
to remove more content. In 2012, parliament passed an amendment to the 1950 Evidence Act
that holds intermediaries liable for seditious content posted anonymously on their networks or
websites.40 This would include hosts of online forums, news outlets, and blogging services, as well
as businesses providing Wi-Fi services.41 The amendment also holds individuals liable if their name
is attributed to the content or if the computer it was sent from belongs to them, whether or not
they were the author.42 The change was pushed through hurriedly, but garnered significant public
backlash after its passage.43

Media, Diversity, and Content Manipulation
The climate for digital media outlets remained challenging in 2017. Some blogs and news portals
were inaccessible after they were blocked during the last review period (see Blocking and Filtering).
Defamation suits filed by politicians against digital journalists remain pending, and outlets were
raided during the coverage period of this report (see Prosecutions and Detentions for Online
Activities). However, no new websites were newly blocked.
Digital media represents an increasingly serious challenge to traditional media, which is restricted
by the state.44 More established sites such as Malaysiakini and Malay Mail Online have been joined
by smaller platforms that contribute to the diversity of information online.45 Several digital media
platforms are among the nation’s most popular websites.46
Online news outlets have withstood attempts to restrict them in the past. In 2013, a judge ordered
the home ministry to grant Malaysiakini the right to reapply for a print license.47 The ministry
had repeatedly refused to grant the license, and challenged a 2012 appeals court ruling which
39
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characterized Malaysiakini’s right to publish a newspaper as fundamental.48 Cyberattacks against
news portals have declined since 2013, when many reported content disruptions or possible
censorship (see Blocking and Filtering). Some digital journalists have been subject to informal,
inconsistent bans from select government press conferences.49
Yet many platforms struggle to stay economically viable, and government restrictions contribute
to difficult market conditions. A handful of news websites are fighting defamation charges from
political leaders, and face significant damages if they are defeated (see Prosecutions and Detentions
for Online Activity). In 2016, the eight-year-old outlet The Malaysian Insider was shut down
shortly after it was blocked, though it cited commercial reasons for doing so.50 Other news portals
downsized in 2016,51 though new ventures also started during the same period.52
International blog-hosting and social media services were freely available in 2017, with the exception
of Medium, which was blocked in January 2016 (see Blocking and Filtering). During the review
period, 20.6 million internet users were reported to be active on social media.53 Expanded internet
access has led to the emergence of a vibrant blogosphere. English and Malay are the dominant
languages, and many civil society groups, including those representing ethnic minorities, have a
dynamic online presence. Websites in Chinese and Tamil are also increasing.
Prime Minister Najib has his own blog and several million followers on Facebook and Twitter.54 Other
government representatives are embracing ICTs, including Communications and Multimedia Minister
Salleh Said Keruak, who counters criticism of the government on his personal blog.55 The police
force provides updates on social media, and occasionally responds to accusations of abuse from
members of the public.56 Khalid Abu Bakar, a former police inspector general, has come under fire
for threatening to charge government critics on Twitter.57 Threats published on his personal account
continued to cause controversy before he retired in October 2017.58
Both government and opposition figures are known to pay online commentators or cybertroopers
to generate favorable content and denigrate their opponents.59 The battle between opposing
cybertroopers continued during this coverage period. Prime Minister Najib’s Facebook page was
Hafiz Yatim, “Malaysiakini wins court battle over print licence,” Malaysiakini, October 1, 2012, http://bit.ly/V5bcKG; Human
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flooded with comments urging him to step down. Users aligned to him responded with messages of
support.60
Partisan manipulation is likely to increase on social media ahead of the general election, which is
due to take place in 2018. In January 2017, the ruling party, Umno, urged all its members to master
the use of the social media to win the war of perception ahead of the elections.61 In March, the
party called on local divisions to activate newly-formed IT bureaus to “counter the slander” on social
media.62
The government took steps to combat what it characterized as “false news” in 2017. The
SEBENARNYA portal, launched by the communications ministry in March, encouraged social media
users to verify the content of all news reports shared on popular platforms with the slogan, “not
sure, don’t share.”63 Officials said the portal was nonpartisan.64 Comments by Prime Minister Najib,
however, highlighted how easily a government campaign against inaccurate content can become
politicized when he accused “the government’s opponents” of spreading “false propaganda.”65
Issues considered potentially sensitive online include Islam’s official status, race, royalty, and
the special rights enjoyed by Bumiputera, who are ethnic Malays and other indigenous people,
as opposed to the ethnic Chinese and Indian minorities. Discussing these topics can lead to
prosecution, and some internet users exercise self-censorship.

Digital Activism
Digital tools have been used effectively for political mobilization and have helped expose and
undercut the government’s control over traditional media. The Coalition for Free and Fair Elections,
which organizes for political reform, leveraged online platforms to bring tens of thousands of
supporters to the streets during the Bersih 5.0 political rally in November 2016. During the 2013
general election, digital campaigns encouraging citizens to vote contributed to a record 80 percent
turnout of registered voters, in what observers described as the most closely fought election since
independence.66
Digital activists periodically campaign to defend online speech. In February 2016, after police used
an official Twitter account to warn a graphic artist who uploaded an image of Prime Minister Najib as
a clown, internet users shared clown images of the prime minister under a hashtag meaning “we are
all seditious.”67 The artist was subsequently prosecuted (see “Prosecution and Detentions for Online
Activities”).
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Violations of User Rights
The government continued to charge social media users, civil society activists, and politicians for online
remarks, and a teenage laborer was sentenced to 12 months’ imprisonment for insulting a member of
the Malaysian royal family on Facebook. A news outlet was raided over a video criticizing the AttorneyGeneral.

Legal Environment
Malaysia’s constitution provides citizens with “the right to freedom of speech and expression,” but
allows for limitations on that right. While some court decisions have disappointed freedom of
expression advocates,68 others show more independence. The government exercises tight control
over online as well as print and broadcast media through laws like the Official Secrets Act and the
Sedition Act, which dates from 1948. Violations are punishable by fines and several years in prison.
In 2014, Prime Minister Najib reneged on vows made in 2013 to abolish the Sedition Act. In fact,
new amendments in April 2015 widened the scope of the law, allowing the government to block
electronic content considered seditious.69 The penalty for sedition is now seven years in prison, up
from three years before the amendment. A new provision allows for up to 20 years in prison for
seditious activities that result in physical harm or destruction of property.70 In October 2015, the
Malaysian Federal Court rejected a constitutional challenge to the Sedition Act.71
Defamation is a criminal offense under Sections 499 to 520 of Malaysia’s penal code. Media outlets
benefit from stronger privileges under the Defamation Act 1957 if they can prove content is accurate
and was published without malice;72 lacking this protection, bloggers risk punitive damages.
The government has also pursued prosecutions for online content based on the Communications
and Multimedia Act 1998 (CMA). The Act’s broadly worded Section 211 bans content deemed
“indecent, obscene, false, threatening, or offensive;” Section 233 punishes the “improper use of
network facilities or network service,” when such content is shared via the internet. Amendments
to the CMA and the related Communications and Multimedia Commission Act (CMCA) 1998 were
expected to be presented in late 2016,73 including measures to curb the use of social media to
inflame “religious and racial sensitivities,” or support the “recruitment of terrorists.”74 Critics say
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the intention is to restrict criticism of the government.75 A minister said the amendments were not
designed to limit free speech, but to “create a mechanism to detect irresponsible individuals who
cause false news and slanderous allegations.”76 They had yet to be brought to parliament during this
review period.

Prosecutions and Detentions for Online Activities
Internet users are frequently arrested and prosecuted for online speech. New cases in the review
period involved a news video criticizing the Attorney-General and social media posts about Malay
rulers or the prime minister. A Facebook user was sentenced to one year in prison in June 2016.
The number of reported cases increased after 2015, when dozens of people were arrested under the
Sedition Act during a crackdown on dissent. Charges under the CMA are also increasing, according
to local activists. A total of 37 cases were reportedly filed in 2016 under Section 233 of the CMA
(“improper use of network facilities or network service”), with 181 alleged social media abuses
recorded during the same period.77 The MCMC separately said it was investigating 167 cases of
“internet and social media abuse” in 2016 and early 2017, including CMA violations involving “false
content and information spread through WhatsApp, Facebook, Twitter, and other platforms.”78
Cases involving online speech were filed under both the sedition law and the CMA in the past year.
Targets included: A number of people for Facebook posts considered offensive towards the crown
prince of the southern state of Johor (Sultans constitutionally rule nine of the country’s sixteen states
and federal territories);79 a youth for allegedly insulting the Terengganu Sultan;80 seven individuals,
including a student, for comments about a dead politician;81 two members of a civil society group
who mentioned the Sultan of Johor while criticizing environmental issues in the area;82 and an
opposition activist who mocked the prime minister and his wife.83 All cases were pending in mid2017.
While many such cases are dropped before going to trial, at least one person was sentenced during
the review period. In June 2016, 19-year-old laborer Muhammad Amirul Azwan Mohd Shakri was
sentenced to one year in prison on fourteen counts of posting Facebook comments considered
insulting to the Sultan of Johor.84 News reports said he was unrepresented in court. His family filed
an appeal.85
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ly/2oc8RQ2.
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“Teenager gets one-year jail sentence for insulting TMJ,” Malaysiakini, June 7, 2016, https://www.malaysiakini.com/
news/344372; “Maximum jail for insult of Johor prince ‘excessive’, says lawyer,” Malay Mail, June 8, 2016, http://bit.ly/28NuRKr.
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A news outlet was also prosecuted. The MCMC raided Malaysiakini offices on November 8, 2016
and seized two computers over a video uploaded on its subsidiary KiniTV in July 2016.86 The video
showed an opposition leader criticizing the Attorney General at a press conference. KiniTV and its
two directors were charged with improper network use under the CMA on November 18. In January
2017, a judge upheld the charges, and the case was pending in mid-2017.87 The charge carries a jail
term up to one year or a fine up to MYR 50,000 (US$12,000_ or both and a further fine of MYR 1,000
(US$250) for every day that the video remains available after conviction.
News websites have also been subject to defamation charges. In 2014, Prime Minister Najib and his
party Umno sued Malaysiakini for defamation, followed by three additional news websites in 2015.88
Minister Abdul Rahman Dahlan filed a defamation suit against Malaysiakini in December 2015,
saying he had failed to receive a satisfactory reply over its report he said had misquoted him.89 All
suits were pending in mid-2017. In April, Prime Minister Najib also threatened to sue an opposition
lawmaker for defaming him in a Facebook video.90
Several high profile criminal cases from previous review periods were ongoing in 2017. In one
example from 2016, artist and activist Fahmi Reza was charged with improper use of network
facilities for publishing a caricature of Prime Minister Najib Razak as a clown on Facebook, alongside
a comment on the use of sedition charges to suppress free expression. A legal case challenging the
criminal charge was also pending in mid-2017.91

Surveillance, Privacy, and Anonymity
The extent of government surveillance of ICT content is not known, but privacy protections are
generally poor.92 There are legal provisions allowing for the police, public prosecutor, and even
the communications and multimedia minister to intercept communication online and from mobile
phones. While oversight is sometimes required, in practice the courts usually grant requests
for interception warrants, and these provisions are generally interpreted to mean that network
operators and service providers should assist law enforcement and intelligence agencies even where
clear procedures are lacking. A court order is not required for emergency interception in cases
involving security offences. Under the Security Offences (Special Measures) Act 2012, a police officer
under the rank of Superintendent of Police may intercept communications without the authorization
of the Public Prosecutor in urgent cases.93
Since 2007, mobile phone owners, including customers using prepaid service, are required to
register as part of an effort to decrease rumor mongering.94 The rule appears to have been weakly

86

P Divakaran, ‘MCMC raids Malaysiakini’, The Star Online, November 8, 2016, http://bit.ly/2nN7BH6.

88

“Najib and Umno sue Malaysiakini,” The Star Online, June 4, 2014, http://bit.ly/1EuzNOR.

90

‘Najib demands Tony Pua apologise, retract defamatory statements’, Bernama, April 11, 2017, http://bit.ly/2ozgoLp.

Maizatul Nazlina, ‘KiniTV and directors fail to get charges against them dropped’, The Star Online, January 20, 2017, http://
bit.ly/2piG5hE.
87

89

“Minister to sue Malaysiakini over ‘reverse migration’ report,” Malaysiakini, December 8, 2015, http://bit.ly/1n7IDfO.

Mohamad Fadli, ‘Fahmi Reza granted leave to challenge charge against him’, Free Malaysia Today, January 18, 2017, http://
bit.ly/2ocjUbX.

91

92 Privacy International, Final Report for “Privacy in Asia” Scoping Project, November 2009, https://idl-bnc.idrc.ca/dspace/handle/10625/40000.
93 Telecommunications Industry Dialogue, “Malaysia Country Profile,” http://www.telecomindustrydialogue.org/resources/
malaysia/.
94

“Dec 15 Registration Deadline Stays: MCMC,” Bernama, August 18, 2006, http://bit.ly/1zq73QJ.
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enforced. Real-name registration is not required for participation in Malaysia’s blogosphere, or to
use a cybercafe. In 2016, the government threatened to revisit an old proposal to require bloggers
to register with the Communications and Multimedia Ministry, supposedly to curb defamatory and
irresponsible writing. Nur Jazlan Mohamed, the deputy home minister, said the proposal was aimed
at ensuring that articles on blogs or social networks “were accurate, valid, ethical, and did not abuse
the internet.”95 In early 2017, the proposal had yet to be brought to parliament.96 In April 2017, the
Home Ministry separately denied reports on social media that it was passing new laws to spy on
internet users.97
The Malaysian Personal Data Protection Act 2010, which regulates the processing of personal data in
commercial transactions, came into effect in November 2013. The law makes it illegal for commercial
organizations to sell personal information or allow third parties to use it, with penalties up to MYR
100,000 (US$27,400) or one year imprisonment. Federal and state governments are exempted from
the law, as is data processed outside Malaysia.98 The act requires that information about Malaysians
be stored locally, and limits conditions under which the data can be transferred abroad, though it is
not clear how far that requirement is enforced.99
Some official agencies may have obtained equipment enabling them to monitor digital activity
without oversight. In 2013, the University of Toronto-based research group Citizen Lab reported
detecting software known as FinFisher, described by its distributor Gamma International as
“governmental IT intrusion and remote monitoring solutions,” on 36 servers worldwide, including
one in Malaysia.100 The software potentially allows the server to steal passwords, tap Skype calls, or
record audio and video without permission from other computers.101 Citizen Lab later identified
“a Malaysian election-related document” they characterized as a “booby-trapped candidate list”
containing surveillance spyware.102 Because the spyware is only marketed to governments, “it is
reasonable to assume that some government actor is responsible,” the group concluded. A separate
Citizen Lab report published in 2014 said a Malaysian government agency was a “current or former
user” of Remote Control System spyware marketed by the Milan-based Hacking Team.103 In 2016, the
Prime Minister’s Office denied having purchased this spyware, but could not confirm whether other
government agencies had or not.104

Intimidation and Violence
Physical violence sporadically affects traditional and online journalists. In October 2016,
95

“Bloggers registration can prevent defamation, disunity – experts,” Bernama, February 22, 2016, http://bit.ly/1WFGPHj.

97

‘Home Ministry: No new law on phone, internet surveillance’, Berita Daily, April 14, 2017, http://bit.ly/2peDFn1.

96

“Registration of blogs, a draconian move,” The Malaysian Insider, February 23, 2016, http://bit.ly/1WRTirg.

Barry Ooi, “How the Personal Data Protection Act Impacts the Market Research Industry,” The Star, December 29, 2012,
https://www.thestar.com.my/business/business-news/2012/12/29/how-the-personal-data-protection-act-impacts-the-market-research-industry/.

98

99 Anupam Chander and Uyen P. Le, “Breaking the Web: Data Localization vs. the Global Internet,” (UC Davis Legal Studies
Research Paper No. 378, Emory Law Journal, April 2014) http://bit.ly/1Bq2KuA.

Morgan Marquis-Boire et al., “You Only Click Twice: FinFisher’s Global Proliferation,” Citizen Lab, March 13, 2013,
http://bit.ly/1grgVFd.

100

Boo Su-Lyn, “Malaysia uses spyware against own citizens, NYT reports,” The Malaysian Insider, March 14, 2013,http://bit.
ly/1E52SSf. The original New York Times article: Nicole Perlroth, “Researchers Find 25 Countries Using Surveillance Software,”
The Business of Technology (blog), The New York Times March 13, 2013, http://nyti.ms/1G2XSOv.

101

102

“Short Background: Citizen Lab Research on FinFisher Presence in Malaysia,” Citizen Lab, May 2013, http://bit.ly/1zNT7Bo.

104

“No, PMO did not buy spyware, reiterates Azalina,” Berita Daily, January 1, 2016, http://bit.ly/1Qd9ceg.
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Bill Marczak et al, “Mapping Hacking Team’s “Untraceable” Spyware,” Citizen Lab, February 17, 2014, http://bit.ly/1kPDo0Y.
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progovernment protesters intimidated three journalists, including one from a Bahasa Malaysia news
portal, while covering a Bersih 5.0 convoy to promote free and fair elections (see Digital Activism).
Three people were arrested for criminal intimidation in connection with the incident.105

Technical Attacks
No severe or crippling attacks to suppress political information were reported by during this review
period. In the past, independent online news outlets and some opposition-related websites faced
intense distributed denial-of-service (DDoS) attacks. DDoS attacks force sites to crash by overloading
the host server with requests for content. Some observers believe such attacks are either sponsored
or condoned by Malaysian security agencies, since they often align with government priorities.
Malaysiakini was one of many sites which were subjected to an apparently coordinated assault
before the 2013 elections.106
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‘Three Red Shirts nabbed for assaulting journalists’, Berita Daily, October 17, 2016, http://bit.ly/2ocu0d1

Human Rights Watch, “Malaysia: Violence, Cyber Attacks Threaten Elections,” May 1, 2013, http://bit.ly/1Ezugqi; Shawn
Crispin, “In Asia, Three Nations Clip Once-Budding Online Freedom,” in Attacks on the Press, Committee to Protect Journalists
(New York: Wiley, February 2013), http://bit.ly/1wxdabx.
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Mexico
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

8

7

Limits on Content (0-35)

10

10

Violations of User Rights (0-40)

20

22

TOTAL* ( 0-100 )

38

39

Population:

127.5 million

Internet Penetration 2016 (ITU):

59.5 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
●

Four years after introducing reforms to reshape the telecommunications industry, prices
for telecommunications services have decreased and internet penetration increased
(see “Availability and Ease of Access”).

●

A series of revelations renewed concerns about illegal surveillance practices in the
country, as spying software sold to the government abusively targeted human rights
lawyers, journalists, and activists (See “Surveillance, Privacy, and Anonymity”).

●

At least two online reporters were killed. Physical and technical violence continued to
frequently target digital media covering sensitive stories such as crime, corruption, and
human rights violations (see “Intimidation and Violence” and “Technical Attacks”).
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Introduction
While access has steadily improved, Mexico’s internet freedom environment declined due to
revelations concerning government spyware used against human rights lawyers, journalists, and
activists.
Mexico’s telecommunications reform has induced some changes in Mexico’s ICT market by reducing
barriers for foreign investment and slashing prices for telecommunication services. In January 2017,
the government formally signed a public-private partnership to deploy the Red Compartida project,
a wholesale wireless broadband network expected to boost competition and expand coverage to
underserved areas. Nevertheless, Mexico still faces challenges in its quest to increase competition
and extend internet access to all citizens, as regional and disparities between urban and rural
populations create a stark digital divide.
High levels of violence against journalists continued to severely limit internet freedom. During this
period, online publications suffered cyberattacks, and at least two reporters covering sensitive
stories online were killed, and many more received death threats and intimidating messages online.
While citizens continued to use digital tools to protest against impunity, corruption, and gender
violence, online manipulation remained a prominent phenomenon in Mexico’s digital sphere. In early
2017, social protests against the steep hike in gas prices were soon delegitimized by social media
messages promoting vandalism and chaos.
Using the tense security situation and the war on drugs as justification, the government has
increased its surveillance powers. A series of investigations have shed light on Mexico’s misuse of
digital spying technologies intended to pursue criminals and terrorists. As of August 2017, Citizen
Lab and Mexican partner organizations had documented at least 21 cases of abusive targeting of
journalists, human rights lawyers, activists, and political figures with the spying software Pegasus,
developed by the Israeli company NSO Group and sold exclusively to governments.    

Obstacles to Access
The implementation of the 2014 Telecommunications Law has brought tangible benefits for internet
access in Mexico, by slashing prices of telecommunications services and promoting important
investments in infrastructure. Nevertheless, concentration is still high and the real-world impact of
these changes in some parts of the country remains to be seen, as the country still suffers from a wide
digital divide between urban and rural communities.

Availability and Ease of Access
Four years after introducing reforms to reshape the telecommunications industry, Mexico has noted
some tangible improvements in terms of expanding internet connectivity, greater competition, and
price reductions.1 Internet and mobile penetration rates have continued to steadily increase.
Telecommunications reforms promoted by President Enrique Peña-Nieto in 2013 sought to
substantially reshape the telecommunications industry and increase access. The reform package
Instituto Federal de Telecomunicaciones (IFT). “Telecommunications in Mexico. Three Years After the Constitutional Reform”,
June 2016, http://bit.ly/29zZ5zh   

1
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seeks to develop a Shared Network (Red Compartida) and Backbone Network (Red Troncal) to
improve quality, affordability, and coverage of telecommunication services across the country. In
January 2017, the government formally signed a public-private partnership to deploy the Red
Compartida project, a wholesale wireless broadband network expected to start operating in 2018.
This network would offer data capacity to other operators and expand coverage to regions that lack
services.2

Key Access Indicators
Internet penetration (ITU)

a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

2016

59.5%

2011

37.2%

2015

85%

2015

2016

2011

2017(Q1)

2016(Q1)

57.4%
88%

79%

7.5 Mbps

5.9 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

While Mexico’s mobile penetration is still behind other countries in the region, the number of
smartphone users has increased significantly. Some 81 million people are mobile phone users,
of which 60 million use a smartphone.3 Prices for mobile telecommunications have dropped
significantly: according to the Organization for Economic Cooperation and Development (OECD),
the price for a package of 100 calls and 500MB declined by 65 percent since 2013, from $44 to $15
(in USD Purchasing Power Parity), whereas a package of 900 calls and 3GB dropped from $101 to
$25.4 The prevalence of smartphones is due in part to a decrease in prices for mobile phone use, the
increasing availability of smartphones, and promotions that narrow the price gap between basic
phones and smartphones.5  
Despite initiatives to increase connectivity, the digital divide between urban and rural regions in
Mexico remained significant.6 While 47 percent of homes had internet connections in 2016, 7.8
percent higher than the previous year, the proportion of homes with internet connections in some
of the poorest states has only improved slightly.7 In 2016, only the states of Baja California Sur and
Sonora entered the group of states with a penetration above 70 percent. On the other hand, Chiapas
“Firman contrato para desplegar Red Compartida de telecomunicaciones en México,” El Confidencial (EFE), January 24, 2017,
http://bit.ly/2hlmo68

2

Instituto Nacional de Estadística y Geografía (INEGI), “Aumentan uso de Internet, teléfonos inteligentes y TV digital”
[Increase in the use of Internet, smartphones and digital TV], National Survey on Availability and Use of Information
Technologies in Households (ENDUTIH), March 14, 2017, http://bit.ly/2mNucRu
3

4

pdf

“OECD Telecommunication and Broadcasting Review of Mexico 2017,” http://www.oecd.org/sti/OCDE-IFT-ENG-[Print]_light.

5 “Precios de telefonía móvil, de los más bajos en 1T16” [Mobile telephone prices, the lowest in Q1 2016], El Financiero, April
14, 2016, http://bit.ly/1NjfRpc
6 Christine Murray, “As Mexico lauds telecom reform, rural poor search for connection,” Reuters, October 27, 2016, http://
reut.rs/2f5JiP4; René Cruz González,  “Sin acceso a Internet, más de 14 millones de campesinos e indígenas” [Without access

to the Internet, more than 14 million peasants and indigenous people], MVS Noticias, March 21, 2016, http://bit.ly/2r5lfSW

Instituto Nacional de Estadística y Geografía (INEGI),  “Aumentan uso de Internet, teléfonos inteligentes y TV digital”
[Increase in the use of Internet, smartphones and digital TV], National Survey on Availability and Use of Information
Technologies in Households (ENDUTIH),March 14, 2017, http://bit.ly/2mNucRu
7
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and Oaxaca recorded a penetration rate of 20.6 and 13.3 percent respectively.8
Such disparate connectivity rates are also evident in the relatively small percentage of internet
users with broadband access. Although the number of Mexicans with broadband subscriptions has
increased over the past decade, growing from 2.72 percent in 2006 to 12.76 percent in 2016,9 Mexico
still falls significantly below the broadband penetration rates of other OECD countries, averaging
29.76 percent.10 While prices for mobile broadband services have dropped, high equipment costs
and geographical dispersion continue to pose challenges.11
While it is true that the number of users has increased, digital inclusion programs continued to face
challenges in reducing the digital divide.12 Programs such as Connected Mexico (México Conectado),
which seeks to bring broadband internet to low income populations free of charge, have recently
been affected by financial constraints. In September 2016, the Office of Telecommunications and
Transport announced an 80 percent budget cut in 2017 for the program.13
Ethnic and linguistic divides are also significant. According to the latest records, 14 million
indigenous people and farmers were disconnected.14 Civil society groups have complained that
despite telecommunications reforms, current ICT policies do not guarantee effective access for
marginalized communities.15 On the other hand, 2016 saw a historic move towards creating an
autonomous communitarian telecommunications network. In an unprecedented event, the regulator
granted two concessions to a nonprofit group representing indigenous and rural communities to
operate a telecommunications network. With this concession, at least 356 municipalities in the states
of Chiapas, Guerrero, Oaxaca, Puebla, and Veracruz home of Mixe, Mixtec and Zapotec communities,
would be able to access mobile telephony and internet services.16  

Restrictions on Connectivity
There were no recorded activities or public incidents related to government-imposed restrictions
on ICT connectivity during this coverage period. Article 190 in the 2014 Telecommunications Law,
however, authorizes the “appropriate authority” within the Mexican government to request the

8 Instituto Nacional de Estadística y Geografía (INEGI), “Aumentan uso de Internet, teléfonos inteligentes y TV digital”
[Increase in the use of Internet, smartphones and digital TV], National Survey on Availability and Use of Information
Technologies in Households (ENDUTIH),March 14, 2017, http://bit.ly/2mNucRu

9 Organisation for Economic Co-operation and Development (OECD), “Historical time series, fixed and wireless broadband
penetration. Q2 2016”, OECD Broadband Portal, June, 2016, http://bit.ly/2ppAM3L

Organisation for Economic Co-operation and Development (OECD), “Historical time series, fixed and wireless broadband
penetration. Q2 2016”, OECD Broadband Portal, June, 2016, http://bit.ly/2ppAM3L

10

Miriam Posada García, “México, de los más rezagados en acceso a la telefonía móvil” [Mexico, behind the average in
mobile telephony], La Jornada, April 3, 2017, http://bit.ly/2nADQFk

11

José Merino and Mariano Muñoz, “México Conectado: más internautas, mismas brechas” [Connected Mexico: more
internet users, same gaps], Horizontal. mx, January 25, 2017, http://bit.ly/2q6VrbV

12

Carla Martínez, “México Conectado, con recorte de hasta 80%” [Connected Mexico, with a budget cut of  80%], El
Universal, September 12, 2016, http://eluni.mx/2clhN0Z

13

René Cruz González, “Sin acceso a Internet, más de 14 millones de campesinos e indígenas” [Without access to the
Internet, more than 14 million peasants and indigenous people], MVS Noticias, March 21, 2016, http://bit.ly/2r5lfSW

14

Enjambre Digital, “Organizaciones de la sociedad civil mexicana en IGF 2016 denuncia graves violaciones a derechos
humanos” [Mexican civil society organizations in IGF 2016 denounce serious violations of human rights], Enjambre Digital,
December 5, 2016, http://bit.ly/2qAwdUi

15

16 Giovanna Salazar, “La emancipación mediática en México da un paso adelante con red de telecomunicaciones
para uso social indígena” [Media emancipation in Mexico takes a step forward with the indigenous social use of
telecommunications], Global Voices, July 22, 2016, http://bit.ly/2r9u7aW
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suspension of telephone service in order to “halt the commission of crimes.”17
Although the majority of the backbone infrastructure in Mexico is privately owned, the state-owned
company Telecomm has taken on greater control of the infrastructure, after taking over fiber-optic
infrastructure from the Federal Electricity Commission.18 Mexico has only one internet exchange
point (IXP), set up by KIO Networks in April 2014, which increases efficiency and reduces costs for
Mexican ISPs by helping to manage traffic across networks.19

ICT Market
Mexico’s recent reforms have sought to improve the ICT market by reducing market dominance
and barriers for investment.  Under constitutional reforms to the telecommunications sector signed
in 2013,20 companies are prohibited from controlling more than 50 percent of the market. The
Telecommunications Law published in July 2014 allowed IFT to take measures to reduce the market
dominance of América Móvil’s holdings in the mobile (Telcel) and fixed-line (Telmex) market.
Despite regulatory actions, the ICT market remained dominated by a few agents.21 By the fourth
quarter of 2016, América Móvil (Telmex) continued to dominate the fixed broadband market (57.5
percent), followed by Grupo Televisa (21.5 percent) and Megacable (13.3 percent). América Móvil
(Telcel) also dominated the mobile broadband market (71.8 percent), followed by Telefónica (14.2
percent) and AT&T (12.4 percent).22
Competition is expected to increase with the launch of the shared wholesale wireless network
(Red Compartida) in 2018. In January 2017 the Altán consortium, a public-private partnership,
was contracted to manage the Red Compartida.23 The project is coordinated by the Ministry of
Communications and Transport (SCT) and the Federal Institute of Telecommunications (IFT). This
network aims to deliver mobile voice and data services to underserved areas, and will be available
for use in March 2018.24

Regulatory Bodies
In 2013, the government established a new autonomous regulatory agency known as the
Federal Telecommunications Institute (IFT) as part of a constitutional reform, in order to increase
17 Artículo 189-190 de Ley Federal de Telecomunicaciones y Radiodifusión” [Art. 189-190 o Federal
Telecommunications and Radio Law], http://bit.ly/1zCzcYq

18 Peralta, “Telecomm venderá conectividad de fibra óptica en 2015” [Telecomm will sell fiber optic connectivity in
2015], Expansión, December 11, 2014, http://bit.ly/2deO119

Julio Sánchez Onofre, “Primer IXP in Mexico, una realidad,” El Economista, April 30, 2014, http://bit.ly/1h3UAQG.
See also: “Inauguración del primer IXP mexicano,” [Inauguration of the first IXP] April 30, 2014, http://bit.ly/1ULslbw

19

20 “Mexican Senate approves telecoms-reform bill,” Al Jazeera, May 1, 2013 http://bit.ly/1KOyU3J; See also: Dolia Estevez,
“Mexico’s Congress Passes Monopoly-Busting Telecom Bill, Threatening Tycoon Carlos Slim’s Empire,” Forbes, May 1, 2013,
http://onforb.es/1iFp4cQ.
21 Adrián Arias, “Monopolios mantienen su dominio en telecomunicaciones” [Monopolies maintain their dominions
within the telecommunications sector], Crónica, April 16, 2017, http://bit.ly/2ra3umt; The Competitive Intelligence
Unit (CIU), “Sector Convergente -Telecomunicaciones y Radiodifusión en el Marco de Revisión de la Preponderancia

[Convergent Sector- Telecommunications and Broadcasting within the framework of Preponderance Revision], 2016,  http://bit.
ly/2oqFgp8

22   Federal Telecommunications Institute (IFT), “Cuarto Informe Trimestral Estadístico 2016” [Fourth quarterly statistical report
2016], May 2017, https://goo.gl/QRTJa3
23
24

Altán Redes, “Propuesta” [Proposal], 2017, http://bit.ly/2i1hLwZ

Buddle, “Mexico. Mobile Infrastructure, Broadband, Operators. Statistics and Analyses,” May 2017, http://bit.ly/2qrAwyy
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transparency of media regulation.25 IFT has the legal mandate to act as an antitrust body, protecting
the industry against monopolistic practices.
After secondary legislation was approved in July 2014, IFT began acting on its mandate to
unilaterally punish noncompetitive practices through the withdrawal of corporations’ licenses,
the application of asymmetric regulation, and the unbundling of media services.26 The most
notable step taken by IFT was the declaration that América Móvil and Televisa were dominant
companies. However, IFT received criticism for authorizing Telcel to exclusively exploit 60 MHz
of the 2.5 GHz band.27 Associations such as the Telecommunications Law Institute (IDET) and the
Competitive Intelligence Unit (CIU) denounced that this move in fact reinforced the dominant player,
contradicting IFT’s mandate to guarantee competition and equal conditions for all agents in the
sector.28

Limits on Content
Harassment and physical violence has encouraged a climate of self-censorship among journalists and
online activists, although many continue to risk physical danger in order to write about crime and
corruption. While citizens continued to use digital tools to protest against impunity and corruption,
online manipulation has continued to be an ongoing phenomenon in Mexico’s digital sphere. In early
2017, social protests against the steep hike in gas prices were delegitimized by social media messages
promoting vandalism and chaos.

Blocking and Filtering
No evidence has been documented that the government or other actors blocked or filtered internet
and other ICT content.
However, there was at least one case of a governmental institution, the Mexican Institute of
Industrial Property, attempting to block the website mymusiic.com because of alleged copyright
violations. In April 2017, the Supreme Court of Justice declared that the order to block an entire
website was unconstitutional, as it was considered a disproportionate measure that violated freedom
of expression.29
Social networking sites and international blog-hosting services are available in Mexico. Nevertheless,
technical attacks against media outlets are increasing as a means to limit access to content (See
Technical Attacks).

Content Removal
25 Juan Montes, “Mexico Telecoms Reform Bill Advances,” The Wall Street Journal, March 22, 2013, http://on.wsj.
com/1LXSc6E

Víctor Pavón-Villamayor, “Ifetel, la mayor apuesta en telecomunicaciones,” [Ifetel, The Biggest Bet in Telecommunications]
Forbes México, April 25, 2013, http://bit.ly/1JyL0Mr

26

Carla Martinez, “Espectro autorizado a Telcel no afecta la competencia: IFT” [The spectrum authorized to Telcel does not
affect competition: IFT], El Universal, May 4 2017, http://eluni.mx/2qJKz4r

27

28 Ernesto Piedras, “Empoderando más al preponderante” [Empowering the preponderant], El Economista, May 10,
2017, https://www.eleconomista.com.mx/opinion/Empoderando-mas-al-preponderante-20170510-0008.html
29 Diana Lastiri, “Government can’t block web pages by copyright: Court”, El Universal, April 19, 2017, http://eluni.
mx/2pss7xh
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While the Mexican government does not systematically request the removal of online content
from intermediaries, news sites, and hosting services, some social media platforms and search
engines recorded an increase in removal requests over the past year.30 From July to December 2016,
Facebook registered 25 content restrictions related to the alleged illegal sale of regulated goods in
response to requests from the Mexican Federal Commission for the Protection against Sanitary Risk
(COFEPRIS).31 Twitter registered 3 removal requests in the second half of 2016.32  
Although there is no strong legislative framework on intermediary liability, existing legislation
offers some protections from liability for ISPs in cases of copyright infringement.33 A ruling from
the Federal Institute of Access to Information and Personal Data Protection (IFAI)34 in January 2015
threatened to introduce greater liability for search engines if they did not comply with requests to
remove sensitive personal information from their search results. INAI had ruled in favor of a request
from a businessman to remove links from Google search results which included criticisms of his
family’s business dealings.35
Both Google Mexico and the media outlet Revista Fortuna—the latter represented by the digital
rights group R3D (Digital Rights Defense Network)—challenged the resolution.  In August 2016, a
tribunal ruled in favor of Revista Fortuna’s right to be heard.36 This latest decision rescinded the 2015
ruling, opening way for a new procedure on the matter.37 This resolution was celebrated by NGOs as
an example of the public interest prevailing.38

Media, Diversity, and Content Manipulation
Local officials have often been accused of manipulating online content in their favor, or of harassing
or otherwise attempting to intimidate journalists to keep them from writing about issues of local
corruption and crime.
The climate of violence and harassment towards the media contributes to significant self-censorship
in states heavily afflicted by violence. Local media tend to refrain from reporting on stories about
drug trafficking or drug-related violence. Nevertheless, independent media outlets strive to follow
their own editorial line regardless of political or other kinds of pressures.39
Julio Sánchez Onofre, “Gobierno mexicano crece vigilancia en Twitter, Facebook y Google” [Mexican government increases
surveillance on Twitter, Facebook and Google], El Economista, May 8 2017, http://bit.ly/2qWmmEF

30

31 Facebook, “Solicitudes de datos de México” [Information requests in Mexico], Informe sobre solicitudes gubernamentales,
July 2016-December 2016,  http://bit.ly/2qlvkxB
32

Twitter, “Mexico,” Transparency Report,July 2016-December 2016, https://transparency.twitter.com/en/countries/mx.html

33 Jose Camarena, “WILMAP: MEXICO,” The Center for Internet and Society, Stanford Law School, http://stanford.
io/1MV98kd

This was the name of the institute at the time of the ruling. However, in May 2015, the institute changed its name to the
National Institute of Transparency, Access to Information, and Personal Data Protection (INAI).

34

La Razón, “Google litiga contra el IFAI por el derecho al olvido” [Google challenges IFAI over right to be forgotten], March
21, 2015, http://bit.ly/1JOkoJz

35

36 See: “¡Ganamos! Tribunal anula resolución del INAI sobre el falso «derecho al olvido»” [We won! Court overturns
INAI’s resolution on the false “right to be forgotten”], August 24, 2016, http://bit.ly/2ekBFpe; and Manu Ureste,
“Derecho al olvido en internet: ¿un derecho, censura o un redituable negocio en México?” [Right to be forgotten on the
Internet: a right, censorship, or a profitable business in Mexico?], Animal Político, September 13, 2016, http://bit.ly/2cT4QPA
37 José Soto Galindo, “Fortuna obliga al INAI a discutir sobre Google y los datos personales otra vez,” [Fortuna
forces INAI to discuss Google and personal data again], El Economista, August 25, 2016, http://bit.ly/2dn6F5v

El Economista, “Anulan resolución del INAI sobre derecho al olvido” [Court overturns INAI’s resolution on the right to be
forgotten] The Economist, August 24, 2016. http://bit.ly/2bCBdgg

38
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Ernesto Aroche. Editor, Lado B. Personal interview. May 10, 2017.

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

MEXICO
Online manipulation and disinformation campaigns have been a recurring phenomenon since 2012.40
Online trolls have targeted journalists, activists, human rights defenders, academics, or groups
whose opinions have been critical of the government, political parties, or politicians. The use of
bots to manipulate online debates has been documented in several studies.41  Amnesty International
has in turn noted how certain tactics have evolved to make it harder for platforms to distinguish
between bots and real users.42 Rumors or misleading hashtags are often disseminated to undermine
social protests online. In January 2017, social unrest against the steep hike in gas prices was soon
delegitimized by vandalism and chaos spurred from malevolent actors on social media. During the
height of protests, the hashtag #SaqueaUnWalmart (#LootAWalmart) gained prominence alongside
#gasolinazo (“gasolinazo” is a Mexican slang word for the steep increase in gas prices).43
Economic constraints influence the diversity of media in Mexico. Scarce funding and a lack of
interest in online advertising create challenges for individuals and nonprofits seeking to establish
sustainable online outlets in Mexico. Reliance on public advertising renders independent media
vulnerable to manipulation of content or closure due to lack of funding, 44 although it is the former
that appears to be the more pernicious of the two trends. In Puebla, for example, independent
media organizations say the state government uses a combination of state, municipal, and university
advertising as a way to control the editorial independence of local media.45
Despite such challenges, however, financially independent digital media outlets are appearing in
Mexico, enriching the media ecosystem with alternative agendas that support human rights and
the right to information.46 These independent outlets, such as Lado B, an outlet created by freelance
and local journalists in Puebla, bring new voices to the public debate. Recently, Lado B launched a
crowdfunding campaign to fund 10 open research projects. Digital outlet Animal Político has more
than a million followers on Facebook and Twitter, and is successfully experimenting with alternative
forms of financing.47
The social media landscape in Mexico is very dynamic. Mexico has the second largest community
of Facebook users in Latin America after Brazil—and the fifth largest in the world.48 The number

Eva Salgado Andrade, “Twitter en la campaña electoral de 2012” [Twitter in 2012 Mexican electoral campaigns], Desacatos,
May-August 2013, http://bit.ly/2pQsUUe; Sopitas, “Así funciona el millonario negocio de las Fake News en México” [This is
how it works the millionaire business of fake news in Mexico”, Sopitas, April 5, 2017, http://bit.ly/2qmQV9m

40

Pablo Suárez-Serrato, Margaret E. Roberts, Clayton A. Davis, Filippo Menczer, “On the influence of social bots in online
protests. Preliminary findings of a Mexican case study”, Cornell University Library, September 27, 2016, http://bit.ly/2pGMaUW

41

42 Tanya O’Carroll, “Mexico’s misinformation wars : How organized troll networks attack and harass journalists and
activists in Mexico,” January 24, 2017, https://medium.com/amnesty-insights/mexico-s-misinformation-wars-cb748ecb32e9

43

Signa Lab, “Battle of the Hashtags: Mapping the Online Conversation Surrounding Mexico’s Gas Prices”, Global

Voices, February 15, 2017 http://bit.ly/2pGT4cG

44 Alianza Regional, “México,” in Control estatal de los medios de comunicación [State control of media], May 3, 2015,
57-60, http://bit.ly/1GcRe4F
45
46

Ernesto Aroche. Editor, Lado B. Personal interview. May 10, 2017.

For example: Based in Mexico City, Pie de Página is an initiative born from the experience of the Periodistas
de a pie network and Radios Libres, a project that seeks to boost communitarian radios with free technologies.
Another innovative initiative in the digital media landscape is Pictoline, born at the end of 2015. Other examples of
independent online news outlets in other states are Página 3, http://bit.ly/2pDS1OE, based in Oaxaca; and Chiapas
Paralelo, http://bit.ly/2pP53oJ, in Chiapas.

47 Tania Lara, “Popular Mexican news site Animal Politico seeks to eliminate dependence on government advertising,”
Journalism in the Americas Blog, Knight Center at the University of Texas Austin, April 30, 2013, http://bit.ly/1h44YYW;
Daniela Bermúdez, “Animal político, un sitio basado en contenido en lugar de clics”, El Economista, June 18 2016,
http://bit.ly/2pE6haf; Animal Político, crowdfunding campaign, http://bit.ly/2qpCGP5
48 Notimex, “Twitter tiene 35.3 millones de usuarios en México” [Twitter has 35.3 millions of users in Mexico], El
Universal, March 16, 2016, http://eluni.mx/1UgKrBR
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of Twitter users in Mexico has ballooned in recent years, reaching 35.3 million in 2016.49 Users or
groups concerned about data privacy publish their content on alternative platforms.50
Articles 145 and 146 of the Telecommunications Law establish protections for net neutrality. However,
net neutrality is a contentious issue due to commercial agreements that allow differentiated prices
depending on the destination of internet connections. During the coverage period, operators such
as Telcel, AT&T, and Movistar reduced the availability of zero-rating plans—where certain digital
services like HBO, Netflix, WhatsApp, or other social networking sites do not count towards a
customer’s data allowance5152—but still offered them at a lower rate than other services.53 IFT faces a
challenge to issue rules on net neutrality and traffic management in Mexico.54

Digital Activism
Digital media have continued to serve as an important forum for internet users in Mexico. Even in
the face of cyberattacks, harassment, and physical violence, users make regular use of digital tools
to provide critical warnings to local communities about dangerous cartel-related situations and to
protest instances of corruption and violence by authorities, political parties, and drug cartels.55  56
Social media channels have helped to raise awareness and mobilize protests against gender violence,
using the hashtag #NiUnaMenos (Not one less) every time a woman is killed. In April 2017, a young
woman, Lesvy Berlín Orosio, was found dead in the gardens of the National Autonomous University,
the biggest public university in the country. Official declarations from the office of the public
prosecutor on Twitter revealed private information about her and indirectly blamed her for her own
murder, provoking outrage among thousands of Mexicans.57 The university community, NGOs, and
women joined the online campaign #Simematan (“If they kill me”) to share details from their private
lives that could be used to smear them if they were victims of femicide, such as going out alone,
wearing a skirt, high heels, or taking a taxi.58 This protest was one of many reactions to a recent
surge in gender violence in the country.
Social media users have also decried violence against journalists in the country. On May 15, Javier
49 The Competitive Intelligence Unit (CIU), “Uso de Redes Sociales al 3T16” [Social Networks Use 3T16], 2016,
http://bit.ly/2g0wKtO
50

Ehécatl Cabrera Franco, “Redes sociales libres en la universidad pública” [Free social media on public universities],

Revista Digital Universitaria (Universidad Nacional Autónoma de México), January 1 2017, http://bit.ly/2pDY6uA

51 Antonio Cahun, “¡Adiós redes sociales ilimitadas! Telcel y Movistar hacen cambios en sus servicios” [Goodbye to
illimited social media access! Telcel and Movistar change their service policies], Xataka México, July 5 2016, http://bit.
ly/2ralO1m
52

Alejandro González, “Elimina AT&T redes sociales ilimitadas” [AT&T cancels illimited social media access], Media

53

AT&T, “AT&T Unlimited Plus”, AT&T, http://soc.att.com/2rjJ2i6

Telecom, February 18 2017, http://bit.ly/2rafpn3

54 Red en Defensa de los Derechos Digitales, “Neutralidad de la Red en México: Del Dicho Al Hecho” [Net Neutrality
in Mexico: From Talk to Deed], August 2015, http://bit.ly/1GQtvre

55 Damien Cave, “Mexico Turns to Twitter and Facebook for Information and Survival,” The New York Times,
September 24, 2011, http://nyti.ms/1JySbEA; Miguel Castillo, “Mexico: Citizen Journalism in the Middle of Drug
Trafficking Violence,” Global Voices, May 5, 2010, http://bit.ly/1WtYP8i

56 Enrique Galván Ochoa, “La elección del Edomex en redes sociales” [The elections of State of Mexico on social
media], La Jornada, May 13 2017, http://bit.ly/2qL27xF

57 JLCG, “Asamblea pide informes sobre la filtración en caso de Lesvy” [Legislative Assembly asks for information
about leaking on the case of Lesvy], El Universal, May 10 2017, http://eluni.mx/2q3NjJj
58 Animal Político, “#SiMeMatan, la reacción de mujeres ante criminalización de una joven y que llevó a la PGJ a
rectificar”, [#iftheykillme, women’s reaction to young women criminalization by PGJ], Animal Político, May 5, 2017,
http://bit.ly/2qMJ8i3
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Valdez, an award-winning reporter that founded the weekly newspaper Riodoce in Sinaloa, became
the sixth reporter killed during 2017.59 Valdez was a critical voice against violence, and the author of
several books about drug cartels.60 Using the hashtags #Niunomás (Not one more), #NoalSilencio
(Say no to Silence) and #PrensaNoDisparen (Press, do not shoot), a national protest was organized
to demand protection for journalists.61 Several digital media outlets such as Animal Político, Nexos,
and Tercera Vía joined #Undiasinperiodicos (One day without newspapers) on May 16, as a sign of
protest.
After revelations about the illegal use of government spyware (see “Technical Attacks”), civil society
reacted with the hashtag #GobiernoEspía (#SpyGovernment), which became a global trending topic.
Numerous media outlets covered the case and their reports were disseminated on social media for
several weeks.62
The digital rights collective Enjambre Digital (Digital Swarm) has operated a Tor node named
“Foucault” for two years with the intention of introducing Latin American users to the service,63 which
improves anonymity and privacy on the internet.64

Violations of User Rights
Mexico continued to be one of the most violent environments in the world for online journalists and
bloggers, and the government has used insecurity as a justification to increase surveillance. A series of
investigations have shed light on illegal surveillance practices in the country, after they revealed how
digital spying technologies sold exclusively to governments were abused to target journalists, human
rights lawyers, activists, and political figures.

Legal Environment
The Mexican Constitution guarantees freedom of speech, freedom of the press, and privacy of
personal communications. A constitutional reform in 2013 granted the government expanded
powers to curtail monopolies in the telecommunications sector (see “ICT Market”), established
internet access as a human right, and guaranteed net neutrality. A Telecommunications Law was
subsequently approved in July 2014, but controversial provisions that pose a risk to privacy were
largely upheld by the Supreme Court in May 2016 (see “Surveillance, Privacy, and Anonymity”).65
Although defamation was decriminalized at the federal level in 2007, criminal defamation statutes
59 La Jornada,, “Asesinan a Javier Valdez, corresponsal de La Jornada en Sinaloa” [Javier Valdez, correspondent of
La Jornada in Sinaloa was killed], La J’, May 15 2017, http://bit.ly/2rjZMXh
60 Javier Lafuente, “Asesinan en México a Javier Valdez, el gran cronista del narco en Sinaloa” [Javier Valdez, the
great chronicler of drug trafficking in Sinaloa, killed in Mexico], El País, May 15 2017, http://bit.ly/2rj7jFc
61 Animal Político, “Convocan a marchas para exigir justicia por el asesinato del periodista Javier Valdez” [They
call for marches to demand justice for the murder of journalist Javier Valdez], Animal Político, May 15, 2017, http://bit.

ly/2pRyZji

Sofía de Robina Castro & Pepe Flores, #SpyGovernment: 40 days later, R3D, July 28, 2017, https://r3d.
mx/2017/07/28/gobiernoespia-40-dias-despues/
62

63 Jacobo Nájera, “Anonimato en Internet: El nodo Foucault” [Anonymity on Internet: the Foucault node], Enjambre
digital, June 20 2016, http://bit.ly/2qpk1CQ
64

Tor Project, http://bit.ly/1dZ2zvZ

65 “El Supremo mexicano avala la retención de datos de los usuarios” [Supreme Court ratifies retention of user
data], El País, May 6, 2016, http://bit.ly/1ryeEk4
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continue to exist at the state level.66 The penal code in Tabasco, for example, establishes penalties
ranging from six months to three years of prison for libel. Other provisions at the local level may
be equally problematic for journalists, such as Article 333 of the Penal Code in Chihuahua, which
criminalizes those who, “for a profit or to cause injury, improperly produce or edit, by any technical
means, images, texts or audio, which are totally or partially false or true.”67
Despite legislation intended to increase the security of journalists and human rights defenders,
the government has had little success in deterring attacks on journalists, bloggers, and activists,
which are rarely punished in a country that ranks near the top in global surveys on impunity.68 The
Law for the Protection of Human Rights Defenders and Journalists, passed in 2012, established a
new institutional body of government officials and civil society members charged with protecting
threatened human rights workers and journalists.69 Among the law’s provisions is a requirement
that state governments work in conjunction with federal authorities to ensure that protection
is effectively extended to those under threat.70 However, an evaluation made by civil society
organizations in July 2015 pointed to a lack of funding, lack of coordination between federal and
state authorities, and widespread impunity in most cases of aggression against journalists and
human rights defenders.71

Prosecutions and Detentions for Online Activities
While there were no documented cases of individuals prosecuted or sanctioned by law enforcement
agencies on charges related to disseminating or accessing information on the internet, online
reporters have risked harassment and arrest while covering demonstrations or political events such
as electoral processes.
The website Periodistas en Riesgo (Journalists at Risk) recorded at least two cases of digital reporters
arrested during the report’s coverage period:
yy

On June 5, 2016, two digital reporters and another reporter covering local elections in
Chihuahua were detained by members of the Nuevo Casas Grandes Chihuahua Municipal
Police. Cecilia Fuentes, reporter for the newspaper El Noroeste; Saturnino Martínez Nava, a
reporter for LarevistaNCG.com, and Karina Hernández Acuña, a reporter for Akronoticias,
were attempting to cover complaints about a possible case of vote buying by members of
the Institutional Revolutionary Party.72

66 Commission on Human Rights, Congress General of the United States of Mexico, Gaceta Parlamentaria, Número
3757-VIII, [Parliamentary Gazette, No. 3757-VIII], Thursday April 25, 2013, http://bit.ly/1NXOcYf; See also: Committee to
Protect Journalists, Thomson Reuters Foundation and Debevoise & Plimpton LLP, “Mexico” in Critics Are Not Criminals:
Comparative Study of Criminal Defamation Laws in the Americas, March 2016, http://tmsnrt.rs/2eAZQiu

67 Código Penal del Estado de Chihuahua [Penal Code of the State of Chihuahua], updated June 13, 2016, http://bit.
ly/2dcyGhq; See also: Gerardo Cortinas Murra, “Artículo 133,” El Diario, May 2, 2016, http://bit.ly/2dlFVz6

68 Committee to Protect Journalists, “Getting Away with Murder: CPJ’s 2015 Global Impunity Index spotlights
countries where journalists are slain and killers go free,” October 8, 2015, http://bit.ly/1G1HEGQ

69 Leah Danze, “Mexico’s Law to Protect Journalists and Human Rights Activists Remains Ineffective,” Latin America
Working Group, June 30, 2013, http://bit.ly/1LY0MlV

70 PIB and WOLA, “El mecanismo de protección para personas defensoras de derechos humanos y periodistas en
México: desafíos y oportunidades,” http://bit.ly/1DNcNwK; See also: Peace Brigades International, “Qué Hacemos,”
[What we do], April 15, 2015, http://bit.ly/1KOE1kC
71 Espacio de OSC, “Mecanismo Federal de Protección a DDHH y periodistas sin respaldo financiero ni voluntad
política,” propuestacivica.org, July 28, 2015, http://bit.ly/2e7rAIN
72 Periodistas en Riesgo, “Detienen a reporteros que cubrían elecciones” [Electoral reporters are arrested],
Periodistas en Riesgo, June 5 2016, http://bit.ly/2epuhbQ

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

MEXICO
yy

On August 18, 2016, Manuel Morales, a photojournalist for the digital newspaper
Ultimátum, was arbitrarily detained for 24 hours and threatened by municipal police and
escorts of the Luis Miguel Pérez Ortiz, mayor of Pichucalco in Chiapas, after covering a
public event.73

Surveillance, Privacy, and Anonymity
A series of revelations involving Mexico’s surveillance apparatus and the abuse of digital spying
technologies intended to investigate criminals and terrorists have raised serious questions about
illegal surveillance practices in the country.
As of August 2017, Citizen Lab and Mexican partner organizations had documented at least 21 cases
of journalists, human rights lawyers, activists, and political figures being targeted with the spying
software Pegasus. The software, developed by the Israeli company NSO Group, is sold exclusively
to governments.74 In August 2016, Citizen Lab reported that Mexican investigative journalist Rafael
Cabrera, journalist for the media outlet Aristegui Noticias, was targeted after reporting on a conflict
of interest involving the president and first lady of Mexico.75 In February 2017, it was revealed that
three public health advocates and researchers who were involved in promoting a tax increase for
sweetened drinks were also victims of Pegasus spyware.76 The report by Citizen Lab concluded that
NSO’s government-exclusive espionage tools may have been used by a government entity on behalf
of interests other than national security or fighting crime.77 More attacks have been uncovered
since then, especially targeting those involved in investigations into government involvement in
corruption or human rights abuses.78 Evidence collected since 2011 has shown that the Mexican
government spent at least $80 million on such spyware across at least three security agencies.79
Civil society and several international human rights organizations, as well as experts from the InterAmerican Commission on Human Rights and United Nations, have called on the government of
Mexico to conduct an independent investigation into illegal spying.80 As of July 2017, however, the
government had not responded to their demands.
In July 2015, a leak of internal documents from the surveillance company Hacking Team also
revealed that Mexico was the company’s biggest client worldwide, having signed more than 14
contracts with various state and federal agencies. Civil society organizations argued that these
73 Periodistas en Riesgo, “Detención arbitraria de fotoperiodista en Chiapas” [Arbitrary arrest of a photojournalist in
Chiapas], Periodistas en Riesgo, August 18 2016, http://bit.ly/2stXfxm

74 Citizen Lab, “RECKLESS IV: Lawyers for Murdered Mexican Women’s Families Targeted with NSO Spyware,” August
2, 2017, https://citizenlab.ca/2017/08/lawyers-murdered-women-nso-group/

Citizen Lab, “THE MILLION DOLLAR DISSIDENT: NSO Group’s iPhone Zero-Days used against a UAE Human Rights
Defender,” August 24, 2016,  https://citizenlab.ca/2016/08/million-dollar-dissident-iphone-zero-day-nso-group-uae/

75

76 R3D, “Destapa la vigilancia: promotores del impuesto al refresco, espiados con malware gubernamental” [Unveil
surveillance: promoters of the soft drink tax, spied on with government malware], R3D, February 11, 2017, http://bit.

ly/2lBDa4S

77 Citizen Lab, “Bitter Sweet: Supporters of Mexico’s Soda Tax Targeted With NSO Exploit Links”, Citizen Lab,
February 11, 2017, http://bit.ly/2kWDlVn

78 Citizen Lab, “RECKLESS EXPLOIT: Mexican Journalists, Lawyers, and a Child Targeted with NSO ”Spyware”” June
19, 2017, https://citizenlab.ca/2017/06/reckless-exploit-mexico-nso/

Azam Ahmed and Nicole Perlroth, “Using Texts as Lures, Government Spyware Targets Mexican Journalists and
Their Families,” The New York Times, June 19, 2017, http://nyti.ms/2sHyduf; Sofía de Robina Castro & Pepe Flores,
“#GobiernoEspía: 40 días después” [#SpyGovernmen: 40 days After], R3D, July 28, 2017, http://bit.ly/2vfChml
79

80 Reuters, “U.N. experts seek halt to use of spyware in Mexico and want full probe”, July 19, 2017, http://reut.
rs/2fnMSpL; http://www.oas.org/en/iachr/expression/showarticle.asp?artID=1069&lID=1
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contracts were illegal because many of the agencies involved in the contract lack constitutional or
legal authority to conduct surveillance or espionage.81 The media outlet Animal Politico accused the
state government of Puebla of using Hacking Team products to target the political opposition and
journalists.82
The Mexican government has used the poor security situation in the country as an excuse to
dramatically increase surveillance. The 2014 Telecommunications Law expanded on and partially
replaced previous legislation that increased surveillance and allowed for real-time geolocation. In
May 2016, the Supreme Court ruled that requirements for data retention and real-time geolocation
included in the 2014 Telecommunications Law were constitutional. Under that law, Article 189 forces
companies to provide users’ geolocation data to police, military, or intelligence agencies in real time.
Reforms to the National Code on Criminal Procedure, published on June 17, 2016, now require a
judicial warrant for geolocation except in exceptional cases, such as kidnapping investigations, when
a person’s life or physical integrity is in danger.83
Article 190 similarly requires providers to maintain records of their users’ metadata for a period
of two years, and grant security agencies access to metadata at any time.84 Digital activists have
argued that such provisions contradict international human rights standards, in particular the right
to privacy. 85 However, the ruling did establish the need for a judicial warrant to access historical
metadata.86 The Supreme Court ruling also provided some clarification as to which authorities can
access said user data, notably the Federal Prosecutor, Federal Police, and the authority directly in
charge of applying and coordinating the National Security Law.
Government requests to social media companies for information regarding their users increased
during the coverage period. Between July and December 2016, Facebook received 600 requests from
the Mexican government for information related to 1,032 users; 573 of the requests were associated
to legal processes. In some 72 percent of the cases, Facebook released some information.87 During
the same period, Twitter received 19 requests (up from 6 in the previous reporting period), with 21
percent of information produced related to 33 accounts.88 Google received 179 requests from the
Mexican government for data on 230 users or accounts. The company produced information in 54
percent of such cases.89

81 For more information about the revelations of Hacking Team’s operations in Mexico see Julio Sánchez Onofre,
“Vulneración a Hacking Team confirma abuso de espionaje en México,” [Breach of Hacking Team confirms abuse of
espionage in Mexico] El Economista, July 6, 2015, http://bit.ly/1JRDTlA; See also: Daniel Hernandez and Gabriela
Gorbea, “Mexico is Hacking Team’s Biggest Paying Client -- By Far,” Vice News, July 7, 2015, http://bit.ly/1LWGbmO.

82 Ernesto Aroche, “El gobierno de Puebla usó el software de Hacking Team para espionaje político,” Animal Politico,
July 22, 2015, http://bit.ly/1TQO7rh.
83

Código Nacional de Procedimientos Penales [National Code on Criminal Procedure], updated June 17, 2016,

84

Artículo 189-190 de Ley Federal de Telecomunicaciones y Radiodifusión.

bit.ly/2deCKxz.

http://

85 Global Voices, “Suprema Corte en México valida retención de metadatos y geolocalización de Ley Telecom,”
[Supreme Court of Mexico validates data retention and geolocation of the Telecom Law], May 6, 2016, http://bit.
ly/2d8sicb; R3D, “La SCJN y la #LeyTelecom: Lo malo, lo bueno, lo absurdo y lo que sigue” [The SCJN and Telecom
Law: the bad, the good, the absurd, and what comes next], May 5, 2016, http://bit.ly/2fsPDm0

86 Supreme Court of Justice of the Nation (SCJN), “Inviolabilidad del contenido de las comunicaciones y de los datos
que permitan identificarlas: segunda sala,” May 4, 2016, http://bit.ly/23TtOfR
87

Facebook, “Mexico”, Global Government Requests Report, July-December 2016, http://bit.ly/2ddCj4e

89

Google, “User Data Requests – Mexico,” Transparency Report, July-December 2016, http://bit.ly/2dQwj1I

88

Twitter, “Information Requests Mexico”, Transparency Report, July-December 2016, http://bit.ly/2pFHD47
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Intimidation and Violence
Threats and violence from drug cartels, members of local governments, and other actors have
continued to put journalists’ lives at risk and curtail the safe practice of journalism.  Article 19, an
NGO, reported 72 online threats against journalists in 2016.90 In 2016, Reporters Without Borders
declared that Mexico remained the most dangerous country in Latin America for journalists and one
of the most dangerous in the world. As of May of 2017, it ranked 147 out of 180 countries.91
According to the Committee to Protect Journalists, five journalists were killed (motive confirmed) in
Mexico between June 2016 and May 2017. This included at least two online reporters:
yy

Maximino Rodríguez, who reported on crime and police matters for the blog Colectivo
Pericú in Baja California Sur, was killed by unknown assailants on April 14, 2017.92

yy

Cecilio Pineda Birto, who contributed to several outlets and published crime stories on
social media, was shot dead in Guerrero state on March 2, 2017. He had been frequently
threatened on social media in retaliation for his reporting.93

Physical attacks against online reporters and online death threats were also frequently reported
during this period.94 In late May 2017, attackers threatened online journalist Carlos Barrios and
cut off part of his ear, warning him against further reporting.95 In January 2017, journalist Héctor
de Mauleón, who ran a column on crime and violence in a trendy neighborhood in Mexico City,
received death threats through the @slayden Twitter account.96 The aggressor was identified as
José Castrejón and detained in March. A jury prohibited Castrejón from approaching the journalist
online.97 In March 2017, Tamara de Anda, a blogger for El Universal known under the alias “Plaqueta”,
received numerous insults, hate messages, and death threats on social networks, after she reported
verbal harassment by a taxi driver on Twitter.98
Robberies have also sought to intimidate journalists. In November 2016, five people entered the
offices of digital media outlet Aristegui Noticias and reportedly stole a laptop that contained
confidential legal information about the journalist Carmen Aristegui.99 In May 2017, unknown people
90 Article 19, “Libertades en Resistencia: Informe 2016” [Freedoms in resistance: 2016 Report], Article 19, April 6
2017, http://bit.ly/2pE6OsI

91 Reporteros sin fronteras, “Clasificación mundial 2017” [World Classification 2017], Reporteros sin fronteras, April 26
2017, http://bit.ly/1c2ucyc
92
93

See: https://cpj.org/killed/2017/maximino-rodriguez.php
See: https://cpj.org/killed/2017/cecilio-pineda-birto.php

94 See for example: Álvaro Delgado Gómez, “Usted está muerto, dice una voz. Ahora amenazan mediante
grabaciones” [You´re dead, says a voice. Now criminals threaten using recordings], Proceso, August 25 2016, http://bit.
ly/2biLvr0; ARTICLE 19, “Continúan las agresiones contra periodistas en Yuriria, Guanajuato” [Attacks on journalists
continue in Yuriria, Guanajuato], ARTICLE 19, May 7 2017, http://bit.ly/2pZd9Mg
95 Committee to Protect Journalists, “Reporter threatened and has part of ear cut off in Mexico’s Quintana Roo state,”
June 1, 2017, https://cpj.org/2017/06/reporter-threatened-and-has-part-of-ear-cut-off-in.php
96 Sin Embargo, “El Periodista Héctor de Mauleón recibe amenazas tras denunciar violencia en la colonia Condesa”
[Journalist Hector de Mauleón receives threats after denouncing violence in Condesa], Sin Embargo, September 22,
2016, http://bit.ly/2cVK52d
97 Juan Antonio Jiménez, “Presentan ante autoridades al probable responsable de amenazas a Héctor de Mauleón
con Denise Maerker” [The suspect of threats against Héctor de Mauleón and Denise Maerker faces justice], Radio
Fórmula, March 2 2017, http://bit.ly/2mk5I2Z

98 Tamara De Anda, “Crónica de un acoso denunciado” [Chronicle of a reported harassment], El Universal, March 18
2017, http://eluni.mx/2nT32qf
99 “Irrumpen en oficinas de Aristegui y roban computadora,” Zócalo, http://www.zocalo.com.mx/seccion/articulo/
irrumpen-en-oficinas-de-aristegui-y-roban-computadora
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broke into the home of political analyst and blogger Genaro Lozano. The aggressors stole only one
symbolic personal belonging. After the event, he received death threats, homophobic messages, and
intimidation on social media.100 Days before the assault, Lozano had strongly criticized candidates for
the election of the State of Mexico.101

Technical Attacks
Technical attacks have become a central tactic in attempts to suppress freedom of expression
in Mexico, and perpetrators do so with relative impunity.102 The ongoing threat of Distributed
Denial-of-Service (DDoS) attacks has led outlets to enlist the help of projects like Deflect, a system
developed by eQualit.ie, a Canadian nonprofit organization protecting websites of human rights
organizations and independent media publications.103 The techniques involved in these attacks
range from DDoS attacks, hijacking, and malware infections.104
Journalists and activists have frequently reported cases of digital surveillance and cyberattacks,
including DDoS attacks and malicious software, often in retaliation for coverage of corruption or
human rights-related issues:

100

yy

On June 29, 2016 the outlet Masde131 reported it had been under attack since June 15,
and that attackers had managed to modify and eliminate data.105 A subsequent analysis
of the attack found that a botnet of at least 25,000 IP addresses were weaponized in the
attack.106

yy

On June 28, 2016, the independent online TV portal Rompevientotv.com reported
cyberattacks affecting the website for several days, by breaching the security system,
blocking access, saturating the bandwidth of the site, and erasing information. On July 4,
2016, they reported the site had been recovered.107

yy

On June 17, 2016, student-run community radio Radio Zapote announced that access to
the site was temporarily lost because of a cyberattack, which also destroyed part of their
historical archive.108

Genaro Lozano, “¿Qué les molesta?” [What bothers them?], Reforma, May 9 2017, http://bit.ly/2qACcZd

101 ARTICLE 19, “Allanan domicilio de periodista que sigue el proceso electoral de Edomex” [Break into journalist’s
home], May 6 2017, http://bit.ly/2pTUwvo
102 Animal Político, “Aumentan los ataques digitales contra medios de comunicación en México: Google” [Digital
attacks against journalists and media on Mexico are on the rise: Google], Animal Político, October 14 2016, http://bit.
ly/2dTJann
103

Jacobo Nájera, “Sobrevivir a los ataques de denegación de servicio distribuido” [How to survive DDoS attacks],

104

Jacobo Nájera. Enjambre Digital. Personal Interview. May 2, 2017.

Enjambre Digital, March 25 2017, http://bit.ly/2qpC2RG

“Editorial | Ataque Informático Sistemático Contra Masde131.Com,” Másde131, June 29, 2016, https://www.masde131.
com/2016/06/editorial-ataque-informatico-sistematico-contra-masde131-com/

105

106
Jacobo Nájera, “Botnet contra medios independientes en México”[Btnet against independent media in Mexico],
Enjambre Digital, August 2, 2017, http://bit.ly/2ukGrKP

107 Rompeviento TV, “Rompeviento Tv reanuda transmisiones” [Rompeviento TV renews broadcasting], Rompeviento
Tv, July 4, 2016, http://bit.ly/2vL3BKQ

“Reporta Artículo 19 ataques cibernéticos a Más de 131 y Radio Zapote,” Pagina Abierta, http://paginabierta.mx/reportaarticulo-19-ataques-ciberneticos-a-mas-de-131-y-radio-zapote/
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Morocco
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

12

11

Limits on Content (0-35)

9

10

Violations of User Rights (0-40)

23

24

TOTAL* (0-100 )

44

45

Population:

35.3 million

Internet Penetration 2016 (ITU):

58.3 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

The telecommunications regulator ordered ISPs to lift restrictions on VoIP services
imposed last year (see Restrictions on Connectivity).

•

Provisions in the new press code passed in June 2016 removed jail sentences for
journalistic crimes, except in cases when journalists fail to pay fines, which remain
steep. The code also mandates the registration of online journalists in a move that may
further stifle free reporting (see Legal Environment).

•

Digital activism surrounding the death of a fish salesman in the coastal city of alHoceima led to a national protest movement against social and economic conditions
(see Digital Activism).

•

Hamid al-Mahdaoui, editor-in-chief of the news site Badil, received a suspended
sentence for investigative reporting and was later arrested and imprisoned for covering
the protests (see Prosecutions and Detentions for Online Activities).

•

Five prominent activists and online journalists face up to five years in prison for
“threatening the security of the state,” while two additional journalists could be fined
for receiving foreign funding without permission. All seven individuals are implicated
in a troubling court case that has been repeatedly postponed (see Prosecutions and
Detentions for Online Activities).
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Introduction
Internet freedom declined in Morocco over the past year as the unblocking of VoIP was outweighed
by a crackdown on online journalists and activists for covering protests, training reporters, and
voicing dissent.
Contrary to traditional news outlets, social media was rife with debate on two events that took place
in October 2016: parliamentary elections and the outbreak of protests in al-Hoceima, a coastal town
located in the marginalized region of al-Rif. Moroccan users criticized actions taken by the royal
court that seemed to disfavor the ruling Justice and Development Party, a moderate Islamist group
that once again received a plurality of votes. Later that month, footage circulated online of a fish
salesman crushed in a trash compactor while trying to recover his confiscated goods. Hashtags like
“We are all Mohcine Fikri” set off a wave of protests known as al-Hirak (the Movement) that has since
spread to other cities on a message of “social and economic despair.” Hundreds of people, including
several citizen and online journalists, have been arrested in a crackdown on the protest movement.1
In addition, seven individuals face fines or prison sentences of up to five years for peaceful efforts
to improve human rights and further public discourse in the country through the use of digital
investigative journalism tools. The charges include “threatening the internal security of the state”
and “receiving foreign funding” without authorization. Their trial has been postponed at least
six times, a tactic regularly used by the authorities to avoid international condemnation, while
engendering self-censorship at home. This situation is reinforced by the state’s use of surveillance
technology to further strengthen the atmosphere of fear among online journalists and activists.
Moroccan authorities use nuanced means to limit online content and violate users’ rights. For
example, while websites are rarely blocked, problematic press and antiterrorism laws place heavy
burdens on intermediaries and allow for the shutting down of news sites. The unfair disbursement of
advertising money, strict self-censorship, and ongoing trials of prominent journalists have prevented
the emergence of a vibrant online media sphere. Nonetheless, digital media remains freer than local
television or newspapers, and the government has taken several positive steps in recent years, such
as passing a new press code in June 2016 and lifting restrictions on VoIP in November. However,
several problematic provisions in the penal code continue to present a clear danger to internet
freedom in the country.

Obstacles to Access
While access continues to increase, the disparity between urban and rural connectivity continues to
broaden. Morocco’s regulator fails to enforce the principle of internet access as a public service by
ordering the three telecom companies to invest more in rural areas. On a positive note, restrictions on
VoIP were lifted by the telecommunications regulator.

Ilhem Rachidi, “In Morocco, press freedom shrinks with Hirak protests,” September 1, 2017, https://www.al-monitor.com/
pulse/originals/2017/08/morocco-rif-hirak-journalists-violations.html, and Fatim-Zohra El Malki, “Morocco’s Hirak Movement:
the People Versus the Makhzen,” Jadaliyya, June 2, 2017, http://www.jadaliyya.com/pages/index/26645/moroccos-hirakmovement_the-people-versus-the-makh.

1
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Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

a

58.3%

2011

46.1%

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

2015

2011

2017(Q1)

2016(Q1)

57.1%
121%
127%

114%

5.2 Mbps

4.3 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Internet access in Morocco has increased slowly in recent years, although obstacles remain in place
in certain areas of the country. The internet penetration rate grew from 52 percent in 2010 to 58.27
percent in 2016, according to the International Telecommunication Union (ITU).2 Meanwhile, there
are 1.27 mobile subscriptions for every individual, indicating high mobile penetration.
Network coverage is highly uneven between urban and rural areas. Telecommunications companies
do not abide by the ITU principle of telecommunications as a public service, instead preferring to
invest in more lucrative urban areas. According to Morocco’s regulator, urban dwellers are more
likely to have internet access than rural inhabitants, with penetration at 67 percent versus 43 percent,
respectively. Some 55 percent of individuals possessed a smartphone by the end of 2015, up from
38 percent in 2014. Smartphone uptake in rural areas almost doubled from 2014 to 2015, reaching
43 percent of individuals aged of 12-65.3 Rural inhabitants constitute 39.7 percent of the overall
population,4 and while many have access to electricity, television, and radio, most do not have
access to phone lines and high speed internet. The high rate of illiteracy, especially among rural
women, is another major obstacle to internet access (47.5 percent of rural Moroccans are illiterate,
of which 60.1 percent are female).5
The Moroccan government has undertaken several programs over the years aimed at improving
the country’s ICT sector. Most recently, the Note d’Orientations Générales 2014-2018 (Guidelines for
the Development of the Telecoms Sector 2014-2018) provides the framework for the development
of ICTs in the next four years.6 The program aims to provide fiber-optic and other high speed
connections throughout the country, to reinforce the existing regulatory framework and provide
universal access.
As a result of previous government efforts, internet use remains relatively affordable. For a 3G or 4G
2

International Telecommunication Union, “Statistics,” 2015, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/

default.aspx.

ANRT Information Technology Observatory, “Survey on ICT access and usage by households and individuals in Morocco,
2015,” April 2016, http://bit.ly/2fpGfhB.

3

General Population and Housing Census, “Note sur les premiers résultats du Recensement Général de la Population et de
l’Habitat 2014” [News Release on the first results of the General Population and Housing Census 2014], news release, accessed
March 13, 2017, http://bit.ly/1P9z0pG.

4

5 General Population and Housing Census, “Education et alphabétisation - Maroc (Rural),” accessed March 13, 2017, http://
rgphentableaux.hcp.ma/Default1/.
6

ANRT, Rapport Annuel 2013.
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prepaid connection speed of up to 225 Mbps, customers pay MAD 59 (US$6) for initial connectivity
fees for the first 10 days with 4 GB of download capacity, and then recharge the account with a
minimum of MAD 5 (US$0.50).7 Internet users pay on average MAD 3 (US$0.31) for one hour of
connection in cybercafes.

Restrictions on Connectivity
On November 4, 2016, Morocco’s telecommunications regulator ordered the lifting of all restrictions
on Voice over Internet Protocol (VoIP) services.8 It came only three days before the COP 22
environment conference, leading many to speculate the timing of the decision was made to avoid
condemnation by the international community.9 VoIP services had been restricted on mobile phone
networks since January 7, 2016.10 A press release at the time cited Article 2 of the Law n°24-96
governing the post and telecommunications, which stipulates that only licensed telecom operators
may offer telephone services to the public.
Beyond VoIP, authorities did not impose large scale restrictions on connectivity over the past
year. However, the centralization of Morocco’s internet backbone facilitates the potential control
of content and surveillance. Maroc Telecom, a partially state-owned company, owns and controls
a fiber-optic backbone of more than 10,000 kilometers (km) covering the country. The national
railroad company, Office Nationale des Chemins de Fer (ONCF), and the national electricity and
water utility, Office National de l’Electricité et de l’Eau Potable (ONEE), have also built 2,000 km
and 4,000 km fiber-optic infrastructures, respectively. The state controls both the ONCF and ONEE,
hence providing it with strong control of the entire internet backbone. Morocco’s national and
international connectivity has a combined capacity exceeding 10 terabits per second.11 The three
telecom operators (Maroc Telecom, Medi Telecom, and INWI) all have varying access to international
connectivity.

ICT Market
Service providers such as ISPs, cybercafes, and mobile phone companies do not face major legal,
regulatory, or economic obstacles.12 Maroc Telecom, Medi Telecom, and INWI are three internet
service providers (ISPs) and mobile phone companies in Morocco, having received licenses from
the regulator. Maroc Telecom (Ittissalat Al Maghrib, IAM) is a former state company that held
a monopoly over the telecoms sector until 1999, when licenses were granted to Medi Telecom

Maroc Telecom, Internet Mobile 4G/3G, accessed 28 March 2017, http://www.iam.ma/particulier/internet-adsl-3g/offrescles-3g/offres-cles-3g-avec-abonnement.aspx.

7

8 ANRT, « Communiqué de presse sur les communications VoIP, » https://www.anrt.ma/sites/default/files/rapportannuel/cpvoip-fr.pdf.

9 Telquel, “Officiel: l’ANRT confirme le déblocage de la VoIP,“ http://telquel.ma/2016/11/04/officiel-lanrt-confirme-ledeblocage-de-la-voip_1522148.

10

ANRT Press release, accessed 13 March 2017, http://www.anrt.ma/sites/default/files/CP-Telephonie-IP-fr.pdf.

11 Natalija Gelvanovska, Michel Rogy, and Carlo Maria Rossotto, Broadband Networks in the Middle East and North Africa:
Accelerating High-Speed Internet Access, (Washington, D.C.: World Bank), accessed 27 March 2017, https://openknowledge.
worldbank.org/handle/10986/16680.

12 Interview with Dr. Tajjedine Rachdi, computer science professor and former director of Information Technologies Services
of Al Akhawayn University in Ifrane, conducted on June 8, 2017.
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and INWI.13 Maroc Telecom is owned by Etisalat, which bought a 53 percent take from Vivendi in
2014, and the Moroccan state, which maintains 30 percent ownership. 14 Medi Telecom is a private
consortium led by Spain’s Telefónica, while INWI (formerly WANA, Maroc Connect) is a subsidiary of
Ominum North Africa (ONA), the leading Moroccan industrial conglomerate also owned by the royal
family. Three 4G licenses were granted to the three telecom companies and 4G utilization started in
April 2015.15

Regulatory Bodies
The National Agency for the Regulation of Telecommunications (ANRT) is a government body
created in 1998 to regulate and liberalize the telecommunications sector. Its board of directors
is made up of government ministers and its head is appointed by the king. The founding law
of the ANRT extols the telecommunications sector as a driving force for Morocco’s social and
economic development, and the agency is meant to create an efficient and transparent regulatory
framework that favors competition among operators.16 A liberalization of the telecoms sector aims
to achieve the long-term goals of increasing GDP, creating jobs, supporting the private sector, and
encouraging internet-based businesses, among others.
While Maroc Telecom, the oldest telecoms provider, effectively controls the telephone cable
infrastructure, the ANRT is tasked with settling the prices at which the company’s rivals (such as
Medi Telecom and INWI) can access those cables. Thus the ANRT makes sure competition in the
telecoms market is fair and leads to affordable services for Moroccan consumers.17 Some journalists
have argued that the ANRT is a politicized body lacking independence, due to the fact that its
director and administrative board are appointed by a Dahir (Royal Decree). However, international
organizations such as the World Bank and the ITU have not expressed any major criticism about the
ANRT’s neutrality.18
The allocation of digital resources, such as domain names, is carried out by organizations in a nondiscriminatory manner. The ANRT manages the top-level country domain “.ma” through various
private providers, some of which are affiliated with the three telecom companies. As of June 2017,
there were 65,483 registered Moroccan domain names.19

13 The State owns 30% of Maroc Telecom shares, 53% owned by the Emirate telecoms company Etisalat, and 17% is public.
See Maroc Telecom, “Key facts and figures,” accessed 27 March 2017, http://www.iam.ma/Lists/Publication/Attachments/50/
Maroc%20Telecom%20en%20%20Bref%20S1%202015%20Version%20anglaise_EN.pdf.

Stefania Bianchi and Sarmad Khan, “Etisalat Moves West Africa Units to Maroc Telecom It’s Acquiring,” Bloomberg, May 5,
2014, http://bloom.bg/2eHGwfA.

14

ANRT, Annual report 2015, accessed 27 March 2017, https://www.anrt.ma/sites/default/files/rapportannuel/rapport_
annuel_anrt_2015_vf.pdf.

15
16
17

ANRT, Loi No. 24-96, [in French, Trans.: Laws governing the post and telecommunications] http://bit.ly/1JTMCp6.

ANRT, Loi No. 24-96, [in French, Trans.: Laws governing the post and telecommunications] http://bit.ly/1JTMCp6.

Caroline Simard, “Morocco’s ANRT Guidelines Project Related to Fundamental Regulatory Aspects,” accessed 27 March
2017, http://bit.ly/1LDbxtG; Björn Wellenius and Carlo Maria Rossotto, “Introducing Telecommunications Competition through
a Wireless License: Lessons from Morocco,” Public Policy for the Private Sector, (1999), accessed 27 March 2017, http://bit.
ly/1KvpIq8.

18

19 The Domain Name system is administered by the ANRT, accessed March 13, 2017, http://www.registre.ma/nom-de-domaine/
domaine-ma.
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Limits on Content
While websites are rarely blocked, authorities limit online content through a variety of nuanced
mechanisms. Problematic press and antiterrorism laws place high burdens on intermediaries and allow
for the shutting down of online news sites. In addition, discriminatory allocation of advertising and the
repeated prosecution of online news editors impedes the diversification of Morocco’s digital landscape.

Blocking and Filtering
The government did not block or filter any political, social, or religious websites over the coverage
period. Social media and communication services such as YouTube, Facebook, and Twitter, as well
as international blog-hosting services are available in the country. Websites are available which
discuss controversial views or minority causes, such as the disputed territory of Western Sahara, the
Amazigh minority, or Islamist groups.
The last instance of government blocking of online content dates back to October 2013, when
the Attorney General ordered the ANRT to block the Arabic- and French-language websites of the
investigative news site, Lakome, for allegedly condoning terrorism.20 An article on the site reported
on a video attributed to Al Qaeda in the Islamic Maghreb (AQIM), but did not incite violence or
promote terrorism.21 An Arabic-language version of the site has been relaunched using the address
lakome2.com.

Content Removal
While the government does not block online content, it maintains control over the information
landscape through a series of restrictive laws that can require the shutting down of publications
and removal of online content. Under the press law, the government has the right to shut down any
publication “prejudicial to Islam, the monarchy, territorial integrity, or public order,” and it maintains
prison sentences and heavy fines for the publication of offensive content (see “Legal Environment”).
Intermediaries must block or delete infringing content when made aware of it or upon receipt of a
court order.22
In addition, the antiterrorism law23 gives the government sweeping legal powers to filter and delete
content that is deemed to “disrupt public order by intimidation, force, violence, fear or terror.”24
Article 218-6 assigns legal liability to the author and anybody who in any way helps the author to
disseminate an apology for acts of terrorism, a provision which would include site owners and ISPs.
While the law was ostensibly designed to combat terrorism, authorities retain the right to define
20 The video entitled, “Morocco: Kingdom of Corruption and Despotism,” incites viewers to commit terrorism acts against
the country: Amnesty International, “Morocco/Western Sahara,” Amnesty International Report 2014/15, http://bit.ly/1EFAvfa.
21 The video entitled, “Morocco: Kingdom of Corruption and Despotism,” incites viewers to commit terrorism acts against
the country: Amnesty International, “Morocco/Western Sahara,” Amnesty International Report 2014/15, http://bit.ly/1EFAvfa.
22 Loi nº 03-03, Anti-terrorism law, available at, https://www.unodc.org/tldb/showDocument.
do?lng=fr&documentUid=1840&country=MOR, accessed February 18, 2016.

23 The Anti-Terrorism law, passed in 2003 after the 2003 terrorist attacks in Casablanca. On 16 May 2003, Morocco was
subject to the deadliest terrorist attacks in the country’s history. Five explosions occurred within thirty minutes of each other,
killing 43 people and injuring more than 100 in suicide bomb attacks in Morocco’s largest city, Casablanca. Morocco has
been a staunch ally of the U.S. The 14 suicide bombers all originated from a poor suburban neighborhood in the outskirts of
Casablanca.
24

OpenNet Initiative, Internet Filtering in Morocco, (2009) http://bit.ly/18GiHgW.
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vague terms such as “national security” and “public order” as they please, thus opening the door for
abuse. Many opposition news websites are hosted on servers outside of the country to avoid being
shut down by the authorities.
The government also resorts to more ad hoc, extralegal means to remove content deemed
controversial or undesirable. For example, Hespress, which in the past featured content both
supportive and critical of the government, has deleted videos of street protests and interviews with
opposition figures from the site out of fear or pressure from authorities.25

Media, Diversity, and Content Manipulation
Moroccans openly discuss controversial political events and social issues on social media, although
online media continues to lack in diversity and investigative journalism. In the words of awardwinning journalist Aboubakr Jamai, “…many otherwise good journalists prefer the financial rewards
[that come with obeying the state] than the risky duties of watchdogs.”26 Online news outlets receive
unofficial directives not to report on controversial issues, or not to allow certain voices to be heard.
Several high-profile online journalists and activists have been investigated on serious charges in a
bid to silence them, with court proceedings often repeatedly postponed in order to maintain the
threat of jail time (see “Prosecutions and Detentions for Online Activities”).27 In a state that punishes
investigative reporting and whistleblowing, people with sensitive information tend to stay quiet to
avoid possible retribution.
Compounding self-censorship and fear are the personal attacks and derogatory comments received
by activists and opinion makers online for openly criticizing government policies.28 Numerous
accounts are created on Twitter and Facebook with the sole purpose of harassing, intimidating, and
threatening activists. Activists believe that these progovernment commentators are also equipped
with direct or indirect access to surveillance tools, since they have often obtained private and
personal information on other users.29 There is no clear indication regarding the identity behind the
accounts and whether they are state-sponsored or simply overzealous private individuals. However,
due to the amount of time and energy needed to engage in such activity, and the access they have
to private information, there are serious doubts that these are private citizens acting on the basis of
their own personal resolve.
The government also uses financial pressure to push the most outspoken print media publications
into closure or bankruptcy. Advertising revenue provided by the government or government-linked
companies is not split fairly between independent and progovernment publications.30 In addition
to state-run and opposition news outlets, the Moroccan media contains a variety of “shadow
publications,” nominally independent but editorially supportive of the state.31 The news outlets
exist primarily to divert airtime from more serious and engaging news portals and to compete over
online advertising money and audience share. There is no evidence linking these publications to a
25 Interview with Driss Ksikess, a well-known journalist and former editor in chief of Nichane and Reda Benotmane, a
prominent activist and founding member of Freedom Now, conducted on February 28 2017.
26

Interview with Aboubakr Jamai, conducted on February 19 2016.

28

Interview with Ali Anouzla.

27
29

30

31

Interviews with digital activists and online journalists.
Interview with Zineb Belmkaddem.
Interview with Driss Ksikess.

Interview with Driss Ksikess.
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larger state strategy to counter the growth of voices of dissent. However, these shadow publications
receive large amounts of advertising, possibly in return for their progovernment bias. Powerful
business entities, such as the three telecommunication companies, are known to adhere to state
pressure to withdraw advertising money from news outlets that run counter to the state-owned
media narrative.32
Debates on issues related to the monarchy do not make news, although social media users openly
tackle taboo subjects. For example, social media users speculated on the role of the king’s advisors
in the formation of a coalition government after the October 2016 elections. Users also questioned
the king’s public support for a Moroccan pop singer jailed in Paris in October 2016 over accusations
of rape,33 while online news outlets refrained from involving the king when reporting on the topic.34
The most remarkable change in internet use among Moroccans continues to be the growing interest
in social media and user-generated content, as well as domestic news portals. In 2010, the top ten
most visited websites did not include any Moroccan news websites.35 By 2017, the top 10 mostvisited sites in Morocco included four news portals, including Hespress, which had an estimated
600,000 unique visitors per day and ranked third after Google and YouTube. Chouftv, Hibapress, and
Alayam24.com are now ranked fourth, eighth, and tenth respectively. The Moroccan classified ads
site avito.ma, is ranked fifth and Moroccan sports site Elbotola is ranked seventh, bypassing the panArabic sports website Kooora which ranked top ten in previous years.36

Digital Activism
Internet users take advantage of various social media tools to educate, organize, and mobilize
people around a wide variety of issues. One recent instance of online activism was a campaign
surrounding the death of a fish salesman in the northern coastal city of al-Hoceima. Mohcine Fikri
was crushed in a trash compactor while trying to recover fish he had caught after the authorities
ordered them thrown in a garbage truck.37 Two hashtags in Arabic #“( وم_نحطgrind him”)
and #( يركف_نسحم_انلكWe are all Mouhcine Fikri”) trended online and mobilized a street
demonstration.38 The uproar prompted the interior minister to visit the family of the diseased to
express the king’s condolences, who also ordered an investigation to the accident. The protests were
ongoing as of mid-2017.
32 According to The Report: Emerging Morocco 2013 by Oxford Business Group, Maroc Telecom, Medi Telecom, and Inwi
(formerly WANA Corporate) spent three times more the amount of the second sector in terms of advertising with 1.3 bn MAD
(£115.6 M). In 2011, according to l’Economiste.ma, telecommunications advertising spending represents 23% of the total
advertising market share. See: “Investissements publicitaires la télé en perte de marché,” L’Economiste, November 30, 2011,
accessed February 18, 2016, http://bit.ly/1KvtrE9.

33 “Le roi Mohammed VI va prendre en charge les frais de justice de Saad Lamjarred, Le Monde, October 28, 2016, http://
www.lemonde.fr/afrique/article/2016/10/28/la-star-marocaine-saad-lamjarred-visee-par-une-information-judiciaire-pour-violaggrave_5022009_3212.html#7bwsWSbvIti6QvW3.99.

34 Interview with Driss Ksikess, a well-known journalist and former editor in chief of Nichane, he left the journalism
profession after he was sentenced to three years in jail over a report on Moroccan jokes he published in his magazine,
conducted on 28 February 2017.

35 Bouziane Zaid and Mohamed Ibahrine, Mapping Digital Media: Morocco, Open Society Foundations, June 2011, accessed
February 18, 2016, http://osf.to/1VCMRJ5.
36

Alexa, “Top Sites in Morocco,” accessed 28 March 2017, http://www.alexa.com/topsites/countries/MA.

37 “Protests Erupt in Morocco Over Fish Vendor’s Death in Garbage Compactor,” New York Times, October 31, 2016, https://
www.nytimes.com/2016/10/31/world/middleeast/protests-erupt-in-morocco-over-fish-vendors-death-in-garbage-compactor.
html?_r=0.
38 “La mort de Mouhcine Fikri à Al-Hoceima provoque une vague d’indignation contre la ‘hogra’,” Telquel, October 30, 2016,
https://telquel.ma/2016/10/30/la-mort-de-mouhcine-fikri-provoque-une-vague-dindignation-contre-la-hogra_1521268.
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Violations of User Rights
Moroccan laws on criminal defamation and antiterrorism continue to pose a threat to free speech. A
new press code containing several positive elements was under consideration during the coverage
period, and eventually passed in June. While the law eliminates jail time for the press, it includes steep
fines and mandates the registration of online journalists, in a move that could bring them further
under the authorities’ control. Furthermore, well-known activists and journalists face intimidation
through repeated prosecutions and never-ending trials.

Legal Environment
The Moroccan constitution contains provisions designed to protect freedom of expression, but
in practice these principles are not defended by the judiciary. According to the 2011 constitution,
passed by referendum to curtail public protests at the onset of the Arab Spring, all Moroccan
citizens are equals before the law and Article 25 guarantees all citizens “freedom of opinion and
expression in all its forms.”39 Although the constitution strengthened the judiciary as a separate
branch of government, the judicial system in Morocco is far from independent. The king chairs the
High Council of Judicial Power and appoints its members. As such, the courts often fail to produce
fair and balanced rulings, frequently basing their decisions on recommendations from security
forces.40
Moroccan users may be punished for their online activities under the penal code, the antiterrorism
law, and the press code. Article 218-2 of the antiterrorism law proscribes prison terms of two to six
years and fines of MAD 10,000 to 200,000 (US$ 1,000 to 20,000) for those convicted of condoning
acts of terrorism, through offline as well as online speech.41
A new press code passed in June 2016 received mixed reactions among free speech activists.42
Unlike the previous press code from 2002, the new code contains provisions that specifically apply
to online media.43 Most significantly, the code eliminated jail sentences for journalists and replaced
them with steep fines. Articles 71 and 72 put forward fines of up to MAD 200,000 (US$20,000) for
publishing content seen as disruptive to public order. The fine goes up to MAD 500,000 (US$50,000)
if the content offends the military. The fines are largely unaffordable for Moroccan journalists,
who may be imprisoned for failure to pay.44 Most importantly, pending reform of the penal code,
journalists may still be jailed for offences against the monarchy, Islam, and Western Sahara, as well
as threats to national security, which has occurred in the past. Defamation is also criminal offense.
Articles 33 and 34 of the code stipulate that to obtain press cards and benefit from financial state
support, online news portals must acquire two types of authorizations from two different bodies,
39

Constitution of Morocco, Art. 25, adopted in 1962, reformed in 2011, accessed January 18, 2014, http://bit.ly/1M04kt8.

40 Mohamed Madani, Driss Maghraoui, and Saloua Serhouni, The 2011 Moroccan Constitution: A Critical Analysis, (Stockholm,
Sweden: International Institute for Democracy and Electoral Assistance, 2012).
Loi nº 03-03, Anti-terrorism law, available at, https://www.unodc.org/tldb/showDocument.
do?lng=fr&documentUid=1840&country=MOR, accessed October 6, 2015.

41

42 Yasmine el-Rifae, “Mission Journal: Morocco’s new press law undermined by draft penal code,” Committee to Protect
Journalists, July 29, 2016, https://www.cpj.org/blog/2016/07/mission-journal-moroccos-new-press-law-undermined-.php.

Approbation à l’unanimité par la Chambre des représentants du projet de loi n° 88-13 relatif à la presse et à l’édition ,
accessed 8 August 2016, http://mincom.gov.ma/media/k2/attachments/ApprobationZZl.pdf.

43

44 Interview with Reda Benotmane, a prominent activist and founding member of Freedom Now, conducted on April 2-3
2015.
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valid for one year at a time: from the Moroccan Cinema Center (CCM)45 to shoot film, and from the
telecom regulator (ANRT) to host domain names under press.ma.46 While these measures are in line
with international practices, press freedom advocates worry these organizations may be subject to
political pressure in order to deny authorizations based on the editorial views of outlets.

Prosecutions and Detentions for Online Activities
Moroccans, particularly prominent journalists and activists, continue to face unjust arrest and
prosecution for their online activities. Although the press code protects journalists from being jailed
for their work, in practice, the government has found other ways to punish them for their social
activism and investigative reporting. Court cases are often repeatedly postponed, thereby avoiding
international condemnation while instilling self-censorship.
Hamid Mahdaoui, editor-in-chief of the news site Badil, has faced continued legal harassment for
his outspoken critiques of the government.47 Mahdaoui received a suspended prison sentence
and a fine in June 2016 for criminal defamation due to an article he published on the minister
of justice’s travel expenses. He recently became well known for uploading YouTube videos that
expressed support for the Hirak protests. He was arrested at a demonstration in al-Hoceima in July
2017 and sentenced to prison on charges of “inciting people to commit a serious or minor offense
by means of speeches and shouting … in a public place” and “participating in the organization of
an unauthorized protest.”48 A transcript from a wiretap on his phone was used as evidence in the
case, in which he is overheard urging another Moroccan to maintain the nonviolent nature of the alHoceima protests. In September, his three-month prison sentence was extended to one year by an
appeals court. Several other citizen and online journalists have been arrested during the crackdown
on the Hirak, although in some cases, the lines between their street and online activism are less
clear.49
A group of seven prominent online journalists and activists continue to face serious charges
in retribution for their work. Maria Moukrim (editor-in-chief of Febrayer.com) and Rachid Tarik
(member of the Moroccan Association of Investigative Journalism, AMJI) face fines for “receiving
foreign funding without notifying the General Secretariat of the government,” while following five
individuals face a possible five-year prison term for “threatening the internal security of the state”:50
•

Maati Monjib (university professor and president of Freedom Now),

•

Samad Ayach (online journalist and member of Freedom Now),

•

Hicham El Mansouri (AMJI member),

Le Centre Cinématographique Marocain (CCM) is in charge of the organization and promotion of the film industry in
Morocco and it oversees the application of the legislation and regulation of the sector.

45

Bouziane Zaid, New press code in Morocco to still send journalists behind bars, retrieved from,
http://www.mediapowermonitor.com/content/new-press-code-morocco-still-send-journalists-behind-bars.

46
47

See “Morocco,” Freedom on the Net 2016, https://freedomhouse.org/report/freedom-net/2016/morocco.

HRW, “Morocco: Prominent journalist jailed,” https://www.hrw.org/news/2017/08/08/morocco-prominent-journalist-jailed,
accessed October 19, 2017.

48

Ilhem Rachidi, “In Morocco, press freedom shrinks with Hirak protests,” September 1, 2017, https://www.al-monitor.com/
pulse/originals/2017/08/morocco-rif-hirak-journalists-violations.html.

49

50 Reporters without Borders, “RSF urges authorities to abandon trial against five journalists”, available online at: http://en.rsf.
org/maroc-rsf-urges-authorities-to-abandon-26-01-2016,48772.html, (accessed 16 March 2017).
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•

Hicham Al Miraat (former advocacy director for Global Voices and former head of the
Digital Rights Association, ADN), and

•

Mohamed Essabeur (head of the Moroccan Education and Youth Association, AMEJ).51

The charges seem related to a June 2015 training session run by Dutch nongovernmental
organization Free Press Unlimited and AMEJ in the city of Marrakesh.52 According to Free Press
Unlimited, plain-clothed police officers raided the session and confiscated all participants’
smartphones, later transferring them to a police office in Casablanca.53 After an initial court date
was set for November 19, 2015 in Rabat, it has been repeatedly postponed to March 23, June 29,
October 26, 2016,54 May 24, 2017,55 and October 11, 2017.56 As of October, the date was once again
postponed.57 Three of the defendants have fled the country, including Hisham Almiraat, who noted
that their depositions had been falsified to include incriminating details.58 The judge set to hear the
case had previously sentenced journalist Hisham El Mansouri to 10 months in prison for adultery in
a case that press freedom activists saw as politically motivated. 59
Similarly, Ali Anouzla continues to face charges of “advocacy of acts amounting to terrorism
offenses” and “providing assistance to perpetrators or accomplices of acts of terrorism” after his
arrest in September 2013. Anouzla is the editor-in-chief of the Arabic-language version of Lakome,
a news site, who was targeted for an article he had written on jihadist threats to Morocco in which
he provided a link to a Spanish site, which in turn had embedded a jihadist video. He was released
on bail on October 25, 2013 and his trial has been continually postponed.60 In May 2016, he was
acquitted of separate charges related to an interview he gave to the German newspaper Bild.61
Seven social media users, five of them members of the Party of Justice and Development youth
division, were arrested and charged with “apology for terrorism” over their Facebook comments on
the assassination of the Russian ambassador in Turkey in December 2016.62 The five PJD members
were placed in provisional custody in the prison of Sale, while the other two individuals were
sentenced to two and three years in prison, respectively.63

51

Editorial board, “Free speech goes on trial in Morocco,” the Washington Post, http://wapo.st/1MZNUvT.

“Smart phones confiscated. Moroccan authorities remain silent,” Free Press Unlimited, July 9, 2015, https://
freepressunlimited.org/en/news/smart-phones-confiscated-moroccan-authorities-remain-silent.

52

“Ruth Kronenburg, “Freedom of expression should not be on trial,” Free Press Unlimited, June 23, 2016, https://
freepressunlimited.org/en/news/freedom-of-expression-should-not-be-on-trial.

53

54 Telquel, “Un député français juge « inquiétant » le procès de Mâati Monjib et de six activists,” (accessed 16 March 2017).
http://bit.ly/2ewqvf9.
55

Interview with Hisham Almiraat, March 24, 2017.

“Procès des 7 journalistes: Des ajournements et une pression qui continuent,” Huffpostmaghreb,
http://www.huffpostmaghreb.com/2017/05/23/justice-maroc-liberte-de-la-presse_n_16768342.html.

56

Aida Alami, “Activists on trial in Morocco for violating national security after using app,” Middle East Eye, October 12, 2017,
http://www.middleeasteye.net/news/trial-writers-drags-morocco-crackdown-dissent-intensifies-939774714.

57
58

Interview with Hisham Almiraat, March 24, 2017.

Roy Gleenslade, “Moroccan investigative journalist released after 10 months in jail,” Guardian, January 19, 2016, https://
www.theguardian.com/media/greenslade/2016/jan/19/moroccan-investigative-journalist-released-after-10-months-in-jail.

59

60 Reporters Without Borders, “Human rights organizations call for charges against journalist Ali Anouzla to be dropped,”
February 18, 2014, accessed March 23, 2017, http://en.rsf.org/morocco-human-rights-organizations-call-18-02-2014,45889.html.

61 “Ali Anouzla innocenté dans l’affaire des déclarations sur le Sahara,” Telquel, May 26, 2016, http://telquel.ma/2016/05/26/
ali-anouzla-innocente-affaire-declarations-sahara_1498856.

62 “Maroc: arrestation de jeunes du parti islamiste PJD pour apologie du terrorisme,” RFI, December 30, 2016, http://www.rfi.
fr/afrique/20161230-maroc-arrestation-parti-PJD-apologie-terrorisme.

63 “Apologie du terrorisme: pas de liberté provisoire pour les jeunes de la chabiba du PJD,” Le360.om, http://fr.le360.ma/
politique/apologie-du-terrorisme-pas-de-liberte-provisoire-pour-les-jeunes-de-la-chabiba-du-pjd-122519.
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Surveillance, Privacy, and Anonymity
Given the absence of blocking and filtering, Moroccan activists identified surveillance as the most
dangerous instrument in the hands the state.64
The awareness of being systematically monitored impacts the way activists perceive the risks they
take and the margin of freedom they have. Hisham Almiraat, co-founder of the website Mamfakinch
and one of the leaders of the February 20th Movement, explained that the state’s capacity to own
and reconstruct one’s personal story, based on surveillance and monitoring, allows authorities
to “assassinate your character and use your own information to hurt you.”65 According to Zineb
Belmkaddem, “surveillance entails the stealing of data and data is private property… it’s like the state
coming to my home every day to steal my belongings.”
Reports, leaks, and interviews have revealed the use of malware products from Italian company
Hacking Team to target activists.66 Previously, French news site Reflets.info had published an
investigation on the purchase of spyware from the French company Amesys.67 Activists have
demanded that the state be more transparent about who conducts surveillance, who is targeted,
and to what end.68 Instead, authorities have responded by targeting those same activists who voice
their concerns. After the publication of interviews and investigations into surveillance practices
in Morocco by Privacy International and Morocco’s Digital Rights Association (ADN), the interior
ministry announced that a criminal complaint had been filed against “persons who distributed a
report containing grave accusations about spying practices.” 69
Purchasers of SIM cards must register their names and national ID numbers with
telecommunications operators in line with a 2014 decision from the ANRT that, until this year, had
yet to be fully enforced.70 Unregistered SIM cards are shut down after one month. At cybercafés,
however, internet users still do not need to register or provide identification.
Some ambiguity remains surrounding the purchase and use of encryption software.71 Article 13
of the law 53-05 of 2007 states that the “the import, export, supply, operation or use of means
or cryptographic services” are subject to prior authorization and outlines harsh penalties for
noncompliance. However, the law does not specify if the restrictions apply only to businesses, or to
private persons as well.72 Decree 2-13-88137, adopted in 2015, shifted authority for authorizing and
monitoring “electronic certifications,” including encryption, from the civilian ANRT to the military’s
General Directorate for the Security of Information Systems. Civil society advocates saw the move as

64
65

Interview with Zineb Belmkaddem.

Interview with Hisham Almiraat, conducted January 13, 2014.

Privacy International, “The Right to Privacy in the Kingdom of Morocco,” accessed March 27, 2017, https://www.
privacyinternational.org/sites/default/files/UPR27_morocco.pdf.
66

67 Reflets.com, “Amesys: un Finger de Pop Corn pour le Croco,” available at http://reflets.info/amesys-un-finger-de-popcorn-pour-le-croco/.

68

Interviews with digital activists and online journalists.

69 Reporters Without Borders, “RSF Backs Moroccan NGO Targeted by Interior Ministry,” accessed 28 March 2017. http://
en.rsf.org/maroc-rsf-backs-moroccan-ngo-targeted-by-04-06-2015,47969.html.

70 ANRT, “Identification des abonnés mobiles : Les nouvelles mesures,“ accessed March 14, 2017, https://www.anrt.ma/sites/
default/files/CP-identification-abonnes-Fr.pdf.
Privacy International, “The Right to Privacy in the Kingdom of Morocco,” accessed March 27, 2017, https://www.
privacyinternational.org/sites/default/files/UPR27_morocco.pdf.

71

72 Loi n° 53-05 relative à l’échange électronique de données juridiques, accessed 27 March 2017. https://droitmaroc.
wordpress.com/2008/01/29/loi-n%C2%B0-53-05-relative-a-lechange-electronique-de-donnees-juridiques-integrale/.
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problematic, given the lack of accountability and oversight at military institutions.73

Intimidation and Violence
There were no incidents of violence against users for their online activities, but harassment
and extralegal intimidation remain a high concern in the country, particularly during police
interrogations.74

Technical Attacks
In addition to surveillance and malware attacks, online news portals that express dissenting voices
are subject to continuous cyberattacks.75 Reports and interviews with prominent activists reveal an
ongoing campaign by anonymous hacking groups to target outspoken voices. Groups such as the
Monarchist Youth, the Moroccan Repression Force, the Moroccan Nationalist Group, and the Royal
Brigade of Dissuasion have hacked into activists’ email and social media accounts, often publishing
offensive content in a bid to harm their reputation.76

73

Privacy International, “The Right to Privacy in the Kingdom of Morocco.”

74

Interview with Hisham Almiraat, 24 March 2017.

76

Privacy International, Their Eyes On Me: Stories of surveillance in Morocco.

75

Interview with Hisham Almiraat.
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Myanmar
2016

2017

Internet Freedom Status

Not
Free

Not
Free

Obstacles to Access (0-25)

17

17

Limits on Content (0-35)

17

17

Violations of User Rights (0-40)

27

29

TOTAL* ( 0-100 )

61

63

Population:

52.9 million

Internet Penetration 2016 (ITU):

25.1 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Mobile phone penetration jumped to 90 percent, although women remain significantly
less likely to own their own devices as men (see Availability and Ease of Access).

•

At least 61 people were prosecuted for online speech under the new NLD
administration, a dramatic increase from last year; several were held for weeks without
bail, and some were sentenced to prison (see Prosecutions and Detentions for Online
Activities).

•

Violent attacks were reported against at least two journalists active online, including one
murder (see Intimidation and Violence).
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Introduction
Internet freedom declined after the transfer of power from the military-backed government to the
National League for Democracy (NLD) party chaired by Nobel Peace Prize laureate Aung San Suu Kyi
in April 2016. Dozens of internet users were prosecuted under the Telecommunication Law, and a
journalist was killed, possibly in relation to social media posts exposing illegal logging.
Internet and mobile penetration have increased dramatically since the former military leadership
allowed Norway’s Telenor Group and Qatar’s Ooredoo to enter the telecommunications market
alongside state-owned Myanmar Post Telecommunication (MPT) in 2013. A fourth operator entered
the market in 2017 but had yet to offer service as of mid-year. The previous government selected
the military-linked consortium behind the new entrant to apply for a license before the leadership
change. While service remains prohibitively slow for most, the internet is gradually becoming
a useful tool in daily life, enabling app-based transportation services in major cities and digital
advocacy efforts.
Aung San Suu Kyi set her government’s top priority to negotiate internal peace with armed ethnic
groups radicalized by decades of discriminatory policies, like the Muslim Rohingya, who are denied
citizenship under Myanmar’s laws.1 However, conflicts have intensified in the northeastern states
of Kachin and Shan. In western Rakhine state, the security forces’ response to an October 2016
attack by alleged Rohingya militants launched a campaign of persecution that Human Rights
Watch characterized as ethnic cleansing in September 2017.2 In this environment, securitization has
overwhelmed concern for human rights, including free speech online.
The new government has drawn particular criticism for failing to check prosecutions involving online
speech under the Telecommunication Law. Sixty-eight cases have been documented since the law
passed in 2013. Among them, 61 were filed after the civilian-dominated government came to power,
including 14 involving journalists. Politicians, military figures, and ordinary internet users sued based
on criticism, satire, and commentary published online. The accused were held for long periods
without bail, and many were tried and sentenced.

Obstacles to Access
Internet access is improving in Myanmar, as increasing numbers of users go online via cell phones,
which are becoming more affordable. Yet internet penetration still ranks among the world’s lowest. The
quality of service remains poor because of inadequate infrastructure, and poverty continues to limit
citizens’ internet usage. Military conglomerates are still positioned to benefit from the system and
manipulate the telecommunications market.

Availability and Ease of Access
The number of internet users has notably increased over the past three years, though reported

“Who will help Myanmar’s Rohingya?” BBC, January 10, 2017, http://www.bbc.com/news/world-asia-38168917; Human
Rights Watch, “Myanmar: Rohingya Muslims Face Humanitarian Crisis,” March 26, 2013, http://bit.ly/1HSsJdA

1

https://www.hrw.org/world-report/2017/country-chapters/burma#f3ec3e; https://www.hrw.org/news/2017/09/08/burmarohingya-describe-military-atrocities

2
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penetration figures differ significantly.3 The variation may depend on how different sources calculate
mobile internet usage. The ITU cited 25 percent internet penetration and 90 percent mobile
penetration, citing official figures (see Availability and Ease of Access: Key Indicators), but the
majority of mobile handsets are capable of connecting to the internet, according to other reports.4
Mobile penetration figures may also be inflated because many users own more than one SIM card.

Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

a

25.1%

2011

1.0%

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

21.8%
89%

2015

77%

2017(Q1)

4.4 Mbps

2011

2016(Q1)

2%

3.6 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

The speed and quality of service, however, is generally very poor. Users in most provincial towns
have much poorer quality connections than those in major cities, let alone in rural villages. Chronic
power outages, service interruptions, and infrastructure issues continue to impede efficient internet
usage (see Restrictions on Connectivity). In May, the Ministry of Transport and Communications
granted Telenor, Ooredoo and MPT additional spectrum in the 1.8Ghz band,5 extra capacity that
should allow them to provide customers with a “real” 4G experience.6
Private fixed-line internet connections are prohibitively expensive, though there is significant
regional variation. While prices are trending downwards, the cost of service during the coverage
period remained comparable to the previous year. The one-time installation cost for a home
broadband connection from MPT, the dominant state-owned provider, was US$50, plus an annual
fee of US$50, with monthly rates from US$17 to US$80 for speeds from 512 Kpbs to 2.5 Mbps. For
faster fiber connections, setup costs range from US$200 to US$1,000; in addition to an annual
US$60 fee, monthly service, starting at US$100, can run to thousands of dollars per month for
speeds up to 100 Mbps.7 These costs keep personal internet access far out of reach for the majority.

Ministry of Transport and Communications figures from 2017, cited in local media, reported 88 percent internet
penetration. The UK-based company We Are Social reported 26 percent penetration at around the same time. See, http://www.
internetjournal.media/ျမန္မာႏိုင္ငံမွာ-အင္တာန/ and https://coconuts.co/yangon/news/ministry-of-communications-report-10million-increase-in-internet-users-within-last-year/; Internet in Myanmar, “Internet users in Myanmar increased by 97% in 1
year, 70% are mobile users,” April 11, 2017, https://www.internetinmyanmar.com/internet-users-myanmar-2017/.

3

Internet in Myanmar, “Internet users in Myanmar increased by 97% in 1 year, 70% are mobile users,” April 11, 2017, https://
www.internetinmyanmar.com/internet-users-myanmar-2017/.; Philip Heijmans, “The Unprecedented Explosion of Smartphones
in Myanmar,” Bloomberg, July 10, 2017, https://www.bloomberg.com/news/features/2017-07-10/the-unprecedentedexplosion-of-smartphones-in-myanmar

4

5 James Barton, “Myanmar allocates 1.8GHz spectrum with $80m price point,” May 23, 2017, https://www.
developingtelecoms.com/business/regulation/7093-myanmar-allocates-1-8ghz-spectrum-with-80m-price-point.html
6

http://www.internetjournal.media/ေအာ္ပေရတာသံုးခုလံုးအား-1/

Based on an exchange rate of MMK 1,000 to $1, fiber service for 100mbps was listed at MMK 7,000,000 in 2015. See, http://
www.mpt.com.mm/en/product-services/fixed-line-internet/
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The price of mobile broadband access, by contrast, has plunged. MPT has offered mobile phones
since the 1990s, but charged from US$2,000 to $5,000. The price dropped to $200 in 2012 after
the political and economic liberalization in 2011. In 2013, the military-owned MEC and MPT
distributed a finite number of SIM cards per month for about US$1.5 each under a state-run lottery.
Telenor and Ooredoo introduced competition to the market in 2014 (see ICT Market). Lacking the
infrastructure of MPT, their underperforming services are often the impetus for users to subscribe
to multiple providers and switch SIM cards to overcome connection issues. But competition has
certainly resulted in lower prices, with some companies warning the reduced revenue may threaten
investments still needed to ensure quality of service for consumers.8 With the fourth operator
entering the market, competition is set to increase (see ICT Market).
For data use in 2017, MPT charged MMK 6 (less than one US cent) per 1 MB under the Swe Thaha
promotion, and MMK 8 per 1 MB under the new Shal Pyaw plan introduced in March 2017.9 These
rates are subject to an additional 5 percent commercial tax introduced in April 2016. A regular
mobile internet user might expect to spend MMK 10,000 to 20,000 (US$10 to US$20) per month
in 2017, while business customers could spend MMK 30,000 to 50,000 (US$30 to US$50). This
represents little change from last year and still limits access for a large percentage of the population.
There are indications of a digital divide along gender lines. According to the findings of a publicprivate joint workshop held in November 2016, “There is a 30 percent gender gap in mobile phone
ownership, skewed to men.”10 Women usually use phones owned by others, making them unable to
reap the full potential of internet access and acquire the same digital skills as men.

Restrictions on Connectivity
The Ministry of Communications and Information Technology (MCIT) controls much of the
telecommunications infrastructure via the state-owned Myanmar Post Telecommunication (MPT),
though private providers are gradually diversifying ownership of the internet backbone. There were
no reports of the state deliberately shutting down telecommunications services.
New operators and investors described infrastructure development as their greatest challenge
in 2015.11 International institutions provided operators with loans and support to develop cable,
bandwidth, and transmission towers,12 and Telenor and Ooredoo started to develop their own
fiber networks. However, heavy flooding, bureaucratic processes, and corruption often impede
construction.
Telenor and Ooredoo each reported having constructed three international connections to Thailand
8 Telegeography, “Price war, what is it good for? Absolutely nothing, say Myanmar cellcos,” September 28, 2015, https://
www.telegeography.com/products/commsupdate/articles/2015/09/28/price-war-what-is-it-good-for-absolutely-nothing-saymyanmar-cellcos/

9 Rates based on author’s market survey, mid-2017. MPT charged MMK 25 per minute for voice calls, less under promotions.
Ooredoo charged MMK 23 per minute for voice calls and MMK 6 per 1 MB for internet. Telenor charged MMK 27 per minute
for voice calls and MMK 8 for 1 MB of internet use.

A4AI-Myanmar Coalition Meeting; Workshop on Gender-Responsive ICT Policy and Regulation; and Consultation on
Myanmar Universal Service Strategy, Yangon, November 17-18, 2016, http://1e8q3q16vyc81g8l3h3md6q5f5e.wpengine.netdnacdn.com/wp-content/uploads/2016/12/A4AI-Myanmar-Coalition-–-November-2016-Report.pdf

10

11

Internet Journal, September 16, 2015, http://internetjournal.media/news/4123

7 Day Daily, February 9, 2016, http://7daydaily.com/story/57611 and Telegeography, “IGT secures USD122m loan for
Myanmar tower rollout,” January 11, 2016, https://www.telegeography.com/products/commsupdate/articles/2016/01/11/igtsecures-usd122m-loan-for-myanmar-tower-rollout/ .
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and China by 2016; Telenor was working on a fourth, to India.13 A spokesperson for the company
rated its dependence on MPT at 10 percent in a 2016 interview with Frontier Myanmar; Ooredoo
declined to make a similar estimate.14
Other developments are making the international connection more resilient. In January 2017, the
installation of an onshore link to the undersea cable SEA-ME-WE 5 was completed as part of the
Ministry of Transport and Communications’ 100-Day Plan.15 This provided an alternative to the
SEA-ME-WE 3 cable, as well as satellite and cross-border cable links with China and Thailand, which
had been exclusively controlled by MPT before 2014. 16 Myanmar’s first private undersea internet
cable, the Myanmar-Malaysia-Thailand-International Connection (MYTHIC),17 is being developed
by the Singapore-based cable company Campana Group and is scheduled to be activated in 2018.18
Another new submarine cable will connect Bangladesh with Myanmar. A May 2017 news reports
said it would take six months to lay the cable under the sea from Cox’s Bazar to the coastal city of
Sittwe.19
The developments have yet to transform internet use for many people, and low bandwidth continues
to cause congestion. Power outages also frequently disrupt access.20

ICT Market
State-owned conglomerates continued to skew the market in 2017, through MPT and a fourth major
telecommunications operator run by a military-linked joint venture, which was granted a license
during the reporting period.
The government announced plans to privatize MPT in 2012, but they have yet to materialize. News
reports said a fifth official meeting to discuss privatization was held in April 2017.21
In 2013, the government awarded international licenses to Norway’s Telenor and Qatar’s Ooredoo,
allowing them to offer services and infrastructure alongside MPT.22 Military-linked Yatanarpon
Teleport (YTP) was also allowed to run as a local operator, one of more than a dozen ISPs that offer
service without peering with international carriers.23

“Myanmar’s connectivity catch-up,” Frontier Myanmar, February 1, 2016, http://frontiermyanmar.net/en/news/myanmarsconnectivity-catch-up

13

“Myanmar’s connectivity catch-up,” Frontier Myanmar, February 1, 2016, http://frontiermyanmar.net/en/news/myanmarsconnectivity-catch-up.

14

http://www.datacenterdynamics.com/content-tracks/core-edge/sea-me-we-5-subsea-cable-completed-onschedule/97537.fullarticle, and Internet Journal, May 31, 2016, http://internetjournal.media/news/6511

15

Naomi Gingold, “Making connections: Telenor goes online,” Myanmar Times, April 2, 2014, https://www.mmtimes.com/
business/technology/10060-telenor-becomes-the-first-private-company-to-connect-out-of-myanmar.html

16

“Myanmar’s connectivity catch-up,” Frontier Myanmar, February 1, 2016, http://frontiermyanmar.net/en/news/myanmarsconnectivity-catch-up .

17

Abu Saeed Khan, “Campana takes giant leap to plug Myanmar fail-safe,” Lirne Asia, January 29, 2017, http://lirneasia.
net/2017/01/campana-takes-giant-leap-to-plug-myanmar-fail-safe/

18
19

http://www.thedailystar.net/business/submarine-cable-link-between-bangladesh-myanmar-cards-1400164

21

http://www.internetjournal.media/ျမန္မာ့ဆက္သြယ္ေရးလုပ္င/

Kyaw Hsu Mon, “Power Chief Pledges End to Rangoon Outages,” The Irrawaddy, April 8, 2015, http://www.irrawaddy.org/
burma/power-chief-pledges-end-to-rangoon-outages.html

20

Shibani Mahtani and Chun Han Wong, “Norway’s Telenor, Qatar Telecom Get Myanmar Telecom Licenses,” Wall Street
Journal, June 27, 2013.
22

Internet in Myanmar, “Internet Service Providers overview in Myanmar,” September 20, 2016, https://www.
internetinmyanmar.com/isp-overview-myanmar/

23
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A fourth operator, Myanmar National Tele & Communications operating under the brand
name Mytel, was granted a license in January 2017.24 Mytel will reportedly make use of existing
infrastructure currently owned or used by sister company MECTel.
Mytel is owned by the Vietnamese-military controlled company Viettel,2526 a consortium of 11 local
firms,27 and Star High Public Company under the supervision of the Ministry of Defense.28 Star High
Public Company is operated by the military-run conglomerate Myanmar Economic Corporation
(MEC), which was subjected to financial sanctions by the United States Treasury for its role in
supporting repression by the military junta between 2008 and 2016.29 MEC also owns MECTel.30
The operator was selected to apply for a license before the new civilian-led government took over
in April 2016. Officials said the company was chosen because it could offer capital, access to 1,000
towers and more than 13,000 kilometers of fiber, among other telecoms assets. However, the
US$300 million license fee was significantly lower than payments made by the other two foreign
firms, creating the appearance of an uneven playing field. Telenor paid US$500 million and local
news reports said Qatar’s Ooredoo spent more than US$1 billion for their respective licenses.31
RedLink, a WIMAX internet provider with connections to a military official in the previous
government, officially ceased activity after 9 years in March 2017, though some observers said it was
rebranding. It had been operating on frequency it did not officially own.32 With a market crowded
with licensees, experts predict that other companies that may soon be put out of business.33

Regulatory Bodies
The Posts and Telecommunications Department regulates Myanmar’s telecommunications industry
under the MCIT. Under the junta, the MCIT and intelligence agencies implemented arbitrary and ad
hoc censorship decisions. Upon taking power in 2016, the new NLD administration merged the MCIT

24 Aung Kyaw Nyunt, “Myanmar’s fourth telco gets licence at last,” Myanmar Times, January 13, 2017, https://www.mmtimes.
com/business/technology/24533-myanmar-s-fourth-telco-gets-licence-at-last.html.

Telegeography, “Myanmar selects Viettel to partner for fourth licence,”March 29, 2016, https://www.telegeography.com/
products/commsupdate/articles/2016/03/29/myanmar-selects-viettel-to-partner-for-fourth-licence/ ;

25

Reuters, “Viettel plans $1.5 billion Myanmar telecoms investment with local firms,” April 18, 2016, http://www.reuters.com/
article/viettel-myanmar-telecoms-idUSL3N17L3DR .

26

Republic of the Union of Myanmar, “Results of the Request for Proposal for Partnership with local Consortium
willing to apply for Fourth Telecom Operator Licence in the Republic of theUnion of Myanmar,” press release, March 25, 2016,
http://bit.ly/2fBTGju

27

Aung Kyaw Nyunt and Steve Gilmore, “Fourth telco licence just weeks away,” Myanmar Times, October 4, 2016, http://www.
mmtimes.com/index.php/business/technology/22882-fourth-telco-licence-just-weeks-away.html .

28

U.S. Department of the Treasury, “Treasury Designates Burmese State-Owned Enterprises,” press release, July 29, 2008,
https://www.treasury.gov/press-center/press-releases/Pages/hp1105.aspx; Shibani Mahtani and Richard C. Paddock “‘Cronies’
of Former Myanmar Regime Thrive Despite U.S. Blacklist,” Wall Street Journal, August 12, 2015, http://www.wsj.com/articles/
cronies-of-former-myanmar-regime-thrive-despite-u-s-blacklist-1439433052 ; Michael Peel, “Myanmar: the militarycommercial complex,“ February 1, 2017, https://www.ft.com/content/c6fe7dce-d26a-11e6-b06b-680c49b4b4c0
29

30 Aung Kyaw Nyunt, “Myanmar’s fourth telco gets licence at last,” Myanmar Times, January 13, 2017, https://www.mmtimes.
com/business/technology/24533-myanmar-s-fourth-telco-gets-licence-at-last.html.

Clare Hammond and Catherine Trautwein, “Viettel picked for fourth telecoms tie-up with military partner,” Myanmar Times,
March 25, 2016, http://www.mmtimes.com/index.php/business/technology/19662-viettel-nears-contract-for-fourth-telecomsoperator.html; Catherine Trautwein, “Telcos lobby govt over fourth operator,” Myanmar Times, February 19, 2016, http://www.
mmtimes.com/index.php/business/technology/19088-telcos-lobby-govt-over-fourth-operator.html.
31

Internet in Myanmar, “RedLink is dead, Hail to RedLink !” April 2, 2017, https://www.internetinmyanmar.com/redlink-deadhail-redlink/.
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Author’s interview with a two business people in Yangon, May 18, 2017
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with the Ministry of Rail Transport and Ministry of Transport to create a new Ministry of Transport
and Communications.34
Other state institutions tasked with information and communications technology (ICT) development
and management have been largely inactive.35 The Myanmar Computer Federation, formed under
the 1996 Computer Science Development Law and comprised of industry professionals, is the
designated focal point for coordination with the ITU.
Clause 86 of the 2013 Telecommunication Law established an independent commission to take over
regulatory functions and an appeal tribunal mechanism to adjudicate over administrative issues in
the telecommunications industry. These are still being implemented, though the MCIT has since
released regulations on license provision, networking and linking, and frequency spectrum, among
other issues, including a draft by-law to regulate international gateway services in January 2017,
developed in consultation with the World Bank.

Limits on Content
During the coverage period, both military and self-styled pro-democracy activists actively pressured
online media practitioners and outlets they perceived as critical, keeping levels of self-censorship
high. Tactics included reporting rival Facebook users for violating the site’s community standards—
resulting in their accounts being temporarily disabled—and manipulative political commentary. While
digital content was not subject to censorship, sensitive political and social topics were nevertheless
underrepresented online.

Blocking and Filtering
The government lifted systematic state censorship of traditional and electronic media in 2012. Since
then, political content appeared to be almost universally available, and even social content, such as
pornography, was not blocked as of mid-2017.36

Content Removal
While new readers are more likely to encounter a range of content than they were in the past,
authorities have made a concerted effort to exclude certain topics from mainstream discourse in
ways that lack transparency and due process. Notably, since censorship was officially lifted the
military has pressured individuals and media outlets to remove posts or images perceived to hurt
the public image of the armed forces. Content subject to prosecution is also generally removed (see
Prosecutions and Detentions for Online Activities).

Aye Thidar Kyaw and Catherine Trautwein, Chan Mya Htwe, “NLD proposes merging economic ministries into
powerhouses,” March 18, 2016, http://www.mmtimes.com/index.php/business/19540-nld-proposes-merging-economicministries-into-powerhouses.html

34

These include the Myanmar Computer Science Development Council, the e-National Task Force, the Myanmar Computer
Federation, the Myanmar Computer Professionals’ Association, the Myanmar Computer Industry Association, and the Myanmar
Computer Enthusiasts’ Association.

35

Kay Yen Wong et al, “The State of Internet Censorship in Myanmar,” OONI, https://ooni.torproject.org/post/myanmarreport/
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Content removal decisions by international companies attracted controversy during the reporting
period. In May 2017, Facebook apparently restricted posts containing the word kala and sanctioned
users who posted it for violating the platform’s terms of service.37 The word, originally used to
describe foreigners, has increasingly been used as a derogatory term for Muslims, who face
widespread discrimination in Myanmar. Observers noted that the blocking was inconsistent across
all posts mentioning kala, which also forms parts of many benign Burmese words and phrases. The
restrictions were lifted after netizens protested.38
Facebook users periodically misuse the mechanism for reporting offensive content in order to
disable rival pages. Activists with different political agendas allege their opponents have violated
Facebook’s community standards in order to have their content removed. Owners must appeal to
Facebook to have it reinstated.
Several campaigners who protest against hate speech, however, welcomed reports from the
ultranationalist Buddhist monk U Wirathu that Facebook had temporarily shut down two of his
accounts on May 31.39 The monk is known for his extreme anti-Muslim rhetoric; a local Buddhist
authority had banned him from giving sermons in March.40

Media, Diversity, and Content Manipulation
Self-censorship with regard to military and related issues is common online, especially after military
officials issued warnings in response to news articles and cartoons they said harmed the dignity and
spirit of the military during the Kokang conflict in 2015. At the same time, journalists are becoming
more cautious when reporting on the NLD government. Although the media was relieved from
“government censorship” in 2012, they increasingly fear “public censorship” in the form of social
media abuse, according to one of the country’s largest weeklies.41
Social media and communication apps including Viber, Line, Friend Finder, and Google+ are freely
available. Facebook is the most popular, since many users developed the habit of using the platform
to share information, initiate collective action on social and political issues, or follow exile media
outlets when website blocking was still pervasive. According to one estimate, there were about 15
million Facebook users in June 2017, up from 7 million in 2015.42 For some users frustrated at the
challenge of navigating between sites on poor connections, Facebook has become the sole source
of online news, potentially depriving local outlets of the advertising revenue.
Online content is subject to some manipulation, though the extent and impact are unclear. Regional
government officials, elements of the military, and some business people are believed to hire
cybertroopers to promote their cause and spin the news on social media—especially Facebook—to
their advantage, though their activities have not been well-documented. Some ethnic Burman
Aung Kaung Myat, “Facebook is banning the derogatory word, kalar, but not in the way you expect,” Medium, May 27,
2017, https://medium.com/@aungkaungmyat/facebook-is-banning-the-derogatory-word-kalar-but-not-in-the-way-youexpect-1ec1ea7dcb44. “Facebook Ban of Racial Slur Sparks Debate in Burma,” Irrawaddy, May 31, 2017, https://www.irrawaddy.
com/news/burma/facebook-ban-of-racial-slur-sparks-debate-in-burma.html
37

38
39

Author interviews with two journalists who do ICT reporting, June 21, 2017.

https://www.irrawaddy.com/news/burma/u-wirathu-claims-facebook-blocked-accounts.html

“Wirathu silenced by Myanmar’s top Buddhist body,” Al Jazeera, March 12, 2017, http://www.aljazeera.com/news/2017/03/
wirathu-silenced-myanmar-top-buddhist-body-170311141258664.html.

40
41
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7 Day Daily, March 30, 2016, http://www.7daydaily.com/story/61577 .

http://lirneasia.net/2017/06/proportion-facebook-users-myanmar/ and http://www.veropr.com/will-facebook-block-post/
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internet users also run organized campaigns to spread racially charged comments across social
media platforms. The issue is longstanding but continued throughout the coverage period.43 U
Wirathu, a key figure in the movement, reported that he was temporarily barred from Facebook in
May 2017 (see Content Removal). Some of the manipulation took the form of fake news, deliberately
false or inflammatory content disguised to look like a news report.44
Much of the manipulative activity targets the political incumbents. In May, the government warned
that unidentified people were spreading rumors to cause “political instability” during the tenure
of leader Aung San Suu Kyi. Rumors included a suggestion that President Htin Kyaw—who Suu Kyi
picked for head of state—would step down.45

Digital Activism
Activism fell off slightly in comparison with the previous reporting period, when the 2015 elections
and humanitarian relief campaigns fueled significant online mobilization. Several dynamic
campaigns were mounted to defend the environment or promote free speech, though they rarely
achieved the desired outcome.
One of the most visible campaigns was a call led by journalists and activists for the government
to unconditionally drop Clause 66(d) of the Telecommunication Law, which criminalizes online
defamation, disturbances, and threats.46 When the government proposed amendments, however,
they fell short of the needed reform (see Legal Environment).47

Violations of User Rights
The 2013 Telecommunications Law transformed the industry, but introduced a defamation provision
which was used to jail dozens of internet users for political speech during the coverage period of this
report. Assailants separately attacked two journalists active online, one fatally. Hackers continued to
target the media.

Legal Environment
The current constitution, drafted by the military-led government and approved in a flawed 2008
referendum, does not guarantee internet freedom. It states that every citizen may exercise the
right to “express and publish their convictions and opinions,” if “not contrary to the laws enacted
for Union [of Myanmar] security, prevalence of law and order, community peace and tranquility or
public order and morality.”48
Some laws explicitly penalize online activity and have been used to imprison internet users.
43

Sait Latt, “Intolerance, Islam and the Internet in Myanmar today,” New Mandala, June 10, 2012, http://bit.ly/1g6ktQr

Megha Rajagopalan, “Internet Trolls Are Using Facebook To Target Myanmar’s Muslims,” Buzzfeed, March 18, 2017, https://
www.buzzfeed.com/meghara/how-fake-news-and-online-hate-are-making-life-hell-for?utm_term=.csyN8MQqGK#.cy243jVdRL
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Reuters, “Myanmar says fake news being spread to destabilize Suu Kyi government,” May 5, 2017, http://www.reuters.com/
article/us-myanmar-suukyi-idUSKBN1810E3
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https://advox.globalvoices.org/2017/06/07/myanmar-journalists-unite-against-online-defamation-law/
https://cpj.org/2017/07/online-defamation-law-amendments-fall-short-in-mya.php

Republic of the Union of Myanmar Constitution, Ch. VII, Defense Services, art. 354 sec. b. http://www.Myanmarlibrary.org/
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Parliament enacted a long-pending Telecommunication Law, drafted with the help of international
experts including the World Bank, in October 2013.49 Domestic and international investors
applauded the consultative drafting process, along with the guidelines for the industry which
provided the foundation for improving access (see Regulatory Bodies).50 However, the law includes
broadly worded clauses that subject internet activity to criminal punishment. Clause 66(d) prohibits
“extortion…coercion, unlawful restriction, defamation, interfering, undue influence, or intimidation
using a telecommunication network,” with penalties of up to three years of imprisonment. Clause 68
punishes “communication, reception, sending, distribution or sharing of incorrect information with
dishonest intention” with imprisonment for up to one year, an unspecified fine, or both. At least 68
prosecutions have been documented since the law was passed (see Prosecutions and Detentions for
Online Activity).
The NLD government has refused to repeal or initiate a significant amendment of the
Telecommunication Law. The Ministry of Transport and Communications submitted a draft
amendment to the Upper House of Parliament in July 2017. If approved, the changes would allow
suspects to post bail—many are currently held for long periods in pretrial detention—and put limits
on the circumstances in which people are allowed to submit complaints on behalf of others, among
other minor reforms. But the bill would retain the same penalties for convictions.51
The previous government amended but failed to repeal the notorious 2004 Electronic Transaction
Law (ETL) in 2013. It was routinely used to criminalize internet activism under the junta. The
amendments reduced but did not eliminate possible jail sentences for ill-defined online actions,
punishing “any act detrimental to” state security, law and order, community peace and tranquility,
national solidarity, the national economy, or national culture—including “receiving or sending”
related information—by three to seven years imprisonment, down from seven to fifteen years.
In 2014, Thaung Tin, an MCIT deputy, acknowledged the need to fix repressive laws like the ETL and
the Computer Science and Development Law, which criminalizes unauthorized use of a computer
with a “fax-modem card.”52 The MCIT announced plans to revise the ETL, but no developments had
been reported as of mid-2017.53

Prosecutions and Detentions for Online Activities
At the end of this report’s coverage period, at least 68 cases had been brought to the courts under
the Telecommunication Law since it passed in October 2013 (see Legal Environment). Among them,
61 fell under the NLD government. The seven brought under the previous government mostly
involved criticism of the government and the military on Facebook. All went to trial, and five resulted
in prison terms of up to six months.54
49

The Pyidaungsu Hluttaw passage of The Telecommunication Law, No. 31, October 8, 2013, http://bit.ly/1g8hlU5.

Shibani Mahtani, “Myanmar’s Telecom Revolution Bogs Down,” The Wall Street Journal, October 25, 2013. http://on.wsj.
com/1w4lTPD.
50

51 Committee to Protect Journalists, “Online defamation law amendments fall short in Myanmar,” July 17, 2017, https://cpj.
org/2017/07/online-defamation-law-amendments-fall-short-in-mya.php.

52 The State Law and order Restoration Council passage of The Computer Science Development Law, No. 10/96, September
20, 1996, http://bit.ly/1CXw1zk.

“A newly designed Electronic Contact Cooperation Law may be released soon,” 7Day Daily, December 14, 2014.
http://7daydaily.com/story/26977.

53

54 Institute for Strategy and Policy- Myanmar data as of June 6, 2017. https://www.facebook.com/ISPMyanmarpage/photos/
a.1587257184911841.1073741828.1584183878552505/1694827787488113/?type=3&theater
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Under the NLD administration, use of the law has been less strategic, but the number of cases has
mushroomed as government officials, NLD parliamentarians, and NLD party members all brought
charges against anyone they perceived to be opposing them online. Troublingly, at least 14
journalists have been now been charged under Clause 66 D.
Citizens have also used the law against each other. For instance, at least eight cases were brought by
NLD supporters against Facebook users for posts that allegedly attacked or defamed Aung San Suu
Kyi.
Charges under the Telecommunication Law are not automatically eligible for bail, and in some cases,
courts repeatedly refused requests for bail, meaning people were held for long periods before trial.
High profile cases include the following:
•

In October 2016, Myo Yan Naung Thein, secretary of the NLD’s Central Committee for
Research and Strategy Studies, was arrested after calling for the resignation of military
chief Senior-General Min Aung Hlaing in a Facebook post. He was sentenced to six months’
imprisonment.55

•

In November 2016, authorities detained Dr. Than Htut Aung, chief executive of Eleven
Media Group, and Wai Phyo, chief editor of the group’s Daily Eleven newspaper, over
Facebook posts involving an opinion piece that alleged high-level government corruption.
They were held in pretrial detention for 54 days before being released on bail.56 Their trial
was ongoing in mid-2017, though Eleven Media issued a public apology for the editorial.

•

In June 2017, Kyaw Min Swe, chief editor of The Voice Daily, was detained in relation to
the online publication of an opinion column that satirized a military propaganda film. The
columnist was also charged, but Kyaw Min Swe, as editor, took responsibility for sharing the
content on the internet. Following more than two months’ detention, Kyaw Min Swe was
released on MMK 10 million (US$7,350) bail in August.57

Surveillance, Privacy, and Anonymity
The government adopted a Law Protecting the Privacy and Security of Citizens (Citizens Privacy
and Security Law) in March 2017. It prohibits intrusion on communication data, except based
on permission, orders, or warrants provided under other laws. But the law did not outline
clear procedures to prevent data being stored, and observers said its definition of privacy was
inadequate.58
State surveillance, historically pervasive and politicized, abated after the political opening but has
intensified somewhat since 2013 due to religious unrest and other issues. The Tatmadaw or armed
forces appear to have stepped up using interception for domestic surveillance and security reasons
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in this coverage period.59 Since their activities lack transparency, however, the extent is impossible to
confirm.
The Telecommunication Law contains scope for abuse. Clause 75 grants unspecified government
agents the authority “to direct the organization concerned as necessary to intercept, irrespective of
the means of communication, any information that affects the national security or rule of law.” The
clause added that the government would do so without affecting the fundamental rights of the
citizens, but included no privacy protections. Clause 76 allows the government to inspect or seize
this information on the premises of private telecommunications enterprises.60
A framework establishing procedures for compliance with interception requests under the
Telecommunication Law was still pending during the coverage period of this report.61 In early 2016,
Telenor and Ooredoo told journalists that authorities have asked them to provide private customer
information 85 times in total under an interim agreement with the regulator. Telenor reported
complying with 11 out of 58 requests, and Ooredoo with 9 out of 27. Both companies said that
requests were limited to historical data or call records.62 MPT refused to supply the media with any
information about such requests.63 Internationally, Facebook reported that it received one legal
request for user data during the reporting period, between July and December 2016, but did not
comply.64
There are few restrictions on anonymous internet use, though the NLD government enforced
registration of SIM cards of mobile phone users by March 31, 2017.65 Registration requirements had
not been strictly implemented in the past. The Ministry of Transport and Communications blocked
6 million unregistered SIM cards after the deadline.66 The ministry said mobile phone operators will
be advised when they receive their license that they must register the buyer of each SIM card they
sell. Mobile subscribers will have to give their name, a copy of their ID, date of birth, address, gender,
and nationality in order to register.67

Intimidation and Violence
At least two incidents of violence against journalists were reported during this coverage period. Both
worked for traditional media outlets, but may have been targeted in part because of information
circulated on the internet.
Soe Moe Tun, a reporter for Eleven Media, was found dead with head injuries in Monywa in the
northwestern Sagaing region, on December 13, 2016. He was reporting on illegal wood smuggling,
59
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Author interviews with sources in Myanmar who requested anonymity.

The Pyidaungsu Hluttaw passage of The Telecommunication Law, No. 31, October 8, 2013, http://bit.ly/1g8hlU5
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www.mmtimes.com/index.php/business/technology/19721-mobile-operators-comply-with-one-in-four-data-requests.html

63 Catherine Trautwein, “MPT keeps lid on police requests for customer data,” Myanmar Times, April 7, 2016, https://www.
mmtimes.com/business/technology/19867-mpt-keeps-lid-on-police-requests-for-customer-data.html

64 Facebook, Government Requests Report, “Myanmar: Requests for Data,” July 2016—December 2016, https://govtrequests.
facebook.com/country/Myanmar/2016-H2/

65 Aung Kyaw Nyunt, “SIM card registration to be enforced in 2017,” Myanmar Times, August 3, 2016, https://www.mmtimes.
com/business/technology/21728-sim-card-registration-to-be-enforced-in-2017.html
66
67

Nay Myo Tun, “6m unregistered SIM cards axed,” Eleven Media, August 19, 2017, http://www.elevenmyanmar.com/local/11171
http://www.mmtimes.com/index.php/business/technology/21728-sim-card-registration-to-be-enforced-in-2017.html
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among other issues.68 Less than a week before he was killed, he republished his own Facebook post
from 2014 that included photos of a notebook with the names and contact information of alleged
smugglers.69 His colleagues suspect that the murder is related to his online activities and reporting,
though the murder was unsolved in mid-2017.70
On May 26, 2017, Kantarawaddy Times reporter Maw Oo Myar was abducted near the town of
Loikaw, in southeastern Kayah State. Her abductors crashed their car and she was unconscious
in hospital for three days.71 It was unclear what triggered the attack. Maw Oo Myar reported on
politics, women’s rights, business, and public health.72 The Kantarawaddy Times is active and
influential online, especially on Facebook, and Maw Oo Myar also produced a regular segment for
the multimedia broadcaster Democratic Voice of Burma. Other journalists working for the outlet
received threats in 2016 and 2017.

Technical Attacks
Media and civil society websites are periodically subject to cyberattacks, including at least one
incident under the new government. In June 2016, a website operated by the Eleven Media Group
was hacked by the so-called “Union of Hacktivists” hacker group. Eleven Media said the attack was
in retaliation for its criticism of the new administration’s reforms. The website was defaced in the
attack, which lasted about an hour.73 Researchers have concluded that a string of media website
defacements carried out by the same group since 2012 have been initiated on military premises.74
Government sites were also attacked. On January10, 2017, the Ministry of Information announced
that its website had suffered a two-day DDoS (distributed denial of service) attack, a malicious
attempt to disrupt a network by flooding its bandwidth.75

68
69

http://www.mmtimes.com/national-news/24189-police-suspect-murder-after-eleven-media-reporter-found-dead.html
https://www.facebook.com/photo.php?fbid=633188453476502&set=pcb.633188513476496&type=3&theater

Author’s interview with two reporters in April, 2017, and https://www.irrawaddy.com/news/burma/widow-friendsmurdered-journalist-urge-progress-case.html

70

https://www.facebook.com/kantarawaddytimes/photos/a.496994583752390.1073741827.496146527170529/12868961580
95558/?type=3

71
72

https://cpj.org/2017/05/journalist-abducted-seriously-injured-in-myanmar.php

“Hackers’ Union’ targets EMG site,” June 17, 2016, http://www.elevenmyanmar.com/local/hackers%E2%80%99-uniontargets-emg-site

73

Unleashed Research Labs, “Fighting Cyber Attacks during the Burmese Elections, November 2015, http://unleashed.
blinkhackergroup.org/release/

74
75

http://www.mmtimes.com/national-news/24489-ministry-of-information-portal-taken-down-by-unknown-hackers.html
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Nigeria
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

10

9

Limits on Content (0-35)

7

7

Violations of User Rights (0-40)

17

18

TOTAL* (0-100 )

34

34

Population:

186 million

Internet Penetration 2016 (ITU):

95.7 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Digital activism was vibrant, with one campaign succeeding in increasing the National
Assembly’s budgetary transparency (see Digital Activism).

•

The Digital Rights and Freedom Bill passed a second reading in June 2016 and is one
step closer to becoming law (see Legal Environment).

•

Numerous bloggers, online journalists, and ordinary users were arrested for their online
activities in the past year, most of whom were charged for “cyberstalking” under Section
24 of the cybercrime law, though no cases led to convictions (see Prosecutions and
Detentions for Online Activities).

•

Online journalists and internet users in Nigeria were subject to increasing extralegal
harassment and intimidation for their activities (see Intimidation and Violence).

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

NIGERIA

Introduction
Internet freedom in Nigeria remained stagnant in the past year amidst an ongoing trend of
intimidation and arrests for online criticisms against government officials. Online censorship was not
an issue, and digital activism pushed for greater government transparency.
Nigeria has a vibrant, savvy, and growing internet user population, enabled by a strong and
innovative technology sector. Compared to the environment for traditional news media in Nigeria,
online media is relatively free from restrictions, with no blocking or filtering of online content
reported during the coverage period. A robust civil society has helped protect and enhance internet
freedom for Nigerians, as demonstrated by significant advocacy efforts to codify protections for
Nigeria’s internet freedom in the Digital Rights and Freedom Bill 2016, which as of 2017, is one step
from passage at the House of Representatives.
Despite the progress observed, a cybercrime law passed at the end of former President Goodluck
Jonathan’s tenure in May 2015 led to the arrest of several bloggers and online journalists on
charges of “cyberstalking” for online writings that criticized government officials and powerful
businesspeople. At least seven arrests were documented during this report’s coverage period with
no indication of subsiding throughout 2017. Intimidation and harassment for online expression also
became more common.

Obstacles to Access
Access to information and communications technologies (ICTs) continued to grow, despite high costs
and frequent power cuts that disrupt network services. The government continued to work towards
achieving its 30 percent target for broadband penetration in its National Broadband Plan (2013-2018).

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

2016

a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

2015

25.7%

47.4%

2011

13.8%

2015

82%

2016

2011

2017(Q1)

2016(Q1)

82%

58%

3.9 Mbps
3.3 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

The government’s National Broadband Plan (2013-2018) has set a 30 percent target for broadband
penetration, which the country has made incremental progress toward achieving. With over 89
million citizens online, Nigeria has one of the largest internet user populations in sub-Saharan Africa.
According to latest data from the International Telecommunications Union (ITU), Nigeria’s internet
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penetration rate was 26 percent in 2016, up from 25 percent in 2015.1 Most of the growth in internet
use can be attributed to the proliferation of mobile phone services. According to the Nigerian
Communications Commission (NCC), the sector regulator, mobile phone teledensity in Nigeria
stood at 108 percent, while there were almost 90 million active mobile internet subscriptions on
GSM networks as of March 2017.2 The ITU documented a lower mobile phone penetration rate of 82
percent in 2016.3 Internet speeds are still slow, averaging 4.1 Mbps (compared to a global average of
7.0 Mbps), according to Akamai’s “State of the Internet” report.4
Increasing access to the internet is driven by affordable data services for mobile subscribers. The
Alliance for an Affordable Internet ranked Nigeria the 13th most affordable internet environment
among 58 developing and emerging countries assessed in its 2017 Affordability Drivers Index.5 As
of May 2017, mobile internet plans have become very popular, with 1.5 gigabyte of data available
for USD $3.28. In 2017, the average cost of a GSM plan was USD $0.02 per megabyte of data,6
compared to $0.05 per megabyte in 2016, $0.26 per megabyte in 2015, and $1.00 per megabyte in
2011. Nevertheless, costs are still a major impediment to internet access for many Nigerians in rural
areas.
In March 2016, the government introduced the Communication Service Tax Bill 2015 which, if
passed, will decrease the affordability of internet access by imposing a 9 percent tax on consumers
for communications services, such as SMS, data, and voice services.7 The bill was still under
consideration in 2017 despite its unpopularity among various stakeholders.
Power cuts frequently disrupt service and access, despite Nigeria’s status as an oil-rich country.
Nigerian households reported slight improvements in electricity access the past year, receiving
an average of ten hours of power supply per day in February 2017, up from less than six hours
the previous year.8 Those with the financial wherewithal are able to rely on private generators and
standby battery-powered inverter systems to stay online during outages.
Shortfalls in power supply also undermine the quality of internet service offered by providers.
Telecommunications base stations in Nigeria are typically powered by diesel generators, which
reportedly account for 80 percent of their operating expenses.9 Separately, the need to pay for
expensive backup power generators has accelerated the closure of cybercafés that were already
struggling with competition against the growing popularity of internet access on mobile devices.
Nigeria’s internet user landscape is characterized by a significant digital gender divide: October 2015
International Telecommunication Union, “Percentage of Individuals Using the Internet,” 2000-2016, http://bit.ly/1cblxxY.
NB: The ITU’s dataset in 2016 retroactively revised the timeseries internet penetration data for Nigeria with no explanation.
Penetration for 2015 was recorded at 47 percent.

1

2

Nigerian Communications Commission, “Active Internet Subscriptions (GSM),” http://bit.ly/2qQTFw1.

International Telecommunication Union, “Mobile-cellular Telephone Subscriptions,” http://www.itu.int/en/ITU-D/Statistics/
Pages/stat/default.aspx.

3

Akamai, “Average Connection Speed,” map visualization, The State of the Internet, Q1 2017, accessed May 23, 2017, http://
akamai.me/2o17l77

4

5

6

Alliance for Affordable Internet, The Affordability Report, 2017, http://bit.ly/2rOJTrs

Sharp reduction of average cost of GSM plan reduced only in dollar terms because of currency devaluation

Communication Services Tax Bill, 2015, http://bit.ly/29HIOth; “Nigeria’s onerous new Communication Service Tax Bill, by
Tomiwa Ilori,” Premium Times, June 6, 2016, http://opinion.premiumtimesng.com/2016/06/06/a-stitch-in-time-saves-nine-areview-of-the-communication-service-tax-bill-by-tomiwa-ilori/

7

8

NOI Polls, “Power Supply to Nigerian Households Down by 7 Points In Quarter 1, 2017,” http://bit.ly/2qa37aP

Compared to a mere 5% in Malawi where power from the grid is stable. See, Association of Telecommunication Companies
of Nigeria: http://bit.ly/1Uc58Pb
9
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research by the Web Foundation and Paradigm Initiative found that poor women in Nigeria’s largest
city, Lagos, were 50 percent less likely to have access to the internet than men of the same age,
education, and income level.10
Another major obstacle to internet access in Nigeria is language literacy. Home to over 500
local languages,11 most internet content is in English, and local language content is vastly
underrepresented. For example, the Wikipedia pages in the three major Nigerian languages of
Yoruba, Hausa, and Igbo are sparsely developed, and in many instances, Wikipedia entries on
Nigerian topics are edited by editors not residing in Africa.12 Local language resources, such as audio
and video health and educational material, come with higher data requirements, potentially limiting
access for users who can afford less data yet who stand to benefit the most from educational
materials online.

Restrictions on Connectivity
There were no restrictions on connectivity to the internet or mobile networks during the coverage
period. Mobile network restrictions were last reported in 2014 and 2015 in three northern states of
Nigeria during a state of emergency in the fight against Boko Haram.
The backbone connection to the international internet is decentralized, resulting in a climate of
healthy competition with little government interference. Multiple players have built fiber networks
that crisscross the country, including Phase 3, Glo 1, Suburban Telecom, Multilinks and MTN. There
are three active Internet Exchange Points (IXPs).13

ICT Market
The ICT market in Nigeria has expanded considerably over the past decade, with the number of
licensed internet service providers (ISPs) rising from 18 in 2000 to 82 as of May 2017, though the
growth of ISPs and Fixed Wireless Access (FWA) providers has slowed in recent years with the rise
in mobile access.14 Five privately owned GSM mobile phone operators also provide internet access:
MTN, Globacom, Airtel, Etisalat, and NTEL, which began operations in February 2016 after acquiring
the license of the defunct First National Operator, NITEL.15 In January 2016, MTN acquired Visafone,
securing access to its 800MHz spectrum as a possible precursor to the launch of 4G LTE service.16
Cybercafés (or telecentres) are required to obtain licenses, but the large number of unlicensed
cybercafés in operation suggest that the regulator has not enforced the requirement.17

10

Web Foundation, “Women’s Rights Online: translating access into empowerment,” October 20, 2015, http://bit.ly/1MTh70d

12

Alex Hern, “Wikipedia’s view of the World is written by the West,” The Guardian, September 15, 2015, http://bit.ly/1KkakXs

11

Nigerian languages, http://www.onlinenigeria.com/languages/languages.asp

Adeyemi Adepetun, “Why Internet exchange points suffer low patronage in Nigeria,” The Guardian, February 10, 2015,
http://bit.ly/1WlK7PX

13

205 licenses are listed but only 82 of them have licenses that are valid as at May 24, 2017. See: Nigerian Communications
Commission, “Internet Services,” accessed May 24, 2017, http://bit.ly/1U0Khi4

14

Chima Akwaja, “NTEL Begins Number Reservation For 4G Subscribers,” Leadership Newspaper, March 9, 2016, http://bit.
ly/1Zjhcho

15
16

Chima Akwaja, “MTN acquires Visafone, NCC okays deal,” Leadership, February 7, 2016, http://bit.ly/1RKaKdv

National Communications Commission, “Class License Register: Telecenter/Cybercafé Category,” NCC, http://www.ncc.gov.
ng/index.php?option=com_docman&task=doc_download&gid=718&Itemid=

17
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Regulatory Bodies
The 2003 Nigerian Telecommunications Act vests regulatory responsibilities over the ICT sector in
the Nigerian Communications Commission (NCC). Although the government nominates the NCC’s
nine-member board of commissioners, the regulator’s decisions have been viewed as relatively
independent. The regulator’s current CEO and Executive Vice Chairman was appointed in August
through a process that was viewed as fair, particularly considering the CEO’s background as a
leading academic and industry expert.18

Limits on Content
Online censorship was not reported during the coverage period. Digital activism remained vibrant, with
one campaign succeeding in increasing the National Assembly’s budgetary transparency.

Blocking and Filtering
Online media is generally free from restrictions in Nigeria, and to date, the authorities have not
carried out any blocking or filtering of content. YouTube, Facebook, Twitter, WhatsApp, and other
communications platforms are freely available and among the most popular websites in the
country.19 The complex nature of Nigeria’s internet infrastructure makes it difficult to carry out
systematic filtering or censorship.
In the past few years, however, a few high-level government officials have called for a clampdown on
social media in response to the growing influence of critical commentary on the internet,20 sparking
fears of impending online censorship.21 Legislative proposals have added weight to those fears.
The Frivolous Petitions Prohibition Bill introduced in 2015 sought to penalize expression on social
media, though it was withdrawn in May 2016. Meanwhile, the Cybercrime Act, which was signed
into law in May 2015, has been used to arrest bloggers for critical content in the past year (see Legal
Environment and Prosecutions and Detentions for Online Content).

Content Removal
The government did not issue any takedown requests, or force legitimate content to be removed
from the internet during the coverage period.

Media, Diversity, and Content Manipulation
Nigeria is home to a diverse blogosphere, which has become a source of reliable news for many
users, and provides space for lengthy debate on a broad array of political and social issues. Popular
18
19

NCC, “Executive Vice Chairman: Prof. Umar Garba Danbatta,” http://bit.ly/29Okr22

“Whatsapp is Nigerian Professional Social Media,” Android Nigeria, September 24, 2014, http://bit.ly/22fauOs

On July 26, 2012, the President of the Senate of the Federal Republic of Nigeria, third in command after the president and
vice president, called for a clampdown on the use of social media in Nigeria while speaking at a media retreat. Government
representatives from the Oyo State House of Assembly made similar declarations in 2012. Phillip Eta, “Clamp down on Social
Media now! ‘It is now an avenue for abusing government,’ – David Mark,” Daily Post, July 28, 2012, http://bit.ly/1NeOwR3.

20

Hauwa Gambo, “Get ready, guys: Legislator wants law against “abuse” of social media,” YNaija, November 2, 2012, http://
bit.ly/1GfDV8T.

21
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blogging platforms include Medium, Blogger, and WordPress. Diverse political viewpoints are
represented on Nigerian websites and blogs, though some independent online media outlets faced
a backlash under previous governments.
Government manipulation was not reported during the period but as the 2019 elections approach,
observers worry that online propaganda and manipulation could be employed to gain a political
advantage among voters.
The ongoing prevalence of arrests for online commentary under the 2015 Cybercrime Law has
resulted in increasing self-censorship, particularly among professional journalists who also publish
content online (see Prosecutions and Detentions for Online Activities). Nigeria’s LGBTI (lesbian, gay,
bisexual, transgender, and intersex) community is marginalized, and many LGBTI individuals report
feeling unsafe using their real names online, preferring to engage anonymously.22

Digital Activism
As active social media users, Nigerians have become prolific digital campaigners, innovatively
using social media and communications apps to call for social or political change. The savviness of
Nigeria’s digital activists led to significant internet freedom success stories in the past, including the
defeat of the Frivolous Petitions Prohibition Bill, or the so-called social media bill, in 2016. Among its
goals, the bill sought to constrain critical expression on social media.23
During this report’s coverage period, activists led an online campaign tagged #OpenNASS that
called on the country’s National Assembly to increase the transparency of its hitherto opaque
budget. The social media campaign successfully pushed the assembly to present its legislative
budget as line items with detailed allocations for budget items.24

Violations of User Rights
Numerous bloggers, online journalists, and ordinary users were arrested for their online activities in
the past year, most of whom were charged for “cyberstalking” under Section 24 of the cybercrime law,
though no cases led to convictions. Online journalists and internet users in Nigeria were subject to
increasing extralegal harassment and intimidation for their activities. The Digital Rights and Freedom
Bill passed a second reading in June 2016 and is one step closer to become law.

Legal Environment
Nigeria’s 1999 constitution guarantees freedom of expression and the press. The implementation
of Sharia (or Islamic) law in 12 northern states has not affected internet freedom in those regions to
date. Nonetheless, libel is a criminal offense in Nigeria, including online, with the burden of proof
resting on the defendant. Print media journalists covering sensitive issues such as official corruption
and communal violence are regularly subject to criminal prosecution.
Silenced Voices, Threatened Lives: The Impact of Nigeria’s Anti-LGBT Law on Freedom of Expression, PEN America, June 2015,
https://pen.org/Nigeria-anti-LGBT-Laws

22
23

“Nigerians protest at NASS over Anti-Social Media Bill,” The Citizen Online, December 8, 2015, http://bit.ly/1P8VGnW

Damilola Oyedele and James Emejo, “Finally, National Assembly Releases Its Budget Details, Passes FG’s Spending Bill,”
ThisDay, May 12, 2017, http://bit.ly/2rTm7KG
24

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

NIGERIA
Before leaving office in May 2015, former President Goodluck Jonathan signed the Cybercrime
(Prohibition, Prevention, etc.) Act 2015 into law, providing a framework for addressing the country’s
notorious cybercrime epidemic.25 The law, however, includes provisions that violate citizens’ rights
to privacy (Section 38, see Surveillance, Privacy, and Anonymity) and freedom of expression.
Duplicating existing libel laws, Section 24 of the law penalizes “cyberstalking” or messages that
are “false, for the purpose of causing annoyance, inconvenience, danger, obstruction, insult, injury,
criminal intimidation, enmity, hatred, ill will or needless anxiety to another” with up to three years
in prison, a fine, or both. Section 26 penalizes distribution of “racist or xenophobic material to the
public through a computer system or network” with up to five years in prison, a fine of up to NGN
10 million (US$50,000), or both.26
A coalition of civil society organizations led by the digital rights organization, Paradigm Initiative,
filed a suit to challenge the constitutionality of Sections 24 and 38 of the cybercrime law in May
2016,27 however, a judge threw out the case in a January 2017 ruling. The coalition filed an appeal on
May 3, 2017 challenging the judge’s decision.
Paradigm Initiative has also led efforts to codify protections for internet freedom through
the introduction of the draft Digital Rights and Freedom Bill in April 2015, which has made
considerable headway since. Sponsored by lawmaker Chukwuemeka Ujam, the bill passed a second
reading at the House of Representatives in June 2016,28 and was referred to the Committees on
Telecommunications and Human Rights for further deliberation. As of May 2017, the committees
have hosted a public hearing but have yet to complete and/or release their report. If the bill reaches
a third reading, it will be considered fully passed by the House, then will require concurrence by the
Senate and the President’s assent before becoming law.

Prosecutions and Detentions for Online Activities
Numerous bloggers, online journalists, and ordinary users were arrested for their online activities in
the past year, most of whom were charged for “cyberstalking” under Section 24 of the cybercrime
law, though no cases have led to convictions:

25
26

•

In August 2016, blogger Abubakar Usman was arrested and held for two days for a report
accusing the Economic and Financial Crimes Commission of corruption.29

•

Musa Azare was also arrested by police in August after he allegedly criticized the Bauchi
state governor on social media, though the governor himself demanded Azare’s release,
citing his support for freedom of expression.30

•

In September 2016, blogger Jamil Mubai was arrested for using Twitter to criticize the

“Nigeria’s President Jonathan Sign the Cybercrime Bill Into Law,” Techloy, May 16, 2015, http://bit.ly/1RdeipQ.
Cybercrimes (Prohibition, Prevention, ETC) Act, 2015, http://bit.ly/1LHHhTh.

Paradigm Initiative Nigeria, “PIN calls for immediate release of arrested blogger and review of Cybercrime Law,” press
release, August 9, 2016, http://bit.ly/2eKLOHn

27

Paradigm Initiative Nigeria, “Digital Rights And Freedom Bill Passes Second Reading,” press release, June 23, 2016, https://
pinigeria.org/digital-rights-and-freedom-bill-passes-second-reading/

28
29

Abubakar Usman, “The true story of my arrest by EFCC,” Daily Post, August 18, 2016, http://bit.ly/2fpmydo

“Blogger and journalist Musa Azare arrested and released for criticizing Bauchi state government,” Bella Naija, August 22,
2016, http://bit.ly/2fnO74g

30
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Katsina state governor’s purchase of coffins instead of paying the outstanding salaries of
civil servants.31
•

Also in September, State Security Service (SSS) agents arrested blogger Emenike Iroegbu,
who runs the Abia Facts online outlet, for allegedly harassing Abia State officials in his
articles.32

•

In November 2016, SSS agents arrested activist Aku Obidinma for critical comments he
posted on Facebook about the Deputy Governor of Imo state.33

•

In February 2017, authorities in Kaduna State arrested Audu Maikori for “inciting” tweets
about citizen killings by herdsmen in Southern Kaduna that had been proven false.34 Upon
realization, Maikori apologized for tweeting the false information, but the authorities
continued to carry out his arrest. Released a day later on bail, he was arrested again in
March, reportedly for the same issue out of insistence of the Kaduna State Governor.35
Maikori filed a countersuit for the “undue harassment and intimidation by the Kaduna State
government, the State Governor and the Nigerian Police” in May,36 which he ultimately won
in October.37 A Federal High Court judge ruled that Maikori’s fundamental rights had been
violated by the unlawful arrests.

•

In March 2017, blogger Kemi Olunloyo was arrested for a post about a pastor’s alleged
extra-marital affairs. She was granted bail in April.38

•

In July 2017, police in Katsina State detained journalist Danjuma Katsina for Facebook posts
deemed critical of a local parliamentarian. He was released the next day with no charges
and given no official reason for his detention.39

Surveillance, Privacy, and Anonymity
Thus far, there has been no evidence that the Nigerian authorities proactively monitor internet and
mobile phone communications, but many online journalists have long suspected that they are being
monitored by the state. Several legal provisions may allow the government to conduct surveillance
“Another blogger arrested for criticizing Katsina governor’s purchase of coffins for mosques,” Nigeria Today, September
21, 2016, http://bit.ly/2eACDvi; “Photo: Outrage as Katsina Gov Masari allegedly buys 30 coffins at N40k & distributes them to
mosques,” Lailas blog, September 6, 2016, http://www.lailasblog.com/2016/09/photooutrage-as-katsina-governor-masari.html

31

Samuel Ogundipe, “Another Nigerian blogger arrested by ‘state agents’,” Premium Times, September 7, 2016, http://bit.
ly/2qb6XnJ

32

Dipo Olowookere. “MIIVOC Fumes Over Continued Detention Of Obidinma By DSS”. Business Post. November 25,
2016. https://www.businesspost.ng/2016/11/25/miivoc-fumes-continued-detention-obidinma-dss/; https://twitter.com/
chairmanNHRC/status/801860673701638144/photo/1
33

Samuel Ogundipe, “Audu Maikori released on bail,” Premium Times, March 13, 2017, https://www.premiumtimesng.com/
news/top-news/225981-breaking-audu-maikori-released-bail.html

34

Tonye Bakare, Police arrests Audu Maikori again,” The Guardian NG, March 10, 2017, https://guardian.ng/news/policearrests-audu-maikori-again/

35

“Audu Maikori sues Governor El-Rufai for N10billion following his arrest and detention,” LindaIkeji Blog, May 17, 2017,
http://bit.ly/2qV6wNL

36

Seun OpeJobi, “‘Pay Choc City boss, Audu Maikori, N40m for illegal arrest, detention’ – Court orders El-rufai, Police,” Daily
Post, October 27, 2017, http://dailypost.ng/2017/10/27/pay-choc-city-boss-audu-maikori-n40m-illegal-arrest-detention-courtorders-el-rufai-police/
37

38

Chukwudi Akasike, “Kemi Olunloyo gets N1m bail,” Punch, April 11, 2017, http://bit.ly/2qOmSqU

Olaide Oyelude, “Police detain journalist over critical Facebook posts,” Punch, July 17, 2017, http://punchng.com/policedetain-journalist-over-critical-facebook-posts/
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without respect for the Necessary and Proportionate Principles, international guidelines that apply
human rights law to monitoring technologies.40
The cybercrime law enacted in May 2015 requires service providers to retain user data and intercept
electronic communications.41 Under Section 38 of the law, providers are required to “keep all traffic
data and subscriber information…for a period of two years” and comply with requests from law
enforcement agencies to access this data.42 The law implies a degree of judicial oversight over these
requests, but the procedure involved is unclear.43
Guidelines for the Provision of Internet Service published by the regulator in 2013 also require
ISPs to cooperate with law enforcement and regulatory agencies in providing “any servicerelated information… including information regarding particular users and the content of their
communications” during investigations of cybercrime or other illegal activity.44 The guidelines do
not include oversight of that cooperation, introducing scope for abuse. The guidelines also stipulate
that ISPs must retain user data and “the content of user messages or routing data” for at least 12
months.45
Data localization is mandated under the Guidelines for Nigerian Content Development in
Information and Communications Technology, issued by the Nigerian National Information
Technology Development Agency (NITDA) in 2013. The guidelines require ICT companies to “[h]
ost all subscriber and consumer data locally within the country.”46 The stated aim was to boost local
content and ICT development, but the requirement risks compromising user privacy and security,
given the absence of adequate data protection laws.47 The extent to which the guidelines have
been enforced remained unclear as of 2017, as there have been no reports that international ICT
companies have been compelled to comply.
A draft Lawful Interception of Communications Regulation introduced by the communications
regulator in February 2013 is still under discussion.48 If implemented, the regulation would
enable interception both with and without a warrant under different circumstances, and require
mobile phone companies to store voice and data communications for three years. It also directs
telecommunications licensees to “provide the National Security Adviser and the State Security
Service with the key, code, or access to…protected or encrypted communication” on demand.49
40

Necessary and Proportionate principles: https://necessaryandproportionate.org/about

42

Cybercrimes (Prohibition, Prevention, ETC) Act, 2015, Section 38.

44

Nigerian Communications Commission, “Guidelines for the Provision of Internet Service,” 2, http://bit.ly/1hVbmA2.

Low Okezie, “Nigeria’s President Jonathan Sign the Cybercrime Bill Into Law,” Tech Loy, May 16, 2015, http://techloy.
com/2015/05/16/nigerias-president-jonathan-signs-the-cybercrime-bill-into-law/

41

According to Section 38(4): “Any data retained, processed or retrieved by the service provider at the request of any law
enforcement agency under this Act shall not be utilized except for legitimate purposes as may be provided for under this
Act, any other legislation, regulation or by an order of a court of competent jurisdiction” (emphasis added). Cybercrimes
(Prohibition, Prevention, ETC) Act, 2015, http://bit.ly/1LHHhTh.
43

45

“Guidelines for the Provision of Internet Service Published by the Nigerian Communications Commission,” 3.

Section 12.1.4, Guidelines for Nigerian Content Development in Information and Communications Technology (ICT) (2013),
http://bit.ly/2ftclca

46

“Anupam Chander and Uyen P. Le, “Data Nationalism,” Emory Law Journal, Vol 64, 2015, http://law.emory.edu/elj/_
documents/volumes/64/3/articles/chander-le.pdf

47

Nigeria Communications Commission, “Draft Lawful Interception of Communication Regulations,” http://bit.ly/1du7UKO;
Ojo Madueke, “Revealed: SSS, Police Have Powers to Tap Phone Lines,” This Day Live, January 30, 2013, http://bit.ly/1hH90GJ;
Clement Ejiofor, “Mind That Conversation: Security Operatives To Tap Phones, Track E-mail,” Naij, February 5, 2013, http://bit.
ly/1VUWPsL; Ken Nwogbo, “SSS, Police Get Powers to Tap Phones,” Nigeria Communications Week, January 29, 2013, http://bit.
ly/1RdfTfd.

48

49

Nigeria Communications Commission, “Draft Lawful Interception of Communication Regulations.”
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Critics said it bypassed the legislative process and threatens citizens’ privacy rights, since it lacks
judicial safeguards against abuse or opportunities for redress.50
News of the government’s acquisition of mass surveillance equipment over the past few years has
deepened suspicions of surveillance. In July 2015, leaked emails from the Italian surveillance firm
Hacking Team revealed that the company had a contract with the Bayelsa state government that
expired in November 2013.51 The active period of the contract from 2012 to 2013 coincides with the
state governor’s crackdown on so-called “rumormongering” online.52 Citizen Lab research from 2014
also found a FinFisher “Command and Control” server located on a private ISP in Nigeria.53 As of
May 2017, the extent to which that surveillance system is operational is not known.54
The government’s intent to enhance its surveillance capabilities is reflected in its federal budget,
which in 2017 allocated NGN 13.9 billion (US $45.6 million) to something called the “Stravinsky
Project” for the National Security Adviser’s office,55 which observers believe is new surveillance
technology. Other line items in the 2017 budget for the National Security Adviser and allied agencies
include “Surveillance Equipment, IMSI catcher,” among others.56 As of mid-2017, it was not clear if
those purchases had taken place, or for what purpose. Government officials frequently assert the
need for technologies to fight the Boko Haram terrorist group.
SIM card registration requirements instituted in June 2009 threaten users’ rights to anonymous
communication and privacy,57 particularly in the absence of a data protection law.58 User registration
is also required in cybercafés. An October 2013 directive from the regulator requires cybercafés
to “maintain an up-to-date database of subscribers and users, including their full names, physical
addresses, passport photos, and telephone numbers.”59 Under Section 7 of the cybercrime law,
cybercafés must make their registers “available to law enforcement personnel whenever needed,”
with no clear requirement for judicial oversight.60

Intimidation and Violence
Online journalists and internet users in Nigeria have been subject to increasing extralegal
harassment and intimidation for their activities in the past few years, particularly by local officials
Kunle Azeez, “Concerns over proposed lawful interception law,” National Mirror Online, May 23, 2013, http://bit.
ly/1kARPa1; Katie Collins, “Nigeria embarks on mobile phone surveillance project,” Wired UK, September 4, 2013, http://
bit.ly/1PvCpl2; John Dada and Theresa Tafida, “Online surveillance: Public concerns ignored in Nigeria,” in Communications
Surveillance in the digital age 2014, Global Information Society Watch, http://bit.ly/1PjVGXy.
50

Ibukun Taiwo, “TL;DR: The Curious Case of Hacking Team And A Southern Nigerian State,” Tech Cabal, July 17, 2015, http://
bit.ly/1J8RYg4

51

Ogala Emmanual, “Nigeria: Hacking Team, Bayelsa’s Govt’s Internet Surveillance Contractor, Hacked,” Premium Times, July
6, 2015, http://bit.ly/1GfmXYj

52

“Command and control” server communicates with malware that can be used for surveillance. Morgan Marquis-Boire et al.,
For Their Eyes Only: The Commercialization of Digital Spying, Citizen Lab, April 30, 2013, http://bit.ly/1amNwJ1

53

When the author of this report asked for the state of the surveillance system during the Internet Freedom Forum 2016,
the representative of the National Security Adviser said he was not aware of any such project.

54
55
56

Office of the National Security Advisor 2017 budget, http://bit.ly/2qjrrpB

Office of the National Security Adviser, “2017 FGN Budget Proposal,” accessed on May 24, 2017, http://bit.ly/2qjrrpB

Nigerian Communications Commission and National Identity Management Commission, “Design, Development and
Delivery of SIM Card Registration Solution,” June 15, 2009, http://bit.ly/1clf91H

57

F. Franklin Akinsuyi, “Data Protection & Privacy Laws Nigeria, A Trillion Dollar Opportunity,” Linkedin, April 15, 2015, http://
bit.ly/1RdgvBs

58
59

60

“NCC orders cyber cafes to register users,” Telecompaper, October 22, 2013, http://bit.ly/1LPOk7w
Cybercrimes (Prohibition, Prevention, ETC) Act, 2015, Section 7.
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or powerful businesspeople who have taken issue with critical commentary posted about them on
social media. Alongside the threat of arrest as an intimation tactic, police often raided the homes of
targeted bloggers, seizing equipment.61

Technical Attacks
Cyberattacks against news websites, civil society, and human rights activists were not reported in
Nigeria during the coverage period, although a government agency announced on Twitter that its
website was under attack in May 2017.62

61 Samuel Ogundipe, “Another Nigerian blogger arrested by ‘state agents,’” September 7, 2016, https://www.premiumtimesng.
com/news/top-news/209985-another-nigerian-blogger-arrested-state-agents.html
62

Ministry of Mines and Steel announced on twitter that its website was under attack on May 21, 2017, http://bit.ly/2qj3Fu4
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Pakistan
2016

2017

Internet Freedom Status

Not
Free

Not
Free

Obstacles to Access (0-25)

18

19

Limits on Content (0-35)

20

20

Violations of User Rights (0-40)

31

32

TOTAL* ( 0-100 )

69

71

Population:

193.2 million

Internet Penetration 2016 (ITU):

15.5 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Mobile internet service was shut down for more than a year in the Federally
Administered Tribal Areas, starting in June 2016 (see Restrictions on Connectivity).

•

The Prevention of Electronic Crimes Act enacted in August 2016 introduced stronger
censorship and surveillance powers with inadequate oversight (see Legal Environment).

•

A teenager was arrested for allegedly “liking” a blasphemous post on Facebook in
September 2016; a court awarded the death penalty in a separate Facebook blasphemy
case in June 2017 (see Prosecutions and Detentions for Online Activities).

•

Five bloggers known for criticizing authorities and religious militancy were abducted in
January 2017; one later said a government institution had detained and tortured him.
The fifth was still missing in late 2017 (see Intimidation and Violence).

•

Social media personality Qandeel Baloch was murdered by her brother in July 2016 for
videos she shared on Facebook; separately in April 2017, journalism student Mashal
Khan was killed by a mob who accused him of online blasphemy (see Intimidation and
Violence).

•

Hackers stepped up attempts to target government critics, attacking a major media
website (see Technical Attacks).
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Introduction
Internet freedom declined following some dramatic incidents of intimidation and violence related
to online activities. Internet shutdowns, a problematic cybercrime law, and cyberattacks against
government critics contributed to the ongoing deterioration. Political speech online is vulnerable to
restriction as Pakistan enters an election year in 2018.
During the reporting period, internet freedom was undermined on national security grounds, which
justified a number of network shutdowns; one has remained in place for more than a year. And
websites operated by a political party in Sindh province were blocked when officials accused
members of violence and “anti-Pakistan” positions.
The National Assembly and Senate passed Pakistan’s first comprehensive cybercrime act in 2016,
including provisions that allow censorship and surveillance, and could be used to punish online
speech. The Prevention of Electronic Crimes Act has come under intense criticism in Pakistan as well
as from international rights organizations and the United Nations special rapporteur on freedom of
opinion and expression. Rules governing its implementation were still pending during the coverage
period, but the legislative developments may have already emboldened others to crack down on
online speech, especially blasphemous content. Violence worsened significantly in the past year,
often driven by speech perceived to break religious or moral taboos. Some of these interventions
took on a political element, particularly when accusations of blasphemy were levied against five
bloggers who disappeared in January 2017 in circumstances that remain unclear. The bloggers were
known to speak out on various social and political issues, and one has since accused a government
institution of abducting him.

Obstacles to Access
Internet penetration is limited in Pakistan by a lack of resources and infrastructure, but mobile internet
access is increasing following the recent launch of faster 3G and 4G service. However, Pakistani
authorities frequently disable mobile internet access during times of perceived political or religious
sensitivity.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

a

15.5%

2011

9.0%

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

2015

2011

2017(Q1)

2016(Q1)

18.0%
71%

67%

62%

2.3 Mbps
2.5 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.
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Internet penetration registered only marginal increases during the reporting period (see Key Access
Indicators).
While the cost of internet use has fallen considerably in the last few years,1 access remains out of
reach for the majority of the population. High taxes on internet service push prices higher, including
14 percent at the federal level plus additional sales tax in all provinces except the most populous
province of Punjab, where the Punjab Revenue Authority issued a tax exemption to internet service
providers in November 2015.2
In March 2017, the Peshawar High Court struck down a challenge by the telecommunications
provider Pakistan Telecommunication Company Limited (PTCL) against a 19.5 percent tax rate levied
on internet, email, and data services by the government in the northwestern province of Khyber
Pakhtunkhwa. The court rejected the petitioner’s arguments that the high cost restricted internet
usage among students, small businesses, and others.3
Broadband subscriptions, based on DSL—which uses existing telephone networks—or wireless
WiMax technology, are concentrated in urban areas. Most remote areas lack broadband, and a large
number of users depend on slow dial-up connections or EDGE, an early mobile internet technology.
In such areas, meaningful online activity like multimedia training can be challenging, though faster
3G and 4G networks are making inroads, albeit at a slow pace. Twenty-eight percent of cellular
subscribers used 3G/4G connections in 2017.4
Several parts of western Pakistan lack internet access, partly because of underdevelopment or
ongoing conflict. According to one study, more than 75 percent of tribal areas and 60 percent of the
impoverished southwestern province of Baluchistan lacked fiber-optic connections in 2013.5
Government initiatives to promote access made progress in 2017. The Punjab government installed
192 free internet hotspots in three big cities, Lahore, Rawalpindi and Multan,6 though Pakistan’s
poor record of protecting user privacy may make some users reluctant to use them (see Surveillance,
Privacy, and Anonymity).
Yet efforts to improve internet access were undercut by other policies that restricted it. Even while
the government pledged to expand broadband and mobile internet services in Baluchistan in late
2016 and early 2017,7 mobile internet was suspended in the province for undefined security reasons
(see Restrictions on Connectivity).8

1

“Average monthly Internet cost in Pakistan low,” Daily Times, October 3, 2015, http://bit.ly/1N4iCa3.

3

“PHC declares provincial sales tax on internet services legal”, Dawn, March 10.2017, https://www.dawn.com/news/1319595.

“Punjab govt withdraws 19.5pc tax on mobile internet”, Dunya News, November 2015, http://dunyanews.tv/en/
Technology/310432-Punjab-govt-withdraws-195pc-tax-on-mobile-interne. The notification can be accessed here: https://pra.
punjab.gov.pk/NewsDirectory/Notifications/SALES_TAX_NOTIFICATION_ACT_2012.pdf.
2

Telecom Indicators, Pakistan Telecommunication Authority (PTA), http://www.pta.gov.pk/index.php?Itemid=599, accessed
April 21, 2017
4

5 Zakir Syed, “Overcoming the Digital Divide: The Need for Modern Telecommunication Infrastructure in the Federally
Administered Tribal Areas (FATA) of Pakistan,” Tigah Journal (2013) http://bit.ly/1LulYiV.

6 Rameez Khan, “Three Punjab cities get free WiFi hotspots”, The Express Tribune, February 1, 2017, https://tribune.com.pk/
story/1313247/keeping-people-connected-three-punjab-cities-get-free-wifi-hotspots/.

“New broadband plan to cover 12.8% of Balochistan”, The Express Tribune, November 22, 2016, https://tribune.com.pk/
story/1238800/connecting-unconnected-new-broadband-plan-cover-12-8-balochistan/; “3G services promised for remote
areas of Balochistan”, Dawn, January 2, 2017, https://www.dawn.com/news/1305968.

7

8 “Security concerns result in suspension of 3G, 4G services in parts of Balochistan”, Daily Times, February 22, 2017, http://
dailytimes.com.pk/pakistan/22-Feb-17/security-concerns-result-in-suspension-of-3g-4g-services-in-parts-of-balochistan.
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Low literacy, difficult economic conditions, and cultural resistance have also limited the proliferation
of ICTs.9 The digital divide between men and women in Pakistan is among the highest in the world
as a result of religious, social, and cultural restrictions on women owning devices.10 Even women
who have access are likely to have their digital activities heavily monitored by family members and
other social connections. Women who are active online report high levels of online harassment that
discourages greater utilization of ICTs. Reports of harassment are frequent, and at least one woman
was killed during the reporting period in reprisal for sharing images of herself on social media (see
Intimidation and Violence).
Increasing security measures mean that users must register fingerprints along with other identifying
information when applying for broadband internet packages and mobile service.11 This has worrying
implications for human rights activists and others who rely on anonymous internet access, and
may discourage some from seeking home service. Unregistered phones have been subject to
disconnection (see Surveillance, Privacy, and Anonymity).

Restrictions on Connectivity
The government briefly suspended mobile internet in different parts of the country in 2016 and
2017 on grounds that terrorists could use the networks to coordinate violent acts. Much longer
shutdowns were implemented in restive border regions, including one lasting more than a year
in Federally Administrated Tribal Areas (FATA). The state also controls most of the backbone
infrastructure.
Security considerations continued to intrude on telecommunication services during religious and
national holidays:
•

On October 12, 2016, mobile services were suspended for several hours in more than a
dozen cities and towns due to security fears surrounding processions scheduled during
the Ashura holiday. The Ashura holiday is observed most visibly by the Shiite sect,
which is a minority in Pakistan and often the target of sectarian terrorist groups.12

•

In November 2016, the interior ministry directed cellular service operators to
temporarily block service in Sindh province, the territory of Gilgit-Baltistan, and some
districts of Khyber Pakhtunkhwa as part of Chehlum, a day observed particularly by
Shiite Muslims.13

•

Cellular services were suspended intermittently both before,14 and during Pakistan Day

9 Arzak Khan, “Gender Dimensions of the Information Communication Technologies for Development,” (Karlstad: University
of Karlstad Press, 2011) doi: http://dx.doi.org/10.2139/ssrn.1829989.

Ismail Sheikh, “Pakistan has world’s highest gender gap in mobile phone usage”, The Express Tribune, November 23, 2016,
https://tribune.com.pk/story/1239596/pakistan-worlds-highest-gender-gap-mobile-phone-usage/.

10
11

“SIM to be issued after biometric verification”, Dawn, July 29, 2014, https://www.dawn.com/news/1122290.

“Ashura security: Mobile phone services suspended in various cities”, Samaa TV, October 12, 2016, https://www.samaa.tv/
pakistan/2016/10/ashura-security-mobile-phone-services-suspended-across-sindh/; “Ashura security: Mobile phone services
suspended”, The News, October 12, 2016, https://www.thenews.com.pk/latest/156818-Ashura-security-Mobile-phone-servicesto-be-suspended.

12

“Mobile phones to go silent in Sindh, GB from 12pm today”, The News, November 21, 2016, https://www.thenews.com.pk/
latest/166572-Mobile-phones-to-go-silent-on-Chehlum-today.

13

“Cellular phone service partially suspended in Pindi, Islamabad”, Samaa TV, March 19, 2017, https://www.samaa.tv/
pakistan/2017/03/cellular-phone-service-partially-suspended-in-pindi-islamabad/.

14
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parades in the federal capital and surrounding territories on March 23.15 Officials said
that the shutdown was restricted to an area within a 10 kilometer radius of the parade
venue in Islamabad.16
During the coverage period, 3G, 4G, and LTE mobile internet services were shut down in areas
that receive little media attention, such as the conflict-ridden regions of Baluchistan.17 The most
significant shutdown, affecting 3G mobile internet in FATA began on June 12, 2016, following an
exchange of fire between local and Afghan forces during the construction of a gate on the PakistanAfghanistan border. No official reason was given for the disruption, and service had yet to be
restored more than a year later.18 Mobile devices are the primary source of internet in the region,
since the only operational fixed line connection, offered by PTCL, is expensive to install.19 The impact
is difficult to quantify, but estimates put the population of FATA at 4.8 million,20 and the shutdown
undoubtedly hindered local citizens’ ability to participate in mainstream discourse at a time when
important debates about reforming the area’s colonial-era governance structure were taking place
nationally.
The damage done by service disruptions in general is severe. According to an October 2016 report
by the Center for Technology Innovation at the Washington D.C-based Brookings Institution,
internet shutdowns cost Pakistan’s economy US$69.7 million between July 1, 2015 and June 30,
2016.21 A separate 2015 report highlighted that shutting down cellular services places citizens at risk,
rather than protecting them.22
Section 54 of the 1996 Pakistan Telecommunications Act grants authorities the power to suspend
services, but only during a state of emergency. The use of the law to support the routine shutdowns
described in this report is being challenged in the courts. In 2017, the Sindh High Court had
yet to issue a decision in cases brought in 2012 by Telenor Pakistan and a doctor who reported
being unable to communicate with patients during a shutdown, among others.23 Hearing a
separate petition challenging telecommunications shutdowns during Pakistan Day celebrations,
the Islamabad High Court noted in late 2016 that unless the government could prove otherwise,
“the suspension of mobile phone services by the government was illegal as powers conferred
upon the government under Section 54 (3) of the PTA Act can only be applied in clearly defined
“5,000 security officials to be deployed on March 23 for parade”, Pakistan Today, March 15, 2017, https://www.
pakistantoday.com.pk/2017/03/15/5000-security-officials-to-be-deployed-on-march-23-for-parade/.

15

“Pakistan Day Parade: Full dress rehearsal to take place in Islamabad today”, GEO TV, March 21, 2017, https://www.geo.tv/
latest/135012-Pakistan-Day-Parade-Full-dress-rehearsal-to-take-place-in-Islamabad-today.

16

“Mobile internet service suspended in parts of Balochistan,” Pakistan Today, February 22, 2017, https://www.pakistantoday.
com.pk/2017/02/22/mobile-internet-service-suspended-in-parts-of-balochistan/. “Security concerns result in suspension of
3G, 4G services in parts of Balochistan”, Daily Times, February 22, 2017, http://dailytimes.com.pk/pakistan/22-Feb-17/securityconcerns-result-in-suspension-of-3g-4g-services-in-parts-of-balochistan.

17

18

“Suspension of 3G service perturbs Fata people”, Dawn, June 12, 2016, https://www.dawn.com/news/1266225.

“Internet on the Periphery”, Digital Rights Foundation, January 31, 2017, http://digitalrightsfoundation.pk/internet-on-theperiphery/.

19

20 “Report of the Committee on FATA Reforms”, 2016, Government of Pakistan, http://www.safron.gov.pk/safron/userfiles1/
file/Report%20of%20the%20Committee%20on%20FATA%20Reforms%202016%20final.pdf.

“Pakistan’s economy from internet shutdowns”, Dawn, October 7, 2016, https://www.dawn.com/news/1288608; Darrell
M. West, “Internet shutdowns cost countries $2.4 billion last year”, Centre for Technology Innovation, Brookings Institution, 2016,
https://www.brookings.edu/wp-content/uploads/2016/10/intenet-shutdowns-v-3.pdf.

21

“Mobile service suspension: A cause of panic and massive socio-economic loss”. Dawn, October 23, 2015 http://www.
dawn.com/news/1214782; Institute for Human Rights and Business, “Security v Access: The Impact of Mobile Network

22

Shutdowns, Case Study Telenor Pakistan,” September 2015, http://www.global.asc.upenn.edu/publications/security-v-accessthe-impact-of-mobile-network-shutdowns-case-study-telenor-pakistan/.

23

“Security v Access: The Impact of Mobile Network Shutdowns, Case Study Telenor Pakistan.”
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circumstances.”24 The court had yet to issue a judgement in that case in mid-2017.
The state also exerts considerable influence over the internet backbone. The predominantly stateowned PTCL controls the country’s largest internet exchange point, Pakistan Internet Exchange (PIE),
which has three main nodes—in Karachi, Islamabad, and Lahore—and 42 smaller nodes nationwide.
PIE operated the nation’s sole internet backbone until 2009, when additional bandwidth was offered
by TransWorld Associates on its private fiber-optic cable, TW1.25
PTCL also controls access to three international undersea fiber-optic cables: SEA-ME-WE 3 and SEAME-WE 4 connect Southeast Asia, the Middle East, and Western Europe; and I-ME-WE links India, the
Middle East and Western Europe.26 In July 2017, PTCL joined the AAE-1 (Asia-Africa-Europe-1) cable
system, which connects countries in Asia, Africa, and Europe. The 25,000 km long cable was built
as part of China’s One Belt, One Road (OBOR) initiative and provides the lowest latency route to
several countries across three continents.27 Internet rights groups also raised concerns regarding the
dangers of a proposed terrestrial cable between Pakistan and China given “China’s model of internet
regulation.”28
Damaged or inadequate infrastructure periodically disrupts access.29 In early December 2016,
internet services were suspended in parts of Sindh, Punjab, and Baluchistan due to a fault in PTCL
fiber-optic cables.30 Lack of electricity also limited connectivity in 2016 and 2017, as a result of power
outages characterized as among the worst in Asia.31

ICT Market
The Internet Service Providers Association of Pakistan reported 50 ISPs operational in Pakistan
as of October 2014, the latest available data; 10 provided DSL services.32 According to licensing
information published by the PTA in 2017, there were 16 licensed Wireless Local Loop (WLL)
operators,33 16 Long Distance and International (LDI) operators,34 and 15 operational Fixed Local

24 Rizwan Shehzad, “Connection interrupted: Cellular services can only be suspended in ‘emergency’”, The Express Tribune,
January 18, 2017, https://tribune.com.pk/story/1298744/connection-interrupted-cellular-services-can-suspended-emergency/.
25
26

OpenNet Initiative, “Country Profile—Pakistan,” August 6, 2012, http://bit.ly/1LDXNEX.

“PTCL Expects 20pc Growth with Launch of IMEWE Cable: Official,” The News, December 22, 2010, http://bit.ly/1huHRXs.

“PTCL to build largest int’l submarine cable consortium system,” Daily Times, January 30, 2014, http://bit.ly/1L4dxO6;
“AAE-1 subsea cable lands at Crete”, Capacity Media, April 19, 2016, http://bit.ly/1qXbCFs
27

28 “Bolo Bhi Statement on the Recent Internet Disruption in Pakistan”, BoloBhi, August 7, 2017, http://bolobhi.org/bolo-bhistatement-on-the-recent-internet-disruption-in-pakistan/.

Farooq Baloch, “Undersea Cable Cut Affects 50% of Pakistan’s Internet Traffic,” Express Tribune, March 27, 2013, http://bit.
ly/1FWOnSV.

29

”PTCL phone, internet services down in parts of Pakistan”, The Express Tribune, December 26, 2016, https://tribune.com.pk/
story/1275480/ptcl-phone-internet-services-parts-pakistan/.

30

Tariq Ahmed Saeedi, “Pakistan’s monthly power outages among highest in Asia: ADB”, The News, March 1, 2017, https://
www.thenews.com.pk/print/189340-Pakistans-monthly-power-outages-among-highest-in-Asia-ADB.

31
32

Internet Service Providers Association of Pakistan, http://www.ispak.pk/.

Wireless Local Loop (“WLL”) licenses are issued for the provision of fixed line telecommunication services within a
Telecom Region using mediums including wireless, with limited mobility. See, Pakistan Telecommunication Authority, “Local
Loop,” http://www.pta.gov.pk/index.php?Itemid=404; Pakistan Telecommunication Authority, “Master List of WLL Licensees for
Pakistan”, http://www.pta.gov.pk/media/master_list_wll_290616.pdf.
33

Long Distance and International (LDI) licenses are issued for the provision of end to end communication between points
that are located in Pakistan with points that are located outside of Pakistan. See, Pakistan Telecommunication Authority, “Long
Distance and International,” http://pta.gov.pk/index.php?Itemid=402; Pakistan Telecommunication Authority, “LDI Operators for
Pakistan”, http://www.pta.gov.pk/media/ldi_list_060916.pdf.
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Loop (FLL) operators.35 Several dozen licenses had also been issued for companies providing
value added services in the telecommunications sector.36 The government regulator, the Pakistan
Telecommunication Authority (PTA), exerts significant control over internet and mobile providers
through a bureaucratic process that includes hefty licensing fees.37
The predominantly-state-owned PTCL has long dominated the broadband market.38 The Telecom
Policy established in 2015 aimed to instill competitive practices in the telecom sector, though it led
to overlapping regulatory powers for the Ministry of Information Technology and Telecom (MoITT)
and the Competition Commission Pakistan (CCP). However, since the introduction of high-speed
mobile internet, mobile internet accounts for approximately 88 percent of the broadband market,
which has changed the dynamics of the industry.39 PTCL still dominates the fixed local loop market
(95 percent).40 FLL penetration was reported at 1.46 percent in late 2016.41 PTCL controls less of
the wireless local loop market (37 percent),42 just ahead of its main competitor, Wi-Tribe, a private
company owned by the HB group (32 percent).43 WLL penetration was less than one percent in
November 2016.44
There are four cellular mobile operators in Pakistan. Pakistan Mobile Communication Limited is
operated by the parent company VEON, which is headquartered in Amsterdam. It began phasing out
the Mobilink and Warid brand names during the reporting period, merging them under the name
Jazz to control the country’s largest mobile subscriber base.45 Jazz’s main competitors are PTML,
which is a PTCL subsidiary operating as Ufone, Telenor Pakistan, which is part of the Norwegian
multinational, and China Mobile Pakistan (CMPak).
A Special Communication Organization, a public sector organization under the MoITT that is
managed by the army, provides service in the territories of Azad Jammu and Kashmir (AJK) and
Gilgit-Baltistan (GB) due to security concerns and difficult terrain.46 Seven operational LDI licenses47

Fixed Local Loop (“FLL”) licenses are issued for the provision of fixed line telecommunication services within a Telecom
Region using medium excluding wireless. See, Pakistan Telecommunication Authority, “Local Loop,” http://www.pta.gov.pk/
index.php?Itemid=404; Pakistan Telecom Authority, “List of FLL Operators”, http://www.pta.gov.pk/media/fll_030317.pdf.
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36 Pakistan Telecommunication Authority, “List of New/Converted CVAS Licensees”, http://www.pta.gov.pk/media/new_
cvas_100217.pdf.
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Fixed Local Loop (“FLL”): “License issue for the provision of fixed line telecommunication services within a Telecom Region
using medium excluding wireless.” (“Local Loop (LL)”, PTA, http://www.pta.gov.pk/index.php?option=com_content&view=article
&id=420:local-loop-ll&catid=136:fixed-line-telephone”)
40

41

Pakistan Telecommunication Authority, “Telecom Indicators”, http://www.pta.gov.pk/index.php?Itemid=599.
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Wireless Local Loop (“WLL”): License issue for the provision of fixed line telecommunication services within a Telecom
Region using mediums including wireless, with limited mobility (“Local Loop (LL)”, PTA, http://www.pta.gov.pk/index.
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and one operational FLL license48 have been issued for AJK and GB, which lack provincial status due
to a long-running border dispute with India.
Internet cafes on the whole do not require a license to operate, and opening one is relatively easy.49
Child rights groups have argued that cafes should be regulated to prevent inappropriate access
to pornography and gambling sites. 50 In February 2017, the provincial Sindh government issued a
ban on all internet cafes “without a proper video surveillance and recording system.”51 Local owners
are now “required to keep copies of all users’ Computerized National Identity Cards, along with
recording their cabin numbers and usage time.”52 In mid-2017, it wasn’t clear if any venues had
closed down as a result of the measures.

Regulatory Bodies
The PTA is the regulatory body for the internet and mobile industry, and international free
expression groups and experts have serious reservations about its lack of transparency and
independence.53 The prime minister appoints the chair and members of the three-person authority,
which reports to the Ministry of Information Technology and Telecommunication.54
The PTA plays an active role in implementing policies that undermine internet freedom. In March
2015, the PTA formally took responsibility for internet content management (see Blocking and
Filtering). The Prevention of Electronic Crimes Act 2016 (PECA) codified those powers, and also
authorized the PTA to develop “rules of business” regarding the investigations of cybercrimes.
However, in early 2017 the PTA had yet to draft any, or show any transparency in the drafting
process. Rules are needed to regulate the mode and quality of investigations, a major issue affecting
the law’s implementation.

Limits on Content
The Prevention of Electronic Crimes Act authorizes the PTA to undertake content management, and
political content continued to be blocked without transparency during the reporting period. Other
platforms, media, and communication tools are popular and contribute to a vibrant online space, but
activism campaigns in support of missing bloggers were hijacked to accuse them of blasphemy.

Blocking and Filtering
Authorities in Pakistan issue orders to service providers and also employ technical filtering
technologies to limit access to political, religious, and social content online. In June 2017, the U.S.Pakistan Telecommunication Authority, “List of FLL Licensees for Azad Jammu & Kashmir and Gilgit-Baltistan (AJK & GB)”,
http://www.pta.gov.pk/media/fll_ajk_gb_23122015.pdf.
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based Internet Monitor research project reported that Pakistan “blocks news and human rights
websites and content critical of the faith of Islam,” as well as sex and nudity, and tools used to
circumvent censorship or protect privacy.55
New legal grounds for censorship passed during the coverage period of this report. In August 2016,
the Prevention of Electronic Crimes Act (PECA) was approved by the Senate (see Legal Environment).
Section 37 grants the PTA wide powers to block or remove any online content that it deems unlawful,
“if it considers it necessary in the interest of the glory of Islam or the integrity, security or defence of
Pakistan or any part thereof, public order, decency or morality, or in relation to contempt of court or
commission of or incitement to an offense under this Act.” Such a wide mandate to restrict online
speech violates Pakistan’s international commitments under the International Covenant on Civil and
Political Rights (ICCPR).56
This criminal legislation complimented existing regulatory provisions that have long enabled
politically motivated censorship of dissenting voices and information perceived as damaging to the
military or top politicians. Broad provisions in the 1996 Pakistan Telecommunications Act support
censorship for the protection of national security or religious reasons.57 A Telecommunications Policy
approved in 2015 utilized similar language. Section 9.8.3 enabled the PTA to “monitor and manage
content including any blasphemous and pornographic material in conflict with the principles of
Islamic way of life as reflected in the Objectives Resolution and Article 31 of the Constitution” as
well as material that is considered to be “detrimental to national security, or any other category
stipulated in any other law.”28 Section 99 of the penal code separately allows the government to
restrict information that might be prejudicial to the national interest.58
Political content continued to be blocked without transparency during the reporting period. In
August 2016, the government banned websites operated by the Muttahida Qaumi Movement
(MQM), a political party based in Sindh province, and said it would take steps to remove affiliated
social media accounts after the party’s exiled leader delivered what officials and news reports
characterized as an “anti-Pakistan” speech.59 The authorities accused MQM activists of launching a
violent attack on a TV station in Karachi, but the party denied responsibility and said the army was
using the attack to justify a crackdown on its membership.60 The party’s official website remained
blocked in mid-2017. Political dissent and secessionist movements in areas including Baluchistan
and Sindh province have been subject to systematic censorship for years.61
The PTA also blocked access to the website of the Indian magazine India Today in September 2016.
No official reason was given, but the order was implemented immediately after the Lahore High
Court dismissed a petition seeking a directive to block the website for publishing “a derogatory
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photo of Army Chief General Raheel Sharif.”62 In January 2017, the satirical website Khabaristan
Times reported on its Facebook page that it was inaccessible throughout Pakistan, though it had
received no “official notification from any regulatory authority.” An unidentified source in the PTA
told Dawn newspaper that the website had been banned subsequent to a complaint that it hosted
“objectionable content.” Civil society groups criticized the lack of transparency behind the decision.
Khabaristan Times is widely read locally and was even erroneously picked up by international news
outlets at times.63 The website was still blocked in mid-2017.
Social content is also routinely affected by blocking and filtering. Censorship targeting pornography
can restrict access to health information and other legitimate content like Scarleteen, a U.S.based sex education website for teenagers.64 In early 2016, the PTA ordered ISPs to block 429,343
supposedly pornographic websites, but the list and how it was vetted was not publicized.65
As a condition of their licenses, ISPs and backbone providers must restrict access to individual
URLs or IP addresses upon receipt of a blocking order.66 Since 2012, successive administrations
have sought to move from less sophisticated manual blocking towards technical filtering,67 despite
widespread civil society protests.68 In 2013, the University of Toronto-based research group Citizen
Lab reported that technology developed by the Canadian company Netsweeper was filtering
political and social content at the national level on the PTCL network.69 “In addition to using
Netsweeper technology to block websites, ISPs also use other less transparent methods, such
as DNS tampering,” Citizen Lab noted, highlighting the lack of transparency and accountability
surrounding censorship.70
Despite its flaws, the PECA introduced some stronger requirements for transparency and
accountability. Section 37(2) requires rules to be drafted to ensure a transparent and effective
oversight mechanism for blocking or removing online content, but these had yet to be issued during
the coverage period. As long as aggrieved parties are not formally notified of blocking orders, they
will remain very difficult to appeal, regardless of any oversight provisions under the law.
The same lack of transparency extends to the content affected by censorship, which is often

62 “Noted Indian magazine’s website blocked in Pakistan”, The Express Tribune, September 14, 2016, https://tribune.com.pk/
story/1181799/noted-indian-magazines-website-blocked-pakistan/.
63 Links to news articles from FoxNews and NYTimes: http://nytlive.nytimes.com/womenintheworld/2015/06/01/womenin-jeans-cause-earthquakes-says-pakistani-politician/ and http://www.foxnews.com/world/2015/06/02/pakistani-politicanblames-women-wearing-jeans-for-earthquakes.html.
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inconsistent based on location or across ISPs.71 Individuals and groups can also initiate censorship
by petitioning courts to enact bans on “immoral” online or traditional media content.72
No social media and communication apps were blocked during the coverage period, although some
were threatened with blocking in a dispute over content (see Content Removal). Platforms have
been blocked in the past, notably when the government blocked YouTube from December 2012
until January 2016 in response to the anti-Islamic video “The Innocence of Muslims.”73

Content Removal
State and other actors are known to exert extralegal pressure on publishers and content producers
to remove content, but it frequently goes unreported, and the processes involved are not clear.
In January 2017, for example, after five bloggers known for criticizing the military and religious
extremism were reported missing, the government denied any role in their abduction, but shut
down websites and blogs associated with the victims (see Intimidation and Violence).74
Takedowns by international companies are more high profile. In February 2017, a private citizen
filed a petition at the Islamabad High Court against blasphemous content on Facebook, allegedly
published by the same bloggers who went missing in January. The court summoned top officials
including the interior minister, the PTA chairman, and the director of the Federal Investigative
Agency (FIA), and told them to take any measures necessary to restrict such content, including
banning entire platforms.75 The government said they were meeting with Facebook to discuss the
issue, somewhat assuaging public fears of widespread blocking.76 During a court hearing in March,
a government official said Facebook was permanently removing 85 percent of all blasphemous
content.77 Facebook statistics for that period were not available in mid-year, though the company
reported restricting six items “alleged to violate local laws prohibiting blasphemy and condemnation
of the country’s independence” between July and December 2016.78
Section 38 of PECA limits civil or criminal liability for service providers for content posted by users,
unless it is proven that the service provider had “specific actual knowledge and willful intent to
proactively and positively participate” in cybercrimes committed under the Act. Pakistan previously
lacked explicit intermediary liability protections, though experts expressed concern about making
intermediary liability contingent on the vague standards implied by terms like “willful.”79
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Media, Diversity, and Content Manipulation
Despite content restrictions, most Pakistanis have access to international news organizations and
other independent media, as well as a range of websites representing Pakistani political parties, local
civil society groups, and international human rights organizations.80 There are no major economic
constraints on digital media outlets intended to prevent them from publishing independent political
news and opinion, though some struggle to stay financially viable.
ICTs, particularly mobile phones, promote social mobilization. Since YouTube was unblocked, social
networking, blogging, and Voice-over-IP (VoIP) applications have been available and widely used. In
September 2016, opportunities were extended to Pakistani content creators as the localized version
of YouTube, YouTube.com.pk, announced that it would allow them to benefit from monetized partner
videos.81
Nevertheless, most online commentators exercise a degree of self-censorship when writing on topics
such as religion, blasphemy, civil-military relations, separatist movements, and women’s and LGBTI
(lesbian, gay, bisexual, transgender, and intersex) rights.82
There have been no documented examples of cybertroopers paid to distort the online landscape,
but some individuals have sought to discredit others online, often by accusing them of blasphemy,
a criminal offense which carries a death penalty (see Legal Environment). The blasphemy campaigns
often appear coordinated. In one example from the reporting period, social media users poisoned
hashtags being used to rally support for missing bloggers, accusing them of blasphemy (see Digital
Activism). Separately, a student was murdered in reprisal for alleged blasphemy, shortly after he
reported that someone was impersonating him with a fake account on social media (see Intimidation
and Violence).

Digital Activism
Human rights activists have galvanized public support using digital technology, including for internet
freedom issues. Some have achieved limited success, and may well have discouraged officials from
adopting even more restrictive measures. Yet there is still significant resistance at the institutional
level to grassroots campaigns, which limits the effectiveness of digital activism. Major efforts leading
up to passage of the PECA in 2016, for example, were unable to prevent problematic provisions from
being adopted (see Legal Environment).
The coverage period saw an online campaign to recover bloggers abducted in January 2017 through
the hashtags #RecoverSalmanHaider and #RecoverAllActivists (see Intimidation and Violence).83
However, the hashtags were also hijacked by opposing groups who used them to levy unsubstantiated
accusations of blasphemy against the missing activists. These accusations were amplified when a
court accepted a petition against Facebook for hosting the content (see Content Removal).
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In a statement that appeared to narrow one potential avenue for digital activism, the Securities and
Exchange Commission of Pakistan said in March 2017 that “crowd funding is not allowed in Pakistan.”84
The statement was issued to highlight activity by a single, fraudulent website, but stated that “no
company can raise funds” through crowd funding.

Violations of User Rights
Violations of user rights continued at high levels during the coverage period, including two unrelated
murders by different actors responding to online speech, and five blogger abductions. Civil society
groups say the Prevention of Electronics Crimes Act approved in 2016 criminalizes legitimate online
activity, and more problematic prosecutions based on allegations of online blasphemy were reported.

Legal Environment
Article 19 of Pakistan’s constitution establishes freedom of speech as a fundamental right, although
it is subject to several broad restrictions.85 Pakistan became a signatory to the International Covenant
on Civil and Political Rights in 2010.86
Several laws have the potential to restrict the rights of internet users, including one passed during the
coverage period of this report. In August 2016, the Prevention of Electronic Crimes Act (PECA) became
law, despite concerns from civil society organizations regarding the lack of transparency involved in
the drafting process. Though it contains some procedural safeguards for cybercrime investigations by
law enforcement agencies, international and local human rights groups condemned the law’s overly
broad language and disproportionate penalties, including a 14 year prison term for acts of cyberterrorism that the law failed to adequately define.87 The law also punishes preparing or disseminating
electronic communication to glorify terrorism; and preparing or disseminating information that is
likely to advance religious, ethnic or sectarian hatred, both with up to seven years in prison. Section 20
criminalizes displaying or transmitting information that intimidates or harms the “reputation or privacy
of a natural person” with a maximum three year prison term or a fine of PKR 1 million (US$9,500) or
both.88 The law also granted the PTA broad censorship powers (see Blocking and Filtering), and raised
privacy concerns (see Surveillance, Privacy, and Anonymity).
The law’s harsh penalties were cause for particular concern in light of recent sentences passed by
antiterrorism courts for online speech. In November 2015 and March 2016, two individuals were each
sentenced to 13 years in prison in separate cases for allegedly distributing “hateful” or “sectarian”
material on Facebook.89 The material was not reported to involve threats of violence. Those cases
would have fallen under earlier counterterror legislation such as the Protection of Pakistan Act 2014,
which expired in 2016,90 rather than the new PECA. But closed military courts remain available for
84 Press Release, “SECP warns public about crowd funding”, Securities and Exchange Commission of Pakistan, March 27, 2017,
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trying terrorism-related offences. The secretive courts were established in 2015 through the 21st
amendment to the constitution, which was set to lapse in January 2017 until the National Assembly
and Senate approved a two-year extension.91
Other procedural concerns about the law’s implementation have been raised. In October 2016,
news reports said the government had “accepted a proposal by the Inter-Services Intelligence
(ISI) to let its operatives take pre-emptive action against individuals and organizations breaching
national security under the recently enacted cybercrime laws.”92 This would effectively authorize
the intelligence agency to act unilaterally in cybercrime investigations considered to affect national
security.
Sections of the penal code which cover blasphemy, including 295(c) which carries a mandatory death
penalty, are frequently invoked to limit freedom of expression, and many cases involve electronic
media (see Prosecutions and Detentions for Online Activities). In March 2017, the Islamabad High
Court ruled that those accused of posting blasphemous content on social media should be barred
from leaving the country until their name is cleared.93 Any citizen can file a blasphemy complaint
against any other, leaving the accused vulnerable to violent reprisals regardless of whether the
complaint has foundation. Human rights groups report that the law lacks safeguards to prevent abuse
to settle personal vendettas.94
Other laws threaten online speech. Sections 36 and 37 of the Electronic Transaction Ordinance of 2002
punish “violations of privacy of information” and “damage to information systems” respectively. The
2002 Defamation Ordinance allows for imprisonment of up to five years. The PECA effectively replaced
the ordinances but they were still invoked during the reporting period, and some older cases were
also ongoing. Section 124 of the penal code on sedition is broadly worded, and covers acts of sedition
“by words” or “visible representation,” which could include digital speech, though it has yet to be
applied in an online context.95 The Surveying and Mapping Act 2014 limits digital mapping activity to
organizations registered with the governmental authority Survey of Pakistan, with federal permission
required for collaborating with foreign companies.96

Prosecutions and Detentions for Online Activities
The climate for prosecutions improved slightly in comparison to the previous reporting period,
when two 13-year prison sentences were passed for Facebook comments that were not reported to
include threats of violence (see Legal Environment). But arrests continued to be documented, and
the brief respite with regard to sentencing was short lived. On June 10, 2017, just days after the end
of the coverage period, a court awarded the death penalty in a blasphemy trial involving comments
published on Facebook.97
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Several new blasphemy prosecutions were initiated in 2016 and 2017. In September 2016, teenager
Nabeel Masih was arrested for simply “liking” an allegedly blasphemous post on Facebook.98 In mid2017, he was still awaiting trial. More arrests were reported in early 2017, after the Islamabad High
Court ordered the government to take swift action against blasphemous material online (see Content
Removal). The FIA arrested three individuals for posting blasphemous material online and revealed
that they will be tried in closed antiterrorism courts (see Legal Environment).99 The FIA also claimed to
have arrested a “gang” of 11 blasphemers in relation to content published on social media platforms.100
No further details were available regarding these cases in mid-year.
Political speech was also subject to investigation during the coverage period of this report. In December
2016, the FIA detained three bloggers for allegedly sharing images of Prime Minister Nawaz Sharif
with a politician incorrectly identified as a judge.101 The image was perceived as an attempt to malign
the judiciary. No formal charges were pressed, according to official statements.

Surveillance, Privacy, and Anonymity
The Prevention of Electronics Crimes Act passed during the coverage period of this report grants
overly broad surveillance powers, both to agencies within Pakistan, and potentially beyond, since
it includes provisions that permit the sharing of data with international agencies without adequate
oversight.102 Section 32 requires service providers to retain traffic data for a minimum of one year,
and allows for that period to be extended with a warrant issued by a court.
There is currently no data protection law in Pakistan. As a result of this lack of oversight, ISPs and
mobile companies are not obliged to maintain or comply with data protection policies that protect
consumers.103 Data collected by the state’s National Database Registration Authority (NADRA), which
maintains a centralized repository of information about citizens, is not subject to any transparent
privacy rules.104
Government surveillance is a concern for activists, bloggers, and media representatives, as well
as ordinary internet users. Pakistani law enforcement and intelligence agencies appear to have
expanded their monitoring activities, including at the local level, ostensibly to curb terrorism and
violent crime.105 In 2015, U.K.-based Privacy International reported that the Pakistani government’s
surveillance capabilities, particularly those of the Inter-Services Intelligence Agency, outstrips
98 Lizzie Dearden, “Teenage Christian boy arrested for sharing ‘blasphemous’ Facebook post in Pakistan”, The Independent,
September 21, 2016, http://www.independent.co.uk/news/world/asia/teenage-boy-christian-arrested-sharing-blasphemousfacebook-post-in-pakistan-nabeel-chohan-kaaba-a7321156.html.
99 Aamir Jami, “FIA arrests three in social media blasphemy case”, Dawn, March 24, 2017, https://www.dawn.com/
news/1322531.

“FIA traces ‘11-member gang of blasphemers’”, The Nation, March 16, 2017, http://nation.com.pk/national/16-Mar-2017/
fia-traces-11-member-gang-of-blasphemers.

100

Aamir Atta, “Bloggers Arrested in Pakistan for Posting Fake Images Online”, ProPakistani, https://propakistani.
pk/2017/01/01/bloggers-arrested-pakistan-posting-fake-images-online/.

101

Data includes the “communication’s origin, destination, route, time, data, size, duration or type of underlying service.”
See, Nighat Dad, Adnan Chaudhri, “The Sorry Tale of the PECB, Pakistan’s Terrible Electronic Crimes Bill” Digital Rights
Foundation, November 26, 2015, http://bit.ly/1WcxTwb.
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“Telecoms Privacy & Data Protection Policies in Pakistan”, Digital Rights Foundation, December 2016, http://
digitalrightsfoundation.pk/wp-content/uploads/2017/02/Telecoms-Privacy-and-Data-Protection-Policies-in-Pakistan-1.pdf/.
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Shaheera Jalil Albasit, “Is Nadra keeping your biometric data safe?,” Dawn, October 17, 2016, https://www.dawn.com/
news/1290534.
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domestic and international legal regulation.106 “Mass network surveillance has been in place
in Pakistan since at least 2005,” using technology obtained “from both domestic and foreign
surveillance companies, including Alcatel, Ericsson, Huawei, SS8 and Utimaco,” according to the
report.
A separate 2013 report by Citizen Lab indicated that Pakistani citizens may be vulnerable to FinFisher
spyware, which collects data such as Skype audio, key logs, and screenshots. 107 The analysis found
FinFisher’s command and control servers in 36 countries worldwide, including on the PTCL network
in Pakistan, but did not confirm that actors in Pakistan are knowingly taking advantage of its
capabilities. In 2014, however, hackers released internal FinFisher documents indicating that a client
identified as “Customer 32” licensed software from FinFisher to infect Microsoft office documents
with malware to steal files from target computers in Pakistan.108
The Fair Trial Act, passed in 2013,109 allows security agencies to seek a judicial warrant to monitor
private communications “to neutralize and prevent [a] threat or any attempt to carry out scheduled
offences.” It covers information sent from or received in Pakistan, or between Pakistani citizens
whether they are resident in the country or not. Under the law, service providers face a one-year jail
term or a fine of up to PKR 10 million (US$103,000) for failing to cooperate with warrants. Warrants
can be issued if a law enforcement official has “reason to believe” there is a risk of terrorism; it can
also be temporarily waived by intelligence agencies. A 2014 white paper issued by the Digital Rights
Group said that provisions of the Fair Trial Act contravene the constitution and international treaties
which Pakistan has signed. 110
ISPs, telecommunications companies, and SIM card vendors are required to authenticate the
Computerized National Identity Card details of prospective customers with the National Database
and Registration Authority (NADRA) before providing service.111 A reregistration drive was launched
following a 2014 terrorist attack on a school that was reportedly facilitated by mobile phones
with unregistered SIM cards,112 and the government added a biometric thumb impression to the
registration requirements for SIM cards.113 In 2015, those who failed to meet the new requirement
were warned of automatic disconnection, and 26 million SIM cards were subsequently blocked.114
Pakistanis are also vulnerable to surveillance from overseas intelligence agencies. In June 2015,
The Intercept published revelations of hacking and infiltration of the Pakistan Internet Exchange
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(PIE) by Britain’s GCHQ intelligence agency prior to 2008. According to The Intercept, this gave
GCHQ “access to almost any user of the internet inside Pakistan” and the ability to “re-route
selected traffic across international links towards GCHQ’s passive collection systems.”115

Intimidation and Violence
Intimidation and violence intensified significantly during the reporting period, when abductions
and murders were documented in direct reprisal for digital activities, including an “honor” killing in
which a social media personality was murdered by her brother.
In January 2017 five bloggers known to have criticized the establishment, the military, or religious
militancy, separately went missing from different parts of the country in the space of a few
days.116 Four of them were recovered after they made contact with their families around the end
of January.117 The fifth, Samar Abbas, had yet to return in mid-2017. In June, police said that no
progress had been made on the case.118 The government denied any involvement in the abductions,
but in March, one of the recovered activists told the BBC that he had been held by a ““government
institution” with links to the military” and subjected to torture while he was missing.119 Online
smear campaigns simultaneously accused the bloggers of blasphemy (see Digital Activism). The
government shut down websites operated by the bloggers soon after their first disappearance,
and a court accepted a petition accusing Facebook of circulating blasphemous content allegedly
published by the missing men (see Content Removal).
In April 2017, Mashal Khan, a student of journalism in Abdul Wali Khan University in Mardan, was
murdered by a mob for allegedly “publishing blasphemous content online.”120 No evidence of any
such content was subsequently found,121 and news reports said Khan had notified his contacts on
Facebook the previous December that someone was operating a fake account in his name.122 In late
2017, 57 individuals had been indicted by an antiterrorism court in relation to the case.123

Violence against women thought to have brought shame on their communities can involve ICT usage.
Militant Islamic groups have launched attacks on cybercafes and mobile phone stores in the past
“Spies Hacked Computers Thanks To Sweeping Secret Warrants, Aggressively Stretching UK Law”, The Intercept, June 22,
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for allegedly encouraging moral degradation.124 No attacks were documented during the coverage
period of this report.
Women have also been murdered for digital activities in so-called “honor” killings. In July 2016,
Qandeel Baloch, a social media celebrity known for openly expressing her sexuality, was killed by her
brother.125 Baloch had sought police protection following threats when her real identity was published
on the internet.126 Her brother acknowledged killing her because “she was doing videos on Facebook
and dishonoring the family name.” He was arrested, along with three other family members accused
of carrying out or facilitating the murder, and pleaded not guilty; the cases were ongoing in late 2017.
The accused were required to serve trial under new laws; families were previously allowed to forgive
the assailants in honor killings to avoid prosecution.127
Many people also report being intimidated on digital platforms. Leaking explicit photos, threats of
blackmail, and other incidences of online harassment are increasing in Pakistan. In January 2017, Naila
Rind, a student at the University of Sindh Jamshoro, committed suicide as a result of blackmail threats
received on her mobile phone.128 While the PECA criminalized blackmail using digital tools, the lack
of support for victims means cases are seldom reported.129 Free expression activists and bloggers
have also reported receiving death threats online, and Pakistan is one of the world’s most dangerous
countries for traditional journalists.130

Technical Attacks
Technical attacks against the websites of nongovernmental organizations, opposition groups, and
activists are common in Pakistan, though many go unreported. The activity increased during the
coverage period. In January and April 2017, for example, Dawn News, a leading English-language
newspaper, revealed that its website was subjected to sustained cyber-attacks.131 Dawn had reported
aggressively on the apparently enforced disappearances of bloggers and on civil-military relations.
The websites of government agencies are also commonly attacked, often by ideological hackers
attempting to make a political statement.132 In 2015, the website of the religious political party
Jamaat-e-Islami was hacked for its alleged support of terrorists.133
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Cross-border cyberattacks between Pakistan and India remain prevalent.134 As tensions escalated
between the two states in early 2017, hackers claimed to have compromised crucial state websites
on both sides of the border. Among the most serious was a claim that Indian hackers had targeted
Pakistani airports in Islamabad, Peshawar, Multan, and Karachi.135
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Philippines
2016

2017

Population:

103.3 million

Internet Freedom Status

Free

Free

Internet Penetration 2016 (ITU):

55.5 percent

Obstacles to Access (0-25)

9

9

Social Media/ICT Apps Blocked:

No

Limits on Content (0-35)

5

6

Political/Social Content Blocked:

No

Violations of User Rights (0-40)

12

13

Bloggers/ICT Users Arrested:

No

TOTAL* ( 0-100 )

26

28

Press Freedom 2017 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Access continued to improve, and President Duterte announced an ICT infrastructure
investment that is expected to expand services over the next decade (see “Availability
and Ease of Access”).

•

Mobile service shutdowns were reported in some major cities during festivals considered
to present a security risk (see “Restrictions on Connectivity”).

•

Reports of paid online commenters published during the reporting period shed light
on attempts to manipulate social media in advance of Duterte’s election; pro-Duterte
commenters remain highly vocal since he came to power (see “Media, Diversity, and
Content Manipulation”).

•

Websites run by the Philippine Center for Investigative Journalism and the National
Union of Journalists of the Philippines were disabled by cyberattacks (see “Technical
Attacks”).
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Introduction
Internet freedom declined in 2017, even though access improved. Mobile service shutdowns were
implemented in major cities and content manipulation and cyberattacks threatened to distort online
information.
President Rodrigo Duterte, who was elected in May 2016, said that corrupt journalists deserved to
be assassinated in his first press conference, a troubling omen for freedom of expression. During
the past year, several news reports detailed his campaign’s use of paid commenters to create the
impression of widespread support for his candidacy; similar accounts remained active in 2017. The
Philippine Center for Investigative Journalism had its website hacked after publishing a report about
Duterte’s war on drugs, which has resulted in thousands of extrajudicial killings.
The threat of criminal liability may also deter free speech online. A 2012 cybercrime law criminalized
online libel as a distinct offense, and the Supreme Court upheld the clause in 2014. Nearly 500 libel
cases had been filed under the law in mid-2017, and cases that would be punished with civil penalties in other countries may result in prison sentences.

Obstacles to Access
Internet penetration and average connection speeds improved in 2017, though the government ordered the shutdown of mobile phone networks during major events in a handful of cities in 2017. A
new national body, the Department of Information and Communications Technology (DICT), took over
ICT development and regulation.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

2016

a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

55.5%

2015

40.7%

2016

109%

2011

2015

2011

2017(Q1)

2016(Q1)

29.0%
118%
99%

5.5 Mbps

3.5 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Internet penetration is steadily increasing, and speeds improved during the reporting period, though
the quality of service remains comparatively low (see “Key Access Indicators”).
Connectivity is concentrated mainly in urban areas, while rural areas remain largely underserved.1 To
bridge this gap, the new administration has expanded former President Benigno Aquino, Jr.’s efforts
John Carlos Rodriguez, “How many Filipinos are still not connected to Internet?” ABS-CBN News, October 3, 2014, http://bit.
ly/1Nkv4nd.
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to reach more people in rural areas. President Rodrigo Duterte’s National Broadband Plan aims to
increase investment from new and existing telecom providers; reach places outside major cities using technologies such as TV White Space; and to develop the PHP78-billion ($1.4 billion) Philippine
Integrated Infostructure that promises to provide affordable internet services to unserved and underserved areas with speeds of up to 10 Mbps by 2020.
Mobile phones remain the most widely used wireless communication tool, though mobile internet usage has been slow to take off. There were only 3.1 million mobile broadband subscribers in
2014,2 following the deployment of 4G LTE and HSPA+ technologies in 2013.3 Revenues from mobile
broadband comprised only 8 percent of PLDT’s total revenues from mobile services in 2016.4
The slow uptake of broadband internet in the country, and the consequent low internet penetration,
is largely due to steep subscription fees. The Philippines ranked 131 out of 182 countries assessed
for affordability by the ITU in 2016.5 Average connection speeds improved slightly from last year, but
the Philippines still ranked at 113 out of 146 countries for connection quality, according to Akamai.

Restrictions on Connectivity
The government ordered the shutdown of mobile phone networks during major events in a handful
of cities in 2017.
The industry regulator, the National Telecommunication Commission (NTC), ordered shutdowns for
festival celebrations—gatherings that often attract hundreds of people—in the cities of Cebu and Iloilo in January.6 Security was cited to justify the measures, with authorities referencing recent events
such as a bomb threat in the U.S. embassy in Manila in November 2016. Separately, news reports
said the Armed Forces of the Philippines jammed mobile phone signals during a festival in Manila.7
Service was also halted in Zamboanga City, a major city in the Zamboanga Peninsula approximately
935 kilometers south of Manila. All mobile services were blocked for five hours during the celebration of its Foundation Day on February 26. Terrorist groups operating in the region, such as Abu
Sayyaf, Moro National Liberation Front, Moro Islamic Liberation Front, and newly-formed Bangsamoro Islamic Freedom Fighters, have been reported to use mobile phones to detonate explosives in
the past. Subscribers received text messages from service providers citing a directive from the NTC
to block network coverage for security reasons.8
No service disruptions were reported during the previous reporting period, though some were documented earlier. The government ordered a brief regional suspension of cellular services during the
visit of Pope Francis from January 15 to 19, 2015.9 In a separate incident, the NTC and the Zamboan-

2

Quarterly reports to the SEC, as of September 30, 2014.

4

PLDT Annual Report to the Securities and Exchange Commission.

Lawrence Agcaoili, “Smart, Globe race to put up more 4G LTE infra sites,” The Philippine Star, October 14, 2013, http://bit.
ly/1A8l0Ea.

3

5

ITU, Measuring the Information Society Report 2016, http://bit.ly/2f1vtSK

The Freeman, “During Major Sinulog events: Cell site shutdown,” January 13, 2017, https://goo.gl/AWusDO; Glenda
Sologastoa, “Telcos shut down during Dinagyang, NTC, police invoke public safety for signal jam,” January 21, 2017, https://goo.
gl/rerqXA
6

7

ABS-CBN News, “No drones, cellphone signals during 2017 Nazarene procession,” January 4, 2017, http://bit.ly/2j33qzZ

9

Mica Basa, “No network service? It’s for Pope’s safety, say telcos,” Rappler, January 16, 2015, http://bit.ly/18siEsm
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Al Jacinto, “Cell phone services shut off in Zamboanga City,” The Manila Times, February 26, 2017, http://bit.ly/2qEajOS
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ga City government implemented a seven-hour shutdown after police found an improvised explosive device in a downtown plaza, informing subscribers only after the fact.10
One provider plays an outsize role in the country’s infrastructure. PLDT, which was both U.S.-owned
and later under considerable government influence before the sector was liberalized,11 owns the
majority of fixed-line connections as well as a 100,000 kilometer fiber optic network that connects to
several international networks.12 The company fully or partly owns five out of nine international cable landing stations.13 In 2017, PLDT was set to complete a US$40 million international cable to link
to the U.S. and Japan with a landing station in Mindanao.14
In June 2016, PLDT and Globe signed a private peering deal to exchange some local traffic for the
first time, though the amount per month was capped.15 PLDT has otherwise resisted government and
industry pressure to exchange traffic with other ISPs, causing much web traffic to be routed inefficiently overseas instead of domestically. In 2015, PLDT agreed to connect with the local, nonprofit
Open Internet Exchange (PHOpenIX), which is maintained by the Department of Science and Technology, but only to remain in compliance to fulfil government contracts following a mandate that
government agencies must use PHOpenIX as a designated Internet Exchange Point (IXP).16 Critics
said the benefit was limited to government websites and failed to improve access and cut costs for
the majority.17

ICT Market
The telecommunications market is dominated by PLDT and Globe who both have acquired a number
of minor players in the last two decades.18 As of 2016, PLDT held the majority of fixed line internet
subscriptions against Globe’s 36 percent. The market for mobile services is mostly split between the
two telecoms.19 PLDT reported 62.7 million mobile phone subscribers as of December 31, 2016,20
while Globe had 65.3 million by the third quarter of the year.21
There were 400 ISPs registered with the NTC in 2013, according to most recent government data.22
All of them connect to PLDT or Globe. Internet service is currently classified as a value-added service
“Due to terror threats, cell phone communication shutdown in Zamboanga City,” Mindanao Examiner, October 12, 2014,
http://mindanaoexaminer.com/due-to-terror-threats-cell-phone-communication-shutdown-in-zamboanga-city/.
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and is therefore subject to fewer regulatory requirements than mobile and fixed phone services.
Companies entering the market go through a two-stage process. First, they must obtain a congressional license that involves parliamentary hearings and the approval of both the upper and lower
houses. Second, they need to apply for certification from the NTC. Globe Telecommunications has
separately complained of needing to obtain 25 permits to build a single cell site, a process that can
last 8 months.23 The constitution limits foreign ownership of local businesses to 40 percent.
Until recently, the country did not have antitrust laws to promote healthy competition between
businesses. But in 2015, former President Aquino signed Republic Act 10667, or the Philippine Competition Act, 25 years after it was first filed.24 According to its principal author, Senator Bam Aquino,
the law is “expected to eliminate cartels, and penalize anti-competitive agreements and abuses of
dominant players in the markets that lead to high prices of goods and services.”25 He clarified that
the law “does not directly prohibit the existence of monopolies,” and will not stop an entity from
maintaining its dominance in the market as long as it does not commit abuses such as driving away
competition.26
One attempt to break into the telecommunications market since then has failed. In September 2015,
San Miguel Corporation (SMC) announced plans to enter the telecommunications industry in partnership with Australia’s Telstra Corporation,27 a joint venture seen as much-needed by an industry
lacking competition.28 After months of talks, the venture failed when the parties could not reach a
satisfactory arrangement.29 Analysts accused Globe and PLDT of using legal action and lobbying to
obstruct the deal.30 SMC sold its telecom arm Vega Telecom Inc. to Globe and PLDT for PHP69.1 billion ($1.48 billion) on May 30, 2016, and effectively divided a 700MHz spectrum allocation owned by
San Miguel between the two dominant players.31 However, the Philippine Competition Commission
has challenged the acquisition.32

Regulatory Bodies
A new national body, the Department of Information and Communications Technology (DICT), oversees ICT development and regulation. Former President Benigno Aquino, Jr. signed the Department
of Information and Communications Technology Act creating the agency in May 2016 before leaving
office.33
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The Act was intended to streamline a bureaucratic ICT regulatory framework involving multiple offices, and either abolished or absorbed existing institutions.34 Three offices are now attached to the
DICT: The National Privacy Commission; the Cybercrime Investigation and Coordination Center (see
“Legal Environment”); and the National Telecommunications Commission, which has regulated the
industry with quasi-judicial powers and developed tariff and technical regulations, licensing conditions, and competition and interconnection requirements since its creation in 1979. All three offices
continue to function according to their mandate.
On June 2016, President Rodrigo Duterte appointed former Globe Telecom executive Rodolfo Salalima, as DICT Secretary.35 The president also appointed three undersecretaries and four assistant
secretaries, who took office in late 2016.36 The law provides that the positions must be filled in by
people with seven years of experience in areas including ICTs, IT service management, information
security, cybersecurity, and data privacy. The first set of DICT officials was composed of four lawyers
and four engineers.37 Salalima attended the same law school as Duterte, and critics cited this and his
previous Globe affiliation as possible conflicts of interest; he offered his resignation for personal and
work-related reasons in late 2017.38

Limits on Content
Content is not subject to significant government control, but reports of commenters paid to post political content increased during the coverage period. Two senators subsequently called for the investigation of disinformation being spread on Facebook. Bloggers sought media accreditation to attend events
involving the president.

Blocking and Filtering
No systematic government censorship of online content has been documented in the Philippines,
and internet users enjoyed unrestricted access to both domestic and international sources of information during the coverage period of this report. Internet users freely access social networks and
communication apps including YouTube, Facebook, Twitter, and international blog-hosting services.
Although rare, content blocking is allowed under a law that requires ISPs to prevent access to pornographic sites.39 The Department of Justice (DOJ) called on ISPs to block the Canada-based online

The Information and Communications Technology Office, the National Computer Center, the National Computer Institute
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dating site Ashley Madison in 2014, but retracted it a month later. 40 No disproportionate blocking of
online content has otherwise been documented.
In February 2014, the Supreme Court ruled against Section 19, the infamous “takedown” clause of
the 2012 Cybercrime Prevention Act that would have allowed the Department of Justice to “restrict
or block” overly broad categories of content without a court order;41 however, it upheld other provisions criminalizing online libel (see “Legal Environment”).

Content Removal
The government does not usually order removal of online content. One exception in early 2015
involved an online video depicting the killing of 44 members of the Philippine National Police Special Action Force in Mamasapano, Maguindanao, in the southern Philippines, allegedly by Muslim
insurgents. The video went viral on YouTube, eliciting public anger against the uploader of the video
as well as the perpetrators, on grounds that sharing the footage was insensitive to the families. The
Office of the President ordered the uploader to take down the video, but the individual refused to
comply and it remained accessible.42
The Magna Carta for Philippine Internet Freedom, filed by the late Senator Miriam Defensor Santiago in 2013, attracted widespread support and discussion on social media,43 particularly a provision
that “provides for court proceedings in cases where websites or networks are to be taken down and
prohibits censorship of content without a court order.”44 The legislation was later absorbed into
another bill creating a government agency for ICTs (see “Regulatory Bodies”). The requirement for
a court order to support content removal requests was not included when it passed in 2016.45 Supporters hope the original legislation will be reintroduced.
Google occasionally reports receiving content removal requests from the Philippine government or
law enforcement agencies. The most recent examples, four dating from 2015, involved defamation
and drug abuse; the company said it did not comply.46

Media, Diversity, and Content Manipulation
Reports of commenters paid to manipulate the online information landscape increased during the
coverage period. News reports citing individuals involved said the commenters, which they characterized as part of a “keyboard army,” could earn at least PHP500 (US$10) a day operating fake social
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media accounts supporting President Rodrigo Duterte or attacking his detractors.47 Other reports
put the figure at PhP2,000-3,000 ($40-60) a day.48 Some reports noted the use of automated accounts or bots to spread political content.49 Similar content was also posted by volunteers.
Both state and non-state actors actively use the internet as a platform to discuss politics, especially
during elections, and the phenomenon of manipulation is not new. One commenter admitted being
active in political campaigns dating back to 2010.50 But reports published in the last year provided
the clearest evidence to date of widespread online campaigning with undeclared sponsorship.
Most of the activity was concentrated around the 2016 election. Though he had fewer resources
than his opponents, Duterte directed much of his budget to fund social media campaigns before his
surprise victory.51 Social media users also admitted to being approached by a supporter of Duterte’s
candidacy to “make noise” and demonstrate his popular backing.52 Many of the accounts “continue
to spread and amplify messages of support of [Duterte’s] policies now he’s in power,”53 though it is
not clear whether they are working with official government channels.54
Two senators subsequently called for the investigation of disinformation being spread on Facebook.
In January 2017, Senators Antonio Trillanes IV and Francis Pangilinan separately filed resolutions in
the Senate to investigate the manipulation of public opinion through the spread of “false, erroneous,
distorted, fabricated and/or misleading news and information,”55 and the liability of social media
companies for allowing it, respectively. Pangilinan’s resolution sought to explore penalties for companies like Facebook through a possible amendment to the Cybercrime Prevention Act.56 There have
been no explicit government restrictions in place against any social media or communication applications in the past.
In 2017, a prominent blogger asked the president for access to official events. Until then, only professional journalists who are affiliated with media organizations could receive accreditation to cover
events involving the president, through the Malacañang Press Corps. In response to the request,
the government issued draft guidelines for social media publishers and users to obtain temporary
accreditation for specific events. The draft set some eligibility requirements such as registering with
the government,57 having at least 1,000 followers, and publishing consistently for at least 12 months.
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The guidelines raised particular concern because they appeared to require accredited bloggers to
comply with a code of conduct drafted for official presidential communications platforms, potentially limiting their use of provocative language and requiring them to verify the truthfulness of
content.58 Bloggers who attended the first public consultation on the guidelines called for them
to be modified,59 and the code of conduct was missing from interim guidelines issued in late 2017,
which only required participants to “generate news and information regarding the activities of the
President.”60
Many news websites are online versions of traditional media, which may reflect self-censorship due
to the level of violence against journalists in the Philippines. Generally, though, the Philippine blogosphere is rich and thriving.

Digital Activism
Digital activism in the Philippines has had a significant impact in the past, making national and international headlines and prompting positive action from the government. However, there were no
prominent online calls for action on that scale in 2016 or 2017.
Past successes include a 2013 protest against the alleged misuse of PHP 10 billion (US$220 million)
from a Priority Development Assistance Fund, locally dubbed the “pork barrel,” by senators and
members of Congress. A Facebook petition called for the abolition of the fund and the filing of criminal charges against the lawmakers,61 and helped fuel nationwide protests.62 The Supreme Court subsequently declared the fund unconstitutional,63 and three senators and several NGO officials went on
to face corruption charges, while other lawmakers were still being investigated in 2017.64

Violations of User Rights
Nearly 500 complaints of online libel were filed in 2016, and at least some cases under the Cybercrime
Prevention Act have resulted in imprisonment. Lawmakers revisited a draft law that would require
telecommunications providers to register prepaid SIM card owners. Technical attacks targeting media
groups were reported during the coverage period of this report.

Legal Environment
The Bill of Rights of the 1987 constitution protects freedom of expression (Section 4) and privacy of
communication (Section 1).65 However, some laws undermine those protections. Libel is punishable
58

Yvette Morales, “PCOO to accredit social media publishers, users,” CNN Philippines, February 24, 2017, http://bit.ly/2pqknvb

Patrick Quintos, “What bloggers say about Palace social media policy proposal,” ABS-CBN News, February 24, 2017, http://
bit.ly/2qLk9z1.

59

60 Pia Rannada, “Andanar approves ‘interim policy’ for accrediting bloggers,” Rappler, August 9, 2017, https://www.rappler.
com/nation/178219-interim-policy-bloggers-pcoo-andanar.
61
62

David Lozada, “Aug 26 anti-pork barrel protests spread nationwide,” Rappler, August 24, 2013, http://bit.ly/1Og4yMw.
“Thousands join Million People March vs pork,” ABS-CBN News, August 26, 2013, http://bit.ly/1Qrp8IT.

Mark Merueñas, “Supreme Court Declares PDAF Unconstitutional,” GMA News Online, November 19, 2013, http://bit.
ly/1NkzXN2.

63

64 Patricia Denise Chiu, “Govt lawyers block ex-solon’s request to be detained at Camp Crame,” GMA News Online, February
25, 2015, http://bit.ly/1MCZD3Q.
65

Cons. (1987), art. III, Bill of Rights, http://bit.ly/1Qrp8IT.

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

PHILIPPINES
by fines and imprisonment under Articles 353 and 360 of the revised penal code. This has been challenging to prove in online cases which lack a physical place of publication—one of the requirements
for an offline prosecution—and in 2007, a Department of Justice resolution established that the provisions do not apply to statements posted on websites.66
Section 4c (4) of the 2012 Cybercrime Prevention Act, however, classified libel as a cybercrime. Section 6 stipulates a higher degree of punishment for online libel, with prison terms of up to eight
years,67 almost double the maximum penalty for the identical offense perpetrated offline, which is
punishable by prison terms of six months to four years and two months.68 The Supreme Court suspended implementation of the law after widespread protests, but in February 2014 ruled that the
libel provision was constitutional, keeping the disproportionate penalties on the books. However, it
clarified that users reacting online to a libelous post—by “liking” it, for example—could not be held
liable, and struck down Sections 12 and 19 that would have allowed law enforcers to monitor and
collect real-time traffic data without a court order.69 The DOJ released Implementing Rules and Regulations (IRR) governing the act in 2015 (see “Surveillance, Privacy, and Anonymity”),70 establishing
the Cybercrime Investigation and Coordinating Center, a central investigative body under the Office
of the President.71
Other pending legislation could strengthen internet freedom. Senator Teofisto Guingona III filed a
crowdsourcing bill in 2013. Also known as Senate Bill No. 73, the act would allow citizens to participate in the legislative process through the use of ICTs, and require lawmakers to include citizens’
comments in committee reports concerning pending bills. If passed, it would make some important
measures mandatory: People’s committee hearings to be held in Congress (Section 6); continuous
online participation by citizens while debates are being held on the floor (Section 7); and a pre-approval consultation (Section 8) wherein the president of the Philippines must allow people to send
online comments about a pending bill for five days, and subsequently consider those comments for
at least another three days, before signing a bill into law.72 In July 2016, Senator Bam Aquino filed
another Crowdsourcing Act as Senate Bill No. 646. As of early 2017, neither bills had gone beyond
first reading.

Prosecutions and Detentions for Online Activities
The Supreme Court’s ruling in favor of punishing online libel under the Cybercrime Prevention Act
resulted in a flood of charges. The Philippine National Police Anti Cybercrime Group reported that
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exhibition, cinematographic exhibition, or any similar means.” The Department also stated that the accused are not culpable
because they cannot be considered as authors, editors, or publishers as provided for in Article 360. Critics have further noted
that the Revised Penal Code of the Philippines dates from 1932, long predating digital technology.
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cybercrime cases increased from 1,211 in 2015 to 1,865 in 2016. Libel topped the list of cybercrime
case categories in 2016 with 494 complaints.73
There is little information available about trials and sentencing, but at least some libel cases result in
imprisonment. In February 2017, a court in Pasay City convicted a blogger of falsely alleging irregularities in the construction of infrastructure projects in Iloilo, sentencing him to a prison term of between two years and four months, and four years and two months.74 News reports said the blogger
had failed to substantiate some of the allegations involved in a public hearing in 2014.75
The most prominent online libel case during this reporting period was filed by a motorist against
the chief editor and four staffers of Top Gear Philippines magazine. The magazine’s Facebook page
wrongly identified the motorist as the owner of a vehicle that killed a cyclist and injured a bystander
in a road rage incident in Manila on July 25, 2016. Police later found the perpetrator and the motorist was cleared. The case of mistaken identity created a serious online backlash against the motorist
who reported receiving threats to his safety. The chief editor apologized and has since resigned.76
In another example in Cebu City, an American employee of a business process outsourcing firm was
sued after posting claims about a colleague’s character and behavior on Facebook. He was indicted
in court and was out on bail as of mid-2017.77

Surveillance, Privacy, and Anonymity
There are no restrictions on anonymous communication in the Philippines. The government does
not require user registration for internet and mobile access, and prepaid services are widely available, even in small neighborhood stores. In 2015, the Senate renewed a proposal to make prepaid
SIM card registration mandatory amid reports of increasing cybercrime, particularly child pornography. Senator Vicente Sotto III, the same lawmaker who pushed for online libel to be included in the
cybercrime law,78 presented the Cellphone Registration Act, meeting opposition from the telecommunications industry. Globe stated that the bill violated people’s right to privacy, citing the absence
of data privacy in the bill;79 and their right to communicate, citing a provision that prohibits people
under the age of 15 from owning a registered SIM card.80 The bill stalled, but Sotto revived it during
the reporting period, renaming it the SIM Card Registration Act of 2016.81 In early 2017, it had not
gone beyond first reading.
In 2015, the government issued rules under the Cybercrime Prevention Act, clarifying some sections
of the law that pertain to surveillance (see “Legal Environment”). ISPs must collect and preserve data
for up to six months on request. Law enforcement authorities tasked with investigating cybercrime,
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the National Bureau of Investigation and the Philippine National Police cybercrime unit, require a
court order to access computer data (Section 13).82
A 2012 Data Privacy Act established parameters for the collection of personal financial information
and an independent privacy regulator.83 Other laws with privacy implications include the Anti-Child
Pornography Act of 2009 which explicitly states that its section on ISPs may not be “construed to
require an ISP to engage in the monitoring of any user,”84 though it does require them to “obtain”
and “preserve” evidence of violations, and threatens to revoke their license for noncompliance. Section 12 of the law also authorizes local government units to monitor and regulate commercial establishments that provide internet services. Under the Human Security Act of 2007, law enforcement
officials must obtain a court order to intercept communications or conduct surveillance activities
against individuals or organizations suspected of terrorist activity.85
Google reported two official requests for user data in the second half of 2016, but said it did not
comply.86 Facebook reported 7 official requests involving 10 accounts during the same period, and
produced data in 30 percent of cases based on emergency requests. The company said it would also
preserve 116 account records for 90 days pending legal requests in criminal investigations, based on
64 preservation requests.87

Intimidation and Violence
There were no reports of physical violence targeting internet users during the coverage period of
this report.
Violence against journalists is a significant problem in the Philippines. As of early 2017, the Committee to Protect Journalists reported that at least 78 Philippine journalists had been killed in relation to
their work—most covering political issues like corruption—since 1992.88 An entrenched culture of
impunity for these attacks sends the message that individuals exercising free speech can be attacked
at will. During his first press conference a month before being sworn in, President Rodrigo Duterte
said that journalists taking bribes or getting paid to attack or defend politicians deserved to be
killed.89 Duterte has continued to accuse journalists of unfair reporting.90
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Technical Attacks
Technical attacks targeting media groups were reported during the coverage period of this report.
The website of the Philippine Center for Investigative Journalism (PCIJ) was disabled in July 2016
after publishing reports about Duterte’s war on drugs.91 In January 2017, the National Union of Journalists of the Philippines reported that its website had been temporarily disabled in a “massive denial of service attack.” The reason for the attack was not clear, but the Union said it was an attempt to
silence critical speech.92 The group had earlier condemned the PCIJ attack, and separately criticized
Duterte’s remarks about journalism shortly before the attack.93
Other technical attacks target government institutions, potentially obstructing citizens seeking information. Dozens of government websites were reportedly attacked following the decision of the
Permanent Court of Arbitration on the territorial dispute between China and the Philippines in the
South China Sea. The origin of the attacks has not been established.94 The Court ruled in favor of
the Philippines on July 12, 2016.95 In previous years, the hacktivist group Anonymous Philippines attacked or threatened several government websites, including in advance of May 2016 elections.96

Yuji Vincent Gonzales, “NUJP hits ‘cyber-vigilantism’ after PCIJ website attacks,” Inquirer, July 29, 2016, http://newsinfo.
inquirer.net/800979/nujp-hits-cyber-vigilantism-after-pcij-website-attacks

91

“Hackers hit journalists’ website,” GMA, January 9, 2017, http://www.gmanetwork.com/news/scitech/technology/595190/
hackers-hit-journalists-website/story/

92

Center for Media Freedom and Responsibility, “NUJP Website Attacked,” January 10, 2017, http://cmfr-phil.org/pressfreedom-protection/attacks-and-threats-against-the-media/alerts/nujp-website-attacked/.

93
94

Janvic Mateo, “68 gov’t websites attacked,” philstar.com, July 16, 2016, http://bit.ly/2rKh7be.

Patricia Lourdes Viray, “The verdict: Philippines wins arbitration case vs China,” philstar.com, July 12, 2016, http://bit.
ly/2q8RzEB.

95

“Anonymous warns: Virus will infect voting machines if receipts feature turned off,” InterAksyon.com, March 23, 2016,
http://bit.ly/1RsZmDq.
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Russia
2016

2017

Internet Freedom Status

Not
Free

Not
Free

Obstacles to Access (0-25)

10

11

Limits on Content (0-35)

23

23

Violations of User Rights (0-40)

32

32

TOTAL* ( 0-100 )

65

66

Population:

144.3 million

Internet Penetration 2016 (ITU):

76.4 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

LinkedIn became the first international social media platform to be banned in Russia for
failing to comply with data localization requirements (see “Limits on Content”).

•

LGBTI (lesbian, gay, bisexual, transgender, and intersex) users were censored and
penalized, with at least one social media user forced to pay a hefty fine for commenting
on LGBTI issues (see “Prosecutions and Detentions for Online Activity”).

•

Lawmakers sought to restrict anonymity online, introducing legislation that limited the
availability of virtual private networks (VPNs) and required users to disclose personal
information before accessing messaging services (see “Surveillance, Privacy, and
Anonymity”).
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Introduction
Internet freedom declined in Russia over the past year as the government pressured communication
and networking platforms to store Russian users’ data on Russian territory and blocked the U.S.based professional networking service LinkedIn after it declined to comply with these demands.
Facing major antigovernment protests across Russia in 2017 and a presidential election scheduled
for March 2018, the authorities scrambled to tighten control over the internet. Lawmakers took
every opportunity to push through legislation aimed at curbing unchecked expression of dissent
online.
The space for anonymous online communication was reduced by new legal restrictions on VPNs and
proxies, key tools employed by both activists and ordinary users to access censored content and
guard against state surveillance. Another new law requires users of online messaging services to
register with their phone numbers, linking their online communication with their real identities.
The government started enforcing laws passed in previous years that require private companies to
facilitate ever-increasing state access to user data. Some firms yielded to data localization rules by
moving servers to Russia, sparking concerns about privacy and surveillance. LinkedIn was the first
major international platform to be blocked for refusing to comply with the 2015 data localization
law, a move that observers say is intended to send a signal to other prominent companies.
Social media users and journalists were penalized for their expression online. LGBTI activists were
charged with spreading “propaganda of nontraditional sexual relations” and ordered to pay hefty
fines, while other users were punished for posting material deemed offensive to religious believers.
Independent online journalists also faced a hostile environment, and one local journalist in the Siberian city of Minusinsk was murdered, likely in retaliation for his investigative reporting.

Obstacles to Access
Access to the internet is affordable in Russia, and connection speeds are high compared with those in
the rest of the region. Internet penetration rates continue to increase. However, the information and
communication technology (ICT) industry is concentrated, with a state-owned internet service provider
(ISP) dominating the market and planning to grow further.

Availability and Ease of Access
Internet access in Russia continues to gradually expand. Despite economic strains and recent currency fluctuations, connections to the internet remain relatively affordable for most of the population. The average cost is equivalent to about 1 percent of an average salary. Monthly fees for both
fixed-line broadband internet and mobile internet service in Moscow are as low as US$5. However,
while people with medium and higher incomes can easily afford access, 23 million Russians—over 15

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

RUSSIA
percent of the population1—lived below the poverty line as of mid-2016,2 an increase of 2.7 million
from the previous year.3

Key Access Indicators
Internet penetration (ITU)

a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

2016

76.4%

2011

49.0%

2015

2016

2015

2011

2017(Q1)

2016(Q1)

73.4%
163%
160%
142%

11.8 Mbps
12.2 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

A regional divide persists in Russia, with users in smaller, more remote towns and villages paying
significantly more than users in major urban areas. Residents of the subarctic cities of Yakutsk and
Novy Urengoy pay the highest prices in Russia, more than double the national average for monthly
internet access. Internet speed in the country remains stable, with average connection speeds of
11.6 Mbps reported in the fourth quarter of 2016. This places Russia ahead of many of its Eurasian
neighbors, but behind most European Union countries.4

Restrictions on Connectivity
During the coverage period, there were no major government-imposed internet outages. However,
some new regulations may make it easier for the government to carry out such disruptions in the
future.
In May 2017, President Vladimir Putin approved a new “Information Society Development Strategy,” which aims to guide the development of ICT policy until 2030. The strategy broadly seeks to
increase the autonomy of Russia’s internet, signaling authorities’ intention to wield greater control
online. Among other things, the document states that imported ICT equipment should gradually be
replaced with domestically made alternatives.5 The strategy also directs officials to ensure that Russian “spiritual and cultural values” are represented in internet governance policy (see Media, Diversity, and Content Manipulation).

Pavel Kantyshev, Elizaveta Sergina “Ministry of Communicationswill make a copy of the Runet” [in Russian], Vedomosti,
January 13, 2017, http://www.vedomosti.ru/technology/articles/2017/01/13/672826-minekonomrazvitiya-rezervnuyu-kopiyu

1

“The number of Russians living in poverty reached over 23 million” [in Russian], Lenta.ru, June 27, 2016, https://lenta.ru/
news/2016/06/17/poverty/

2

Georgy Peremitin, “The number of the poor in Russia increased by more than two million in 2015” [in Russian], RBC,
December 10, 2015,

3

See Akamai: https://www.akamai.com/kr/ko/multimedia/documents/state-of-the-internet/q4-2016-state-of-the-internetconnectivity-report.pdf

4

“Russia approves new information society development strategy,” Meduza, May 10, 2017, https://meduza.io/en/
news/2017/05/10/russia-s-approves-new-information-society-development-strategy-through-2030; http://publication.pravo.
gov.ru/Document/View/0001201705100002?index=0&rangeSize=1
5
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ICT Market
The communications market in Russia is still relatively concentrated. In 2016, about 68 percent of
the market was controlled by five companies.6 State-owned Rostelecom holds 37 percent of the
broadband internet market, followed by ER-Telecom with 10 percent, Mobile TeleSystems (MTS) with
9 percent, Vimpel Communications (Beeline) with 7 percent, and TransTeleKom (TTK) with 5 percent.
The remaining market share is split among smaller, local ISPs. Rostelecom’s share continues to grow,
with a 7 percent increase in users between 2015 and 2016.
The market for mobile phone access is similarly concentrated. In 2016, four major companies—MTS,
Megafon, Vimpel Communications, and Tele2—controlled 99 percent of the market.7

Regulatory Bodies
The ICT and media sector is regulated by the Federal Service for Supervision of Communications,
Information Technology, and Mass Media (Roskomnadzor), which falls under the Ministry of Communications and Mass Media. Roskomnadzor is responsible for implementing many laws governing the
internet in Russia. It carries out orders issued by the Prosecutor General’s Office to block content that
is deemed extremist or contains calls for participation in unsanctioned public protests, according to a
law that went into effect in 2014. Roskomnadzor is also in charge of implementing the so-called “Bloggers’ Law,” which requires bloggers with more than 3,000 daily readers to register with the regulator;
the 2015 data localization law, which requires that international companies store the personal data of
Russian users within the country; and the set of antiterrorist amendments known as “Yarovaya’s Law”
(see Surveillance, Privacy, and Anonymity).
In addition to conducting its own monitoring of the internet, Roskomnadzor receives complaints
about online content from the public, the courts, and other official bodies, such as the Prosecutor
General’s Office.8 However, the extent to which Roskomnadzor effectively limits content is unclear,
and reports indicate that over half of the websites blacklisted by the regulator continue to operate.9

Limits on Content
The Russian authorities censor a wide range of topics online, most often under the pretext of combating “extremism.” Content subject to blacklisting or removal includes LGBTI expression, information on
the conflict in Ukraine, and material related to the political opposition. The international professional
networking platform LinkedIn was blocked during the coverage period after failing to comply with
data localization requirements. Online outlets are subject to political and economic pressure to publish
Kremlin-friendly content, and the government actively manipulates public opinion through state-controlled media and paid commentators.

6

“Broadband in Russia: 2016 year results” [in Russian], TMT Consulting, January 2017, http://bit.ly/2zC5SZM

8

Daniil Turovsky, “How Roskomnadzor operates” [in Russian], Meduza, March 13, 2015,

Advanced Communication & Media, “Cellular Data, Q4 2014,” accessed July 14, 2016, http://www.acm-consulting.com/
news-and-data/data-downloads/doc_download/140-1q-2015-cellular-data.html

7

“More than half of sites blocked by Roskomnadzor continue to operate” [in Russian], Meduza, February 16, 2017, https://
meduza.io/news/2017/02/16/bolee-poloviny-zablokirovannyh-roskomnadzorom-saytov-prodolzhayut-rabotat
9
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Blocking and Filtering
Russian authorities have continued to use laws against extremism and other legislation to restrict
access to content related to the political opposition, the conflict with Ukraine, and the LGBTI community. According to the SOVA Centre for Information and Analysis, a Moscow-based nonprofit,
hundreds of thousands of websites are blocked, often without proper justification.10 Several communication platforms were also newly blocked within the coverage period for failing to grant authorities access to user data.
The authorities have wide discretion to block content online. From 2012 to 2013, the government enacted legal amendments that gave several agencies—including Roskomnadzor, the Prosecutor General’s Office, the Federal Service for Surveillance on Consumer Rights and Human Wellbeing (Rospotrebnadzor), and the Federal Drug Control Service—the authority to make decisions about blocking
various categories of information. Currently, these agencies have the power to block the following
types of content without a court order: information about suicide, drug propaganda, images of child
sexual abuse, information about juvenile victims of crimes, materials that violate copyright, content
related to extremism, and calls for unsanctioned public actions or rallies. Any other information may
be blocked by a court order, provided that the court finds the content illegal.
In most cases the legal framework offers no clear criteria for evaluating the legality of content, and
authorities do not always offer a detailed explanation for blocking decisions. The lack of precise
guidelines sometimes leads telecom operators, which are responsible for complying with blocking
orders, to carry out the widest blocking possible so as to avoid fines and threats to their licenses.
Telecom operators are obliged to regularly consult the “blacklist” of banned websites, updated by
Roskomnadzor. Moreover, the law does not specify how ISPs should restrict access; they could focus,
for example, on the internet protocol (IP) address, the domain name, or the URL of the targeted page.
Often the authorities do not consider it necessary to clearly indicate the specific pages that are meant
to be blocked on a given site. According to RosKomSvoboda, 96 percent of accidental blockings were
caused by blocking orders carried out on the basis of IP addresses.11
Data localization rules are increasingly used as a pretext to restrict certain platforms. In November
2016, LinkedIn became the first major international platform to be blocked in Russia for failing to
comply with data localization requirements (see Surveillance, Privacy, and Anonymity).12 Roskomnadzor stated that the block was necessary in order to protect Russian users’ personal data, and
implemented the restriction after a court in Moscow upheld its legality.13 Observers have speculated
that the move may be intended to serve as a warning to other foreign platforms. ISPs can now face
large fines if they do not ensure that LinkedIn, which previously had around six million Russian users,

Marya Kravchenko, Alexander Verhovsky, “Misuse of anti-extremism legislation in Russia in 2015” [in Russian], Sova Center,
March 2, 2016 http://www.sova-center.ru/misuse/publications/2016/

10

RosComSvododa, “Distribution of blocked sites across departments” [in Russian]. Accessed on March 10, 2017, https://
reestr.rublacklist.net/visual/

11

Irina Chevtaeva, “LinkedIn ban in Russia is recognized as legal” [in Russian], Vedomosti, November 10, 2016, http://www.
vedomosti.ru/technology/articles/2016/11/10/664394-blokirovka-linkedin

12

“Roskomnadzor explained the decision to block LinkedIn by leaks of user data” [in Russian], Vc.ru, October 26, 2016,
https://vc.ru/n/rkn-vs-linkedin

13
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is inaccessible in the country.14 The LinkedIn app was also no longer available to Russian users on
Google Play and Apple’s iTunes app store as of January 2017.15
The communication app Zello was also blocked in April 2017, ostensibly for failing to register as
an information disseminator under the Law on Information, Information Technology, and Information Security, which would grant authorities access to much of the service’s data.16 Prior to being
blocked, Zello, which allows mobile phones to be used like walkie-talkies, had been employed by
Russian truck drivers to coordinate protests and strike actions against a controversial road-tax program.17 The Chinese messaging app WeChat was blocked in May 2017, also for failing to register as
a disseminator of information, though it was subsequently unblocked after complying with Roskomnadzor’s requests.18
Authorities cracked down on online resources that have been used to mobilize civic activism. As major antigovernment protests were held in dozens of cities across Russia in 2017, authorities focused
on censoring online sources of information on upcoming demonstrations. The prosecutor general
asked Roskomnadzor to initiate the blocking of websites that were allegedly inciting public disorder.
One of the pages targeted was a group on the social networking site VKontakte called “We Demand
Systemic Changes in the Country.”19
Earlier in the coverage period, ahead of Russia’s parliamentary elections in September 2016, Roskomnadzor blocked four websites that contained material encouraging citizens to boycott the vote.
The regulator stated that the websites, which it did not name, were blocked for encouraging citizens
to break the law.20 The authorities continue to censor information on the political opposition, including the websites and blogs of leading opposition figures Aleksey Navalny and Garry Kasparov, which
were originally blocked by Roskomnadzor in 2014 for inciting illegal activity.21
The government frequently relies on extremism laws to censor critical content. An image of President Putin with exaggerated makeup was added to a government list of banned extremist content
in April 2017. The image was found to imply that Putin has a “nontraditional sexual orientation,” and
first caught the authorities’ attention when it was shared on VKontakte.”22
Ukraine and the Russian-occupied territory of Crimea remain topics of particular sensitivity for
Russian authorities, and numerous Ukrainian websites have been deemed extremist and blocked.
Ukrainian news websites Korrespondent, Bigmir, and Liga were blocked without a court order for

“LinkedIn is now officially blocked in Russia,” Tech Crunch, November 17, 2016, https://techcrunch.com/2016/11/17/
linkedin-is-now-officially-blocked-in-russia/.

14

Anastasia Golitsyna, “LinkedIn has been removed from the Russian AppStore and Google Play “ [in Russian], Vedomosti,
January 12, 2017, http://www.vedomosti.ru/technology/articles/2017/01/08/672104-prilozhenie

15
16

See: Zello http://bit.ly/2mjBtub.

“Russia blocks walkie-talkie app Zello as truckers strike,” Global Voices, April 10, 2017, https://advox.globalvoices.
org/2017/04/10/russia-blocks-walkie-talkie-app-zello-as-truckers-strike/.

17

“We Chat: Not in Russia, you don’t,” Global Voices, May 7, 2017, https://globalvoices.org/2017/05/07/wechat-not-in-russiayou-dont/; See also: http://www.rbc.ru/technology_and_media/11/05/2017/59142fac9a794774b5add598

18

“Russian web censor cracks down ahead of next anti-corruption protests,” Global Voices, March 31, 2017, https://
globalvoices.org/2017/03/31/russian-web-censor-cracks-down-ahead-of-next-anti-corruption-protests/.

19

20 “Russia’s internet watchdog blocks sites calling for election boycott,” Moscow Times, July 8, 2016, https://themoscowtimes.
com/news/russias-internet-watchdog-blocks-sites-calling-for-election-boycott-54518.

“Russia blocks internet sites of Putin critics,’ Reuters, March 13, 2014, http://www.reuters.com/article/us-russia-internetidUSBREA2C21L20140313.

21

“It’s now illegal to share an image of Putin as a gay clown,” Washington Post, May 4, 2017, https://www.washingtonpost.com/news/worldviews/
wp/2017/04/05/its-now-illegal-in-russia-to-share-an-image-of-putin-as-a-gay-clown/?utm_term=.2f6dd2d9b5a5; http://minjust.ru/ru/node/243787
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quoting Refat Chubarov, the leader of the Crimean Tatar national movement in Ukraine, as saying
that Crimea should be returned to Ukraine.23 In May 2016, Krym.Realii (Crimea.Realities), a project
of Radio Free Europe/Radio Liberty, was blocked within Russia and Crimea by Roskomnadzor after
Crimea’s de facto prosecutor general accused it of inciting interethnic hatred and extremism.24 In
an earlier example, the website of the Consumer Rights Defenders Society was blocked for several
months until September 2015, after the group posted an article recommending that Russian travelers enter Crimea through Ukraine, a statement seen by some as undermining Russia’s claim of
sovereignty over Crimea. Roskomnadzor restricted access to these sites under Federal Law No. 398,
known as “Lugovoy’s Law,” which allows authorities to block websites for extremism on orders from
the Prosecutor General’s Office, without a judge’s approval.
The authorities continued blocking content deemed offensive to religious believers. A popular satirical group on VKontakte, MDK, was blocked in December 2016 after they posted a picture of Jesus
Christ that Roskomnadzor deemed illegal under a 2013 law against offending religious believers’
feelings. The group later moved to another VKontakte address, overcoming the block. 25
Russian users rely on circumvention tools to access censored content, though the continued widespread availability of such tools is under threat after the parliament passed a law in July 2017 requiring ISPs to block the websites of VPN and proxy services that allow users to access banned content
(see Surveillance, Privacy, and Anonymity). It remains uncertain how aggressively the authorities will
enforce the law, which comes into effect in November 2017. Prior to the new law’s passage, Roskomnadzor blocked a local VPN service called HideMe.ru. The court decision that authorized the
restriction stated that the service had provided access to forbidden extremist content.26
Providers of public internet access, including libraries, cafés, and educational institutions, are responsible for ensuring that the content available to their users is filtered in compliance with Article 6.17
of the administrative code on protecting children from harmful information.27

Content Removal
Roskomnadzor typically receives orders from government bodies, including the Prosecutor General’s
Office and the Federal Drug Control Service, to enforce the censorship of content deemed illegal; in
some cases, Roskomnadzor itself identifies illegal content. It must then instruct the hosting provider
to issue a warning to the website. Website owners have the right to appeal the restriction in court,
but they are often given a short window of time to do so. As a result, most owners quickly delete the
banned information rather than risk having the entire site blocked. If the content is not removed, the
page is then included on a blacklist, and ISPs must block it within 24 hours after receiving a warning
from Roskomnadzor. ISPs face fines for failing to block websites included on the blacklist.28
SOVA Center for Information and Analysis, “Chronology of the Internet filtration in Russia” [in Russian], February 29, 2016,
http://www.sova-center.ru/misuse/publications/filtr/2016/01/d33687/.

23
24

23TASS, “Online media “Crimea.Realities” is banned in Russia” [in Russian], May 16, 2016, http://special.itar-tass.com/politika/3274509.

Andrey Frolov, “Results of the year: The largest blocking sites in the Runet in 2016” [ in Russian], vc.ru, December 28, 2016,
https://vc.ru/p/block-2016

25

26 Andrey Frolov, “Roskomnadzor blocked the VPN service HideMe.ru and promised to close Hide.m.” [in Russian], January
12, 2017, https://vc.ru/n/hideme-block, Vc.ru,
27 Sova Center, “Inappropriate enforcement of anti-extremist legislation in Russia in 2015,” June 6, 2016, http://www.sovacenter.ru/en/misuse/reports-analyses/2016/06/d34694/.

28 Sova Center, “Putin approved fines for providers for avoiding blocking sites” [in Russian], February 22, 2017 http://www.
sova-center.ru/misuse/news/lawmaking/2017/02/d36452/
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For websites that are registered as mass media, Roskomnadzor has additional powers to issue warnings to the editorial board about “abuse of freedom of mass media.” Article 4 of the Law on Mass
Media indicates that such abuse can include, for example, incitement to terrorism, extremism, propaganda of violence and cruelty, information about illegal drugs, and obscene language. If a media
outlet receives two warnings within a year, Roskomnadzor has the right to apply for a court order
to shut down the outlet. Usually, warnings from Roskomnadzor contain instructions to remove or
edit the offending material. In 2016, the agency issued 64 warnings, half of which were for obscene
language.29 The New Times, a news outlet known to be critical of the Kremlin, received a warning for
obscene language. The article in question, published in November 2016, was about laws that criminalize insulting religious beliefs.30
The Law on Mass Media also requires outlets to explicitly state, when they refer to a banned organization, that the group in question is banned in Russia.31 MediaZona, an independent online media
outlet, was fined in February 2017 for writing about “extremist” organizations without specifying that
they were banned in the country.32 The editor in chief of MediaZona claimed that Roskomnadzor utilizes an automated system to track the publication of so-called extremist content online.33
Russian authorities regularly target LGBTI content, relying on a law that prohibits the promotion
of “nontraditional sexual relations.” In October 2016, Roskomnadzor warned the website of Children-404, an online support group for Russian LGBTI teenagers, that it would be blocked unless it
entirely changed the type of material posted on its site. Roskomnadzor spokesman Vadim Ampelonsky suggested that the website would be safe if it switched to simply posting photos of kittens.34
The group’s VKontakte page had been targeted in September 2015, along with several other LGBTI
pages on the social networking platform, after a court in Barnaul found that they violated the law.
VKontakte complied with the order, claiming that Roskomnadzor would have otherwise blocked its
entire service.35
Foreign companies do not always comply with the Russian authorities’ demands to remove content. Twitter, according to its transparency report, complied with only 28 percent of 522 requests for
content removal in the second half of 2016.36 During the same period, Facebook restricted access to
121 items “for allegedly violating local laws related to extremism, alcohol sale, illegal gambling, and
the promotion of self-harm and suicide.”37 Meanwhile, Google received 11,164 requests from the

29 “Roskomnadzor: regional media received warnings for obscene language in 2016 “ [in Russiann[, Rossiyskaya Gazeta, December
17, 2016, https://rg.ru/2016/12/17/roskomnadzor-v-2016-godu-preduprezhdeniia-za-mat-poluchali-regionalnye-smi.html

“The New Times received a warning from Roskomnadzor for abusive language “, Tjournal.ru, December 2, 2016, https://
tjournal.ru/38072-the-new-times-poluchil-preduprezhdenie-ot-roskomnadzora-za-maternoe-slovo

30

“The media were explained how to write about the “Right Sector” and UNA-UNSO”, [in Russian, Izvestia, February 13, 2015,
http://izvestia.ru/news/583048

31

“ Roskomnadzor has issued a fine to Mediazona for news without a note about extremism” [in Russian], “Gazeta.ru,
February 21, 2017, https://www.gazeta.ru/tech/news/2017/02/21/n_9715499.shtml

32

“Roskomnadzor launched a robot to find violations in the media” [in Russian], Rbc.ru, February 21, 2017, http://www.rbc.
ru/rbcfreenews/58ac828f9a794771f6d7e654.

33

“Roskomnadzor advised Children-404 to post cats” [in Russian],Gay.ru, October 20, 2016, http://www.gay.ru/news/
rainbow/2016/10/12-34722.htm

34

“Access to Children 404 group blocked for VKontakte users in Russia,” Russia Beyond the Headlines, September 25, 2015,
https://rbth.com/news/2015/09/25/access_to_children-404_group_blocked_for_vkontakte_users_in_russia_49555.html.

35
36

Twitter , “Transparency report – Russia”, https://transparency.twitter.com/en/removal-requests.html

Facebook, “Government Requests Report: Russia, July 2016–December 2016,” https://govtrequests.facebook.com/country/
Russia/2016-H2/
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Russian government to restrict content from July to December 2016, and complied in 72 percent of
these cases.38
In July 2015, President Putin approved a law on “the right to be forgotten,” requiring search engines
to remove links to false or outdated information about an individual.39 The petitioning individual
must prove that the information warrants removal, though a court order is not required. The Russian
search engine Yandex had voiced opposition to the law, arguing that altering search results violated
the constitutional right to seek, obtain, produce, and spread information.40 The company also noted
the added burden it would face in making decisions about which content to remove. Though “right
to be forgotten” laws exist in other countries, Russia’s law fails to provide limits for cases in which
access to the information is in the public interest or the person in question is a public figure.41 The
SOVA Centre for Information and Analysis, which reports on extremism in Russia, was affected by
the law after Google notified it in early 2016 that two pages on its website were to be excluded from
search results. The pages contained information about skinhead groups in Russia.42
In March 2016, three months after the “right to be forgotten law” took effect, Yandex released data
showing that it had received 3,600 removal requests, 51 percent of which sought to remove truthful
but outdated information, often related to crimes. Yandex approved 27 percent of the requests it
received.43
Search engines and news aggregators such as Google News and Yandex.Novosti (Yandex.News) have
been placed under additional pressure since an amendment to the Law on Information, Information
Technology, and Data Protection entered into force in January 2017.44 The new law requires aggregators with over a million daily users to prevent the dissemination of terrorist content, pornography,
depictions of cruelty, state secrets, and other forbidden material, or face fines for failure to comply.45
News aggregators are also responsible for the accuracy of information disseminated through their
platforms, with some exceptions, such as direct quotes from the media.46 The law has forced aggregators to favor media that are officially registered with Roskomnadzor, for which they are not held
responsible. Some independent media outlets and bloggers have consequently been excluded from
search results on Yandex.Novosti. For example, the popular independent outlet Meduza, registered
in Latvia, no longer appears in search results.47

Media, Diversity, and Content Manipulation
As the space for independent print and broadcast media in Russia shrinks, online publications and
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social networks have become increasingly important platforms for critical expression and civic mobilization, with 48 percent of Russians now turning to the internet to find trustworthy news sources.48
Several online resources are more popular than the biggest television channels among younger urban audiences. Those sites are Google, Yandex, VKontakte, YouTube, and Mail.ru.49
However, while Russians are still able to access a wide variety of outside sources, many independent
online media outlets within Russia have been forced to shut down over the past two years due to
increasing government pressure. Self-censorship is encouraged by the vague wording of restrictive
legislation, the seemingly arbitrary manner in which these laws are enforced, and the near-total
ineffectiveness of judicial remedies.50 Laws prohibiting “extremist” content and the government’s
crackdown on certain media outlets have had a chilling effect on free speech, particularly with regard to such sensitive topics as governance failures, corruption, the war with Ukraine, the annexation
of Crimea, violations of civil rights, religion, and the LGBTI community. The new “Information Society
Development Strategy” adopted in May 2017 directs officials to ensure that Russian “spiritual and
cultural values” are represented in internet governance policy,51 potentially foreshadowing further
censorship.
Russian authorities have been haphazardly enforcing the 2015 data localization law against foreign
companies, an expensive exercise that would place Russian users’ data within the Russian government’s jurisdiction. The professional networking platform LinkedIn was blocked in Russia in November 2016 for failing to comply with data localization requirements (see Blocking and Filtering). Government officials have indicated that larger foreign platforms, such as Facebook, could face a similar
fate if they fail to comply with the data localization rules.52 Separately, VPN provider Private Internet
Access decided to pull out of the country in July 2016 after some of its servers were seized by authorities; it had refused to log user activity as required by Yarovaya’s Law.53
With a presidential election approaching in March 2018, authorities ramped up pressure on Russian
platforms to comply with restrictive legislation. LiveJournal, a popular Russian-owned blogging
platform with approximately 15 million active monthly users,54 agreed to move its servers from the
United States to Russia in December 2016 in compliance with the data localization law.55 Following
the move, LiveJournal updated its terms of service, banning “political solicitation” on the platform, as
well as content that violates the laws of the Russian Federation.56 Observers have noted that “political solicitation” can be broadly interpreted, and may be used to stifle critical expression ahead of the
election. Users have also raised concerns that LGBTI content, which is banned by the law on promo-
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tion of “nontraditional sexual relations,” may be targeted.57 In another sign that authorities are seeking to limit the availability of digital tools in the run-up to the election, Yandex Money announced in
January 2017 that it would no longer allow money transfers for political purposes. The platform had
been heavily used for crowdfunding by opposition hopeful Aleksey Navalny.58 VKontakte imposes
similar rules on users: It only allows political advertising by officially registered candidates and parties, excluding the vast majority of Russia’s genuine political opposition.59
Online outlets continue to face government pressure to publish news in line with the Kremlin’s views.
RBC, a major media group that includes an online news portal, sacked its top editors in May 2016,
reportedly under pressure from the Kremlin.60 Leaked records of a meeting among newly hired editors indicate that the outlet will no longer address politically sensitive topics.61 RBC had previously
been renowned for its critical investigative journalism. Yelizaveta Osetinskaya, one of the fired editors, stated that the media group had become an infuriating “red rag” for the Kremlin because of its
coverage of the Panama Papers—leaked documents that revealed the suspicious financial dealings
of Putin’s associates—though the Kremlin denied any involvement in the dismissals at RBC.62
Russian authorities use paid commentators to influence online content. This issue came to international prominence following revelations that Russian trolls had attempted to influence the United
States presidential election in 2016 by manipulating discussions and disseminating fake news.63 Well
before that controversy, however, journalistic investigations had revealed that a “troll factory,” the
Internet Research Agency located in St. Petersburg, stood at the center of coordinated Russian trolling activities, attacking both domestic and international targets.64
Domestically, Russian trolls have been observed commenting on news sites and on social media,
zealously defending Putin while smearing his critics. They frequently interject to promote a Kremlin-friendly narrative in response to controversial topics, asserting, for example, that opposition
leader Boris Nemtsov was killed by his own friends, not at the order of the Kremlin.65 Russian women
have reported being subject to especially vicious, though less organized, trolling. A report by Wired
revealed that Anna Zhavnerovich, a Moscow woman who was severely beaten in a domestic violence incident, was subjected to a deluge of incessant online harassment after publishing her story
online. The abuse focused on her gender, and images of her bloodied face were transformed into
memes celebrating violence against women and widely circulated on online forums. The incident

“Russian owned LiveJournal bans political talk,” Gizmodo, https://io9.gizmodo.com/russian-owned-livejournal-banspolitical-talk-adds-ris-1794143772.

57

58 “Russia poised to ban crowdfunding for political purpose,” Global Voices, January 1, 2017, https://globalvoices.
org/2017/01/23/russia-poised-to-ban-crowdfunding-for-political-purposes/

59 “Russia’s biggest social network now allows political ads but not for everyone,” Global Voices, June 6, 2016, https://
globalvoices.org/2017/06/06/russias-biggest-social-network-now-allows-political-ads-but-not-for-everyone/
60

Ksenia Boletskaya, “RBC is not approved for reading,” [in Russian] Vedomosti, May 13, 2016 http://ow.ly/E9yx300CFxU

“If someone thinks that everything is possible at all, it’s not so”– Meeting of RBC employees with the new management:
decoding “ [in Russian], Meduza, July 8, 2016 https://meduza.io/feature/2016/07/08/esli-kto-to-schitaet-chto-mozhnopryamo-voobsche-vse-eto-ne-tak
61

62 Max Seddon, “Editors at Russia’s RBC media group sacked after Putin article,” Financial Times, May 18, 2016, http://ow.ly/
iJX3300CG5T.

Craig Timberg “Russian propaganda effort helped spread ‘fake news’ during election, experts say
“Washington Post, November 24, 2016, https://www.washingtonpost.com/business/economy/russian-propaganda-efforthelped-spread-fake-news-during-election-experts-say/2016/11/24/793903b6-8a40-4ca9-b712-716af66098fe_story.html?utm_
term=.c2f028dc66b9
63

64 “The former employee lost the court to the “troll factory” [in Russian], Meduza, February 22, 2017, https://meduza.io/
news/2017/02/22/byvshaya-sotrudnitsa-proigrala-sud-fabrike-trolley
65

See: https://www.theguardian.com/media/2016/nov/06/troll-armies-social-media-trump-russian

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

RUSSIA
underscored the prevalence in Russia of a misogynistic online culture, in which women are regularly
punished for speaking out against abuse and sexism.66
Onerous regulatory requirements and restrictive laws affecting online media have pushed some
outlets to downsize, change owners, or exit the market altogether. Amendments to the Law on Mass
Media that came into force on January 1, 2016, prohibited foreign citizens and organizations from
owning more than a 20 percent stake in a Russian media outlet. As a result, foreign media holdings
have left Russia and, in some cases, transferred ownership to Russian entities.67 According to Roskomnadzor, 821 media outlets changed their shareholder structure following the introduction of the
legislation.68 For example, in 2015 the German publishing house Axel Springer sold its Russian assets,
including the Russian edition of Forbes (both the magazine and the website Forbes.ru), to Aleksandr
Fedotov, the owner of Artcom Media Group.69
Authorities are increasingly using Russia’s 2012 “foreign agents” law to smear organizations known
to be critical of the government. The law requires nongovernmental organizations (NGOs) that receive some foreign funding and engage in vaguely defined “political activities” in Russia to register
as “foreign agents.” The latest amendments to the law, passed in 2016, increase the authorities’ ability to crack down on such groups.70 The label has been applied to many well-respected organizations,
including the SOVA Centre and the Russian branch of Transparency International.71
Furthermore, a May 2015 law allowed the government to designate foreign organizations as “undesirable,” barring the dissemination of information from the blacklisted entities. Individuals and smaller, independent outlets have been affected by the 2014 “Bloggers’ Law,” which requires sites with
3,000 or more daily visitors to register as mass media outlets. Such registration means bloggers can
no longer remain anonymous and are held legally responsible for the content posted on their site,
including comments made by third parties.
Russian users can still access critical content online, but independent Russian outlets are increasingly
publishing from abroad due to the repressive environment at home. Perhaps the most notable example is Meduza, a critical online news outlet launched in Latvia. The authorities have sought to restrict such outlets indirectly by, for example, preventing their content from appearing in local search
engines (see Content Removal).

Digital Activism
Despite continued government pressure, the internet remains the most versatile and effective tool
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for activism in the country, hosting frequent efforts to confront state propaganda, fight corruption,
and organize protests. Prominent opposition activist Aleksey Navalny’s YouTube channel is a popular source for information on corruption. In March 2017, the channel released a video documenting
an investigation by Navalny’s Anticorruption Foundation (FBK), which exposed links between Prime
Minister Dmitriy Medvedev and a real-estate empire worth 70 billion rubles (US$1.2 billion). The
video has been viewed over 25 million times,72 and despite being ignored by mainstream Russian
media,73 it served as a catalyst for the largest street protests since 2012.74 Observers noticed that the
number of young people, schoolchildren, and university students participating in the demonstrations was unusually high.75
In July 2017, approximately 1,000 protesters demonstrated in Moscow against increasing repression
online and demanded the exoneration of Russians arrested for the content they posted, including
video blogger Ruslan Sokolovsky, who was convicted of insulting religious feelings for sharing a video
of himself playing the popular gaming app Pokémon Go in a church (see Prosecutions and Detentions
for Online Activities).76 The protesters, who also mobilized in support of a mathematician detained for
allegedly advocating terrorism online, chanted slogans including “Truth is stronger than censorship”
and “Free country, free internet”; at least three were reportedly arrested.77

Violations of User Rights
In recent years, Russian authorities have substantially restricted user rights by passing laws that increase penalties for expression online while expanding the government’s access to personal data. More
social media users than ever before have been arrested for voicing dissent, and many face lengthy
prison sentences. In July 2016, the government passed legislation that will compel service providers to
grant authorities access to encrypted communications, which is likely to expose more users to legal repercussions for their activities online.

Legal Environment
Although the constitution grants the right to free speech, this right is routinely violated, and there
are no special laws protecting online expression. Online journalists do not possess the same rights
as traditional journalists unless they register their websites as mass media. Russia remains a member
of the Council of Europe and a party to the European Convention on Human Rights and Fundamental Freedoms, which enshrines the right to freedom of expression. However, over the past few years,
Russia has adopted a set of laws and other acts that, coupled with repressive law enforcement and
judicial systems, have eroded freedom of expression in practice. Courts tend to side with the executive authorities, refusing to apply provisions of the constitution and international treaties that protect the basic rights of journalists and internet users.
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In July 2016, the Russian government introduced some of the harshest legislative amendments in
post-Soviet Russia. Collectively known as Yarovaya’s Law, they altered nearly a dozen laws with wide
ramifications for internet freedom.78 The changes introduced prison terms of up to seven years for
publicly calling for or justifying terrorism online.79 The harsh penalties and broad wording of the
offenses open the door to abuse, namely the criminalization of legitimate, nonviolent expression on
the internet.
Penalties for extremism were increased as recently as 2014, with the passage of a series of amendments to the criminal code. The maximum punishment for online incitement to separatism or calls
for extremism was set at five years in prison,80 while that for incitement to hatred was set at six
years.81 In addition, the mere opening of a criminal case could serve as a basis for the inclusion of
the accused on a list of extremists maintained by the Federal Financial Monitoring Service. Individuals on this list are restricted from certain professions, and their bank accounts can be frozen, even if
they have not been convicted.
Russia’s definition of extremism is particularly broad. According to Andrei Richter, senior adviser at
the Organization for Security and Co-operation in Europe’s Office of the Representative on Freedom
of the Media, Russia penalizes expression that is not necessarily abusive or discriminatory in nature.82
Moreover, the interpretation of extremism has gradually expanded to include not only incitement of
national, racial, or religious enmity, or humiliation of national dignity, but also propaganda of exceptionalism, superiority, or inferiority of citizens on grounds of their religion, nationality, or race, and
public justification of terrorism.
Russian users may also be prosecuted under a host of older laws in the criminal code that can be
applied to online speech. Russian law establishes penalties for general defamation (Article 128.1 of
the criminal code), defamation against a judge or prosecutor (Article 298.1), insulting the authorities
(Article 319), calls for terrorism (Article 205.1), insulting religious feelings (Article 148), calls for extremism (Article 280), calls for separatism (Article 280.1), and incitement of hatred (Article 282). The
law also proscribes spreading false information on the activities of the Soviet Union in World War II
(Article 354.1), displaying Nazi symbols or symbols of organizations deemed extremist (Article 20.3
of the administrative code), and the dissemination of extremist materials (Article 20.29 of the administrative code).

Prosecutions and Detentions for Online Activities
Criminal charges are widely used in Russia to stifle critical discussion online. Individuals have been
targeted for their posts on social media, including reposts. Most arrests within the coverage period
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fell under Article 282 (“actions aimed at inciting hate or enmity”) and Article 280 (“public calls for extremist activity”) of the criminal code.
•

Math teacher Dmitriy Bogatov was charged in April 2017 with inciting mass disorder and
making public calls for terrorism. He was placed in pretrial detention, then transferred to
house arrest in July. The charges related to two comments on an online forum made by
a user with Bogatov’s IP address. One comment called on protesters to bring improvised
weapons to a demonstration, and the other linked to a Kanye West video clip that depicts
protesters attacking police with Molotov cocktails. Bogatov maintained that he did not post
the comments, and insisted that, because he uses the Tor anonymity network, his IP address
could have been shared by other users within the network.83

•

An employee at a kindergarten, Yevgeniya Chudnovets, was accused of disseminating images of child sexual abuse in December 2016 after she shared a short video of people abusing
a child on VKontakte. Police responded to the video, which helped them to arrest and imprison the perpetrators. However, Chudnovets was subsequently sentenced to five months
in jail for sharing the clip. This outcome was widely criticized in the media as unjust, and she
was released in March 2017.84

•

A Sochi resident, Oksana Sevastidi, was imprisoned for high treason in March 2016 over a
text message she sent to a friend in neighboring Georgia prior to the Russian invasion of
the country in August 2008. Sevastidi faced a penalty of seven years in prison, but in March
2017, President Putin pardoned her.85

•

In December 2016, Siberian blogger Aleksey Kungurov was charged with inciting terrorism
and sentenced to two years’ imprisonment for writing a blog post that criticized Russia’s
military intervention in Syria.86

•

Authorities continue to arrest journalists and commentators on trumped-up charges that
are supposedly unrelated to their online activity. For example, a court in Chechnya sentenced Zhalaudi Geriyev, a writer for an independent online news outlet, to three years in
prison on drug charges in September 2016. The case was widely believed to be bogus, serving as retribution for the journalist’s work.87

•

In July 2016, a court in the city of Perm fined a local resident, Vladimir Luzgin, RUB 200,000
(US$3,400) for reposting a historical article detailing the 1939 Molotov-Ribbentrop Pact and
the joint invasion of Poland by Nazi Germany and the Soviet Union.88

•

Sofiko Arifdzhanova, a journalist with the online outlet Otkrytaya Rossiya (Open Russia), was
detained following the anticorruption protests in March 2017. She had been reporting on
the events rather than participating, and was one of 17 journalists arrested across the coun-
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try during the demonstrations. Arifdzhanova faced a possible 15-day jail sentence; as of
mid-2017 her trial had been postponed twice.89
Russian authorities displayed an increasing intolerance for critical expression about religion, particularly any expression that could undermine the Russian Orthodox Church. Several social media users
were prosecuted within the coverage period for violating the 2013 law criminalizing public actions
that “insult believers’ religious feelings.”90
•

Ruslan Sokolovsky, a blogger from Yekaterinburg, was convicted of inciting religious hatred
and insulting believers’ religious feelings in May 2017 after posting a YouTube video of himself playing the popular gaming app Pokémon Go in a Russian Orthodox Church. The judge,
declaring that Sokolovsky’s video disrespected society and offended religious sentiments,
handed down a three-and-a-half-year suspended sentence. Sokolovsky said he would have
likely been sentenced to prison if not for the significant media interest in the case.91

•

Local law enforcement in Belgorod launched criminal proceedings against a 21-year-old
woman who posted a video of herself lighting a cigarette on a church candle in May 2016.
The woman faces a maximum term of three years in prison under the law against insulting
religious feelings.92

•

In February 2017, Chechnya’s public prosecutor sought criminal charges against video blogger and comedian Ilya Davydov over a 2012 video in which he joked about reading the Quran while sitting on a toilet. Davydov had fled Russia in January after receiving threats over
the matter.93

LGBTI activists have been punished under Russia’s law against promoting “nontraditional sexual relations” for their expression and activism online.
•

Yevdokiya Romanova, an LGBTI activist, was found guilty of “spreading propaganda of nontraditional sexual relationships among minors on the internet” in October 2017 after she
shared information on Facebook about the Youth Coalition for Sexual and Reproductive
Rights, a group that advocates for access to information about health and sexuality. Romanova was fined RUB 50,000 (US$865).94

•

In January 2016, Sergey Alekseyenko of Murmansk was similarly found to have distributed
such “propaganda” after he posted a supportive message on the VKontakte page of an
LGBTI nonprofit organization. Alekseyenko was fined RUB 100,000 (US$1,300).95

Surveillance, Privacy, and Anonymity
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Russian lawmakers have continued to enact legislation giving authorities ever-increasing powers to
conduct intrusive surveillance. In the year leading up to the March 2018 presidential election, the
parliament also passed laws that erode opportunities for anonymous activity online.
A law that calls for the blocking of VPN services that allow access to banned content was adopted
in July 2017.96 VPNs that agree to restrict their clients’ access to websites deemed illegal will not be
blocked, though it is unclear how many providers have cooperated with authorities. The law passed
amid increasing pressure against VPNs; authorities had forced VPN provider Private Internet Access
out of Russia in 2016, while haphazardly blocking smaller VPN services (see Blocking and Filtering
and Media, Diversity, and Content Manipulation). In addition to inhibiting users’ ability to bypass
Russia’s censorship regime, the new law is likely to narrow opportunities for users to browse anonymously after it comes into effect in November 2017.97
Another law adopted in July 2017, an amendment to the Law on Information, Information Technology, and Information Security, will force users of social media platforms and communication apps
to register with their mobile phone numbers, effectively linking their online activity with their real
identity.98
Russian lawmakers have also sought to limit the privacy safeguards of encryption. The package of
antiterrorism amendments passed in July 2016, known as Yarovaya’s Law, mandates that online services offering encryption must assist the Federal Security Service (FSB) with decoding encrypted data.
Though this is an impossible task for many service providers—those, for example, that use end-toend encryption—companies that fail to cooperate could face a RUB 1 million fine (US$15,000). The
Electronic Frontier Foundation has suggested that the impossibility of full compliance is a deliberate
feature of the law, giving Russian authorities great leverage over the affected companies.99 Yarovaya’s Law also gives the authorities increased access to user data by requiring telecoms and “organizers of information distribution on the internet” to store the content of users’ online communications—including text, video, and audio communications—for up to six months, while metadata must
be stored for up to three years in the case of telecoms and one year in the case of the other entities,
such as websites and apps. Russian authorities will have access to this data without a court order.100
The data localization law enacted in September 2015 requires foreign companies that possess Russian citizens’ personal data to store their servers on Russian territory, potentially enabling easier
access for security services.101 Some foreign companies, such as Uber and Viber,102 have reportedly
moved to comply with the law. The blogging platform LiveJournal, which is Russian owned but was
founded in the United States, transferred its servers from the United States to Russia in December
2016, sparking concerns about censorship and privacy on the platform (see Media, Diversity, and
Content Manipulation).
96

See: http://publication.pravo.gov.ru/Document/View/0001201707300002?index=1&rangeSize=1
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See: http://publication.pravo.gov.ru/Document/View/0001201707300031
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“Explainer: What is Russia’s new VPN law all about?” BBC http://www.bbc.com/news/technology-41829726

Electronic Frontier Foundation, “Russia asks impossible in its new surveillance laws,” July 2016, https://www.eff.org/
deeplinks/2016/07/russia-asks-impossible-its-new-surveillance-laws
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Elizaveta Archangelskaya, Alyona Sukharevskaya, “Yarovaya’s law: what an ‘anti-terrorist’ law means for internet users,”
RBC, June 24, 2016 http://www.rbc.ru/technology_and_media/24/06/2016/576c0a529a79471bc44d2b57?from=rbc_choice
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Vladimir Prokushev, “Journalists Andrei Soldatov and Irina Borogan: the internet is for the enlightened,” [in Russian]
Horizontal Russia, February 26, 2016, http://ow.ly/ZVHMP
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“Uber agreed to move the personal data or Russians to Russia” [in Russian], Lenta.ru, July 19, 2015, https://lenta.ru/
news/2015/07/10/uber/; Vladimir Zykov, “Viber moved its servers to Russia” [in Russian], Izvestia, December 19, 2015, http://
izvestia.ru/news/593438
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The Russian government employs SORM, or “system for operational investigative measures,” for its
online surveillance activities. Under current legislation, in order to receive an operating license, ISPs
are required to install technology that allows security services to monitor internet traffic. ISPs that
do not comply with SORM system requirements are promptly fined, and may lose their licenses if
problems persist. The current version, SORM-3, uses deep packet inspection (DPI) technology, enhancing the ability of the security services to monitor content on all telecommunications networks in
Russia. SORM has been used for political purposes in the past, including the targeting of opposition
leaders. In a November 2012 Supreme Court case involving Maksim Petlin, an opposition leader in
the city of Yekaterinburg, the court upheld the government’s right to eavesdrop on Petlin’s phone
conversations because he had taken part in “extremist activities,” namely antigovernment protests.
Russian authorities are technically required to obtain a court order before accessing an individual’s
electronic communications data. However, the authorities are not required to show the warrant to
ISPs or telecom providers, and FSB officers have direct access to operators’ servers through local
control centers. Experts note that there is no information about government efforts to punish security officers who abuse their power.103 ISPs and mobile providers are required to grant network
access to law enforcement agencies conducting search operations, and to turn over other information requested by the Prosecutor General’s Office, the Interior Ministry, the FSB, or the Investigative
Committee.

Intimidation and Violence
Attacks on journalists are relatively common in Russia, and authorities display a lack of will to meaningfully investigate instances of violence. The human rights organization Agora reported 49 attacks
and threats against bloggers and online journalists in 2016, compared with 26 and 28 cases in 2014
and 2015, respectively.104
Yelena Milashina, a journalist working for the independent newspaper and website Novaya Gazeta,
was subjected to a campaign of threats after publishing an investigation about the systematic abuse
and murder of gay men in Chechnya.105 After the piece was published, religious clerics in Chechnya
delivered a sermon calling for violent retribution against Milashina and other journalists. The sermon,
read out in a mosque in the capital, Grozny, was broadcast on state television. Shortly afterward,
Novaya Gazeta received envelopes in the mail containing an unidentified white powder.106 Milashina
has since fled Russia amid increasing threats to her safety.107
In May 2017, Dmitriy Popkov, editor in chief of the local newspaper and online outlet Ton-M in Minusinsk, was shot and killed in his home by unidentified assailants. Popkov was known for his critical
reporting on corruption and abuse of power in the city and its region.108
Threats are sometimes issued directly by state officials. In January 2017, the head of the Chechen

103

Aleksey Alikin “SORM in public,” [in Russian], Russkaya Planeta, July 29, 2013, http://rusplt.ru/policy/policy_3890.html
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See: Novaya Gazeta https://www.novayagazeta.ru/articles/2017/04/01/71983-ubiystvo-chesti
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See: Amnesty International https://www.amnesty.org.uk/russian-journalists-fear-their-lives

“Social media users are in martial law” [in Russian], Meduza, February 7, 2017 https://meduza.io/feature/2017/02/07/
polzovateli-sotssetey-na-voennom-polozhenii

104

“Threats over gay crackdown coverage force journalist into hiding,” CNN, April 25, 2017, http://www.cnn.
com/2017/04/25/europe/russia-chechnya-gay-men-journalist-hiding/index.html
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CPJ, “Editor shot dead in Russia’s Siberia,” May 2017, https://cpj.org/2017/05/editor-shot-dead-in-russias-siberia.php.
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parliament wrote on Instagram that the editor of the online news outlet Caucasian Knot should have
his teeth ripped out.109
Authorities used intimidation tactics to thwart coverage of major anticorruption protests held in
cities across Russia in March 2017. After state media failed to cover the protests, Navalny’s Anticorruption Foundation arranged a live-streamed broadcast from its office. Police sought to interrupt
the broadcast, raiding the building during the live stream after supposedly receiving a tipoff about
a bomb threat. Later, police returned, cutting power and internet service and temporarily detaining
everyone present in the office.110
VKontakte users and group administrators are also sometimes victims of intimidation and violence.
In March 2016, two strangers brutally assaulted Aleksandr Markov, an administrator of the VKontakte group “Criminal Regime,” which is critical of Kremlin policies, at his St. Petersburg apartment; the
assailants pushed Markov down a staircase and beat him. In June 2016, another Criminal Regime administrator, Yegor Alekseyev, was attacked on the street by two men and suffered a broken nose, a
concussion, and a fractured skull. Also in June, a VKontakte employee known for his antigovernment
posts was physically attacked on the street by unidentified men who called him a national traitor, a
Jew, and a member of a “fifth column.”111

Technical Attacks
Cyberattacks against independent media, blogs, and news portals continue to inhibit Russian internet users’ ability to access such sites.
A major distributed denial-of-service (DDoS) attack struck the local opposition news website Novo
Tomsk in February 2017, pushing the site temporarily offline. Its editors suggested that the attacks
were retaliation for investigative articles they had published about local Tomsk officials.112 Independent and opposition outlets in Russia are frequently subjected to DDoS attacks. Outlets targeted in
the past include the websites of Novaya Gazeta and TV Dozhd.
In recent years, dozens of Russian civil society activists and journalists have been notified of attempts to compromise their accounts online, including Telegram and Gmail accounts, suggesting a
coordinated campaign to access their private information.
In May 2016, activists Oleg Kozlovsky and Georgiy Alburov reported that their Telegram accounts
had been hacked through the messaging app’s SMS log-in feature. The activists never received an
SMS notification of the log-in requests, and later discovered that their mobile phone carrier, MTS,
had switched off SMS delivery for their SIM cards for several hours on the night of the breach.
Though it remains unclear who hacked their accounts, Kozlovsky and Alburov strongly suspect that
MTS colluded with the FSB to access their private communications.113 Kozlovsky was targeted again
“Glavred of the “Caucasian Knot” took the words of the Chechen speaker as a threat” [in Russian], BBC, January 7, 2017
http://www.bbc.com/russian/news-38542738
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Anti-Corruption Fund, “Anti-corruption rallies gather thousands of people in nearly 100 Russian cities,” March 26, 2017, //
fbk.info/english/press-releases/post/307/.
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“Violence against Russian web dissidents raises fresh fears for internet freedoms,” The Guardian, June 23, 2016, https://
www.theguardian.com/world/2016/jun/23/violence-against-russias-web-dissidents-raises-fresh-fears-for-internet-freedoms.
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“Tomsk oppositionists attacked by hackers“ (in Russian) 1-Line, March 7, 2017 http://1line.info/politika/item/64803-naoppozitsionerov-napali
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“Neither pro-Kremlin pundits nor opposition safe from hackers,” The Moscow Times, May 4, 2016, https://
themoscowtimes.com/articles/neither-pro-kremlin-pundits-nor-opposition-safe-from-hackers-52782.
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in October 2016, when a group of Russian journalists and activists received a notification from Google that “government-backed hackers” were trying to gain access to their accounts. At least 16 people received this message within a similar time frame, including journalist Ilya Klishin and Bellingcat
researcher Aric Toler.114
The pro-Russian “hacktivist” group CyberBerkut has been known to target Kremlin critics, leaking
private information it obtained using phishing tactics. A May 2017 report by Citizen Lab found that
personal files belonging to David Satter, an American journalist and author who has published
books critical of the Kremlin, were stolen and leaked on CyberBerkut’s blog. The documents had
been modified in an attempt to create the appearance that opposition activists, including Navalny,
were paid by foreign governments.115

Google warned Russian activists and journalists of attempts by secret services to access their email,” Meduza, October 11,
2016, https://meduza.io/news/2016/10/11/google-predupredil-rossiyskih-aktivistov-i-zhurnalistov-o-popytkah-spetssluzhbvzlomat-ih-pochtu.
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Citizen Lab, “Tainted leaks: disinformation and phishing with a Russian nexus,” May 2017, https://citizenlab.ca/2017/05/
tainted-leaks-disinformation-phish/
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Rwanda
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

10

10

Limits on Content (0-35)

21

22

Violations of User Rights (0-40)

20

21

TOTAL* ( 0-100 )

51

53

Population:

11.9 million

Internet Penetration 2016 (ITU):

20 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

In May 2017, the electoral commission established new regulations to restrict the
expression of political speech on social media during the election period, though it
reversed its decision after widespread criticism (see Content Removal).

•

The lead-up to presidential elections in August 2017 saw a proliferation of
progovernment commentators attacking opposition candidates and critics online (see
Media, Diversity, and Content Manipulation).

•

A new ICT law passed in June 2016 created a comprehensive legal and regulatory
framework for the ICT sector and codified prohibitions on the dissemination of “grossly
offensive” or “indecent” messages as well as the use of ICTs to cause “annoyance,
inconvenience, or needless anxiety” (see Legal Environment).

•

There were three arrests linked to online activities reported during the coverage period,
including of a journalist who wrote on Facebook about the frequent police harassment
he endured for his reporting, and of an opposition activist (see Prosecutions and
Detentions for Online Activities).

•

An independent online journalist faced regular police interrogations and was assaulted
several times in 2016 (see Intimidation and Violence).

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

RWANDA

Introduction
As Rwanda geared up for presidential elections in August 2017, internet freedom in Rwanda
declined due to new legal restrictions placed on online speech, the growing prevalence of
progovernment trolls manipulating online content, and severe harassment and attacks against
online journalists.
While Rwanda continued to make remarkable progress in its economic and ICT development in
the past year, the country’s tight restrictions on freedom of speech and political activity are among
the world’s worst, imposed under the pretext of maintaining stability in the aftermath of the 1994
genocide that claimed over 1,000,000 lives. Years of repression under President Paul Kagame’s
17+ years in power have crippled independent civil society and journalism. Progovernment views
dominate domestic media, while the authorities work quickly to censor critical viewpoints, resulting
in an information environment that projects a single narrative of unity, peace, and progress.
Unlawful detentions in secret detention centers, torture, and even extralegal killings of citizens for
their critical viewpoints often go unreported.1
Paving the way for Paul Kagame’s reelection to a third term in August 2017 with over 99 percent
of votes, the authorities cracked down heavily on opposition candidates and critical viewpoints
throughout the year. Internet freedom deteriorated amidst the crackdown, as the authorities
passed a new ICT law in June 2016 that codified prohibitions on the dissemination of “grossly
offensive” or “indecent” messages as well as the use of ICTs to cause “annoyance, inconvenience,
or needless anxiety.” Online content manipulation became more prevalent with the proliferation of
progovernment trolls that set out to attack opposition candidates and critics on social media.
A few arrests for online activities encouraged increased self-censorship, including of a journalist
who wrote on Facebook about the frequent police harassment he endured for his reporting, and
an opposition activist who was charged with revealing state secrets based on WhatsApp messages.
Another independent online journalist faced regular police interrogations and was assaulted several
times in 2016.

Obstacles to Access
Rwanda continued making strides in expanding internet access and improving affordability.

Availability and Ease of Access
Access to information and communication technologies (ICTs) in Rwanda has improved notably over
the past few years, supported by the Rwandan government’s strategy to transform the country into
an information economy. According to March 2017 statistics by the Rwanda Utilities Regulatory
Agency (RURA), the sector regulator, internet penetration reached 33 percent.2 Estimates from the
“Rwanda poor, homeless detained, says HRW,” DeutcheWelle, July 21, 2016, http://www.dw.com/en/rwandan-poorhomeless-detained-says-hrw/a-19416530.

1

“Statistics and tariff information in telecom, media, and postal service as of the first quarter 2017,” RURA, accessed
September 2017, http://www.rura.rw/uploads/media/Telecom_Statistics_Report_1st_quarter_2017_.pdf; NB: Percentage
calculated using total number of internet subscribers reported on page 14 of report and total population of 11.92 million
(World Bank).
2
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International Telecommunication Union (ITU) were lower at 20 percent, up from 18 percent a year
prior.3 Mobile telephone penetration is significantly higher, reaching 70 percent in 2016 according
to ITU data, while the government reported 73 percent as of June 2017.4 Notably, rural communities
which comprise 90 percent of the population have a relatively high rate of mobile phone usage,
made possible by a well-developed mobile network that covers nearly 100 percent of the country.

Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

2016

a

b

Average connection speeds (Akamai)c
a
b
c

20.0%

2015

18.0%

2016

70%

2011

2015

2011

2017(Q1)

2016(Q1)

7.0%
70%

40%

7.7 Mbps

11.3 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Government investments in broadband technology across the country continued to grow, as well as
access to electricity via hydropower and solar energy projects, which have helped improve speeds
and decrease costs. According to Akamai’s State of the Internet report, Rwanda’s average internet
connection speed was 7.7 Mbps in 2017, above the global average of 7.0 Mbps.5 Access has also
become more affordable. The Alliance for Affordable Internet ranked Rwanda as the 8th most
affordable internet environment among 37 developing countries in 2017.6 A 4G network launched by
the government in partnership with Korea Telecom in November 2014 offers high-speed broadband
technology which built on more than 3,000 kilometers of fiber-optic cable installed countrywide.
In a new initiative, some public buses in the capital, Kigali, are now wired with 4G internet
connections, providing passengers with full access to free fast internet.7 The Smart Kigali initiative
launched in 2015 also provides free wireless internet on public transport, including the Kigali Bus
Services, Royal Express, and Rwanda Federation of Transport Cooperative bus companies.
According to the Rwanda Development Board, Rwanda continues to be one of the fastest
growing African countries in ICTs, possessing several avenues for growth for the ICT sector—from
e-commerce to app development to automation. The country has strived to become a regional
training center for top quality ICT professionals and research, fostering a robust ICT industry to
create local wealth, jobs, and entrepreneurs.

3

International Telecommunication Union, “Percentage of Individuals Using the Internet,” 2000-2016, http://bit.ly/1cblxxY.

“Statistics and tariff information in telecom, media, and postal service as of the second quarter 2017,” RURA, accessed
September 2017, http://www.rura.rw/uploads/media/Telecom_Statistics_Report_Second_quarter_2017_Updated_.pdf

4

Akamai, “Average Connection Speed: Rwanda,” map visualization, The State of the Internet Q1 2016, http://akamai.
me/1OqvpoS.

5

6 Alliance for Affordable Internet, The Affordability Report, 2017, “Rwanda,” http://a4ai.org/affordability-report/data/?_
year=2017&indicator=INDEX&country=RWA

Julius Bizimungu, “Smark Kigali: 400 buses connected to 4G internet,” The New Times, February 20, 2016, http://www.
newtimes.co.rw/section/article/2016-02-20/197264/

7
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Nonetheless, poverty continues to be the primary impediment to ICT uptake, especially the
internet, with the majority of the population engaged in subsistence agriculture. Internet access is
concentrated primarily in Kigali and remains beyond the reach of many citizens, particularly those
in rural areas who are limited by low income and low levels of ICT awareness.8 Only 11 percent of
Rwandans are ICT literate,9 and over 70 percent of the population speaks only Kinyarwanda, making
internet content in English inaccessible to the majority of Rwandans.10 Only 17 percent of Rwandan
households have regular access to electricity.11

Restrictions on Connectivity
There were no restrictions on connectivity reported in Rwanda during the coverage period, though
Article 52 of the 2001 Law Governing Telecommunications gives the government powers over
telecommunications networks in the name of preserving “national integrity.” These powers include
the ability to “suspend a telecommunications service for an indeterminate period, either generally
or for certain communications.”12 Furthermore, the government has some control over the country’s
internet infrastructure. The ITU has characterized the level of competition for Rwanda’s international
gateway as “partial.”13
The local internet exchange point (IXP), the Rwanda Internet Exchange (RINEX),14 is managed by
the Rwanda Information & Communications Technology Association, a nonprofit comprised of ICT
institutions and professionals.15 As of mid-2016, five of Rwanda’s nine ISPs exchange internet traffic
through RINEX, and ISPs can also opt to connect via RINEX to the international internet.16

ICT Market
Following market liberalization policies implemented in 2001,17 Rwanda’s ICT market has been
vibrant and competitive, with no reported interference from the government during the period of
study. However, according to local sources, government officials and agencies have shares in some
telecom companies, which may enable the state to interfere in their operations at will.18 As of June
2017, there were three main mobile telecom operators—MTN, TIGO, and Airtel—and nine licensed
internet service providers (ISPs), as of June 2017.19
Ministry of Youth and ICT, “Measuring ICT sector performance and Tracking ICT for Development (ICT4D),” 2014, http://bit.
ly/1NfV6Hb.

8

9 Philippe Mwema Bahati, “Rwanda to develop a master plan for e-Government,” Rwanda Focus via All Africa, December 14,
2013, http://bit.ly/1Loqu3j.

Beth Lewis Samuelson and Sarah Warshauer Freedman, “Language Policy, Multilingual Education, and Power in Rwanda,”
Language Policy 9, no. 3 (June 2010), http://bit.ly/1bmZW5X.

10

The Independent, “Rwanda Signs a U.S. $40 Million Loan to Boost Electricity Rollout,” All Africa, January 14, 2015, http://bit.
ly/1G9m4AA.

11
12

Law No. 44/2001 of 30/11/2001 Governing Telecommunications, http://bit.ly/1G9mOG3.

14

RINEX, accessed December 13, 2014, http://www.rinex.org.rw/about.html.

16

Rwanda Internet Exchange (RINEX), “About Us,” http://www.rinex.org.rw/about.html.

International Telecommunication Union, “Rwanda Profile (Latest data available: 2013),” ICT-Eye, accessed January 3, 2016,
http://bit.ly/1LS1oJs.

13

15

R.I.C.T.A, “About Us,” http://www.ricta.org.rw/about-us/.

Albert Nsengiyumva and Emmanuel Habumuremyi, A review of telecommunications policy development and challenges in
Rwanda, Association for Progressive Communications (APC), September 2009, http://bit.ly/1MtFpZY.

17
18

There is no public information about the ownership shares of telecoms in Rwanda.

“Statistics and tariff information in telecom, media, and postal service as of the second quarter 2017,” RURA, accessed
September 2017, http://www.rura.rw/uploads/media/Telecom_Statistics_Report_Second_quarter_2017_Updated_.pdf
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Regulatory Bodies
The Rwanda Utilities Regulatory Authority (RURA) oversees the regulatory aspects of ICT
infrastructure rollout and operations by telecommunications operators.20 Officially, RURA
has administrative and financial autonomy but reports to the Offices of Prime Minister.21 The
government audits RURA’s budget while the president nominates its seven board members,
supervisory board, and director general, who all work under executive oversight, which limits
that autonomy in practice.22 The Ministry of Youth and ICT oversees the sector on the policy
implementation level.

Limits on Content
Censorship of online content remained high, with a number of independent online media outlets still
blocked in the country. In the lead-up to the August 2017 elections, progovernment commentators
attacking opposition candidates on social media increased notably. The electoral commission
attempted to restrict the expression of political speech on social media during the election period,
though it reversed its decision after widespread criticism.

Blocking and Filtering
The Rwandan government restricts the types of online content that users can access, particularly
content that strays from the government’s official line. In 2016 and 2017, numerous independent
news outlets and opposition blogs that have been blocked for years remained inaccessible,
including the websites of Inyenyeri News, The Rwandan, and Le Prophete.23 Independent regional
news outlets such as Great Lakes Voice and websites of the Rwandan diaspora such as Rugali are
also blocked and only accessible via web proxy. There is no transparency behind the government’s
blocking decisions and no avenue for appeal.
In 2017, the previously blocked news website Ireme News (www.ireme.net) became accessible, but
visiting the site yielded a generic page from its web host, justhost.com.24 According to local sources,
the owner William Ntwali had negotiated with the government to unblock his website but had
stopped paying the web host fees until the government granted him the right to resume operations
in the country.25

20

RURA, “About RURA,” accessed December 10, 2014, http://www.rura.rw/index.php?id=3.

Rwanda Utilities Regulatory Authority (RURA) was initially created by the Law n° 39/2001 of 13 September 2001 with the
mission to regulate certain public utilities, namely: telecommunications network and/or telecommunications services, electricity,
water, removal of waste products from residential or business premises, extraction and distribution of gas and transport of
goods and persons. This Law was further reviewed and replaced by Law Nº 09/2013 of 01/03/2013.

21

“Law N.09/2013 of 01/03/2013 Establishing Rwanda Utilities Regulatory Authority (RURA) and Determining its Mission,
Powers, Organisation and Functioning,” Official Gazette n.14bis of 08/04/2013, http://bit.ly/1RMmWwg.

22

Arthur Gagwa, “A study of Internet-based information controls in Rwanda,” Centre for Intellectual Property and
Information Technology Law, Strathmore Law School, Kenya, October 2017, https://www.opentech.fund/article/new-reportinvestigates-internet-censorship-during-rwandas-2017-presidential-election

23

The site was added to the block list in December 2015, likely for its critical reporting on the referendum on presidential
term limits at the time. See: “Rwanda news website Ireme latest to be blocked,” Great Lakes Voice, December 1, 2015, http://
greatlakesvoice.com/rwanda-news-website-ireme-latest- to-be-blocked/

24

Author interview, June 2017. See also: Arthur Gagwa, “A study of Internet-based information controls in Rwanda,” Centre
for Intellectual Property and Information Technology Law, Strathmore Law School, Kenya, October 2017.
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Social-networking sites such as YouTube, Facebook, Twitter, and communications apps like
WhatsApp are freely available, in addition to all international news outlets and sources of
information, such as the BBC, The Guardian, The New York Times, and Wikipedia, which publish
content about Rwanda that often does not align with the government’s narrative. These websites
remain unblocked likely because most Rwandans engage with content in the local language,
Kinyarwanda.

Content Removal
The extent to which the government forces websites to delete certain content is unknown, though
anecdotal incidents over the past few years suggest it happens frequently. Similar to the restrictive
traditional media environment, editors of online news sites often receive calls from the authorities
with demands to delete certain content, mostly related to criticisms of government officials.26
According to journalists interviewed anonymously, government officials regularly order journalists to
remove critical stories from online outlets or face blocking.27 Local journalists refer to the practice as
“kunyonga,” which means “shooting down anonymously.”
In May 2017, the National Electoral Commission (NEC) established new regulations requiring all
candidates in August’s presidential elections to seek approval for campaign messages they plan
to post online, which the NEC executive secretary claimed was necessary to ensure that social
media messages were not “poisoning the minds” of Rwandans.28 Strong criticism within Rwanda
amplified by high profile attention in international media led the NEC to reverse its decision on June
1.29 If implemented, the regulation would have allowed the NEC to censor any campaign message
it disagrees with, or which is critical of the ruling Rwanda Patriotic Front (RPF) party, essentially
restricting political speech during the election period. Candidates would have had to submit their
online campaign messages to a team set up by the NEC 24 hours before they planned to publish the
post.
According to a 2010 law relating to electronic messages, signatures, and transactions, intermediaries
and service providers are not held liable for content transmitted through their networks.30
Nonetheless, service providers are required to taken down content when handed a takedown notice,
and there are no avenues for appeal.

Media, Diversity, and Content Manipulation
Government repression of the media greatly limits the diversity of the information landscape
both online and offline. Critical and independent online news produced by opposition supporters
overseas—mainly in Europe, the United States, and South Africa—are blocked in Rwanda. Few
Rwandans are aware of this practice, though savvy journalists seeking independent sources of
information report using proxy servers to access critical information.31 However, independent outlets
26

Interview with journalist writers of igihe.com and Kigali Today who requested to stay anonymous

28

https://www.ifex.org/rwanda/2017/06/15/presidential-candidates-censored/

Two online news websites, Umusingi and Umurabyo, had reported experiencing such requests to delete content
related to local political affairs and ethnic relations in previous years.

27

29

https://www.hrw.org/news/2017/06/01/dwindling-options-opposition-candidates-rwanda

“Law No. 18/2010 of 12/05/2010, Relating to Electronic Messages, Electronic Signatures and Electronic Transactions,
accessed October 24, 2014, http://www.wipo.int/wipolex/en/text.jsp?file_id=243157.

30
31

Author interviews with anonymous journalists
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face economic challenges in comparison to their state-run counterparts, which receive income from
government advertisements and direct subsidies.32 Large businesses only advertise with state-owned
or progovernment media outlets based on an unspoken rule.
While Rwandans are active on Facebook and Twitter, which have become popular with the rise
of internet-enabled mobile phone use, self-censorship has become more pervasive among both
online journalists and ordinary users due to increasing government repression, social pressure to
toe the government line, and fear of reprisals. National security is frequently the basis on which the
authorities censor the media, and fear of prosecution contributes to a climate of self-censorship.
Internet users typically avoid topics that can be construed as critical of the government or disruptive
to national unity and reconciliation.33
When online journalists try to push the boundaries, their editors frequently contend with editorial
interference by security officials and other government authorities who impose redlines limiting
what can be published.34 Journalists say editorial decisions are heavily influenced by government
forces—including police officers, army officers, and powerful leaders—whose demands are
colloquially known as, “I say this.” According to journalists interviewed anonymously, security
officials often checked journalists’ stories and photos before they are published to ensure they toe
the government line.
Online content manipulation has been a persistent issue in Rwanda over the years. Social media
accounts with government affiliations regularly debate and harass individuals who post online
comments considered critical of the government.35 Progovernment accounts also mobilize to
retweet and post positive comments in response to President Kagame’s tweets to project an image
of widespread support. In the lead-up to the August 2017 elections, analysts observed an increase in
progovernment commentators attacking opposition candidates on social media.

Digital Activism
Digital activism over political and social issues is not common in Rwanda. Radio and television
call-in programs were once a positive outlet for citizens with mobile phones to anonymously voice
critical political or social viewpoints. However, given SIM card registration requirements, users have
become reluctant to participate in critical or sensitive discussions out of fear of being identified.

32 In Rwanda, approximately 85 to 90 percent of advertisements come from the public sector, says Robert Mugabe, editor
of the online news site Great Lakes Voice. “If you need to attract adverts, it’s simple. Don’t annoy government,” he said. http://
www.pambazuka.org/governance/advertising-and-censorship-east-africas-press
33

Katrin Matthaei, “Rwanda: Censorship or self-censorship?” Deutsche Welle, December 9, 2014, http://bit.ly/1G9oEGP.

“I know very well that people would really want to read an article about some malpractices that happened in a
certain District in Southern Province, where agents voted for people who were not around and influenced voters just
for a certain candidate to win as was already decided. However, I know that this can endanger my outlet,” said one
online journalist interviewed on February 24, 2016, who requested anonymity.
34

In 2014, an international journalist for Radio France Internationale, Sonia Rolley, was repeatedly harassed on Twitter by
a user known as @RichardGoldston. Rolley had been reporting on the mysterious January 1, 2014 assassination of Patrick
Karegeya, a former top intelligence official in Kagame’s inner circle who had been living in exile in Johannesburg. It was
later revealed on the official Twitter account of Paul Kagame’s office (@UrugwiroVillage) that “@RichardGoldson was an
unauthorized account run by an employee in the Presidency. Twitter war shines light on how Rwanda intimidates press, CPJ,
https://cpj.org/blog/2014/03/twitter-war-shines-light-on-how-rwanda-intimidates.php; https://rsf.org/en/news/rwandasmedia-self-regulator-subjected-intimidation-campaign
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Violations of User Rights
A new ICT law passed in June 2016 created a comprehensive legal and regulatory framework for
the ICT sector and codified specific restrictions on internet activities that are antithetical to internet
freedom. There were three arrests linked to online activities reported during the coverage period,
including of a journalist who wrote on Facebook about the frequent police harassment he endured
for his reporting. Another independent online journalist faced regular police interrogations and was
assaulted several times in 2016.

Legal Environment
Rwanda’s legal framework is used to restrict fundamental rights to freedom of expression, despite
constitutional protections. Compounding the restrictions, the Rwandan judiciary is not independent,
and many journalists view the threat of imprisonment as a key constraint on their work.
A new ICT law enacted in June 2016—known as Law N°24/2016 of 18/06/2016 Governing
Information and Communication Technologies published in Official Gazette n°26 of 27/06/2016—
created a new legal and regulatory framework for the ICT sector and codified specific restrictions
on internet activities that are antithetical to internet freedom.36 Most notably, provisions in the law
prohibit the dissemination of “grossly offensive” or “indecent” messages as well as the use of ICTs to
cause “annoyance, inconvenience, or needless anxiety.” 37 Violations are punished in accordance with
the penal code.
Many provisions in the penal code contain vague, illegitimate, and disproportionate restrictions on
freedom of expression and apply to expression online. For example, insulting an official or the police
can lead to imprisonment between one to two years, a fine of up to 500,000 RWF, or both. Penalties
are doubled when the insult is directed towards a senior official during a parliamentary session.
Defamation of the president or other public officials carries a penalty of up to five years in prison.38
In October 2017, parliament reportedly passed a new media law that seeks to increase penalties
for criminal defamation from two to three years and introduces a specific restriction on insulting or
defaming the President of the Republic. Separately, provisions on general criminal defamation carry
between five to seven years in prison, and fines ranging from 5 million RWF to 7 million RWF, or
both.39
The law against “genocide ideology”—amended in October 2013—also threatens freedom of
expression both online and off, prescribing heavy prison sentences of up to 9 years and fines for any
offender “…who disseminates genocide ideology in public through documents, speeches, pictures,
media or any other means.”40

36

http://juriafrique.com/eng/2016/12/30/rwanda-enacts-new-ict-regulations/

38

Freedom House, “Rwanda,” Freedom of the Press 2013, http://www.freedomhouse.org/report/freedom-press/2013/rwanda.

Articles 60 and 206: Law N°24/2016 of 18/06/2016 Governing Information and Communication Technologies, Official
Gazette n°26 of 27/06/2016 http://www.myict.gov.rw/fileadmin/Documents/Policies_and_Rugulations/ICT_laws/ICT_LAW.pdf

37

Ivan R. Mugisha, “Rwanda: Jail Term for Insulting Rwandan President,” The East African, October 28, 2017, http://allafrica.
com/stories/201710290050.html
39

Art. 8, “Law No. 18/2008 of 23/07/2008 Relating to the Punishment of the Crime of Genocide Ideology,” http://bit.
ly/1LS2gUC.
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Prosecutions and Detentions for Online Activities
Citizens and journalists are periodically arrested for online activities in Rwanda, though the lack of
critical commentary originating in the country and the high degree of self-censorship practiced
by online journalists and ordinary users alike has resulted in fewer incidents. Cases may also be
underreported given the government’s strict controls of the media. During the June 2016 to May
2017 coverage period for this report, three arrests linked to online activities were reported.
In October 2016, Joseph Nkusi, a Rwandan blogger living in Norway since 2009, was deported
following the rejection of his asylum application. Upon his return to Rwanda, he was immediately
arrested and questioned for his political activities and online writings, which were known for their
sharp criticism of the Rwandan government. Nkusi had also reportedly founded a radical opposition
group while living in exile in Norway and made false claims about the 1994 genocide, which is illegal
under Rwanda’s law against “genocide ideology.”41 As of mid-2017, Nkusi was in pre-trial detention
on charges of genocide ideology, sectarianism, and inciting insurrection or trouble among the
population.42
In December 2016, Shyaka Kanuma, a veteran Rwandan journalist and proprietor of the
independent Rwanda Focus outlet, was arrested for tax evasion and illegal procurement, which
observers believed to be trumped up charges. Kanuma’s arrest came a few days after he announced
on social media that he had decided to quit journalism for peaceful political and social activism, a
decision he attributed to frequent police harassment.43 In a Facebook post prior to his arrest, he had
recounted “invitations” to explain himself to the head of National Intelligence and Security Services
(NISS) followed by frequent trips for questioning at the Criminal Investigations Department.44
In February 2017, Violette Uwamahoro, a Rwandan native with UK citizenship and the wife of a
political opposition activist, was reported missing in Kigali. Police revealed to her family that she had
been in their custody two weeks later. In March, she was charged with revealing state secrets and
other offences, reportedly based on email exchanges and WhatsApp messages that the prosecutor
had presented before the court as evidence.45 She remained on trial as of mid-2017.

Surveillance, Privacy, and Anonymity
The sophistication of the Rwandan authorities’ surveillance capabilities is unknown, but there
is a strong sense that surveillance is pervasive. The government closely monitors social media
discussions, as evidenced by the prevalence of progovernment commentators (see “Media, Diversity,
and Content Manipulation”). Exiled Rwandan dissidents have been attacked and murdered, despite
their efforts to protect their identities, following threats from individuals inside or associated with
the government.46
October 2013 amendments to the 2008 Law Relating to the Interception of Communications
41

https://www.hrw.org/news/2017/03/08/rwandan-blogger-stand-trial-genocide-ideology

43

http://rwandaeye.com/shyaka-kanuma-starts-new-year-in-jail/

42

http://www.bwiza.com/dr-joseph-nkusi-wazanywe-mu-rwanda-avuye-muri-norvege-agiye-gutangira-kuburana/

http://www.theeastafrican.co.ke/Rwanda/News/Rwandan-editor-in-custody-over-tax-evasion-and-fraud-/14332183504528-1nc9vk/index.html

44
45
46

http://www.telegraph.co.uk/news/2017/03/24/british-mother-appears-rwanda-state-secrets-charges/
Human Rights Watch, “Rwanda: Repression Across Borders,” January 28, 2014, http://bit.ly/1i9HihM.
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expanded the government’s surveillance powers, authorizing high-ranking security officials to
tap the communications of individuals considered potential threats to “public security,” including
online.47 Under the amendments, communications service providers are required to ensure that
their systems have the technical capability to intercept communications upon demand, though
security officials also have the power to “intercept communications using equipment that is not
facilitated by communication service providers,” which de facto allows the authorities to hack into a
telecommunications network without a provider’s knowledge or assistance.48 While the law requires
government officials to apply for an interception warrant, warrants are issued by the national
prosecutor, who is appointed by the justice minister. The national prosecutor can also issue warrants
verbally in urgent security investigations, to be followed by a written warrant within 24 hours. The
law provides also for the appointment of “inspectors” to ensure that authorized interceptions are
carried out in accordance with the law, though the inspectors are appointed by the president and
lack independence.49 There is no requirement to justify surveillance as necessary and proportionate
to a legitimate aim.50
In July 2015, email leaks from the Italian surveillance firm Hacking Team revealed that the Rwandan
government attempted to purchase sophisticated spyware known as Remote Control System
(RCS) in 2012.51 While the leaked emails did not confirm that a sale took place, they illustrate the
government interest in acquiring technology that can monitor and intercept user communications.
The ability to communicate anonymously is compromised by mandatory SIM card registration
requirements in place since 2013.52 Under the regulation establishing SIM card registration, the ICT
regulator RURA has unfettered access to SIM card databases managed by operators, while other
“authorized” individuals or institutions may also be granted access.53 Unregistered SIM cards have
been deactivated.
The various legal provisions that enable surveillance and limit anonymity are particularly troubling
in the absence of a comprehensive data protection law to safeguard citizens’ private data. A data
protection provision is included in the new ICT law passed in June 2016, but it is limited by other
provisions in the law that provide for broad national security exceptions.54

Intimidation and Violence
Critical journalists frequently face violence and harassment when attempting to cover news stories,
leading many to flee the country.55 Progovernment trolls regularly harass journalists and ordinary
users on social media for their posts about the government or public issues that may be deemed
critical.
47

“Law Relating to the Interception of Communications” Official Gazette nº 41 of 14/10/2013.

49

Art. 12, “Law Relating to the Interception of Communications” Official Gazette nº 41 of 14/10/2013.

48

Art. 7, “Law Relating to the Interception of Communications” Official Gazette nº 41 of 14/10/2013.

OpenNet Africa and Collaboration on Internet ICT Policy in East and Southern Africa, Online Freedoms in Rwanda, May
2014, http://bit.ly/1LovLbk.
50

WikiLeaks, “Hacking Team,” July 8, 2015, http://bit.ly/1ReTbn0; Lorenzo Frankenstein, Twitter Post, July 9, 2015, 3:53 PM,
http://bit.ly/1hIJLUs.

51
52
53

“Rwanda Flags Off SIM Card Registration Exercise,” Chimp Reports, February 4, 2013, http://bit.ly/1jHd5fr.
See Regulations on SIM Card Registration, art. 13 and 15, http://bit.ly/1VWMjBw.

Article 124, Law N°24/2016 of 18/06/2016 Governing Information and Communication Technologies, Official Gazette n°26
of 27/06/2016 http://www.myict.gov.rw/fileadmin/Documents/Policies_and_Rugulations/ICT_laws/ICT_LAW.pdf
54
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Human Rights Watch, “Rwanda: Repression Across Borders.”
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In October 2016, Robert Mugabe (no relation to the president of Zimbabwe), an independent
journalist with the online outlet Great Lakes Voice, was reportedly assaulted three separate times
by civilians, some of whom were armed and presented themselves as “security agents” of the state.
His cell phone and laptop were stolen during the attacks, which heightened the journalist’s fear
for his safety and that of his sources. Following the string of assaults, Mugabe was summoned by
the police every day for a week,56 during which he was regularly questioned about messages he
exchanged with some of his sources.57 He was also prohibited from leaving Kigali, the capital city,
on several occasions. The harsh mistreatment led Mugabe to retreat from practicing journalism.58
Other instances of severe harassment include the police intimidation of journalist Shyaka Kanuma
and kidnapping of opposition activist Violette Uwamahoro, who were both also arrested (see
“Prosecutions and Detentions for Online Activities”).

Technical Attacks
There was no evidence of technical attacks against online news outlets or users in Rwanda during
the period under study. The last reported attack occurred in April 2014, when the investigative news
website, Ireme, experienced a seemingly targeted cyberattack from an unknown source.59

56

http://greatlakesvoice.com/rwanda-journalist-robert-mugabe-interrogated-by-police/

58

https://greatlakesvoice.com/i-regret-not-i-am-a-journalist-in-rwanda/

Rwanda: le journaliste Robert Mugabe, agressé, est inquiet pour ses sources, RFI, http://www.rfi.fr/afrique/20161030rwanda-journaliste-robert-mugabe-agresse-est-inquiet-sources
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Reporters Without Borders, “Wave of intimidation of Kigali media.”
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Saudi Arabia
2016

2017

Internet Freedom Status

Not
Free

Not
Free

Obstacles to Access (0-25)

14

14

Limits on Content (0-35)

24

24

Violations of User Rights (0-40)

34

34

TOTAL* ( 0-100 )

72

72

Population:

32.3 million

Internet Penetration 2016 (ITU):

73.8 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

The government outlined plans to significantly increase broadband penetration by 2020
(see Availability and Ease of Access).

•

An online campaign to end male guardianship caught the attention of the royal court
and resulted in gradual reforms (see Digital Activism).

•

A court increased an activist’s prison sentence for advocating for human rights online
from 9 to 11 years on appeal; others were newly detained (see Prosecutions and
Detentions for Online Activities).

•

Public institutions lost critical data in major cyberattacks, including the civil aviation
authority, a chemical company, and the labor ministry (see Technical Attacks).
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Introduction
Saudi internet freedom remained restricted in 2017, despite effective digital activism for women’s
rights. Several human rights defenders were jailed for social media posts.
Saudi Arabia unveiled its monumental “Vision 2030” reform and development targets in April 2016.
The plan included measures to increase competitiveness, foreign direct investment, and non-oil
government revenue by 2030.1 The government also announced a National Transformation Program
in June 2016 which included several ICT specific targets to be achieved by 2020, including increasing
fixed-line broadband penetration in densely populated areas from 44 to 80 percent, and increasing
wireless broadband penetration in rural areas from 12 to 70 percent. The government also plans to
double the ICT industry’s share of the non-oil economy to 2.24 percent.2
The economic and social reforms sparked criticism from religious conservatives. A handful of
digitally savvy preachers—some of them with hundreds of thousands of Twitter followers—were
arrested or prosecuted criticizing social liberalizations online over the coverage period. But Saudi
Arabia’s restrictive laws have been rigorously applied to silence reform-minded Saudis as well.
Human rights activists Issa al-Hamid and Abdulaziz al-Shubaily have been sentenced to 11 and 8
years in prison respectively, as well as multi-year bans on using social media following their release.
Liberal blogger Raif Badawi remains in prison; he was sentenced to 10 years and 1,000 lashes in
2012. Since traditional political organizing is banned, many human rights activists conduct activities
on social media.
Ordinary Saudis have also used smartphones to document corruption and improper behavior by
government officials. In 2016, the head of the Committee for the Promotion of Virtue and the
Prevention of Vice (CPVPV) in Riyadh was dismissed after CPVPV members were filmed chasing a girl
outside a mall. This year, women’s rights activists made huge strides in an online campaign to end
male guardianship of women, who are treated as legal minors under Saudi law. Tens of thousands
of Saudis petitioned the royal court until King Salman issued a royal directive to end all informal
restrictions on women’s access to public services, although those that are established by law remain
in place. Another victory came in September 2017, when the king announced women would be
given the right to drive starting in June 2018.
Despite the country’s highly centralized internet infrastructure and restrictions on Voice-over-IP
(VoIP), the internet remains to be the least repressive space for expression. Large numbers of Saudis
use circumvention tools to access banned content and services, even if they are reluctant to express
themselves due to strict legal penalties for speech on certain political, social, or religious topics. The
internet has fundamentally changed the way that young Saudis interact with each other. However,
repression has been institutionalized under antiterrorism and cybercrime laws that have instilled fear
into activists and ordinary social media users alike. So long as the authoritarian tendencies of the
country’s political and religious establishments remain fully present in the minds of internet users,
their democratic aspirations remain blocked.

“Full text of Saudi Arabia’s Vision 2030,” Al-Arabiya, April 26, 2016, https://english.alarabiya.net/en/perspective/
features/2016/04/26/Full-text-of-Saudi-Arabia-s-Vision-2030.html.

1

2 The National Transformation Program 2020, Kingdom of Saudi Arabia, June 2016, http://vision2030.gov.sa/sites/default/
files/NTP_En.pdf.
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Obstacles to Access
Overall, infrastructure is not considered a major barrier to access except in remote and sparsely
populated areas, where the governmental has allocated funds to introduce high-speed connections.
Internet penetration is highest in major cities such as Riyadh and Jeddah, as well as in the oil-rich
Eastern Province. Young Saudis make up the majority of the user population throughout the country.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

2016

a

b

44.1%

2011

19.0%

2015

93%

2016

Average connection speeds (Akamai)c
a
b
c

2015

53.2%

2011

2017(Q1)

2016(Q1)

100%
74%

4.7 Mbps

3.5 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Saudis have enjoyed a rapid growth of internet and communications technologies (ICTs). Internet
penetration increased to 74.9 percent in 2016, up from 47 percent in 2011.3 Saudi Arabia is home
to around 24 million internet users. The number of those with household fixed broadband ADSL
subscriptions decreased from 49.7 percent in 2015 to 42 percent in 2016, which corresponds to the
general decline in the fixed telephony market due to competition with mobile services.
In March 2017, the Communications and Information Technology Commission (CITC) awarded a
project to expand high-speed, fiber-optic connections to less competitive, underserved areas in
the country to the company Zain. The project aims to increase national broadband coverage to 70
percent by 2020.4
Mobile broadband penetration fell from 102 percent in 2015 to 78.8 percent in 2016, with 25 million
mobile broadband subscriptions. Overall, the number of mobile subscriptions fell from 54 million
in 2011 to 51.8 million in 2016. The fall was due to the deportation of thousands of undocumented
workers and the deactivation of their prepaid mobile accounts,5 in addition to new requirements for
all mobile subscribers to register using their fingerprints in order to obtain service (see “Surveillance,
Privacy, and Anonymity”).

International Telecommunications Union, “Percentage of Individuals using the Internet,” 2011-16, http://www.itu.int/en/
ITU-D/Statistics/Pages/stat/default.aspx.

3
4

“CITC awards broadband expansion project to Zain Saudi,” TeleGeography, March 13, 2017, http://bit.ly/2nKxMdZ.

Matt Smith, “Saudi mobile subscriptions shrink on labor crackdown, hajj limits,” Al Arabiya News, January 26, 2014 https://
bit.ly/1HaGC9I.

5
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Restrictions on Connectivity
Regulators and telecommunication companies have taken an aggressive stance against free
or low-cost VoIP call services that threaten the use of standard mobile calls, circumvent the
regulatory environment and in some cases bypass the surveillance apparatus. All internet providers
have blocked VoIP over Viber (since June 2013),6 WhatsApp (since March 2015),7 and Facebook
Messenger (since May 2016).8 As of May 2017, call functions were still operational on Signal and
Telegram.910 The CITC denied responsibility for the ongoing restrictions, stating in September 2016
that it is evaluating the situation with telecommunication companies.11 The CITC had previously
acknowledged responsibility.12
Saudi Arabia is connected to the internet through two country-level data services providers, the
Integrated Telecom Company and Bayanat al-Oula for Network Services, up from a single gateway
in the past. Their servers, which block a long list of sites, are between the state-owned internet
backbone and global servers. All user requests that arrive via Saudi internet service providers (ISPs)
travel through these servers, making them subject to censorship at a centralized point. International
internet bandwidth increased from 318 Gbps in 2010 to 1484 Gbps in 2015.13

ICT Market
The two country-level service providers offer services to licensed ISPs, which in turn sell connections
to dial-up and leased-line clients. Broadband and mobile phone services are provided by the three
largest telecommunications companies in the Middle East: Saudi Telecom Company (STC), Mobily
(owned by Etisalat of the United Arab Emirates), and Zain (from Kuwait). In addition to these
companies, two relatively new companies have been operating since 2014: Virgin Mobile in October
2014 (operating with STC) and Lebara in December 2014 (operating with Mobily). As of August 2016,
Virgin Mobile has reached two million subscribers across its different services.14 Several ISPs provide
zero-rating services, offering some content or services for free. For example, Zain provides unlimited
access to YouTube as part of a prepaid mobile packages.15
Internet cafes, once prevalent, have become less popular in recent years due to the broad availability
and affordability of home broadband access. Internet cafes are mainly used by youth from lower
socio-economic backgrounds to congregate and socialize. Conversely, coffee shops have grown
in popularity among business people, young adults, and single males, who enjoy free Wi-Fi access
with their paid beverages. In addition, more female-only coffee shops have been opened to serve
women and girls who previously had to go to family sections.

6

“Saudi Arabia clamps down on messaging apps with ban of Viber” The Verge, June 5, 2013, http://bit.ly/2t6zHPY.

7

“WhatsApp’s new call service to be blocked in KSA” ITP.net, March 17, 2015, http://bit.ly/2bPpYm0.

9

“CITC blocks Viber”, Saudi Gazette, June 5, 2013, http://bit.ly/1VLVW28.

8 “Facebook Messenger blocked in Saudi Arabia: Chat apps have voice and video call functions banned over ‘regulations’”,
The Independent, May 13, 2016, http://ind.pn/2t6juKX.
10
11
12
13

“WhatsApp’s new call service to be blocked in KSA” ITP.net, March 17, 2015, http://bit.ly/2bPpYm0.
Twitter, CITC account, http://bit.ly/2nscgsL.

“Saudi Arabia bans Viber web communication tool”, Reuters, June 5, 2013, http://reut.rs/2vg9fjJ.
CITC, “Annual Report, 2015,” 2016, http://bit.ly/2ov9tk.

Arab News, “Virgin Mobile Saudi Arabia achieves major milestone in less than two years,” August 22,2016, http://bit.
ly/2bXROQz.

14
15

Zain, “Shabab Package,” http://bit.ly/1NpWlWH.
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Regulatory Bodies
In 2003, the governmental Saudi Communication Commission was renamed to become the
Communications and Information Technology Commission (CITC) and became responsible for
providing internet access to the private sector, in addition to resolving conflicts among the
private telecommunication companies.16 The CITC is also responsible for controlling the price that
telecommunications companies are allowed to charge for cross-network calls. For example, in
February 2015, the maximum charge of local voice calls between different networks was lowered.17
Furthermore, the CITC sends content removal requests to social networks in political cases (see
“Content Removal”). The board of directors of the CITC is headed by the minister of communications
and information technology.18 In September 2016, the CITC suspended all unlimited internet
packages in coordination with telecommunication companies, starting with pre-paid packages. The
CITC cited unsustainable pressure on national bandwidth.19
Previously, all internet governance fell under the purview of the Internet Services Unit (ISU), a
department of the King Abdulaziz City for Science & Technology (KACST). Established in 1998
and reporting directly to the Vice President for Scientific Research Support of KACST, the ISU now
only provides internet access to government departments, as well as Saudi research and academic
institutions.20

Limits on Content
The Saudi government continued to employ strict filtering of internet content throughout 2016 and
early 2017. Self-censorship remained prevalent when discussing politics, religion, and the royal family.
Nonetheless, social media has driven an immense diversification of online content, offering Saudis
a multitude of perspectives beyond state-controlled media. These tools have been used by ordinary
citizens and human rights activists to raise awareness of issues surrounding political reform, poverty,
gender inequality, and corruption.

Blocking and Filtering
Popular social media and communication apps are not blocked, although authorities have imposed
restrictions on their use. For example, messaging app Telegram has faced throttling since January
9, 2016, when users reported severe bandwidth limitations preventing file- and image-sharing.21
Telegram’s CEO confirmed the issue, but said that the “reasons [behind the restrictions] are
unknown.”22 VoIP services offered by popular apps have also been restricted (see “Restrictions on
Connectivity”).

16

CITC, “Background,” accessed on March 2, 2017, http://bit.ly/2nsg8dh.

18

CITC, “Board of Directors”, accessed on March 2, 2017, http://www.citc.gov.sa/en/aboutus/Pages/Boardofdirectors.aspx.
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CITC, “CITC Roles and Responsibilities”, accessed March 2, 2017, http://bit.ly/2oooHLh.

“The Communication Commission Reduces the Charge Between Telecommunication Companies,” [in Arabic] Al Riyadh
Newspaper, February 22, 2015, http://www.alriyadh.com/1024133.
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Arab News, “CITC to stop the sale of unlimited Internet cards,” September 27, 2016, http://bit.ly/2nrWu19.

Amir-Esmaeil Bozorgzadeh , “UPDATED: Telegram’s Troubled Times In The Middle East” TechCrunch, January 12, 2016,
http://tcrn.ch/1PpVhhB.
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Telegram Blog, February 12, 2016, https://bit.ly/1QWdTqr.
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Officially, sites that are judged to contain “harmful,” “illegal,” “anti-Islamic,” or “offensive” material
are routinely blocked, including pages related to pornography, gambling, and drugs. Websites that
may be used to distribute copyrighted materials, such as the Pirate Bay,23 are blocked.24 Authorities
also seek to disrupt the dissemination of violent extremism,25 sometimes resulting in the blocking of
licensed news sites for publishing photos of militants of the so-called Islamic State (IS).26 Authorities
do not tolerate criticism of the Saudi royal family or its allies among the Gulf Arab states. The
website of the London-based Al-Araby Al-Jadeed and its English equivalent The New Arab was
blocked in January 2016.27 The English language websites of most international news agencies are
available.
Websites and social media pages belonging to human rights or political organizations, such as
the Saudi Civil and Political Rights Organization (ACPRA) and the Arab Network for Human Rights
Information (ANHRI), are blocked.28 Sites belonging to several Saudi religious scholars and dissidents
are blocked,29 as well as those related to the Shi’a religious minority, such as Yahosein, Awamia,30
and Rasid,31 which was discontinued as a result.32 Authorities have also blocked the website of the
Islamic Umma Party, the country’s only political party, which operates underground because political
parties are illegal. It has called for the royal family to step down.
The government receives blocking requests from members of the public, who can use a web-based
form to submit a complaint regarding “undesirable” material.33 Once an individual submits the form,
a team of CITC employees determines whether the request is justified. In 2015, the CITC received
732,504 blocking requests.34
The government is somewhat transparent about what content it blocks. While the list of banned
sites is not publicly available, users who attempt to access a banned site are redirected to a
page displaying the message, “Access to the requested URL is not allowed!” In addition, a green
background is displayed on sites blocked by the CITC, whereas sites blocked by the Ministry of
Culture and Information for licensing violations or copyright infringement have a blue background.
The country’s providers of data services must block all sites banned by the CITC,35 and failure to
abide by these bans may result in a fine of up to SAR 5 million (US$1.33 million), according to
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Ernesto, “Saudi Arabia Government Blocks The Pirate Bay (and More),” TorrentFreak, April 2, 2014, http://bit.ly/1KZwhQz.

“Ministry of Culture and Information blocks 52 websites for infringing the rights of authors,” [in Arabic] Al Riyadh
Newspaper, October 2012, https://bit.ly/1PrEspC.
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December 22, 2012, https://bit.ly/1Fr25fm.
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“Anha Newspaper Blocked,” Al Hayat, May 24, 2016, http://bit.ly/2mZUGBf.

Jasper Jackson, “Saudi Arabia, UAE and Egypt block access to Qatari-owned news website,” The Guardian, January 5, 2016,
https://bit.ly/1mzqvw2.
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blocked in Saudi Arabia: “Cyber-Censorship Map,” Alkasir, accessed on March 2, 2013, https://alkasir.com/map.
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some sites because they violate rules and spread bold ideas and theses” [in Arabic] Al Arabiya, April 6, 2012, http://bit.
ly/1EUWChv.
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“Cyber-Censorship Map,” Alkasir, accessed on March 2, 2013, https://alkasir.com/map.
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“Time for Rasid to go,” (Archived) Rasid, June 5, 2014, http://bit.ly/2udr6La.
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CITC, “Annual Report, 2015,” 2016, http://bit.ly/2ov9tk.
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Article 38 of the Telecommunication Act.36 Many Saudi internet users have become savvy at using
circumvention tools such as Hotspot Shield, which allows users to access a virtual private network
(VPN) to bypass censorship,37 but the websites of many similar tools, such as Tor and the major VPN
providers, are blocked by the government.38

Content Removal
Blocking and filtering are compounded by the prior censorship that online news moderators and
site owners must exercise. Gatekeepers frequently delete user-generated content that could be
deemed inappropriate or inconsistent with the norms of society, as they can be held legally liable for
content posted on their platforms.39 As a result, it is unusual to find any antigovernment comments
on the websites of major Saudi newspapers, which do not reflect the diversity of political views seen
on social networks.
The CITC also sends requests to social networks to remove content. As of the end of 2016, Facebook
had not reported any removal requests from the Saudi government since 2014, when seven were
sent by the CITC “under local laws prohibiting criticism of the royal family.”40 Google received 13
requests from the CITC to remove 43 items in the second half of 2016, complying in 54 percent
of cases. The majority of cases were categorized by the company as related to “copyright” or
“obscenity/nudity.”41 Twitter reported only five removal requests from the Saudi government from
July 2016 to June 2017, and took no action.42 In November 2016, the governor of the CITC told an
anti-child abuse conference that a delegation from the Gulf Arab countries would be sent to the
United States to discuss the filtering of pornographic content with Twitter’s management.43
Copyright notices have been used by popular figures to attempt to remove criticism deemed
as defamatory. In September 2014, an episode of a satirical show on YouTube called Fitnah was
censored when the Saudi TV channel Rotana sent a notice to have it taken down under U.S.
copyright law. The show used footage from the channel to criticize its owner, Prince Waleed Bin
Talal.44 The video was later restored.45

Media, Diversity, and Content Manipulation
Social media users are increasingly careful about what they post, share, or “like” online, particularly
after the passage of a new antiterrorism law in 2014. Users who express support for liberal ideals,
36
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Anhaa, April 25, 2013, http://www.an7a.com/102662.
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Facebook, “Saudi Arabia,” Government Requests Report, June-December 2016, https://govtrequests.facebook.com/country/
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minority rights, or political reform, in addition to those who expose human rights violations, are
closely monitored and often targeted by the government. Questioning religious doctrine is strictly
taboo, particularly content related to the prophet Mohammed. Saudi women receive pressure to
refrain from posting photos of their faces online. This social pressure has led to many users turning
to privacy-conscious social networks, such as Snapchat and Path. Influential Twitter users are
growingly fearful of expressing support for outspoken activists who have been recently sentenced
to jail time. Government consultants have stopped contributing to foreign newspaper articles due to
pressure from other government agency representatives.
With so much activity occurring on social networks, the Saudi government maintains an active
presence online as a means of creating the illusion of popular support for its policies. It is believed
the government employs an “electronic army” to continuously post progovernment views,
particularly on social media. Progovernment trolls have taken to “hashtag poisoning,” a method of
spamming a popular hashtag in order to disrupt criticism or other unwanted conversations through
a flood of unrelated or opposing tweets.46 Bots, or automated accounts created by combining
random photos of faces with names culled from the internet, frequently share identical messages.
The government also influences online news reporting by offering financial support to news sites
such as Sabq and Elaph in return for coordination between site editors and the authorities.47
The owners of opposition websites, by contrast, come under strong financial pressure as a result of
censorship. Revenue from third-party advertisers can be heavily impacted by a government decision
to block a website. The government can also request advertisers cancel their ads on a particular
website in order to pressure the website to close. Restrictions on foreign funding further inhibit the
sustainability of websites that are critical of the ruling system.
Arabic content is widely available, as are Arabic versions of commonly used social media sites and
mobile applications. While opposition blogs and online forums were once the main venue for
discussing political and social matters, most Saudis now use social media. Saudis are the largest
adopters of Twitter in the Arab world.48
Opposition figures abroad use YouTube as a platform for distributing audio and video content,
since their websites are blocked within the country.49 Omar Abdulaziz, the Canada-based founder of
the “Yakathah” channel on YouTube, produces political commentary shows that are very critical of
progovernment propaganda.

Digital Activism
The most significant digital activism during the coverage period was the campaign to end male
guardianship of women. Under Saudi law, women are treated as legal minors and cannot make
critical decisions in relation to their education, health, and career without the supervision of a male
relative. In July 2016, Human Rights Watch produced a report and a video clip in Arabic and English
which gave birth to the hashtags #IamMyOwnGuardian, and #CampaignToEndGuardianship.50 For
46

“Fake accounts and drowning the hashtag in Twitter [in Arabic] Osama Al Muhaya, March 16, 2013, http://bit.ly/1Q13N8g.
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50

“Boxed In,” Human Rights Watch, July 16, 2016 http://bit.ly/29HrKTg.

“Othman Al-Omair in Turning Point 8-5” [in Arabic] YouTube video, 8:11, published by Alnahry2009, May 31, 2010, http://
bit.ly/1LXn9um.
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more than eight months, these hashtags trended locally with many female activists documenting
their experiences and calling for an end to the restrictions. In September 2016, more than 14,000
men and women signed a petition to the Royal Court calling for an end to the guardianship
system.51 Some 2,500 women sent letters to the Royal Court in one weekend alone.52 Saudi’s Grand
Mufti described the campaign as “a crime targeting the Saudi and Muslim society,” and said the
guardianship system should stay.53 In December 2016, a music video with Saudi women singing
feminist lyrics went viral with three million views in less than two weeks.54 In May 2017, King Salman
issued a royal directive to government agencies to limit any restrictions on women’s access to
public services to cases where the limits are established by law.55 On September 26, King Salman
announced women would be given the right to drive starting in June 2018.56
Saudis have also used smartphones to document corruption and improper behavior by government
officials.57 In September 2016, three managers of a hospital in the eastern city of Abqaiq were
suspended after a video showed workers painting hospital rooms while patients were in them.58
Similarly, in January 2017, the manager of a primary care center in the Eastern Province was
suspended after a video showed housekeepers dispensing medications to patients.59
In September 2016, an online campaign was launched to boycott telecommunication companies
in response to their “overpriced and limited” internet packages. The campaign called for people
to unfollow the Twitter accounts of the companies and refrain from making calls at specific times
of day.60 In response, the companies privately asked popular figures to step in and defend them.
One Twitter user publicized a message he received in which he was asked to write that “fair usage
internet policies” were for the public good and that similar policies apply in the United States.61

Violations of User Rights
Saudi courts have delivered some of the harshest prison sentences against internet users in the world,
with numerous human rights defenders jailed for up to 11 years for their online activities. This past
year witnessed the arrest and prosecution of both conservative and liberal social media users for
criticizing the government.
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Legal Environment
Saudi Arabia has no constitution. The Basic Law of Saudi Arabia contains language that calls for
freedom of speech and freedom of the press, but only within certain boundaries. The 2000 Law of
Print and Press also addresses freedom of expression issues, though it largely consists of restrictions
on speech rather than protections. Online journalists employed at newspapers and other formal
news outlets maintain the same rights and protections as print and broadcast journalists, and like
their counterparts, are also subject to close government supervision. Similarly, laws designed to
protect users from cybercrimes also contain clauses that limit freedom of expression. The 2007
Anti-Cyber Crime Law criminalizes “producing something that harms public order, religious values,
public morals, the sanctity of private life, or authoring, sending, or storing it via an information
network,” and imposes penalties of up to five years in prison and a fine of up to SAR three million
(US$800,000).62
The antiterrorism law, passed in January 2014, defines terrorism in such vague terms as “insulting
the reputation of the state,” “harming public order,” or “shaking the security of the state,” effectively
criminalizing a range of nonviolent speech.63 Article 1 of the law defines “calling for atheist thought
in any form” as terrorism.64 Article 4 prohibits support for banned groups by “circulating their
contents in any form, or using slogans of these groups and currents [of thought], or any symbols
which point to support or sympathy with them” through audio, visual, or written format, including
websites and social media.65
In January 2017, a threatening message was widely circulated through local WhatsApp groups
stating that those who incite public opinion through the platform could be imprisoned for one year
and fined 500,000 Saudi riyals fine (US$133,000). The message was also promoted by state-owned
newspapers, who cited lawyers to confirm its legal basis.66

Prosecutions and Detentions for Online Activities
Saudi Arabia’s restrictive laws have been rigorously applied to silence critical voices and human
rights defenders. Since traditional political organizing is banned, many human rights activists
conduct activities online. As a result, the authorities often prosecute activists for setting up websites,
posting on Twitter, or appearing in YouTube videos documenting human rights abuses or calling for
government action.
For example, in December 2016, an appeals court increased the sentence against human rights
activist Issa al-Hamid from 9 to 11 years in prison followed by a travel ban of equal duration, as
well as a fine of 100,000 Saudi riyals (US$27,000).67 The original sentence was issued in April 2016
by the Specialized Criminal Court (SCC) in Riyadh which found al-Hami guilty of “defaming the
Council of Senior Religious Scholars,” “insulting the judiciary,” “communicating false information to
62
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international organizations in order to harm the image of the state,” and “violating Article 6 of the
Anti-Cyber Crime Law.”68 Al-Hamid is a co-founder of the Saudi Civil and Political Rights Association
(ACPRA). Abdulaziz al-Shubaily, another ACPRA co-founder, had his sentence confirmed by an
appeals court in January 2017. 69 He was sentenced to eight years in prison, followed by an eightyear ban on travel and social media use.70
A court in Riyadh disbanded the ACPRA in March 2013 and sentenced two of its other members,
Abdulah al-Hamid and Mohammed al-Qahtani, to 11 years and 10 years in prison, respectively, in
addition to a travel ban the same length.71 Their sentences were partly based on Article 6 of the
Anti-Cyber Crime Law, relating to the creation of a website that could disturb social order.72 Six
additional founding members of ACPRA are currently in detention.73 Two founding members of the
Islamic Umma Party, al-Wahiby and al-Gamidi,74 have been in prison since February 2011.75 Both the
ACPRA and the Islamic Umma Party base many of their operations online.
A number of religious figures and conservative citizens were arrested for criticizing government-led
social reforms during the reporting period.

68

•

In February 2017, conservative preacher Asem al-Owyaed was arrested for his tweets
criticizing the newly-established General Entertainment Authority (GEA). Public
entertainment was previously rare, but the GEA began to organize concerts in 2016.76

•

Saad al-Barrak, a conservative preacher with 1.5 million Twitter followers,77 was detained
one month later for defending al-Owyaed on Twitter.78

•

In November 2016, a conservative Twitter user was sentenced to two years in prison
for “inciting public opinion.” The user had criticized a reform that limited the role of the
Committee for the Promotion of Virtue and the Prevention of Vice.79

•

In December 2016, four conservative Twitter users were tried for claiming the government
executed 47 men accused of terrorism in a bid to “please the U.S.” One reportedly had
500,000 followers.80 State-owned media accused one of the suspects of inappropriate
behavior with a woman on WhatsApp to sully his reputation.81
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72

CITC, “Anti-Cyber Crime Law,” March 2007, http://bit.ly/VWXEmI.

74

Islamic Umma Party, Twitter Page, accessed on December 22, 2012, http://twitter.com/islamicommapart.

Those members are Suliaman Al-Rushoody, Mansour Al-Awth, Mousa Al-Garni, Mohamed Al-Bijadi, Saleh Al-Ashwan and
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Both conservative and liberal critics have been accused of sharing pornographic content in a bid to
discredit them in the conservative society. In December 2016, a Twitter user who had called for an
end to male guardianship was sentenced to one year in prison and a fine of SAR 30,000 (US$8,000)
for allegedly operating a pornographic account on Twitter.82
Prominent human rights activists have been questioned about their online activities. Samar Badawi,
a human rights advocate and the sister of imprisoned blogger Raif Badawi, was summoned to the
Bureau of Investigation and Prosecution (BIP) in February 2017. She was asked about her role in the
online campaign to end male guardianship.83 In another case, Essam Koshak was detained by the BIP
and questioned about his tweets in January 2017.84 As of July, he was still detained without charge.85
On a positive note, a Twitter user was cleared of defamation charges in July 2016. The charges
related to his participation in an online campaign criticizing a healthcare center (see “Digital
Activism”).86

Surveillance, Privacy, and Anonymity
Surveillance is rampant in Saudi Arabia, which justifies the pervasive monitoring of nonviolent
political, social, and religious activists under the umbrella excuse of protecting national security
and maintaining social order. The authorities regularly monitor websites, blogs, chat rooms,
social media sites, emails and mobile phone text messages. Evidencing the government’s
determination to monitor its citizens, the American security expert Moxie Marlinspike published
email correspondence with an employee at Mobily who sought to recruit him to help the
telecommunications firm intercept encrypted data from mobile applications such as Twitter, Viber,
and WhatsApp.87
The Ministry of Culture and Information requires that all blogs, forums, chat rooms, and other sites
obtain a license from the ministry to operate, thus putting more pressure on online writers to selfregulate their content.88 However, this rule is enforced only on popular online publications. Even
anonymous users and writers who employ pseudonyms when making controversial remarks face
special scrutiny from the authorities, who attempt to identify and detain them.
In January 2016, the CITC required mobile network operators to register the fingerprints of new SIM
card subscribers, and in August 2016, unregistered subscriptions were suspended. Subscribers had
a period of 90 days to document their fingerprint to reactivate their lines before the suspension
became permanent.89 The CITC said that the new requirement is meant to “limit the negative effects
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88

Reporters Without Borders, “Saudi Arabia,” Internet Enemies, 2012, http://bit.ly/JrLevJ.

Moxie Marlinspike, “A Saudi Arabia Telecom’s Surveillance Pitch”, Thought Crime (blog), May 13, 2013, http://bit.
ly/101lYnw.

87

Al Riyadh Newspaper, “Unauthenticated mobile subscriptions to be suspended, tomorrow”, August 3, 2016, http://bit.
ly/2nMziOl.

89

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

SAUDI ARABIA
and violations in the use of communication services.”90 This added to the previous legal requirement
to register subscribers’ real names and identity numbers, even to recharge a prepaid mobile card,91
which was often circumvented in practice.92

Intimidation and Violence
Numerous individuals report that they were tortured by police while held in custody, often to force
confessions. Munir al-Adam, who was sentenced to death for his role in antigovernment protests in
the Shiite-majority town of al-Qatif, said he was severely beaten by police and coerced into signing
a confession. Among other accusations against him, police claimed he was “sending texts,” although
he denied owning a mobile phone.93
Progovernment Twitter accounts often defame and harass activists by using hashtags to call for their
arrest. Anonymous accounts often show photos of the king or the interior minister as their avatars.
For example, after the Economist released a YouTube interview with political activist Loujain alHathloul and social activist Fahad Albutairi,94 Twitter and WhatsApp users accused them of treason.

Technical Attacks
Hackers hijacked Twitter accounts to oppose the government in the past year. On January 6, 2017,
the Twitter account of the spokesperson of the Ministry of Education was hacked by an unknown
actor who called on the government to provide schools with medical equipment, offer job
opportunities for unemployed postgraduate teachers, and reduce the number of foreign teachers,
among other demands.95 In February, the Twitter account of the Eastern Province office of the
Ministry of Health was separately hacked; the perpetrator called for better measures to fight medical
malpractice, and reduce the number of foreign health practitioners.96
On June 3, 2016, hackers infiltrated the website of al-Watan newspaper and posted a fabricated
statement by the crown prince condemning Saudi foreign policy in Yemen and Syria.97 The editor-inchief of the site accused Iran or the so-called Islamic State of responsibility.98
Several public and private institutions faced major security breaches during the reporting period.
Attacks by the “Greenbug” group began on November 17, 2016, triggering the loss of critical data
at the General Authority of Civil Aviation, though air travel, airport operations, and navigation
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Faleh Al-Buyani, “Black market for SIM cards with ID thriving”, Saudi Gazette, December 31, 2012, http://bit.ly/1Q1amYu.

Charlotte England, “Saudi Arabia to behead disabled man for taking part in protests,” The Independent, November 4,
2016, http://www.independent.co.uk/news/world/middle-east/saudi-arabia-behead-disabled-protester-executions-reprieveamnesty-a7396906.html.
93

94

“Arrested and jailed for driving in Saudi Arabia” The Economist, January 22, 2016, https://youtu.be/XsQaIdTph5Q.

“Hacker sends 6 messages after hacking the spokesperson of the Ministry of Education,” Al Watan Newspaper, January 6,
2017, http://bit.ly/2nZ2OkH.
95

96 “Hackers hijack the ‘Eastern Health’ Twitter account and send messages to the minister,” Okaz Newspaper, February 13,
2017 http://bit.ly/2oMZExA.

97 “Saudi Al Watan confirms: it was hacked and ‘dishonest statements’ of Prince Mohammad bin Nayef where distributed,”
CNN Arabia, June 5, 2016, http://cnn.it/2bGwMTB.
98

“Saudi Al Watan Editor-in-Chief: Iran hacked the website,” Al Arabiya, June 5, 2016, http://bit.ly/2bQnST2.
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systems were not affected.99 The virus was configured to wipe the disks of infected computers and
display a photo of Alan Kurdi, a three-year-old Syrian refugee whose body was found on a beach in
Turkey.100 Another attack occurred on January 23, 2017, affecting the Ministry of Labor, the Human
Resources Development Fund,101 and Sadara, a chemical company jointly owned by Saudi Aramco
and Dow Chemical.102 Three days after the attack, Sadara announced that they had resolved the
issue. Symantec analyzed two variants of the virus,103 and in March 2017, Kaspersky Lab reported
the discovery of another malware that played a role in the recent attacks, named “StoneDrill.” The
new malware was also found to be infecting computers in Europe.104 A group of hackers known as
“Shammon” had carried out similar attacks in Saudi Arabia in 2012, infecting over 35,000 computers
belonging to Saudi Aramco.

99 “Cyberattacks Strike Saudi Arabia, Harming Aviation Agency,” The New York Times, December 1, 2016, http://nyti.
ms/2opluv1.

100
101

“Shamoon wiper malware returns with a vengeance,” Ars Technica, December 1, 2016, http://bit.ly/2opps6I.

“Saudi Arabia warns of new crippling cyberattack,” CNN Tech, January 26, 2017, http://cnnmon.ie/2nNJuX9.

“Saudi’s Sadara gets cause of network disruption resolved (SYMC),” Business Insider, January 26, 2017, http://read.
bi/2nZ1xKr.

102

“Greenbug cyberespionage group targeting Middle East, possible links to Shamoon,” Symantec Official Blog, January 23,
2017, http://symc.ly/2n0OZmw.

103
104

“From Shamoon to StoneDrill,” Securelist, March 6, 2017, http://bit.ly/2mAb2iB.
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Singapore
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

6

6

Limits on Content (0-35)

14

14

Violations of User Rights (0-40)

21

21

TOTAL* ( 0-100 )

41

41

Population:

5.6 million

Internet Penetration 2016 (ITU):

81 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Teenaged blogger Amos Yee was sentenced to six weeks in jail for insulting religious
groups, after which he sought asylum in the United States (see Prosecutions and
Detentions for Online Activities).

•

The common law offence of contempt of court was codified into a new statute
providing for a maximum penalty of three years in jail and a fine of SGD 100,000
(US$74,000) (See Legal Environment).

•

The founder of The Real Singapore website was sentenced to ten months in prison
under the Sedition Act for inflaming racial and xenophobic feelings (see Prosecutions
and Detentions for Online Activities).

•

Several individuals were given police warnings for online posts deemed to violate
election laws (see Prosecutions and Detentions for Online Activities).

•

The Court of Appeals dismissed the Ministry of Defense’s appeal that it should be
allowed to use a new antiharassment law to protect itself from criticism (see Legal
Environment).
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Introduction
Singapore’s internet freedom environment was stable in 2017. The government continued to actively
promote digital technologies while restricting their use for political dissent and for expression that
could cause friction between ethnic or religious communities.
Singapore topped the World Economic Forum’s Networked Readiness Index global ranking in both
2015 and 2016.1 The internet remains Singapore’s most vital platform for alternative voices, being
much more open than other media or public spaces. However, online and offline restrictions mean
that the internet cannot generate any significant challenge to the dominance of the ruling People’s
Action Party government.
The government appears less defensive than before about its free speech restrictions. This is partly
because of its strong performance in the 2015 general elections, which it took as evidence of public
support for a governance model that prizes order over personal liberty. It has also been noticeably
emboldened by the troubled politics of Western democracies. Government officials and supporters
have pointed at the rise of irrational populism, Britain’s Brexit referendum, and the election of
Donald Trump as proof of the folly of too much democracy.
In the past year, the government said it was seriously considering new laws to punish disseminators
of “fake news,” though it did not appear to be referring to content deliberately fabricated to drive
revenue or mislead the public. Rather, the government criticized a leading progressive website,
The Online Citizen, for making “false and malicious allegations” against the police. “The time has
come for us not to simply rebut but to actually actively deal with it—so that people who seek to
profit from such conduct will actually feel the pain of it,” the Minister for Law and Home Affairs told
Parliament in April 2017.2 Impending amendments to the Broadcasting Act are expected to deal with
overseas content providers that directly target the Singapore audience.3
The reaction to teenaged blogger Amos Yee’s asylum application illustrated Singapore’s strong
resistance to free speech principles, in both government and legal circles. Criticizing the US judge’s
decision to grant Yee asylum, the Association of Criminal Lawyers of Singapore condemned Yee’s
posts as “hate speech” despite the fact that not even his prosecutors had suggested that he was
inciting discrimination or violence—the internationally recognized legal definition of hate speech.4
The Law Society of Singapore took exception to the judge’s statement that Yee faced persecution,
countering that he was lawfully prosecuted—and ignoring the fact that the specific law used against
him violates international human rights norms and has been criticized by a number of legal scholars
and other groups.5
World Economic Forum, “Singapore,” in Global Information Technology Report 2016, http://reports.weforum.org/globalinformation-technology-report-2016/economies/#indexId=NRI&economy=SGP.

1

“STR, ASS and TOC flagged by Shanmugam for publishing fake and false news,” The Independent, April 3, 2017, http://www.
theindependent.sg/str-ass-and-toc-flagged-by-shanmugam-for-publishing-fake-and-false-news/.

2

“Response by Minister for Communications and Information Dr Yaacob Ibrahim,” March 6, 2017, https://www.gov.sg/
microsites/budget2017/press-room/news/content/response-by-minister-for-communications-and-information-dr-yaacobibrahim.

3

“Singapore: Lawyers reject claims blogger Amos Yee was persecuted,” Asian Correspondent, March 28, 2017, https://
asiancorrespondent.com/2017/03/singaporean-lawyers-reject-notion-amos-yee-persecuted/#C4zR6VScMM7ALJCA.97.

4

Jaclyn Ling-Chien Neo, “Seditious In Singapore! Free Speech And The Offence Of Promoting Ill-Will And Hostility Between
Different Racial Groups,” Singapore Journal of Legal Studies [2011] 351–372, https://law.nus.edu.sg/sjls/articles/SJLS-Dec11-351.
pdf; “Section 298 contradicts Singapore’s secularism, says Muslim group,” The Online Citizen, December 15, 2015, https://www.
theonlinecitizen.com/2015/12/15/section-298-contradicts-singapores-secularism-says-muslim-group/;

5
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Obstacles to Access
As a wealthy and compact city-state, Singapore has highly developed information and communication
technology (ICT) infrastructure. Its Intelligent Nation 2015 master plan for an ultra-high-speed,
pervasive network achieved the target of 90 percent home broadband penetration. In addition, the
national wireless network offers free public access.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

2016

81.0%

2011

71.0%

2015

146%

2015

2016

2011

2017(Q1)

2016(Q1)

82.1%
147%

150%

20.3 Mbps

16.5 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Internet penetration is high, as is the general quality of service (see Key Access Indicators). More
than 90 percent of resident households had broadband internet access in 2016.6 The total volume
of data sent over mobile networks per month increased by more than 37 percent between 2015 and
2017.7
The fiber-based Next Generation Nationwide Broadband Network (Next Gen NBN), providing speeds
of 1Gbps or more, reaches more than 95 percent of homes and businesses. The national wireless
network, Wireless@SG, offers free public access via hot spots running at 5Mbps. The government
aims to double the number of hot spots by 2018.8
The government is trying out a heterogeneous network (HetNet), a new wireless system that allows
smartphone users to hop automatically across cellular and Wi-Fi networks for smoother mobile
internet use.9
The government’s current IT masterplan, called Smart Nation, aims to integrate technologies
more seamlessly and improve Singaporeans’ skills in creating, as well as using, new technologies.
It is building the backbone infrastructure to support big data, the Internet of Things, and other
advances.10
6 Infocomm Media Development Authority of Singapore, https://www.imda.gov.sg/industry-development/facts-and-figures/
infocomm-usage-households-and-individuals.

Infocomm Media Development Authority of Singapore, https://www.imda.gov.sg/industry-development/facts-and-figures/
telecommunications#9x

7

8 Infocomm Media Development Authority of Singapore, https://www.imda.gov.sg/about/newsroom/media-releases/2017/
wirelesssg-enhances-login-experience-and-expands-operator-pool

9 Infocomm Media Development Authority of Singapore, https://www.imda.gov.sg/industry-development/infrastructure/
next-gen-national-infocomm-infrastructure/heterogeneous-network-hetnet.

Infocomm Media Development Authority of Singapore, https://www.imda.gov.sg/infocomm-and-media-news/buzzcentral/2014/6/singapore-lays-groundwork-to-be-a-smart-nation

10
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The digital divide cuts mainly along generational lines. While 99 percent of residents aged 15 to
24 reported in 2015 that they had used the internet in the past three months, the percentage was
30 percent for those aged 60 and older.11 The government’s Digital Inclusion Fund aims to make
internet connectivity more accessible and affordable to older and lower-income Singaporeans.
Under its Home Access program, around 8,000 households will receive four years of fiber
connectivity and a basic computing device for SGD 6 per month. 12
The shutdown of the 2G network in April 2017 raised concerns about the impact on people using
older phones, particularly elderly Singaporeans and migrant workers.13 Around 100,000 subscribers
were still registered on 2G networks on the eve of the shutdown.14

Restrictions on Connectivity
No known restrictions have been placed on ICT connectivity, either permanently or during specific
events. The Singapore Internet Exchange (SGIX), a not-for-profit established by the government in
2009, provides an open, neutral and self-regulated central point for service providers to exchange
traffic with one another directly instead of routing through international carriers, thus improving
latency and resilience when there are cable outages on the international network.15
Singapore has adopted a National Broadband Network (NBN) structure, with the network built and
operated by an entity that supplies telecommunications services on a wholesale-only, open-access,
and nondiscriminatory basis to all telecommunications carriers and service providers.16 To avoid
conflicts of interest, separate companies have responsibility for passive infrastructure and active
infrastructure such as routers, as well as retail service providers downstream.

ICT Market
The dominant internet access providers are also the mobile telephony providers: SingTel, Starhub,
and M1. SingTel, formerly a state telecom monopoly and now majority owned by the government’s
investment arm, has a controlling stake in Starhub. The market is open to independent entrants.
MyRepublic launched a broadband service in 2014. In October 2015, it started 4G trials to prepare
for its bid for a telco license.17 ViewQwest, another new player in the broadband market, was
launched in 2015.18

Infocomm Media Development Authority of Singapore, ‘Annual Survey of Infocomm Usage in Households and by
Individuals for 2015”, https://www.imda.gov.sg/~/media/imda/files/industry%20development/fact%20and%20figures/
infocomm%20survey%20reports/2015%20hh%20public%20report%20(120417).pdf?la=en

11

Infocomm Media Development Authority of Singapore, https://www.imda.gov.sg/infocomm-and-media-news/buzzcentral/2014/11/digital-inclusion-programme-extends-its-reach

12
13

https://sg.news.yahoo.com/pulling-2g-networks-singapore-affect-025814901.html

http://www.channelnewsasia.com/news/singapore/100-000-mobile-subscribers-still-on-2g-despite-start-of-thenetw-8708772

14

https://www.imda.gov.sg/industry-development/infrastructure/next-gen-national-infocomm-infrastructure/singaporeinternet-exchange.

15
16

iDA, “Building Singapore’s Next Generation Nationwide Broadband Network, http://bit.ly/1LlvOnl.

Irene Tham, “MyRepublic starts 4G trials as part of bid for fourth telco licence,” Straits Times, October 23, 2015, http://www.
straitstimes.com/tech/myrepublic-starts-4g-trials-as-part-of-bid-for-fourth-telco-licence.

17

Shivaanan Selvasevaran, “ViewQwest sets sights on smart home market,” Channel News Asia, November 19, 2015, http://
www.channelnewsasia.com/news/singapore/viewqwest-sets-sights-on/2275218.html.

18
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Regulatory Bodies
The Infocommunications Media Development Authority (IMDA) develops and regulates the
converging infocommunications and media sectors.19 IMDA is not an independent public agency but
a statutory body of the Ministry of Communications and Information (MCI), taking instruction from
the cabinet.
In planning the all-fiber Next Gen NBN, regulators have promised a competitive industry structure
that would avoid conflicts of interest and allow retail service providers that offer services to end
users to purchase bandwidth connectivity at nondiscriminatory and nonexclusive prices.

Limits on Content
The government has kept a 1996 promise not to block or filter any political content. During the
coverage period, there was no repeat of the May 2015 order to shut down a political website, the
only such case to date. A licensing system introduced in 2013 has been used to limit the growth of
independent online news start-ups by restricting their funding options. Despite such measures, the
internet remains significantly more open than print or broadcasting as a medium for news and
political discourse, which flow online largely unhindered.

Blocking and Filtering
The Broadcasting Act has included explicit internet regulations since 1996. Internet content
providers and internet service providers (ISPs) are licensed as a class and must comply with the act’s
Class License Conditions and the Internet Code of Practice. Under this regime, ISPs are required to
take “all reasonable steps” to filter any content that the regulator deems “undesirable, harmful, or
obscene.”20
As a matter of policy, the IMDA blocks a list of only 100 websites for the purpose of signposting
societal values. This floating list has never been made public, but no political site has been
blocked. Other than a few overseas sites run by religious extremists, the list is known to comprise
pornographic sites.21 Outside of this list, the Canada-based extramarital dating website, Ashley
Madison, has been blocked since 2013, after it announced its plan to launch in Singapore.22 No
other site is known to have been singled out for blocking in this manner. The use of regulation to
signpost social values has been linked to the influence of religious conservatives (mainly evangelical
Christians) asserting themselves more in public morality debates.23
Irene Tham, “Merger of IDA, MDA spurred by changes in tech,” Straits Times, January 27, 2016, http://www.straitstimes.
com/singapore/merger-of-ida-mda-spurred-by-changes-in-tech.

19

20 Conditions of Class Licence, Section 2A (2), Broadcasting (Class Licence) Notification under the Broadcasting Act (Chapter
28) Section 9, last revised May 29, 2013, http://www.mda.gov.sg/RegulationsAndLicensing/Licences/Documents/Internet%20
Services%20and%20Content%20Provider%20Class%20Licence/Class%20Licence%20%28Post%20ONLS%29.pdf.

21 “Internet,” Media Development Authority Singapore, Regulations & Liscensing, accessed July 9, 2014, http://www.mda.gov.
sg/RegulationsAndLicensing/ContentStandardsAndClassification/Pages/Internet.aspx.

“MCI’s response to PQ on the Ashley Madison website,” Ministry of Communications and Information Press Room,
November 11, 2013, http://www.mci.gov.sg/content/mci_corp/web/mci/pressroom/categories/parliament_qanda/mci-sresponse-to-pq-on-the-ashley-madison-website.html.

22

23 Terence Chong, “Christian Evangelicals and Public Morality in Singapore,” ISEAS Perspective 17 (2014): 1-11, accessed July 9,
2014, http://www.iseas.edu.sg/documents/publication/ISEAS_Perspective_2014_17-Christian_Evangelicals_and_Public_Morality_
in_Singapore.pdf.
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The Broadcasting Act empowers the MCI minister to prohibit disclosure of any directions to censor
content.24 This—together with the fact that most ISPs and large online media companies are close
to the government—results in a lack of transparency and public accountability surrounding online
content regulation.

Content Removal
Since the Class License system was introduced in 1996 (see Blocking and Filtering), it has been used
once to ban a political site. In May 2015, the MDA declared that The Real Singapore (TRS) website
had violated the Internet Code of Practice, and that its Class License was therefore suspended.
The regulator said that several of its articles had “sought to incite anti-foreigner sentiments in
Singapore.” Some articles were “deliberately fabricated” and “falsely attributed.” The site was taken
down soon after.25
The information minister said that this was only the 27th intervention against online content since
1996. Previous cases apparently involved takedown notices for specific content, but these were not
made public. However, in 2013, the minister informed parliament that most takedowns were for
pornographic content or solicitation; others were related to gambling or drugs. He told parliament
that the MDA had never directed websites to take down content “just because it is critical of the
Government.”26
A separate notice-and-takedown framework exists for high-impact online news sites—those
receiving visits from a monthly average of 50,000 unique IP addresses from Singapore. Since IMDA
is not obliged to make its takedown orders public, and there is no culture of leaks from major media
organizations, it is not possible to gauge how often this mechanism is being used.
Introduced in June 2013, the framework removes the identified sites from the class license and
subjects them to individual licensing, under which they are required to comply with any takedown
notice within 24 hours. The sites are required to put up a “performance bond” of SGD 50,000
(US$35,600) as an incentive to remain in compliance.27 The bond is in line with the requirement for
television niche broadcasters.28
Altogether, eleven news sites have been licensed under the new framework. Nine are run by
Singapore Press Holdings or MediaCorp—which, as newspaper and broadcasting companies, are
already subject to discretionary individual licensing and traditionally cooperate with the government
(see Media, Diversity and Content Manipulation).

24

Broadcasting Act (Chapter 28) Section 3(5).

Belmont Lay, “Media Development Authority statement on The Real Singapore,” Mothership, May 3, 2015, http://
mothership.sg/2015/05/media-development-authority-statement-on-the-real-singapore/. MDA statement: http://www.mda.
gov.sg/AboutMDA/NewsReleasesSpeechesAndAnnouncements/Pages/NewsDetail.aspx?news=661.

25

Chan Luo Er, “MDA was right to shut down The Real Singapore: Yaacob Ibrahim,” Channel News Asia, August 22, 2015,
http://www.channelnewsasia.com/news/singapore/mda-was-right-to-shut/1837480.html; “MCI’s response to PQs on Licensing
Framework for online news sites,” Ministry of Communications and Information, July 8, 2013, http://www.mci.gov.sg/content/
mci_corp/web/mci/pressroom/categories/parliament_qanda/mci_s_response_topqsonlicensingframeworkforonlinenewssites.
html.

26

Broadcasting (Class Licence) Notification under the Broadcasting Act (Chapter 28) Section 9, revised May 29, 2013, G.N. No.
S330/2013.

27

“Fact Sheet – Online news sites to be placed on a more consistent licensing framework as traditional
news platforms,” Media Development Authority Singapore, May 28, 2013, http://www.mda.gov.sg/AboutMDA/
NewsReleasesSpeechesAndAnnouncements/Pages/NewsDetail.aspx?news=4.
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The only outlets not belonging to national mainstream media are Yahoo Singapore’s news site
and an independent start-up, Mothership. After it was licensed, Yahoo’s reporters were granted
the official accreditation that they had sought for several years. In 2015, Mothership became the
first individually licensed site not belonging to a major corporation.29 It appears to have been
targeted purely on the basis of having crossed the regulatory threshold of 50,000 visitors a month.
Although it is popular for its irreverent commentary, Mothership is considered moderate and not
antiestablishment.
Apart from IMDA’s notice-and-takedown framework, critical content may be removed by bloggers
under threat of criminal prosecution or defamation suits (see Prosecutions and Detentions for
Online Activities). In March 2017, the Attorney-General’s Chambers told activist-blogger Han Hui Hui
that she would be charged with contempt of court unless she removed a YouTube video and five
Facebook postings alleging that judges were persecuting her for political reasons. She took down
the offending statements and apologized.30
In a separate case, a user-generated news website All Singapore Stuff, removed a contributor’s
article alleging that the police did not take seriously her complaint about being bullied. The police
had refuted the accusations, adding that it would take action against people who make false
allegations. The website apologized.31

Media, Diversity, and Content Manipulation
The online landscape is significantly more diverse than offline media. YouTube, Facebook, Twitter,
and international blog-hosting services are freely available, and most bloggers operate openly. All
major opposition parties and many NGOs are active online. However, independent and oppositional
online media are too small and weak to redress the imbalance in Singapore’s media environment,
which continues to be dominated by the PAP establishment.
The biggest online news players, in terms of resources and viewership, are the internet platforms
of the mainstream newspaper and broadcast outlets of Singapore Press Holdings (SPH) and
MediaCorp. MediaCorp is 80 percent government-owned, with SPH holding the remaining 20
percent. SPH is a listed company, but through the Newspaper and Printing Presses Act, the
government can nominate individuals to its board of directors. Since the 1980s, every SPH chairman
has been a former cabinet minister. The government is known to have a say in the appointment
of chief executives and chief editors.32 Their websites are subject to the notice-and-takedown
framework (see Content Removal), but the main avenue of control is the routine self-censorship that
also afflicts their parent news organizations.
The Online Citizen and The Independent, two sites known for critical commentary, have never had the
capacity to generate original daily news or regular investigative features. They struggle to remain

29 “Mothership.sg to come under online news licensing framework,” Channel News Asia, July 30, 2015, http://www.
channelnewsasia.com/news/singapore/mothership-sg-asked-to/2017168.html.
30

http://mothership.sg/2017/03/han-hui-hui-apologises-removes-posts-video-that-were-in-contempt-of-court/

http://www.straitstimes.com/singapore/all-singapore-stuff-apologises-for-unfounded-allegations-in-anonymouscontribution
31

Cherian George, Freedom From The Press: Journalism and State Power in Singapore. Singapore: National University of
Singapore, 2012.
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financially viable.33 These sites come under special IMDA registration rules, prohibiting foreign
funding and requiring the sites to provide details about funding sources.34 In effect, this shuts out
grants and loans from foreign foundations, which have been essential for most independent political
sites in the region.
More middle-of-the-road websites such as The Middle Ground (which was also asked to register) and
Mothership appear to have had more success in attracting local investors and may be able to sustain
themselves financially. This has contributed to what analysts call a “normalization” of online space,
with the PAP’s ideological dominance of the offline world increasingly reflected online.35 Reinforcing
this trend is the proliferation of social media, which seem to have encouraged a previously silent
mainstream to air their views more readily.
Furthermore, especially since the 2011 general election, individual ministers and government
agencies have ramped up and professionalized their social media capacity. Major government
campaigns regularly and openly commission bloggers and creative professionals.
Certain pro-PAP websites and Facebook pages attacking the opposition engage have been
described as engaging in “guerilla-type activism”, with supporters responding quickly to antiestablishment comments online.36 Some of Mothership’s sponsored content has been suspected of
being paid for by government. The site identifies its sponsored posts without naming the sponsor.
Analysts described some possible content manipulation around the 2015 general election, when
online rumors in the form of bookies’ odds gave detailed predictions of opposition victories in
several constituencies. Since election laws ban opinion polling, these underground predictions
were the only quantitative indicators of likely outcomes available to voters. Several versions were
circulated widely via WhatsApp within the nine-day campaign period. The messages, pointing
to an impending opposition landslide, may have sufficiently spooked some swing voters to vote
more conservatively.37 The case illustrates how political operatives might be able to manipulate
voter sentiment in an environment where quality information is limited by regulatory constraints.
Overall, though, there is no evidence of large scale deployment of cyber troops or paid online
commentators.

Digital Activism
The internet is regularly used for popular mobilization by groups across the political spectrum.
The success of these efforts is constrained less by online regulation than by offline restrictions on
fundraising and public assembly. There is only one site—a small downtown park designated as a
Walter Sim, “The Online Citizen now a one-man show,” Straits Times, March 3, 2016, http://www.straitstimes.com/politics/
the-online-citizen-now-a-one-man-show.

33

34 Wong Pei Ting, “MDA seeks registration of website The Middle Ground,” Today, July 29, 2015, http://www.todayonline.
com/singapore/mda-seeks-registration-website-middle-ground.

35 Tan Tarn How, “The normalisation of the political cyberspace since the 2011 GE,” Today, August 26, 2015, https://nus.
edu/2eGv727; Tan Tarn How, Tng Ying Hui and Andrew Yeo, “Whispers, not shouts: A re-reading of the social media space,”
Straits Times, December 4, 2015, https://nus.edu/2fwli8k.

Tan Tarn How, “The normalisation of the political cyberspace since the 2011 GE”; Pearl Lee, “Supporters seek to amplify
PAP voice online,” Straits Times, September 20, 2015, http://www.straitstimes.com/politics/supporters-seek-to-amplify-papvoice-online; Tan Tarn How, Tng Ying Hui and Andrew Yeo, “Battle for Eyeballs: Online Media in the 2015 Election,” September
11, 2015, http://www.ipscommons.sg/battle-for-eyeballs-online-media-in-the-2015-election/.
36

Jeanette Tan, “7 illuminating conclusions two political analysts made of the GE2015 results,” Mothership, November 5, 2015,
http://mothership.sg/2015/11/7-illuminating-conclusions-two-political-analysts-made-of-the-ge2015-results/.
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Speakers’ Corner—where Singaporeans can gather without a police permit.
A 30 percent increase in the price of water, announced in the government’s budget statement in
March 2017, was highly unpopular. Singaporeans expressed their unhappiness online. A protest at
Speakers’ Corner drew around 100 people.38 The government increased its efforts to explain the
need for the move but did not back down from its decision.

Violations of User Rights
Restraints in online discourse are mainly due to fear of post-publication punitive action—especially
through strict laws on defamation, racial and religious insult, and contempt of court. While citizens
remain free from major human rights abuses and enjoy high levels of personal security in Singapore,
the government places a premium on order and stability at the expense of civil liberties and political
opposition. The authorities are believed to exercise broad legal powers to obtain personal data for
surveillance purposes in national security investigations.

Legal Environment
The republic’s constitution enshrines freedom of expression, but also allows parliament leeway
to impose limits on that freedom.39 As the ruling party has consistently controlled more than 90
percent of seats in the legislature, laws passed tend to be short on checks and balances.
In August 2016, Parliament passed a new statute codifying the offence of contempt of court.40 The
government characterized the new law as little more than a housekeeping move, as contempt had
hitherto been the only criminal law based on common law. The Administration of Justice (Protection)
Bill specifies that it is an offense to publish material that interferes with ongoing proceedings, or
that “scandalizes the court” by publishing anything that “imputes improper motives to or impugns
the integrity, propriety or impartiality of any court” and “poses a risk that public confidence in the
administration of justice would be undermined.” This lowers the previous threshold from “real risk”
of harming the administration of justice. The maximum penalty under the new Act would be three
years in jail and a fine of SGD 100,000 (US$74,000), stiffer maximum penalties than judges had
previously imposed.41
Contempt of court was already one of the most frequently applied laws restricting public debate in
Singapore, invoked against bloggers writing about such issues as gay rights and the treatment of
opposition politicians in the courts.42 Critics had been calling for Singapore’s contempt laws to be
liberalized in line with other Commonwealth jurisdictions, but the Bill was passed with 72 votes to 9,
with members of the opposition Workers Party’ voting against.
The Newspaper and Printing Presses Act and the Broadcasting Act, which also covers the internet,
grant sweeping powers to ministers, as well as significant scope for the administrative branch to
38
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fill in the details through vaguely articulated subsidiary regulations, such as website licensing and
registration rules (see Content Removal and Media, Diversity and Content Manipulation). Other laws
that have been used against online communication, such as the Sedition Act and Political Donations
Act, are open to broad interpretation by the authorities.
The Sedition Act, dating from colonial times, makes it an offense “to bring into hatred or contempt
or to excite disaffection against the Government” or “to promote feelings of ill-will and hostility
between different races or classes of the population of Singapore,” among other things.43
Punishments for first-time offenders could include a jail term of up to three years. Newer provisions
in the penal code (Section 298) provide for jail terms of up to three years for offenders who act
through any medium with the “deliberate intention of wounding the religious or racial feelings of
any person.”44 Singapore’s first cases of imprisonment for online speech were under the Sedition Act
in 2005, over postings insulting Muslims.45 Police appear to regularly investigate complaints of insult
and offense . In most known cases, police intervention at an early stage has been enough to elicit
apologies that satisfy those who feel targeted by offending expression.
Defamation is criminalized in the penal code, but to date, no charges have been brought under
this law to punish online speech.46 Civil defamation law is fearsome enough. PAP leaders have been
awarded damages in the range of SGD 100,000 to 300,000 each (around US$70,000 to 200,000) in
defamation suits brought against opposition politicians and foreign media corporations.47 Electronic
media have been affected: In 2002, a libel suit was leveled at Bloomberg for an online column; it
settled out of court and paid three leaders damages totaling SGD 595,000 (US$422,000).
Under the Protection from Harassment Act, a person who uses “threatening, abusive or insulting”
expression likely to cause “harassment, alarm, or distress” can be fined up to SGD 5,000 (US$3,500).48
Victims can also apply to the court for a protection order, which could include prohibiting continued
publication of the offending communication. The government also inserted into the law a section
providing civil remedies for “false statements of fact” published about a person. The affected party
can seek a court order requiring that the publication of the falsehood cease unless a notice is
inserted setting the record straight.
An antiharassment law was enacted in 2014 and, soon after, was wielded by the government as
an instrument against critics: the Ministry of Defense applied for a court order against an article
published in The Online Citizen. Originally granted by a district court, the ministry’s application was
overturned by the High Court in December 2015. The court ruled that government departments
could not be considered a “person” under the Act, and therefore could not apply for protection
from harassment.49 In January 2017, the Court of Appeal, the apex court, dismissed the Ministry of
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45
46

Penal Code (Chapter 224), Sections 499-500.

Michael Palmer, “Damages in Defamation: What is Considered and What is Awarded?” Law Gazette, May 2005, http://www.
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Defense’s appeal with costs.50

Prosecutions and Detentions for Online Activities
In December 2016, teenaged blogger Amos Yee fled to the United States. He was granted political
asylum by a Chicago judge in March 2017. The US Department of Homeland Security appealed the
decision, but it was ultimately upheld.51 Yee had served two stints in jail for online postings criticizing
religions. Human Rights Watch, supporting his asylum bid, said that he was being persecuted for
his political opinions, which never amounted to advocacy of violence.52 It also noted that Singapore
tried Yee as an adult even though under international human rights law he was still a child at the
time of his trials.53
In his first case, Yee was sentenced to four weeks in jail in 2015. He was found guilty of wounding
Christians’ feelings under Section 298 for an expletive-ridden video that likened the adulation of the
late leader Lee Kuan Yew to Christians’ worship of Jesus. He was also found guilty of transmitting
an obscene image under Section 292 of the penal code. Referencing a comment by the late British
Prime Minister Margaret Thatcher that Lee was usually right, Yee had posted a manipulated image
depicting the two politicians having sex.54
Yee continued with his online commentary, including on religious themes. Again falling fall of
Section 298, he pleaded guilty in September 2016 to six counts of posting videos and blogs
derogatory of Christianity and Islam. He was sentenced to six weeks in jail.
In a separate case in June 2016, website owner Yang Kaiheng was sentenced to eight months in jail
for posts that violated the Sedition Act.55 His wife, Australian national Ai Takagi, had been sentenced
to ten months’ imprisonment in March. They were accused of using their website, The Real
Singapore (see Content Removal), to exploit racial and xenophobic divisions in Singaporean society
through posts attacking foreigners from the Philippines, India, and China. The prosecution said that
the couple had invented sensational reports in order to attract readers and advertising revenue.56
Actions were taken against several internet users in connection with election law violations. In
August 2016, the police served The Middle Ground a “stern warning” in lieu of prosecution for
publishing an article reporting on its street poll of 50 voters ahead of a May 2016 by-election.57
It had already complied with an order to take down the article.58 The Parliamentary Elections Act
prohibits the publication of election surveys during the official campaign period.
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The election law also prohibits election campaigning on polling day and its eve (“cooling off day”).
The offense is defined broadly to cover commentary, including by individuals and groups with no
party affiliations. In February 2017, police issued stern warnings to four individuals for breaching
this rule. One was the founder of the pro-PAP Facebook page, “Fabrications About the PAP,” while
the other three were associated with The Independent, which has no formal party links.59 Two
other prominent activists, Roy Ngerng and Teo Soh Lung, were also investigated for breaches of
cooling-off day rules. Their phones and computers were confiscated (see Surveillance, Privacy,
and Anonymity).60 In contrast, the authorities do not appear to have investigated suspicious “fake
news” that may have affected the 2015 general election result (see Media, Diversity, and Content
Manipulation).

Surveillance, Privacy, and Anonymity
Singapore has no constitutionally recognized right to privacy, and law enforcement authorities have
wide powers to conduct searches on computers without judicial authorization.61 While many people
try to communicate anonymously online in Singapore, their ability to conceal their identities from
government is limited. Registration is required for some forms of digital interaction. Governmentissued identity cards or passports must be produced when buying SIM cards, including prepaid
cards, and buyers’ details must be electronically recorded by vendors. Registration for the Wireless@
SG public Wi-Fi network also requires ID.
Details about Singapore’s surveillance capabilities and practices are unknown. However, according
to the UK-based organization Privacy International, “it is widely acknowledged that Singapore has
a well-established, centrally controlled technological surveillance system” that includes internet
monitoring.62 One analyst says that “few doubt that the state can get private data whenever
it wants.” The government justifies its surveillance regime on security grounds. “Whether by
compulsion or natural tendency, most Singaporeans appear to be relatively sympathetic to this
rationale and do not protest the government’s collection, monitoring, or even transfer abroad of
data about them,” said one recent study.63
Privacy International notes that law enforcement agencies are aided by sophisticated technological
capabilities to monitor telephone and other digital communications. Surveillance is also facilitated
by the fact that “the legal framework regulating interception of communication falls short of
applicable international human rights standards, and judicial authorization is sidelined and
democratic oversight inexistent.”64
Under the sweeping Computer Misuse and Cybersecurity Act, the minister for home affairs can
authorize the collection of information from any computer, including in real time, when satisfied that
59
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it is necessary to address any threat to national security.65 Court permission need is not required.
Failure to comply with such orders is punishable with a fine of up to SGD 50,000 (US$35,000), a
prison term of up to 10 years, or both.
Under the Criminal Procedure Code, police officers investigating arrestable offenses may at any
time access and search the data of any computer they suspect has been used in connection with the
offense.66 No warrant or special authorization is needed. Penalties for non-compliance can include a
fine of up to SGD 5,000 (US$3,500), six months in prison, or both. With authorization from the public
prosecutor, police can also require individuals to hand over decryption codes, failing which they are
liable to fines up to SGD 10,000 (US$7,000), jail terms up to three months, or both.
In mid-2016, police seized devices belonging to lawyer Teo Soh Lung from her home without a
warrant after questioning her in relation to a Facebook post made prior to a May by-election. The
police claimed Teo’s post violated restrictions on political advertising in the Parliamentary Elections
Act, which bars campaigning and election advertising from the day before polling (see Prosecutions
and Detentions for Online Activities).67 Lawyer Choo Zheng Xi, who witnessed the police raid on
Teo’s home, said that their actions were disproportionate and pointed out that her devices contained
private data irrelevant to the investigation.68
Website registration requirements, although imposed on only a small number of platforms, have
raised concerns about unwarranted official intrusion into their operations (see Media Diversity and
Content Manipulation). In 2013, the owner of one site, the Breakfast Network, declined to register
because the MDA required the names of anyone involved in the “provision, management and/or
operation of the website,” including volunteers.69
Responding to a parliamentary question, the government said in October 2013 that, as part of the
evidence gathering process, law enforcement agencies made around 600 information requests a
year to Google, Facebook, and Microsoft between 2010 and 2012. Most were for Computer Misuse
and Cybersecurity Act offenses, while the rest were for crimes such as corruption, terrorist threats,
gambling, and vice. Although all requests were for metadata, agencies can request content data
if required for investigating offenses, the government said.70 The Personal Data Protection Act
exempts public agencies and organizations acting on their behalf.71
From July 2015 to December 2015, Facebook reported receiving 214 requests for the details of 239
accounts from the Singapore government, and 198 requests for the data of 213 Facebook users.
Facebook provided data in about three-quarters of cases.72 From January to June 2015, Google
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received 1,408 requests to view 1,519 Google accounts.73
According to details leaked by former U.S. National Security Agency contractor Edward Snowden,
SingTel has facilitated intelligence agencies’ access to the traffic carried on the major undersea
telecommunications cable.74
Singapore has adopted a U.S. Defense Department concept, “Total Information Awareness,” to
gather electronic records en masse to look for digital footprints that might provide clues of
impending security threats. The idea, which has proven controversial in the United States, has been
incorporated into Singapore’s Risk Assessment and Horizon Scanning program. According to one
analyst, “Singapore has become a laboratory not only for testing how mass surveillance and bigdata analysis might prevent terrorism, but for determining whether technology can be used to
engineer a more harmonious society.”75

Intimidation and Violence
There were no violent incidents targeting internet users in the past year. However the lack of
protection for the expression of unpopular or dissenting views means that ICT users cannot be said
to operate in an environment free of fear.

Technical Attacks
Hacking of public sector websites in past years has prompted the government to strengthen
safeguards against technical attacks. A Cyber Security Agency (CSA) was established in 2015 to
mitigate attacks and protect critical sectors such as energy, water, and banking. In 2017, the Ministry
of Defense announced that it would deploy conscripts to the CSA and its military equivalent as part
of a long term plan to train cybersecurity personnel.76 Singapore has compulsory national service
for all males. The government implemented an Internet Surfing Separation policy for public service
officers, to insulate its systems from attacks via the public internet.77
In April 2017, Parliament approved the addition of new cybersecurity provisions to the Computer
Misuse and Cybersecurity Act.78 The amendments make it an offense for a person to use or trade
illegally obtained data even if they were not involved in the technical attack in which it was obtained.
A standalone Cybersecurity Bill is expected to presented later in 2017.
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South Africa
2016

2017

Population:

Internet Freedom Status

Free

Free

Internet Penetration 2016 (ITU):

54 percent

Obstacles to Access (0-25)

8

8

Social Media/ICT Apps Blocked:

No

Limits on Content (0-35)

6

6

Political/Social Content Blocked:

No

Violations of User Rights (0-40)

11

11

Bloggers/ICT Users Arrested:

No

TOTAL* ( 0-100 )

25

25

55.9 million

Press Freedom 2017 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

The telecommunications ministry interdicted the auction of spectrum to expand
telecommunications networks, instead putting forward a publicly-owned model
of spectrum allocation in a move that was widely criticized as an impediment to
competition and investment (see Regulatory Bodies).

•

South Africa voted against the UN Resolution for “the Promotion, Protection and
Enjoyment of Human Rights on the Internet” in July 2016, joining China, Russia, and
Saudi Arabia as dissenters (see Introduction and Legal Environment).

•

The Film and Publications Amendment Bill introduced in 2015 may impose intermediary
liability and a censorship regime on South Africa’s online content but was stalled in
deliberation due to potential overlap with a new Cybercrimes and Cybersecurity Bill (see
Content Removal and Legal Environment).

•

The appointment of an Inspector-General of Intelligence in March 2017 is expected to
strengthen oversight mechanisms for state intelligence and surveillance activities (see
Surveillance, Privacy, and Anonymity).
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Introduction
Internet freedom in South Africa remains free and open, with access to the internet available to
over half the country’s population. Increased access is a core concern for government, civil society,
and the private sector, which has led to collaborative efforts between public and private players to
expand the information and communication technology (ICT) sector.
While the South African government has not proactively restricted access to ICTs or online content,
officials have increasingly expressed apprehension over potential threats posed by ICT advancement,
which was reflected in the country’s July 2016 vote against the UN Resolution aimed at “the
Promotion, Protection and Enjoyment of Human Rights on the Internet.” The vote led civil society
to worry that South Africa may seek to follow the example of internet governance set by other
countries that voted against the resolution, including China, Russia, and Saudi Arabia, all of which
have a record of repression against internet rights.
Two legislative proposals have the potential to restrain South Africa’s internet freedom. The Film and
Publications Amendment Bill—drafted for the purpose of protecting children from racist, harmful,
and violent content online—has been widely criticized for giving the government sweeping powers
to censor content through an onerous classification system. The Cybercrimes and Cyber Security Bill
has been criticized for its ambiguous language that threatens to infringe on freedom of expression
and privacy rights. Both bills were still under review as of October 2017.
In a positive step, an Inspector-General of Intelligence appointed in March 2017 is expected to
strengthen oversight mechanisms for state intelligence and surveillance activities. A new Information
Regulator was also appointed in October 2016 and is expected to give effect to the constitutional
right to privacy by introducing measures that ensure personal information is processed legally by
responsible parties.

Obstacles to Access
Access to quality and relatively affordable internet in South Africa is growing, primarily among
low income communities through government subsidized Wi-Fi projects across the country. The
telecommunications ministry interdicted the auction of spectrum to expand telecommunications
networks, instead putting forward a publicly-owned model of spectrum allocation in a move that was
widely criticized as an impediment to competition and investment.

Availability and Ease of Access
Internet penetration has expanded rapidly in South Africa, though many believe that the expansion
has not kept up with the country’s socioeconomic development. According to the latest data from
the International Telecommunication Union (ITU), internet penetration reached 54 percent of the
South African population in 2016, up from 52 percent in 2015. Similar access rates have been
reported by the state’s statistics agency in the 2015 General Household Survey, which noted that
over 53 percent of South African households have at least one member who can access the internet
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at home, work, school, or internet cafes. 1 However, this figure is significantly biased towards urban
areas with more than half of households in metropolitans such as Gauteng (66 percent) and Western
Cape (63 percent) having access to the internet. 2 In contrast, only 39 percent of households in
Limpopo, a predominantly rural province, have access to the internet.3

Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

54.0%

2011

34.0%

2015

159%

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

a

2011

2017(Q1)

2016(Q1)

51.9%
142%
123%

6.7 Mbps

6.5 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Another survey found that internet users were disproportionately white (50 percent), and speak
either English (65.5 percent) or Afrikaans (39 percent).4
Mobile phone penetration is much more extensive, reaching 142 percent in 2016,5 with over 57
percent of internet users accessing the internet on their mobile devices.6 Meanwhile, the country’s
average internet connection speed has improved from 6.5 Mbps in 2016 to 6.7 Mbps in 2017, just
below the global average of 7.0 Mbps, according to Akamai’s first quarter “State of the Internet”
report for 2017.7
High costs to access remain a primary obstacle to access for South Africans. According to the 2017
Affordability Drivers Index (ADI) rankings, South Africa is ranked 22nd of 53 countries,8 and is noted
for having some of the highest costs of mobile communication in Africa. Recent market trends show
that users are spending a greater proportion of income, at the individual and household level, on
data and less towards voice or SMS services.9
A monopoly in the fixed-line broadband market makes it a challenge to reduce overall broadband
costs, and there is a general perception that mobile operators overcharge to maximize profits.
However, in the past few years several metropolitan areas including the cities of Tshwane,
Johannesburg, and Cape Town, as well as the Ekurhuleni municipality10 are expanding access to
Statistics South Africa, “General Household Survey, 2015,” June 2016, http://www.statssa.gov.za/publications/P0318/
P03182015.pdf
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2

3

4

Statistics South Africa, “General Household Survey, 2015,” June 2016.

Statistics South Africa, “General Household Survey, 2015,” June 2016.

“South African Internet users: age, gender, and race,” MyBroadband, September 19, 2014, http://bit.ly/XQtK5x

As a result of separate subscriptions for voice and data services and the use multiple SIM cards in order to make use of
multiple product offerings, common among prepaid users.
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free public Wi-Fi infrastructure, providing users with access up to 500MB of free data per day.11 In
October 2015, the city of Tshwane’s Project Isizwe recorded 1 million unique users, a figure that is
particularly significant given that the project services primarily low income areas within the city.12

Restrictions on Connectivity
The South African government does not have direct control over the country’s internet backbone
or its connection to the international internet. International internet connectivity is facilitated
via five undersea cables—SAT-3, SAFE, WACS, EASSy, and SEACOM—all of which are owned and
operated by a consortium of private companies.13 Several operators oversee South Africa’s national
fiber networks, including partly state-owned Telkom and privately owned MTN, Vodacom, Neotel,
and FibreCo, among others. Internet traffic between different networks is exchanged at internet
exchange points (IXPs) located in Johannesburg, Cape Town, and Durban, which are operated by
South Africa’s nonprofit ISP Association (ISPA) and NapAfrica.14

ICT Market
The Internet Service Providers Association (ISPA) currently has 184 members in South Africa and
has never experienced a period of negative growth over the past 21 years.15 However, the fixedline connectivity market is dominated by Telkom,16 a partly state-owned company of which the
government has a 40 percent share and an additional 12 percent share through the state-owned
Public Investment Corporation.17 Telkom effectively possesses a monopoly, despite the introduction
of a second national operator, Neotel, in 2006.18 In the mobile market, there are five mobile phone
companies—Vodacom, MTN, Cell-C, Virgin Mobile, and Telkom Mobile—all of which are privately
owned except for Telkom Mobile, which falls under the partly state-owned Telkom.
The fiber market in South Africa has been growing at an exponential rate. Most suburban areas
in the main South African cities (including Pretoria, Cape Town and Johannesburg, Durban, and
Port Elisabeth) are already covered with fiber-optic cables, and new “last mile” providers of fiber
have begun to wire homes by connecting to competitive internet backbones operated by bigger
operators. The model that most of these providers have adopted is open access: they provide FTTH
(fiber to the home) or FTTB (fiber to the building), and the customer can select an ISP from a large
number of competitive options.
Access providers and other internet-related groups are active in lobbying for better legislation
and regulations. The ISPA was recognized as a self-regulatory body by the Department of
Communications in 2009.19
“City of Tshwane doubles daily free WiFi data limit for residents,” HTXT.Africa, 10 November, 2015, accessed 29 March,
2016, http://bit.ly/1ZI4eK8

11
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“Tshwane free Wi-Fi hits one million device milestone,” TimesLIVE, accessed 29 March, 2016, http://bit.ly/1XZT5mH

14

Jan Vermeulen, “Here is who controls the Internet in South Africa,” MyBroadband, July 17, 2014, http://bit.ly/1oQTm8p

13
15
16

“This is what South Africa’s Internet actually looks like,” MyBroadband, March 9, 2014, http://bit.ly/1r5maRn
ISPA membership shows solid growth. MyBroadband, 26 January 2017, http://bit.ly/2n27mHS

Quinton Bronkhorst, “SA’s biggest ICT challenges,” BusinessTech, December 26, 2013, http://bit.ly/1W2ySdR

“Here is Government’s shareholding in South African telecoms companies,” MyBroadband, June 23, 2015, http://bit.
ly/1MS4Vgf
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As reported in Freedom House 2013, Neotel has chosen to focus on providing wireless internet and telecom services,
which has had minimal impact on last mile connectivity and the associated price of broadband.
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Regulatory Bodies
The autonomy of the regulatory body, the Independent Communications Authority of South Africa
(ICASA), is protected by the South African constitution, although telecom observers contend that
ICASA’s independence has weakened as a result of various incidents over the past few years.
In September 2016, ICASA initiated the process to auction spectrum in the 700MHz, 800MHz, and
2,600MHz bands that is critical to the expansion of telecommunications networks.20 However, the
Minister of Telecommunications and Postal Services, Siyabonga Cwele, interdicted ICASA from
proceeding with the auction,21 instead putting forward an alternative model of spectrum allocation
in the form of a publicly-owned wholesale open access network,22 a move that was widely criticized
as an impediment to competition and investment.23 According to the ministry, auctioning spectrum
to private companies would result in the duplication of infrastructure; shared infrastructure would
ultimately drive down the cost of communication through competition among services.24 The
ministry’s proposal for a wholesale open access network was approved by the cabinet as part of
the National Integrated ICT Policy,25 a white paper that provides direction for the development of
electronic communications in South Africa, including the alignment of existing legislation and has
implications on the regulation of the sector.
The Film and Publications Board (FPB) traditionally regulates the distribution of films, games,
and other publications in South Africa but may soon regulate internet content under proposed
amendments to the Film and Publications Act, 1996 (see “Content Removal”). In March 2016, the FPB
signed a memorandum of understanding with ICASA to address regulatory overlaps created by the
proposed amendments, which will effectively create co-jurisdiction over online content.26 However,
as of March 2017, it remains unclear how the two bodies will implement the agreement.

Limits on Content
The Film and Publications Amendment Bill introduced in 2015 may impose intermediary liability and
a censorship regime on South Africa’s online content but was stalled in deliberation due to potential
overlap with a new Cybercrimes and Cybersecurity Bill. Digital activism around the high cost of data
elicited positive parliamentary action but with no concrete improvements due to bureaucratic inertia.

Blocking and Filtering
Under the current legal and regulatory framework, neither the state nor other actors block or filter
internet and other ICT content, and there is no blocking or content filtering on mobile phones.
However, government officials have increasingly pronounced the need for social media regulation,
20

“Spectrum auction postponed, BEE requirements relaxed,” MyBroadband, 25 September 2016, http://bit.ly/2n1gRXJ

22

“Government unrelenting about wholesale open access network,” EE Publishers, 23 February 2017, http://bit.ly/2ov9rMg

24

“Let’s not build another monopoly,” Tech Central, 20 February, 2017. http://bit.ly/2r2WVpl

“Cwele gets interdict against Icasa: 4G spectrum licensing must stop,” MyBroadband: 30 September 2016, http://bit.
ly/2nwyryR

21

“Open Access wireless networks threaten competition and investment,” Research ICT Africa, Policy Brief No. 5 2016 http://
bit.ly/2nCqXKN

23

25

“Cabinet finally approves SA ICT policy,” Fin24 tech, 29 September 2016, http://bit.ly/2nOgLl5

‘ICASA signs a Memorandum Of Understanding with the Film and Publication Board’, Independent Communications
Authority of South Africa, accessed 11 March 2016, http://bit.ly/1ZAg9tz
26
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leading to concerns of online censorship. In March 2017, Minister of State Security David Mahlobo
reiterated calls to regulate social media, stating that it was being abused to, among other things,
peddle false information.27 Media freedom advocacy groups sounded alarms over the potential
political agenda behind the government’s repeated fear-mongering tactics around fake news.28

Content Removal
During this report’s coverage period, there were no reported incidences of legal, administrative,
or other means used to force the deletion of content from the internet in a way that contravenes
international norms for free speech or access to information.
Section 77 of the Electronic Communications Act of 2002 (ECTA) requires ISPs to respond to
takedown notices regarding illegal content such as child pornography, defamatory material, or
copyright violations. Members of the ISPA—the industry representative body—are not held liable
for third-party content that they do not create or select, though they can lose their protection from
liability if they do not respond to takedown requests.29 As a result, ISPs often err on the side of
caution by taking down content upon receipt of a notice to avoid litigation, and there is no incentive
for providers to defend the rights of the original content creator if they believe the takedown notice
was requested in bad faith. Meanwhile, any member of the public can submit a takedown notice,
and there are no existing or proposed appeal mechanisms for content creators or providers.
In 2016, a total of 355 takedown notices were lodged with ISPA; of those, 220 were accepted, 127
rejected, and 8 were either withdrawn or duplicate requests. Of the 220 notices accepted, 211
requests resulted in content being removed. The main reasons for removals included copyright or
trademark infringements, fraud, malware or phishing, defamation, hate speech, harassment, and
invasion of privacy.30
In July 2017, a controversial case of content removal made headlines when the news website, Black
Opinion, was taken down by its web host after the ISPA received a complaint that the site was
inciting racial hatred.31 Linked to a lands rights lobby group called Black First Land First, the news
site had published articles criticizing “white monopoly” over capital.32 The website was restored two
weeks later.33
The Film and Publications Amendment Bill introduced in 2015 may impose intermediary liability and
a censorship regime on South Africa’s online content. Drafted for the purpose of protecting children
from racist, harmful, and violent content online, initial amendments proposed in May 2016 aimed to
allow the FPB to pre-censor online content or take down existing content—including user-generated

27
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“Social media in SA could be regulated,” Mail and Guardian, 05 Mar 2017, http://bit.ly/2nz3zh8

“Panel slams Mahlobo’s call for social media regulation,” The Citizen, 3 March 2017, http://bit.ly/2nNtcvS

Section 73 of the Electronic Communications and Transactions Act of 2002 (ECTA) reaffirms the limitation of service
provider liability for information that is transmitted, stored or routed via a system under its control. Electronic Communications
and Transactions Act of 2002, Government Gazette, Republic of South Africa , http://bit.ly/1pWWWGF
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Take-down Statistics. ISPA, 2016, http://bit.ly/2n3Kc3R

“Drive to shut down websites with links to BLF,” Times Live, July 17, 2017, https://www.timeslive.co.za/politics/2017-07-17website-with--links-to-guptas-shut-down/
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“Why Hetzner shut down Gupta-linked website,” My Broadband, July 17, 2017, https://mybroadband.co.za/news/
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content—that failed to meet certain classification requirements.34 The proposed policy was widely
criticized for giving the government “wide-sweeping powers to censor content on the internet.”35
Based on critical stakeholder feedback, the FPB released a revised bill in October 2016, which is
still up for discussion as of October 2017.36 However, with the introduction of the Cybercrimes and
Cybersecurity Bill to Parliament in February 2017 (see Legal Environment), progress on the Film and
Publications Amendment Bill have been stalled due to concerns of possible overlap between the two
bills.37

Media, Diversity, and Content Manipulation
Online media in South Africa is vibrant, representing a wide range of viewpoints and perspectives.
Web-only news platforms, such as the Daily Maverick, have become particularly popular in recent
years, with key news stories often broken online before print or broadcast, illustrating how online
media is growing as a primary source of news in the country. In line with this development, recent
anecdotal evidence suggests that South African youth are increasingly reliant on the internet and
radio for information and are less dependent on television and print news for current affairs.38
Similarly, there are indications that in rural areas with internet access, the online versions of
community newspapers are being accessed ahead of their print versions.39 Nevertheless, while both
English- and Afrikaans-language content is well represented online, 9 of South Africa’s 11 official
languages are underrepresented, including on government websites.
New registration fees on video streaming services threaten to impede local content creation. In
March 2016, the Film and Publications Board directed video streaming services, including Netflix,
to pay a ZAR 795,000 (approximately US$50,000) registration fee to distribute content under the
self-classification criterion imposed on online distributors by the FPB.40 The size of the fee has been
criticized by industry stakeholders as unjustifiable (in relation to the actual cost of classification) and
prohibitive for smaller competitors providing content streaming services.41 As of mid-2017, Netflix
along with other online content distributors had not paid the prescribed fee.42
Online self-censorship is low in South Africa, and the government does not limit or manipulate
online discussions. Nevertheless, ANC-aligned businessmen have made significant inroads into the
media landscape by acquiring or launching new media products over the past few years, leading to
concerns over increasing pro-government bias among prominent media outlets.

34 Rebecca Kahn, “Scary new Internet censorship law for South Africa,” Huffington Post, August 9, 2015, www.huffingtonpost.
com/rebecca-kahn/south-africa-might-get-th_b_8102720.html; “Scary new Internet censorship law for South Africa,”
Mybroadband, October 20, 2015, http://mybroadband.co.za/news/internet/142980-scary-new-internet-censorship-law-forsouth-africa.html

Paula Gilber, “Internet ‘censorship’ Bill may see changes,” ITWeb, October 18, 2016, http://www.itweb.co.za/index.
php?option=com_content&view=article&id=156791
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The Film & Publications Board and online content regulation, Ellipsis Regulatory Solutions,
http://www.ellipsis.co.za/the-film-publications-board-and-online-content-regulation/; Paula Gilbert, “Internet ‘censorship’ Bill
may see changes,” ITWeb, October 18, 2016, http://www.itweb.co.za/index.php?option=com_content&view=article&id=156791
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In line with the growing trend of online manipulation disrupting democratic processes in countries
around the world, news reports in July 2017 revealed the existence of hundreds of automated bots
on Twitter that work to harass journalists who report critically about the wealthy Gupta family and
their influential ties to President Zuma.43 The harassment may have the effect of increasing selfcensorship among critical reporters and distorting the online information landscape with misleading
narratives and false information.

Digital Activism
The internet has become a successful tool for online mobilization and democratic debate in South
Africa, and the use of the internet and other ICTs for social mobilization has been mostly uninhibited
by government restrictions.
In September 2016, civil society took on the call to bring down the high cost of digital
communications using the hashtag DataMustFall.44 Eliciting a positive response, parliament’s
portfolio committee on telecommunications and postal services convened a hearing with
submissions presented by the communications department, the regulator (ICASA), civil society
organisations, telecoms operators and the public on the cost to communicate and on mobile data
in particular.45 However, despite the minister of telecommunications issuing ICASA with a directive to
hold an inquiry which would finalise regulations to ensure effective competition, bureaucratic inertia
within ICASA has resulted in little progress towards bringing down the cost of data.46

Violations of User Rights
South Africa voted against the UN Resolution for “the Promotion, Protection and Enjoyment of Human
Rights on the Internet” in July 2016 and continued to deliberate on the draft Cybercrimes and Cyber
Security Bill, which has provisions that may threaten freedom of expression and privacy rights. The
appointment of an Inspector-General of Intelligence in March 2017 is expected to strengthen oversight
mechanisms for state intelligence and surveillance activities.

Legal Environment
The South African constitution provides for freedom of the press and other media, freedom of
information, and freedom of expression, among other guarantees. It also includes constraints on
“propaganda for war; incitement of imminent violence; or advocacy of hatred that is based on race,
ethnicity, gender, or religion and that constitutes incitement to cause harm.”47 Libel is not a criminal
offense, though civil laws can be applied to online content, and criminal law has been invoked on at

43 Katherine Child, “Pro-Gupta bots unmasked,” Times Live, July 10, 2017, https://www.timeslive.co.za/politics/2017-0710-pro-gupta-bots-unmasked/; Andrew Fraser, “TechCentral: We go inside the Guptabot fake news network,” Dialy Maverick,
September 5, 2017, https://www.dailymaverick.co.za/article/2017-09-05-techcentral-we-go-inside-the-guptabot-fake-newsnetwork
44

“#DataMustFall: SA Twitter gives networks ultimatum to lower prices,” htxt.africa, 15 September 2016, http://bit.ly/2oqrrb5

RSA Parliament, Portfolio Committee On Telecommunications And Postal Services. Public Hearing on Cost to
Communicate: public hearings: Day 1 http://bit.ly/2rCp4SQ and Day 2 http://bit.ly/2qXIIpG
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least one occasion to prosecute against injurious material.48 The judiciary in South Africa is generally
regarded as independent.
In a worrisome development for internet freedom, South Africa voted against the UN Resolution
for “the Promotion, Protection and Enjoyment of Human Rights on the Internet” in July 2016, siding
with repressive countries such as China, Russia, and Saudi Arabia among the few objectors. In its
opposition, South Africa’s deputy permanent representative to the UN noted concerns that the
resolution failed to take into account hate speech and incitement, which pose unique challenges to
freedom of expression in South Africa’s post-apartheid society.49
Meanwhile, the draft Cybercrimes and Cyber Security Bill—first published in August 2015 for public
comment—has been criticized by civil society for its ambiguous language that has the potential to
infringe on freedom of expression.50 In the 2017 version of the bill introduced in February, a chapter
on “Malicious Communications” penalizes the dissemination of a “data message which is harmful,”
the definition of which includes content that is “inherently false” without further specifications.51
Human rights advocates worry that the vague provision could be interpreted to censor political
speech.52 The bill also includes problematic provisions that may enhance the state’s surveillance
powers (see Surveillance, Privacy, and Anonymity). As of September 2017, formal proceedings
towards the review of the bill by the portfolio committee were ongoing with public hearings
scheduled for discussion.53

Prosecutions and Detentions for Online Activities
Individuals were not prosecuted, detained, or sanctioned by law enforcement agencies for political,
social, or religious speech online during the coverage period.

Surveillance, Privacy, and Anonymity
Concerns over the potentially unchecked powers of government surveillance of online activities
remains high in South Africa but were addressed when Dr. Setlhomamaru Isaac Dintwe was
appointed as the new Inspector-General of Intelligence in March 2017. The position had
previously been vacant for an extended period due to challenges in the recruitment process.54
As an independent actor accountable to parliament through the Joint Standing Committee on
Intelligence,55 the Inspector-General of Intelligence is expected to strengthen oversight mechanisms

48
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over the activities of the South African Intelligence Services and determine their compliance with the
legislative framework and Constitution.56
The Regulation of Interception of Communications and Provision of Communication-Related
Information Act of 2002 (RICA) regulates the surveillance of domestic communications. Among its
provisions, RICA requires ISPs to retain customer data for an undetermined period of time and bans
any communications system that cannot be monitored, placing the onus and financial responsibility
on service providers to ensure their systems have the capacity and technical requirements for
interception.57 While RICA requires a court order for the interception of domestic communications,
the General Intelligence Laws Amendment Act (known locally as the “Spy Bill”) passed in July 2013
enables security agencies to monitor and intercept foreign signals (electronic communications
stemming from abroad) without any judicial oversight.58
RICA also compromises users’ right to anonymous communication by requiring mobile subscribers
to provide national identification numbers, copies of national identification documents, and proof
of a physical address to service providers.59 An identification number is legally required for any SIM
card purchase, and registration requires proof of residence and an identity document.60 For the many
South Africans who live in informal settlements, this can be an obstacle to mobile phone usage.
Meanwhile, users are not explicitly prohibited from using encryption, and internet cafes are not
required to register users or monitor customer communications.
Despite the legal framework for the interception of communications established under RICA, there
have been worrying reports that the National Communications Centre (NCC)—the government
body tasked with collecting intercepted signals—conducts surveillance without regard to RICA,
thus extralegally. In a June 2013 investigative report, the Mail & Guardian reported that the NCC
monitors mobile phone conversations, SMS, and emails, “largely unregulated and free of oversight.”61
According to the report, the NCC also has the technical capacity and staffing to monitor both SMS
and voice traffic originating from outside South Africa. Calls from foreign countries to recipients in
South Africa can ostensibly be monitored for certain keywords; the NCC then intercepts and records
flagged conversations. While some interceptions involve reasonable national security concerns, such
as terrorism or assassination plots, the system also allows the NCC to record South African citizens’
conversations without a warrant and is subject to abuse without sufficient oversight mechanisms.62
Persistent concerns over government surveillance grew further after reports in 2015 found that state
security organizations possess stingray (or “grabber”) technology that can mimic cell phone towers
and capture cell phone metadata within a certain vicinity. In September 2015, Hlanwgani Mulaudzi, a
spokesperson for the government investigation bureau known as the Hawks,63 confirmed that South
African security officials have access to grabber technology but noted that the technology was used
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specifically for national security matters only.64 Nonetheless, consistent weaknesses in oversight
mechanisms within the state security departments leave surveillance open to abuse.
The proposed Cybercrimes and Cyber Security Bill revised in February 2017 includes a provision
that may enhance the state’s interception powers. According to the Centre for Constitutional Rights,
section 38 of the bill, which provides for the interception of “indirect communication, obtaining
of real-time communication-related information and archived related information,” both conflicts
with and echoes the problematic aspects of RICA, potentially infringing on privacy rights.65 As of
September 2017, formal proceedings towards the review of the bill by the portfolio committee were
ongoing with public hearings scheduled for discussion.66
As a positive measure, the Protection of Personal Information (POPI) Act, signed into law in
November 2013, provides measures to protect users’ online security, privacy, and data. No law
ensuring the constitutional right to privacy existed previous to POPI, which allows an individual to
bring civil claims against those who contravene the act.67 Penalties for contravening the law are stiff,
including prison terms and fines of up to ZAR 10 million (approximately US$650,000).
To further strengthen the right to privacy enshrined in POPI, President Jacob Zuma appointed
Pansy Tlakula as Information Regulator in October 2016.68 Known for her independence, Tlakula
had previously served as the Chairperson of the Independent Electoral Commission Advocate and
as the Special Rapporteur on Freedom of Expression and Access to Information at the African
Commission on Human and Peoples’ Rights. Primarily tasked with monitoring, enforcing compliance,
and handling complaints related to POPI,69 the Office of the Information Regulator is expected
to give effect to the constitutional right to privacy by introducing measures that ensure personal
information is processed legally by responsible parties.70

Intimidation and Violence
There were no cases of extralegal intimidation or violence reported against bloggers, journalists, or
online users during the coverage period.

Technical Attacks
South Africa is highly vulnerable to cybersecurity threats on many fronts, though independent news
outlets and opposition voices were not subject to targeted technical attacks during the coverage
period. Government websites are often hacked. Most of the hacks are perpetrated by amateur
hackers with no apparent political motivations other than to advertise their skills.
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South Korea
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

3

3

Limits on Content (0-35)

15

13

Violations of User Rights (0-40)

18

19

TOTAL* ( 0-100 )

36

35

Population:

51.2 million

Internet Penetration 2016 (ITU):

92.7 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Hundreds of thousands of people attended mass candlelight rallies organized online
and off, successfully pressuring the National Assembly to impeach President Park
Geun-hye over corruption allegations (see Digital Activism).

•

The Constitutional Court struck down onerous registration requirements for online
news agencies introduced in 2015 (see Media, Diversity, and Content Manipulation).

•

Military officials used apps and social media to identify gay soldiers, and prosecuted
several under a law which bans army personnel from having same-sex relationships
(see Surveillance, Privacy, and Anonymity).

•

A 67-year-old labor activist was detained for several months before being released
without charge; he ran an online library that included communist classics (see
Prosecutions and Detentions for Online Activities).

•

Women reported violent threats after they advocated for feminist causes on social
media (see Intimidation and Violence).

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

SOUTH KOREA

Introduction
Internet freedom improved during the period of political mobilization that led up to the
impeachment of President Park
Geun-hye, though the subsequent corruption investigation revealed new details about her
administration’s attempts to distort online information.
In late 2016, then-President Park found herself at the center of a scandal involving allegations
of corruption on a massive scale, as well as other violations of the constitution. Weekly rallies
demanding her removal and the restoration of democratic principles were held across the country
for months starting on October 29. The National Assembly voted to impeach the president on
December 9, and the Constitutional Court unanimously upheld the vote on March 10, 2017. Park
was subsequently arrested. The presidential election originally scheduled for December was moved
forward to May 9. Moon Jae-in, leader of the liberal Democratic Party and former human rights
lawyer, was elected to the presidency and sworn into office the following day.
These extraordinary developments highlighted, on the one hand, Korean citizens’ innovative and
effective use of physical and digital resources to exercise their political rights.1 On the other hand,
investigations resulting from the scandal underlined the extent to which freedom of expression had
been eroded since the conservative party came into power in 2008.
Park’s presidency got off to a controversial start in 2013 amid allegations that the country’s National
Intelligence Service (NIS)—an agency prohibited from interfering with domestic politics—had
manipulated online content to support her candidacy in the December 2012 election. In 2017, an
internal NIS inquiry admitted that the agency had worked covertly to ensure another conservative
would succeed outgoing President Lee Myung-bak. The agency hired commenters who were
“charged with spreading progovernment opinions and suppressing antigovernment views,” among
other things.2 Park’s close aid continued working to influence online opinion while she was in office,
according to reports published in the past year.
The Park administration was also criticized for crackdowns on dissent.3 In the midst of the 2016
presidential scandal, it was discovered that the government had compiled a blacklist of almost
10,000 artists, writers, and other cultural practitioners who were considered critical of President Park
or supportive of her political rivals.4

Ishaan Tharoor, “South Korea just showed the world how to do democracy,” The Washington Post, May 10, 2017, http://
wapo.st/2qGpMy8.

1

BBC, “South Korea’s spy agency admits trying to influence 2012 poll,” August 4, 2017, http://www.bbc.com/news/worldasia-40824793.

2

Matt Stiles, “South Korea’s president is removed from office as court upholds her impeachment,” The Los Angeles Times,
March 12, 2017, http://lat.ms/2mGiOr5.

3

4 Al Jazeera, “South Korea: Minister arrested over ‘artist blacklist’, January 21, 2017, http://bit.ly/2j8CH7W; Tae-seong Cho,
“Confirmed existence of a cultural industry blacklist, including those who condemned the Sewol disaster” (in Korean), Hankook
Ilbo, October 12, 2016, http://bit.ly/2ojdQkA; Yeong-oh Jeong, “Cultural censorship particularly sensitive to Sewol investigations
and satires about the president, says Professor Lee Dong-yeon of K-Arts” (in Korean), Hankook Ilbo, October 23, 2016, http://bit.
ly/2ovz7bf.
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Obstacles to Access
South Korea boasts one of the world’s highest broadband and smartphone penetration rates. The
internet service sector is relatively diverse and open to competition, while the mobile market is
subject to more state influence. Broadcasting and telecommunications activities are regulated by the
Korea Communications Commission (KCC) and the content and ethical standards of such activities
are monitored by the Korea Communications Standards Commission (KCSC). Both commissions are
chaired by presidential appointees.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

2016

a

b

Average connection speeds (Akamai)c
a
b
c

92.7%

2015

89.9%

2016

123%

2011

2015

2011

2017(Q1)

2016(Q1)

83.8%
118%
108%

28.6 Mbps
29.1 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

South Korea is one of the most wired countries in the world, for both usage and connection speed
(see Availability and Ease of Access: Key Indicators).5 Smartphone penetration was at 88 percent in
2015, surpassing other advanced economies in global surveys.6 Taking connected mobile phones,
televisions, and game consoles into consideration, an estimated 97 percent of households had
internet access by 2012.7
Several factors have contributed to the country’s high degree of connectivity. High-speed internet is
relatively affordable, and roughly 70 percent of South Koreans live in cities dominated by multi-story
apartment buildings that can easily be connected to fiber-optic cables.8 The government has also
implemented a series of programs to expand internet access since the 1990s, including subsidies for
low-income groups.9

Matthew Speiser, “The 10 countries with the world’s fastest internet speeds,” Business Insider, May 17, 2015, http://bit.
ly/1Qppsqs.

5

6 Jacob Poushter, “Smartphone ownership and internet usage continues to climb in emerging economies,” Pew Research
Center, February 22, 2016, http://pewrsr.ch/1RX3Iqq.

South Korea has been on the top of the Organisation for Economic Co-operation and Development’s (OECD) list of internet
access rates in 34 member countries since 2000: OECD, “Households with access to the internet in selected OECD countries,”
Key ICT Indicators, July 2012, http://bit.ly/19Xqbzx.

7

8

9

J. C. Herz, “The bandwidth capital of the world,” Wired, August 2002, http://wrd.cm/1f2ENfX.

John D. Sutter, “Why internet connections are fastest in South Korea,” CNN, March 31, 2010, http://cnn.it/1mOyYUT.

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

SOUTH KOREA
Omnipresent and affordable PC bang (“computer rooms”) offer broadband access for approximately
US$1 per hour, and also serve as venues for social interaction and online gaming. Free Wi-Fi is
offered in over 2,000 public spaces across the country, including train stations, airports, libraries,
health centers, and community centers.10 The Ministry of Science, ICT and Future Planning aims to
extend this to 12,000 public hotspots, though no updated figures available in mid-2017.11
There is no significant digital divide with respect to gender or income levels, although differences
persist along generational and professional lines.12

Restrictions on Connectivity
The country’s internet backbone market is oligarchic, with Korea Telecom (KT) as the biggest
provider. KT was founded in 1981 and remained state-owned until privatization in 2002. The network
infrastructure is connected to the international internet predominantly from the southern cities
of Busan and Keoje, through international submarine cables connecting to Japan and China. For
national security reasons, the police and the National Intelligence Service have oversight over the
access points, but the government is not known to implement politically motivated restrictions on
internet or mobile access.13

ICT Market
The telecommunications sector in South Korea is relatively diverse and open to competition, with 95
internet service providers (ISPs) operating as of mid-2016.14 Nevertheless, it is dominated by three
companies: Korea Telecom (41 percent), SK Telecom (25.5 percent), and LG Telecom (17.6 percent).
The same firms also control the country’s mobile service market, with 25 percent, 44 percent, and
19 percent market share, respectively.15 All three companies are publicly traded, but they are part of
the country’s chaebol—large, family-controlled conglomerates connected to the political elite, often
by marriage ties.16 This has given rise to speculation that favoritism was at play in the privatization
process and in the selection of bidders for mobile phone licenses.17 Korea Mobile Internet (KMI), a
consortium of mobile virtual network operators who rent capacity from the main players, made a
sixth attempt to enter the market in 2014. The Ministry of Science, ICT and Future Planning rejected
their bid for a license for failing to meet financial requirements, which a KMI spokesman described

10

Searchable at http://www.wififree.kr/en/service/map_search.jsp.

Ministry of Science, ICT and Future Planning, Public Wi-Fi Free Service, http://bit.ly/1EfmhKz; Inyoung Choi, “Significant
expansion of free public Wi-Fi by 2017” (in Korean), Yonhap News, July 12, 2013, http://bit.ly/1GjEY5O.

11

Ministry of Science, ICT and Future Planning, “The digital divide index, 2010-2015” (in Korean), IT Statistics of Korea, http://
bit.ly/1e2FfNb; Ha-neul Lee, “Widening digital divide a matter of ‘survival’ in the 4th industrial revolution” (in Korean), Money
Today, April 13, 2017, http://bit.ly/2pAGGKS

12

13
14

Interviews with ICT professionals, August 2015.

Korea Internet & Security Agency, “ISP statistics” (in Korean), Infrastructure Statistics, http://bit.ly/1TPRXSz

Ministry of Science, ICT and Future Planning, “Wire and wireless communication service subscribers, as of February 2017”
(in Korean), IT Statistics of Korea: Statistical Resources, http://bit.ly/2nMDcIK

15
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Hyeok-cheol Kwon, “Is Chojoongdong one big family?” (in Korean), Hankyoreh, July 29, 2005, http://bit.ly/1lhqYQM

Hyeon-ah Kim, “KMI criticizes the selection criteria for the 4th mobile operator and issues an open inquiry” (in Korean),
e-Daily, February 18, 2013, http://bit.ly/1fXe7y8
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as “excessively strict.”18 Media reports say KMI and Sejong Telecom, another unsuccessful bidder,
intend to reapply.
Under the stated aim of easing the information asymmetry caused by the effective oligopoly of the
mobile phone market, a law came into effect in October 2014 limiting service carriers’ subsidies for
consumers. However, it ended up hiking up the prices of mobile handsets and subscriptions, leading
to a public furor, and is currently under reconsideration.19

Regulatory Bodies
The Korea Communications Commission (KCC), which is responsible to the president, regulates
the telecommunications and broadcast sectors.20 Its credibility has been marred by politicized
appointments. The president appoints two commissioners, including the chair, while the National
Assembly chooses the remainder. Following the presidential impeachment, four commissioner posts,
including that of the chair, were vacant in June 2017.
The conservative Lee Myung-bak government, which was in power from February 2008 to February
2013, created the five-member KCC in 2008.21 The first KCC chairman, Choi See-joong, was a close
associate of President Lee.22 Choi resigned in 2012 amid bribery scandals, and was later sentenced
to two and a half years in prison and a fine of KRW 600 million (US$540,000) for influence peddling.23
Lee pardoned him at the end of his presidential term.24 In 2013, President Park Geun-hye also named
a close aide, four-term lawmaker Lee Kyeong-jae, to head the KCC.25 He was succeeded by a former
judge, Choi Sung-joon, who completed his term on April 7, 2017.
Other institutions also shape the information and communication technology (ICT) sector. The
Ministry of Science, ICT and Future Planning created by President Park has policy and strategyrelated responsibilities.

Limits on Content
Although South Korean cyberspace is vibrant and creative, there are a number of restrictions on the
free circulation of information and opinions. Technical filtering and administrative deletion of content
is particularly evident. Content that “praises or benefits” communist North Korea or that undermines
the traditional social values of the country is blocked or deleted based on the recommendations of the

Yun-seung Kang, “Gov’t nixes consortium’s application for new mobile carrier license,” Yonhap News, July 24, 2014, http://
bit.ly/1uTA4aR; Min-ki Kim, “Bidders for the position of the 4th mobile operator complain of high opening bid of $260 million”
(in Korean), Yonhap News, January 20, 2014, http://bit.ly/1iy4Pf6
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Kwan-yul Cheon, “The birth of ‘that law’ that everybody hates” (in Korean), SisaIN, October 31, 2014, http://bit.ly/1Elq1vz

Jong Sung Hwang & Sang-Hyun Park, “Republic of Korea,” in Digital Review of Asia Pacific 2009-2010, eds. Shahid Akhtar
and Patricia Arinto, (London: SAGE, 2009), 234–240.

20

The Commission was the result of a merger between the Ministry of Information and Communication and the Korean
Broadcasting Commission, to improve policy coherence between the two sectors.

21

22 Ji-nam Kang, “Who’s who behind Lee Myung-bak: Choi See-joong the appointed chairman of the KCC” (in Korean),
Shindonga 583, 2008, http://bit.ly/1aYiNCd.
23
24

Rahn Kim, “President’s mentor gets prison term,” The Korea Times, September 14, 2012, http://bit.ly/1esLXak
“South Korean president issues controversial pardons,” BBC News, January 29, 2013, http://bbc.in/L3ce7o

“Park appoints former veteran lawmaker as communications commission chief,” Yonhap News, March 24, 2013, http://bit.
ly/1gkauoV.
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Korea Communications Standards Commission. Systematic manipulation of online discussions has also
documented in the past, with several new revelations in the reporting period..

Blocking and Filtering
Service providers systematically block content deemed to violate the law or social norms,
including threats to national security and public morality, primarily on the orders of the Korea
Communications Standards Commission (KCSC).26 The KCSC monitors broadcast and internet
content and issues censorship orders to content hosts or service providers. Noncompliant service
providers face up to two years’ imprisonment or a fine of up to KRW 20 million (US$18,000),
according to Article 73 of the Information and Communications Network Act.
The KCSC’s nine members are appointed by the president and the National Assembly.27 The all-male
commission was led until the end of the reporting period by Park Hyo-chong, a key figure in the
country’s neoconservative movement. The KCSC evaluates online content directly through a team
of in-house monitoring officers, but also considers censorship requests from other agencies and
individuals. Observers criticize the KCSC’s vaguely defined standards and wide discretionary power
to determine what information should be censored, which allow the small number of commissioners
to make politically, socially, and culturally biased judgments, often lacking legal grounds.28
Commissioners meet every two weeks to deliberate, according to one 2013 account.29 In many cases,
the commission blocks entire sites even though only a small portion of posts are considered to be
problematic. In 2016, 157,451 websites or pages were blocked and 35,709 deleted.30
The KCSC does not publish a list of blocked sites, but every quarter it releases the number of
websites or pages blocked under different categories of banned content, including gambling,
illegitimate food and medicine, obscenity, violation of others’ rights, and violation of other laws and
regulations. The last category includes websites containing North Korean propaganda or promoting
reunification, based on Article 7 of the 1948 National Security Act. Article 7 bans content that
“praises, promotes, and glorifies North Korea.”31 Under the Park Geun-hye administration, censorship
requests on national security grounds by the National Security Service (NIS) and the police increased
from 700 in 2013 (2 from NIS and 698 from police) to 1,996 between January and August 2016 (209
from NIS and 1,787 from police). The KSCS was criticized for “rubber-stamping” the requests to have
the content in question blocked or deleted.32

The KCSC is statutorily independent, although its operation is prescribed in a subsection of the Act on the Establishment
and Operation of the Korea Communications Commission.

26

27 Six members are nominated by the president and the parliamentary majority party, while three are nominated by the
opposition. See also Jeong-hwan Lee, “A private organization under the president? The KCSC’s structural irony” (in Korean),
Media Today, September 14, 2011, http://bit.ly/1aYr0GA

Jillian York & Rainey Reitman, “In South Korea, the only thing worse than online censorship is secret online censorship,”
Electronic Frontier Foundation, September 6, 2011, http://bit.ly/1gkiKFw

28

29 Author’s interview with Park Kyung Sin, who served as a commissioner until his resignation in 2014, at the KCSC office,
April 4, 2013.

30 Among those blocked, 73,342 were for “prostitution and obscenity,” 50,072 for “encouraging gambling,” 19,799 for
“illegitimate food and medicine,” 7,641 for “violating others’ rights,” and 6,597 for “violating other laws and regulations.” Among
those deleted, 14,873 were for “illegitimate food and medicine,” 14,694 for “violating other laws and regulations,” 5,021
for “prostitution and obscenity,” 980 for “encouraging gambling,” and 141 for “violating others’ rights.” Statistics published
quarterly by the Korea Communications Standards Commission at http://bit.ly/1iDTDgX (in Korean).
31

OpenNet Initiative, “South Korea,” August 6, 2012, http://bit.ly/19XA93S

Yun Na Yeung Kim, “Requests for censoring content deemed to violate the National Security Act increased 300% during
the four years under Park Geun-hye” (in Korean), Pressian, September 30, 2016, http://bit.ly/2p2EMqf
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A legal amendment to Article 25(2) to the Act of the Establishment and Operation of the Korea
Communications Commission was passed on December 29, 2014, to mandate notifying owners of
censored content.33 Affected users are allowed to challenge the commission’s ruling in principle, but
with no independent avenue for appeal available, only 0.07 percent of cases involving censorship
have resulted in appeal.34
The KCSC has occasionally responded to pressure to reverse censorship orders, however. In March
2015, for example, the commission blocked the entire platform of an adult cartoon service, saying
that part of its content was obscene. The platform argued that the content was provided through an
age-authentication system in compliance with the law. Faced with a public backlash, the commission
withdrew the order after only days.35 British journalist Martyn Williams legally disputed the KCSC’s
blocking of his website North Korea Tech, a media outlet that reports on technology in North Korea,
in April 2016. A year later, on April 21, 2017, the Seoul Administrative Court ruled that the blocking
order was unlawful.36

Content Removal
New information about content removal during elections was published in the past year. Officials
reported having taken down thousands of posts deemed to violate the election law in 2016, when
parliamentary elections were held in April. And a review of some major web platforms’ internal
policies about user searches revealed a lack of transparency surrounding the way lists of trending
search terms are compiled, dating back to the previous elections in 2012.
Some political and social content is subject to removal by service providers based on instructions
from the KCSC and complaints from individuals, other government agencies, and the police. On
receiving a takedown request, the company must hide the content in question for 30 days,37 and
delete it if the owner does not revise it or appeal within that time. “Hundreds of thousands of online
posts get deleted every year by such temporary removal requests, which in effect remove the posts
permanently,” according to the Associated Press.38
Restrictions on political speech surrounding elections are more stringent in South Korea than in
many democracies due to limits prescribed in the 1994 Public Official Election Act. Although a
ban on posting election-related commentary online in the days before the polls was lifted after it
was declared unconstitutional in 2011, content about candidates is still monitored by the National
Election Commission (NEC), which has a remit to correct information published about candidates in
online and offline news stories. Facebook restricted 56 items in the first half of 2016 citing a request
from the NEC, compared to 15 items based on requests from the KCSC and others in the second
half of the year, after the election.39 South Korean officials also sent 73 content removal requests to
Open Net Korea, “The KCSC now mandated to notify affected content owners before and after censorship orders” (in
Korean), January 7, 2015, http://opennet.or.kr/7974

33
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Korean), January 7, 2015, http://opennet.or.kr/7974.
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Martyn Williams, “Court rules in favor of North Korea Tech in blocking dispute,” North Korea Tech, April 24, 2017, http://bit.
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Twitter in the same year, although it is not clear which agency they came from; the company said it
did not comply.40
Official figures confirm that the NEC and its regional branches ordered the removal of 17,101 online
posts violating the election law in 2016, including “unauthorized displays of opinion poll results,”
“distribution of false information,” and “slanders against candidates.”41 The NEC does not expand
on the kind of information included in these categories, but an Associated Press report highlighted
the potential scope for abuse. Before the April 2016 National Assembly election, the NEC ordered
service providers to delete at least 600 online posts that referenced a Newstapa story alleging that
the daughter of conservative candidate Na Kyung-won had received preferential treatment during a
college admissions program for disabled students in 2012, according to the report. Na’s campaign
had complained to the election commission about a factual error in the story which was unrelated to
the allegations.42 NEC content removal figures were not yet available for the May 2017 presidential
election period, though a campaign to combat fake news was reported (see Media, Diversity and
Content Manipulation).
Separately, an audit of the country’s two largest web portals, Naver and Daum, revealed the
existence of internal regulations authorizing staff to alter its public list of real-time search terms
based on requests from government or official agencies. The portals operate search engines and
blog platforms, among other internet services. In the past, both companies maintained that the
most popular search terms were selected automatically by an algorithm.
The Korea Internet Self-governance Organization (KISO), an industry group of major internet firms
of which Naver and Daum are members, conducted the audit at Naver’s request to investigate
allegations that companies were complicit in the content manipulation scandal surrounding the
2012 presidential election (see Media, Diversity, and Content Manipulation). The rule on altering
search terms was implemented in the lead-up to that election, according to the audit, which was
published in December 2016. After the audit was released, the companies acknowledged that such a
rule was in place.
Yet the report found that Naver routinely removes search terms from its public lists without
oversight, some based on requests from users, companies, and educational institutions, and some
without a clear reason. The KISO reported that Naver removed 1,408 popular search terms from
the real-time rankings between January and May 2016, amounting to an average of nine per day.43
Naver said this enabled the company to comply with requests from law enforcement, such as
keeping the names of criminal suspects off the list. But observers said the lack of transparency over
the process, coupled with the fact that the companies had agreed to allow political influence over
content that affects the public’s perception of popularity—and did so during an election year—were
cause for concern.

40

Twitter Transparency Report: Removal Requests, https://transparency.twitter.com/en/removal-requests.html

People’s Solidarity for Participatory Democracy (PSPD), “Online campaigning permitted? The NEC’s crackdown continues”
(in Korean), OhmyNews, October 6, 2016, http://bit.ly/2dIPA6Z
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Companies are known to proactively delete content that they judge to potentially violate the
law, even without a complaint, to avoid legal liability. Under Article 44(3) of the Information and
Communications Network Act, intermediaries are encouraged to monitor and carry out proactive
30-day takedowns of problematic content.44 Companies who can demonstrate proactive efforts
to regulate content would be favorably considered by the courts, while those who do not are
potentially liable for illegal content posted on their platforms by users.45
During the coverage period of this report, politicians sought to make this arrangement more
explicit for companies that host video online. In October 2016, conservative lawmakers proposed
an amendment to the Information and Communications Network Act to regulate internet video
streaming services more like broadcast media under the definition “audiovisual media services” used
in the European Union.46 The amended Act could hold domestic platform operators accountable for
obscene and other illegal content posted by users.
Article 17 of the Children and Youth Protection Act places responsibility for removing child
pornography on online service providers, with possible penalties of up to three years’ imprisonment
or fines of up to KRW 20 million. In 2015, the CEO of KakaoTalk, the country’s most popular mobile
messaging application, was charged under this Article because underage users had shared explicit
images of themselves on the service. Critics alleged that this charge was punishment for “refusing
to curb users’ opinions critical of the government.”47 Public prosecutors had met with several
companies in 2014, including KakaoTalk, to discuss how to curb rumors in the wake of the Sewol
ferry disaster, which the government was accused of mishandling (see Surveillance, Privacy, and
Anonymity).48 The CEO left the company and the case was on hold in 2017, pending a constitutional
review of Article 17.
The legal grounds for takedown requests have expanded in recent years. An antiterrorism law
passed in March 2016 granted the National Intelligence Service (NIS) the power to order the
removal of any online content during terrorism investigations (see Surveillance, Privacy, and
Anonymity). The KCSC separately amended its regulations in December 2015 to accept takedown
requests from third parties based on perceived defamation of other people, despite opposition from
civil society groups.49

Media, Diversity, and Content Manipulation
Onerous registration requirements for online news agencies were struck down during the reporting
period, though freedom for the digital news media could be undermined by emergent attempts to
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bit.ly/1WmvGOS.
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curb fake news. Revelations continued to unfold in the manipulation scandal surrounding former
President Park’s election in 2012.
South Korea’s overall media environment is partly restricted,50 and activist media outlets have
developed online in part to challenge those restrictions.51 Newstapa, a user-funded investigative
journalism platform, has accumulated more than 40,000 regular donors and 74 million views on its
YouTube channel since it launched in 2012.52 It was a leading source of information on the election
manipulation scandal in 2013,53 and one of the first to allege systemic corruption and negligence
behind the sinking of Ferry Sewol in 2014, a disaster that resulted in 304 deaths.
The National Police Agency announced a crackdown on “fake news,” especially in the context of
the May 2017 presidential election. In February, Chief Lee Cheol-seong said a special unit would
investigate malicious cases of fraudulent news, and less serious cases would be censored in
cooperation with the KCSC and the NEC.54 While there were no reports that legitimate content was
suppressed, the crackdown established government agencies as the arbiters of whether online
information is true or false.
In March, police said they had investigated 40 cases of news reports they said were fake, and that
19 of them, including one implying U.S. President Donald Trump had snubbed South Korea’s liberal
opposition, had been blocked or deleted.55 Others remained under investigation, including one
that said 80 percent of the population was against President Park’s impeachment. Police were also
investigating Park supporters for distributing printed copies of misleading online media reports
before she was forced out.
Officials have used the premise that their critics are spreading false content to try to limit online
speech in the past. In 2013, for example, the KCC warned Newstapa and a handful of other
independent news websites, calling their work “pseudo journalism.”56 Separately, a month after the
Sewol ferry disaster, conservative legislator Han Sun-kyo proposed a legal amendment to punish
rumormongering on social media “in times of disaster” with up to five years in prison or up to KRW
50 million (US$45,000) in fines, although the proposal expired in May 2016.

Freedom House, “South Korea,” Freedom of the Press, 2016, http://bit.ly/2pitqeH; Haeryun Kang, “Journalism without
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50

51 Many developed after 2012, when journalists launched a series of strikes against government interference for the first time
since the country’s transition to democratic rule in 1987. See, “No news is bad news: Reporters complain of being muzzled,” The
Economist, March 3, 2012, http://econ.st/1mPL1kL
52

Newstapa’s YouTube page, accessed March 2016, http://www.youtube.com/user/newstapa.

Newstapa, “South Korea spy agency’s illegal campaigning on SNS” (in Korean), YouTube video, 15:34, January 6, 2014,
http://bit.ly/1gVTjap; Yoo Eun Lee, “South Korean authorities discredit dissenting voices as ‘not-real’ news,” Global Voices,
January 2, 2014, http://bit.ly/1cpE2sy
53

54 Yonhap News, “Fake news, to be investigated if willful and repeated; otherwise to be blocked or deleted” (in Korean),
Yonhap News, February 13, http://bit.ly/2p2EfE8
55

Yonhap News, “Police crack down on fake news”, Yonhap News, March 13, 2017, http://bit.ly/2pqxed0.

Yoo Eun Lee, “South Korean authorities discredit dissenting voices as ‘not-real’ news,” Global Voices, January 2, 2014,
http://bit.ly/1cpE2sy

56

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

SOUTH KOREA
In a positive development, other legal measures restricting the digital media market were struck
down during the coverage period of this report. In 2015, an amendment to the Newspaper Act
stipulated that an online news agency must have more than five regular employees to be eligible
to register, as part of a crackdown on “substandard” internet media.57 All news organizations are
required to register, and failure to do so is subject to up to one year of imprisonment or fines up to
KRW 20 million (US$ 18,000), according to the Act. The Korea Press Foundation estimated that this
could cause at least one third of existing agencies to close down, including most citizen journalism
sites.58 However, the Constitutional Court ruled the amendment unconstitutional in October 2016.59
Former President Park Geun-hye’s administration was overshadowed by an investigation into
the politicized manipulation of online comments by intelligence agents to aid her victory in the
December 2012 election. Park Geun-hye denies ordering or benefiting from election manipulation.60
Though she was ultimately impeached for other reasons, there were further revelations about the
scandal in 2017.
Opposition lawmakers first accused a National Intelligence Service (NIS) agent of manipulating
different online accounts to discredit opponents of then-candidate Park in December 2012. Police
initially cleared the agent,61 but in 2013, prosecutors indicted former NIS director Won Sei-hoon
on charge of authorizing agents to post thousands of online comments and 1.2 million tweets
characterizing members of the political opposition as sympathizers of North Korea.62 Won and his
successor, Nam Jae-joon, admitted having refuted North Korean propaganda in online forums, but
denied political motives.63 In 2013, the Defense Ministry’s cyber command unit, launched in 2010 to
“combat psychological warfare in cyberspace,” stated that some officials had posted inappropriate
political content online during the same period, but without the knowledge of the unit heads. Like
Won Sei-hoon, they denied the more serious charge of election meddling.64 A case against the
officials is being heard in the Seoul High Court.65
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accused of political meddling,” The New York Times, December 19, 2013, http://nyti.ms/1ohP89w
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In 2014, the Seoul Central District Court gave Won a suspended sentence under a law that bars
intelligence officials from political activity, but acquitted him of trying to sway the election.66 Both
sides appealed. The Seoul High Court sentenced Won to three years in jail,67 but the Supreme Court
granted him a retrial in July 2015.68 Two years later, in August 2017, the High Court sentenced him to
4 years in prison for election interference.
In the past year, investigations into the corruption allegations revealed that efforts to interfere
with online discussions continued even after the 2012 presidential election under the oversight of
Park’s long-time top aid Kim Ki-choon, who has been popularly described as her “puppet master”.69
Jinbonet, a civil society organization specializing in human rights and the internet, published
handwritten notes from staffers that revealed Kim’s efforts to steer online discussions on various
issues throughout Park’s presidency, including the forced dissolution of a left-wing party in 2013,
the Sewol ferry accident in 2014, and the delegalization of a teachers’ union in 2014.70
The 2016 presidential scandal also led to the publication of a government blacklist comprising
almost 10,000 artists, writers, and other cultural practitioners, active online and offline.71 Those on
the list were defunded and professionally disadvantaged for satirizing or being critical of President
Park. The president office was also alleged to have ordered major conglomerates to provide 2.2
million dollars’ worth of funds for 38 right-wing groups between 2013 and 2015, including some
web-based ones.72
Separately in April 2017, a civilian whistleblower who had been part of the NIS’s online manipulation
operation disclosed that the operation went back to the Lee Myung-bak administration. He said that
he was paid US$450–540 per month for posting progovernment comments on various web forums
between 2008 and 2009.73

Digital Activism
South Koreans have long embraced online technology for civic engagement and political mobilization. The coverage period witnessed one of the most historic examples of this. In response to corruption allegations that broke out against then-President Park Geun-hye in October 2016, hundreds
of thousands of citizens mobilized themselves to pressure the legislative and judicial branches of the
66 Sang-Hun Choe, “Former South Korean spy chief convicted in online campaign against liberals,” The New York Times,
September 11, 2014, http://nyti.ms/1qCE6xW
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Ju-min Park, “South Korea court orders retrial of ex-spy chief in vote-meddling case,” Reuters, July 16, 2015, http://reut.
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comments’ case to a higher court” (in Korean), Nocut News, January 1, 2017, http://bit.ly/2pC5GS3
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government to bring the president and those involved to justice. On this occasion, the will of citizens, expressed through social media alongside a sustained series of mass candlelight rallies offline,
successfully led the more conservative mainstream media and legislators to endorse the removal of
the president.74

Violations of User Rights
Labor activists and others are subject to prosecution for online speech. Officials were accused of using
digital tools to spy on human rights defenders and gay soldiers. However, the Supreme Court ruled that
investigative agencies may not make repeat requests for communications data under a single warrant.

Legal Environment
The South Korean constitution guarantees freedom of speech, the press, assembly, and association
to all citizens, but it also enables restrictions, stating “neither speech nor the press may violate the
honor or rights of other persons nor undermine public morals or social ethics.” South Korea has an
independent judiciary and a national human rights commission that have made decisions upholding
freedom of expression. Nevertheless, the prosecution of individuals for online activities has a chilling
effect, generating international criticism (see Prosecutions and Detentions for Online Activities).
Several laws restrict freedom of expression in traditional media as well as online. The 1948 National
Security Act allows prison sentences of up to seven years for praising or expressing sympathy with
the North Korean regime. In 2010, the Ministry of Unification issued a notice reminding citizens
that the 1990 Act on Exchanges and Collaboration between South and North Koreas applies to
online communications as well as offline,75 and that any active engagement with websites or pages
maintained by people of North Korea must be reported to the government in advance.76 Anyone
failing to do so may face a fine of up to KRW one million (US$900).
Defamation, including written libel and spoken slander, is a criminal offense in South Korea,
punishable by up to five years’ imprisonment or a fine of up to KRW 10 million (US$9,000),
regardless of the truth of the contested statement. Insult charges, which unlike defamation offenses
must be instigated directly by a complainant, are punishable by a maximum KRW two million
(US$1,800) fine or a prison sentence of up to one year. Defamation committed via ICTs draws even
heavier penalties—seven years in prison or fines of up to KRW 50 million (US$45,000)—under
the 2005 Information and Communications Network Act, which cites the faster speed and wider
audience of online communication as a basis for the harsher sentencing.77
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Despite a nine-day filibuster by 38 opposition legislators, a draconian antiterrorism law (Act on
Anti-Terrorism for the Protection of Citizens and Public Security) was passed in the 19th National
Assembly in March 2016, 14 years after it was first proposed (see Surveillance, Privacy, and
Anonymity).
The 20th National Assembly began on May 30, 2016, with the conservative party lacking a
parliamentary majority for the first time since 2004. On the same day, all 122 conservative legislators
united to propose a National Cybersecurity Act. Civil society groups condemned the proposal,
saying it is an extension of the antiterrorism law and will further the powers of the National
Intelligence Service by allowing for digital surveillance over civilians.78 Following the impeachment of
Park Geun-hye, Acting President Hwang Kyo-ahn proposed an almost identical bill on December 27,
2016. Both remained under consideration in mid-2017.

Prosecutions and Detentions for Online Activities
Prosecutions for online activity increased under President Park Geun-hye. National security arrests
increased 19 percent and detentions 37.5 percent during her first year in power.79 Between 2012 and
2014, 104 people were convicted for violation of the National Security Act in cyberspace.80
Some of these cases involve legitimate speech. In one recent example, police arrested 67-year-old
labor activist Lee Jin-young in January 2017 for the online distribution of Marxist-themed literature,
which was deemed to “benefit the enemy.” His posts calling on fellow members of the Korean
Railway Workers Union to go on strike in 2013 were considered to be part of the offense.81 He was
reportedly held in solitary confinement, and faced up to seven years in prison. Amnesty International
and other human rights advocates called for his release.82 He was cleared of the charge in July 2017.
The number of online defamation cases increased from 3,610 prosecutions and complaints in 2007
to 9,372 in 2015 and 6,137 in the first half of 2016.83 These include offenses committed in private
KakaoTalk messenger chats, based on complaints from others in the same chat.84

Surveillance, Privacy, and Anonymity
During the coverage period of this report, the Supreme Court ruled that investigative agencies
may not make repeat requests for communications data under a single warrant. In a less positive
development, police and military officials were accused of joining communications apps to spy on
human rights activists and gay soldiers, respectively.
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In April 2017, it was reported that the country’s army chief, General Jang Jun-kyu, ordered a
nationwide “hunt” to out and prosecute gay personnel.85 Reportedly initiated by a video that a
soldier posted on social media showing him having sex with another soldier, the investigation
expanded to about 50 soldiers, 20 of whom face charges under Article 92 of the Military Criminal
Act. Article 92 characterizes homosexual activity as a “sexual harassment crime,” even off duty and
away from military premises; the Constitutional Court upheld it in 2002 and 2011. South Korea
maintains compulsory conscription, and conscientious objectors are sentenced to 18 months in
prison.86 As part of the investigation, army officials seized soldiers’ mobile phones without a warrant
to retrieve messenger histories, and signed up for gay dating applications to identify more potential
suspects. On May 24, 2017, an officer was sentenced to six months in prison for having had
consensual sex with another soldier while off duty.
Labor activists were also subject to apparent surveillance. When farmer and activist Baek Nam-gi
died on September 25, 2016, after sustaining injuries caused by police water cannons on November
14, 2015,87 many students and human rights activists staged a sit-in protest. A member of Youth Left,
a university student organization, identified a number known to belong to a police officer being
used by someone posing as a group member in the organization’s closed Telegram chatroom.88
Many users originally switched to Telegram, a Germany-based messaging service that advertises
encrypted connections, after the domestic messenger app KakaoTalk became associated with state
monitoring. But in a positive step on October 13, 2016, the Supreme Court ruled that the practice
of investigative agencies making repeat requests for communications data under one warrant is
illegal.89 Lower courts had previously sanctioned ongoing monitoring of suspects in a practice that
media reports dubbed “KakaoTalk monitoring.”
Activists have accused government officials of surveilling them on KakaoTalk, and the company
appeared to be facing unusual government pressure to comply with data requests prior to the
Supreme Court judgment. In 2014, Jung Jinwoo, a vice representative of the Labor Party charged
with “causing public unrest” during a protest over the Sewol ferry incident, said prosecutors had
accessed two months’ worth of his private KakaoTalk conversations, along with the personal details
of his 3,000 contacts, as part of the investigation.90 Yong Hye-in, who initiated a silence protest in
support of Sewol victims, was another target.91
The company initially dismissed public concern about this cooperation, and hundreds of thousands
of users switched to foreign providers perceived to be beyond the influence of the South Korean
85 Bryan Harris, “S Korea army chief accused of ordering probe to out gay personnel,” The Financial Times, April 13, 2017,
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government.92 Then-KakaoTalk CEO Lee Sir-goo vowed to reject future data requests, even those
with warrants,93 but the company said it would resume complying in October 2015. In November,
Lee stepped down to face criminal charges for failing to prevent teenagers from sharing explicit
photos of themselves on the service. Since holding a CEO personally liable for user activity is
unprecedented in South Korea, critics suspected that the real goal was “to punish him for resisting
government surveillance efforts” (see Content Removal).94
Some government agencies may possess more technology that enables them to spy on internet
users. In July 2015, leaked documents from the Italian company Hacking Team indicated that the
National Intelligence Service (NIS), the country’s chief spy agency, purchased surveillance software
to monitor digital activity, especially on domestic mobile devices and KakaoTalk.95 The agency
acknowledged purchase of the software ahead of the 2012 presidential election, but said it was
only used to analyze material related to North Korea. An investigation into possible misuse of the
equipment was dropped after a senior intelligence agent was found dead in an apparent suicide,
leaving a note denying that his team had ever used spyware on citizens.96
An antiterrorism law passed in March 2016 strengthened NIS powers to undermine individual
privacy.97 The law enables the agency to access individuals’ travel records, financial records,
private communications, location data, and any other personal information to advance terrorism
investigations, on suspicion alone and without judicial oversight (Article 9). It also allows it to have
any items of expression removed, both online and offline, without judicial oversight (Article 12).98
Court-issued warrants are otherwise required for investigative agencies to access the content
of private communications. However, service providers may “choose” to surrender individuals’
metadata to the NIS and other investigative agencies without a warrant under Article 83(3) of the
Telecommunications Business Act.99 An amendment to Article 16 of the Presidential Enforcement
Decree of the Network Act, effective from August 2015, shortened the legally permitted period for
retaining users’ personal data from three years to one year.
There is limited transparency surrounding official requests for communications data. Service
providers have a legal duty to inform the targets, but have been criticized for failing to fulfill
it.100 Government critics have been particularly vulnerable to undisclosed privacy violations. In
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2016, environment activist Lee Heon-seok, civil rights lawyer Yoon Jiyoung, and labor union
representatives Park Byeong-woo and Kwak Yi-kyung were among dozens to discover after the fact
that they had been the subjects of government requests to mobile carriers, though they were not
under arrest or formal investigation at the time. The NIS and police retrieved Park’s metadata ten
times within four months and Kwak’s 17 times over a year.101
The government publishes the number of times data was provided to investigative agencies based
on these requests, but user rights advocates say the figures may be misleading, since one request
can affect many individuals over a long period of time.102 According to an official press release,
service providers fulfilled 574,768 requests for metadata in the first half of 2016, an increase
of 14,741 over the same period in 2015. Requests to access the logs of private communications
decreased from 150,880 to 145,467, while requests for private communications content declined
from 203 to 165.103 Metadata in this context reveal information about the subscriber, while logs
document what they did or who they spoke to.
There are some limits on anonymous communication, although a problematic “internet real-name
system” was largely dismantled in 2012. First adopted in a 2004 amendment to the Public Official
Election Act,104 the system required users to submit Resident Registration Numbers (RRNs) to join
and contribute to major websites. An RRN is a 13-digit number uniquely assigned at birth. In 2007,
the system was applied to any website with more than 100,000 visitors per day under Article 44(5)
of the Information and Communications Network Act. The Constitutional Court ruled Article 44(5)
unconstitutional in 2012, citing privacy vulnerabilities from cyberattacks among other factors.105
Under 2013 amendments to the Personal Information Protection Act, website administrators are
prohibited from collecting RRNs, and failure to protect an individual’s RRN is punishable by fines of
up to KRW 500 million (US$450,000).106
Mobile service providers still require users to provide their RRNs, and some other registration
requirements remain in place. In 2015, the Constitutional Court upheld clauses of the Public Official
Election Act requiring people to verify their real names before commenting online during election
periods (22 days before a presidential election and 13 days before a general election).107 Other
laws, such as the Children and Youth Protection Act, the Game Industry Promotion Act, and the
Telecommunications Business Act, separately require internet users to verify their identities.108 The
KCC is exploring other online identity verification methods besides RRNs to comply with these laws.
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Intimidation and Violence
There have been no reports of physical violence against online users in South Korea. In the past year,
however, women reported being harassed in retaliation for expressing support for feminist causes
online.
The intimidation followed the murder of a woman near Gangnam Station in Seoul in May 2016,
which sparked intense online debate about gender-based discrimination and violence in South
Korea.109 Women reported receiving intimidating comments in reprisal for sharing empowering
messages on social media.110 A Facebook page set up to commemorate the murder victim was
switched to private after Facebook Korea warned the administrators that it had been brought to
their attention that the page violated community standards. The administrators, including student
Lee Jiwon, reported receiving abuse from other Facebook users.111
In August 2016, the online game company Nexon fired voice actress Kim Jayeon after she published
a photo of herself on Twitter wearing a T-shirt with the slogan “Girls do not need a prince.” The
image prompted a backlash from male gamers, and many responded with comments that observers
characterized as misogynic. Nexon told the BBC it had replaced the actress in order to “[recognize]
the voices” of those who complained, and said the company did not agree with the T-shirt, which
was being sold to fundraise for a “radical” feminist group.112 Digital artists who pledged support for
Kim were also subject to a boycott organized by men’s rights advocates.113

Technical Attacks
Government critics are not known to be subject to targeted cyberattacks in South Korea, though the
special prosecution team investigating the presidential corruption scandal was attacked by hackers
in January 2017. The attacks originated from abroad and were suspected to represent an attempt to
interfere in the investigation. No significant damage was reported.114
Reported violations of electronic data tripled between 2010 and 2013, from 54,832 incidents to
177,736, but decreased to 98,210 in 2016, according to official statistics.115 Local officials alleged that
the North Korean government was behind cyberattacks on major banks and broadcasting stations
in March 2013,116 on nuclear power plants in December 2014,117 and an attack which seized control
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of a large university hospital network for 8 months in 2015,118 among many other incidents, which
highlight vulnerabilities in the country’s ICT infrastructure.119

Chang-wook Kang, “North Korea’s remote controlling over the entire network of a large university hospital in Seoul goes
unnoticed for 8 months” (in Korea), Kukmin Ilbo, August 13, 2015, http://bit.ly/1RMH2XU.

118

Ju-min Park & Jack Kim, “South Korea says suspects North Korea may have attempted cyber attacks,” Reuters, January 26,
2016, http://reut.rs/1QBm7rW.
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Sri Lanka
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

14

13

Limits on Content (0-35)

12

12

Violations of User Rights (0-40)

18

18

TOTAL* ( 0-100 )

44

43

Population:

21.2 million

Internet Penetration 2016 (ITU):

32.1 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

No

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Internet penetration continued to improve under the national unity government (see
Availability and Ease of Access).

•

A news website was reported to have been blocked by the Telecommunications
Regulatory Commission after complaints from the Ministry of Justice and Ministry of
Mass Media (see Blocking and Filtering).

•

Officials raised the need to introduce laws to regulate news websites and curb hate
speech (see Media, Diversity, and Content Manipulation).
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Introduction
Internet freedom continued to improve in 2017, albeit incrementally and not without significant
problems. Two-and-a-half years after the defeat of Mahinda Rajapaksa in the January 2015 presidential election, arrests and attacks for online activities have significantly declined, and internet penetration has increased. There remains considerable scope for policy reform in order to guarantee
internet freedom and improve internet governance.1
Mahinda Rajapaska remains active in politics,2 opposing the constitutional reform process, and
accusing current President Maithripala Sirisena of betraying the country’s hard-fought May 2009
victory in a war against the Liberation Tigers of Tamil Eelam (L.T.T.E) that lasted three decades.3 He
still commands substantial support, despite facing a spate of investigations into corruption and
abductions.4
The government ordered a block on one website during the coverage period of this report, though
all others targeted by the previous government continue to be accessible. While digital activism
increased significantly in the lead up to the last presidential and parliamentary elections, more
mobilization and engagement is needed to sustain momentum behind key reform processes and
seek redress for the many victims of past abuses. At the end of the coverage period of this report,
the constitutional reform process was moving slowly and without input from the citizenry. Moreover, much-needed transitional justice measures proposed by the government have stalled. After
right to information (RTI) legislation was finally enacted, the RTI Commission received over 300 applications in the first week of operation, many seeking information on land seizures and enforced
disappearances.5
Hate speech—both online and offline—is a pressing concern, and senior ministers have commented
on the need to curb content that promotes ethnic hatred and potentially incites violence. The government approved a new counter-terrorism framework, which is intended to replace the draconian
Prevention of Terrorism Act (PTA) formerly used to imprison web journalists. Sri Lanka reportedly
agreed to revoking the PTA, introducing a National Human Rights Action Plan, and expediting the
cases of remaining detainees, among other conditions, to regain access to European markets.6 But
human rights activists and legal scholars say the new antiterror framework contains troubling proviTaylor Dibbert, “Looking at Media Freedom in Sri Lanka”, The Huffington Post, August 3, 2016, http://www.huffingtonpost.
com/taylor-dibbert/looking-at-media-freedom_b_11315120.html

1

2 “Mahinda hints he may contest for Prime Minister at next election”, Colombo Gazette, June 18, 2016, http://
colombogazette.com/2016/06/18/mahinda-hints-he-may-contest-for-prime-minister-at-next-election/

3 “Mahinda Rajapaksa says he will oppose Sri Lanka’s new Constitution”, The Economic Times, January 28th, 2017, http://
economictimes.indiatimes.com/news/international/world-news/mahinda-rajapaksa-says-he-will-oppose-sri-lankas-newconstitution/articleshow/56829493.cms

“Ex-leader’s brother ‘led death squad’ in Sri Lanka”, Al Jazeera, March 20, 2017, http://www.aljazeera.com/news/2017/03/
leader-brother-led-death-squad-sri-lanka-170320151120965.html

4

5 Though operating without adequate resources, the Commission reported a successful first three months in May 2017. “10
days of RTI in Sri Lanka”, RTIWire, February 13, 2017, http://rtiwire.com/one-week-of-rti-in-sri-lanka/; ” RTI Commission of
Sri Lanka Concludes Several Appeal Hearings, More On The Way”, RTI Sri Lanka, May 30, 2017, https://www.rti.gov.lk/media/
news/142-rti-commission-of-sri-lanka-concludes-several-appeal-hearings-more-on-the-way

6 The EU denied imposing these specific conditions, and said the recommendation to grant Sri Lanka GSP Plus status
was made in response to the country’s commitment to ratify and implement 27 international conventions. GSP Plus status
is granted to promote trade with developing countries that have met human rights and other obligations. “EU links human
rights to trade: 58 conditions for GSP Plus”, The Sunday Times, May 8, 2016, http://www.sundaytimes.lk/160508/news/eu-linkshuman-rights-to-trade-58-conditions-for-gsp-plus-193327.html; Chamikara Weerasinghe, “Recommendation of GSP+ to Sri
Lanka: EU denies laying down any conditions”, Daily News, January 18, 2017, http://dailynews.lk/2017/01/18/local/105034/
recommendation-gsp-sri-lanka-eu-denies-laying-down-any-conditions
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sions that could limit freedom of expression if passed into law. Draft legislation to establish a media
council also sparked concerns about the extent to which such a council would operate in an independent and fair manner.

Obstacles to Access
Internet penetration in Sri Lanka has continually to increased, although recent tax hikes have hit telecommunications providers and their customers. Moreover, an increasing segment of the population
has turned to smartphones in order to access the web. According to the Department of Census and
Statistics, Sri Lanka’s digital literacy rate increased from 20 percent in 2009 to 25 percent in 2014. Regulatory reform is needed to ensure independence and transparency, as Sri Lanka’s Telecommunications
Regulatory Commission (TRC) continues to operate under the authority of President Sirisena, with his
permanent secretary as its chairman.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

a

32.1%

2011

15.0%

2015

113%

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

2011

2017(Q1)

2016(Q1)

30.0%
118%
88%

8.5 Mbps

5.4 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Internet penetration is imporoving (see “Key Access Indicators”). However, the government increased a number of different taxation rates and levies on telecommunications services during the
coverage period.7 Combining the new, higher rates, customers now pay a total tax rate of 50 percent
on voice and value added services, while mobile and fixed broadband data services are taxed at 32
percent.8 The tax increase resulted in higher prices for consumers and reportedly affected the financial performance of certain telecommunications companies.9
Despite this, demand remained resilient with a steady rise in both mobile and mobile broadband
subscriptions during the coverage period.10 The TRC reported 17 percent mobile broadband pene-

“Telecommunication sector continues to be tax magnet”, Daily Mirror, November 11, 2016, http://www.dailymirror.lk/article/
Telecommunication-sector-continues-to-be-tax-magnet--119006.html

7

8

Tax, Dialog.lk, https://www.dialog.lk/tax, accessed on May 10, 2017

Jithendra Antonio, “Taxing a nation’s talk time – Sri Lankans to pay over 49% tax via telcos with new VAT increase”, DailyFT,
Ocotober 3, 2016, http://www.ft.lk/article/571131/Taxing-a-nation%E2%80%99s-talk-time-%E2%80%93-Sri-Lankans-to-payover-49--tax-via-telcos-with-new-VAT-increase
9

Bulletin – Central Bank of Sri Lanka, Volume 66, Number 11, November 2016, http://www.cbsl.gov.lk/pics_n_docs/10_pub/_
docs/statistics/monthly_bulletin/Monthly_Bulletin_2016/bulletin_november_16e.pdf, p. 9

10
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tration in September 2016.11 Smartphone penetration stood at 36 percent in early 2017, according to
the Minister of Telecommunication and Digital Infrastructure,12 up from about 20 percent in 2014.13
Technology company Huawei described Sri Lanka as the fastest growing smartphone market in
South Asia in 2015,14 and continued to report growth during the coverage period.15 The 2016 census
documented an overall drop in computer acquisition rates, from 24 percent in 2015 to 23 percent in
2016.16 Officials speculate that the increasing acquisition of smartphones and tablet devices could be
contributing to the drop.17
Speed and connection quality are improving incrementally, and are expected to progress further in
the next few years. A new BBG cable is expected to boost Sri Lanka’s throughput to an impressive
6.4 Tbps, meaning internet speeds could be up to six times faster (see “Restrictions on Connectivity”).18 ISPs like SLT offer “ultra speed fibre optic broadband” using FTTx technology, which reportedly
offers speeds of up to 100 Mbps.19
Low digital literacy represents a major barrier to ICT use. Although Sri Lanka’s literacy rate is approximately 91 percent,20 only 27 percent of the population was comfortable using computers in 2016
(29 percent of men and 26 percent of women), according to census data.21 However, digital literacy
is increasing year-on-year, with computer skills gained either during school or university; young
people were more likely to use computers.22 Compared to urban areas, however, rural and Up-Country Tamil communities have a significantly lower digital literacy, primarily due to the high cost of
personal computers that limits access for lower-income families.23 Schools with digital facilities lack
corresponding literacy programs, though in January 2017, the Ministry of Education inaugurated the
country’s first “cloud smart classroom,” a pilot project for digital interactive learning.24 For a number
Statistics – Telecommunications Regulatory Commission of Sri Lanka, http://www.trc.gov.lk/2014-05-13-03-56-46/statistics.
html, accessed on March 25th, 2017

11

Lalin Fernandopulle, “Google project in the balance”, Sunday Observer, February 17, 2017, http://www.sundayobserver.
lk/2017/02/19/business/google-project-balance

12

“Sri Lanka’s mobile phone shipments reached 1mn units in 3Q: Smart phone shipments up 100 pct: Report”, LBO,
December 25, 2014

13

“Sri Lanka, one of the fastest growing markets in South Asia”, News.lk, October 1st, 2015, http://www.news.lk/news/srilanka/item/10045-sri-lanka-one-of-the-fastest-growing-markets-in-south-asia

14

“Huawei market share surpasses 30% in Sri Lanka – GfK report”, LBO, November 15, 2016, http://www.lankabusinessonline.
com/huawei-market-share-surpasses-30-in-sri-lanka-gfk-report/

15

Computer Literacy Statistics – 2016, Department of Census and Statistics, January – June 2016, http://www.statistics.gov.lk/
education/ComputerLiteracy/ComputerLiteracy-2016Q1-Q2-final.pdf

16

Chandeepa Wettasinghe, “Computer ownership falls as usage of smartphones, tabs gain”, Mirror Business, April 4, 2017,
http://www.dailymirror.lk/article/Sri-Lanka-computer-ownership-falls-as-usage-of-smartphones-tabs-gains--126727.html

17

Mahesh De Andrado, “A Visit to Dialog’s BBG Submarine Cable Landing Station”, README, August 29, 2016, http://www.
readme.lk/visit-dialog-bbg-cable-station/

18
19

20

Smartline (FTTx) – Packages, SLT, http://www.slt.lk/en/personal/broadband/ftth/packages, accessed May 8, 2017
UNICEF, “Sri Lanka Statistics,” accessed July 2013, http://www.unicef.org/infobycountry/sri_lanka_statistics.html

Computer Literacy Statistics – 2016, Department of Census and Statistics, January – June 2016, http://www.statistics.gov.lk/
education/ComputerLiteracy/ComputerLiteracy-2016Q1-Q2-final.pdf
21

22 Digital literacy rates declined by age group (60 percent for ages 15-19; 53 percent for ages 20-24; 44 percent for ages 2529; 27 percent for ages 35-39 and 19 percent for ages 40-49).Computer Literacy Statistics – 2015, Department of Census and
Statistics, January – June 2015, http://www.statistics.gov.lk/samplesurvey/ComputerLiteracy-2015Q1-Q2-final%20.pdf

The historically marginalized Up-country or Malaiyaha Tamil communities trace their roots to Tamil Nadu
and are concentrated in the Central, Uva, Sabaragamuwa and Southern Provinces. The Citizenship Acts of 1948-9
made the communities stateless and denied their civil and political rights. See “Sri Lanka - Tamils”, Minority Rights
Group International, http://minorityrights.org/minorities/tamils/; Final Report of the Consultation Task Force on
Reconciliation Mechanisms, Inclusion of the Malaiyaha Makkal, 346-350, November 2016, https://drive.google.com/
open?id=0Bxbk4wYolphwRTZETF9fM1JBUEk.
23

“Sri Lanka launches first ‘cloud smart classroom’, DailyFT, January 16, 2017, http://www.ft.lk/article/591574/Sri-Lankalaunches-first--cloud-smart-classroom-

24
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of years now, the Information Communications and Technology Agency (ICTA) has promoted digital
literacy in rural areas by establishing community-based e-libraries and e-learning centers,25 though
some local journalists criticized aspects of the initiative in the past.26 Digital literacy dropped marginally in urban areas in 2016 (to 38 percent from 40 percent in 2015) and appeared to be increasing in
rural areas and among Up-Country communities, though those rates remained comparatively low at
26 percent and 10 percent respectively.
Other factors perpetuate a digital divide between urban and rural areas. Internet service and usage
has been stronger in the Western Province, the most-populated of the country’s nine provinces,27
due to the infrastructure concentration that supports Colombo, the commercial capital, and other
urbanized areas. The civil war caused severe lags in infrastructure development for the Northern
and Eastern Provinces. Since the end of war, development has been slow in the region and largely
focussed on road construction.28 Despite the lack of substantive development across key sectors,
telecommunications infrastructure has expanded and internet usage has grown year-on-year. For
example, census data identified heavy internet usage in post-war minority districts in 2011 and 2012,
citing Vavuniya in the Northern Province as the district with the country’s highest household internet
usage.29 In 2016, this encouraging trend continued. Vavuniya had the country’s second highest rate
of internet usage in the country (almost 23 percent).30
The incumbent government is also working to expand coverage, and has committed to a substantial
investment in digital infrastructure projects.31 Providing free internet access was a key campaign
promise of President Sirisena and the government had pledged to provide WiFi access to over 2,000
public locations by the end of 2016.32 By March 2017, there were 511 hotspots serving 127,890 users around the country, according to the Public WiFi Initiative, which is implemented by the ICTA,33
though experts voiced concerns about the speed and quality of service in some locations.34
Private companies are also trying to extend service. Dialog, an ISP, reports over 2,500 pay-to-use
Wi-Fi hotspots around the country;35 another ISP, SLT, reported over 100 operational Wi-Fi hotspots
for both broadband and prepaid customers nationwide as of May 2017, but with a significant con-

25

Nenasala, “Establishment of Nenasalas,” accessed July 2013, http://bit.ly/1W4XODp

“ICTA Responds to Business Times report on e-government project,” The Sunday Times, January 6, 2013, http://bit.
ly/1bmHPwO.

26

Census of Population and Housing – 2012, Department of Census and Statistics, http://www.statistics.gov.lk/PopHouSat/
CPH2012Visualization/htdocs/index.php?usecase=indicator&action=Map&indId=10

27

28 ”Measures to placate Sri Lanka’s Tamil minority are stalling”, The Economist, March 18th, 2017, https://www.economist.
com/news/asia/21718919-ruling-coalition-includes-chauvinist-sinhalese-scant-interest-moving-forward-measures

Rohan Samarajiva, “Sri Lanka census data show heavy household Internet use in post-conflict minority districts,” LirneAsia,
December 30, 2013, http://bit.ly/1W4YqJh.

29

30 Computer Literacy Statistics – 2016, Department of Census and Statistics, January – June 2016, http://www.statistics.gov.lk/
education/ComputerLiteracy/ComputerLiteracy-2016Q1-Q2-final.pdf

“Sri Lankan Government Pumps Rs. 10 Billion For Digital Infrastructure”, Readme.lk, April 5, 2016, http://www.readme.lk/
sri-lankan-government-pump-rs-10-billion-digital-infrastructure/

31

“ICTA plans ambitious digital infrastructure, Google Loon by March”, LBO, November 6, 2015, http://www.
lankabusinessonline.com/icta-plans-ambitious-digital-infrastructure-google-loon-by-march/

32
33

Public Wi-Fi Initiative – An Initiative of ICTA Agency of Sri Lanka, http://publicwifi.lk/, accessed on March 31st, 2017

Rohan Samarajiva, “Morning after: Thinking through Sri Lanka President’s free Wi-Fi promise,” LirneAsia, February 28,
2015, http://bit.ly/1iRO7Kr; YudhanjayaWijeratne, “Why Yahapalanaya’s Train Wi-Fi might not be as cool as you think,” Readme,
February 28, 2015, http://readme.lk/free-wifi-train-stations/

34

“Wi-Fi Hotspots in Sri Lanka”, Dialog, https://www.dialog.lk/wi-fi; “Dialog’s Giving Everyone Free Wi-Fi. For 30 Days,”
Readme, September 22, 2014, http://readme.lk/dialogs-giving-free-wi-fi-30-days/

35
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centration in the Western Province.36 However, not all attempts to increase connectivity have been
successful. For example, news reports published in early 2017 stated that Google’s Project Loon—a
balloon-powered, high-speed internet service—might exit Sri Lanka due to a spectrum allocation
that violates ITU regulations.37 Three balloons launched by Project Loon entered Sri Lanka’s airspace
in February 2016,38 but the project has been shrouded with negative publicity due to allegations of
corruption against some of the key local players.39

Restrictions on Connectivity
There were no large-scale connectivity interruptions during the coverage period of this report and
deliberate shutdowns have not occurred in the post-war period. The only time a shutdown occurred
was in 2007, when SLT temporarily severed internet and 8,000 mobile phone connections in the predominantly Tamil-speaking north and east, then the center of the conflict with the L.T.T.E.40
Control of the internet architecture diversified somewhat during the coverage period. Sri Lanka has
access to multiple international cables, but most of the landing stations for these cables are controlled by Sri Lanka Telecom (SLT), the majority government-owned internet service provider (ISP).41
In May 2016, however, Dialog connected to the Ultra High Capacity BBG submarine fiber-optic cable
through a new cable landing station in the south of Colombo.42 Lanka Bell, a private operator, also
controls one landing station.
SLT does not allow other telecommunications companies to freely connect to landing stations using
their own fiber network, but imposes price barriers by making competing players lease connectivity
at significantly higher prices.43 News reports indicated that Dialog would allow other operators to
buy bandwidth and compete with its data prices. Government control over the internet architecture
could become problematic, particularly if non-economic barriers are used to thwart the growth of
private companies. At present, SLT is allowed to install last-mile connections to homes, while Dialog
and other operators can only install last-mile connections to businesses and multi-residential units,44
which effectively means that residential users only have one service provider to choose from in the
fixed-line broadband market.45
SLT, Wi-Fi Coverage, https://www.slt.lk/en/personal/broadband/wi-fi/coverage; “SLT improves location based public WiFi
hotspot services”, SLT, July 20th, 2016, http://www.slt.lk/en/content/slt-improves-location-based-public-wi-fi-hotspot-services

36

“Google Loon may leave Sri Lanka, corruption accusation baseless: Harin”, LBO, February 16, 2017, http://www.
lankabusinessonline.com/google-loon-may-leave-sri-lanka-corruption-accusation-baseless-harin-fernando/; “Google’s internet
balloon plan hits legal snag in Sri Lanka”, February 16, 2017, Express Tribune, https://tribune.com.pk/story/1329042/googlesinternet-balloon-plan-hits-legal-snag-sri-lanka/

37

“Project Loon: Google balloon that beams down internet reaches Sri Lanka”, The Guardian, February 16, 2016, http://www.
theguardian.com/technology/2016/feb/16/project-loon-google-balloon-that-beams-down-internet-reaches-sri-lanka

38

Mahesh De Andrado, “Google Loon for Sri Lanka: A Deflated Hope?”, Readme.lk, February 24, 2017, http://www.readme.lk/
google-loon-sri-lanka-deflated-hope/; “Voice Against Corruption alleges fraud in Google Loon Project”, NewsFirst, February 20,
2017, http://newsfirst.lk/english/2017/02/voice-corruption-alleges-fraud-google-loon-project/162143

39

40

“Cutting off Telecoms in Sri Lanka Redux…,” Groundviews, January 30, 2007, http://bit.ly/1OzcQ29

Sri Lanka Telecom PLC, Update Report, Fitch Ratings, January 21, 2013, http://bit.ly/2fn0vlk; “Who We Are – Our
geographic, divisional and market capabilities”, SLT, www.slt.lk/en/about-us, accessed on 15th March 2017

41

“Dialog Connects Sri Lanka to Ultra High Speed 100G-Plus Submarine Cable”, Dialog, May 30, 2016, https://www.dialog.lk/
dialog-connects-sri-lanka-to-ultra-high-speed-100g-plus-submarine-cable

42

HelaniGalpaya, Broadband in Sri Lanka: Glass Half Full or Half Empty? (Washington, D.C.: infuse/The World Bank, 2011),
http://bit.ly/1izou0Y.

43

“Sri Lanka’s Dialog to cut data prices, eyes broadband market”, Mobile World Live, June 15, 2016, https://www.
mobileworldlive.com/asia/asia-news/dialog-to-cut-data-prices-eyes-broadband-market/

44

45 “Dialog set to break into fixed-line broadband market”, Capacity Media, June 8, 2016, http://www.capacitymedia.com/
Article/3560736/Infrastructure-and-Networks/Dialog-set-to-break-into-fixed-line-broadband-market
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SLT, therefore, remains a key player in the ICT market and still dominates ICT infrastructure. In early
2016, SLT opened a new cable landing station for SEA-ME-WE-5 in the south of Sri Lanka, which
provides roughly 24 Tbps between the Indian subcontinent, South East Asia, Europe, and the Middle
East.46 SLT formed a consortium with 15 international telecom operators to build the cable in 2014.47
In August 2016, SLT announced that it would provide a global connectivity backhauling facility via
Sri Lanka, thereby allowing the company to cross-connect to other cable systems and increase
capacity.48

ICT Market
Sri Lanka’s telecommunications industry is generally competitive with retail tariffs considered to be
one of the lowest in the world. There were nine ISPs in early 2017, according to the TRC,49 though
SLT is still the leader in the fixed-line market with over 630,000 subscribers (see Restrictions on Connectivity).50 President Sirisena appointed his brother as the chairman of SLT in January 2015, notwithstanding concerns about nepotism and the impact of such an appointment on the credibility of the
government’s good governance platform.51
Five key operators dominate the mobile market. Dialog Axiata was the largest in March 2017, with
over 12.2 million subscribers in March 2017,52 followed by Mobitel, a subsidiary of SLT,53 which had
6.4 million subscribers in 2016.54 Their main competitors in the first quarter of 2017 were Etisalat (2
million subscribers), Airtel-Bharti Lanka (1 million), and Hutchison Telecommunications (500,000).55
Only Dialog Axiata, Mobitel, Sri Lanka Telecom, and Lanka Bell offer 4G LTE broadband services.56

Regulatory Bodies
The Telecommunications Regulatory Commission (TRC) was established under the Sri Lanka Telecommunications (Amendment) Act, No. 27 of 1996. As the national regulatory agency for telecommunications, the TRC’s mandate is to ensure the provision of effective telecommunications, protect
“SLT introduces SEA-ME-WE 5 submarine cable system and first tier 4 ready data station”, The Island, February 1, 2016,
http://www.island.lk/index.php?page_cat=article-details&page=article-details&code_title=139608; Mazin Hussain, “Sri Lanka
has a new pathway to the Internet”, README, February 3, 2016, http://www.readme.lk/sri-lanka-pathway-internet/

46

Raj Moorthy, “Facebook and Google to enter Sri Lanka in June this year”, The Sunday Times, February 7, 2016, http://www.
sundaytimes.lk/160207/business-times/facebook-and-google-to-enter-sri-lanka-in-june-this-year-181941.html

47

“SLT to provide global connectivity backhauling facility via Sri Lanka”, SLT, August 11, 2016, http://www.slt.lk/en/content/
slt-provide-global-connectivity-backhauling-facility-sri-lanka

48
49

Internet Service Providers, TRCSL, http://www.trc.gov.lk/internet-service-providers.html, accessed on March 19, 2017

HiyalBiyagamage, “Harin unhappy with SLT, warns of competition”, August 9, 2016, www.island.lk/index.php?page_
cat=article-details&page=article-details&code_title=65313; SLT Annual Report 2016, http://www.slt.lk/sites/default/files/
sustainability_reports/Sri_Lanka_Telecom_PLC_Annual_Report_2016.pdf, p.5
50

“President’s Brother Kumarasinghe Sirisena Appointed As Telecom Chairman,” Asian Mirror, January 22, 2015,
http://www.asianmirror.lk/news/item/6618-president-s-brother-kumarasinghe-sirisena-appointed-as-telecom-chairman

51
52

Dialog Axiata PLC Fact Sheet, https://www.dialog.lk/fact-sheet

Subsidiaries, SLT.lk, https://www.slt.lk/en/about-us/profile/subsidaries, accessed in May 2016; “Mobitel finalizes terms of
Hutch takeover, report says,” TeleGeography, February 11, 2014, http://bit.ly/1izpDpo

53

SLT Annual Report 2016, http://www.slt.lk/sites/default/files/sustainability_reports/Sri_Lanka_Telecom_PLC_Annual_
Report_2016.pdf, p.5

54

55 The customer base figures for Etisalat, Airtel and Hutchison received from sources in each company (according to
customer churn rates for the first quarter of 2017).

“Dialog launches first mobile 4G-LTE service in Colombo,” Daily FT, April 2, 2013, http://bit.ly/1gukvRx;
DuruthuEdirimuniChandrasekera, “Etisalat to head start on 4G,” The Sunday Times, February 10, 2013, http://bit.ly/1KswESY;
“Lanka Bell Launches 4G Connectivity”, Explore Sri Lanka, April 2014, http://exploresrilanka.lk/2014/04/lanka-bell-launches-4gconnectivity/.
56
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the interests of the public, and maintain effective competition between commercial telecommunications enterprises.
The TRC’s lack of transparency with regard to license conditions, bad regulatory practices, and instances of preferential treatment have been noted in the past.57 Analysts have said that spectrum
allocation and refarming, or the more efficient reallocation of spectrum, have been administered in
an ad hoc manner, but over the years, procedural transparency has improved.58 However, regulatory
reform continues to be a pressing issue, particularly in terms of strengthening the body’s independence. During Rajapaksa’s regime, the TRC’s interventions to restrict online content and pronouncements on strengthening online regulation were partisan, extralegal, and repressive.59 The TRC issued
an order to block a website during the coverage period of this report (see “Blocking and Filtering”).
Though such orders have been infrequent under the incumbent government, they still raise concerns
about the country’s approach to internet governance and the politicization of state institutions.
A corruption trial involving TRC funds continued to cast a shadow over its reputation in 2017. In
2015, a businessman accused Lalith Weeratunga and Anusha Palpita, the former TRC chairman and
director-general, respectively, of misappropriating LKR 620 million (US$4 million) for Rajapaksa’s
presidential election campaign.60 Rajapaksa appointed Weeratunga, his permanent secretary, to the
TRC during a period when the Ministry of Telecommunications was assigned to the president. In
May 2016, Weeratunga and Palpita were indicted under the Public Property Act and the Sri Lanka
Telecommunications Regulatory Commission Act for the alleged criminal misappropriation of public
funds.61 Both denied the allegations. However, Weeratunga testified that Rajapaksa had instructed
him to implement the election campaign,62 and a media interview Weeratunga gave at the time appeared to suggest that the former president had reallocated TRC money to fund the campaign under a special order.63 The case was ongoing by the end of coverage period of this report.
President Sirisena has also largely chosen political appointees to run the TRC, with mixed success.
Like his predecessor, he appointed his permanent secretary, P. B. Abeykoon, as chairman.64 The position is reserved for the Secretary to the Minister of Telecommunications under the law, and President
Sirisena held the portfolio for a time.65 Sirisena also appointed then-President’s Counsel M. M. Zuhair
57 Malathy Knight-John, “Telecom Regulatory and Policy Environment in Sri Lanka: Results and Analysis of the 2008 TRE
Survey”, Institute of Policy Studies, November 26, 2008, http://lirneasia.net/wp-content/uploads/2009/07/TRE_SriLanka_
Final_2008Nov28.pdf
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category/66-issuance-of-licenses.html, accessed May 10, 2017
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February 15, 2010, http://bit.ly/1QkpyA3.
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as the director-general,66 but Zuhair and the board of directors were dismissed in 2015 for violating
TRC financial regulations.67 Zuhair was replaced by Sunil S. Sirisena, a more experienced senior civil
servant who shares the president’s name but is not related.68 In August 2016, however, President
Sirisena appointed President’s Counsel Hemantha Warnakulasuriya, a senior lawyer and former ambassador, as a TRC member.69 His qualification for the position, other than his position as President’s
Counsel, was unclear.

Limits on Content
During the coverage period of this report, the TRC was reported to have issued at least one order to
block online content, though other websites that were previously blocked under former President Rajapaksa’s government continue to be accessible. Digital activism remains vibrant, with a number of citizen media sites and news sites freely publishing content on political and socioeconomic issues.

Blocking and Filtering
President Sirisena has officially dismantled the censorship regime imposed by his predecessor until
2015. Yet isolated reports of targeted website blocks continue under his presidency, despite promises to steer away from censorship.
Prime Minister Ranil Wickremesinghe assured journalists in 2015 that internet censorship would not
occur under the new government.70 Previously inaccessible content became accessible across ISPs,
though the government maintained restrictions on pornography.71 However, the system that enables
website blocking, which has largely operated outside of the law, remains intact.72 Officials direct the
TRC to blacklist content without legal procedure, and it is not clear whether censorship results from
official directives or unofficial requests from ministers and other officials.73
At least one incident was reported during the coverage period. In October 2016, the TRC ordered
ISPs to block the Tamil-language news website New Jaffna for posting “false propaganda about judicial decisions given in the north, criticising judges and lawyers and posting news inciting the public,”
according to local news reports citing a TRC official.74 The editor has said a magistrate with political

66 “M.M. Zuhair appointed Director General of TRC”, News.lk, January 29, 2015, http://www.news.lk/news/politics/item/5952m-m-zuhair-appointed-director-general-of-trc
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connections complained after the site called on the government to remove him from his post.75 The
reports said the TRC’s action was ordered by the Ministries of Justice and Mass Media while the site
was under investigation, continuing the disconcerting pattern of TRC compliance with orders from
government officials. The duration of the block, however, was unclear. In reported comments, the
TRC appeared to single out SLT, rather than other ISPs in general,76 and in March 2017, the website
was accessible.
No ISP is known to have challenged the TRC’s requests to block content or sought judicial oversight.77 It is not clear if the TRC can impose other financial or legal penalties on uncooperative
telecommunications companies since the conditions, if imposed, are not transparent. Under the
telecommunications act, ISPs are licensed by the Ministry of Telecommunications, but the TRC can
make recommendations regarding whether or not a license is granted. The ministry can also impose
conditions on a license, requiring the provider to address any matter considered “requisite or expedient to achieving” TRC objectives.78
There is no independent body regulating content, which leaves limited avenues for appeal (see
“Regulatory Bodies”). Content providers have filed fundamental rights applications with the Supreme
Court to challenge blocking,79 but under former President Rajapaksa, the lack of trust in the country’s politicized judiciary and fear of retaliatory measures represented significant obstacles for the
petitioner.80
Between 2007 and 2015, blogs,81 opposition and independent news websites, sites run by Sri Lankans in exile, and citizen journalism platforms were blocked at different times, including the exile-run
news website TamilNet, censored in 2007 for its support of the Tamil rebels.82 Some targeted websites were available at times on different ISPs. Officials cited ill-defined national security measures
to legitimize censorship of information related to human rights issues, government accountability,
corruption, and political violence.83

Content Removal
Documented cases of content removal are uncommon. Google reported no requests for content
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75

“TRC blocks Tamil website for incitement”, The Sunday Times, October 30, 2016, http://www.sundaytimes.lk/161030/news/
trc-blocks-tamil-website-for-incitement-215541.html

76

‘Dialog CEO Hans Wijesuriya: “No surveillance program in Sri Lanka, but telecoms have to comply”,’ The Republic Square,
September 28, 2013, http://bit.ly/1QkqZOZ

77
78

Centre for Policy Alternatives, Freedom of Expression on the Internet, 30.

In 2011, one website operator who challenged blocking settled out of court, agreeing to several TRC conditions—such as
removing links to blocked content—in return for restored access.After a complaint was made to the Human Rights Commission
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removal from the current government from January 2015 to May 2017. The previous government
made four requests for the removal of content over a five-year period, according to Google’s Transparency Report. The most recent request was submitted in December 2014.84

Media, Diversity, and Content Manipulation
Diverse content is available online, and self-censorship is gradually improving. However, the government maintains problematic registration requirements for news websites, and nationalist groups
attacked ethnic and religious minority groups—both online and offline—in the past year.
There are diverse sources of information online in English, Sinhala, and Tamil, including on socioeconomic and political issues, despite a history of censorship. Citizen media sites Groundviews and
Vikalpa feature user-generated content generated by citizens that would otherwise not be covered
by the mainstream media.85 Groundviews enables citizen journalists to submit news, article updates,
audio, and images via WhatsApp.86 It also operates Maatram, a website publishing citizen journalism
aimed at Tamil readers across Sri Lanka and the diaspora.87 Other curated websites contribute to the
country’s diverse online media landscape: Readme.lk offers news on technology and Roar.lk, a social
content start-up, which offers cutting-edge reporting on political, social, and economic issues in the
country.88 Roar launched a Bangladesh edition in 2016.89 Yamu.lk, a popular city guide, produces videos on popular culture and political issues, which are shared widely on social media.90 Manthri.lk is
a nonprofit platform which monitors the performance of members of parliament by assessing their
participation, attendance, the diversity of issues they discuss, and their contributions to legislative
functions.91
Social media, communications apps, and blogs are widely available and popular platforms. Some are
used for the anonymous or pseudonymous critique of governance, development and human rights
abuses. In December 2016, however, Prime Minister Wickremesinghe said that the government was
monitoring social media platforms for extremist content, and that laws could be introduced to regulate the platforms “if they fail to listen to reason.”92 Former President Rajapaksa also threatened to
regulate social media to prevent “social and political unrest.”93
Digital media and social media diversify traditional media coverage and spur debate. In April 2017,
a garbage dump in Meethotamulla, which was about 300 feet high, collapsed and killed over 30
people. Residents in the area had been protesting against the dumping of garbage—reportedly up
84 Google, “Sri Lanka,” Google Transparency Report, accessed April 13, 2016, https://www.google.com/transparencyreport/
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85 “#UPRLKA: Complete Tweet Archive and Related Visualisation Around Sri Lanka’s UPR Review,” Groundviews, November 2,
2012, http://bit.ly/1gupD89.
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to 800 tonnes a day—for years.94 The public outcry over government inaction and its inability to
solve the waste management issue reached a peak after the collapse of the dump. The tragedy was
covered by all major news outlets, but online media provided some of the best coverage and updates.95 Twitter and Facebook became platforms for vibrant discussions as users shared information
and debated the issues of marginalization and urbanization, as well as the shortcomings in governance and policy that caused the disaster.
Despite its explicit media freedom guarantees, the current government has maintained onerous
news website registration requirements introduced by the previous administration. During Rajapaksa’s presidency, the media ministry directed all “news” websites to register for a fee of LKR 25,000
(US$190) with an annual renewal fee of LKR 10,000 (US$75). The requirement threatens the economic viability of start-up platforms,96 and undermines privacy and anonymity (see “Surveillance, Privacy
and Anonymity”). The directive was proposed as an amendment to the Press Council Act,97 but while
that amendment was never passed, the media ministry continued to exact the fee. In 2016, the government announced in the Daily News that all websites had to be registered by March 31, 2016 or
they would be considered “unlawful.”98 Acting Minister of Parliamentary Reform and Mass Media
Karu Paranavithana defended the registration drive as official accreditation, giving web journalism
the same recognition as mainstream outlets.99 Yet he also justified the government’s action with
reference to a 2012 Supreme Court ruling, which stated that registration was required in order to
prevent the publication of defamatory material on websites, and that freedom of expression was not
an absolute right.100 The registration process was still active on the Ministry of Mass Media website
in mid-2017.101 A draft bill to establish a media council included some problematic provisions (see
“Legal Environment”).
Self-censorship by journalists appears to be diminishing in response to the government’s stated
commitment to media freedom. Officials under former President Rajapaksa actively news websites
not to report “on matters that would damage the integrity of the island.” Many mainstream outlets
complied,102 while online platforms of the main state-run newspaper and broadcasting networks
supported Rajapaksa and the UPFA government.103 Under President Sirisena, some traditional and
new media outlets have become vocal critics of both sides of the political divide, though most still
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avoid reporting on certain topics concerning the military or other controversial issues, such as religious violence.
There was no evidence of state-sponsored manipulation of online content during the coverage
period of this report, though hate speech against minorities continues to foment on various social
media platforms, particularly Facebook. During the previous government, state news platforms and
official government websites waged smear campaigns against UPFA critics.104 Online campaigns targeting Muslims and other minority groups have also been linked to former government actors.105 In
2013, direct action by hard-line groups and online hate speech may have contributed to a spate of
violence against the Muslim community.106 That activity was driven by a Sinhala Buddhist extremist
group openly supported by public officials.107 Similar attacks on Muslim-owned businesses, residences and places of worship were reported during the coverage period of this report.108 Violence
against Sri Lanka’s Christian community continues, with 52 incidents recorded since January 2015.109
The current government has appeared reluctant to crack down on Sinhala Buddhist extremist groups
that allegedly play a direct role in instigating the violence and inciting ethnic hatred, in violation of
the Constitution.110 In November 2016, however, authorities arrested two extremists on charges of
inciting communal hatred in videos that were widely shared on social media.111 Attempts to legislate
against hate speech, meanwhile, were met with criticism (see “Legal Environment”).
Hard-line nationalists also attacked official online platforms promoting co-existence and reconciliation in the past year. For example, the Facebook page of a national reconciliation campaign
launched by the Office of National Unity and Reconciliation (ONUR)—IamaTrueSriLankan—generated hundreds of defamatory, racist and hateful comments against figures representing specific minority communities.112

Digital Activism
The web has provided wide scope for robust digital activism and engagement on political issues in
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Sri Lanka, although most campaigns progress in fits and starts. Many are hitched to specific shortlived events, crises, or stalled political processes, and campaigners are generally unable to gather the
momentum needed to drive meaningful change. The #IVotedSL social media campaign, for example,
called on people to exercise their franchise in the January 2015 presidential election,113 and continued into the August 2015 parliamentary election.114 But offshoot campaigns about shaping a new
country are now largely defunct.115 Another recent citizen-driven campaign, #NewConstSL, was intended to drive conversations around constitutional reform, but fizzled out when the reform stalled
during the drafting process.116 While the use of digital platforms to leverage support for varying
issues continues to increase, most of the initiatives are reactionary, rather than part of a long-term
strategy to strengthen governance and citizen participation.
During the reporting period, the Consultation Task Force on Reconciliation Mechanisms (CTF), appointed by the Prime Minister to carry out a consultation process on the government’s proposed
reconciliation mechanisms, used social media to increase engagement with the process. The #pubconsl hashtag generated over 4,000 tweets during the consultation process (from June 11, 2016 to
February 12, 2017), with the participation of local activists, representatives of international organisations, and members of the diaspora.117
As with the previous year, inclement weather, resulting in severe floods and landslides, affected 12
districts in the country. By mid-June 2017, the flooding had impacted approximately 700,000 people,
killed over 200 people, and destroyed thousands of houses.118 One report indicated that the total
economic loss as a result of the floods could be as high as LKR 30 billion (US$ 195 million).119 The
government was criticized for its lack of preparation and coordination,120 but similar to previous
natural disasters from 2011, citizens and activists helped with relief coordination on social media
(#FloodSL on Twitter), collating information and creating a crowd-sourced flood crisis map, which
mapped out support networks, requests for relief. and access routes to affected areas.121
Other interesting initiatives use digital tools. In 2016, Groundviews used Google Maps to track incidents of street-based sexual harassment around the country.122 The Center for Policy Alternatives, a
leading public policy institute, launched “Right to the City,” an online initiative seeking to broaden
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the discussion on housing and displacement anchored to the institute’s research and advocacy on
development and rights.123 Other informal networks and collectives use social media to push a reform agenda and increase participation of specific target groups. For example, Hashtag Generation
is a youth-led movement that advocates for the participation of “young people in policy making,
evaluation and implementation,” with a presence on Twitter, Instagram, and Facebook.

Violations of User Rights
Some legislative developments have raised freedom of expression concerns, but there were no significant reports of retaliatory prosecutions during the coverage period. Physical attacks and threats
against journalists gradually decreased in the aftermath of the civil war, though incidents are still
periodically reported. The failure to investigate past incidents cast a long shadow during President
Rajapaksa’s rule. President Sirisena promised to investigate the murders and disappearances of web
journalists, but progress has been slow.

Legal Environment
While the right to freedom of speech, expression, and publishing is guaranteed under Article 14(1)(a)
of Sri Lanka’s constitution, it is subject to numerous restrictions related to the protection of national
security, public order, racial and religious harmony, and morality. There are no specific constitutional
provisions recognizing internet access as a fundamental right or guaranteeing freedom of expression online.
Several laws with overly broad scope lack detailed definitions and can be abused to prosecute or restrict legitimate forms of online expression. Publishing official secrets, information about parliament
that may undermine its work, or “malicious” content that incites violence or disharmony could result
in criminal charges.124
A culture of impunity, circumvention of the judicial process through arbitrary action, and a lack of
adequate protection for individuals and their privacy, compounded the poor enforcement of freedom of expression guarantees under former President Rajapaksa’s government.
President Sirisena’s administration has struggled to restore public trust, attempting to adhere to
a policy of good governance and transparency, but with mixed results. After months of political
bargaining, Parliament passed the 19th Amendment to the Constitution in 2015. The amendment
strengthened checks and balances on the executive presidency, including restoring term limits.125 In
2016, Parliament convened for the first time as the Constitutional Assembly in order to discuss the
first steps required to draft a new constitution.126 Though the assembly has released six sub-commit-
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tee reports since then,127 many citizens say that the government has failed to keep them informed,128
and the process has been criticized for lacking transparency.129
Sri Lanka also initiated a transitional justice process with the appointment of the Consultation Task
Force on Reconciliation Mechanisms (CTF) in 2016 (see “Digital Activism”). The process is intended to address the issues of truth, accountability, and reparations for abuses committed during the
decades-long conflict, including several which affected internet freedom (see “Intimidation and Violence”). Yet none of the mechanisms were established as of mid-2017. The CTF presented a report
compiling public submissions on the government’s proposals to further reconciliation in January
2017, but neither President Sirisena nor Prime Minister Wickremesinghe were in attendance. In
March, the Office of the United Nations High Commissioner for Human Rights (OHCHR) criticised
the government for its “slow progress” on the transitional justice agenda, and for continuing human
rights violations.130
Several legal developments under Sirisena’s administration have raised freedom of expression concerns. Soon after his election, President Sirisena used his executive powers to appoint three members to the Press Council.131 The Press Council Act No.5 of 1973 had lain dormant under previous
administrations until the Rajapaksa regime reactivated it after the war.132 The act prohibits the publication of profanity, obscenity, “false” information about the government or fiscal policy, and official
secrets, and has been consistently opposed by local and international media rights organizations.133
It allows the council to punish the violators of its provisions, and journalists said its continued operation contradicted President Sirisena’s election promises.134
The government is also spearheading legislation to address the issue of media standards and ethics. The Independent Council for News Media Standards Act, which was released in the form of a
discussion draft in early 2017, would impose a system of self-regulation under an Independent
Media Council, including punitive measures for any violations of the council’s codes of practice. The
proposed legislation applies to all new media outlets, including online versions of publications and
“online news media services.”135 The draft contained some problematic provisions, including one that
allows the High Court to order the disclosure of sources so as to enable the prosecution or defense
of cases. Measures are certainly required to improve news media ethics, but observers questioned
whether it was the government’s role to impose them, and the legislation prompted concern about
the way it could be used against journalists in the future.
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After considerable opposition,136 the government was forced to withdraw two bills to combat hate
speech in 2015.137 Legal scholars said the International Covenant of Civil and Political Rights (ICCPR)
Act No. 56 of 2007 already prohibits anyone from advocating national, racial and religious hatred
that might be an incitement to discrimination, hostility or violence.138
A new offense outlined in the abandoned hate speech bills was particularly controversial because
it replicated Section 2(1)(h) of the Prevention of Terrorism Act (PTA) of 1979.139 The PTA was used
by Rajapaksa’s government to prosecute critics like web journalist J.S. Tissainayagam, who was imprisoned in 2009 on charges of causing racial hatred and raising money for terrorism.140 The current
government promised to replace the law to comply with international best practices,141 but a draft
counter-terrorism framework leaked in October 2016 raised serious concerns.142 Legal scholars said
that the framework would criminalize “words spoken or intended to be read” that threaten the “unity, territorial integrity, security or sovereignty of Sri Lanka” (Clause 18), potentially making criticism
of state policies a punishable offense.143 Among other red flags, the framework also criminalizes the
gathering or providing of confidential information, provisions with serious implications for whistle-blowers. The government was revising the framework in early 2017, but initial reports said no
changes were made to the scope of terrorism-related offenses,144 and Cabinet approved the framework as the basis for draft legislation in April.145
In a positive development, a Right to Information Act pending in various forms since 2003 was finally passed in parliament in June 2016, promising to strengthen accountability and transparency
within public institutions. It came into effect in February 2017 after the government established the
categories of public authorities that fall within its ambit.146 Citizens reportedly submitted more than
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300 RTI applications in the first week of its operations147 and over 1,000 RTI applications in just over
a month,148 covering issues such as land ownership and enforced disappearances.149

Prosecutions and Detentions for Online Activities
Several detentions for legitimate online activity were documented during Rajapaksa’s presidency,150
but no unlawful detentions for online activity were reported during the coverage period of this report, though observers monitored some ongoing prosecutions closely.
In one example, a teenager was arrested under the Computer Crimes Act No. 24 of 2007 for hacking into President Sirisena’s official website, removing the homepage, and inserting a demand for
A-Level examinations to be postponed.151 The teenager was placed under the supervision of probationary officers for three years rather than subjected to prison time.152
The editor of Lanka-e-News, a website that was targeted by the former regime, faces legal action
over its reportage. In November 2016, a magistrate court issued an international arrest warrant
against Lanka-e-News editor, Sandaruwan Senadheera, for contempt of court. Senadheera lives
overseas. He was accused of publishing a photo of a suspect in an ongoing case prior to the suspect
being produced for identification.153 Following this, 14 petitions were filed with the Supreme Court
requesting the warrant and highlighting alleged defamatory articles published about judges and
judicial institutions.154 Several senior ministers also came forward to criticize Lanka-e-News for “mud
slinging.” The court accepted the petitions with some amendments, and the case was ongoing as of
mid-2017.155

Surveillance, Privacy, and Anonymity
In spite of the new government’s commitment to freedom of expression and transparency, privacy advocates remain cautious about existing surveillance technology and the potential for abuse,
especially in the north and east, where security officials and the armed forces heavily monitor and
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intimidate community activists.156 Under the previous government, many journalists and civil society
activists believed their phone and internet communications were monitored, particularly in light of
official statements lauding state surveillance.157
There are some limits on anonymous digital communication. Real-name registration is required
for mobile phone users under a 2008 Ministry of Defense program to curb “negative incidents.” It
was bolstered in 2010 after service providers failed to ensure that subscribers registered.158 Access
to public WiFi hotpots requires a citizen’s national identity card number,159 which could be used to
track online activity.
News websites continue to be required to register under a procedure that critics say lacks legal
foundation (See Media, Diversity, and Content Manipulation). The registration form issued by the
Ministry of Mass Media requests users to enter their personal details along with the name of the
server, IP addresses, and location from which content is uploaded.160 The form does not refer to a
law or indicate the penalty for non-compliance. Civil society groups fear the requirement could be
used to hold registered site owners responsible for content posted by users, or to prevent government critics writing anonymously.161
Sri Lanka lacks substantive laws for the protection of individual privacy and data, though the issues
are under scrutiny. The ICTA appears to be considering a data protection framework, although the
time frame for implementation is unclear.162
Extrajudicial surveillance of personal communications is prohibited under the Telecommunications
Act No.27 of 1996. However, a telecommunications officer can intercept communications under the
direction of a minister, a court, or in connection with the investigation of a criminal offence. In 2013,
Dialog CEO Dr. Hans Wijesuriya denied the existence of a comprehensive surveillance apparatus in
Sri Lanka but agreed that telecommunications companies “have to be compliant with requests from
the government.”163
The nature and number of such requests is not known, since there is no provision under the legislation that requires officials to notify the targets. Some companies disclose some information: Facebook’s Government Requests Report indicated no requests for user data from Sri Lankan government
or law enforcement officials from January to June 2016. The company said it preserved account data
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in connection with criminal investigations in three instances during the same period, pending legal
requests.164
State agencies are believed to possess some technologies that could facilitate surveillance. In 2015,
leaked documents indicated that the Milan-based firm Hacking Team was approached by several
state security agencies seeking to acquire the company’s digital surveillance technologies.165 The
leaks revealed that in March 2014 the Ministry of Defense was planning on developing an electronic surveillance and tracking system with the help of a local university.166 While no purchases of the
company’s equipment were confirmed in the leaked documents, they included a 2013 email exchange between a Hacking Team employee and an individual claiming to represent Sri Lankan intelligence agencies describing confidential acquisitions of “interception technologies” he had brokered
in the past.167 Separately, digital activists in Sri Lanka believe Chinese telecoms ZTE and Huawei, who
collaborated with Rajapaksa’s government in the development and maintenance of Sri Lanka’s ICT
infrastructure, may have inserted backdoor espionage and surveillance capabilities.168

Intimidation and Violence
Intimidation and violence are still reported, though the number of attacks has declined overall.
During the reporting period, the wife of a missing web journalist was intimidated during court appearances which exposed the involvement of military intelligence officials in her husband’s 2010
abduction.
In September 2016, investigations into web journalist Prageeth Eknaligoda’s disappearance suggested that there was sufficient evidence to file murder charges against army intelligence officials.169 The
Lanka-E-News journalist and cartoonist went missing in 2010, after the website backed the political
opposition in elections.170 Investigations reveal that Eknaligoda was held at several army camps following his disappearance. Reports on the number of suspects vary, but almost all had been granted
bail by November 2016. Disconcertingly, President Sirisena chastised law enforcement authorities
for detaining “war heroes” for lengthy periods of time and said they should be released if they were
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not guilty.171 In April 2017, Amnesty International reported that Eknaligoda’s wife continues to face
threats and harassment from Buddhist nationalist groups who oppose the case against the military
officers.172
Journalists were also subject to attack, though most incidents appeared to relate to content published in the traditional media.173 In June 2016, Freddy Gamage, editor of the Meepura newspaper,
was attacked and beaten by two unidentified men.174 The motive for the attack was unclear, though
Gamage had reported on corruption and illegal property deals.175 The government was quick to condemn the attack,176 and two persons were arrested in connection with incident.177 Gamage is also the
convenor of the Professional Web Journalists’ Association.
Online reporters, like their traditional media counterparts, were attacked by forces on both sides
during Sri Lanka’s civil conflict,178 as well as during the presidency of Rajapaksa.179 In 2017, investigations into other murders and disappearances continued in line with President Sirisena’s commitment
to reopen past cases.180 Progress was painfully slow, though some have resulted in arrests.181

Technical Attacks
Cyberattacks occasionally targeted government critics, such as Tamilnet, under former President Rajapaksa.182 No similar incidents have been reported under President Sirisena.
Hackers frequently attack government and business websites, and one technology company placed
Sri Lanka among the top ten countries in the Asia Pacific region with respect to growing threats to

“President hits out”, Daily Mirror, Ocotber 12, 2016, http://www.dailymirror.lk/117341/President-hits-out; “Continued
impunity: Journalist killings unresolved in 2016”, Groundviews, November 2, 2016, http://groundviews.org/2016/11/02/
continued-impunity-journalist-killings-unresolved-in-2016/.

171

“Sri Lanka – Victims of disappearance cannot wait any longer for justice”, Amnesty International, April 3, 2017, https://
www.amnesty.org/en/latest/news/2017/04/sri-lanka-victims-of-disappearance-cannot-wait-any-longer-for-justice/

172

“Sri Lankan Navy Commander assaults journalist”, IFJ, December 13, 2016, http://www.ifj.org/nc/news-single-view/
backpid/1/article/sri-lankan-navy-commander-assaults-journalist/

173

CPJ, “Masked men attack muckraking Sri Lankan editor,” June 3, 2016, https://cpj.org/2016/06/masked-men-attackmuckraking-sri-lankan-editor.php; “Journalist Freddy Gamage attacked in Negombo”, Ada Derana, June 2, 2016, http://www.
adaderana.lk/news/35525/journalist-freddy-gamage-attacked-in-negombo

174

“Sri Lankan journalist Freddy Gamage back in hospital, still under threat”, June 14, 2016, CPJ, https://cpj.org/
blog/2016/06/sri-lankan-journalist-freddy-gamage-back-in-hospit.php

175

“Government condemns the attack against journalist Freddy Gamage”, Ministry of Finance and Mass Media, June 3, 2016,
https://www.media.gov.lk/news-archives/543-government-condemns-the-attack-against-journalist-freddy-gamage

176

“Two arrested in connection to Freddie Gamage Assault Case”, Hiru News, June 4, 2016, http://www.hirunews.lk/134755/
two-arrested-in-connection-to-freddie-gamage-assault-case

177

Committee to Protect Journalists, “Journalists Killed, Sri Lanka: DharmeratnamSivaram,” April 29,2009, http://bit.
ly/1KsU0YC

178
179

“A disappearance every five days in post-war Sri Lanka,” Groundviews, August 30, 2012, http://bit.ly/1YgI6qV

“Want to Re-Open Investigations on Attacks on Media: Sri Lankan President Maithripala Sirisena,” NDTV/Press Trust of
India, May 30, 2015, http://bit.ly/1QkO3NM

180

“Police in Sri Lanka arrest intelligence officers over journalist killing”, The Guardian, February 20, 2017, https://www.
theguardian.com/world/2017/feb/20/police-sri-lanka-arrest-intelligence-officers-journalist-lasantha-wickrematungeassassination; TharinduJayawardene and BigunMenakaGamage, “Tracing the abduction of Keith Noyahr”, Daily Mirror, March 2,
2017, http://www.dailymirror.lk/article/Tracing-the-abduction-of-Keith-Noyahr-124755.html; Scott Griffen,“In Sri Lanka, media
settle in for long march to change”, International Press Institute, February 1, 2016, http://www.freemedia.at/newssview/article/
feature-in-sri-lanka-media-settle-in-for-long-march-to-change.html; ThilakaSanjaya, “Feet-dragging over Lasantha’s grave”,
Sunday Observer, January 17, 2016, http://www.sundayobserver.lk/2016/01/17/sec04.asp

181

182

Sri Lanka, March 12, 2012 – January 20, 2016, Reporters without Borders, https://rsf.org/en/news/sri-lanka-3

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

SRI LANKA
cyber security.183 In May 2016, a private bank reported that its website had been hacked, but said
that no personal data had been compromised.184 During the coverage period of this report, a teenager also appeared in court for hacking President Sirisena’s official website (see “Prosecutions and
Detentions for Online Activity”).
The Computer Emergency Readiness Team and Coordination Center (CERT) is tasked with protecting
digital data under the Computer Crimes Act, and operates a security arm to protect digital banking
infrastructure.185

NistharCassim, “Sri Lanka among top 10 counties in Asia facing threats to cyber security”, DailyFT, June 8, 2016, http://
www.ft.lk/article/546719/Sri-Lanka-among-top-10-countries-in-Asia-facing-threats-to-cyber-security

183
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Data and Information Unit of the Presidential Secretariat of Sri Lanka, “CSIRT system launched in Sri Lanka to prevent
cyber attacks on banks,” July 2, 2014, http://www.priu.gov.lk/news_update/Current_Affairs/ca201407/20140702csirt_system_
launched_sl_prevent_cyber_attacks_banks.htm
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Sudan
2016

2017

Internet Freedom Status

Not
Free

Not
Free

Obstacles to Access (0-25)

16

16

Limits on Content (0-35)

18

18

Violations of User Rights (0-40)

30

30

TOTAL* ( 0-100 )

64

64

Population:

39.6 million

Internet Penetration 2016 (ITU):

28 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
●

Economic challenges intensified with high inflation rates in Sudan, resulting in higher
cost and declining quality of services for Sudanese citizens in the past year (see
Availability and Ease of Access).

●

Social media users were active in organizing civil disobedience campaigns against cuts
to subsidies on fuel, basic commodities, and medicine, though so-called Cyber Jihadists
worked to thwart the campaigns through the impersonation of social media accounts
and dissemination of misinformation (see Media, Diversity, and Online Manipulation;
and Digital Activism).

●

The highly restrictive Press and Printed Press Materials Law of 2004 was updated in
November 2016 to include specific clauses pertaining to online journalism, extending
onerous limitations long placed on the traditional press to the online sphere (see Legal
Environment).

●

Arrests and harassment for online activities continued in the past year, particularly as
heavy-handed censorship on the print and broadcast sectors led journalists to migrate
online to disseminate news (see Prosecutions and Detentions for Online Activities; and
Intimidation and Violence).
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Introduction
Internet freedom remained tenuous in Sudan in the past year, characterized by declining conditions
for affordable access to quality ICT services and concerted efforts to silence government critics amid
a largescale civil disobedience campaign organized by activists on social media.
Social media and communications platforms were critical to the organization of civil disobedience
campaigns in late 2016. Activists rallied online to protest cuts to subsidies for basic commodities,
fuel, and medicines that had caused a 30 percent increase in petrol and diesel prices and a 300
percent price hike on some drugs. A 3-day nationwide civil disobedience campaign began on
November 27, 2016, which involved strikes that successfully closed down businesses and schools
in cities across the country. Activists called for a second civil disobedience campaign in December,
which progovernment trolls known as the Cyber Jihadists attempted to thwart through the spread
of propaganda and misinformation online. While the campaigns ultimately yielded few concessions,
the efforts helped restore trust in collective action and the power of organization, particularly
against a government known for taking violent action against critics and protestors. The civil
disobedience campaigns had enabled citizens to powerfully protest without taking to the streets
and risking arrest or beatings.
Meanwhile, the authoritarian government under President Omar al-Bashir imposed greater
restrictions on online activities. The highly restrictive Press and Printed Press Materials Law of
2004 was updated in November 2016 to include specific clauses pertaining to online journalism,
extending onerous limitations long placed on the traditional press to the online sphere. Draft
amendments to the IT Crime Act were introduced in June 2016 to further regulate online
speech. Arrests and interrogations for online activities continued in the past year, particularly as
heavy-handed censorship on the print and broadcast sectors led journalists to migrate online to
disseminate news. Harassment and technical attacks against activists and online journalists remained
high.

Obstacles to Access
Economic challenges intensified with high inflation rates in Sudan, resulting in higher cost and
declining quality of services for Sudanese citizens in the past year. Mobile phone penetration continued
to decline over a two year period, while floods damaged fiber optic cables and caused internet
disruptions for numerous subscribers.

Availability and Ease of Access
Access to the internet remained challenging for Sudanese citizens during the coverage period amid
declining quality and speeds, and increasing costs. Internet penetration stood at 28 percent in 2016,
growing marginally from 26 percent in 2015, while mobile phone penetration declined from 71
percent to 69 percent, according to the latest data from the International Telecommunications Union
(ITU).1 The National Telecommunications Corporation (NTC) Communications Indicators Reports for
the 2nd and 3rd quarters of 2016 indicated a drop in internet usage via mobile phones by 14 percent
International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” and “Mobile-Cellular
Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
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and 9 percent, respectively, though no reasons were provided for the drop.2 Mobile penetration had
declined the previous year as well.3

Key Access Indicators
Internet penetration (ITU)

a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

2016

28.0%

2011

17.5%

2015

71%

2017(Q1)

3.0 Mbps

2015

2016

2011

2016(Q1)

26.6%
69%
69%

2.1 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Sudan’s continually deteriorating economy has created an expensive operating environment for
the ICT sector, impacting both telecom companies and their subscribers. Inflation rose to over 30
percent in December 2016 amid rising food and energy prices, impacting the spending power
of consumers for telecom services.4 As a result, Zain, the country’s largest telecom operator,
reported a decrease in net profits of 11 percent at the end of 2016.5 Exacerbating matters, the
government’s annual budget passed in December 2016 increased value-added taxes (VATs) on the
telecommunications industry by 5 percentage points to 35 percent,6 which officials claimed would
encourage telecoms to use their resources more efficiently.7 Meanwhile, the telecommunications
industry blamed increasing prices on high licensing and registration fees and the proliferation of
cheaper internet-enabled voice and messaging services such as WhatsApp that have disrupted their
traditional revenue flows.
In addition to high prices, quality of service was poor and characterized by intermittent service
disruptions throughout the year. In one outage, Dyn Research recorded an outage on the Sudatel
network for 3.5 hours in August 2016 due to floods that damaged the network’s fiber optic cables,
resulting in 72 percent of Sudatel’s internet routes taken offline.8
Electricity shortages also limit internet services in Sudan, especially in major cities that have
experienced periodic power rationing amid electricity prices increases, while most of the periphery

The National Telecommunications Corporation (2016). Communications Indicators Reports second quarter 2016  http://bit.
ly/2mF51SQ; third quarter 2016 http://bit.ly/2n7ZXTg

2
3

4

5

See “Sudan,” Freedom on the Net 2016.

“Sudan inflation rises to 30.47 pct in December,” Reuters Africa, January 18, 2017, http://bit.ly/2ncTg35

“Zain phone network sees 11% drop in profits,” Middle East Monitor, March 13, 2017, http://bit.ly/2nkyGzC

Sudan’s budget shows deficit of 6.1 billion pounds and dependance on taxes by 74%,” [in Arabic] Sudan Tribune, December
21, 2016, http://bit.ly/2n08J5N
6

“Parliament: Increase communication tax to rationalize telephone conversation,” [in Arabic] Alsudan Alyoum, December 24,
2016, http://bit.ly/2oblvya

7

8 Dyn Research. (Aug 2, 2016). “Sudatel dropped offline for 3.5 hrs today downing 72% of Internet routes of #Sudan.”
“Damage to the fiber paralyzes the Sudani’s Internet and the pledges to address the damage,” Alrakoba, August 3, 2016 (Arabic)
http://bit.ly/2v3ztHl  http://bit.ly/2nkLiGX
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areas have unsteady or no electricity at all.9 Two major blackouts hit the country during the coverage
period, negatively affecting internet access.10

Restrictions on Connectivity
Sudan is connected to the global internet through three international gateways controlled by the
partly state-owned Sudan Telecom Company (Sudatel), Zain, and Canar Telecom,11 which are in turn
connected to four submarine cables: Saudi Arabia-Sudan-1 (SAS-1), Saudi Arabia-Sudan-2 (SAS2), Eastern Africa Submarine System (EASSy), and FALCON.12 Partial control over the international
gateway has enabled the government to restrict internet connectivity during particular events in the
past.
There were no reports indicating that the government blocked internet connection during the
coverage period; however, Zain’s subscribers experienced slow connections in the capital city and
other major cities in October 2016,13 and a complete shutdown in March 2017 that lasted for four
hours.14 The company attributed the disruption to a technical malfunction similar to one that had
occurred on January 13, 2016, which saw the suspension of services for more than 12 hours.

ICT Market
There are four licensed telecommunications operators in Sudan: Zain, MTN, Sudatel, and Canar. All
are fully owned by foreign companies with the exception of Sudatel, in which the government owns
a 22 percent share.15 However, the Sudanese government holds significant sway over Sudatel’s
board of directors, which includes high-ranking government officials.16
Two providers, MTN and Sudatel, offer broadband internet, while Canar offers fixed phone lines
and home internet. The Bank of Khartoum subsequently purchased Canar from UAE’s Etisalat in
June 2016, after the bank used its 3.7 percent share in Canar to block Zain’s efforts to purchase it.
Observers believe the government’s move to increase its market share of the telecom industry will
have a negative impact on internet freedom for Sudanese users.

Regulatory Bodies
Sudan’s telecoms sector is regulated by the National Telecommunications Corporation (NTC),
which is housed under the Ministry of Telecommunications and Information Technology. The
NTC is tasked with producing telecommunications statistics, monitoring the use of the internet,
introducing new technology into the country, and developing the country’s telecommunications
9

“Sudan: Fuel and Electricity Prices Increase in Sudan,” All Africa, November 6, 2016, http://bit.ly/2niOvqr

“Power cuts throughout the day in most parts of Sudan,” [in Arabic] Dabanga Sudan, October 14, 2016 http://bit.
ly/2mxYFo6; “General electricity shutdown in Sudan after breakdowns in control devices,” [in Arabic] Sudan Tribune, February
27, 2017, http://bit.ly/2nOewPQ

10

11

Doug Madory, “Internet Blackout in Sudan,” Dyn Research, September 25, 2013, http://bit.ly/1QN46V3

12

Check interactive, Huawei Marine Networks, “Submarine Cable Map for Sudan,” http://bit.ly/1ZRMhKz   

14

“Technical malfunction disrupts mobile Internet service for Zain subscribers,”  [in Arabic]  Altareeq, March 17, 2017, http://bit.ly/2mYZmSU

16

Sudan Central Bank, “The Present Board of Directors,” http://bit.ly/1jxA7pG  

13

“Zain Sudan out of coverage within the state of Khartoum,’ [in Arabic] Mugrn.net, October 22, 2016, http://bit.ly/2nMePKz

Rupa Ranganathan and Cecilia Briceno-Garmendia, Sudan’s Infrastructure: A Continental Perspective, Africa Infrastructure
Country Diagnostic, (Washington, D.C.): World Bank, June 2011), http://bit.ly/1OOZoXz
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and IT industry. It is also responsible for deciding what content should be accessible on the internet.
Although it is a state body, the NTC receives grants from international organizations such as the
Intergovernmental Authority on Development and the World Bank, and its website describes the
body as “self-financing.”

Limits on Content
No online news outlet, social media, or communications platforms were restricted this year. Social
media users were active in organizing civil disobedience campaigns against the government’s austerity
measures, though so-called Cyber Jihadists worked to thwart the campaigns by impersonating social
media accounts and disseminating misinformation.

Blocking and Filtering
The Sudanese government openly acknowledges blocking and filtering websites that it considers
“immoral” and “blasphemous.” The NTC manages online filtering in the country through its
Internet Service Control Unit and is somewhat transparent about the content it blocks, reporting
that 95 percent of blocked material is related to pornography,17 though the regulator recently
acknowledged that it had not be successful in blocking all pornographic sites in Sudan.18 The NTC
also obligates cybercafé owners to download blocking and filtering software as a requirement to
sustain their licenses.19
The NTC’s website gives users the opportunity to submit requests to unblock websites “that are
deemed to not contain pornography,”20 but it does not specify whether the appeals extend to
political websites. Users attempting to access a blocked site are met with a black page that explicitly
states, “This site has been blocked by the National Telecommunications Corporation,” and includes
links to further information and a contact email address.21
In addition to the NTC, National Intelligence and Security Service (NISS) agents reportedly have the
technical capability to block websites deemed harmful and threatening to Sudan’s national security,22
while the General Prosecutor also has the right to block any site that threatens national security or
violates social mores.23

Content Removal
The extent to which the government forces websites to delete certain content is unknown, though
anecdotal incidents in the past few years suggests that some degree of forced content removal by

National Telecommunications Corporation, “Blocking Or Unblock Websites,” last modified September 21, 2016, http://
www.ntc.gov.sd/index.php/en/blocking-websites

17
18

NTC: pornographic sites are increasing on the Internet and other online platform,” Almeghar, August 9, 2015, bit.ly/1X8CQDm.

20

NTC, “Blocking Or Unblock Websites.”

22

“Expert: NISS is capable of blocking websites that are posing a threat to Sudan’s national security,” Aljareeda, November 7, 2014.

“Sudanese intelligence prosecutes Internet content that ‘threatens the morals of the nation’,” Alhayat, February 29, 2016,
http://bit.ly/21iftrT ; “Khartoum’s Internet cafes  in violations,” Ashorooq, September 24, 2016, http://bit.ly/2pg7K23

19

21

Image of a blocked site: https://docs.google.com/file/d/0B6mgwvplJ6IadERXT3RTZW1jSkk/edit?pli=1

“Cybercrime is an act of terrorism that threatens the sovereignty of the state,” [in Arabic] Alintibaha, August 13, 2014,
http://bit.ly/1NRfFg5.
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the state exists, and that such ad hoc requirements lack transparency. No specific incidents were
reported during this report’s coverage period.

Media, Diversity, and Content Manipulation
Compared to the highly restrictive space in the traditional media sphere—which is characterized
by pre-publication censorship, confiscations of entire press runs of newspapers, and warnings from
NISS agents against reporting on certain taboo topics; 24 the internet remains a relatively open space
for freedom of expression, with bold voices expressing discontent with the government on various
online platforms. Online news outlets such as Altareeg,25 Altaghyeer,26 Radio Dabnga,27 Hurriyat, and
Alrakoba cover controversial topics such as corruption and human rights violations. Facing heavy
censorship, many print newspapers have shifted to digital formats, circulating censored or banned
material on their websites and social media pages; as a result, Sudanese citizens increasingly rely on
online outlets and social media for uncensored information.28
WhatsApp has become particularly popular among Sudanese, who have turned to the platform’s
relative privacy and anonymity to share critical news via the app’s group chat function.29 Blogging
is also popular, allowing journalists and writers to publish commentary free from the restrictions
leveled on print newspapers and provides ethnic, gender, and religious minorities a platform to
express themselves. The more active Sudanese bloggers write in the English language. However,
self-censorship has risen in recent years. Many journalists writing for online platforms publish
anonymously to avoid prosecution, while ordinary internet users in Sudan have become more
inclined to self-censor to avoid government surveillance and arbitrary legal consequences.
In response to Sudan’s more vibrant online information landscape, the government employs a
concerted and systematic strategy to manipulate online conversations through its so-called Cyber
Jihadist Unit. Established in 2011 in the wake of the Arab Spring, the unit falls under the National
Intelligence and Security Service (NISS) and works to proactively monitor content posted on blogs,
social media websites, and online news forums.30 The unit also infiltrates online discussions in an
effort to ascertain information about cyber-dissidents and is believed to orchestrate technical
attacks against independent websites, especially during political events 31
In the past year, Cyber Jihadists worked to thwart civil disobedience campaigns organized on
social media in response to austerity measures. After a successful campaign in November 2016—
which saw widespread strikes close down businesses and schools across Khartoum in the largest
demonstration of public dissent since antigovernment protests in September 2013—Cyber Jihadists
mobilized against plans for a second civil disobedience campaign planned for December 2016.
24

25

“Sudanese Security continues crackdown on press, journalists strike,” Sudan Tribune, December 01, 2016, http://bit.ly/2okLKm0
Altareeg was established in January 2014.

Altaghyeer [Arabic for change with political connotation] was established in 2013 following the government’s crackdown
on independent journalists, who were eventually banned from practicing traditional journalism in Sudan.
26

27 Launched from the Netherlands in November 2008, Radio Dabanga focuses on reporting on Darfur and has a strong
online presence and wide audience in conflicts areas. It website is bilingual and runs in depth reports and features.  It is a
project of the Radio Darfur Network. Dabnga, “About Us,” http://bit.ly/1LkMr5H.
28

“Blocking information in Sudan revives websites,” Aljazeera, January 9, 2017, http://bit.ly/2nloyos

30

“Sudan to unleash cyber jihadists,” BBC, March 23, 2011, bbc.in/1V3FWdi.

Khalid Albaih, “How WhatsApp is fueling a ‘sharing revolution’ in Sudan,” The Guardian, October 15, 2015, https://www.
theguardian.com/world/2015/oct/15/sudan-whatsapp-sharing-revolution

29

31

See Freedom on the Net, Sudan 2015, bit.ly/1QQpZp5.
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Deploying a concerted social media operation, Cyber Jihadists created dozens of fake social media
profiles to infiltrate prominent Facebook and WhatsApp groups organizing the campaign and
exposed the identities of some activists to the authorities. The operation also involved spreading
misinformation, such as comments posted about medications purchased at regular prices to
contradict the reality of rising prices, doctored photos posted of populated streets during the
disobedience campaign to give the impression that the call for strikes had failed, and false reports
that the government was planning to reinstate subsidies.32 Online activists said they were reported
to the police for participating in Facebook groups supporting the disobedience (see Prosecutions
and Arrests for Online Activities).33

Digital Activism
Social media and communications platforms were critical to the organization of protests
and civil disobedience campaigns in late 2016. The campaigns were launched in protest of
government subsidy cuts to basic commodities, fuel, and medicines that had caused a 30
percent increase in petrol and diesel prices and a 300 percent price hike on some drugs.34 The
#ReturnSubsidiesForMedicines trended across Sudan, Egypt, and Saudi Arabia, and won support
from citizens in the region, including celebrities from Lebanon, Bahrain, Kuwait, and UAE,35 which
led to high profile coverage of the campaign in reputable news channels.36 Digital activism also
encouraged citizens to demonstrate in the streets of Khartoum,37 leading to several arrests,38 while
Sudanese citizens in the diaspora supported their fellow countrymen and women by organizing
protests in front of Sudanese embassies around the world,39 the reports of which the government
denied.40
The protests later evolved into a 3-day nationwide civil disobedience campaign beginning on
November 27, 2016, which involved strikes that closed down businesses and schools in cities across
the country.41 The Sudanese president ridiculed the disobedience campaign, calling it a failure,42
though not before announcing plans to reduce the prices of live-saving medication for hypertension,
diabetes, Parkinson’s, and mental diseases two days before the campaign began in an effort to
diffuse tensions.43 Prices were only moderately reduced from the highly inflated price hikes.

32 Details of the National Congress Party’s report on social media operation to address  (Civil Disobedience),” [in Arabic] AlJareeda, March 1, 2017, retrieved from http://bit.ly/2oUaOUI
33

Author interview, December 2016.

35

“Sudan’s drug crisis goes viral on Twitter,” [in Arabic] Alarab, Novmber 25, 2016, http://bit.ly/2ocF6zk

“Sudan steeled for sharp price rises as state cuts fuel and electricity subsidies,’ The Guardian, November 10, 2016, http://
bit.ly/2fAbKXt; “#ReturnSubsidiesForMedicines trends as the Sudanese struggle to afford basic drugs,” Albawaba, November 21,
2016, http://bit.ly/2fjbfm9   

34

[Sky News Arabia]. (2016, November 23, 2016). Results of #ReturnSubsidiesForMedicines in Sudan. [Video File]. Retrieved from
http://bit.ly/2jRMHDW; “How did the high prices of medicine affect lives of Sudanese?,” [in Arabic[ BBC Arabic, November 22, 2016,
http://bbc.in/2nQ3pBs ; “Will civil disobedience work in Sudan?,” AlJazeera English, November 30,  2016, http://bit.ly/2olAIjB

36

“Students’ demonstrations in northern of Khartoum expressing ovation of #ReturnSubsidiesForMedicines,” [in Arabic]
Sudan Tribune, November 24, 2016, http://bit.ly/2nQ6Qbb

37
38
39

“Arrests at more price hike protests in Sudan,” Radio Dabanga, November 24, 2016, http://bit.ly/2ftiLYc

“Civil Disobedience Spreads Across Sudan,” Voice of America, November 29, 2016, http://bit.ly/2oUWEQL

“Ghandour: We did not received any comments from outside parties regarding the civil disobedience,” [In Arabic] Al Ray
Alaam, November 30, 2016, http://bit.ly/2nQ5cGF
40

41 “Sudan’s civil disobedience begins amid varying popular response,” Sudan Tribune, November 28, 2016, http://bit.ly/2fDbiWQ ;
“Khartoum: empty streets in the first days of “civil disobedience,” [in Arabic] Sky News Arabia, November 27, 2016, http://bit.ly/2oRUYtK
42
43

“Sudanese President: Civil disobedience is a failure of one million percent,” [in Arabic] Alarabiya, November 29, 2016, http://bit.ly/2nX0xnn
“Sudan announces reduction of medicine prices, Radio Dabanga, November 27, 2016, http://bit.ly/2giZKJP
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The relative success of the November civil disobedience campaign encouraged a group of online
activists to call for an open-ended campaign on December 19,44 which Cyber Jihadists attempted
to thwart through the spread of propaganda and misinformation online (see Media, Diversity,
and Content Manipulation). While the December 19 campaign was less successful than the
November protests, the combined efforts helped restore trust in collective action and the power of
organization, particularly against a government known for taking violent action against critics and
protestors. The civil disobedience campaigns enabled citizens to powerfully protest without taking
to the streets and risking arrest or beatings.45

Violations of User Rights
The highly restrictive Press and Printed Press Materials Law of 2004 was updated in November 2016 to
include specific clauses pertaining to online journalism, extending onerous limitations long placed on
the traditional press to the online sphere. Draft amendments to the IT Crime Act were introduced in
June 2016 to further regulate online speech. Arrests and interrogations for online activities continued
in the past year, particularly as heavy-handed censorship on the print and broadcast sectors led
journalists to migrate online to disseminate news. Harassment and technical attacks remained high.

Legal Environment
Sudan has restrictive laws that limit press and internet freedom. Most notably, the Informatic
Offences (Combating) Act 2007 (known as the IT Crime Act, or electronic crimes law)46 criminalizes
the establishment of websites that criticize the government or publish defamatory material and
content that disturbs public morality or public order.47 Violations involve fines and prison sentences
between two to five years.
In June 2016, the Minister of Communications and Information Technology announced draft
amendments to the electronic crimes law, which are expected to include defamation on social media
platforms and communications apps,48 and increase penalties to up to 10 years in prison.49 In early
2017, the First Deputy Prosecutor of the Cyber Crime Unit, Abdel Moneim Abdel Hafez, also stated
that the government was seeking to implement programs that control the spread of information

44

“Sudanese activists call for open-ended general strike in December,” Afro Insider!, November 29, 2016, http://bit.ly/2oloXtA

46

The Informatic Offences (Combating) Act, 2007, http://bit.ly/1NkNx1R.

45

“Sudan’s social media campaign of civil dissent boosts hopes of change,” The Guardian, January 11, 2017, http://bit.ly/2ji4yRd

Abdelgadir Mohammed Abdelgadir, Fences of Silence: Systematic Repression of Freedom of the Press, Opinion and
Expression in Sudan, (International Press Institute, 2012) http://bit.ly/1Pv7nee. According to Section 4, crimes against public
order and morality Sudan cyber law, of Sudan’s Cybercrime Law (2007), intentional or unintentional producing, preparing,
sending, storing, or promoting any content that violates public order or morality, makes the offender liable to imprisonment
of 4 to 5 years or a fine or both. The maximum penalty for committing both crimes is 7 years or fine or both.  Also, under the
same section, creating, promoting, using, website that calls for, or promote, ideas against public law or morality is punished
by 3 years in prison or fine or both. Cyber defamation crimes necessitate 2 years in prison or fine or both. Public order is not
defined clearly in the law. Subsequently, most of the opposition content online falls under this section making online activists
liable under this law.

47

48 “Al-Bashir is wages  war against Internet activists with the draft law against cybercrime,” [in Arabic] Al-Youm Al-Sabi’, June
12, 2016, http://bit.ly/2oWIaQa

“Minister of Communications: informatics crimes punishable upto 10 years,” [in Arabic] Al-Youm Al-Tali, October 4, 2017,
retrieved from http://bit.ly/2nYMJZr
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on social media.50 The Minister of Justice also approved establishing a new cybercrimes prosecution
unit in August 2016.51
In November 2016, the highly restrictive Press and Printed Press Materials Law of 2004 was updated
to include specific clauses pertaining to online journalism, extending onerous limitations long placed
on the traditional press to the online sphere,52 such as provisions that hold editors-in-chief liable for
all content published by their press outlets.53 National security imperatives also restrict journalism,
particularly under the 2010 National Security Act, which gives the National Intelligence and
Security Service (NISS) immunity from prosecution and the permission to arrest, detain, and censor
journalists under the pretext of national security.54
In December 2016, the vice president of the ruling National Congress Party (NCP) announced that
online activists would not be allowed to enter Sudan and that they would be detained upon arrival.55
In October 2017, the ministry of information and broadcasting proposed new amendments to
the Press and Publications Act that will reportedly require digital newspapers to register with the
Journalism Council and subject social media to other government controls.56

Prosecutions and Detentions for Online Activities
Arrests and interrogations for online activities continued in the past year, particularly as heavyhanded censorship on the print and broadcast sectors led journalists to migrate online to
disseminate news. The arrests reflected an ongoing tactic to limit internet freedom by silencing
critical voices and encouraging self-censorship.
In November 2016, Ameen Sendada, a journalist for Port Sudan, published news about a cholera
outbreak in his city and the government’s negligent response on his Facebook page. Government
officials had denied the spread of cholera across several states and claimed that the cases were
watery diarrhea.57 NISS agents called Sendada for questioning about his Facebook post, releasing
him after four hours of interrogation. He was forced to sign a pledge to report to the security
office at 10am on the following Monday.58 Shortly after, he was reportedly banned from practicing
journalism.59

50
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“Computer Crime Expert Abdel Moneim Abdel Hafez speaks to ,” [in Arabic] Al-Intibaha, January 16, 2017, http://bit.ly/2ofVdwk

“Establishment of a new cyber crimes prosecution unit,” [in Arabic]  Al-Jarida, August 9, 2016, retrieved from http://bit.ly/2oQbUkR

“Ministry of Justice receives amendments to the Sudanese Press Law of 2016,” [in Arabic] Altareeq, November 8, 2016,
http://bit.ly/2nvP1Tr ; “The  Sudanese Press Freedom Forum: online journalism to be included in the Press Law,’ [in Arabic]
Alsahafa, August 30, 2016, http://bit.ly/2nSjYwB
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53
54

Committee to Protect Journalists, “Repressive press law passed in Sudan,” June 11, 2009, https://cpj.org/x/2c67.

Amnesty International, “Sudanese security service carries out brutal campaign against opponents,” July 19, 2010, http://bit.ly/1OP3OOi.

“The National Congress Party threatens to prevent online activists from entering Sudan,” [in Arabic] Alsayha, December
30, 2016, http://bit.ly/2oWkvzh ; “Ibrahim Mahmoud threatens to prevent online opponents from entering Sudan,” [in Arabic]
Alhowsh, December 30, 2016, http://bit.ly/2oPQhRP
55

Sudanese Cabinet Press Release, October 26, 2017. https://goo.gl/anHZQX; “Amendments to the Press Law to restrict social
media and increase newspapers’ suspension days,” Altaghyeer, (Arabic), November 11, 2017. https://goo.gl/ZUmTw1; “Sudan: A
new law includes digital press to the Press Council’s jurisdiction,” Altareeq  (Arabic), Nov 6, 2017.  https://goo.gl/NnCxgZ  
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57 “The Sudanese government denies the spread of a cholera epidemic in the country,” Al-Araby Al-Jadeed, September 15,
2016, http://bit.ly/2oRm5p8

“Port Sudan’ Maritime Ports students block the national road and the security service is investigating a journalist,” Radio
Dabanga, November 21, 2016, http://bit.ly/2nt4QdQ
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“Journalists complain of harassment in Sudan’s Red Sea state,” Radio Dabanga, April 6,  2017, http://bit.ly/2okKOBw
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Political activists faced legal charges under the IT Crimes Act, 2007 during the coverage period.
In March 2017, three civil society activists working with the Centre for Training and Human
Development (TRACKS) were found guilty under article 14 of the IT Crimes Act for alleged
pornography found on their computers, which observers believe was planted to discredit them in
the eyes of the court. The three defendants were subsequently released on time served and each
fined 50,000 SDG (approximately US$7,463) after being detained for 10 months.60
In April 2017, a journalist was arrested under the article 15 of the Cybercrime Act for posting on
social media. The plaintiff in the case is the Minister of Health of the Al Qadarif state.61
The civil disobedience campaigns organized on social media in late 2016 also led to several arrests.62
Additionally, at least three members of a female-only Facebook group who organized other protests
in Khartoum and other cities around the country were arrested in November 2016.63
In a new development, the authorities increasingly pursued online activists based outside Sudan,
particularly those who live in Saudi Arabia, in addition to banning such activists from entering the
country (see Legal Environment). In December 2016, Saudi authorities, detained two Sudanese
online activists based in Saudi Arabia, Elgasim Seed Ahmed and Elwaleed Imam, at the behest of the
Sudanese authorities, for supporting the civil disobedience campaigns on social media.64 Ahmed is
the founder of a public Facebook group called, “The tragedy of the military and Keizan governance
in Sudan,”65 which is critical of the Sudanese government and has over 173,400 members. The
page was also later hacked after the arrests (see Technical Attacks). Along with Imam, Ahmed
was also a founding member of a Facebook page called, “Abna’ Al-Sahafa” (“Citizen of Al-Sahafa”
in Arabic), which facilitated humanitarian assistance and basic services to Sudanese people in
need.66 NISS officials reportedly traveled to Saudi Arabia to interrogate the detainees who were
held incommunicado before they were extradited to Sudan in July.67 Other online activists were
reportedly arrested along with Ahmed and Imam, including Alaa Eldin Dafa Alla Alamin (Ad Divina),
who was also active in the online civil disobedience campaign.68

Surveillance, Privacy, and Anonymity
Unchecked surveillance of ICTs is a grave concern among citizens in Sudan, where the government
is known to actively monitor internet communications on social media platforms and target online

60   International Federation for Human Rights. “SUDAN: TRACKs-affiliated rights defenders sentenced, fined and finally
released after ten months of arbitrary detention,”March 8,, 2017 http://bit.ly/2oQdoeV

61 “Assayha’s correspondent deported to Khartoum in lights of a complaint filed by Al Qadarif state’s Minister of Health,” [in
Arabic] Assayha, April 4, 2017, http://bit.ly/2pj9Az8  
62
63

Author interview January 2017.

“Social media, women ‘play prominent role’ in Sudan protest actions, Radio Dabanga, December 12, 2016, http://bit.ly/2hldWFH

Amnesty International, “Two Sudanese Dissidents Interrogated For Activism,” Urgent Action Update, March 20, 2017,  
http://bit.ly/2nWYv6v

64

65 The tragedy of the military and Kiezan governance in Sudan[in Arabic]. (n.d.). In Facebook [Group page]. Retrieved April
2016 from http://bit.ly/2okKwua

66 The Observatory for the Protection of Human Rights Defenders, “Saudi Arabia/Sudan: Secret detention of Messrs. Waleed
Imam and Algasim Mohamed Sidahmed,” January 17, 2017, http://bit.ly/2nX1CLM

67 Front Line Defenders, “AL-QASEM MOHAMMAD SAYYED AHMAD DETAINED IN UNKNOWN LOCATION BY SAUDI
AUTHORITIES AND AT RISK OF DEPORTATION TO SUDAN,” Action, 7 April 2017, http://bit.ly/2ocCmCi

68 Sudan Human Rights Network,”Urgent Action; fear of deportation and other ill-treatment: Alaa Eldin Dafa Alla Alamin
(Ad’Difina),” Urgent Action, 22 January 2017, http://bit.ly/2oOuWIv
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activists and journalists during politically sensitive periods. The NISS regularly intercepts private
email messages, enabled by sophisticated surveillance technologies.69
Internal emails leaked by hackers in July 2015 confirmed that the NISS had purchased Hacking
Team’s Remote Control System (RCS) spyware in 2012,70 which has the ability to steal files and
passwords, and to intercept Skype calls and chats.71 While other leaked emails revealed that the
company had discontinued business with Sudan in November 2014,72 Citizen Lab research found
that Sudan also possesses high-tech surveillance equipment from the U.S.-based Blue Coat Systems,
a technology company that manufactures monitoring and filtering devices. The surveillance system
was initially traced to three networks inside Sudan, including on the networks of the private telecom
provider Canar.73
Sudanese authorities increasingly requested user information from social media platforms. In its
global government transparency report covering January to December 2016, Facebook disclosed
that it had received a total of five Requests for User Data, which Facebook did not provide.74
Sudanese authorities had requested information for a total of 18 accounts since 2013.75
Article 9 of the NTC’s General Regulations 2012, based on the 2001 Communications Act, obligates
mobile companies to keep a complete record of their customers’ data, thus requiring SIM card
registration, which was enacted in 2008.76 The government reportedly plans to link SIM cards to
users’ national identification numbers in the future,77 while the Ministry of Information stated in
March 2016 that it is considering new requirements to register all mobile devices with real names.78
Cybercafés lack privacy and are also subject to intrusive government surveillance. In September
2016, NISS agents raided internet cafes in Khartoum in search of content threatening “public
morals.”79 They had previously raided internet cafes in February 2016.80

Intimidation and Violence
Online journalists and activists often face extralegal intimidation, harassment, and violence for their
online activities. Female activists in particular were subject to multilayered attacks on social media.
Online activists supporting the civil disobedience campaigns in November and December 2016 were
subject to threats and intimidation by government supporters and Cyber Jihadists.81 In one example,
69

70
71

See, “Sudan,” Freedom on the Net 2015, Freedom House.

PDF of a receipt that shows the National Intelligence and Security Services of Sudan purchased Hacking Team’s services: http://bit.ly/1Pv9A9p.  
Hacking Team, “Customer Policy,” accessed February 13, 2014, http://bit.ly/1GnkbjG.  

Cora Currier and Morgan Marquis-Boire, “A Detailed look At Hacking Team’s Emails About Its Repressive Clients,” The
Intercept, July 7, 2015, http://bit.ly/1jxGv0h.  
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Ellen Nakashima, “Report: Web monitoring devices made by US firm Blue Coat detected in Iran, Sudan,” Washington Post,
July 8, 2013, http://wapo.st/1Pv95fA.  
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Facebook Government Requests Report, Sudan January 2016 - June 2016, http://bit.ly/2oPS750

“Sudan seeks to disclose 18 accounts from the Facebook,” Alahdath News, December 22, 2016, http://bit.ly/2nvsNRC ;
“Sudan requests information on 4 Facebook users: report,” Sudan Tribune, April 14, 2014, http://bit.ly/2oTJiXL
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SIM card registration compromises mobile phone users’ privacy and anonymity, as it requires an official identification card and home
address information. “NTC announces the end of grace period to register sim cards,” [in Arabic] Sudani Net, June 1, 2014, http://bit.ly/1W2A0n3.
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“Sudan: Telecoms companies block non-registered SIM cards,” African Manager, June 1, 2014, http://bit.ly/1NRlJ8x.
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a video circulating on Facebook showed an officer lifting weights while threatening those who
support the disobedience in November.82
In the wake of the disobedience campaign in December 2016, Shamael Al-Noor, a journalist working
with Al-Tayyarr newspaper in Sudan who writes about corruption and Islamist extremism, faced
intense online harassment and bullying after she posted on Facebook about crackdowns on the
press during the campaign and how the public was seeking uncensored information from social
media.83 Trolls (who were likely Cyber Jihadists) targeted online activists who expressed support
for Al-Noor with threats of legal consequences.84 Despite the harassment, Al-Noor continued to
support the disobedience campaigns, along with 500 other reporters and writers.85 She came under
attack again in February 2017 for a column criticizing the government’s public health policies and
obsession with women’s piety in public, resulting in radicalized voices waging a personal vendetta
against her.86 Al-Noor filed a complaint to the police and to Cyber Crime Unit.87

Technical Attacks
Independent news sites are frequently subject to technical attacks, which many believe are
perpetrated by the government’s Cyber Jihadist Unit. Attacks usually intensify during political events
and unrest, while some prominent news sites ward off daily DDoS attempts.88 Several online outlets
reported technical attacks against their websites in the past year, but they were able to respond by
increasing their cyber security capabilities.89
Online activists reported an increase in technical attacks against their social media and email
accounts during the civil disobedience campaigns in November and December 2016.90 A few
WhatsApp groups organizing the civil disobedience campaigns were reportedly hacked by Cyber
Jihadists, via malware sent to one of the group members, which exposed information about the
group organizers.
Throughout 2017, a Facebook page created by Sudanese women to post screenshots of sexual
harassment incidents faced several hacking attempts following strong condemnation from
numerous male users.91 The women also have a private group with over 7,300 members on social
media called Inboxat [Arabic for “Inbox messages”] where they share sexual harassment messages
they receive on social media with one another.92

82

Facebook video http://bit.ly/2oWh1wH

Shamael ENoor [December 14, 2016]. In Facebook [Personal Account]. http://bit.ly/2ofIn2p; Dr. Mohi El Din Titaw
[December 15, 2016]. In Facebook [Personal Account].  http://bit.ly/2ofmvmt
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Screenshot of the threat http://bit.ly/2nRJB0G
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“More than 500 Sudanese journalists and writers support civil disobedience,”[in Arabic] Aljamaheer, December 18, 2016, http://bit.ly/2nRIo9m
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  Journalists for Human Rights (JHR). (2017). Status of Sudanese women journalists from 8 March 2016 to 8 March 2017. [Press release].
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Frontline Defenders, “JOURNALIST SHAMAEL AL-NOOR THREATENED,” February 22, 2017 http://bit.ly/2oW40Dd

88 Author’s interview with internal sources who requested to stay anonymous with this info to avoid making their
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[in Arabic] Al-Sudani, March 2, 2017, retrieved from http://bit.ly/2ogdfzW
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Syria
2016

2017

Internet Freedom Status

Not
Free

Not
Free

Obstacles to Access (0-25)

24

23

Limits on Content (0-35)

26

26

Violations of User Rights (0-40)

37

37

TOTAL* ( 0-100 )

87

86

Population:

18.4 million

Internet Penetration 2016 (ITU):

31.9 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Areas liberated from the so-called Islamic State (IS) are regaining internet access,
although access in cities such as Raqqa and Deir al-Zor remained restricted at
cybercafes (See Availability and Ease of Access).

•

Although Syrian government forces retook Aleppo from opposition rebels and restored
the city to the national network, residents have reported ongoing disruptions (See
Restrictions on Connectivity).

•

At least 15 netizens and citizen journalists remain imprisoned by the regime on charges
related to their digital activism. It was recently confirmed that digital activist Bassel
Khartabil, detained in 2012, died in government custody in 2015 (see Prosecutions and
Detentions for Online Activities).

•

Several citizen journalists and bloggers were killed while documenting human rights
abuses by all sides of the conflict (see Intimidation and Violence).

•

Hackers linked to Iran have stepped up cyberattacks against Syrian opposition groups
in a bid to disrupt reporting on human rights violations (see Technical Attacks).

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

SYRIA

Introduction
Internet freedom in Syria improved after mild improvements in internet access, although the country
remained one of the most dangerous environments due to ongoing detentions and assassinations
of citizen journalists.
Syrian cyberspace remains fraught with conflict, often mirroring the brutality of the war on the
ground and its complex geopolitics. Citizen journalists were killed during air raids, regime opponents were tortured in state prisons, and the so-called Islamic State (IS) murdered individuals for
chronicling the hardships of life under the religious extremists. Hackers linked to Russia, Iran, and
the Syrian government conducted malware and spear-phishing attacks against human rights organizations and opposition groups.
Because of the war, Syria’s telecommunications infrastructure is severely damaged and highly decentralized. In areas controlled by the regime, the state-owned service provider employs sophisticated
technologies to filter political, social, and religious websites. Meanwhile, individuals in rebel-controlled areas often rely on Turkish mobile internet beamed in from across the border, or in many
cases, expensive satellite connections. Authorities regularly shut down internet access to prevent
the dissemination of information, particularly before and during military operations. Shelling and
sabotage have led to the destruction of infrastructure, affecting internet and power connections in
several provinces.
The internet has played a significant role in documenting popular protests against the Syrian regime
and its heavy-handed response against civilians, as well as the brutality of violent extremists. Authorities prevented foreign media from accessing the country, prompting many ordinary Syrians to
take up mobile phones and small cameras to cover the deteriorating situation and post videos of
the conflict on social media. These citizen journalists have become vital in the quest to document
flagrant human rights abuses by all parties to the conflict.

Obstacles to Access
The war has devastated telecommunications infrastructure and disconnected around two-thirds of the
country from Syrian internet service providers (ISPs). As a result, internet access has become highly
decentralized with some relying on microwave links from Turkish cities or pooled satellite connections
serving cybercafes. Internet access is regularly shutdown in areas controlled by the regime and disparate rebel groups alike.

Availability and Ease of Access
Syria’s telecommunications infrastructure is one of the least developed in the Middle East, with
broadband connections among the most difficult and expensive to acquire.1 This worsened after
2011, as inflation and electricity outages increased dramatically following public protests and the
government’s corresponding crackdown. Damage to the communications infrastructure is particularly bad in cities where the government is no longer in control, due to shelling by both the Syrian
Kyle Wansink, Syria - Telecoms, Mobile, Broadband and Forecasts, BuddeComm, accessed March 8, 2012, http://bit.
ly/1OdycSD
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armed forces and opposition fighters. This has led to a decentralized telecommunications infrastructure, whereby each and every part of the country has a different internet gateway.

Key Access Indicators
Internet penetration (ITU)

a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

2016

31.9%

2011

22.5%

2015

2016

30.0%
54%

2015

62%

2017(Q1)

1.8 Mbps

2011

2016(Q1)

59%

1.4 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

According to estimates by the International Telecommunication Union, 29.6 percent of Syrians had
access to the internet at the end of 2016, up from 21 percent in 2010.2 The estimated number of
fixed broadband subscribers also increased, but remained low at just over 3.14 subscriptions per 100
inhabitants. The number of mobile phone subscriptions decreased slightly over the past year, with
64 subscriptions per 100 inhabitants.
The price, speed, and availability of internet access vary depending on the region of the country.
According to a pricelist published by the Syrian Computer Society Network, the monthly cost for a
1 Mbps ADSL connection was SYP 2400 (approximately US$5) as of May 2017,3 in a country where
monthly gross domestic product per capita was US$2744 in 2012 and has since dropped.5 While the
Syrian lira (SYP) has lost a large amount of its value, prices have not changed dramatically during the
conflict.
Around two-thirds of the country is disconnected from Syrian ISP networks, instead relying on a
WiMax or WiFi microwave links from Turkish cities6 or satellite connections (VSAT).7 The former is
particularly prominent in Kurdish areas along the Turkish border, such as Qamishli, where Wi-Fi connections are around US$50 per month. Cybercafes are reportedly widespread.8 Other areas recently
liberated from Islamic State (IS), such as al-Shadadi, have also seen cybercafes reopen.9
In areas controlled by IS, such as Deir al-Zor and Raqqa, internet access is subject to many regulations and often affected by military developments on the ground. For example, IS authorities reportedly banned the internet from the village of al-Boukamal in the province of Deir al-Zor in September
2

3

4

International Telecommunication Union, ”Statistics,” 2015, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx

Syrian Computer Society Network, “ADSL Services and price” [in Arabic], accessed May 17, 2017, http://bit.ly/250BUqt

World Bank Databank, “GDP per capita (current US$),” 2008-12, accessed May 17, 2017, http://bit.ly/1eRbn2E

Democratic Arabic Center, “Reports: Syrian conflict losses of $ 80 billion and 11 percent of the population were killed or
injured,” [Arabic] February 11, 2016, http://democraticac.de/?p=27360

5

“Northern Syria, Internet cafes are everywhere in the North, Chatting, Smoking and Porn,” [in Arabic], Hunasaotak, http://bit.
ly/1Q4ieIU

6

“Internet through satellite and Turkish providers as an alternative of Al-Assad network in the countryside of Idlib,” [in
Arabic] Orient News, August 10, 2014, http://bit.ly/1PEllt8

7

8

9

Interview with the Amjad Othman, journalist from Qamishli city via Skype.

A Skype Interview with Syrian journalist, Jwan Ali, April 16, 2017.
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2015 in preparation for a military operation against regime forces in a nearby village.10 Due to the
prohibitive cost of VSAT connections, businesses in IS-controlled areas have established cybercafes
where users split the cost of satellite infrastructure and purchase separate Wi-Fi connectivity. Based
on Skype interviews with Syrians living under IS-controlled areas, the cost of internet access inside
the internet cafes is 100 SYP (US$ 0.50) for 1 hour connection, while for smartphone users, 15 MB of
data transactions costs 100 SYP.
In mid-2015, IS released a statement requiring these cybercafes to “remove Wi-Fi boosters in internet cafes as well as private wireless adapters, even for soldiers of the Islamic State.”11 The move is
an attempt to limit private internet access in Raqqa and Deir al-Zor to public locations12 that can be
policed by the extremists in order to restrict reporting by activists as well as GPS-tracking of militants using the services.13 Licenses are only provided to “loyal” businesses and require cafe owners
to restrict WiFi availability to the physical space of the cybercafé, to log all customers using their IDs,
and to separate men from women.14 IS has allowed only four cybercafes in Deir al-Zor city (one each
in the neighborhoods of Hamidiyeh, al-Ommal, Ghassan Aboud, and al-Sheikh Yassin) and all are
under heavy surveillance by authorities.15 Recent airstrikes targeting IS militants have also damaged
telecommunications infrastructure in IS-held areas.16

Restrictions on Connectivity
The Syrian government has engaged in extensive and repeated internet shutdowns since 2011. Damage to telecommunications infrastructure disconnected the war-torn city of Aleppo from March to
November 2015.17
Internet connections to Aleppo are now routed through Syrian networks, rather than Turkish networks. Researchers speculated the move reflected recent gains made by the Syrian army over rebel
forces in the areas surrounding Aleppo, once Syria’s most populous city. Researchers noted the city
was reconnected using a “high capacity microwave link to the coastal city of Latakia, Syria.”18 However, users in Aleppo have suffered from connection interruptions and slow connectivity, likely due to
limited bandwidth.19
In areas controlled by the Syrian government, the Syrian Telecommunications Establishment (STE)
serves as both an internet service provider (ISP) and the telecommunications regulator, providing

Zainah Alsamman, “ISIS Bans the Internet in al-Boukamal, Deir Ezzor,” SecDev Foundation, September 25, 2015, https://
secdev-foundation.org/isis-bans-the-internet-in-al-boukamal-deir-ezzor/

10
11

Erika Solomon, “Isis to cut private internet access in parts of Syria,” Financial Times, July 20, 2015, http://on.ft.com/1M4z2ff

ISIS is allowing the Internet but under surveillance, (Arabic), Alrai media, May 22nd , 2016 http://www.alraimedia.com/ar/
article/others/2015/05/22/591978/nr/iraq

12

“ISIL is shutting down Internet Cafes around Deir ez-Zor Airport,” [in Arabic] Al-Arabiya, December 8, 2014, http://ara.tv/
mhf43

13

“The Islamic state to prevent Internet in Abu Kamal,” (Arabic), The Syrian Observatory for Human Rights, September 19,
2015, http://www.syriahr.com/?p=136555

14
15
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Skype Call with Samer Al-Deri.

Firas Alhakar “Hello.. Al-Raqa is offline,” Al-Akbar, July 24, 2015, https://al-akhbar.com/node/238429

Doug Madory, “Internet Returns to Aleppo, Syria,” Dyn Research, November 11, 2015, http://research.dyn.com/2015/11/
internet-returns-to-aleppo-syria/

17

Doug Madory, “War-torn Syrian city gets new fiber link,” Dyn Research, October 12, 2016, http://research.dyn.
com/2016/10/war-torn-syrian-city-gets-new-fiber-link/

18

Aleppo News network, “Internet disconnection is deliberate, and these are the reasons”, May 1, 2017, https://www.nfac-sy.
net/news/10413
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the government with tight control over internet infrastructure.20 In addition, private fixed-line and
mobile ISPs are required to sign a memorandum of understanding to connect to the international
internet via gateways controlled by the Syrian Information Organization (SIO).21

ICT Market
As of 2012, some 14 ISPs operated in Syria. Independent VSAT connections are prohibited, although
in reality they are heavily employed due to the damage that government ICT infrastructure has sustained as a result of the conflict.22 ISPs and cybercafes must obtain approval from the STE and pass
security vetting by the Ministry of Interior and other security services.23 Moreover, cybercafe owners
are required to monitor visitors and record their activities. There are two main mobile phone providers in Syria: Syriatel—owned by Rami Makhlouf, a cousin of President Bashar al-Assad—and MTN
Syria, a subsidiary of the South African company.

Regulatory Bodies
Syria’s ICT market and internet policy is regulated by the SIO and the state-owned STE, which owns
all fixed-line infrastructure. The STE is a government body established in 1975 as part of the Ministry
of Telecommunications and Technology.24 Domain name registration is handled by the Syrian Computer Society, which was once headed by Bashar al-Assad prior to his appointment as president in
2000.25

Limits on Content
The Syrian government engages in extensive filtering of websites related to politics, minorities, human
rights, and foreign affairs. Self-censorship is highly prevalent, particularly in areas under government
control. Despite these limitations, activists make use of communication apps to save lives in rebel-controlled areas and citizen journalists continue to make use of video-uploading sites and social networks
to spread information about human rights abuses and the atrocities of war.

Blocking and Filtering
The blocking of websites related to government opposition, human rights groups, the Muslim
Brotherhood, and activism on behalf of the Kurdish minority is very common.26 A range of websites related to regional politics are also inaccessible, including the prominent London-based news
20

Syrian Telecom, “Intelligent Network Project,” http://www.in-ste.gov.sy/inindex_en.html

Jaber Baker, “Internet in Syria: experimental goods and a field of a new control,” White and Black Magazine, posted on
Marmarita website, August 10, 2008, http://www.dai3tna.com/nuke/modules.php?name=News&file=article&sid=6019. (no
longer available)

21

“Online Syria, Offline Syrians,” One Social Network with a Rebellious Message, The Initiative or an Open Arab Internet,
accessed March 8, 2012, http://bit.ly/1NSCAHQ

22

23 Ayham Saleh, “Internet, Media and Future in Syria” [in Arabic], The Syrian Center for Media and Free Expression, November
14, 2006, http://bit.ly/1hfdwWl
24

Ministry of Communication and Technology, “Overview,” [in Arabic], http://www.moct.gov.sy/moct/?q=ar/node/21

26

Reporters Without Borders, Internet Enemies, March 2011, http://bit.ly/eLXGvi

Sean Gallagher, “Network Solutions seizes over 700 domains registered to Syrians,” Ars Technica, May 8, 2013, http://
arstechnica.com/tech-policy/2013/05/network-solutions-seized-over-700-domains-registered-to-syrians/
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outlets Al-Quds al-Arabi and Asharq al-Awsat, as well as several Lebanese online newspapers and
other websites campaigning to end Syrian influence in Lebanon. Access to the entire Israeli top-level
domain “.il” is also restricted. However, the websites of most international news sources and human
rights groups have remained accessible.
Censorship is implemented by the STE and private ISPs with the use of various commercially available software programs. Independent reports in recent years pointed to the use of ThunderCache
software, which is capable of “monitoring and controlling a user’s dynamic web-based activities as
well as conducting deep packet inspection.”27 In 2011, evidence emerged that the Syrian authorities
were also using technology provided by the Italian company Area SpA to improve their censorship
and surveillance abilities. The contract with Area SpA included software and hardware manufactured
by companies such as Blue Coat Systems, NetApp, and Sophos. Blue Coat had reportedly sold 14
devices to an intermediary in Dubai which then sent them to Area SpA, ostensibly with Blue Coat
believing that the equipment would be given to the Iraqi government; however, logs obtained by
the hacktivist group Telecomix in August 2011 revealed evidence of their use in Syria instead.28 In
October of that year, Blue Coat acknowledged that 13 of the 14 devices had been redirected to the
Syrian government, an inadvertent violation of a U.S. trade embargo, and that the company was
cooperating with the relevant investigations.29 Analysis of the exposed Blue Coat logs revealed that
censorship and surveillance were particularly focused on social-networking and video-sharing websites.30 The Wall Street Journal identified efforts to block or monitor tens of thousands of opposition
websites or online forums covering the uprising. Out of a sample of 2,500 attempts to visit Facebook,
the logs revealed that three-fifths were blocked and two-fifths were permitted but recorded.31
The Syrian government also engages in filtering SMS messages. Beginning in February 2011, such
censorship was periodically reported around dates of planned protests. In February 2012, Bloomberg reported in a series of interviews and leaked documents that a special government unit known
as Branch 225 had ordered Syriatel and MTN Syria to block text messages containing key words like
“revolution” or “demonstration.” The providers reportedly implemented the directives with the help
of technology purchased from two separate Irish firms several years earlier for the alleged purpose
of restricting spam.32
The government continues to block circumvention tools, internet security software, and applications
that enable anonymous communications. By enabling deep packet inspection (DPI) filtering on the
Syrian network, authorities were able to block secure communications tools such as OpenVPN, Later
2 Tunneling Protocol (L2TP), and Internet Protocol Security (IPsec) in August 2011.33 Websites used
to mobilize people to protest or resist the regime, including pages linked to the network of Local
Coordination Committees (LCCs)—groups that have formed since the revolution to organize the
Reporters Without Borders, “Syria,” Enemies of the Internet: Countries under surveillance, March 12, 2010, http://bit.
ly/1OCZ0cS, and Platinum, Inc., “ThunderCache Overview,” accessed August 14, 2012, http://www.platinum.sy/index.php?m=91
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opposition—continue to be blocked.34 Websites that document human rights violations, such as the
Violations Documentation Center, remain blocked,35 as does the New Syrian, a website that brings
prominent Syrian authors to share their vision about the country.36 Authorities have repeatedly
blocked the website and key search terms of SouriaLi, an internet radio station started by a group of
pluralistic young Syrians.37
Facebook remains accessible in Syria after the government lifted a four-year block on the social-networking site in February 2011. The video-sharing website YouTube was also unblocked. Some activists suspected that the regime unblocked the sites to track citizens’ online activities and identities. As
of 2016, both were within the top-three most visited websites in the country.38 Other social media
platforms like Twitter are freely available, although they are not as popular and do not figure within
the top 25 most visited sites in the country.
The Voice-over-Internet-Protocol (VoIP) service Skype has suffered frequent disruptions, either due
to low speeds or intermittent blocking by the authorities. In February 2012, the government also began restricting access to certain applications for mobile phone devices that activists had been using
to circumvent other blocks. Anti-virus software and updates to operating systems remain blocked
due to U.S. sanctions, to the dismay of many U.S.-based activists.39
Decisions surrounding online censorship lack transparency and ISPs do not publicize the details of
how blocking is implemented or which websites are banned, though government officials have publicly admitted engaging in internet censorship. When a user seeks to access a blocked website, an
error message appears implying a technical problem rather than deliberate government restriction.
Decisions on which websites or keywords should be censored are made by parts of the security apparatus, including Branch 225, or by the executive branch.

Content Removal
According to digital security organization SecDev, dozens of opposition pages, media centers, and
independent NGOs have been closed by Facebook.40 These include numerous pages of local coordination committees (LCCs) and the London-based Syrian Network for Human Rights. Activists believe
that Facebook users sympathetic to President Assad may be reporting the pages en masse as violating user guidelines, thereby provoking Facebook into action. Razan Zaitouneh of the Violations Documentation Center shared a letter urging Facebook to keep the sites open, stating that “Facebook
pages are the only outlet that allows Syrians and media activists to convey the events and atrocities
to the world.” Representatives from Facebook have cited the difficulties in discerning between objective reporting and propaganda, particularly since many armed extremists have taken to using the
site.
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Syrian activists have also lamented41 that numerous videos documenting war crimes and human
rights abuses by Islamist militants have been removed from platforms such as Facebook and YouTube as part of their crackdown on extremist content.42

Media, Diversity, and Content Manipulation
With the onset of the civil war, citizen journalism and social media provided the Syrian public with
an alternative view of domestic events, 43 particularly as state media outlets have lost their credibility
among many.44 In an environment of extreme violence and arbitrary “red lines,” self-censorship is
widespread online. Sensitive topics include criticism of President Assad, his late father, the military,
or the ruling Baath party. Publicizing problems faced by religious and ethnic minorities or corruption
allegations related to the ruling family, such as those of Assad’s cousin Rami Makhlouf, are also off
limits. Most Syrian users are careful not only to avoid such sensitive topics when writing online, but
also to avoid visiting blocked websites.45 However, the period of May 2012 to April 2013 witnessed
a large number of local Syrian users expressing opposition to Assad, his father, Makhlouf, the Baath
party, and certain ethnic or sectarian groups.46 In 2014, users living in areas under control of IS or
other extremist groups have stepped up their self-censorship in order to avoid criticizing the militants or Islam in general.
Pro-regime forces have employed a range of tactics to manipulate online content and discredit news
reports or those posting them, though it is often difficult to directly link those who are carrying out
these activities with the government. Most notable has been the emergence of the Syrian Electronic
Army (SEA), a progovernment hacktivist group that targets the websites of opposition forces, human
rights websites, and even Western media outlets (see “Technical Attacks”). For news websites and
other online forums based in the country, it is common for writers to receive phone calls from government officials offering “directions” on how to cover particular events.47 The Syrian government
also pursues a policy of supporting and promoting websites that publish progovernment materials
in an attempt to popularize the state’s version of events. These sites typically cite the reporting of
the official state news agency SANA, with the same exact wording often evident across multiple
websites. Since early 2011, this approach has also been used to promote the government’s perspective about the uprising and subsequent military campaign.48 Interestingly, in 2012, the progovernment website Aksalser changed its stance to support the opposition and was subsequently blocked
by the government.49
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U.S. sanctions have resulted in the blocking of paid online services, making it difficult for Syrians to
purchase a domain or host their websites in the U.S. Restrictions on importing funds into Syria have
had a significant impact on the ability to publish content. For instance, the Syrian magazine Syrian
Oxygen was unable to obtain SSL certificates for their website from U.S. providers, apparently because the domain syrianoxygen.com has the word Syria in it.

Digital Activism
Online tools have proven crucial for Syrians inside and outside the country seeking to document human rights abuses, campaign for the release of imprisoned activists, and disseminate news from the
front lines of the conflict. Communication apps have become particularly important in saving lives
during the conflict. A WhatsApp group called “The Monitors” was created by individuals based in
regime-controlled areas to warn individuals living in rebel-controlled areas of impending Syrian and
Russian air raids.50 The U.S.-based Syrian American Medical Society has used WhatsApp for telemedicine, in one instance guiding a veterinarian who delivered twin babies by caesarean section in the
besieged town of Madaya.51
Syrians are very active on Facebook, using it as a platform to share news, discuss events, release
statements, and coordinate both online and offline activities.52 A Facebook petition for the release
of Youssef Abdelke, initiated by a group of Syrian intellectuals and artists, was signed by over 2,500
users.53 Abdelke, an illustrator and painter who has often expressed political dissent through his art,
was arrested in July 2013 after he signed a declaration, posted online, which called for a democratic
transition and the stepping down of President Assad.54 He was released one month later.55
In addition, one observer has called the conflict in Syria the first “YouTube War” due to the extraordinarily high coverage of human rights violations, military battles, and post-conflict devastation that
is contained in videos posted to the site.56 Indeed, as the Syrian government shifted to the use of
heavy arms and missiles against opposition fighters, the role of citizen journalists has shifted from
live event coverage to documenting the bloody aftermath of an attack. Although many obstacles
stand in the way of media coverage, citizen journalists have designed techniques to ensure media
coverage of remote and conflict areas. “Local Media Offices” ensure that local journalists cover limited geographic areas, and then use a social network as a platform to collect, verify, and publish news
stories. Hundreds of thousands of videos have been posted to YouTube by citizen journalists, rebel
groups, and civil society groups, mostly documenting attacks. A Syrian group categorizing YouTube
videos and sharing them via the platform OnSyria had posted almost 200,000 videos in 2013.57
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Violations of User Rights
Syria remains one of the most dangerous places to use the internet in the world. Citizen journalists,
bloggers, and activists are detained and often tortured by both government forces and, increasingly, fighters linked to extremist groups like the so-called Islamic State (IS). Several netizens were killed
during the coverage period and cyberattacks against the opposition remain prevalent from a variety of
hackers linked to the governments of Russia, Iran, and Syria.

Legal Environment
Laws such as the penal code, the 1963 State of Emergency Law, and the 2001 Press Law are used
to control traditional media and arrest journalists or internet users based on vaguely worded terms
such as threatening “national unity” or “publishing false news that may weaken national sentiment.”58
Defamation offenses are punishable by up to one year in prison if comments target the president
and up to six months in prison for libel against other government officials, including judges, the
military, or civil servants.59 In addition, Syria’s cybercrime law allows prison sentences of up to three
years and fines of up to SYP 250,000 (US$ 1,500) for anyone who incites or promotes crime through
computer networks.60 The judiciary lacks independence and its decisions are often arbitrary. Some
civilians have been tried before military courts.

Prosecutions and Detentions for Online Activities
Since antigovernment protests broke out in February 2011, the authorities have detained hundreds
of internet users, including several well-known bloggers and citizen journalists. While it is very difficult to obtain information on recent arrests, at least 15 netizens remain in prison according to Reporters Without Borders. 61 Bassel Khartabil, an open source activist and recipient of the 2013 Index
on Censorship Digital Freedom Award, was detained by the authorities in March 2012 and subsequently executed (see “Intimidation and Violence”).62
Human rights activists who work online are also targeted by the government and the rebels. Four
members of the Violations Documentation Center (VDC) were kidnapped by an unknown group
from a rebel-controlled area in December 2013.63 Authorities raided the offices of the Syrian Center
for Media and Freedom of Expression (SCM) in February 2012, arresting 14 employees.64 One SCM
member and civil rights blogger, Razan Ghazzawi,65 was detained for 22 days.66 Three others remain
58
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in prison and face up to 15 years for “publicizing terrorist acts” due to their role in documenting
human rights violations by the Syrian regime.67 The organization’s founder and director, Mazen
Darwish, was reportedly released in August 2015 after three years in pretrial detention and recently
moved to Germany.68

Surveillance, Privacy, and Anonymity
Surveillance is rampant on Syrian internet service providers, which are tightly aligned with government security forces. Activists and bloggers released from custody report being pressured by security agents to provide the passwords of their Facebook, Gmail, Skype, and other online accounts.69
Meanwhile, in IS-controlled territory, there are reports that militants have conducted unannounced
raids at cybercafes to monitor customers’ browsing history and social media accounts.70
The Law for the Regulation of Network Communication against Cyber Crime, passed in February
2012, requires websites to clearly publish the names and details of the owners and administrators.71
The owner of a website or online platform is also required “to save a copy of their content and traffic
data to allow verification of the identity of persons who contribute content on the network” for a
period of time to be determined by the government.72 Failure to comply may cause the website to
be blocked and is punishable by a fine of SYP 100,000 to 500,000 (US$1,700 to $8,600). If the violation is found to have been deliberate, the website owner or administrator may face punishment of
three months to two years imprisonment as well as a fine of SYP 200,000 to 1 million (US$1,500 to
$7,500).73
In early November 2011, Bloomberg reported that the Syrian government had contracted Area SpA
in 2009 to equip them with an upgraded system that would enable interception, scanning, and cataloging of all email, internet, and mobile phone communication flowing in and out of the country. According to the report, throughout 2011, employees of Area SpA had visited Syria and began setting
up the system to monitor user communications in near real-time, alongside graphics mapping users’
contacts.74 The exposé sparked protests in Italy and, a few weeks after the revelations, Area SpA announced that it would not be completing the project.75 No update is available on the project’s status
or whether any of the equipment is now operational.
One indication that the Syrian authorities were potentially seeking an alternative to the incomplete
Italian-made surveillance system were reports of sophisticated phishing and malware attacks targeting online activists that emerged in February 2012.76 The U.S.-based Electronic Frontier Foundation
(EFF) reported that malware called “Darkcomet RAT” (Remote Access Tool) and “Xtreme RAT” had
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been found on activists’ computers and were capable of capturing webcam activity, logging keystrokes, stealing passwords, and more. Both applications sent the data back to the same IP address
in Syria and were circulated via email and instant messaging programs.77 Later, EFF reported the appearance of a fake YouTube channel carrying Syrian opposition videos that requested users’ login information and prompted them to download an update to Adobe Flash, which was in fact a malware
program that enabled data to be stolen from their computer. Upon its discovery, the fake site was
taken down.78 Due to the prevailing need for circumvention and encryption tools among activists
and other opposition members, Syrian authorities have developed fake Skype encryption tools and a
fake VPN application, both containing harmful Trojans.79
A report from Kaspersky Labs, published in August 2014, revealed that some 10,000 victims’ computers had been infected with RATs in Syria, as well as in other Middle Eastern countries and the
United States.80 The attackers sent messages via Skype, Facebook, and YouTube to dupe victims into
downloading surveillance malware. One file was disguised as a spreadsheet listing names of activists
and “wanted” individuals.
Anonymous communication is possible online but is increasingly restricted. Registration is required
to purchase a cell phone, though over the past years, activists have begun using the SIM cards of
friends and colleagues killed in clashes with security forces in order to shield their identities. Cell
phones from neighboring countries like Turkey and Lebanon have been widely used since 2012, notably by Free Syrian Army fighters and, increasingly, civilians.

Intimidation and Violence
According to Reporters Without Borders, at least 10 citizen journalists were killed during the coverage period. Three journalists working with the opposition-affiliated Syrian Media Organization
(SMO), which publishes many of its reports online, were also killed in 2017.81 Mohamed Abadzied,
also known as George Samara, was killed during an airstrike by the Russian and Syrian military in the
city of Daraa. Shortly before his death, Abadzied had posted a live video of the airstrike on his Facebook page.82
Once in custody, citizen journalists, bloggers, and other detainees reportedly suffered severe torture
at the hands of government authorities. In August 2017, it was confirmed that digital activist Bassel
Khartabil Safadi was executed by the regime’s security forces in October 2015. He had been detained in March 2012 for his democratic activism.83 In September 2015, it was confirmed that al-Fida
newspaper’s cartoonist Akram Raslan, who had shared antigovernment cartoons on Arabic news
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sites and social media, had died in state custody in 2013.84 He had been arrested in October 2012
and it is believed he was tortured to death.85
Separately, in a video recording published by IS on June 26, 2016, five journalists—many of them
whose work was primarily online—were brutally murdered. In at least two cases, IS militants had
rigged the individuals’ computers or cameras with explosives.86 Citizen journalists have also been
targeted by IS militants while in Turkey. Ibrahim Adul Kader of the human rights organization Raqqa
is Being Slaughtered Silently (RBSS) was killed by IS militants in the city of Urfa, Turkey along with
his friend Fares Hammadi in October 2015.87 Naji Jaraf, editor-in-chief of the opposition Hentah
Magazine and an activist with RBSS, was shot and killed in the Turkish city of Gaziantep in December
2015.88 Hundreds of activists have gone into hiding or fled the country, fearing that arrest may not
only mean prison, but also death under torture.89 Blogger Assad Hanna left Syria following online
threats stemming from his criticism of the regime, but was badly injured by knife-wielding assailants
at his apartment in Turkey in April 2015.90
In a move some observers called unprecedented, IS executed a female journalist in September 2015.
Ruqia Hassan, also known as Nissan Ibrahim, was blogging about daily life in the city of Raqqa.91 She
was accused of being a spy for the Free Syrian Army. Shortly before her death, she reportedly complained of death threats stemming from IS. International journalists, including those whose work is
mainly featured online, have also been killed by Syrian militant groups in previous years.92

Technical Attacks
While the Syrian Electronic Army (SEA) pioneered technical attacks against the Syrian opposition,
numerous hacker groups linked to Hezbollah, IS, Russia, and Iran have developed cyber operations.
Citizen Lab published new research on Group 5, a new hacker collective noted for its use of “Iranian
Persian dialect tools and Iranian hosting companies[.]”93 Hackers established websites with names
AssadCrimes as part of more elaborate social-engineering schemes.94 The site contained articles
lifted from a Syrian opposition blog and was falsely registered under the name of Nour al-Ameer, a
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February 7, 2015, http://bit.ly/1MyBlt1.
93
94

“Group5: Syria and the Iranian Connection” citizenlab, August 2, 2016 https://citizenlab.org/2016/08/group5-syria/
“Group5: Syria and the Iranian Connection” citizenlab, August 2, 2016 https://citizenlab.org/2016/08/group5-syria/
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prominent opposition activist. Hackers created email addresses and social media profiles linking to
the fake publications in order to communicate with government opponents and human rights defenders and map out their social networks. Once trust was established, the hackers targeted victims
with so-called remote access trojan (RAT) programs and gained access to their devices.
Numerous reports have detailed the spillover of the country’s conflict to the online sphere. According to the cybersecurity group FireEye, Russia’s intelligence agency, the FSB, stepped up technical
attacks against Syrian human rights organizations and opposition groups in a major campaign to
glean intelligence and disrupt reporting on Russian human rights violations.95 In December 2014, the
University of Toronto’s Citizen Lab released a report entitled, “Malware Attack Targeting Syrian ISIS
Critics,” focusing on groups such as Raqqa is Being Slaughtered Silently (RSS), which documents human rights abuses committed by IS. Citizen Lab believes the malware was developed by IS or pro-IS
hackers in order to discover more information about the nonviolent group.96
In March 2016, the FBI added three SEA members to its “Cyber Most Wanted” list.97 Later that May,
Syrian national Peter Romar was extradited from Germany to the U.S on charges of conspiracy linked
to a hacking for his alleged membership of the SEA. He pled guilty that September.98
The SEA made headlines after hacking major Western media outlets and organizations, including
the websites of the New York Times,99 the U.S. Marines,100 Facebook,101 and many others. Most of
the attacks occurred on the DNS level, which involved redirecting requests for the domain name
to another server. The Twitter account of Barack Obama, run by staff from Organizing for Action
(OFA), was briefly hacked by the SEA, resulting in the account posting shortened links to SEA sites.102
The hackers had gained access to the Gmail account of an OFA staffer. On March 17, 2013, the SEA
hacked the website and Twitter feed of Human Rights Watch, redirecting visitors to the SEA homepage.103 These tactics continued with the high-profile hacking of Forbes in February 2014104 and the
Washington Post in May 2015.105
Though the hacktivist group’s precise relationship to the regime is unclear, evidence exists of government links or at least tacit support. These include the SEA registering its domain in May 2011 on

95 Sam Jones, “Russia steps up Syria cyber assault,” Financial Times, February 19, 2016, https://www.ft.com/
content/1e97a43e-d726-11e5-829b-8564e7528e54

John Scott-Railton and Seth Hardy, Malware Attack Targeting Syrian ISIS Critics, CitizenLab, December 18, 2014, http://bit.
ly/1JbRwMW

96

97 James Temperton, “FBI adds Syrian Electronic Army hackers to most wanted list,” Wired, March 23, 2016, http://www.wired.
co.uk/article/syrian-electronic-army-fbi-most-wanted
98 “Syrian Electronic Army Hacker Pleads Guilty” Department of justice, September 28, 2016, https://www.justice.gov/opa/pr/
syrian-electronic-army-hacker-pleads-guilty

Christine Haughney and Nicole Perlroth, “Times Site Is Disrupted in Attack by Hackers,” New York Times, August 27, 2013,
http://nyti.ms/17krXEO

99

Julian E. Barnes, “Syrian Electronic Army Hacks Marines Website,” The Wall Street Journal, September 2, 2013, http://
on.wsj.com/1KGVnFf

100

Adario Strange, “Syrian Electronic Army Hacks Facebook’s Domain Record,” Mashable, February 5, 2014, http://on.mash.
to/1EQuHPY

101

Gregory Ferenstein, “The Syrian Electronic Army Hacked Obama’s Twitter Links And Campaign Emails,” Tech Crunch,
October 28, 2013, http://tcrn.ch/1Xi62bV

102

103 Max Fisher, “Syria’s pro-Assad hackers infiltrate Human Rights Watch Web site and Twitter feed,” Washington Post, March
17, 2013. http://wapo.st/1eU9nKI

Andy Greenberg, “How the Syrian Electronic Army Hacked Us: A Detailed Timeline,” Forbes, February 20, 2014, http://
onforb.es/MEWYiq

104

Brian Fung, “The Syrian Electronic Army just hacked the Washington Post (again),” Washington Post, May 14, 2015, http://
wapo.st/1jS0eY7
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servers maintained by the Assad-linked Syrian Computer Society;106 a June 2011 speech in which the
president explicitly praised the SEA and its members;107 and positive coverage of the group’s actions
in state-run media.108

106

The Syrian Electronic Army, http://sea.sy/index/en

Haroon Siddique and Paul Owen, “Syria: Army retakes Damascus suburbs-Monday 30 January,” The Guardian, January 30,
2012, http://bit.ly/1LZSDQA; Voltaire Network, “Speech by President Bashar al-Assad at Damascus University on the situation in
Syria,” June 20, 2011, http://bit.ly/1FzOUEp

107

“The Syrian Electronic Army Fights Rumors and Gives the True Picture of the Incident,” [in Arabic], Wehda, May 17, 2011,
http://bit.ly/1OfOsCp
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Thailand
2016

2017

Internet Freedom Status

Not
Free

Not
Free

Obstacles to Access (0-25)

10

10

Limits on Content (0-35)

23

24

Violations of User Rights (0-40)

33

33

TOTAL* ( 0-100 )

66

67

Population:

68.9 million

Internet Penetration 2016 (ITU):

47.5 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Amendments to the Computer-related Crimes Act failed to reform clauses that
undermine internet freedom, expanding official censorship and surveillance powers
instead (see “Blocking and Filtering,” “Content Removal,” and “Surveillance, Privacy
and Anonymity”).

•

A new constitution came into effect in April 2017, even as internet users were
prosecuted for campaigning against it before a 2016 referendum; it kept the military
government’s emergency powers on the books and codified emergency orders issued
since the 2014 coup (see “Legal Environment”).

•

Laws passed in 2017 reduced the independence of the telecommunications regulator
and transferred its remit to a commission chaired by the prime minister (see
“Regulatory Bodies”).

•

Military courts sentenced at least two internet users to more than a decade each in
prison, one based on private chat messages criticizing royalty; another was sentenced
to 70 years in prison in June 2017, reduced to 35 because he pleaded guilty (see
“Prosecutions and Detentions for Online Activities”).
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Introduction
Internet freedom declined to its lowest level yet in 2017, continuing a downward spiral that began
when the junta seized power. Censorship increased following the death of the king, and a slew of
laws codified repressive measures introduced under a state of emergency.
Thailand entered its third year under the military regime during the reporting period. High-ranking
military officers effected a coup d’etat in May 2014, and renamed themselves the National Council
for Peace and Order (NCPO). A roadmap to return to civilian rule has been repeatedly postponed. In
August 2016, a national referendum on a new constitution was held under a law which effectively
prohibited campaigning against it. That constitution came into effect on April 6, 2017, retaining
the NCPO’s absolute authority to make important government appointments and issue directives
without oversight.
In October 2016, the widely-revered King Rama IX passed away at 89 years old, launching a year
of mass grief and unprecedented restrictions on content, many of which are justified under laws
that ban criticism of the monarchy. Media suspended regular programming for 30 days, and news
regarding the ascension of King Rama X to the throne was tightly controlled. Foreign news was
subject to blocking, and a prominent anti-junta student activist was arrested after he shared a BBC
Thai article about the new king on Facebook.
Regressive legislation further undermined internet freedom. The independence of the National
Broadcasting and Telecommunications Commission (NBTC) was significantly reduced, and all TV,
radio, and telecommunications spectrum returned to government control, undercutting two decades
of media reform efforts.
The amended Computer Related Crimes Act (CCA) passed in January 2017, despite significant
opposition from internet freedom activists. Internet users, journalists, and activists continue to be
prosecuted because of the law’s problematic terminology, which the amendments rendered even
more ambiguous. A notice and takedown procedure for internet intermediaries could encourage
more widespread content removals. The law also grants the authorities more powers to block and
remove offending content.
Efforts to control online expression look set to continue, including a proposal to license journalists
and bloggers under a state-linked media association that could create a chilling effect and reduce
the diversity of information and viewpoints available online in the future.
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Obstacles to Access
Internet access is considered affordable, but faces an increasing tendency of tighter control by the
government, whether through computer or mobile devices. During the reporting period, the junta
government has shown a continuing commitment to design authority and devise various technologies
and means to control online activities of Thais.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

a

47.5%

2011

23.7%

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

39.3%
173%

2015

126%

2017(Q1)

16.0 Mbps

2011

2016(Q1)

116%

10.8 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Internet penetration steadily increased over the reporting period (see “Availability and Ease
of Access: Key Indicators”). The overwhelming majority of internet users access the internet
through their mobile (90 percent), followed by desktop computers (50 percent).1 Internet-capable
smartphones have overtaken feature phones as the most common mobile device, and the National
Broadcasting and Telecommunications Commission (NBTC), Thailand’s telecommunications regulator,
reported that the mobile data market grew more than 40 percent between 2015 and 2016.2
The price for 1 Kbps of mobile data shrank from THB 1.30 in 2008 to THB 0.07 in 2015,3 placing
Thailand fourth in Southeast Asia in terms of affordability calculated by comparing price to the
minimum wage in one 2016 assessment.4 Official figures show 40 percent of internet users pay THB
200-399 (US$ 6-12) per month to access the internet; 19 percent pay under THB 200 (US$ 6) per
month, 14 percent pay THB 400-599 (US$ 12-18) per month; another 14 percent access the internet
through free programs.5
Government programs have sought to reduce a persistent digital divide between urban and rural
areas. Under the “Return Happiness to the Thai People” program, the NCPO continued an ICT Free
National Statistical Organization Thailand. “Number of Internet Users by Information Technology Devices to Access Internet
and Area: 2016.” National Statistical Organization Thailand, 2016. http://service.nso.go.th/nso/nso_center/project/table/files/Sict-hh-q/2559/000/00_S-ict-hh-q_2559_000_010000_01900.xls.

1

2 The National Broadcasting and Telecommunications Commission (NBTC). “Communication Market 2015 and Outlook
2016.” The National Broadcasting and Telecommunications Commission (NBTC), 2016. http://webstats.nbtc.go.th/netnbtc/
DL.php?act=SUNUbWFya2V0NThfRmluYWwucGRm&public=true.

3 NBTC, “Internet Market Report: Price/Kbps,” http://www.nbtc.go.th/TTID/internet_market/price_kbps/.

“The cost of mobile data in Southeast Asia (INFOGRAPHIC),” TechInAsia, January 20, 2016, https://www.techinasia.com/costmobile-data-southeast-asia-infographic.

4

5 National Statistical Organization Thailand. “Number of Internet Users by Expenditure to Use Internet per Month, Region and
Area: 2016.” National Statistical Organization Thailand, 2016. http://service.nso.go.th/nso/nso_center/project/table/files/S-icthh-q/2559/000/00_S-ict-hh-q_2559_000_010000_02100.xls.
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Wi-Fi program initiated under the previous government, although many users have complained of
connectivity issues. In early 2016, the then-Ministry of Information and Communication Technology
(MICT) announced a collaboration with the NBTC to provide broadband internet via wireless
and fixed-line access points at reasonable cost to all 79,000 villages nationwide.6 Execution was
delayed, purportedly while the ministry was restructured (see “Regulatory Bodies”).7 The ministry
also announced plans to implement high-speed internet nationwide as part of its investment in
telecommunications infrastructure, a key element of the government’s economic development
plan. The program was subsequently criticized by the Office of the Auditor General of Thailand for
inefficiencies and overlap with existing programs.8

Restrictions on Connectivity
There were no reports of the state blocking or throttling internet and mobile connections for
political or security reasons during the coverage period of this report, though the state is extending
control of the infrastructure.
Out of ten National Internet Exchanges that connect to international networks, the government-run
Communication Authority of Thailand (CAT) Telecom operates the country’s largest. Access to the
international internet gateway was previously limited to CAT until it opened to competitors in 2006.9
In 2015, TelecomAsia, a telecom news website, received leaked documents which suggested that
returning to a centralized gateway model had been a military priority since 2006.10
Within a week of the May 2014 coup, an MICT official announced plans to establish a “national
digital internet gateway” through CAT Telecom, TOT Telecom, and 6 other ISPs, enabling the
ministry to interrupt access.11 The junta-appointed Cabinet ordered the MICT to proceed with
“implementation of a single gateway to be used as a device to control inappropriate websites and
flow of news and information from overseas through the internet system.”12 Internet users and
experts attacked the plan as a Chinese “Great Firewall,” enabling censorship and personal data
collection, while undermining speed and security.13 After intense public opposition, Deputy Prime
Minister Somkid Jatusripitak said the plan had been halted.14
In 2015, the MICT separately announced plans to set up a “national broadband company” to
6 “Broadband to reach 70,000 villages in 2016, The Nation, January 15, 2016, http://www.nationmultimedia.com/business/
Broadband-to-reach-70000-villages-in-2016-30276930.html.

Bangkok Post. “National broadband project snag may affect Thailand 4.0.” Bangkok Post, July 25, 2016. http://www.
bangkokpost.com/tech/local-news/1043757/national-broadband-project-snag-may-affect-thailand-4-0

7

8 Isra News. “high-speed Internet bottleneck: tens of billions of Baht from MICT may go down the drain...” Isra News,
September 11, 700. https://www.isranews.org/main-issue/49914-ict_49914.html.

9 World Bank, “Telecommunications Sector,” Thailand Infrastructure Annual Report 2008, World Bank, http://siteresources.
worldbank.org/INTTHAILAND/Resources/333200-1177475763598/3714275-1234408023295/5826366-1234408105311/
chapter4-telecommunication-sector.pdf.

“International hackers strike,” Bangkok Post, October 22, 2015, http://www.bangkokpost.com/tech/local-news/739884/
anonymous-steps-up-single-gateway-protest.

10

Thai Netizen Network, “Looking back at LINE: Thai government’s attempts at surveillance,” Thai Netizen Network, January 7,
2015, http://thainetizen.org/2015/01/thailand-chat-app-surveillance-timeline/.

11

“Not only proposal: cabinet resolution presses for Single Gateway to control websites,” Blognone, September 22, 2015,
https://www.blognone.com/node/72775 (in Thai).

12

“To be or not to be: The great firewall of Thailand,” Al Jazeera America, October 7, 2015, http://america.aljazeera.com/
articles/2015/10/7/great-firewall-thailand-internet.html

13

“Thailand scraps unpopular internet ‘Great Firewall’ plan,” Reuters, October 15, 2015, http://www.reuters.com/article/usthailand-internet-idUSKCN0S916I20151015.

14
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consolidate and spearhead the expansion of broadband access, primarily through CAT Telecom.15
Observers feared this amounted to another attempt to control the infrastructure,16 but no progress
was announced during the reporting period.
Thailand’s international bandwidth usage amounted to 3,666 Gbps in February 2017, and domestic
bandwidth amounted to 4,103 Gbps,17 46 percent and 17 percent higher than the same month in the
previous year respectively. Bandwidth usage consistently increased every month throughout 2016, at
an average of 4 percent (domestic) and 1.5 percent (international) per month.

ICT Market
High-speed internet is concentrated in a handful of large providers, and the trend points toward
more concentration. Though many are privately owned, “successive Thai governments over the past
few decades have maintained close relationships with private telecommunication companies and
ISPs through appointments which starkly exemplify the revolving door between the government
and the private telecommunications sector,” according to a UK-based Privacy International research
report published in 2017.18
Although 20 ISPs have licenses to operate in Thailand, TRUE online retained the highest market
share at the end of 2016 (38 percent), followed by Jasmin (32 percent). TOT, a state-owned
enterprise, retained third place but saw its market share fall significantly from 31 percent to 21
percent. Advanced Info Service (AIS), Thailand’s number one mobile service provider, entered the
fixed-line broadband market in 2015 and accounted for more than 3 percent. It is expanding fiber
optic network and is expected to increase competition in the sector.19
AIS had the highest market share among mobile service providers at the end of 2016 (44.3 percent),
followed by Norwegian-controlled DTAC (27.4 percent) and TRUE (26.2 percent).20 AIS and DTAC
operate some spectrum under concessions from state-owned TOT and CAT Telecom, an allocation
system that does not entirely enable free-market competition.

Regulatory Bodies
The National Broadcasting and Telecommunication Commission, the former regulator of radio, TV,
and telecommunications, was stripped of its authority, revenue, and independence during the
coverage period. It endures as a government agency half its original size, authorized to implement
policy set by a commission led by the prime minister and other new entities with overlapping
“ICT accelerates plans to set up National Broadband Company,” (in Thai), Bangkok Biznews, June 4, 2015, http://www.
bangkokbiznews.com/news/detail/650144.

15

Don Sambandaraksa, “Thai deregulation experiment has failed,” TelecomAsia, January 21, 2016, http://www.telecomasia.
net/blog/content/thai-deregulation-experiment-has-failed.

16

Internet Information Research Network Technology Lab, Internet Bandwidth, National Electronics and Computer
Technology Center, http://webstats.nbtc.go.th/netnbtc/BANDWIDTH.php

17

Privacy International, “Who’s That Knocking at My Door?: Understanding Surveillance in Thailand,” Privacy International,
January 2017, https://privacyinternational.org/sites/default/files/thailand_2017_0.pdf.

18

Bangkok Post. “Internet Broadband Market Expected to Grow by 15 percent.” Bangkok Post, January 25, 2017. http://www.
bangkokpost.com/tech/local-news/1186265/internet-broadband-market-expected-to-grow-by-15-; Singapore Business Review.
“Competition in Thai Fixed-Line Broadband Intensifies: Fitch.” Singapore Business Review, October 7, 2016. http://sbr.com.sg/
telecom-internet/asia/competition-in-thai-fixed-line-broadband-intensifies-fitch.
19

20 Yozzo. “Mobile Market Shares Thailand 2016.” Yozzo, 2016. http://www.yozzo.com/news-and-information/mvno-mobileoperator-s/mobile-market-shares-thailand-2016.

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

THAILAND
functions.
The NBTC was set up under the twin principles of independence and spectrum as a public good.
Neither principle holds true since Section 60 of the new constitution came into effect in April 2017,
stipulating that “the state shall protect all spectrum … for maximum benefit to the country and the
people.”
The National Legislative Assembly (NLA) passed laws to formalize the reshuffle, including many
contentious features from ten “digital economy” laws which were ostensibly withdrawn after intense
public opposition. Regulatory authority was reassigned between the following official bodies:
•

The Ministry of Digital Economy and Society (MDES) was established by the NLA in June
2016, replacing the MICT.21 The MDES is responsible for implementing policy and enforcing
the Computer-related Crimes Act.

•

The Commission for Digital Economy and Society (CDES) is responsible for formulating
policy under the Digital Development for Economy and Society Act (DDA), which came
into effect in January 2017.22 Chaired by the prime minister, the commission is comprised
of government ministers and no more than eight qualified experts.23 It is stipulated as
a legal entity, not a government body, absolving it of accountability under laws that
govern government agencies, though it has authority over the MDES and the NBTC. The
commission operates through the Office of the National Digital Economy and Society
Commission. Section 25 of the Act mandates that the NBTC transfer revenue to that office
“as appropriate.”

•

The NTBC was formally transformed into a government agency under another law passed in
March 2017.24

The DDA redirects up to THB 5 billion of NBTC licensing revenue towards a new Fund for Developing
Digital for Economy and Society, a broad legal entity authorized to regulate policy and receive
profits from business joint ventures or its own operations. The new law also effectively replaced a
public body, the Software Industry Promotion Agency, with a similarly broad entity, the Office of
Digital Economy Promotion (ODEP). Like the CDES, neither the Fund nor the ODEP is classified as a
government body accountable to the public, leading to serious concerns about transparency and
conflicts of interest.25

21 Global Legal Monitor, “Thailand: Digital Ministry Established as Part of National Digital Economy Plan,” Library of Congress,
June 14, 2016, http://www.loc.gov/law/foreign-news/article/thailand-digital-ministry-established-as-part-of-national-digitaleconomy-plan/.

Digital Economy and Society Development Act B.E. 2560 (2017), 10 A 134 § (2017). http://www.ratchakitcha.soc.go.th/
DATA/PDF/2560/A/010/1.PDF; NNT. “NLA Performs 2nd and 3rd Reading of Draft Act on Digital Economy and Society
Development.” National News Bureau of Thailand, December 9, 2016. http://thainews.prd.go.th/website_en/news/news_detail/
WNPOL5912090010009.

22

23 State representatives include the Prime Minister, Minister of Defense, Minister of Finance, Minister of Agriculture, Minister
of Transportation, Minister of MDES, Minister of Commerce, Minister of Interior, Minister of Science and Technology, Minister of
Education, Minister of Health, Minister of Industry, NESDB, and the governor of the Bank of Thailand.

The Act on the Organization to Assign Radio Frequency and to Regulate the Broadcasting and Telecommunications
Services amended the National Broadcasting and Telecommunication Commission Act. NLA, “Committee Report on
the Amendment of the Act on the Organization to Assign Radio Frequency and to Regulate the Broadcasting and
Telecommunications Services,” Senate, March 24, 2017, http://library.senate.go.th/document/mSubject/Ext68/68464_0001.PDF.
24

25 Somkiat Tangkitvanich, “FDDES: not necessary, opening doors to corruption, and setting wrong benchmark,” TDRI Insight,
June 6, 2015, http://tdri.or.th/tdri-insight/digital-development-fund/
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The number of NBTC commissioners was reduced from 11 to 7, and their eligible age range
narrowed from 35-70 to 40-70 years old. Candidates will be selected based on their rank in the
government, military, or police, rather than their expertise. The nomination committee, previously
comprised of 15 people from related professions, was reduced to 7 people holding various
bureaucratic and judicial positions affiliated with the government. Candidates will be vetted by the
senate secretariat and endorsed by the senate, which will be effectively appointed by the junta for
the first five years under the new constitution.
The junta also continued to block the use of radio spectrum which the government and the military
were due to reallocate to the NBTC by April 2017. In December 2016, NCPO order no. 76/2016
extended the state’s use of the spectrum for another five years. The order, issued under Section 44
of the interim constitution which is not subject to appeal, thereby scuttled a program of spectrum
reform advocated by media and civil society for more than two decades.26
Another regulatory decision raised concerns of possible content control. In April 2017, the NBTC
board classified over-the-top (OTT) content as broadcasters, subject to licensing and content
regulation. Popular paid OTT operators in Thailand include Netflix, Iflix, Primetime, Advanced Info
Service’s AIS Play, and TrueVisions’ Anywhere. The NBTC board resolution was based on a study
by Thai company Time Consulting that recommended that the commission register and ultimately
license OTT TV operators and regulate OTT content through the existing broadcast classification
system. A subcommittee will advise the NBTC on OTT regulation in the next year.27

Limits on Content
Momentous events during the reporting period led to much stricter control of online content. The
NCPO forbade criticisms of the draft constitution ahead of national referendum in August 2016, and
controls tightened significantly following the death of King Rama IX in October 2016. The juntaappointed National Legislative Assembly (NLA) is trying to write new rules to regulate the media,
including bloggers. Some activism continues, though its impact is limited in the stifled political climate.

Blocking and Filtering
Website blocking of antiroyal content is widespread and lacks transparency, particularly since
the coup. During the reporting period, censors newly blocked thousands of web pages after the
death of the king, and new regulations significantly expanded the number of people authorized to
implement blocks. Censorship tests revealed restrictions on circumvention tools that can be used to
bypass blocking.
Censorship reached an unprecedented level of intensity during the 30-day period following King
Rama IX’s passing on October 13, 2016.28 The MDES appointed 100 staff responsible for monitoring
and censoring online content to a Cyber Security Operations Center (CSOC) based inside the stateNNT. “New NCPO Order Extends Government Ownership of Radio Frequency Channels.” National News Bureau of Thailand,
December 21, 2016. http://thainews.prd.go.th/website_en/news/news_detail/WNPOL5912210010005.

26

“NBTC panel to study how to regulate OTT operators,” The Nation, April 25, 2016, http://www.nationmultimedia.com/news/
business/EconomyAndTourism/30313242

27

SEAPA, “Media Freedom and Free Expression in Thailand Since the Passing of HM the King,” November 10, 2016,
https://prezi.com/en1jlp24uqto/media-freedom-and-free-expression-in-th-since-the-passing-of-hm-the-king/?utm_
campaign=share&utm_medium=copy.
28
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owned telecom TOT.29 The NTBC enforced a mourning period for all media outlets (see “Media,
Diversity, and Content Manipulation”), and requested that ISPs cooperate to monitor online content
for blocking or deletion (see “Content Removal”). More than 1,370 websites were shut down in
October alone, according to The Associated Press.30
Strict measures remained in place as the crown prince was named king at the end of 2016. Englishlanguage news reports about the King Rama X were newly blocked, including articles published
by Bloomberg, the New York Post, and the Wall Street Journal. While many Thai-language outlets
adopted a cautious tone when reporting on the new monarch, one December 2016 profile published
on the BBC Thai website became famous overnight for pulling no punches, and was shared over
2,000 times on Facebook. It was quickly blocked; police also visited the BBC’s local office, and
among all those who shared it, one known activist was singled out for arrest (see “Prosecutions and
Detentions for Online Activities”).31
The impact of these incidents on the online environment compared to existing, longstanding
restrictions is difficult to measure. The MDES reported it had obtained court orders to block 8,192
URLs for lèse majesté between September 2016 and February 2017,32 but official figures may be
exaggerated to show allegiance to the monarchy, and eroding transparency surrounding censorship
means there are no reliable figures for comparison.33
Other categories of content are also subject to blocking. In May 2017, the Thai Internet Service
Providers Association (TISPA) said its members have blocked access to over 6,300 URLs pursuant
to NBTC orders for threatening national security, which includes lèse majesté content, or hosting
pornography or gambling, among other issues.34 The prohibition on criticizing royalty extends to
related content: In October 2016, several ISPs blocked a Phnom Penh Post article reporting that
Cambodian authorities received a request to extradite three people suspected of lèse majesté to
Thailand.35
Some blocks affect entire websites, not just URLs for individual articles or posts. A research study
by the global Open Observatory of Network Interference (OONI) software project, the Malaysian
civil society organization Sinar Project, and the Thai Netizen Network, tested 1,525 URLs on 6 ISPs
between November 2016 and February 2017, and found 13 websites completely blocked.36 At least
one news website, the UK Daily Mail, was blocked at the domain level by TOT and 3BB. Websites
offering tools for anonymity and circumventing censorship, as well as VPNs, were also blocked on
29 SEAPA, “In Mourning: The Media’s Role during Transition - SEAPA – Southeast Asian Press Alliance,” Southeast Asian Press
Alliance (SEAPA), November 15, 2016, https://www.seapa.org/in-mourning-the-medias-role-during-transition/.

Associated Press. “Website Shutdowns Soar After King’s Death.” Khaosod English, November 18, 2016. http://www.
khaosodenglish.com/politics/2016/11/18/website-shutdowns-soar-kings-death/.
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more than one network.37 The study revealed significant inconsistencies across ISPs, suggesting
some providers may implement discretionary restrictions without prior authorization. The website of
the New York Post, for example, was blocked by mobile phone operator DTAC in February 2017 but
otherwise available.
Legislation passed during the reporting period may increase such inconsistencies by empowering
more bodies to assess blocking requests and expanding the kind of content subject to blocking.
Article 20 of the 2007 Computer-related Crimes Act (CCA) authorized MICT officials to request court
orders to block content that is deemed a threat to national security, or contravenes public morals or
public order.38 Amendments to the law adopted on December 16, 2016 established a nine-member
ministry-appointed “computer information screening committee” which may also authorize officials
to apply for court orders to block content. Three members must be from the media, human rights,
and information technology sectors. Section 20 (3) appears to authorize the committee to order
restrictions on content that threatens public order or morals even if the content does not actually
violate any law, meaning courts could be asked to issue orders to block even legal content at the
discretion of a committee that is not accountable to the public.39
A draft decree expanding on the amendment authorizes the service provider to block access “using
whichever technical measures necessary.”40 The amendments codified orders issued in the wake
of the May 2014 coup, when the NCPO ordered ISPs to proactively prevent dissemination of any
information that could provoke disorder;41 the NBTC issued a similar order in 2015. 42
Section 20 of the 2016 CCA further gives the MDES authority to establish a “centralized censorship
system” connected to the service provider’s network, enabling authorized officials to implement
blocks without assistance from company staff. A ministerial decree expanding on these new
provisions was still pending in mid-2017. The military government had previously explored the idea
of a centralized point of internet access and censorship, but appeared to back down after intense
public opposition (see “Restrictions on Connectivity”).

Content Removal
Like blocking and filtering, content removal increased after the death of the king. Legal amendments
modified intermediary liability, but the military leadership continued to pressure intermediaries to
censor political information, with some success.
One incident illustrated the extent of government content removal requests, though the content
in question ultimately remained available. In October 2016, Pratachai reported that the Thai
Kay Yen Wong et al., “The State of Internet Censorship in Thailand,” The Open Observatory of Network Interference (OONI),
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“‘Single Gateway’ revived; MICT proposes in CCA to allow technical measures to block content secured with SSL.” Thai Netizen
Network, May 26, 2016, accessed February 26, 2017, https://thainetizen.org/2016/05/single-gateway-back-ssl-censorship/.
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investigative news outlet Isranews was contacted by CS Loxinfo, a Bangkok-based service provider
that hosts its website, requesting the removal of one 2014 article about a female TV anchor. The
article became relevant again in 2016 when the anchor’s name was reported in connection with
government officials’ alleged misappropriation of public funds. CS Loxinfo told Isranews that
cooperation had been requested by a government agency but declined to provide details in writing,
and Isranews refused to comply.43
International companies were also served with requests to remove content. The Thai ISP Association
reported that it sought cooperation overseas to remove pages, since at least 600 URLs containing
banned content were impossible to block on platforms accessed through encrypted HTTPS
connections.44 In early 2016, a media reform committee within the junta-appointed National Reform
Steering Assembly (NRSA) had separately proposed that the government set up a special unit to
filter social media content in cooperation with Google, Facebook, and Line.45
Some companies acknowledged that they cooperated to remove content in certain cases. In January
2017, junta critics stationed overseas reported that internet users in Thailand could not access some
of their Facebook posts because the company had withheld them for breaking local laws; the same
individuals were subject to an MDES order banning social media users from following them in April
(see “Media, Diversity, and Content Manipulation”).46 Facebook said the company removed 10 pieces
of content within Thailand between January and June 2016, a number that increased to 40 between
July and December, the period coinciding with the king’s death.47 Google reported receiving 102
government requests to remove content between July and December, up from 59 between January
and June. Most involved content on YouTube, and more than 90 percent of requests involved
criticism of the government. The company reported different compliance rates for judicial and
executive orders, and an overall removal percentage of 89 percent.48
Content providers or intermediaries have complied with removal requests in the past because they
were subject to possible prosecution under the 2007 CCA for allowing the dissemination of content
considered harmful to national security or public order.49 That framework was modified during the
reporting period but still contains considerable scope for abuse. The amended CCA implements
rules and procedures for takedown requests, and clearly grants immunity to “mere conduits” and
cache operators. However, intermediaries are still subject to possible prison terms for content
created by a third party. The amendment requires them to establish a complaints system for users to
report banned content and incentivizes intermediaries to act on every complaint to avoid liability.
Prachatai, “Isranews: CS Loxinfo claimed that official website ‘ask cooperation’ to remove report on Cholrasmi’,” Prachatai,
October 5, 2016, http://prachatai.com/node/68212.
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The MDES decree expanding on the law was enacted in July 2017.50 According to this decree, the
intermediary must remove any alleged infringing content within seven days in the case of alleged
false or distorted information, three days in the case of alleged pornographic content, and within
twenty-four hours in the case of alleged threat to national security, after receiving notice of it from
any internet user. There were no procedures for intermediaries to independently assess complaints.
The only way owners can contest removal of their content is to file a complaint at a police station,
then submit that complaint along with the request to rescind removal to the intermediary, who has
final authority. This process creates an onerous burden on the content owner, and could lead to
intimidation by the authorities. And companies that refuse to comply remain subject to the same
penalty as the author of banned content, up to a maximum 5 years in prison, as they were under the
2007 law.
The newly amended CCA also appears to hold individuals responsible for erasing banned content
on personal devices, though how it might be enforced remains unclear. Section 16/2 states that
any person knowingly in possession of data that a court has found to be illegal and ordered to
be destroyed could be subject to criminal penalties if they fail to destroy it.51 Analysts feared the
language could lead to the destruction of archival data, but there was no clear case of the provision
being enforced in the weeks after the law became effective in May 2017.

Media, Diversity, and Content Manipulation
Social networks and digital media provide opportunities for discourse when traditional media
is subject to restrictions, but the authorities also issued laws and directives to control online
discussions of sensitive topics during the reporting period. The most popular social media and
communications apps in 2016 were Facebook (used by 92 percent of all internet users), followed
by Japanese messaging service LINE (85 percent) and Google Plus (67 percent), according to a local
advertising association.52
The king’s death prompted new measures to control traditional media, apparently driving more
people online. The NBTC ordered television and radio channels to suspend entertainment
broadcasting for 30 days after the October 2016 passing of King Rama IX and refrain from
“interpretation, analysis, and/or criticism” of the event, instead rebroadcasting state coverage from
an official TV pool. The NBTC may forbid broadcasts of content deemed to threaten the monarchy,
national security, public order, or good morals, under order no. 41/2016, though it lacks authority
to regulate the content of online media. International bandwidth saw an unusual 10 percent jump
in November, suggesting more people turned to the internet for news and entertainment. Domestic
bandwidth also increased by 6 percent.53
Self-censorship also increased online, however. On October 14, 2016, VoiceTV, a critical news outlet
owned by former Prime Minister Thaksin Shinawatra, temporarily suspended its Facebook page to

Ministerial decree “steps to notify, censor, and remove information from computer system,” accessed on 25 July 2017.
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avoid breaking the law. 54 Several news outlets deleted online articles stating a regent would assume
royal responsibilities instead of the crown prince without publishing a correction.55 The Khaosod
English news website republished an edited version, saying the original had been censored on the
instruction of its parent company.56
Traditional media controls may increasingly be felt online as the sectors converge. TV channels
already stream content online or on YouTube, and many began broadcasting on Facebook in the
past year, spurred by the success of a Workpoint Entertainment masked singing contest which
reached an additional 800,000 viewers when screened simultaneously on Facebook Live.57 A handful
of monthly print magazines ceased to publish in 2016, including Volume, Vogue, Cosmopolitan,
Seventeen, and Sakulthai. Daily print newspapers also shut down, including Baan Muang, but several
online-only media startups entered the market, including The Matter and The Momentum.
Though healthy, the online media market does not necessarily represent diverse viewpoints for
two reasons. One is economic: Media outlets almost universally use Facebook “likes” and similar
indicators when seeking revenue. As the advertising model moves away from banner ads that
support independent websites, sites are more likely to privilege popular entertainment content over
complex or underrepresented information.
The second is the restrictive political environment, which encourages self-censorship. The junta
government continues to openly monitor social media and prosecute high-profile critics (see
“Violations of User Rights”). In January 2017, for example, the National Security Council (NSC)
announced it was seeking cooperation from Laos to arrest a handful of people responsible for
disseminating anti-royal content through radio and social media.58
Several directives on social media use were issued in the past year. In April 2017, the MDES
ordered internet users to refrain from following, contacting, or distributing posts by Somsak
Jeamteerasakul, Pavin Chachavalpongpun, and Andrew MacGregor Marshall, on grounds that their
work had been ruled illegal. All three either live in exile or are banned from Thailand for criticizing
the monarchy in academic or media reports. The statement was not based on a court order, and
the ministry subsequently clarified that it was intended as a public relations warning to “use social
media carefully.”59 Marshall’s wife was briefly detained in Bangkok in 2016 after officials accused
him of doctoring images of the crown prince on Facebook (see “Intimidation and Harassment”);
separately, at least six people were detained for sharing content posted by Somsak in May 2017 (see
“Prosecutions and Detentions for Online Activities”). Another directive warned internet users not to
discuss content of the draft constitution ahead of the August 2016 national referendum; users of a
free app released by the Election Commission of Thailand (ECT) to familiarize voters with the draft
SEAPA, “Media Freedom and Free Expression in TH (Since the Passing of HM the King),” Prezi, November 2016, https://
prezi.com/en1jlp24uqto/media-freedom-and-free-expression-in-th-since-the-passing-of-hm-the-king/.
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reported that searches for “vote no” returned an automatic error message.60
One piece of proposed legislation could limit both press freedom and online speech, though it was
tempered following public opposition. The NRSA media reform committee proposed establishing
a national media council, including two high-ranking government representatives, to register and
license “professional” journalists broadly defined as anyone routinely engaged in publishing to a
wide audience for direct or indirect profit. The draft law would punish working without a license
with prison sentences,61 and gave the council authority to levy fines,62 both deterrents to online and
citizen journalists. Facing nearly universal opposition, the NRSA removed the criminal and financial
penalties before approving the draft.63 According to the new constitution, it must undergo public
hearings and pass the Cabinet before being tabled at the National Legislative Assembly (NLA); in
May 2017 the NLA chairman conceded that it will be an uphill battle to pass it.64
The media reform committee separately proposed establishing a special agency to filter “fake news”
and rumors in April 2017. The agency would act on user complaints and employ filtering software,
but the plan was not taken up by the legislative council by the end of the reporting period.65
There was no public documentation of paid actors manipulating political content on the internet
during the coverage period, though there were organized efforts to restrict political engagement
online. Officials offered financial incentives to citizens to monitor one another online (see
“Surveillance, Privacy, and Anonymity”), and many organized informally to harass the junta’s
opponents (see “Intimidation and Violence”).

Digital Activism
Social media, chat applications, and online petition sites such as Change.org are essential tools for
digital activism under the junta government. During the reporting period, one petition collected
hundreds of thousands of signatures.
Since the coup, many bloggers, activists, and human rights lawyers have formed coalitions such
as Thai Lawyers for Human Rights (TLHR) to monitor the situation and document human rights
violations by the junta. Anonymously operated Facebook pages became a crucial space for
individuals to share their opinions and organize political activities, including Stop Fake Thailand,
which has over half a million followers.
The Foundation for Internet and Civic Culture (Thai Netizen Network) gathered over 300,000
signatures opposing the junta’s draft amendment of the Computer Related Crime Act in December
2016. Although the CCA sailed through National Legislative Assembly to become law with very few
changes, the anti-CCA campaign was one of the largest since the 2014 coup.
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Violations of User Rights
Thailand’s new constitution came into effect in April 2017, but the NCPO leader still holds absolute
power. During the mourning period after the death of the king, rights violations increased significantly.
Businesses as well as supporters of the regime pursued criminal lawsuits against their critics. The
reporting period saw the passage of a slew of new restrictive laws, including the amended Computer
Related Crimes Act (CCA).

Legal Environment
A new constitution went into effect on April 6, 2017 after it was accepted in a national August 2016
referendum. It replaced an interim constitution introduced after the coup d’etat in 2014. Section 44
of the interim constitution authorized the NCPO to issue any legislative, executive, or judicial order
without accountability, and dozens of so-called “absolute power” orders were issued during the
reporting period. All previous and future NCPO orders remain in effect under the new constitution,
which also kept Section 44 of the interim constitution on the books until the next general election.66
The August referendum took place amid intense restrictions on free speech (see “Media, Diversity,
and Content Manipulation”). The Referendum Act, introduced in April 2016 and upheld by the
Constitutional Court in June, punishes anyone “deceiving, forcing, or influencing a voter” with up
to 10 years’ imprisonment or fines up to THB 200,000 under Section 61 (2). Critics said this broad
wording effectively criminalized free speech and campaigning. At least 104 people still faced
charges under the Referendum Act in mid-2017, including for campaigning against the constitution
in various forums.67 Several people were arrested for criticizing the constitution on Facebook (see
“Prosecutions and Detention for Online Activities”).
The new constitution followed historical norms by enshrining basic rights, but Section 25 stipulates
that all rights and freedoms are guaranteed “insofar as they are not prohibited elsewhere in the
constitution or other laws;” and that the exercise of those rights must threaten national security,
public order, public morals, or any other person’s rights and freedoms.
Section 44 of the interim constitution was introduced under martial law in 2014, though the NCPO
issued only one order invoking it that year. Though martial law was lifted in April 2015, the number
of orders has risen dramatically every year since, from 41 in 2015 to 78 in 2016; 22 were issued
in the first four months of 2017 alone.68 Many of the orders have internet freedom implications,
including NCPO order no. 76/2016 to extend state control of radio spectrum (see “Regulatory
Bodies”). Others criminalized speech and expanded military court jurisdiction over civilians, including
individuals who peacefully express critical opinions of the junta government.69 The military court has
no appellate or higher division, and has handed down the longest sentences ever passed for lese
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majeste offenses.70
In September 2016, the month Thailand was due to respond to international criticism of its human
rights record at the United Nations Human Rights Council, the NCPO chief revoked the use of
military courts to try new charges of sedition and lese majeste under order no. 55/2016.71 The court
retains jurisdiction in ongoing cases.72
The NCPO-appointed government, made up of the National Reform Steering Assembly (NRSA)
and the National Legislative Assembly (NLA), has passed laws to consolidate its power. Many have
reduced the efficiency and transparency of independent regulators and government agencies in the
name of “reforming” bureaucracy and the media.
The revised Computer-related Crimes Act (CCA) was adopted on December 16, 2016, to widespread
outcry from internet users. Section 14(1) of the original 2007 law banned introducing false
information into a computer system, which experts understand to refer to technical crimes such as
hacking.73 Judges, however, have shown limited understanding of this application, and the clause
has been widely used in conjunction with libel charges to prosecute speech. Observers say this
provided grounds for Strategic Lawsuits Against Public Participation (SLAPP), allowing government
officials and large corporations to file charges in order to intimidate and silence their critics.
Lawmakers sought to limit this abuse by adding new language, “in which the perpetration is not
a defamation offense under the Criminal Code.”74 Yet the law retains the problematic term “false”
computer information, and adds another, “distorted” computer information. As a result, the
incorrect interpretation of the law persists and individuals continue to face charges for publishing
allegedly false content on the internet (see “Prosecutions and Detention for Online Activities”). Other
problematic sections of the CCA also went unchanged, including Section 14(3), which criminalizes
online content deemed to “affect national security” and is frequently used in conjunction with lèse
majesté charges. The revised CCA also extended the scope of online censorship (see “Blocking and
Filtering”) and altered the legal framework for intermediary liability (see “Content Removal”).
Pending legislation includes a draft media reform law establishing a national media council (see
“Media, Diversity, and Content Manipulation”), and a controversial draft cybersecurity act that
was widely criticized on its introduction in 2015 for clauses that would invade privacy and enable
surveillance. In mid-2017 it was under MDES review.
A revised criminal procedural law also pending in mid-2017 would separately grant surveillance
powers to authorized police officials. The draft stipulates a wide range of offenses for which
surveillance is lawful; in addition to violations of national security and organized crime, it includes
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broad categories like “complex” crimes.75
Under a separate draft law for the prevention and suppression of materials that incite dangerous
behavior, officials would require a warrant to access any private information that is deemed to
provoke dangerous behavior such as sexually deviant acts, child molestation, or terrorism. Creating
and distributing such information would be punishable by one to seven years in prison and fines up
to THB 700,000. Access providers (as defined by the CCA) that know such information exists in the
computer system under their control but fail to remove it also face a maximum 5-year jail term and
THB 500,000 fine.76 The draft was still pending at the end of reporting period.

Prosecutions and Detentions for Online Activities
Criminal prosecution is one of the junta’s main strategies to combat opposition, despite talk of
reconciliation and reform. Police and the Attorney General’s office continue to pursue charges which
clearly infringe on basic rights. The burden of deciding for or against regime critics is therefore
passed to the court, resulting in an unprecedented number of prosecutions for online speech.
Courts dismissed some cases, though few articulated freedom of speech protections as the reason,
and the time, money, and uncertainty involved exacted a heavy burden on defendants.
Other cases resulted in prison sentences lasting over a decade:

•

On June 1, 2016, a criminal court sentenced Thanat Thanawatcharanon, a 58-year-old
country singer and political activist known as Tom Dundee, to 15 years in prison on three
counts of lèse majesté committed in public speeches that were broadcast on YouTube in
2013.77 That sentence was reduced to seven years and six months because he pleaded
guilty. In July, a military court separately sentenced him to three years and four months
on the same change, reduced from five because he pleaded guilty, but bringing his total
sentence to over ten years in prison. The case came under military jurisdiction because one
of the videos remained online after the 2014 coup.78

•

On January 27, 2017, a military court sentenced political activist Burin Intin to seven
years in prison for lèse majesté and violating the CCA in a comment posted underneath
a YouTube clip, and an additional ten years in prison for separate comments made in a
private Facebook Messenger chat.79 The court increased the total penalty because of his
prior record, then reduced it because he pleaded guilty, resulting in an overall jail term of 11
years and 4 months.80 Court documents included transcripts that prosecutors said were of
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violation?,” iLaw.or.th, February 10, 2015, http://ilaw.or.th/node/3485.
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his private Facebook Messenger chats, although news reports say he declined to provide his
password when he was arrested in April 2016. Patnaree Charnkij, the mother of prominent
student activist Sirawit Serithiwat, also faces charges for failing to criticize or take action
against Burin when he made lèse majesté comments in their private Facebook Messenger
exchange. Though police dismissed that charge in July 2016, they were overruled by military
prosecutors and the case was pending in mid-2017.81

•

In June 2017, outside the coverage period of this report, a military court sentenced a man
to 70 years in prison for posting lese majeste content on another user’s Facebook account,
supposedly to punish the owner; the sentence was reduced to 35 years because he pleaded
guilty.82

Activists, former politicians, and ordinary internet users were newly charged for criticizing the
monarchy or the NCPO leadership:

•

Nattharika Worathaiyawich and Harit Mahaton were charged with lèse majesté over
opinions expressed on Facebook.83 The two were among a group of eight internet users
arrested in April 2016 for operating a Facebook page famous for popularizing satirical
memes featuring Gen. Prayut Chan-ocha,84 and remained in detention after the remaining
six were released on THB 200,000 bail each on May 10.

•

Jatuphat Boonpattaraksa, a student pro-democracy activist, was arrested on December 3 for
sharing a BBC Thai profile of King Rama X on his personal Facebook page, though hundreds
of others circulated the same content without reprisals (see “Blocking and Filtering”).85 He
was charged with lèse majesté and violating the CCA.86 His initial THB 400,000 bail was
revoked on December 19 after he joked on Facebook that the government needed it to
salvage the weak economy. In August 2017, outside the reporting period, he was sentenced
to five years in prison, reduced to two and a half after he pleaded guilty.87

•

On March 7, 2017, the Criminal Court issued an arrest warrant for That Wanparuehat, a
former senior official in the Pheu Thai government ousted by the coup, for criticizing the
junta on Twitter. He had attacked the NCPO chief and criticized a military crackdown on the
Buddhist Dhammakaya sect. He faces charges of defamation and bringing false computer
information into the system under the CCA, but was not immediately detained.88

81 Prachatai English, “Leading Anti-Junta Activist’s Mother Released after Lèse Majesté Indictment | Prachatai English,”
Prachatai English, August 5, 2017, http://prachatai.org/english/node/6438.

82 AFP, “Man jailed for 35 years in Thailand for insulting monarchy on Facebook,” The Guardian, June 9, 2017, https://www.
theguardian.com/world/2017/jun/09/man-jailed-for-35-years-in-thailand-for-insulting-monarchy-on-facebook

83 iLaw, “May 2016: Thailand Badly Criticized at the UPR, Ja New’s Mother Arrested after Replying to a Chat Sent by Burin,
Eight Administrators of Prayuth-Mocking-Page Released,” Freedom of Expression Documentation Center, iLaw, May 2016,
https://freedom.ilaw.or.th/en/report/may2015.

84 “‘Facebook 8’ remain in jail,” Bangkok Post, April 29, 2016, http://www.bangkokpost.com/news/politics/953229/no-bail-forfacebook-8.
85 Prachatai English, “Anti-Junta Activist Arrested for Allegedly Defaming King Rama X,” Prachatai English, December 3, 2016,
http://prachatai.org/english/node/6756.

86 Pravit Rojanaphruk, “Prosecutors to Indict ‘Pai Dao Din’ Over BBC Thai Article,” Khaosod English, February 9, 2017, http://
www.khaosodenglish.com/politics/2017/02/09/prosecutors-indict-pai-dao-din-lese-majeste-bbc-article/.
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“Thai activist jailed for two and a half years for posting BBC article,” Reuters, August 15, 2017, https://www.reuters.com/
article/us-thailand-king-insult-idUSKCN1AV0YN.

88 Teeranai Charuvastra, “Pheu Thai Politico Wanted for Tweets Insulting Prayuth,” Khaosod English, March 8, 2017, http://www.
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•

On March 9, a warrant was issued for prominent activist Weera Somkwamkid on charge
of bringing false information into the system after he conducted a parody political poll on
Facebook to conclude that respondents had lost confidence in the junta leadership.89 The
case was still pending in mid-year.

•

On April 19, the Technology Crime Suppression Department (TCSD) charged junta critic and
former Pheu Thai politician Wattana Muengsuk with posting false computer information
after he reported online about the disappearance of a public plaque commemorating the
1932 revolution which ended Thailand’s absolute monarchy.90 Wattana reported to the TCSD
and publicly terminated his investigation into the plaque;91 charges of sedition and violating
the CCA were still pending in late 2017 over Facebook comments about a separate political
trial.92 He separately faced charges over a Facebook post stating that the NCPO would
not return power to the people; the plaintiff said the NCPO had announced its roadmap
to elections. That charge was dismissed by a South Bangkok court in October 2016 on
grounds that a roadmap may be subject to change, so the defendant’s statement could not
be false.93 In August 2017, outside the coverage period of this report, Wattana was twice
given suspended jail sentences for contempt of court after he broadcast court proceedings
on social media.94

•

On May 3, human rights lawyer Prawet Praphanukul was detained for lèse majesté and
sedition after sharing a Facebook post by Somsak Jeamteerasakul, an academic living
in France. That post also involved the missing 1932 plaque written about by Wattana
Muengsuk.95 At least five other people around the country were detained in relation to
the same content, and government officials issued a statement warning internet users
of repercussions for following or interacting with Somsak and two other individuals (see
“Media, Diversity, and Content Manipulation”).

At least two cases during the reporting period involved allegations of torture against military
officials:
•

On July 26, 2016, military officers sued human rights defenders Somchai Homlaor, Pornpen
Khongkachonkiet, and Anchana Heemmina, with defamation and violations of the CCA
based on a report published on a blog which accused government agents of committing
torture and human rights abuses in areas of southern Thailand in 2014 and 2015. The
charges were withdrawn in March 2017 on condition that “all future reports of human rights
abuses must be done through various mechanisms that will be set up for co-operation.”96

89 Teeranai Charuvastra, “Activist Charged for Sarcastic Facebook Poll Mocking Prayuth,” Khaosod English, March 13, 2017,
http://www.khaosodenglish.com/politics/2017/03/13/activist-charged-sarcastic-facebook-poll-mocking-prayuth/.

90 Prachatai, “Junta critic faces charge over FB post on 1932 Revolution plaque,” Prachatai English, April 20, 2017, https://
prachatai.com/english/node/7086.

91 Bangkok Biznews, “It’s over!! Wattana terminates his efforts to seek 1932 Revolution Plaque,” (in Thai), Bangkok Biznews,
April 20, 2017, http://www.bangkokbiznews.com/news/detail/751091.
92

“Monday Review: Sedition, Prosecution and … a Headlock,” August 7, 2017, https://prachatai.com/english/node/7312.

Bangkok Post, “Court Acquites Wattana on Charge of Computer Crime,” Bangkok Post, October 31, 2016, http://www.
bangkokpost.com/archive/court-acquits-watana-on-charge-of-computer-crime/1123644.
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com/english/node/7349.
95 Prachatai, “6, including human rights lawyer, arrested for lèse majesté,” Prachatai English, May 3, 2017, https://prachatai.
com/english/node/7118.
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•

In March 2017, a police commander for the southern border provinces accepted a
defamation and CCA violation suit brought by a military officer against Narissarawan
Kaewnopparat, an employee of a government welfare office. An arrest warrant had
been issued for Narissarawan in February 2016 and executed in July after she posted on
Facebook that her uncle, a military conscript, had died following brutal hazing by fellow
soldiers in 2011. She was released on bail, and the Attorney-General’s office subsequently
dismissed the suit, but police overruled the prosecutors’ decision not to press charges
under NCPO order no. 115/2014.97

Nonstate actors also pursued criminal charges for online speech. Although the CCA was amended
during the reporting period, companies and officials can still abuse the law to launch burdensome
prosecutions—often repeatedly—in order to deter rights defenders, environmental activists, and
investigative journalists who publish in any online forum (see “Legal Environment”).
Dozens of such charges were ongoing during the reporting period:

•

In July 2016, a court in Pichit province accepted charges of defamation and violating
the CCA against prominent environmental activist Somlak Hutanuwatr for criticizing
the environmental and health impact of a local mining company on Facebook. Courts
in Bangkok have dismissed two similar lawsuits brought against Somlak by the same
company.98

•

On September 20, a court in South Bangkok found British human rights defender Andy
Hall guilty of bringing false computer information into the system via an online report for
Finland-based NGO Finnwatch that charged the Thai canning company Natural Fruit with
labor rights abuses. Hall refused to present his sources as witnesses and the court ruled that
he could not prove the allegations were true. He was separately found guilty of defamation
for distributing the same allegations in print, and sentenced to a total 3-year suspended
prison term and a THB 150,000 fine.99 The Supreme Court dismissed a separate case
involving the same charges on November 3 due to investigative irregularities, among other
issues.100

•

On November 8, an appeal court upheld a lower court verdict sentencing Facebook page
administrator San Thanakornphakti to nine months in prison and a THB 40,000 fine for
defamation and violating the CCA. Piyasvasti Amranand, a former energy minister and
current chairman of the state-owned energy company PTT, filed charges in relation to
a post on the Facebook page “Reclaiming Thai Energy” that held Piyasvasti responsible
for high energy prices. The appeal court ruled that the opinion expressed in the post
constituted false computer information because it characterized the behavior of the plaintiff
subjectively. A separate suit brought by PTT against San for another post on the same

Prachatai, “Prosecutors Drop Charges against Woman Calling Justice for Dead Uncle,” Prachatai English, January 25, 2017,
http://prachatai.org/english/node/6867; “Police to Press Charges Against Torture-Murder Victim’s Niece,” Prachatai English,
March 17, 2017, https://prachatai.com/english/node/7011.
97

98 iLaw. “Somlak 2nd Case : Posted Facebook Criticizing a Gold Mine in Pichit Province.” Freedom of Expression Documentation
Center iLaw, November 2016. https://freedom.ilaw.or.th/en/case/745.
99 iLaw, “Andy Hall Computer Crime Case,” Freedom of Expression Documentation Center, iLaw, September 20, 2016, https://
freedom.ilaw.or.th/en/case/469#the_verdict.
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Facebook page was being heard in the appeal court in mid-2017.101

•

In February 2017, BBC correspondent Jonathan Head was sued under the CCA by an
individual named in a 2015 BBC report in connection with a forgery scam in Phuket
province. The individual claimed that the article, which was published online, was false
computer information.102 The charge against Head was dropped in August but a trial
involving his source continued.103

•

On March 13, 2017, the Electricity Generating Authority of Thailand (EGAT) said it had
filed 15 separate complaints of defamation and CCA violations against internet users who
accused EGAT power plants of damaging public health through air pollution.104

•

On March 30, a lawyer representing former Prime Minister Thaksin Shinawatra filed a
complaint of defamation and CCA violations with the Technology Crime Suppression
Division (TCSD). The complaint named Pleo See-nguen, the penname used by an
anonymous columnist of the broadsheet Thai Post newspaper, which also has a website,
because of an article implicating Thaksin in the high profile tax evasion scandal that led to
his ouster in 2006.105

At least one criminal defamation sentence was overturned on appeal during the reporting period,
almost two years after it was first passed. On December 6, 2016, the appeal court overturned a
fine and suspended prison sentence handed to environmental activist Kampol Jittanung by a lower
court. An academic from Prince of Songkla University sued Kampol for defamation and violating the
CCA in relation to a September 2014 Facebook post in which he questioned the independence of
research findings supporting the use of an industrial byproduct in the construction of artificial reefs
to prevent coastal erosion. 106 The appeal court found that Kampol’s opinion was expressed in good
faith.107

Surveillance, Privacy, and Anonymity
The junta government actively monitored social media and private communications in the past
year. The legal framework governing surveillance is inadequate, and got worse during the reporting
period.
Instead of clear procedures, surveillance is facilitated by “the Thai government’s control of the
Prachatai English, “Energy Activist Gets Suspended Jail Term for Defaming PTT Board Member,” Prachatai English,
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internet infrastructure [and] a close relationship with internet service providers.”108 CCA amendments
passed during the coverage period (see “Legal Environment”) allow officials to instruct service
providers to retain computer traffic data for up to two years, up from one year in the 2007 version.
Providers must otherwise retain data for at least 90 days under the law. Though official requests to
access that data require a warrant, a 2012 cabinet directive placed several types of cases, including
CCA violations, under the jurisdiction of the Department of Special Investigation (DSI). Under rules
regulating DSI operations, investigators can intercept internet communications and collect personal
data without a court order, so internet users suspected of speech-related crimes are particularly
exposed. Even where court orders are still required, Thai judges typically approve requests without
serious deliberation.
Many prosecutions during the reporting period were based on private chat records, including
those of Burin Intin and Patnaree Charnkij (see “Prosecutions and Detentions for Online Activities”).
At least one prosecution was brought based on private Line chat: on March 24, 2017, Suriyasak
Chatphithakkhun, chairman of the Surin chapter of United Front of Democracy Against Dictatorship
(UDD), a major antigovernment group, was accused of lèse majesté over messages he sent to a Line
private chat group, among other charges; he remained under investigation in mid-2017.109
It is not clear how military or police officials accessed chat records in these cases, though military
and police have created fake accounts in order to join secret chat groups, even baiting users to
criticize the monarchy or the junta.110 In several cases where individuals were summoned or arrested,
the authorities also confiscated smartphones to access social media accounts.
Officials also sought cooperation from international companies. Facebook, Google, and Line
reported a handful of requests to access user data from Thailand, but all indicated that they did not
comply.111 Facebook said that it never disclosed private user information to the Thai government or
surveilled user conversations; Line said the company could not access messages shared between
users because they are encrypted.112
The government took steps to undermine encryption during the reporting period. Section 18
(7) of the amended CCA enables officials to order individuals to “decode any person’s computer
data” without a court order.113 While some companies may be unable to comply with such orders,
the law could provide grounds to punish providers or individuals who fail to decrypt content on
request. Privacy International reported other possible ways for Thai authorities to circumvent
encryption, including impersonating secure websites to intercept communications and passwords, or
Pricacy International, “Who’s That Knocking at My Door?: Understanding Surveillance in Thailand,” Privacy International,
January 2017, https://privacyinternational.org/sites/default/files/thailand_2017_0.pdf.
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conducting downgrade attacks, which force a user’s communications with an email client through a
port that is unencrypted by default.114 The group challenged Microsoft for trusting Thai national root
certificates, leaving them vulnerable to measures that would undermine security for users visiting
certain websites; Microsoft said a trustworthy third party vets authorities that issue certificates
before the company accepts them.115
Government agencies also possess surveillance technologies. Some bought spyware from the Milanbased Hacking Team between 2012 and 2014, according to leaked documents;116 and Thailand has
also obtained licenses to export telecommunications interception equipment from Switzerland and
the UK.117 According to Privacy International, the licenses indicate the probable acquisition of IMSI
(International Mobile Subscriber Identity) catchers, devices which intercept data from all phones in
the immediate area regardless of whether they are the focus of investigation.
Government supporters assist in monitoring perceived opponents, activity that intensified after the
passing of King Rama IX in October 2016. The MDES established a cybersecurity center based in
state-owned telecommunications company TOT to monitor for inappropriate content (see “Blocking
and Filtering”).118 A cyber scout program, through which students and regular citizens can apply
to receive training on monitoring and reporting inappropriate content, has been operational since
before the coup.
Opportunities for using the internet anonymously are also declining under the junta. The NBTC
confirmed plans to verify mobile users’ identity using biometric data, and said it would require
mobile operators to collect fingerprints from new SIM card registrants and send them to a central
repository at NBTC.119 The program was still pending implementation in May 2017. Separately, a
draft law to register and license journalists—including anyone routinely engaged in publishing to
a wide audience for direct or indirect profit—was under consideration during the reporting period
(see “Media, Diversity, and Content Manipulation”).120

Intimidation and Violence
Violence in reprisal for online speech intensified following the death of King Rama IX, as his
supporters channeled grief and anger towards critics of the monarchy.
During the mourning period, vigilante groups exposed the identities and locations of dozens of
Facebook users they accused of antiroyal speech. Targets were surrounded and forced to apologize
in front of the King’s photo, sometimes violently. Video of the harassment was subsequently posted
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on Facebook; subjects were beaten and kicked, and some were also charged with lèse majesté.121A
pattern of attacks was noticeable in many provinces, including Phuket, Rayong, Chantaburi,
Chonburi, and Beungkan. Justice Minister Gen. Paiboon Koom-chaya appeared to endorse the witch
hunts in comments praising social sanctions.122
Ultra-royalist groups have organized on Facebook before, notably the “Rubbish Collection
Organization,” whose targets can also be ostracized socially and professionally. The organization
also asks Thais based abroad to help track down “fugitives” overseas.123
As in past years, people were summoned for military interrogation, and police and military officials
continued to use disproportionate force and violate due process when investigating perceived
dissidents. In one example, news reports said police harassed a woman because of Facebook posts
shared by her husband overseas. At 7am on July 21, 2016, at least 20 police officers raided the
home of Noppawan Bunluesilp, the wife of Scotland-based journalist Andrew McGregor Marshall,
after officials accused him of criticizing the monarchy on Facebook. Marshall was formerly based in
Bangkok and his wife was there visiting relatives.124 Police took Noppawan and her three-year-old
child for questioning but denied her access to a lawyer because she had not been charged; they also
seized her computer, tablet, and phone.125

Technical Attacks
There have been sporadic reports of cyberattacks on online news outlets in Thailand in the past.
None were documented during the coverage period of this report, though in January 2017, Privacy
International reported that the authorities have the capability to use downgrade attacks or man-inthe-middle attacks to circumvent encryption (see “Surveillance, Privacy, and Anonymity”).
Hackers targeted government sites in the past year, notably in protest when the NLA passed the
CCA in December 2016. Websites operated by several government agencies were defaced by
hackers who displayed a symbol that was developed to oppose a plan to strengthen control of the
internet by imposing a single gateway (see “Restrictions on Connectivity”);126 others were brought
offline by DDoS attacks. Several people suspected of involvement were subsequently arrested and
interrogated at a military base,127 including a 19-year-old.128
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2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

10

10

Limits on Content (0-35)

8

8

Violations of User Rights (0-40)

20

20

TOTAL* ( 0-100 )

38

38

Population:

11.4 million

Internet Penetration 2016 (ITU):

50.9 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
●

Anticorruption activists and protesters campaigned online against a controversial bill
to provide officials and businesspeople with amnesty for abuses committed during the
Ben Ali era (see Digital Activism).

●

Police union activist Walid Zarrouk was sentenced to one year in prison for criticizing
members of a counterterrorism unit on Facebook (see Prosecutions and Detentions for
Online Activities).

●

Privacy advocates expressed concern after a government proposal to introduce
biometric identification cards (see Surveillance, Privacy, and Anonymity).
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Introduction
Internet freedom stagnated in Tunisia over the past year given the continued use of criminal defamation provisions in the penal code to prosecute citizens for criticizing the government online.
In February 2017, Tunisia’s parliament passed a whistleblower protection law granting legal protections to those who reveal evidence of corruption. The law was seen as a win for digital media and
internet freedom, since investigative reporters and anticorruption activists have continually faced
harassment for their work. However, progress is hampered by ongoing charges against users for
criticizing government officials or policies online. Defamation of state leaders and public institutions
remains a criminal offense in the country, a provision often used by powerful figures to punish critics.
Despite protections for freedom of expression in the post-revolutionary constitution, as of mid-2017
there were no proposals to amend or abolish this and other problematic legislation.
The online landscape changed dramatically with the ouster of autocratic president Zine El Abidine
Ben Ali on January 14, 2011, when a vast censorship apparatus largely dissipated. Since then, internet users have enjoyed an unprecedented level of access to uncensored content online. Reforms to
ICT regulation have benefitted Tunisians through lower prices and improved internet penetration. As
the government continues to grapple with terrorist attacks, authorities have resisted some calls to
reinstitute blocking and filtering, as well as largescale surveillance. Until authorities complete legal
reforms to abolish criminal defamation and pass privacy protections, local digital rights activists will
continue to fear the reactivation of Ben Ali’s repressive internet controls and, with it, disproportionate violations of internet freedom.

Obstacles to Access
Growth in mobile internet subscriptions has underpinned an increase in internet penetration in Tunisia over the past year. However, the telecommunications market remains dominated by three major
players, with state-controlled Tunisie Télécom continuing its monopolistic control over the internet
backbone.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

2016

a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

50.9%

2015

48.5%

2016

126%

2011

2015

2011

2017(Q1)

2016(Q1)

39.1%
130%
115%

4.4 Mbps

3.8 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.
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According to the International Telecommunication Union (ITU), internet penetration stood at 50.88
percent at the end of 2016, up from 39.10 percent five years earlier.1 There were more than 7 million mobile data subscriptions in the country as of March 2017,2 consisting of 700,000 subscriptions
to 3G and 4G USB keys, with the remaining representing phone plans. 3 By comparison, there are
705,744 fixed broadband subscriptions in the country.4 4G was launched in the summer of 2016, and
the three main operators are required to cover at least 20 percent of the territory in one year,5 including two marginalized interior regions.6
The price of a data-enabled USB key was around TND 40 (approximately US$16.2, while a postpaid
monthly 4G subscription plan was around TND 25 (US$10) for a 25GB data allowance.7 Fixed-line
internet subscribers must first buy a landline package from Tunisie Télécom (TT), which manages the
country’s 225 Gbps bandwidth capacity, before choosing one of 11 ISPs.  The TT landline package
costs 45 TND (US$18) for a three-month subscription period. ISP prices range from approximately
TND 10 (US$4) a month for a connection speed of 4 Mbps8 to approximately TND 30 (US$12) for a
connection speed of 20 Mbps9. Although there are no legal limits on the data capacity that ISPs can
supply, the bandwidth remains very low and connectivity is highly dependent on physical proximity
to the existing infrastructure.
The number of computers per 100 inhabitants rose from approximately 12 in 2009 to 22 as of 2016.10
The use of mobile phones is also popular, with over 14.1 million mobile phone subscriptions and a
penetration rate of 124.3 percent as of March 2017.11
A number of Tunisians access the internet at privately owned cybercafés known as “publinets,”
where one hour of connection costs at least 1 TND (US$0.40). Before 2011, wireless access in cafes
and restaurants was not permitted by law, which allowed only licensed ISPs to offer access. Nonetheless, since the revolution it has become common for cafes and restaurants in major cities to offer
free internet access without any registration requirements, attracting mainly young social network
“Percentage of individuals using the Internet, fixed (wired) Internet subscriptions, fixed (wired)-broadband subscriptions,”
International Telecommunication Union (ITU), 2011-2016, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.  

1

Instance Nationale des Télécommunications. “Suivis des principaux indicateurs du marché de la data mobile en Tunisie”
[Monitoring of main indicators regarding the mobile data market], March 2017, accessed on May 5, 2017, http://www.intt.tn/
upload/files/TB4_Data-Mobile%20-%20Mars%202017.pdf.

2

Instance Nationale des Télécommunications, “Suivis des principaux indicateurs du marché de la data mobile en Tunisie”
[Monitoring of main indicators regarding the mobile data market], March 2017, accessed on May 5, 2017, http://www.intt.tn/
upload/files/TB4_Data-Mobile%20-%20Mars%202017.pdf.

3

Instance Nationale des Télécommunications. “Suivis des principaux indicateurs du marché de la data fixe en Tunisie”
[Monitoring of main indicators regarding the fixed data market], March 2017, ccessed on May 5, 2017, http://www.intt.tn/
upload/files/TB3_Data-Fixe%20-%20Mars%202017.pdf.

4

“Tunisie: Le gouvernement tunisien espére le lancement de la 4G cet été,” Huffpost Tunisie. March 1, 2016, http://www.
huffpostmaghreb.com/2016/03/02/tunisie-4g_n_9367760.html.

5

“ Antony Drugeon, “La 4G arrive en Tunisie: à quels changements s’attendre?” Huffpost Tunisie, March 10, 2016, http://www.
huffpostmaghreb.com/2016/03/10/4g-tunisie-changements_n_9425008.html.

6

“Packs clés post-payés 4G,” Ooredoo Tunisia, accessed on October 13, 2017, http://ooredoo.tn/particuliers/Packs-cles-postpayes-4G.

7

8

9

“Adsl força,” GlobalNet, accessed on October 13, 2017, http://www.gnet.tn/offres-familiales/forca/id-menu-949.html.

“ADSL Home,” Orange Tunisia, accessed on October 13, 2017, http://orange.tn/adsl-home.

10   Ministère des Technologies de la Communication,” يمقرلا داصتقإلا و لاصتإلا ايجولونكت ةرازو: و تارشؤم
ربمتبس رهش تايطعم ةيئاصحإ تايطعم,”[Ministry of Communication Technologies and Digital Economy: statistical
indicators and data: access and infrastructure], March 2015 , accessed on June 24, 2015: http://www.mincom.tn/index.
php?id=315&L=1 .

Instance National des Télécommunications (INT), “Suivi des principaux indicateurs du marché de la téléphonie mobile
en Tunisie” [Monitoring of main indicators regarding the mobile phone market in Tunisia], March 2017, accessed May 5, 2017,
2016, http://www.intt.tn/upload/files/TB2_Tel-Mobile%20-%20Mars%202017.pdf.  

11

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

TUNISIA
users. The ICT ministry issued new regulations on the provision of internet access by cybercafés on
July 29, 2013.12 These regulations do not require users to register or to hand over identification documents, nor do they require owners to monitor their customers’ activities. The ICT ministry has continued to register a decrease in the number of cybercafes across the country, due mainly to a growth
in the number of users accessing the internet through mobile data plans.13

Restrictions on Connectivity
The Tunisian government does not impose any restrictions on ICT connectivity. However, Tunisie
Télécom remains the sole manager of the country’s 10,000KM fiber-optic internet backbone. Tunisie
Télécom also acts as a reseller to domestic ISPs, granting it an oversized role in the country’s internet
governance. However, some positive signs have emerged of late. In September 2014, private operators Ooredoo Tunisie and Orange Tunisie inaugurated their own international submarine cable,
thus easing the monopoly of Tunisie Télécom on Tunisia’s international submarine communications
cables.14 The 175km long cable which links Tunisia to Italy is the first privately owned cable to enter
into service in Tunisia.

ICT Market
The main mobile operators are Tunisie Télécom, Ooredoo Tunisie, and Orange Tunisie. The state
controls a 65 percent stake in Tunisie Télécom, while the remainder is owned by Emirates International Telecommunications (EIT). Citing employee strikes over higher salaries, EIT announced a plan
to sell its shares in Tunisie Télécom in 2013,15 however the sale of its 35 percent has not yet materialized.16 Ooredoo Tunisie is a subsidiary of the multinational company Ooredoo, which is partially
owned by the state of Qatar. Finally, Orange Tunisie has been controlled by the state since 2011,
when a 51 percent stake was seized from Marwan Ben Mabrouk, son-in-law of fallen dictator Ben Ali.  
The remaining 49 percent stake is owned by the multinational group Orange.
A smaller operator, Lycamobile Tunisia, entered the ICT market in late 2015. Lycamobile is an international mobile virtual network operator (MVNO) which provides low cost rates for domestic and
international calls and data services.17 The operator was allocated a five-year renewable license
and will be exploiting the infrastructure of Tunisie Télécom. Lycamobile only accounted for 1.7 percent of subscriptions and 0.1 percent of national voice traffic by March 2017.18 The market shares
of Ooredoo, Tunisie Telecom, and Orange Tunisie are 40.3 percent, 31.9 percent, and 26.1 percent,
respectively.
12

Decision of July 29, 2013 on the conditions for the exploitation of public internet centers: http://bit.ly/1PkBfqq.

14

“Didon cable linking Italy and Tunisia enters service,” Telecom Paper, September 22, 2014, http://bit.ly/1L9DFV2.

  Instance National des Télécommunications, “Suivi des principaux indicateurs du marché de l’Internet fixe en Tunisie”
[Monitoring of main indicators regarding the fixed  Internet market in Tunisia], March 2017, accessed May 5, 2017,http://www.
intt.tn/upload/files/TB3_Data-Fixe%20-%20Mars%202017.pdf.   

13

Roger Field, “Emirates International Telecommunications Sells Its 35% Stake in Tunisie Telecom,” Arabian Industry, June 23,
2013, http://bit.ly/1IOKHgk.

15

“EIT to offload 35% Tunisie Telecom stake,” Telegeography, 2016, https://www.telegeography.com/products/
commsupdate/articles/2016/12/02/eit-to-offload-35-tunisie-telecom-stake/.

16

Lycamobile to Launch in Tunisia as its Global Network Reaches 20 Countries. PR Newswire, October 1, 2015, http://www.
prnewswire.com/news-releases/lycamobile-to-launch-in-tunisia-as-its-global-network-reaches-20-countries-530220811.html.

17

Instance Nationale de Télécommunication. “Suivi des principaux indicateurs du marché de la téléphonie mobile en Tunisie”
[Monitoring of main indicators regarding the mobile telephony market in Tunisia], March 2017. http://www.intt.tn/upload/files/
TB2_Tel-Mobile%20-%20Mars%202017.pdf.
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Tunisie Telecom, Ooredoo Tunisie, and Orange Tunisie also provide fixed-line subscriptions, in addition to GlobalNet, Hexpayte, and public providers that connect public institutions to the internet. Topnet, owned by Tunisie Télécom, dominates the DSL broadband market with a share of 53.2 percent,
followed by GlobalNet (17.3 percent), Orange (15.1 percent), Hexabyte (7.5 percent), and Ooredoo (4
percnet) also as of March 2017.19

Regulatory Bodies
The Ministry of Communication Technologies and Digital Economy (ICT ministry) is the main government body responsible for the ICT sector. The National Instance of Telecommunication (INT) is the
regulator for all telecom and internet-related activities and has the responsibility of resolving technical issues and disputes between actors.
The INT’s governance body is made up of seven members including a vice-president who is appointed from the court of Cassation (the highest court in Tunisia), and a permanent member appointed
from the Court of Accounts, which oversees the management of public funds in the country. The
INT’s board members are appointed by government decree in a process that lacks transparency.
Since 2012, the vice president of the INT is directly selected by the Council of Magistrature, an independent body tasked with overseeing the functioning of the judicial system, before appointment by
government decree.20 The INT has initiated some positive changes in internet policy, namely through
the introduction of a more liberal domain name chart and an invitation to independent arbitrators
from civil society to help develop a new Alternative Domain Name Dispute Resolution Process.
Internet policy is decided by the INT and executed by the Tunisian Internet Agency (ATI), a state
body governed by a board of trustees comprised of representatives from the main shareholder, Tunisie Télécom. The company controls 37 percent of ATI shares and the state owns a further 18 percent, while the remaining 45 percent is divided among private banks. The head of the ATI is appointed by the ICT ministry. The INT and ATI manage the “.tn” country domain. Under Ben Ali, the ATI was
a government organ for surveillance and censorship. The ATI now manages the internet exchange
point (IXP) between national ISPs that buy connectivity from Tunisie Télécom, as well as the allocation of internet protocol (IP) addresses.
Passed in December 2014, government decree n°2014-4773 regulates the granting of business
licenses to ISPs.21 Under the decree, ISPs are subject to prior authorization from the ICT ministry,
after consulting with the ministry of interior and the INT. Article 8 established a new advisory board
tasked with examining licensing requests and advising on matters related to infractions and sanctions. The board is presided over by the ICT minister or his representative and is composed of representatives from the ministries of defense, interior, ICT, and commerce; the INT; and the Union for
Industry and Commerce (UTICA). Businesses wishing to apply for a license need to have a standing

Instance Nationale de Télécommunication. “Suivi des principaux indicateurs du marché de la data fixe  en Tunisie”
[Monitoring of main indicators regarding the fixed internet  market in Tunisia], March 2017, http://www.intt.tn/upload/files/
TB3_Data-Fixe%20-%20Mars%202017.pdf.

19

Twinning Project TN/13/ENP/TE/27b Support for the Instance National of Telecommunications (INT), “Report on the
independence of the Instance National of Telecommunications,” January 2016, accessed on 8 May 2017, http://www.intt.tn/
upload/files/Report%20on%20Independence%20of%20the%20INT.pdf.

20

Presidency of the Government,  ددــع رمأ4773  ةنسل2014  يف خرؤم26  ربمسيد2014 تاءارجإو طورش طبضب قلعتي
تانرتنألا تامدخ دوزم طاشن صيخرت دانسإ. [Decree n°4773 of 26 December 2014 fixing the conditions and procedures for
allocating authorizations for ISP activities], December 26, 2014, http://bit.ly/1UrOYlW.
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capital of at least TND 1 million (approximately US$405,000). Licensing applications must be answered by the ministry within one month.

Limits on Content
Tunisian users continue to enjoy an open internet. However, in the absence of legal reforms, laws regarding censorship and intermediary liability from the Ben Ali era continue to pose a threat to free expression online. As the authorities continue to grapple with mounting terrorist attacks, more attention
has turned to the fight against online extremism.

Blocking and Filtering
Censorship remains sparse in Tunisia, with no instances of politically motivated blocking over
the past year. Popular social media tools such as Facebook, YouTube, Twitter, and international
blog-hosting services are freely available.
Despite calls by several politicians and media commentators to censor web pages affiliated with terrorism, as of mid-2017, there was no evidence that authorities filtered terrorist content. Authorities
do punish users for posting such content (see “Prosecutions and Detentions for Online Activities”).

Content Removal
While authorities are currently not filtering extremist content, the telecommunications ministry has
previously revealed it is coordinating with social media companies to suspend pages that incite violence or extremism.22 It seems, however, that this coordination may be limited to requesting user
data rather than content removals. In their transparency reports, Google, Facebook, and Twitter have
not noted any takedown requests from the Tunisian government over the coverage period.
Under laws inherited from the dictatorship era, ISPs are liable for third-party content. According
to Article 9 of the 1997 Internet Regulations, ISPs are required to continuously monitor content to
prevent the dissemination of information “contrary to public order and good morals.” There is no
evidence that laws such as these have been used to request that intermediaries remove political or
social content during the coverage period.

Media, Diversity, and Content Manipulation
Tunisia’s online media landscape is vibrant and open. Since the revolution, numerous online sources
of information have been launched alongside newspapers, radio stations, and television channels,
enriching the information landscape through the addition of viewpoints from a diverse range of social actors. Nonetheless, Tunisia’s post-revolutionary vibrancy has not eliminated all self-censorship.
Some users might still avoid crossing certain red lines on topics such as religion, the military, and
security institutions over fears of legal prosecution. Still, users are more open to discussing these
sensitive issues on the web compared to traditional media.

“Tunis 24/7 Mokhtar Khalfaoui/ Noomane El Fehri,” YouTube video, 1:31:35, published by Elhiwar Ettounsi, March 26, 2015,
https://youtu.be/8iVo_m-wULE.
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Digital Activism
Tunisian youth and civil society organizations have continued to use digital media for initiatives
relating to political and social issues. Throughout 2016 and the first half of 2017, anti-corruption activists and protesters continued to campaign against the controversial economic “reconciliation” bill
using digital tools23. Due to public pressure, the bill was later renamed to the “administration reconciliation” law to exclude businesspeople and to include only Ben Ali era state officials who did not
gain personal benefit from their implication in corruption24. The law was adopted by the parliament
in September, further drawing criticism and igniting street protests.

Violations of User Rights
While Tunisia has taken significant steps to promote internet access and reverse online censorship, the
country’s legal framework remains a significant threat to internet freedom. Most problematically, the
judiciary continues to employ laws from the Ben Ali-era to prosecute users over online expression.
Several users have been charged with criminal defamation. Civil society has expressed worries about
a draft biometric identification law, given the absence of strong privacy protections and the failure to
consult the data protection authority.

Legal Environment
The 2014 constitution, the first to be passed since the 2011 revolution, enshrines the right to free
expression and freedom of the press, and bans “prior censorship.” Specific articles guarantee the
right to privacy and personal data protection, as well as the right to access information and communication networks.25 However, the text contains vague language tasking the state with “protecting
sanctities” and banning “takfir” (apostasy accusations). Such language could act as a constitutional
restriction on internet freedom, where religious issues are currently debated more openly than in
the mainstream media or on the streets.
Despite improvements to the constitution, the repressive laws of the Ben Ali regime remain the
greatest threat to internet freedom. Article 86 of the Telecommunications Code states that anyone
found guilty of “using public communication networks to insult or disturb others” could spend up
to two years in prison and may be liable to pay a fine. Articles 128 and 245 of the penal code also
punish slander with two to five years’ imprisonment. Article 121(3) calls for a maximum punishment
of five years in jail for those convicted of publishing content “liable to cause harm to public order or
public morals.” In addition, Tunisia’s code of military justice criminalizes any criticism of the military
institution and its commanders.26
Decree 115/2011 on the Press, Printing and Publishing provides protections to journalists against
imprisonment. However, Tunisia’s press code does not provide bloggers and citizen journalists with
23 Manich Msameh  [“I Will Not Forgive”] Campaign Facebook Page, accessed on October 17, 2017, https://www.facebook.
com/manichmsame7/.

“Amnesty for Ben Ali-era corruption in Tunisia condemned,” The Financial Times, 2017, https://www.ft.com/content/
b90f3226-995c-11e7-a652-cde3f882dd7b?mhq5j=e5.

24
25

Constitution of The Tunisian Republic, trans. Jasmine Foundation, January 26, 2014, http://bit.ly/LErybu.

Maher Chaabane and Lilia Weslaty, “Tunisie : Yassine Ayari ne doit pas être jugé par le tribunal militaire selon Rahmouni,”
[According to Rahmouni, Yassine Ayari should not be prosecuted by the military court] Webdo, December 25, 2014, http://bit.
ly/1JTUtTC.
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the same protections afforded to traditional journalists. Article 7 defines a “professional journalist”
as a person holding a BA degree who “seeks the collection and dissemination of news, views and
ideas and transmits them to the public on a primary and regular basis,” and “works in an institution
or institutions of daily or periodical news agencies, or audiovisual media and electronic media under
the condition that it is the main source of income.” In addition, authorities continue to use the penal
code to prosecute journalists.27
In August 2015, the parliament adopted a new counterterrorism law to replace a 2003 law used by
the Ben Ali regime to crack down on critics and opponents.28 The law outlines a maximum of five
years in prison for those found to have “publicly and clearly praised” a terrorist crime, its perpetrator,
and groups connected with terrorism.29 Chapter five outlines surveillance and communication interception practices in terrorism-related cases. To monitor and intercept suspected terrorists’ communications, security and intelligence services need to obtain judicial approval in advance for a period of
four months, renewable only once (also for four months). Article 64 punishes unauthorized surveillance by a year in jail and TND 1,000 (US$ 450). Under the new law, the authorities cannot prosecute
journalists for not revealing terror related information they obtain during the course of their professional work.
Plans to introduce a cybercrime law have not materialized as of May 2017, but a commission comprised of members of the ICT and justice ministries have been working on a draft to be submitted
the cabinet for approval before its adoption by the parliament.30 A previous draft law, leaked in 2014,
included problematic provisions extending criminal defamation to digital media.31

Prosecutions and Detentions for Online Activities
Several users were arrested, prosecuted or investigated against international norms of free speech
over the past year:
●

Police union activist Walid Zarrouk continued to face legal trouble for criticizing Tunisian
authorities. On February 7, 2017, Zarrouk was sentenced to one year in jail for criticizing
a judge, prosecutor, and head of the National Guard counterterrorism unit on Facebook.32
He had originally been tried under the counterterrorism law, which carries much stronger
penalties, but was ultimately sentenced under article 128 of the penal code for “accusing,
without proof, a public agent of violating the law[.]” Zarrouk has faced numerous charges
of defamation over the years unrelated to his online activities, including an incident in No-

Safa Ben Said,” In Tunisia, press freedom erodes amid security fears,” Committee to Protect Journalists, October 27, 2015,
https://www.cpj.org/reports/2015/10/in-tunisia-press-freedom-erodes-amid-security-fear.php.

27
28

Counter-terrorism law of 7 August 2015: http://www.legislation.tn/sites/default/files/news/ta2015261.pdf

“Tunisia: Counter-terror law endangers rights,” Human Rights Watch, July 31, 2015. https://www.hrw.org/
news/2015/07/31/tunisia-counterterror-law-endangers-rights.

29

“La Cybercriminalité en Tunisie : lecture sur un projet de loi qui pénalise les crimes cybernétiques,” Tekiano, April 3, 2017,
http://www.tekiano.com/2017/04/03/la-cybercriminalite-en-tunisie-lecture-sur-un-projet-de-loi-qui-penalise-les-crimescybernetiques/.
30

Safa Ben Said,” In Tunisia, press freedom erodes amid security fears,” Committee to Protect Journalists, October 27, 2015,
https://www.cpj.org/reports/2015/10/in-tunisia-press-freedom-erodes-amid-security-fear.php.

31

“Tunisia: Jailed for ‘Defamation’,” Human Rights Watch, March 21, 2017, https://www.hrw.org/news/2017/03/21/tunisiajailed-defamation.

32

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

TUNISIA
vember 2016, when he was sentenced to one year in prison for calling judicial authorities
“stupid” while on a television show. In April 2017, his sentence was reduced to 14 months.33
●

In September 2016, Jamel Arfaoui from the news site Tunisie Telegraph appeared before
a military court for insulting the military institution. He had written an article in which he
blamed the defense ministry for poor maintenance decisions related to the crash of a military helicopter.34

●

On May 3, 2017, Sami Ben Gharbia, co-founder and editorial director of the independent
media platform Nawaat, was questioned for six hours by the central investigation unit of
the National Guard. Nawaat had earlier published a document leaked from the president’s
office related to lobbying efforts for the controversial economic reconciliation bill.35 Ben
Gharbia was also called to court on May 9 in order to serve as a witness in the case, in
which the government sought to prosecute the source of the leak.36

Authorities have also arrested several individuals for advocating extremism.37 There were no reports
that these arrests contravened international norms on free speech.

Surveillance, Privacy, and Anonymity
Surveillance remains a strong concern in Tunisia due to the country’s history of abuse under the Ben
Ali regime. While there have not been any reports of extralegal government surveillance in the postBen Ali period, the deep-packet inspection (DPI) technology once employed to monitor the internet
and intercept communications is still in place, sparking worries that the technology can be reactivated if desired.
The creation of a new government surveillance agency in November 2013 raised concerns among
human rights and privacy groups, particularly given the lack of transparency surrounding its duties.
The Technical Telecommunications Agency (ATT) was established by decree n°2013-4506 under the
former administration of Ali Laarayedh. The decree tasks the ATT with “providing technical support
to judicial investigations into information and communication crimes,” but neither defines nor specifies these crimes.38 Netizens immediately criticized the decision for its lack of parliamentary scrutiny,
as well as a failure to provide the body with a clear and limited mandate, with independence from
government interference, and with mechanisms to guarantee user rights.39 According to Article 5 of
the decree, the ATT’s activities are not open to public scrutiny.

“Walid Zarrouk condamné en appel à 14 mois de prison,” Kapitalis, April 13, 2017, http://kapitalis.com/tunisie/2017/04/13/
walid-zarrouk-condamne-en-appel-a-14-mois-de-prison/.

33

“Military Trials of Journalists Cast Light on the Taboo of Criticizing the Army in Tunisia,” Global Voices Advox, December 12,
2016, https://advox.globalvoices.org/2016/12/12/military-trial-of-journalists-cast-light-on-the-taboo-of-criticizing-the-armyin-tunisia/.

34

“Nawaat, target of harassment by the Presidency of the Republic,” Nawaat, May 4, 2017,
http://nawaat.org/portail/2017/05/04/nawaat-target-of-harassment-by-the-presidency-of-the-republic/.

35

Reporters Without Borders North Africa on Twitter, May 9, 2017, https://twitter.com/RSF_NordAfrique/
status/861962594348920837.

36

“Tunisian Interior Ministry: Dismantling Female Terrorist Cell,” (Arabic) Deutsche Welle, March 15, 2017, http://bit.
ly/2yrwgoT.

37

38 Reporters Without Borders, “Authorities urged to rescind decree creating communications surveillance agency,” December
3, 2013, http://en.rsf.org/tunisia-authorities-urged-to-rescind-02-12-2013,45531.html.

Afef Abrougui, “Will Tunisia’s ATT Ring in a New Era of Mass Surveillance,” Global Voices Advocacy, November 26, 2013,
http://bit.ly/1JTXPpw.
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The ICT minister is charged with appointing the ATT’s general director and department directors. An
oversight committee was established “to ensure the proper functioning of the national systems for
controlling telecommunications traffic in the framework of the protection of personal data and civil
liberties.” The committee mainly consists of government representatives appointed from the ministries of ICT, human rights and transitional justice, interior, national defense, and justice.
Despite this early criticism, the ATT started operating in “full capacity” in the summer of 201440 after
the appointment of Jamel Zenkri, who previously served at the ATI and the INT, as general-director.41
Responsibilities for conducting internet surveillance for the purposes of law enforcement have thus
been transferred to the ATT from the ATI, which often assisted the judiciary in investigating cybercrime cases despite the absence of a law requiring it to do so.
Fears over the ATT have been boosted by the fact that Tunisia’ legislators have been slow to initiate
any legal reforms that would protect citizens from mass surveillance.42 Draft amendments by Tunisia’s Data Protection Authority (INPDP) to amend the country’s 2004 privacy law have not been discussed by the constituent assembly or by the new parliament elected in October 2014.
In late 2016, plans to introduce biometric identification cards have also sparked criticism, particularly
in the absence of strong data and privacy protections.43 The bill, proposed by the government and
submitted to the parliament, would amend a 1993 law on national identification cards by requiring
citizens to carry biometric identification cards encoded with a combination of personal data, including one’s photograph, digitized fingerprint, social security number, and home address. A number of
civil society groups slammed the bill for its lack of safeguards and lack of details about the measures
authorities would take to ensure protection of citizens’ biometric data. It was also unclear which
government authorities and institutions would have access to the data, as well as where and for how
long such data would be stored.44 The Data Protection Authority denounced the government for
failing to consult with it prior to releasing the bill; under article 76 of the data protection law, the authority is entitled to give its opinion on matters related to privacy and personal data protection.
Laws that limit encryption also remain a concern in the post-Ben Ali era. In particular, Articles 9 and
87 of the 2001 Telecommunication Code ban the use of encryption and provide a sanction of up to
five years in prison for the unauthorized use of such techniques. While there have been no reports of
these laws being enforced, their continuing existence underscores the precarious nature of Tunisia’s
newfound and relatively open internet environment.

Intimidation and Violence
In addition to legal prosecution, users and digital activists must also be wary of extralegal attempts
to silence them. On April 17, 2017, a recording leaked on social media in which Nabil Karaoui, a
Khalil Abdelmoumen, “Jamel Zenkri, DG de l’AT des Télécommunications : «Nos agents sont, dès le départ, soupçonnés
d’être malhonnêtes»,” [Jamel Zenkri director general of ATT: “Our agents are from the start suspected of dishonesty”] Webdo,
June 4, 2014, http://bit.ly/1PkCENF.
40

Sarah Ben Hamadi, “Tunisie: Jamel Zenkri à la tete de l’Agence Technique des Télécommunications,” [Tunisia: Jamel Zenkri
to head the Technical Agency of Telecommunications] Al Huffington Post, March 3, 2014, http://huff.to/1EFND3Y.

41

Afef Abrougui, “Tunisia: New Big Brother, non-existent reforms,” Global Information Society Watch 2014: Communications
surveillance in the digital age, 248, http://bit.ly/1fZu4rn.

42

Ahmed Medien, “Experts Cast Doubt on Tunisia’s Biometric Identification Bill,” Global Voices, November 30, 2016, https://
globalvoices.org/2016/11/30/experts-cast-doubt-on-tunisias-biometric-identification-bill/.

43

“Tunisia: Statement on Proposed National ID Card,” Access Now, November 18, 2016,
https://www.accessnow.org/tunisia-statement-proposed-national-id-card/.

44

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

TUNISIA
member of the ruling Nidaa Tounes party, and the head of the private television station Nessma TV
ordered journalists to smear the anti-corruption NGO “I Watch.” Karaoui is heard urging Nessma TV
journalists to describe the activists as “thieves” and “traitors” who “are receiving money to sell their
own country”.”45 Like other civil society groups in the country, I Watch maintains a strong online
presence and has been very critical of the economic reconciliation bill.

Technical Attacks
Since Ben Ali’s fall, there have been no reported incidents of cyberattacks perpetrated by the government to silence ICT users. However, since 2011, other groups and individuals have employed
these methods to intimidate activists and organizations with whom they disagree, particularly during
major political events such as the 2014 parliamentary and presidential elections. As of May 2017,
there have been no reports of cyberattacks targeting activists or media organizations. However,
during a parliamentary hearing session explaining the reasons behind his resignation, the president
of the independent electoral commission Chafik Sarsar denounced what he described as “police
practices” targeting members and employees of the commission, including the hacking of emails.46

“In Tunisia, activists finally catch a break against a powerful tycoon,” Washington Post, April 20, 2017, https://www.
washingtonpost.com/news/democracy-post/wp/2017/04/20/in-tunisia-activists-finally-catch-a-break-against-a-powerfultycoon/?utm_term=.aed3c3facf09.

45

“Tunisie : la commission électorale sans tête,” Le Point, May 11, 2017,
http://afrique.lepoint.fr/actualites/tunisie-commission-electorale-les-enjeux-d-une-demission-11-05-2017-2126533_2365.php.
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Turkey
2016

2017

Internet Freedom Status

Not
Free

Not
Free

Obstacles to Access (0-25)

13

13

Limits on Content (0-35)

21

23

Violations of User Rights (0-40)

27

30

TOTAL* ( 0-100 )

61

66

Population:

79.5 million

Internet Penetration 2016 (ITU):

58.4 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

After protests erupted over the removal from office of 28 mayors in the Kurdish-majority
southeast, authorities restricted internet access for approximately 12 million residents in
the region (see Restrictions on Connectivity).

•

Access to Twitter, Facebook, and YouTube was repeatedly disrupted in the aftermath
of terrorist attacks, while Wikipedia was permanently blocked over articles on Turkey’s
involvement in the Syrian civil war (see Blocking and Filtering).

•

Turkey accounted for 65 percent of all content that was locally restricted by Twitter during
the coverage period, as the government cracked down on independent reporting (see
Content Removal).

•

The hacktivist group RedHack leaked over 57,000 emails from Berat Albayrak, son-in-law
of President Recep Tayyip Erdoğan, revealing the extent of a government campaign to
manipulate social media and smear prominent opposition figures (see Media, Diversity,
and Content Manipulation and Technical Attacks).

•

The government has implemented an arbitrary and disproportionate purge of state
officials, teachers, journalists, and others, dismissing or arresting them for alleged ties to a
July 2016 coup attempt based on flimsy circumstantial evidence, including communication
apps allegedly found on their phones, attendance at a digital security training in Istanbul,
and tweets that criticized the government (see Prosecutions and Detentions for Online
Activities).
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Introduction
Internet freedom sharply declined in Turkey in 2017 due to the repeated suspension of
telecommunications networks and social media access, as well as sweeping arrests for political
speech online.
During the coverage period, Turkey suffered more than a dozen terrorist attacks, an economic and
monetary crisis, and a failed coup on July 15, 2016, in which a rogue faction of the Turkish military
attempted to overthrow the government. Internet connections were throttled, and major social
media platforms were blocked. Loyalist forces later reestablished internet service, and President
Erdoğan addressed the nation through a FaceTime video call made to a television news anchor on
CNN Türk, urging citizens to take to the streets in a show of support for the government. Order
was eventually restored, but not before some 300 people were killed in clashes between pro- and
anticoup forces. Government officials publicly blamed exiled Islamic preacher Fethullah Gülen for
instigating the coup. A state of emergency was declared on July 20, allowing the Council of Ministers
(cabinet), chaired by President Erdoğan, to issue decrees without parliamentary or judicial oversight.
Since then, the government has implemented a massive purge in which more than 60,000 citizens
have been arrested for alleged connections to Gülen or other banned groups, while over 140,000
have been suspended or dismissed from their jobs.1 In addition, at least 5 news agencies, 62
newspapers, 16 television channels, 19 periodicals, 29 publishing houses, and 24 radio stations have
been forcibly closed down by decree.2 Despite the ongoing state of emergency, authorities went
ahead with a referendum to grant greater power to the president and abolish the office of prime
minister.3 The constitutional amendments, which would take effect in 2019, passed with 51.4 percent
of the vote in April 2017, though the process was criticized by independent monitors from the
Organization for Security and Co-operation in Europe. Erdoğan, who was elected as prime minister
in 2003 and then became president in 2014, could theoretically remain in power until 2029 due to a
clause that reset term limits.4
The government has repeatedly suspended access to Facebook, Twitter, YouTube, and WhatsApp on
national security grounds, while Wikipedia has been permanently blocked due to articles related to
Turkey’s role in the Syrian civil war. Popular services offering virtual private networks (VPNs) and the
Tor anonymity network have been blocked to prevent users from accessing censored content. At the
same time, ongoing tensions between the Kurdish minority and the central government resulted
in the arrest of parliamentarians, mayors, and officials from the pro-Kurdish People’s Democratic
Party (HDP), which the government accused of ties to the Kurdistan Workers’ Party (PKK), a Kurdish
militant group that is classified as a terrorist organization by Turkey, the United States, and a number
of other governments. A 23-year-old fine arts student was sentenced to more than four years
in prison after posting political tweets that were deemed to promote terrorist propaganda and
insultthe president. The government has used similar charges to detain scores of journalists, political
activists, and ordinary citizens for little more than criticizing the ruling Justice and Development
Party (AKP), often using their social media posts as evidence in court. Turkish users must also
1

See Turkey Purge at https://turkeypurge.com/

CHP, “Sarihan: Gece Yarisi Kararnameleri ile Gelen Karanlik: Bu Bir Kiyimdir! Kiyima Hayir!,“ February 9, 2017, https://www.
chp.org.tr/Haberler/4/sarihan-gece-yarisi-kararnameleri-ile-gelen-karanlik-bu-bir-kiyimdir-kiyima-hayir-53283.aspx
2

“Questions and Answers: Turkey’s Constitutional Referendum,” Human Rights Watch, April 4, 2017, https://www.hrw.org/
news/2017/04/04/questions-and-answers-turkeys-constitutional-referendum

3

James Masters and Kara Fox, “International monitors deliver scathing verdict on Turkish referendum,” CNN, April 18, 2017,
http://www.cnn.com/2017/04/17/europe/turkey-referendum-results-Erdoğan/index.html
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contend with intrusive government surveillance and the proven use of sophisticated malware tools
by law enforcement agencies. In a country where the government reportedly listed social media
as one of the main threats to national security,5 internet freedom remains on a starkly negative
trajectory.

Obstacles to Access
The most significant obstacle to internet access in Turkey remains the practice of shutting down
telecommunications networks during security operations, mainly in the southeastern part of the
country. Internet penetration continues to grow, particularly through mobile broadband, as three
companies have begun to offer “4.5G” services.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

a

58.4%

2011

43.1%

2015

96%

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

2011

2017(Q1)

2016(Q1)

53.7%
97%

89%

7.6 Mbps
7.2 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Internet penetration has continued to increase over the last few years. According to the International
Telecommunication Union, it stood at 58.35 percent at the end of 2016, up from 43.07 percent five
years earlier.6 There were 53.5 million mobile broadband subscribers as of the first quarter of 2017,
while the number of fixed broadband subscribers stood at 772,325.7 Regular mobile subscriptions
reached 75.7 million, representing a penetration rate of over 107 percent.
According to the results of the Turkish Statistical Institute’s Household Usage of Information
Technologies Survey, the share of households with internet access has risen to 76 percent.8 For
individuals aged 16–74, computer usage stood at 95.9 percent, and internet usage was 93.7 percent.

The National Security Council allegedly listed social media as one of the main threats to Turkey’s national security, along
with protests and civil disobedience; parallel state structures; communication security; cyber security; organizations exploiting
religion, such as the Islamic State militant group; and ethnic-based terrorist groups, such as the Kurdistan Workers’ Party (PKK).
“National Security Council under Erdoğan updates top secret national security ‘book,’” Hurriyet Daily News, April 30, 2015,
http://bit.ly/1UVBcCM
5

6

International Telecommunication Union, ”Statistics,” 2016, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx

Information and Communication Technologies Authority, “Electronic Communications Market in Turkey – Market Data (2017
Q1),” https://www.btk.gov.tr/File/?path=ROOT%2f1%2fDocuments%2fPages%2fMarket_Data%2f2017_Q1_Eng.pdf

7

8 Turkiye Istatistik Kurumu, “Household Usage of Information Technologies Survey of Turkish Statistical Institute, 2015,” [in
Turkish] August 18, 2015, accessed October 13, 2016, http://www.tuik.gov.tr/PreTablo.do?alt_id=1028
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Prices remain high in comparison with the minimum wage. Turkey ranked 70th on the global ICT
Development Index (IDI) for 2016, one spot down from the previous year.9

Restrictions on Connectivity
Restrictions on connectivity are frequent, particularly in the restive southeastern region, where
ethnic Kurds form a majority. On September 11, 2016, landline, mobile phone, and internet services
were shut down in 10 cities for six hours, affecting some 12 million residents. The shutdown related
to the forced removal of 28 Kurdish mayors from their posts.10 One month later, the government
suspended mobile and fixed-line internet service in 11 cities for several days, leaving 6 million
citizens offline. Key public services, such as banks and payment mechanisms, were reportedly
unavailable. The shutdown coincided with mass protests prompted by the detention of local Kurdish
politicians, including the two co-mayors of Diyarbakır, and was apparently intended to delay or
inhibit coverage of the police response. Reporters were forced to travel to nearby cities in order
to upload and share footage of police beating protesters.11 Shutdowns have often been imposed
during military operations in the region. Connectivity is also affected by poor telecommunications
infrastructure and electricity blackouts.
Turkey’s internet backbone is run by TTNET, a subsidiary of Türk Telekom that is also the largest
internet service provider (ISP) in the country. Türk Telekom, which is partly state owned, has 234,176
km of fiber-optic infrastructure, with around half of it serving as backbone infrastructure. Other
operators have a combined total of 63,444 km of fiber length.12
There are three internet exchange points (IXPs) owned by private companies: IST-IX, established by
Terramark in 2009; TNAP, established by seven leading ISPs in 2013; and DEC-IX, a German company
that established its operation in Istanbul as “a neutral interconnection and peering point for internet
service providers from Turkey, Iran, the Caucasus region and the Middle East.“13

ICT Market
There were 446 operators providing information and communications technology (ICT) services in
the Turkish market in the first quarter of 2017.14 There are around 359 ISPs, though the majority act
as resellers for Türk Telekom. TTNET, founded in 2006 by Türk Telekom, is the dominant player, with a
market share of more than 70 percent.15
Turkcell is the leading mobile phone provider, with 44.1 percent of the market, followed by Vodafone
9

International Telecommunication Union, ICT Development Index 2016, http://www.itu.int/net4/ITU-D/idi/2016/

Bilge Yesil and Efe Kerem Sozeri, “Turkey’s Internet Policy after the Coup Attempt,“ June 28, 2016, http://globalnetpolicy.
org/wp-content/uploads/2017/02/Turkey1_v6-1.pdf

10

The 11 cities were Diyarbakır, Mardin, Batman, Siirt, Van, Elazığ, Tunceli, Gaziantep, Şanlıfurfa, Kilis and Adıyaman. Turkey
Blocks, “New internet shutdown in Turkey’s Southeast: 8% of country now offline amidst Diyarbakir unrest,” October 27, 2016,
https://turkeyblocks.org/2016/10/27/new-internet-shutdown-turkey-southeast-offline-diyarbakir-unrest/

11

Information and Communication Technologies Authority, “Electronic Communications Market in Turkey – Market Data
(2017 Q1),” https://www.btk.gov.tr/File/?path=ROOT%2f1%2fDocuments%2fPages%2fMarket_Data%2f2017_Q1_Eng.pdf

12
13

“DEC-IX Istanbul,” accessed February 20, 2015, https://www.de-cix.net/products-services/de-cix-istanbul/

Information and Communication Technologies Authority, “Electronic Communications Market in Turkey – Market Data
(2017 Q1),” https://www.btk.gov.tr/File/?path=ROOT%2f1%2fDocuments%2fPages%2fMarket_Data%2f2017_Q1_Eng.pdf

14

Information and Communication Technologies Authority, “Electronic Communications Market
in Turkey – Market Data (2016 Q1),” accessed October 10, 2016, slide 34, http://www.btk.gov.tr/
File/?path=ROOT%2f1%2fDocuments%2fPages%2fMarket_Data%2f2016-Q1-En.pdf
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and Avea (which currently operates under the brand Türk Telekom).16 An auction of 4G frequency
bands was held in August 2015, and by April 2016, all three of these companies had started offering
“4.5G” technology to mobile subscribers.17
Though all legal entities are allowed to operate an ISP, there are some requirements to apply
for authorization, pertaining to issues like the company’s legal status, its scope of activity, and
its shareholders’ qualifications. Informal obstacles may also prevent newly founded companies
without political ties or economic clout from entering the market. ISPs are required by law to submit
an application for an “activity certificate” to the Information and Communication Technologies
Authority (BTK) before they can offer services. Internet cafés are subject to regulation as well. Those
operating without an activity certificate from a local municipality may face fines of TRY 3,000 to
15,000 (US$800 to US$4,000). Mobile phone service providers are subject to licensing through the
BTK. Moreover, the BTK has the authority to request written notifications from ISPs. In December
2016, BTK asked all ISPs to submit weekly progress reports on the status of new restrictions on
virtual private networks (VPNs).18

Regulatory Bodies
Policymaking, regulation, and operation functions are separated under the basic laws of the
telecommunications sector. The Ministry of Transportation, Maritime Affairs, and Communications is
responsible for policymaking, while the BTK is in charge of regulation.19
The BTK has its own dedicated budget, but its board members are government appointees and its
decision-making process is not transparent. Nonetheless, there have been no reported instances
of certificates or licenses being denied. After the 2016 coup attempt, the Telecommunication and
Communication Presidency (TİB), which implemented the country’s website blocking law, was shut
down under an emergency decree. All of its responsibilities were transferred to the BTK.20 The TİB—
described by President Erdoğan as “among the places that has all the dirt”—was closed due to
suspicions that it was used by Gülenists as a “headquarters for illegal wiretapping.”21
The Computer Center of Middle East Technical University has been responsible for managing domain
names since 1991. The BTK oversees and establishes the domain-name operation policy and its
bylaws. Unlike in many other countries, individuals in Turkey are not permitted to register and own
domain names ending with the country extension .tr, such as .com.tr and .org.tr, unless they own a
trademark, company, or civil society organization with the same name as the requested domain.

Information and Communication Technologies Authority, “Electronic Communications Market in Turkey – Market Data
(2017 Q1),” https://www.btk.gov.tr/File/?path=ROOT%2f1%2fDocuments%2fPages%2fMarket_Data%2f2017_Q1_Eng.pdf

16

Tulay Karadeniz, “Turkey’s 4G tender outstrips predictions with bids for 4.5 billion,” Reuters, August 26, 2015, http://www.
reuters.com/article/2015/08/26/us-turkey-telecoms-idUSKCN0QV1XI20150826

17

Fusun S. Nebil, “BTK’nın VPN Engelleme Israrı Devam Ediyor,” Turk-Internet, December 5, 2016, http://www.turk-internet.
com/portal/yazigoster.php?yaziid=54731

18

Information and Communication Technologies Authority, “Establishment,” accessed October 11, 2015, http://bit.
ly/1QsTRoE

19

20 “Turkey shuts down telecommunication body amid post-coup attempt measures,“ Hurriyet Daily News, August 15,
2016, http://www.hurriyetdailynews.com/turkey-shuts-down-telecommunication-body-amid-post-coup-attempt-measures.
aspx?pageID=238&nID=102936&NewsCatID=338
21 “Turkey shuts down telecommunication body amid post-coup attempt measures,“ Hurriyet Daily News, August 15,
2016, http://www.hurriyetdailynews.com/turkey-shuts-down-telecommunication-body-amid-post-coup-attempt-measures.
aspx?pageID=238&nID=102936&NewsCatID=338
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Limits on Content
Limits on content continued to increase in Turkey over the past year. In response to a series of deadly
terrorist attacks and the coup attempt, the government repeatedly blocked or throttled social media
platforms as well as instant messaging services in a bid to halt the dissemination of images and
other information pertaining to the events. In addition, scores of news sites and Twitter accounts
were blocked or removed, particularly those covering the government’s conflict with Kurdish militants.
Journalists, scholars, and public figures who are critical of the government faced coordinated
harassment by progovernment trolls on Twitter.

Blocking and Filtering
Blocking continues to expand steadily in Turkey. Engelliweb, a website that tracked total blocking
figures, found that more than 114,000 websites were inaccessible as of November 2016, up from
about 40,000 in 2013. More recent figures are unavailable, as the website and its social media
accounts have been closed down without explanation. Over 90 percent of websites were blocked
due to “obscenity,” which includes any site with certain sexual keywords in the domain, resulting
in the collateral blocking of several websites related to the LGBT (lesbian, gay, bisexual, and
transgender) community.22 Websites are also blocked if they are deemed defamatory to Islam,
including websites that promote atheism.23 However, the most recent uptick in censored content
during the coverage period relates to news sites, particularly those whose editorial policies conflict
with the populist media narrative of the government.
The BTK and Turkish courts blocked access to at least 17 news sites during the coverage period,
including Medyascope, Yarına Bakış, Yeni Hayat Gazetesi, Can Erzincan TV, Gazeteport, Haberdar,24
Karşı Gazete, dokuz8haber, and the relaunched website of the left-leaning news outlet Jiyan, Jiyan.
us.25 A judge closed the pro-Kurdish daily Ozgur Gundem and news agency DİHA due to alleged
“terrorist organisation propaganda,”26 and the website and social media accounts of İMC TV were
blocked after its license was revoked by decree.27 A news website operated by prominent journalist
Can Dundar, Ozguruz.org, was blocked before it had even published any news.28
Facebook, Twitter, YouTube, and other services were briefly blocked or throttled on multiple
occasions during the coverage period:

22 Bilge Yesil and Efe Kerem Sozeri, “Turkey’s Internet Policy after the Coup Attempt,“ June 28, 2016, http://globalnetpolicy.
org/wp-content/uploads/2017/02/Turkey1_v6-1.pdf
23 Golbasi Criminal Court of Peace Decision No 2015/191 D.Is, dated February 27 2015; Efe Kerem Sözeri, “Turkey quietly
escalating online censorship of atheism,” The Daily Dot, March 4, 2015, http://bit.ly/1M9kZpa
24

“Arrested for “praising the coup”?,“ IFEX, July 25, 2016, https://www.ifex.org/turkey/2016/07/25/coup_aftermath/

Efe Kerem Sozeri, “Turkey declares war on ISIS, censors Kurdish news instead“, 2 August, 2015, https://medium.com/@
efekerem/turkey-declares-war-on-isis-censors-kurdish-news-instead-3f30a9e5264f#.b5hmjmor2
25

26 Elif Akgul, “Özgür Gündem Newspaper Shut Down,“ BIANet, August 16, 2016, http://bianet.org/english/media/177853ozgur-gundem-newspaper-shut-down

“Turkey closes 20 TV and radio stations in post-coup clampdown,“ The Guardian, September 30, 2016, https://www.
theguardian.com/world/2016/sep/30/turkey-closes-20-tv-and-radio-stations-post-coup-clampdown

27

“Ozguruz.org Blocked Before Site Could Publish Any News,“ BIANet, January 27, 2017, http://bianet.org/english/
media/183060-ozguruz-org-blocked-before-site-could-publish-any-news

28
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•

Facebook and Twitter were throttled for two hours after a terrorist attack on Istanbul
Ataturk Airport killed 38 people on June 28, 2016.29

•

Twitter, Facebook, and YouTube were blocked between 11 p.m. and 12 a.m. local time
on the day of the coup attempt, July 15, 2016. The government subsequently ordered
ISPs to lift the ban on social media sites to help spread President Erdoğan’s call on
citizens to defend the country.30

•

On August 20, 2016, a suicide bomber targeted a Kurdish wedding in Gaziantep, killing
57 people and wounding 60 others. After the attack, Turkey’s Radio and Television
Supreme Council (RTÜK) issued a media ban, resulting in the blocking of Facebook,
Twitter, and YouTube for six hours.31

•

On August 25, 2016, Twitter, Facebook, and YouTube were inaccessible for more than
seven hours.32 Observers could not definitively point to one incident to explain the
outage.

•

Following the arrest of 11 HDP parliamentarians on November 4, 2016, Twitter,
Facebook, YouTube, and WhatsApp were throttled. Prime Minister Binali Yıldırım
justified the blocking as a “temporary security measure.”33

•

On December 19, 2016, Facebook, Twitter, YouTube, and WhatsApp were blocked for
over 10 hours following the assassination of Russian ambassador Andrey Karlov.34 Later,
a judge ordered the blocking of more than 100 URLs related to the assassination,35
including the news site of the Dutch Broadcast Foundation (NOS).36

•

After the release of footage of the immolation of two Turkish soldiers by Islamic State
(IS) militants on December 22, 2016, Twitter, Facebook, YouTube,37 and the Turkish social
media site Ekşi Sözlük were either blocked or throttled for four days. Officials never
confirmed the restrictions, instead stating that the outage was due to a cyberattack.38

29 Efe Kerem Sozeri, “Turkey Blocks News Sites, Twitter, Facebook After Deadly Attack,“ June 28, 2016, http://www.vocativ.
com/334890/turkey-blocks-news-sites-twitter-facebook-after-deadly-attack/

Julia Carrie Wong, “Social media may have been blocked during Turkey coup attempt,“ July 15, 2016, https://www.
theguardian.com/world/2016/jul/15/turkey-blocking-social-facebook-twitter-youtube

30

31 Turkey Blocks, “Social media blocked in Turkey following Gaziantep blast,“ August 21, 2016, https://turkeyblocks.
org/2016/08/21/social-media-blocked-turkey-following-gaziantep-blast/

Turkey Blocks, “Social media blocked in Turkey,“ August 25, 2016, https://turkeyblocks.org/2016/08/25/social-mediablocked-turkey/

32

May Bulman, “Facebook, Twitter and Whatsapp blocked in Turkey after arrest of opposition leaders,“ Independent,
November 4, 2016, http://www.independent.co.uk/news/world/asia/facebook-twitter-whatsapp-turkey-Erdoğan-blockedopposition-leaders-arrested-a7396831.html
33

“Turkey blocks access to Facebook, Twitter and WhatsApp following ambassador’s assassination,” The Telegraph,
December 20, 2016, http://www.telegraph.co.uk/technology/2016/12/20/turkey-blocks-access-facebook-twitter-whatsappfollowing-ambassadors/

34

35 Ankara First Judgeship of Peace decision dated December 20, 2016, https://www.lumendatabase.org/file_uploads/
files/4159952/004/159/952/original/Ankara_3rd_Criminal_Judgeship_of_Peace_2016-6929_Misc.-_Lumen.pdf

36 Turkey Blocks, “News site of Dutch Broadcast Foundation NOS blocked in Turkey,“ December 21, 2016, https://turkeyblocks.
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On October 8, 2016, Dropbox, OneDrive, GitHub, Google Drive, and Internet Archive were
temporarily blocked after they were used by hackers to host 17 GB of leaked government emails.
The documents were obtained by RedHack, a Turkish Marxist-Leninist hacker group, from the
private account of Berat Albayrak, the energy minister and President Erdoğan’s son-in-law.39 The
BTK banned news regarding the leak, and Twitter banned the accounts of RedHack. In a separate
incident, Turkey blocked access to WikiLeaks after nearly 300,000 emails from the AKP were indexed
on the website.40
In November 2016, the BTK order ISPs to ban more than 10 VPN services,41 as well as the
circumvention tool Tor.42 In May 2017, Wikipedia was blocked in the country. The ban was approved
by Ankara’s 1st Criminal Court in order to prevent access to two articles, “Foreign Involvement in
the Syrian Civil War” and “State-Sponsored Terrorism,” that mentioned the Turkish government’s
involvement in Syria.43
The blocking and removal of online content (see “Content Removal” below) is regulated under Law
No. 5651, whose full name is “Regulation of Publications on the Internet and Suppression of Crimes
Committed by Means of Such Publication.”44 It was initially enacted in 2007 to protect children and
prevent access to illegal and harmful internet content. This includes material related to child sexual
abuse, drug use, the provision of dangerous substances, prostitution, obscenity, gambling, suicide
promotion, and crimes against Mustafa Kemal Atatürk, the founder of the Republic of Turkey.45
The responsibilities of content providers, hosting companies, public access providers, and ISPs are
delineated in Law No. 5651. Domestically hosted websites with proscribed content can be taken
down, while websites based abroad can be blocked and filtered through ISPs. The law has already
been found to be in contravention of the European Convention on Human Rights.
In December 2015, the European Court of Human Rights ruled that the blocking of YouTube in 2008
violated Article 10 of the European Convention on Human Rights, specifically the right to freedom
of expression. The case was brought to the court by law professors Yaman Akdeniz and Kerem
Altıparmak, as well as lawyer Serkan Cengiz.46
Law No. 5651 has repeatedly been amended in recent years to broaden the scope for censorship.47
A set of amendments enacted in March 2015 authorized cabinet ministers to order the TİB to block
Efe Kerem Sozeri, “How hacktivist group RedHack gamed Turkey’s censorship regime,“ October 12, 2016, https://www.
dailydot.com/layer8/redhack-gamed-turkey-censorship/
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(in Turkish) at World Intellectual Property Organization, “Law No. 5651 on Regulating Broadcasting in the Internet and Fighting
Against Crimes Committed through Internet Broadcasting,” http://www.wipo.int/wipolex/en/details.jsp?id=11035
; Telekomunikasyon Iletisim Baskanligi (TIB), “Information about the regulations of the content of the Internet,” in “Frequently
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content when necessary to “defend the right to life, secure property, ensure national security and
public order, prevent crime, or protect public health.” The orders are then taken up within four hours
by the TİB (now the BTK after the TİB’s closure in 2016), which must also submit the decision to a
criminal court within 24 hours. If a judge does not validate the decision within 48 hours, the blocking
order must be rescinded.48 A similar bill passed in September 2014 had been overturned by the
Constitutional Court in October of that year. While the original version of Law No. 5651 included
only notice-based liability and takedown provisions for content that violates individual rights,
changes passed in February 2014 extended this provision to include URL-based blocking orders to
be issued by a criminal court judge. The February 2014 amendments also entrusted the TİB with
broad discretion to block content that an individual or other legal claimant perceives as a violation
of privacy, while failing to establish strong checks and balances. These changes came after leaks of
the alleged phone conversations of top government officials on December 17, 2013, and they laid
the groundwork for the eventual blocking of social media platforms.
The February 2014 amendments to Law No. 5651 also shielded TİB staff if they committed crimes
during the exercise of their duties. Criminal investigations into TİB staff could only be initiated
through an authorization from the TİB director, and investigations into the director could only
be initiated by the relevant minister. This process cast serious doubt on the functioning and
accountability of the TİB.
ISPs must join an Association for Access Providers in order to obtain an “activity certificate” to legally
operate in the country. ISPs must also comply with blocking orders from the BTK within four hours
or face a penalty of up to TRY 300,000 (US$80,000). Failure to take measures to block all alternative
means of accessing the targeted site, such as proxy sites, may result in a fine of up to TRY 50,000
(US$13,000).49
The vast majority of blocking orders have been issued by the TİB and its successor the BTK,50 rather
than by the courts.51 The procedures surrounding blocking decisions are opaque in both cases,
creating significant challenges for those seeking to appeal. Judges can issue blocking orders
during preliminary investigations as well as during trials. The reasoning behind court decisions is
not provided in blocking notices, and the relevant rulings are not easily accessible. As a result, it
is often difficult for site owners to determine why their site has been blocked and which court has
issued the order. The BTK’s mandate includes executing judicial blocking orders, but it can also issue
administrative orders for foreign websites, content involving sexual abuse of children, and obscenity.
Moreover, in some cases it successfully asks content and hosting providers to remove offending
items from their servers, in order to avoid issuing a blocking order that would affect an entire
website. This occurs despite the fact that intermediaries are not responsible for third-party content
on their sites. The filtering database is maintained by the government without clear criteria. A “Child

“Approved article gives Turkish gov’t power to shut down websites in four hours,“ Hurriyet Daily News, March 20, 2015,
http://bit.ly/1C3iuA8
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For further information on this section, see Representative on Freedom of the Media, “Briefing on Proposed Amendments
to Law No. 5651,” Organization for Security and Co-operation in Europe, January 2014, http://bit.ly/1X3Z4az
; Center for Internet and Society, Stanford Law School, “WILMAP: Turkey,” accessed November 6, 2014, http://stanford.
io/1YcN8EX
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According to TİB statistics from May 2009, the last date these were available, the courts are responsible for 21 percent
of blocked websites, while 79 percent are blocked administratively by the TİB. Reporters Without Borders, “Telecom Authority
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and Family Profiles Criteria Working Committee” was introduced to address this problem in 2012,
but it was largely made up of BTK members or appointees and does not appear to be active.
In addition to these blocks, ISPs offer “child” and “family” filtering options under rules established
by the BTK in 2011, though the filtering criteria have been criticized as arbitrary and discriminatory.52
The BTK tried to mandate filtering for all users in 2011,53 but withdrew the proposal following a legal
challenge.54 The child filter obstructs access to Facebook, YouTube, Yasam Radyo (Life Radio), the
Armenian minority newspaper Agos, and several websites advocating the theory of evolution,55 even
as some antievolution websites remain accessible.56 Internet access is filtered at primary education
institutions and public bodies, resulting in the blocking of a number of minority news sites.57

Content Removal
In addition to widespread filtering, state authorities are proactive in requesting the deletion or
removal of content. Social media platforms comply with administrative decisions and court orders
as promptly as possible in order to avoid blocking and, more recently, throttling. Like international
social media platforms, popular Turkish websites are subject to content removal orders. Courts
issued several orders pertaining to user-generated content websites such as Ekşi Sözlük (Sour
Dictionary), İnci Sözlük (Pearl Dictionary), and İTÜ Sözlük (Istanbul Technical University Dictionary).
Turkey has consistently ranked among the countries with the highest number of removal requests
sent to Twitter. Turkey accounted for 65 percent of all accounts reported to Twitter for the period
of June 2016 to May 2017. The company withheld at least some content in 11 percent of the
removal requests in the first half of 2017.58 It explained, “Whenever possible under Turkish law,
Twitter filed legal objections in response to all court orders involving journalists and news outlets….
Disappointingly, none of our objections prevailed.”59
According to Facebook’s Government Requests Report for the period of July to December 2016,
the company restricted 1,111 pieces of content on orders from both the BTK and Turkish law
enforcement agencies, particularly in compliance with Law No. 5651.60 Figures from Reddit indicate
that it complied with all six requests it received from the Turkish government in 2016, resulting
in the blocking of one post and five subreddits for Turkish IP addresses.61 The requests related to
Reporters Without Borders, “New Internet Filtering System Condemned as Backdoor Censorship,” December 2, 2011,
http://bit.ly/1W3FNp7
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of the February 22, 2011.
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2011, http://bit.ly/1OfyitJ
; Haber Merkezi, “Agos’u Biz Değil Sistem Engelledi,” [Agos was filtered through the Ministry of Education filter], BIAnet, January
23, 2012, http://bit.ly/1jzOWr4
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content deemed “obscene” under Turkish law. Although Reddit did not reveal the nature of the
content, researchers discovered that some of the subreddits related to LGBTI-friendly sections of the
website.62

Media, Diversity, and Content Manipulation
Digital media are inhibited by self-censorship, government manipulation, and shutdowns of
independent outlets. A steep rise in prosecutions under the charge of defaming the president has
also had a chilling effect on social media users. This has been compounded by decrees passed under
the state of emergency that have expanded surveillance. Turkish-Armenian relations have become
less controversial in recent years, but they remain sensitive, particularly during periods of ethnic
tension and violence in the southeast.
Turkish users increasingly rely on internet-based publications as a primary source of news, despite
the country’s restrictive legal environment and growing self-censorship. There are a wide range of
blogs and websites through which citizens question and criticize Turkish politics and leaders, though
many such platforms have been blocked since the attempted coup and the flare-up in hostilities
between government forces and Kurdish separatists. The November 2016 blocking of Tor and
popular VPN services made it more difficult for users to reach blocked websites.63
In addition, several well-known news outlets have been taken over or shut down by the authorities.
The Gülen-linked newspapers Zaman and Today’s Zaman, as well as Cihan News Agency, were
seized on March 4, 2017. New progovernment editorial boards were established by court order.64
The online archives of each paper were deleted, as was Zaman’s previous Twitter activity.65 Zaman
and some 130 other news companies had been shut down on July 27, 2016, by Decree No.
668, immediately after the government arrested 89 media workers for alleged ties to the Gülen
movement.66
As of mid-2017, the progovernment newspaper Sabah had the most visited news site in the country,
followed by Haber7 and Ensonhaber.67 New models for citizen journalism and volunteer reporting
have recently gained traction; examples include 140journos, dokuz8haber, and Ötekilerin Postası,
whose editor was arrested in November 2015. Media coverage regarding the Kurdish-populated
southeastern region is heavily influenced by the government. Frequent power outages, mobile
internet shutdowns, and censorship of prominent local news sites make information gathering even
more difficult in that area.

62 “LGBTI sections disappear as Reddit complies with 100% of Turkey censorship orders,” Turkey Blocks, April 4, 2017, https://
turkeyblocks.org/2017/04/04/lgbti-sections-disappear-as-reddit-complies-with-turkey-censorship-orders/

63 Fusun S. Nebil, “BTK’nın VPN Engelleme Israrı Devam Ediyor,” Turk-Internet, December 5, 2016, http://www.turk-internet.
com/portal/yazigoster.php?yaziid=54731

64 “Zaman newspaper: Seized Turkish daily ‘now pro-government’,” BBC News, March 6, 2016, http://www.bbc.com/news/
world-europe-35739547; “Istanbul court to appoint trustees for Zaman, Today’s Zaman editorial board,” Committee to Protect
Journalists, March 4, 2016, https://cpj.org/2016/03/istanbul-court-to-appoint-trustees-for-zaman-today.php
65 Zaman’s Twitter account has been renamed “@AnalizMerkez.” See to Efe Kerem Sozeri’s statement: https://twitter.com/
efekerem/status/706282702861942784?lang=en and https://web.archive.org/web/20160306005700/https:/twitter.com/
analizmerkez
66 “Turkey: Media Shut Down, Journalists Detained,” Human Rights Watch, July 28, 2016, https://www.hrw.org/
news/2016/07/28/turkey-media-shut-down-journalists-detained
67

See “Turkey,” Alexa, accessed October 2017, https://www.alexa.com/topsites/countries/TR

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

TURKEY
Numerous reports have revealed that an “army of trolls,”68 numbering around 6,000 individuals, has
been enlisted by the ruling AKP to manipulate discussions, drive particular agendas, and combat
government critics on social media.69 Emails leaked in October 2016 (see “Technical Attacks”)
provided insight into a coordinated campaign by President Erdoğan’s inner circle to counter critical
narratives and weaken protest movements on social media.70 Messages sent to Berat Albayrak
discussed the establishment of “a team of professional graphic designers, coders, and former army
officials who received training in psychological warfare,” according to a report by the Daily Dot. One
email proposed exposing the drug habits of celebrities who had supported the 2013 Occupy Gezi
movement, resulting in a police raid on the homes of 55 actors, directors, and other celebrities
two months later. The images of the celebrities were widely shared by progovernment outlets on
social media. Also using social media, an AKP lawmaker rallied an angry mob to physically attack
the headquarters of Hurriyet in September 2015 after the newspaper criticized President Erdoğan’s
security policy.71
Journalists and scholars who are critical of the government have faced orchestrated harassment on
Twitter, often by dozens or even hundreds of users.72 Shortly before the November 2015 elections,
progovernment trolls circulated allegations that Oy ve Ötesi (Vote and Beyond), the first civic
election-monitoring initiative in Turkey, was committing fraud and aiding terrorist organizations.
A Twitter account named “Vote and Fraud” with 42,000 followers warned supporters not to get
involved with the group. Only a week before the smear campaign, the same account had purported
to be a young girl sharing romantic quotes, adding to speculation that “Vote and Fraud” was a
fake account created solely for the purposes of trolling.73 Progovernment trolls have also been
active amid rapid shifts in relations with foreign governments, such as Russia, which commenced a
propaganda campaign against Turkey after Turkish forces shot down a Russian jet near the Syrian
border in December 2015. In response, “TrollState Russia” became a trending topic on Twitter in a
campaign allegedly orchestrated by Erdoğan’s public communication officer.74

Digital Activism
Digital activism has played a significant role in the country since the 2013 Occupy Gezi protests,
although activism has waned somewhat as a result of the repressive climate after the coup attempt.
Ten activists—eight Turkish human rights activists and two foreign trainers—were detained while
participating in a digital security workshop at a hotel in Istanbul in July 2017.75 The individuals
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included İdil Eser, director of Amnesty International’s Turkey branch. As of mid-2017, they were
awaiting trial on trumped-up charges of aiding a terrorist group.76
Turkey Blocks, an organization that tracks censorship in real time, was granted Index on Censorship’s
2017 award for digital activism.77 Organizations such as Oy ve Ötesi used social media tools to enlist
over 60,000 volunteers to monitor more than 130,000 ballot boxes during the general elections of
November 2015.78 Operations were scaled back for the 2017 constitutional referendum over fears
of legal repercussions for their members.79 Oy ve Ötesi later published a report about irregularities
affecting around 100,000 ballots.80 Dogruluk Payi (“Share of Truth”), Turkey’s first and only political
fact-checking website, was also a popular source for information during the coverage period.81

Violations of User Rights
While prison sentences for online speech have been rare, several individuals were sentenced to lengthy
terms over the past year for allegedly insulting public officials or spreading terrorist propaganda.
Journalists, public figures, and students have been targeted for nonviolent speech that is critical of the
government or touches on controversial issues like Kurdish identity. Surveillance remains a key concern,
but cybersecurity made headlines over the past year due to a massive leak of a government official’s
emails.

Legal Environment
The state of emergency, in place since July 20, 2016, weakens parliamentary and constitutional
checks on executive decrees issued by President Erdoğan and his cabinet. Decrees have been used
to arrest over 50,000 people allegedly linked to the coup attempt, suspend or dismiss over 140,000
individuals from their jobs, block websites, shut down communication networks, and close civil
society organizations and news outlets.82 Decree No. 671, published on August 15, 2016, amended
the Law on Digital Communications to authorize the government to take “any necessary measure”
on the grounds of “national security, public order, prevention of crime, protection of public health
and public morals, or protection of the rights and freedoms” guaranteed under Article 22 of the
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constitution. The decree also obliges telecommunications providers to enforce government orders
within two hours of receiving them.83
The Turkish constitution includes broad protections for freedom of expression. Article 26 states that
“everyone has the right to express and disseminate his thought and opinion by speech, in writing
or in pictures or through other media, individually or collectively.”84 Turkish legislation and court
judgments are subject to the European Convention on Human Rights and bound by the decisions of
the European Court of Human Rights. The constitution also seeks to guarantee the right to privacy,
though there are limitations on the use of encryption devices, and surveillance by security agencies
is believed to be widespread. There are no laws that specifically criminalize online activities like
posting one’s opinions, downloading information, sending email, or transmitting text messages.
Instead, many provisions of the criminal code and other laws, such as the Anti-Terrorism Law, are
applied to both online and offline activity.
Defamation charges have frequently been used to prosecute government critics. According to Article
125 of the Turkish criminal code, “anyone who undermines the honor, dignity or respectability of
another person or who attacks a person’s honor by attributing to them a concrete act or a fact, or by
means of an insult, shall be sentenced to imprisonment for a term of three months to two years, or
punished with a judicial fine.” Defaming a public official carries a minimum one-year sentence, while
insulting the president entails a sentence of one to four years in prison, according to Article 299.
Several courts deemed Article 299 unconstitutional in the first half of 2016 and called for the matter
to be taken up by the Constitutional Court.85 Cases related to insulting the president have seldom
resulted in jail sentences, although some defendants have been jailed while awaiting trial.
According to Article 7 of the Anti-Terrorism Law, “those who make propaganda of a terrorist
organization by legitimizing, glorifying or inciting violent methods or threats” are liable to prison
terms of one to five years. The law has been widely criticized for its broad definition of terrorism,
which has been exploited by courts to prosecute journalists and academics with no link to terrorism
for the simple act of criticizing the government.86

Prosecutions and Detentions for Online Activities
The past year featured an unprecedented increase in the number of prosecutions and detentions of
Turkish citizens for their online activities.
Tens of thousands of Turkish citizens have been arbitrarily detained for their alleged use of the
encrypted communications app ByLock. Legal and technical experts have disputed the government’s
claim that the app was primarily used by members of the Gülen movement, pointing to its wide
availability and popularity in 41 countries. It was once available to download at no cost on the app
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84

The Constitution of the Republic of Turkey, accessed April 22, 2013, https://global.tbmm.gov.tr/docs/constitution_en.pdf
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com/en/20160513-why-turkeys-terror-law-achilles-heel-eu-turkey-migrant-deal

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

TURKEY
stores of Apple and Google, until it was removed by the developer.87 Turkish officials claim that
the app was designed by a senior member of the Gülen movement. Experts believe that Turkey’s
National Intelligence Organization (MİT) hacked a ByLock server located in Lithuania, which listed
its hundreds of thousands of users in an unencrypted form. Despite a lack of evidence, and the
arbitrary nature of the blanket arrests, numerous users have been deemed guilty by association for
simply downloading the app. In the month of October 2016 alone, arrest warrants were issued for
404 individuals for allegedly using ByLock, including members of the police and judiciary.88
The ByLock controversy has also ensnared members of the human rights community. Taner Kılıç, the
Turkey chair of Amnesty International, was detained in June 2017, and the only known evidence in
his case was the allegation that he had used ByLock, which he has denied.
One month later, police arrested 10 human rights activists taking part in a digital security training in
Istanbul. Turkish citizens İdil Eser, Günal Kurşun, Özlem Dalkıran, Veli Acu, İlknur Üstün, and Nalan
Erkem were placed in pretrial detention, as were their trainers, German citizen Peter Steudtner and
Swedish citizen Ali Gharavi. Şeyhmus Özbekli and Nejat Taştan were arrested and released on bail.
They all face prison sentences of up to 15 years for membership in a terrorist organization.89
Arrests and prosecutions for social media posts have increased in recent years, and in some cases,
individuals have been imprisoned. Over the past year, hundreds of Twitter users faced charges of
insulting government officials, defaming President Erdoğan, or sharing propaganda in support of
terrorist organizations.
According to the Committee to Protect Journalists, a total of 81 journalists were imprisoned in Turkey
as of December 2016.90 Several journalists were charged for their social media activities, including
but not limited to the following individuals:
•

Journalist Hayri Tunç, who works for the news site Jiyan, was sentenced to two years in
prison in June 2016 for “terrorism propaganda,” “abetting criminal acts,” and “glorifying
criminal acts.” He was targeted for tweets, Facebook posts, and YouTube videos that mainly
covered fighting between the security services and Kurdish militants.91 He appealed the
decision shortly after his sentencing.92

•

Ahmet Şık, a leading investigative journalist with the opposition outlet Cumhuriyet, was
arrested for his social media activity in December 2016. He was accused of “spreading

87 Owen Bowcott, “Turks detained for using encrypted app ‘had human rights breached’,” The Guardian, September 11, 2017,
https://www.theguardian.com/world/2017/sep/11/turks-detained-encrypted-bylock-messaging-app-human-rights-breached

Umar Farooq, “In Turkey, you can be arrested for having this app on your phone,” LA Times, October 19, 2016, http://www.
latimes.com/world/europe/la-fg-turkey-purge-crackdown-snap-story.html

88

89 “Eyes of the world on Turkey as show trial of human rights activists begins,” Amnesty International, October 25, 2017,
https://www.amnesty.org/en/latest/news/2017/10/eyes-of-the-world-on-turkey-as-show-trial-of-human-rights-activists-begins/

“2016 prison census: 259 journalists jailed worldwide,” Committee to Protect Journalists, 2017, https://cpj.org/
imprisoned/2016.php

90

91 Efe Kerem Sozeri, ”Kurdish Reporter Faces Jail Time in Turkey for Twitter and Facebook Posts, ” Global Voices, March 9,
2016, https://globalvoices.org/2016/03/09/kurdish-reporter-faces-jail-time-in-turkey-for-twitter-and-facebook-posts/

92 ”Gazeteci Hayri Tunç’a 2 yıl hapis cezası!,” Birgun, June 7, 2016, http://www.birgun.net/haber-detay/gazeteci-hayri-tunc-a2-yil-hapis-cezasi-115140.html
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terrorist propaganda” and “denigrating the Turkish Republic.”93 He claimed he was denied
drinking water for three days while in custody.94
•

In September 2015, journalist and writer Aytekin Gezici received a combined prison
sentence of five years and nine months, in addition to a judicial fine equivalent to 21
months in prison, for “insulting” President Erdoğan, former deputy prime minister Bülent
Arınç, and former justice minister Bekir Bozdağ on Twitter.95 He was acquitted of similar
charges against two other public officials. Gezici had been detained in October 2014 in
Adana after a police raid on his home.96 Although he was not immediately imprisoned (likely
due to an appeal), he was again detained in July 2016 for alleged links to the failed coup.97

•

Hüsnü Mahalli was arrested in December 2016 on charges of insulting the president and
defaming public officials after he criticized Turkish media’s coverage of the Syrian conflict.
Mahalli, a journalist and political analyst, was born in Syria but acquired Turkish citizenship
in 2011.98

•

Beatriz Yubero, a Spanish journalist who had been performing research on IS at Ankara
University, was taken into custody over tweets she posted about President Erdoğan. She was
deported on August 6, 2016.99

•

Atilla Taş, an eccentric singer and Meydan columnist, was arrested in September 2016
on suspicion of membership of a terrorist organization.100 The evidence used in his case
included a tweet in which he stated, “Edison wouldn’t have invented the ‘light bulb’ if he
saw these days!” in a reference to the AKP’s “light bulb” logo. He was released in March,
only to be detained once again by another judge.101

Authorities have also targeted ordinary citizens and university students for their social media
activity. Gizem Yerik, a 23-year-old fine arts student, was sentenced to a combined four years and
eight months in prison for allegedly insulting the president and spreading terrorist propaganda on
Twitter. Her sentence was confirmed by the Supreme Court of Appeals in May 2017.102 In April, police
arrested Ali Gul, a 22-year-old university student, for sharing a popular video calling on Turkish

93 “Turkish journalist Ahmet Sik held ‘over tweet’,“ BBC, December 29, 2016, http://www.bbc.com/news/worldeurope-38457798

94 “Imprisoned Turkish journalist denied drinking water for three days,” PEN America, January 6, 2017, https://pen.org/pressrelease/imprisoned-turkish-journalist-denied-water-for-three-days/
95
96

“Gazeteci Aytekin Gezici’ye Erdoğan’a hakareten 6 yil hapis,” Birgün, September 17, 2015, http://bit.ly/1Lb26UR

“Turkey’s journalists challenged by growing judicial, political pressure,” Today’s Zaman, May 28, 2015, http://bit.ly/1iPzx61

Gündem Haberi, “Aytekin Gezici tutuklandı, Yüksel Evsen Adli Kontrolle serbest...,” Ajans Adana, July 25, 2016, http://
ajansadana.com/haber-8406-aytekin_gezici_tutuklandi..._yuksel_evsen_adli_kontrolle_serbest....html
97

Efe Kerem Sozeri, “Turkey ramps up war on free speech with latest arrest of a journalist,“ Daily Dot, December 16, 2016,
https://www.dailydot.com/layer8/turkey-arrest-husnu-mahalli/

98

99 “Spanish journalist ‘deported over tweets’,“ Hurriyet Daily News, August 8, 2016, http://www.hurriyetdailynews.com/Default.
aspx?pageID=238&nID=102627&NewsCatID=341

“Singer and Columnist Atilla Taş: “I was arrested by a judge like you”,“ Washington Hatti, December 27, 2016, http://
washingtonhatti.com/2017/03/31/singer-and-columnist-atilla-tas-i-was-arrested-by-a-judge-like-you/

100

Safak Pavey, “Inside Erdoğan’s Prisons,” New York Times, July 14, 2017, https://www.nytimes.com/2017/07/14/opinion/
turkey-Erdoğan-prison.html

101

“Üniversite öğrencisi Gizem Yerik’e hapis cezası,“ HaberTurk, May 13, 2016, http://www.haberturk.com/gundem/
haber/1238957-universite-ogrencisi-gizem-yerike-hapis-cezasi
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citizens to vote “No” in the constitutional referendum. He received a two-year suspended sentence
and was released in May.103
President Erdoğan has reportedly filed criminal complaints against more than 250 people for
“insulting” him online and more than 2,000 people for “insulting” him by any means from 2014
to 2016.104 Speaking on July 30, 2016, after the failed coup, Erdoğan announced that he would
withdraw all pending insult complaints.105 Nevertheless, Article 125(3) and Article 299 of the penal
code remained in place, and new cases continued to be filed during the coverage period.

Surveillance, Privacy, and Anonymity
Government surveillance, the bulk retention of user data, and limitations on encryption and
anonymity are all concerns in Turkey. Leaked emails revealed a contract between the Italian
surveillance software company Hacking Team and the General Directorate of Security (GDS), a
civilian police force, for the use of Hacking Team’s “Remote Control System” from June 2011 to
November 2014.106 Under Turkish law, the interception of electronic communications had fallen
under the purview of the TİB (now the BTK), and questions remain over the legality of the GDS
using software that can infiltrate targets’ computers. The prominence of alleged Gülenists in the
police and judiciary had been a major point of discussion in the country in recent years, particularly
after Gülenists were widely blamed for leaked wiretaps that led to various government corruption
scandals in 2013 and 2014. Further scandals prompted high-level dismissals and reshuffling within
the police and judiciary, apparently aimed at removing suspected Gülenist officials.107 The 2016
coup attempt prompted a new wave of surveillance as part of the broader purge of individuals
with alleged links to banned groups. Almost 70,000 social media accounts have been put under
surveillance since July 2016, according to figures reported in January 2017.108
According to Article 22 of the constitution, “everyone has the right to freedom of communication,
and secrecy of communication is fundamental.” This right can only be violated under a court order in
cases of “national security, public order, prevention of the commission of crimes, protection of public
health and public morals, or protection of the rights and freedoms of others, or unless there exists
a written order of an agency authorized by law in cases where delay is prejudicial.”109 For the most
part, any action that could interfere with freedom of communication or the right to privacy must be
authorized by the judiciary. For example, judicial permission is required for technical surveillance
under the Penal Procedural Law. Before the passage of the Homeland Security Act in March 2015,
the law allowed Turkish security forces to conduct intelligence wiretapping for 24 hours without a
judge’s permission in urgent situations. However, under the new law the time limit was increased
Can Dundar, “The high price of saying ‘no’ in Turkey’s referendum”, Washington Post, April13, 2017, https://www.
washingtonpost.com/news/democracy-post/wp/2017/04/13/the-high-price-of-saying-no-in-turkeys-referendum/?utm_
term=.05c26d2b1742
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Finkel, “Miss Turkey on Trial for Allegedly Insulting President Erdoğan.” and ”Cumhurbaskanina Hakaret Davalarinda
Patlama” in Turkish, Aktif Haber, November 22, 2015, http://www.aktifhaber.com/cumhurbaskanina-hakaret-davalarindapatlama-1263244h.htm
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“President Erdoğan withdrawing lawsuits filed for insult,“ Hurriyet Daily News, July 30, 2016, http://www.hurriyetdailynews.
com/president-Erdoğan-withdrawing-lawsuits-filed-for-insult.aspx?pageID=238&nID=102278&NewsCatID=338
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Efe Kerem Sözeri, “Turkey paid Hacking Team $600k to spy on civilians,” The Daily Dot, July 7, 2015, http://www.dailydot.
com/politics/hacking-team-turkey/
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“Turkish court accepts indictment of TIB over illegal spying,” TRT World, June 2, 2015, http://bit.ly/1FgTTyZ

109

The Constitution of the Republic of Turkey.

“Over 68K social media accounts under police surveillance in Turkey,” Birgun, January 17, 2017, http://www.birgun.net/
haber-detay/over-68k-social-media-accounts-under-police-surveillance-in-turkey-143122.html
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to 48 hours, with a new requirement that wiretapping officials notify their superiors. In addition,
only the Ankara High Criminal Court is authorized to decide whether the wiretapping is legitimate.
Despite constitutional guarantees, most forms of telecommunication continue to be tapped and
intercepted.110
Furthermore, the MİT received expanded powers to conduct surveillance in April 2014. Law No. 6532
on Amending the Law on State Intelligence Services and the National Intelligence Organization
grants intelligence agents unfettered access to communications data without a court order. The law
forces public and private bodies—including but not limited to banks, archives, private companies,
and professional organizations such as bar associations—to provide the MİT with any requested
data, documents, or information regarding certain crimes, such as crimes against the security of
the state, national security, state secrets, and espionage. Failure to comply can be punished with
imprisonment. In a clause related to the MİT’s ability to intercept and store private data on “external
intelligence, national defense, terrorism, international crimes, and cyber-security passing through
telecommunication channels,” no requirement to procure a court order is mentioned.111 The law
also limits MİT agents’ accountability for wrongdoing. Courts must obtain the permission of the
head of the agency in order to investigate agents, and journalists or editors who publish leaks on
MİT activities via media channels may be imprisoned for three to nine years. Some observers have
argued that the bid to shield the MİT from judicial investigations was intended to provide legal cover
for the agency’s negotiations at the time with the PKK, which is officially recognized as a terrorist
organization; it also facilitated the crackdown on government opponents such as the Gülenists.112
The anonymous purchase of mobile phones is not allowed; buyers must provide official identification.
According to a Council of Ministers decision dated 2000, Turkish citizens may only import one
mobile phone every two years. Imported devices can be registered at mobile phone operators’
subscription centers and an e-government website, for a fee of TRY 149.20 (US$40). Devices that
are not registered within 60 days are shut off from telecommunications networks. In 2011, the
BTK imposed regulations on the use of encryption hardware and software. Suppliers are required
to provide encryption keys to state authorities before they can offer their products or services to
individuals or companies within Turkey. Failure to comply can result in administrative fines and, in
cases related to national security, prison sentences.
Under Law No. 5651, hosting and access providers must retain all traffic information for one year
and maintain the accuracy, integrity, and confidentiality of such data. In addition, access providers
must file the data together with a time stamp and provide assistance and support to the TİB (now
the BTK) in monitoring internet traffic. On December 8, 2015, the Constitutional Court nullified a set
of amendments passed in February 2014, including a requirement that hosting providers must store
data for up to two years.113 The decision entered into force in December 2016.
Public-use internet providers hold different responsibilities depending on their status as either

For a history of interception of communications, see Faruk Bildirici, Gizli Kulaklar Ulkesi [The Country of Hidden Ears]
(Istanbul: Iletisim, 1999); Enis Coskun, Kuresel Gozalti: Elektronik Gizli Dinleme ve Goruntuleme [Global Custody: Electronic
Interception of Communications and Surveillance] (Ankara: Umit Yayincilik, 2000).
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Human Rights Watch, “Turkey: Internet Freedom, Rights in Sharp Decline,” September 2, 2014, http://bit.ly/1r1kJ0F

See Sebnem Arsu, “Turkish Leader Signs Bill Expanding Spy Agency’s Power,” New York Times, dated April 25, 2014, http://
nyti.ms/1McuXsn
; and Fehim Taştekin, “Is Turkey reverting to a ‘muhaberat’ state?” Al-Monitor, April 17, 2014, http://bit.ly/1NDF1h7
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Burçak Unsal, “The Constitutional Court’s decision on internet law,“ Hurriyet Daily News, December 14, 2015 http://www.
hurriyetdailynews.com/the-constitutional-courts-decision-on-internet-law.aspx?pageID=238&nID=92470&NewsCatID=396
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commercial or noncommercial. Commercial providers are defined as entities that provide internet
service for a certain payment, such as internet cafés. Noncommercial public-use internet providers
are defined as entities that provide internet service at a certain venue for a certain period of time,
such as in hotels and restaurants. While all public-use internet providers are expected to take
measures to prevent access to criminal content and store internal IP distribution logs, commercial
providers must also receive permission from the local administration, use a content-filtering service
approved by the BTK, and keep accurate daily records of internal IP distribution logs using software
supplied by the BTK, which must be stored for a period of one year. In addition, these commercial
providers are required to install a video surveillance system so as to identify users, and retain such
records for seven days. All data must be made available to the BTK upon request—and without the
need for a court order—under penalty of TRY 10,000 to 100,000 (US$2,600 to US$26,000) in fines.114
In a largely positive development, a new Data Protection Law entered into force on April 7, 2016,
aligning the country’s legislation with European Union standards.115

Intimidation and Violence
Since January 2016, the International Press Institute (IPI) has collected at least 760 instances of
abusive behavior against journalists online and 176 threats of violence.116 A Twitter account (@
ustakiloyunlari) “with over 100,000 followers has regularly smeared journalists and threatened to
release personal information about them. Speech on Islam or the prophet Muhammad, posts about
the “Kurdish problem,” and even mild criticism of the president, government, or ruling party can
result in death threats and legal battles. Citizen journalists and reporters for online news outlets
operate in an environment in which media workers have often been physically assaulted for their
reporting, and in some cases, killed.117

Technical Attacks
News sites have frequently come under technical attack at politically sensitive moments or after
publishing controversial information. The arts-and-culture news website Sanatatak.com suffered
technical attacks after publishing a letter supporting Turkish actress Füsun Demirel, who declared
that she “wanted to be to be a [Kurdish] guerrilla” in her youth. The website was inaccessible for
about 48 hours in March 2016 due to distributed denial-of-service (DDoS) attacks.118 The HDP’s
website was attacked two days before the June 2015 elections and could not be accessed for over
24 hours. Popular news organizations such as Zaman, Today’s Zaman, Cihan News Agency, Rotahaber,

For further information on this section, see Representative on Freedom of the Media, “Briefing on Proposed
Amendments to Law No. 5651,” Organization for Security and Co-operation in Europe, January 2014, http://www.osce.org/
fom/110823?download=true; Center for Internet and Society, Stanford Law School, “WILMAP: Turkey,” accessed November 6,
2014, http://stanford.io/1YcN8EX
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Radikal, Sözcü, and Taraf reported cyberattacks against their websites during the November 2015
elections.
While opposition news sites and Twitter accounts are frequently targeted by progovernment hackers,
government ministers have also been affected. RedHack’s penetration of the personal email account
of Berat Albayrak yielded more than 57,000 messages from 2000 to 2016, including many that
covered state affairs. The material was uploaded to Dropbox, OneDrive, GitHub, and Google Drive
in October 2016. In January 2017, the BTK announced that the government would set up an army of
“white-hat hackers” to defend Turkey in cyberspace.119

Baris Simsek, “‘White hat’ hackers team to defend Turkey,” Daily Sabah, January 14, 2017, https://www.dailysabah.com/
turkey/2017/01/14/white-hat-hackers-team-to-defend-turkey
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Uganda
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

13

11

Limits on Content (0-35)

11

9

Violations of User Rights (0-40)

18

21

TOTAL* (0-100 )

42

41

Population:

41.5 million

Internet Penetration 2016 (ITU):

21.9 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Partly Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Amendments to the Uganda Communications Bill were passed in April 2017,
removing parliamentary checks and balances on the ICT minister’s supervision of the
communications sector (see Regulatory Bodies).

•

Vibrant digital activism raised awareness and mobilized around internet freedom
violations (see Digital Activism).

•

The 2011 Computer Misuse Act was used to arrest and charge individuals with “offensive
communications” for criticizing the president in two separate incidents (see Prosecutions
and Detentions for Online Activities). Civil society groups petitioned the Constitutional
Court to challenge the constitutionality of the Act (see Legal Environment).

•

Another user was arrested on terrorism charges for social media posts documenting a
violent military raid (see Prosecutions and Detentions for Online Activities).
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Introduction
Internet freedom in Uganda improved incrementally in the past year, in contrast to the previous year
when internet freedom saw a precipitous decline due to unprecedented restrictions on social media
platforms and online speech during the contentious 2016 elections period.
Under the seventh term of reelected President Yoweri Museveni, the government took measures
that demonstrated its increasing intolerance for critical online content. While social media and
communications platforms remained fully accessible during the coverage period, the authorities
targeted citizens directly for their critical online commentary. In April 2017, Dr. Stella Nyanzi, a
Makerere University academic and activist, was arrested and charged with cyber harassment under
the Computer Misuse Act of 2011 for social media posts in which she criticized the president and
first lady. In the same month, NTV Uganda television news anchor, Gertrude Uwitware, was abducted
by unknown assailants and badly beaten following posts she made on her blog defending Nyanzi’s
criticisms of the current regime.
The government also used anti-terrorism legislation to target legitimate speech. In November 2016,
security agents arrested journalist Joy Doreen Biira on charges of “illegal filming of military raid” on
a regional king’s palace, which resulted in civilian deaths. In a crude act of censorship, both Gertrude
Uwitware and Joy Biira were forced to remove their respective offending posts from social media. An
aggrieved lawyer also succeeded in getting allegedly defamatory Facebook posts removed from the
popular pseudonymous Facebook personality, Tom Voltaire Okwalinga (TVO), which is known for its
political criticism.
Despite growing censorship efforts, citizens proactively mobilized online and off in defense of
internet freedom. Campaigns such as #FreeStellaNyanzi and #FreeDoreenBiira called for the release
of the two arrested individuals; the critical awareness raised by social media activism helped lead to
their release on bail.

Obstacles to Access
Internet penetration remained low and grew marginally in the last year. Amendments to the Uganda
Communications Act enacted in April 2017 eliminated the system of checks and balances on the
minister’s supervision of the communications sector.

Availability and Ease of Access
Internet access increased incrementally in the past year, up from 19 percent in 2015 to 22 percent
in 2016, while mobile phone penetration rose to approximately 55 percent, according to latest
data from the International Telecommunication Union (ITU). Latest government data from the
Uganda Communications Commission (UCC), the communications regulatory body, estimated an
internet penetration rate of approximately 54 percent as of March 2017, which included mobile data
alongside fixed-line internet subscriptions.1 The steady growth in internet users can be attributed to
the increasing use of mobile broadband for browsing. 4G services are provided by major telecoms,
Uganda Communications Commission, “Q1 Market Report for January-March 2017,” http://www.ucc.co.ug/files/downloads/
Market_%20Industry_Report_for_Q1_January_March_2017.pdf
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though coverage is limited to central parts of the country. Further, internet speeds are still very slow,
averaging 2.4 Mbps (compared to a global average of 7.0 Mbps), according to data from Akamai’s
“State of the Internet” 2017 first quarter report.

Key Access Indicators
Internet penetration (ITU)a

Mobile penetration (ITU)

b

Average connection speeds (Akamai)c
a
b
c

2016

21.9%

2015

19.2%

2016

55%

2011

2015

2011

2017(Q1)

2016(Q1)

13.0%
51%

48%

2.4 Mbps

1.9 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

While internet access has become more affordable, particularly on mobile phones, costs are
expensive for many Ugandans. Limited access to electricity further impedes access to ICTs and is
mostly concentrated in urban areas. Meanwhile, only 18 percent of Ugandans live in urban areas,2
resulting in a significant urban-rural divide in access.3
New investments in Uganda’s ICT infrastructure aim to close the digital divide, with some assistance
coming from global technology companies. In February 2017, Facebook partnered with Airtel
Uganda and Bandwidth & Cloud Service (BCS) to announce a plan to build 770km fiber backhaul
network in the northwestern part of Uganda as part of its Telecom Infra Project.4 The social media
giant joins companies such as Google who in December 2015 launched its first Wi-Fi network in
Kampala as part of “Project link.”5
Additionally, Uganda’s ICT ministry through the National Information Technology Authority –
Uganda (NITA –U) has been developing the National Data Transmission Backbone Infrastructure
since 2007, which aims to ensure the availability of high bandwidth data connections in all major
towns at reasonable prices.6 In October 2016, the government began offering a free trial of wireless
internet access in Kampala Central Business District and parts of Entebbe.7

Restrictions on Connectivity
There were no reports of deliberate government interference with mobile phone or internet
networks during the coverage period.
2

Uganda Bureau of Statistics, “2015 Statistical Abstract,” June 2015, http://bit.ly/1ZHSG8g

Uganda’s national literacy rate stands at 71 percent among persons aged 10 years and above. See: Uganda Bureau of
Statistics, “2015 Statistical Abstract,” June 2015.

3

Ibrahim Ba, 2017, Airtel and BCS, with support from Facebook, to build shared fiber backhaul connectivity in Uganda, http://
bit.ly/2raxf78

4

5

Google, “Bringing Better Wi-Fi to Kampala with Project Link,” December 3, 2015, http://bit.ly/1OyL7dq

Ministry of Information and Communications Technology, “National Data Transmission Backbone and e-Government
Infrastructure Project,” Republic of Uganda, http://bit.ly/1OEBpMj
6

NITA-U, Free Public Internet Access (WIFI), http://www.nita.go.ug/media/free-public-internet-access-wifi
; http://www.nita.go.ug/service/myug-free-wifi-service
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The lack of restrictions contrast sharply to the previous year when the government restricted access
to social media platforms and communications tools for the first time, ordering the shutdown of
Facebook, Twitter, WhatsApp, and mobile money services on February 17, 2016—the eve of the 2016
elections. The blocks lasted for four days. Platforms were blocked again in the lead-up to incumbent
President Museveni’s inauguration on May 11, 2016 (see “Blocking and Filtering”).

ICT Market
Uganda’s backbone connection to the international internet is privately owned in a competitive
market.8 The country’s national fiber backbone is connected to the EASSy international submarine
fiber-optic cable system that runs along the east and southern coasts of Africa.9 Telecommunications
providers are also hooked to TEAMS (The East African Marine System) and SEACOM marine fibers
through Kenya. As of June 2017, 26 ISPs are connected to the Uganda Internet Exchange Point
(UIXP).10
The number of industry players has grown over the years, and many now offer comparable prices
and technologies. There are no known obstacles or licensing restrictions placed by the government
on entry into the ICT sector, and new players have entered the market with ease in recent years.
Currently, there are 26 telecommunications service providers that offer both voice and data services,
including MTN Uganda, Airtel Uganda, Uganda Telecom Limited (UTL), Africell Uganda (former
Orange Uganda), Vodafone, Smart Telecom, and Afrimax, among others,11 which all offer 4G LTE
network speeds. All service providers are privately owned with the exception of state-owned Uganda
Electricity Transmission Company Limited, which is a licensed public infrastructure provider and
UTL, which the government took full ownership over in March 2017 following the withdrawal of 69
percent of the shares in the company. 12

Regulatory Bodies
Uganda’s telecommunications sector is regulated by the Uganda Communications Commission
(UCC), which is mandated to independently coordinate, facilitate, and promote the sustainable
growth and development of ICTs in the country. The UCC also provides information about the
regulatory process and quality of service, and issues licenses for ICT infrastructure and service
providers.13 The commission’s funds come mainly from operator license fees and a 1 percent annual
levy on operator profits.
There is a general perception, however, that comprehensive and coherent information about the
commission’s operations is not always accessible, and that the body is not entirely independent from
the executive branch of the government. For example, the ICT minister has the authority to approve
8

9

10
11
12

Econ One Research, “A Case Study in the Private Provision of Rural Infrastructure,” July 30, 2002, http://bit.ly/1jxsMXc

Eassy maps, accessed August 28, 2016, http://www.eassy.org/map.html#

The Uganda Internet Exchange Point, “Connected Networks,” https://www.uixp.co.ug/networks
UCC, “Annual Report 2015/2016,” Pg.17

Uganda Telecom, Statement On Gov’t Takeover Of UTL, http://bit.ly/2r4tVfw Accessed May 26, 2017

UCC, “Communications Licensing Application Guidelines” Pursuant to the telecommunications (licensing) regulations
2005, UCC issues two types of licenses: Public Service Provider (PSP) and Public Infrastructure Provider (PIP). The application
fee for both license types is $2,500 dollars (a PIP license requires a one-off initial fee of $100,000), and annual fees range from
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services. The UCC levies a 1 percent charge on providers’ annual revenue, http://bit.ly/1Qi87iX
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the new regulator’s budget and appoint members of its board with approval from the cabinet. There
are no independent mechanisms in place to hold the regulator accountable to the public.
In April 2017, parliament passed the much criticized Uganda Communications (Amendment) Bill,
2016,14 which amended Section 93(1) of the Uganda Communications Act, 2013 to eliminate the
system of checks and balances on the minister’s supervision of the communications sector.15 The
strengthened power of the minister was witnessed when he ignored parliament’s motion to extend
SIM card re-registration and instead directed the UCC to switch off all unverified cards in May 201716
(see “Surveillance, Privacy, and Anonymity”).

Limits on Content
Politically motivated content removal from social media platforms became a growing issue in the
past year, while vibrant digital activism rallied demands for the release of individuals arrested for their
online speech criticizing the government.

Blocking and Filtering
There were no known issues with blocking or filtering of online content during this report’s coverage
period, compared to the previous year when the government blocked access to Facebook, Twitter,
WhatsApp, Instagram, and mobile money services on the eve of presidential elections in February
2016.17 President Museveni declared the blocks a necessary measure to stop people from using the
platforms to “tell lies.”18 Access to the platforms was restored on February 21, 2016, four days later
after the blockade, but was obstructed again for a day, on May 11, 2016, the day before Museveni’s
inauguration to another contested five-year term in office, also for security reasons.19
In March 2017, the digital rights and free expression groups Unwanted Witness Uganda and Article
19 sued the Ugandan government and service providers for the social media blocks during the 2016
elections period, contending that the blocks violated citizens’ fundamental rights.20 The case was still
outstanding as of October 2017.
Despite the lack of blocks, the ICT and National Guidance minister in May 2017 reaffirmed the
government’s position on the need to “filter social media content that the public posts on Facebook,
WhatsApp, and Twitter” to curb abusive speech.21 Later in July, local news reported on the Chinese
“Parliament Passes Uganda Communications Amendment Bill, Gives More Powers to ICT Minister,” Uganda Today, April
7, 2017, http://www.theugandatoday.com/news/2017/04/parliament-passes-uganda-communications-amendment-bill-givesmore-powers-to-ict-minister/
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Robert Sempala, “Parliament should disregard UCC Bill of 2016,” The Observer, March 25, 2016, http://bit.ly/2aAMOQz
“CONFIRMED: SIM-card registration deadline stays,” The Independent Uganda, May 19, 2017, http://bit.ly/2rMvBeY

“Uganda election: Facebook and WhatsApp blocked,” BBC, February 18, 2016, http://www.bbc.com/news/worldafrica-35601220; Morgan Winsor, “Uganda elections 2016 social media: Facebook, Twitter, Instagram, WhatsApp blocked
during voting,” International Business Times, February 18, 2016, http://www.ibtimes.com/uganda-elections-2016-social-mediafacebook-twitter-instagram-whatsapp-blocked-during-2312671
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James Propa, “Social Media Blocked in Uganda Ahead of President Museveni’s Inauguration,” Global Voices (blog), May 11,
2016, http://bit.ly/2aCLJFd
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Unwanted Witness, “Court Adjourns social media shutdown lawsuit,” May 2017, https://unwantedwitness.or.ug/courtadjourns-social-media-shutdown-lawsuit/
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http://bit.ly/2sic0R0
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government offering Uganda a “comprehensive cyber-security solution, including technical capacity
to monitor and prevent social media abuse.”22 No further information about the technology and its
potential implementation has surfaced to date.
Meanwhile, the 2014 Anti-Pornography Law threatens to hold service providers criminally liable for
uploading or downloading vaguely defined pornographic material on their systems,23 with penalties
of up to five years in prison and fines of US$4,000. In August 2016, the minister of ethics announced
that it had purchased a “pornography detection machine” from a South Korean company that
would be able to monitor and potentially block pornographic material on electronic devices.24 The
announcement led to concerns that blocking and filtering would be employed to target content
beyond pornography, which the authorities often conflate with LGBTI content, and other content
deemed objectionable. There have been no further updates as to whether the technology had been
implemented as of late 2017. In August 2017, the government created a “pornographic control
committee” and allocated 2 billion UGX toward new technologies that could reportedly monitor and
intercept pornographic material.25

Content Removal
Politically motivated content removal from social media platforms became a growing issue in the
past year.
In August 2016, lawyer Fred Muwema sued Facebook in Ireland, where the company is legally
registered, after the company refused his request to reveal the identity behind the popular
pseudonymous page, Tom Voltaire Okwalinga (TVO), which is known for its political criticism.
Muwema accused TVO of defamation for its critical posts, one of which blamed Muwema for a
break-in of TVO’s office; another post alleged he received a bribe.26 In its initial ruling, the High Court
of Ireland ruled in favor of Muwema, ordering Facebook to reveal TVO’s identity, but later recalled
the decision following Facebook’s appeal that the order posed a risk to the personal safety of the
person(s) behind the page.27 Facebook also cited a previous case when the Ugandan government
had requested TVO’s administrative identity, which it did not grant. In the court’s final decision
made in February 2017, the court agreed that the offending posts were defamatory and instructed
Facebook to notify TVO to remove the posts within fourteen days. At the time of writing, the posts
in question had been removed.
Users have been increasingly forced to remove content from their social media pages. In two
known cases, security officers reportedly forced journalist Joy Doreen Biira to delete certain social
media posts after she was arrested on terrorism charges in November 2016 (see “Prosecutions and
22
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representation of the sexual parts of a person for primarily sexual excitement.” The Anti-Homosexuality Act, 2014, http://bit.ly/
PeaDyk
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http://bit.ly/2ateX95; Martin Kitubi, “Pornography detection machine arrives September - Lokodo,” The New Vision, August 2,
2016, http://bit.ly/2elxjKZ
24
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National/Lokodo-appoints-committee-to-fight-pornography/688334-4074914-m7iysl/index.html
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www.bailii.org/ie/cases/IEHC/2017/H69.html

27

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

UGANDA
Detentions for Online Activities”).28 TV news anchor Gertrude Uwitware was also made to delete
critical Twitter and Facebook posts when she was abducted by unknown assailants in April 2017 (see
“Intimidation and Violence”).

Media, Diversity, and Content Manipulation
In the past year, the government continued its crackdown against the traditional media, barring
media outlets from reporting on opposition activities and harassing journalists believed to be
reporting for opposition.29 Independent media houses also accused the government of “fostering a
climate of fear and paranoia” for failing to investigate a series of media office break-ins that resulted
in the theft of journalist computers.30 While online news media outlets remained relatively unscathed
compared to their print and broadcast counterparts, the targeted crackdowns engender a culture
of self-censorship among journalists both off and online.31 Taboo topics include the military, the
president’s family, the oil sector, land-grabs, and presidential term limits.
Ordinary users have begun to censor themselves online as well. According to 2016 research by
the Africa Media Barometer, Ugandans “practice their freedom of expression, but not without fear.”
Social media users reported setting up pseudonymous accounts to protect their anonymity and
avoid harassment.32 Nonetheless, blogging continues to be popular among young Ugandans who
have boldly taken to the internet to push the boundaries on controversial issues such as good
governance and corruption.33
Online manipulation has become a growing issue in Uganda. Research on social media trends
during the 2016 elections found that auto-generated Twitter bots mimicking human users worked to
manipulate online conversations by skewing discussions in favor of incumbent candidate President
Museveni, leading to suspicions of paid progovernment trolling.34
Content available online in Uganda is somewhat diverse, though news websites provided by the
Vision Group, a media company that is partly owned by the government, are only available in four
local languages (out of 40 languages and 56 native dialects). Newspapers such as Bukedde, Etop,
Rupiny, and Orumuri have created online platforms. Other news sites of major privately owned
newspapers are only accessible in English, which is not widely spoken across Uganda. The Google
Uganda domain is available in five local languages,35 while the Firefox web browser can be accessed
in two languages, Luganda and Acholi.36 As of early 2016, Wikipedia can be accessed in Luganda
Elsa Buchanan, “Arrest of KTN journalist Joy Doreen Biira in Uganda’s Rwenzururu kingdom sparks outrage,” International
Business Times, November 28, 2016, http://www.ibtimes.co.uk/arrest-ktn-journalist-joy-doreen-biira-ugandas-rwenzururukingdom-sparks-outrage-1593765
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31 Freedom House, “Uganda,” Freedom of the Press 2017, https://freedomhouse.org/report/freedom-press/2017/uganda
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with 1,000 articles translated.37

Digital Activism
Vibrant digital activism raised awareness and mobilized around internet freedom violations. For
instance, on November 27, 2016, the hashtag #FreeJoyDoreen was used to demand the release of
journalist Joy Doreen Biira who had been arrested by security agencies on terrorism charges for
social media posts about a deadly military raid.38 Although released on bail the following day, she
was charged with abetting terrorism (see “Prosecutions and Detentions for Online Activities”).39
Another prominent digital activism campaign involved the use of hashtag #FreeStellaNyanzi calling
for the release of Dr. Stella Nyanzi, a Makerere University Research Fellow and activist, who in April
2017 had been arrested over two counts of cyber harassment, which is penalized under the 2011
Computer Misuse Act (see “Legal Environment”). The #FreeStellaNyanzi campaign also successfully
raised a target of US $5,000 to help with her legal fees.40 Nyanzi separately initiated a crowdfunding
campaign using hashtag #PadsforUganda to raise funds to provide free sanitary pads to school girls.
Over US $5,000 had been raised as of October 2017.41

Violations of User Rights
Three arrests for online speech were reported during the coverage period, indicating the government’s
growing intolerance of critical online commentary, while one individual was abducted and badly
beaten, apparently for her social media posts. The authorities cracked down on unregistered SIM cards
to enforce SIM registration requirements.

Legal Environment
The Ugandan Constitution provides for freedom of expression and speech, in addition to the
right to access information. However, several laws—including the Press and Journalist Act, 2000,
sections of the Penal Code Act, 1950, and the Anti-Terrorism Act, 2002—appear to negate these
constitutional guarantees for freedom of expression. For example, the Press and Journalist Act
of 2000 requires journalists to register with the statutory Media Council, whose independence is
believed to be compromised by the government’s influence over its composition. The penal code
contains provisions on criminal libel and the promotion of sectarianism, imposing penalties that
entail lengthy jail terms. While none of these laws contain specific provisions on online modes
of expression, they could arguably be invoked for digital communications and generally create a
“chilling effect” on freedom of expression both online and offline.
The 2011 Computer Misuse Act includes provisions that can specifically limit freedom of expression
online. Under Section 25 of the law, the dissemination of “offensive communication” is prohibited
37
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Business Times, November 28, 2016.
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alongside child pornography and cyber harassment, and is vaguely defined as the use of “electronic
communication to disturb or attempts to disturb the peace, quiet or right of privacy of any person.”
Offenses under this provision of the Act are considered misdemeanors and subject to fines,
imprisonment of up to one year, or both.42
In April 2017, Unwanted Witness Uganda and Uganda Human Rights Enforcement Foundation
petitioned the Contitutional Court to challenge the constitutionality of Section 25 and “its failure to
meet regional and international human rights norms and standards.”43 As of July 2017, the case was
still ongoing.44
Meanwhile, the 2002 Anti-Terrorism Act criminalizes the publication and dissemination of
content that promotes terrorism, which is vaguely defined, and convictions can carry the death
sentence.45 Amendments to the act enacted in June 2015 may impact internet freedom in its broad
criminalization of the “indirect” involvement in terrorist activists and the “unlawful possession of
materials for promoting terrorism, such as audio or video tapes or written or electronic literature.”46
The independence of Ugandan judiciary has become more tenuous in recent years. As part of his
efforts to consolidate power in the lead-up to the 2016 elections, the president promoted new
judges to both the Constitutional and Supreme Court in September 2015. The process was criticized
for lacking transparency and undermining judicial independence, while other critics called for more
public scrutiny in the appointment of new judges.47

Prosecutions and Detentions for Online Activities
Three arrests for online speech were reported during the coverage period, indicating the
government’s growing intolerance of critical online commentary.
The 2011 Computer Misuse Act has been the government’s most preferred law to criminalize online
users’ activities:

42
43

•

In December 2016, the local chairperson for the opposition party, Forum for Democratic
Change (FDC), Swaibu Nsamba Gwogyolonga was arrested for a Facebook post of a
Photoshopped picture of the president in a coffin.48 He was arrested and charged with
posting “offensive communication,” then released on bail on January 3, 2017 to await trial.
Due to the constitutional challenge of Section 25 of the Computer Misuse Act lodged by
civil society groups in April 2017, the court stayed Nsamba’s case until the Constitutional
Court decides on the petition.

•

Also in April, security officers arrested and charged Dr. Stella Nyanzi, a Makerere University
Research Fellow and activist, with two counts of cyber harassment under the Computer

Computer Misuse Act, 2011, https://www.ulii.org/ug/legislation/act/2015/2-6
Unwanted Witness Uganda Petition, April 20, 2017, http://bit.ly/2vejtCs

Unwanted Witness Uganda, 2017, Court Stays offensive Communication trial for online activist pending a constitutional
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Misuse Act for comments she made on her Facebook page in which she referred to the
president as “a pair of buttocks” and his wife, as “empty-brained,” for their apparent failure
to fulfil basic governing promises.49 Nyanzi was held in detention for over four weeks and
eventually released on bail; her case was still ongoing as of June 2017.50
•

In May 2017, two WhatsApp users were arrested and charged with cyber harassment
and offensive communication based on allegedly provocative messages sent in a group
message chain about the Uganda Film Producers Assocation.51

The government also used anti-terrorism legislation to target legitimate speech. In November 2016,
security agents arrested journalist Joy Doreen Biira on charges of “illegal filming of military raid” on
a regional king’s palace, which resulted in civilian deaths.52 Police accused Biira of circulating graphic
photos of the aftermath of a battle between security forces and the regional king’s royal guard to a
widely subscribed WhatsApp group. She also posted an Instagram video of the king’s palace burning
and wrote about the event on Facebook.53 Although released on bail the following day, she was
charged with abetting terrorism, which if convicted, is punishable by death under the Anti-Terrorism
Act.54 Her digital devices were also confiscated, and she was forced to delete her social media
posts. The arrest sparked widespread online condemnation and activism through hashtags such as
#FreeJoyDoreen and #JournalismIsNotaCrime. She was released on bail the following day, but her
case was still ongoing as of mid-2017.

Surveillance, Privacy, and Anonymity
There is a strong sense that government surveillance of citizens’ communications has expanded in
recent years in light of the government’s increasing hostility toward political opposition and online
criticism.
In June 2017, the Uganda Media Centre, the government-appointed media regulatory body, publicly
announced it had implemented a new social media monitoring unit that scans the profiles of social
media users to find critical posts.55 In July, the Daily Monitor reported on a new deal with the Chinese
government for assistance on a comprehensive cybersecurity strategy, which would include the
“technical capacity to monitor and prevent social media abuse.”56
Joseph Kato & Derrick Wandera, “Dr Nyanzi Arrested Over Offensive Communication,” The Daily Monitor, April 08,
2017, Http://Bit.Ly/2rmw54p; See Stella Nyanzi Facebook post , March 28, 2017, https://www.facebook.com/stella.nyanzi/
posts/10155061624480053; Stella Nyanzi’s Facebook post, January 28, 2017, https://www.facebook.com/stella.nyanzi/
posts/10154878225000053
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The government has been known to surveil critics and opponents in recent years, according to
research by Privacy International (PI). In an October 2015 report, PI detailed the government’s secret
operation codenamed Fungua Macho (“open your eyes” in Swahili), which implanted FinFisher
intrusion malware on the Wi-Fi of several hotels in Kampala, Entebbe, and Masaka to illegally spy
on targeted activists, opposition politicians, and journalists between 2011 and 2013.57 It is unclear
whether FinFisher was still being deployed during this report’s coverage period.
The government’s surveillance powers are governed by the 2010 Regulation of Interception
of Communication (RIC) Act, which was hurriedly passed following the July 2010 Al-Shabaab
terrorist attack in Kampala. Under the RIC Act, telecommunication companies are required to
install equipment that enables real-time electronic surveillance of suspected terrorists. The RIC Act
also gives the government permission to tap into personal communications for national security
concerns,58 which can be requested by the security minister and granted after an order by a High
Court judge.59 Service providers are further required to retain metadata for an unspecified amount
of time,60 as well as disclose the personal information of individuals suspected of terrorism to
the authorities upon issuance of a court warrant or notice from the security minister on matters
related to national security, national economic interests, and public safety.61 Failure to comply with
the provisions in the RIC Act can entail penalties of up to five years in prison for intermediaries, in
addition to license revocations.62 It is unclear to what extent these provisions in the 2010 RIC Act
have been implemented or operationalized.
In addition to the RIC Act, clauses in the 2002 Anti-Terrorism Act give security officers, appointed by
the interior minister, the power to intercept communications of individuals suspected of terrorism
and to keep them under surveillance, without judicial oversight.63
Anonymous communication is compromised by mandatory registration for mobile phone SIM
cards and mobile internet subscriptions first launched in 2012, though implementation has been
haphazard. The government actively sought to implement the requirements in 2017. In March, the
communications regulator issued new guidelines calling for the deactivation of all unregistered and
partially unregistered SIM cards, as well as pre-activated SIM cards sold on the market by the end of
the month. On March 31, the requirements were extended to include refugees, who first needed to
obtain an official ID from the Office of the Prime Minister.64 Then on April 11, the regulator hurriedly
directed telecom providers to verify and validate all SIM cards against the National Identification and
Registration Authority database within a seven day period, April 13-20.65 The directive was reportedly
prompted by national security concerns. In response to criticism about the limited timeframe for
57

Privacy International, “For God and My President: State Surveillance In Uganda,” October 2015, http://bit.ly/2aEfs3C

Amnesty International, “Uganda: Amnesty International Memorandum on the Regulation of Interception of
Communications Act, 2010,” December 14, 2010, http://bit.ly/1MPUDx8
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the verification exercise, as well as concerns from rights bodies that the directive was not supported
by existing law, the regulator extended the deadline to May 19.66 Unregistered SIM cards were
deactivated per the May 19 deadline but subsequently reactivated following the president’s directive
to extend the deadline to August 30.67
The government’s renewed efforts to maintain a national database has heightened concerns over
the security of data collected in the absence of data protection legislation. Civil society succeeded in
pushing for the drafting of the Data Protection and Privacy Bill, 2016, but the draft was criticized for
being open to misinterpretation due to the broad and vague conditions in which personal data may
be collected, such as for “national security” reasons.68

Intimidation and Violence
While print journalists have long faced a high degree of harassment and violence for their reporting,
these types of violations are still relatively rare for the online sphere but have increased in the past
year. In April 2017, a television news anchor with NTV Uganda, Gertrude Uwitware, was abducted by
unknown assailants and badly beaten following posts she made on her blog defending academic
Stella Nyanzi’s criticisms of the current regime (see “Prosecutions and Detentions for Online
Activities”).69

Technical Attacks
Technical attacks against vulnerable groups and marginalized communities, particularly the LGBTI
community, remained a growing concern in Uganda in the past year. According to an LGBTI
activist in Uganda,70 one social worker at the Most at Risk Populations Initiative had their email
and Facebook account hijacked. The activists believed the attack may have been perpetrated the
government given the sheer amount of information the social worker possessed about the LGBTI
community through their work and private communications. Hacking attacks against gay individuals
for the purposes of blackmail were also reported. In one recent incident, the Facebook account of a
closeted gay celebrity was hacked with screenshots taken of private messages pointing to his sexual
orientation that were used to blackmail him.71
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Ukraine
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

8

9

Limits on Content (0-35)

11

16

Violations of User Rights (0-40)

19

20

TOTAL* ( 0-100 )

38

45

Population:

45 million

Internet Penetration 2016 (ITU):

52.5 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017

•
•

•

Several popular Russian platforms were blocked on national security grounds, including
social networks VKontake and Odnoklassniki (see Blocking and Filtering).  
Ukrainian authorities imprisoned social media users for up to five years for expressing
views deemed threatening to Ukraine’s territorial integrity, while Russian-backed
separatist authorities in Luhansk sentenced a blogger to fourteen years in prison (see
Prosecutions and Detentions for Online Activities).
Renowned independent journalist Pavel Sheremet of the Ukrayinska Pravda website
was murdered in a car bomb attack in Kyiv, likely in retaliation for his reporting (see
Intimidation and Violence).
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Editor’s Note
On March 16, 2014, Russian military forces presided over an illegal referendum in Crimea to justify
Russia’s annexation of the territory from Ukraine. On March 27, 2014, the General Assembly of the
United Nations issued a non-binding resolution calling the referendum invalid and urging member
states and international organizations not to recognize any such change in Crimea’s status. As of this
report, Ukraine and a vast majority of countries recognize neither the Russian-organized referendum
nor Crimea as part of the Russian Federation.
Freedom on the Net focuses on internet freedom developments as they pertain to internet users within
each of the 65 countries under study. This report focuses primarily on the overall status of internet
freedom in Ukraine from June 2016 through May 2017. Due to the ongoing crises in the region, events
in Crimea during this time are generally excluded from this report and do not directly affect the
analysis, assessment, or score of internet freedom in Ukraine published here. To the extent that Crimea
is mentioned in the report, it is to acknowledge and describe the connection between internet freedom
developments in Crimea and those elsewhere in Ukraine. Events in parts of the Donbas that are
outside of government control are included in the report and do affect the analysis, assessment, and
score of internet freedom in Ukraine.

Introduction
Internet freedom declined in Ukraine following unprecedented censorship of Russian online
platforms and the murder of leading independent online journalist Pavel Sheremet.
Despite a period of optimism following the Revolution of Dignity in 2014 that ousted former
President Viktor Yanukovych, internet freedom in Ukraine steadily deteriorated in the ensuing period
of conflict. Russian-backed armed separatists took control of the eastern regions of Donetsk and
Luhansk in 2014, and rebel-led administrations in the occupied areas continued to engage Ukrainian
forces in 2017, despite international attempts to broker a ceasefire.1
Content manipulation by trolls favoring both sides of the dispute flourished on social media, and
the Ukrainian authorities used the ongoing conflict to justify increasing incursions on internet
freedom. In an unprecedented act of censorship, President Petro Poroshenko blocked several
popular online platforms entirely, including social network VKontakte, on grounds that they posed
a threat to national security. Ukrainian authorities also continued blocking websites deemed antiUkrainian, while separatist forces in the occupied regions restricted content deemed supportive of
the Ukrainian government or Ukrainian cultural identity.
Social media users were punished for expressing separatist ideas, with several users imprisoned by
Ukrainian authorities for up to five years. Separately, a 14-year sentence was handed to a blogger in
the so-called Luhansk People’s Republic. Online journalists and bloggers continued to face digital
and physical security threats. In the gravest attack from the period of coverage, veteran journalist
Pavel Sheremet was murdered in car bomb attack in the capital, Kyiv, likely in retaliation for his work
as an independent online journalist. Journalists reporting from the conflict zone were also subject to
doxing attacks, with their personal details leaked online.
Ukrainian Internet Association, “Research of the Internet audience”, (in Ukrainian) accessed on April 4, 2017, http://inau.ua/
sites/default/files/file/1701/iv_kvartal_2016.pptx

1
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Though the ongoing conflict and information war with Russia pose significant challenges, Ukrainian
civil society continues to have an important presence online. Activists used social media to
coordinate volunteer support for the military, assist internally displaced populations, encourage
oversight of officials and institutions, and expose biased or manipulative information.

Obstacles to Access
Internet penetration continued to grow in 2017. Access to the internet remains affordable for most
of the population. The market is diverse, and state-owned providers no longer dominate the market.
Inevitably, Ukraine’s telecommunications market has suffered due to economic hardships in the country
and the crisis following Russia’s annexation of Crimea and later, the upheaval in eastern Ukraine.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

2016

a

b

Average connection speeds (Akamai)c
a
b
c

52.5%

2015

49.3%

2016

133%

2011

2015

2011

2017(Q1)

2016(Q1)

28.7%
144%
121%

12.8 Mbps
12.3 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Internet penetration in Ukraine continues to grow steadily, due in part to diminishing costs
and increasing ease of access, particularly for mobile internet. Local statistics said that internet
penetration had reached 63 percent in 2016, slightly higher than figures published for the same
period by the ITU (see Availability and Ease of Access: Key Indicators).2
Infrastructure is more developed in urban areas, though the urban-rural divide has narrowed slightly
over time. Internet penetration in rural areas rose from 45 percent in 2015 to 54 percent in 2016,
according to one estimate.3 Most people access the internet from home or work, though many cafes
and restaurants provide free Wi-Fi. Access is also common in public libraries, schools, shopping
malls, and airports. Internet cafes still exist, but their popularity has waned. Monthly subscriptions
are fairly affordable for most of the population, with monthly fixed-line broadband costing as low as
UAH 80-130 (US$4-5), and monthly mobile broadband costing as low as UAH 40-70 (US$1.50-$2.50)
in 2017.
Mobile internet use continued to grow, with 6.1 million Ukrainians accessing the internet using a

2 Ukrainian Internet Association, “Research of the Internet audience”, (in Ukrainian) accessed on April 4, 2017, http://inau.ua/
sites/default/files/file/1701/iv_kvartal_2016.pptx.

3 Kiev International Institute of Sociology, “Dynamics of the Internet Usage in Ukraine: February - March, 2016”, accessed on
April 4, 2017, http://www.kiis.com.ua/?lang=eng&cat=reports&id=621http://www.kiis.com.ua/?lang=eng&cat=reports&id=621
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smartphone in 2016.4 An estimated 35 per cent of the population owned a smartphone.5 Mobile
operators were granted 3G licenses in 2015, greatly facilitating mobile internet use. While speed
and coverage remains relatively poor compared to mobile data services in other countries,6 the 3G
network continued to expand to more towns and cities in 2017.7

Restrictions on Connectivity
In late spring and summer of 2014, Russian and pro-Russian forces occupied the Crimean peninsula,
and later took control of parts of the Donetsk and Luhansk regions. Along with gaining political
control, separatist forces also attempted to disrupt or regulate access to telecommunications. While
some disruptions in internet and mobile connectivity were caused by military activity, especially
in eastern Ukraine (for example, cell towers or internet cables damages by explosions),8 in some
cases there was direct pressure on internet service providers (ISPs) from rebel militias and Russiansupported authorities, causing them to take down or block particular services, such as Ukrainian
news websites in Donetsk,9 Luhansk,10 and Crimea11 (see Blocking and Filtering).
De facto authorities of the self-proclaimed Donetsk People’s Republic (DPR) and Luhansk People’s
Republic (LPR) ramped up pressure against Ukrainian ISPs still operating in the region.12 In October
2016, the de facto authorities in Luhansk issued a decree mandating that internet service be
supplied only by local “state-owned” providers. Users across the region experienced a temporary
internet outage on the day following the announcement, the cause and extent of which remains
unclear.13 Ukraine’s largest ISP, UkrTelecom, was forced out of Donetsk in March 2017 after de facto
authorities there seized the company’s Donetsk office. The sudden departure left around 200,000
users without a landline phone connection and mobile internet, forcing them to choose another
provider.14 Following the exit of UkrTelecom, internet traffic in the occupied territories is now largely
Gemius, “Онлайн-аудитория и самые популярные сайты в Украине за июль,” (Online audience and the most popular
websites in Ukraine, July data), August 18, 2016, http://www.gemius.com.ua/vse-stati-dlja-chtenija/onlajn-auditorija-i-samyepopuljarnye-sajty-v-ukraine-za-ijul.html

4

5 “Користувачі смартфонів є 35% українців - дослідження,” (35 per cent of Ukrainians own smartphones - study) RBC
Ukraine, September 12, 2016, accessed on April 4, 2017, https://www.rbc.ua/ukr/lnews/polzovatelyami-smartfonov-vlyayutsya35-ukraintsev-1473682956.html

6 “В Україні мобільний інтернет один із найгірших у світі - OpenSignal” (In Ukraine, mobile internet one of the worst in the
world - OpenSignal) Hromadske, August 17, 2016, accessed on April 4, 2017, https://hromadske.ua/posts/v-ukraini-mobilnyiinternet-odyn-iz-naihirshykh-u-sviti-opensignal.

Pavel Krasnomovets, “Lifecell, “Киевстар” и Vodafone запустили 3G в Черкассах - одном из последних областных
центров без нового стандарта”, (Lifecell, Kyivstar and Vodafone launched 3G in Cherkasy - one of the last oblast centers
without a new standard) AIN, March 16, 2017, https://ain.ua/2017/03/16/3g-v-cherkassax.

7

8 “Війна за зв’язок: що відбувається на сході України,” [War for connectivity: what is happening in eastern Ukraine] Tech
Today, MTS Productions, September 19, 2014, http://bit.ly/1RiaEeO.
9

“В «ДНР» ввели цензуру в интернете,” [“DNR” Introduces Internet Censorship] ZN.ua, May 30, 2015, http://bit.ly/1PQ7yO3

Tetyana Lokot, “Ukrainian Separatists Block 100+ News Websites in ‘Lugansk People’s Republic’,” Global Voices, January 14,
2016. https://globalvoices.org/2016/01/14/ukrainian-separatists-block-100-news-websites-in-lugansk-peoples-republic/.

10

“В Крыму отключают украинские новостные сайты,” [Ukrainian news websites blocked in Crimea] Hromadske Radio,
August 12, 2014, http://bit.ly/1L6Ym8j.

11

“Привет” от “ДНР”? У клиентов ахметовской “Vega” в оккупированном Донецке пропал доступ к Интернету,” (“Hello”
from “DPR”? Clients of Akhmetov-owned Vega disconnected from Internet in the occupied Donetsk) Ostrov, August 2, 2016,  
http://www.ostro.org/donetsk/society/news/505346/.

12

“Інтернет-провайдер Vega заявляє про захоплення офісу в окупованому Донецьку,” (Internet provider Vega
claims its office was seized in the occupied Donetsk) Detector Media, January 24, 2017, http://detector.media/infospace/
article/122513/2017-01-24-internet-provaider-vega-zayavlyae-pro-zakhoplennya-ofisu-v-okupovanomu-donetsku/

13

«Укртелеком» Ахметова в ОРЛДО припиняє роботу через захоплення”, (Akhmetov’s Ukrtelekom stops operating in
the occupied territories of Luhansk and Donetsk regions) Ekonomichna Pravda, March 1, 2017, https://www.epravda.com.ua/
news/2017/03/1/622149/.

14
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routed through Russia. 15
These disruptions remained local in part because Ukraine’s diverse internet infrastructure makes it
resilient to disconnection. The backbone connection to the international internet in Ukraine is not
centralized, and major ISPs each manage their own channels independently, though the formerly
state-owned UkrTelecom remains dominant (see ICT Market). Ukraine’s backbone internet exchange,
UA-IX, allows Ukrainian ISPs to exchange traffic and connect to the wider internet. The country has
a well-developed set of at least eight regional internet exchanges, as well as direct connections over
diverse physical paths to the major western European exchanges.16

ICT Market
The Ukrainian telecommunications market is fairly liberal and undergoing gradual development.
Overall, approximately 6,000 providers and operators of telecommunications operate in
Ukraine, according to the National Commission for the State Regulation of Communications and
Informatization (NCCIR).17
The state previously owned 93 percent of the largest telecom company and top-tier ISP, UkrTelecom,
but the company was privatized in March 2011.18 Authorities were investigating alleged irregularities
in the privatization agreement during the reporting period, though the company denied
involvement and said the probe would not affect service.19
UkrTelecom is still the largest ISP in the country. Other telecommunications providers are dependent
on leased lines, since UkrTelecom owns the majority of the infrastructure, and many alternative
providers lack resources to build their own networks. However, UkrTelecom does not exert any
pressure or regulatory control over other ISPs.
Other major ISPs in Ukraine include Volia, Triolan, Datagroup, and Vega.20 Kyivstar (owned by
Dutch VimpelCom Ltd) is the second largest ISP,21 and one of three major players in the mobile
communications market, along with Vodafone Ukraine, and “lifecell” (formerly “life”), owned by
Astelit, whose main shareholders are the Turkish company Turkcell and Ukrainian System Capital
Management. Together, these companies hold 94.6 percent of the mobile communications market.22

“В “ДНР” полностью перешли на российский интернет-трафик,” (“DNR” completely switched to Russian internet
traffic) Strana.ua, March 7, 2017, http://bit.ly/2qM200A.

15

Jim Cowie, “Syria, Venezuela, Ukraine: Internet Under Fire,” Dyn Research, February 26, 2014, http://www.renesys.
com/2014/02/internetunderfire/.

16

National Commission for the State Regulation of Communications and Informatization, http://nkrzi.gov.ua/index.
php?r=site/index&pg=55&language=uk

17

92.8 percent of shares sold to ESU, a Ukrainian subsidiary of the Austrian company EPIC. See “Укртелеком продан,”
[Ukrtelecom Sold] Dengi.Ua, March 11, 2011, http://bit.ly/1Vq9ALT.  ESU was acquired by Ukrainian firm System Capital
Management in 2013. http://en.interfax.com.ua/news/economic/404675.html

18

“SCM confirms readiness to defend its property rights to Ukrtelecom, 3Mob in court,” Kyiv Post, May 23, 2017, https://
www.kyivpost.com/ukraine-politics/scm-confirms-readiness-defend-property-rights-ukrtelecom-3mob-court.html.

19

Illia Kabachynsky, “Рейтинг успішності інтернет-провайдерів-2015,” (Ranking of successfulness of internet
providers-2015) Forbes Ukraine, April 30, 2015, accessed on April 4, 2017, http://bit.ly/2oAFVVJ

20
21

Ibid.

Olga Karpenko, “В Украине почти 55 млн абонентов мобильной связи,” [Ukraine has almost 55 million mobile
subscribers] AIN, July 31, 2012, http://bit.ly/1FKMuIE.
22
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Ukrchastotnagliad, the Ukrainian frequencies supervisory center, reports that 86 operators have
licenses to provide satellite communication services in Ukraine. Companies providing internet access
using satellite technologies in Ukraine include Ukrsat, Infocom-SK, Spacegate, Adamant, LuckyNet,
Ukrnet, and Itelsat. With the exception of Infocom-SK,23 all of these companies are privately owned.24
There are no direct barriers to entry into the ICT market, but any new business venture faces
obstacles including bureaucracy and corruption, as well as the legal and tax hurdles common to the
Ukrainian business environment. In particular, the Ukrainian ICT market has been criticized for its
difficult licensing procedures for operators—under the 2003 Law on Communications, operators are
required to have a license before beginning their activities. Regional ISPs are usually smaller local
businesses, and regional dominance largely depends on business and other connections in a specific
region, making the market prone to corruption.

Regulatory Bodies
The ICT sector is regulated by the National Commission for the State Regulation of Communications
and Informatization (NCCIR). Members of the NCCIR are appointed by the president of Ukraine.25
The 2003 Law on Communications does not guarantee the commission’s independence, and the
lack of transparency surrounding appointments has raised concern in light of widespread corruption
in the political system and the lucrative nature of business in the ICT sector. Critics say NCCIR
decisions and operations also lack transparency. A newly appointed NCCIR head vowed to reform
the regulator in 2015.26

Limits on Content
The conflict with Russian-backed separatists in eastern Ukraine has driven authorities to censor
online content perceived to undermine Ukraine’s standing in the conflict. Several Russian online
platforms were blocked in this coverage period, and dozens of Ukrainian websites have been censored
in the rebel controlled Donetsk and Luhansk regions. Despite the restrictions, the internet remains
relatively diverse. Though pro-Russian trolls are active online, locals actively track and expose online
manipulation attempts.

Blocking and Filtering
In the past, Ukrainian authorities rarely blocked online content. However, as the conflict between
Ukrainian forces and Russian-backed separatists in eastern Ukraine continued into its fourth year,
President Petro Poroshenko declared in May 2017 that several Russian-owned platforms had been
added to a sanctions list and were to be blocked on national security grounds.27  Ukrainian ISPs
were ordered to block social media platforms VKontakte and Odnoklassniki, which were previously
widely used in Ukraine. Also blocked was Yandex, the Russian-speaking world’s most popular
23 Infocom-SK was founded in 1991 jointly by state-owned Ukrtelecom and Controlware, a German telecommunications
company. Infocom, “History,” accessed on June 15, 2012, http://bit.ly/1FIrp1N.
24
25

OpenNet Initiative, “Ukraine,” https://opennet.net/research/profiles/ukraine.

National Commission on Regulation of Communications and Informatization, accessed on April 5, 2017, http://bit.ly/1OaChbb.

“НКРСИ должна стать независимой — глава ведомства,” [NCCIR must become independent—head of regulator] Delo,
May 26, 2015, http://bit.ly/1Lmv5Iy.

26
27

“In new sanctions list, Ukraine blocks Russian social media sites,” Washington Post, May 16, 2017, http://wapo.st/2htxHN4.
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search engine, and mail.ru, a popular email service. These platforms remained blocked in late 2017.
President Poroshenko claimed the measures were necessary to protect against cyberattacks and
data collection by Russian authorities.28 Other international platforms such as Facebook and Twitter
remain freely available and gained significantly more users following the Revolution of Dignity in
2014 (see Digital Activism).29
The blocking of Russian platforms follows the introduction of a cybersecurity decree and an
information security decree in February 2017, both of which envision broader state powers to block
content online. The decrees call for the development of legal mechanisms to block, monitor, and
remove content deemed threatening to the state. 30 In June 2017, the Ministry for Information Policy
released a blacklist of 20 illegal websites deemed to incite interethnic enmity. Most websites on the
list are news outlets publishing content sympathetic to de facto authorities in the occupied Donbas
region.31  
Ukrainian authorities continued blocking websites that were deemed to contain Russian propaganda.
In July 2017, the Security Service of Ukraine (SBU) announced that it blocked 10 websites supposedly
created by Russian agents for the purpose of spreading anti-Ukrainian propaganda, though the
specific websites were not identified in the statement.32 The SBU described the websites as being
part of Russia’s hybrid war against Ukraine.33   
De facto authorities in occupied eastern Ukraine separately block Ukrainian resources, particularly
Ukrainian news websites.34 In May 2015, the self-proclaimed Donetsk People’s Republic (DPR)
instituted an official blacklist of websites banned on its territory, though the list is not public and
it is unclear to what extent DPR officials have been able to enforce it.35 In January 2016, separatist
authorities in neighboring Luhansk blocked access to over 100 media websites by pressuring local
ISPs to implement censorship orders.36
Copyright-infringing material is sometimes blocked. A cyberpolice unit established in 2015 ordered
blocks on pirated material during the coverage period, including a popular file exchange service.

Content Removal
The Ukrainian government sometimes forces third parties to remove politically sensitive content.
The SBU targeted web-hosting company NIC after the company failed to comply with a request to
28

“In new sanctions list, Ukraine blocks Russian social media sites,” Washington Post, May 16, 2017, http://wapo.st/2htxHN4.

29 Ministry for Information Policy, Ukraine, “List of prohibited websites,” accessed November 1, 2017, http://mip.gov.ua/files/
pdf/perelik-saitiv.pdf.
Yuliya Zabelina, “Боротьба з неугодними або з Росією: що стоїть за доктриною інформаційної безпеки,” (Fight with
unwelcome or Russia: what is behind the information security doctrine) Detector Media, March 1, 2017, http://bit.ly/2nYm9AB.

30

Ministry for Information Policy, Ukraine, “List of prohibited websites,” accessed November 1, 2017, http://mip.gov.ua/files/
pdf/perelik-saitiv.pdf.

31

Security Service of Ukraine, https://ssu.gov.ua/ua/news/1/category/2/view/3685#.2veayF96.dpbs; Net Freedom, “SBU
blocks 10 sites for anti-Ukrainian propaganda” July 12, 2017, http://netfreedom.org.ua/sbu-zablokovano-10-sajtiv-zantyukrainskoju-propagandoju/.

32

Tetyana Lokot, “Ukrainian Separatists Block 100+ News Websites in ‘Lugansk People’s Republic’,” Global Voices, January 14,
2016. https://globalvoices.org/2016/01/14/ukrainian-separatists-block-100-news-websites-in-lugansk-peoples-republic/.

33

“Боевики «ДНР» блокируют интернет-сайты, выступающие против терроризма и сепаратизма,” [“DNR” fighters block
internet websites speaking against terrorism and separatism] CRiME, September 30, 2014, http://crime.in.ua/node/6462.

34
35

“В «ДНР» ввели цензуру в интернете,” [“DNR” Introduces Internet Censorship] ZN.ua, May 30, 2015, http://bit.ly/1PQ7yO3.

Tetyana Lokot, “Ukrainian Separatists Block 100+ News Websites in ‘Lugansk People’s Republic’,” Global Voices, January 14,
2016. https://globalvoices.org/2016/01/14/ukrainian-separatists-block-100-news-websites-in-lugansk-peoples-republic/.

36
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remove five allegedly anti-Ukrainian websites in April 2015. SBU officers subsequently seized hosting
servers at four NIC data centers in Kyiv, causing 30,000 unrelated Ukrainian websites to go offline
temporarily. 37 No similar incidents were publicly reported during the period of coverage.
In April 2017, the Ukrainian parliament passed a law that will require hosting service providers
to limit access to webpages containing unauthorized reproductions of certain categories of
copyrighted material on the request of the copyright owner, if the webpage has been notified of the
infringing content and failed to remove it. The hosting provider can hide the page without a court
order, but court approval is required within ten days. Providers risk liability for noncompliance.38 The
law was intended to support the Ukrainian cinema industry.39
Ukraine’s criminal code currently mandates punishments for “unsanctioned actions with information
stored on computer devices or networks.”40 ISPs could be obligated to remove or block the offensive
or illegal content within 24 hours.

Media, Diversity, and Content Manipulation
Online media in Ukraine is generally less constrained by economic pressure and owner interests than
the mainstream media. The ubiquitous use of social networks, particularly Facebook, by journalists,
politicians, and activists facilitates diversity and pluralism online. However, online journalists,
commentators, and internet users have been pressured to self-censor, especially on topics directly
related to the Russian-backed insurgency in the east, and on the themes of separatism, terrorism,
and patriotism. Self-censorship has been more pronounced in the parts of eastern Ukraine occupied
by pro-Russian forces and in Crimea, where internet users and journalists have faced attacks,41 abuse,
and intimidation for expressing pro-Ukrainian positions.
The Ukrainian authorities sometimes intimidate online outlets perceived to be pro-Russian. In June
and July 2017, law enforcement officers and the SBU raided the offices of Strana and Vesti, two
Ukrainian online news outlets with a pro-Russian stance. The SBU stated that the searches were part
of an investigation into the alleged disclosure of state secrets, though Strana denied being involved
in such activity. Observers have speculated that the raids were an attempt to pressure and intimidate
the outlets. Both websites remain accessible. 42
Media professionals perceive progovernment manipulation of online discussions as the most
pervasive internet freedom issue in Ukraine, according to a recent survey.43 Journalists and ICT
users in government-controlled areas increasingly faced backlash for criticizing the government or
Anna Poludenko-Young, “Ukraine’s Security Service Takes Down 30,000 Websites to Fight ‘Pro-Russian Propaganda’,”
Global Voices, April 28, 2015, http://bit.ly/1M47yqs.

37

Baker McKenzie, Intermediaries Now Liable for Third Party Online Copyright Infringements in Ukraine, http://www.
bakermckenzie.com/en/insight/publications/2017/05/intermediaries-online-copyright-infringements/.

38

“Між захистом і цензурою. В Україні регулюють інтернет-піратство досудовим методом,” (Between protection
and censorship. Internet piracy is to be regulated by pre-court procedure in Ukraine) Internet Freedom, April 3, 2017, http://
netfreedom.org.ua/mizh-zakhystom-i-cenzuroju-v-ukrajini/.

39

40

Articles 361, 362, 363 of Ukraine’s Criminal Code, http://zakon1.rada.gov.ua/laws/show/2341-14/ page 11.

“У Луганську сепаратисти викрали журналіста і пограбували офіс інтернет-сайту,” [In Luhansk, separatists kidnap
journalist, rob internet website office] Radio Svoboda, July 16, 2014, http://bit.ly/1MKcSSA.

41

Net Freedom, “New searches of Strana.ua and Vesti,” Augst 11, 2017, http://netfreedom.org.ua/novi-obshuky-strana-uata-lypnevi-obshuky-vestej-chomu-sylovyky-neefektyvni/.

42

Internews Ukraine, “Результати опитування щодо ризиків Інтернет-свободи в Україні,” (Results of the survey on the
risks of internet freedom in Ukraine), http://internews.ua/2017/01/netfreedom-survey/

43
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military. Progovernment actors harassed Hromadske, an independent Ukrainian online TV outlet, in
retaliation for the outlet’s coverage of the conflict in eastern Ukraine.  A Facebook post by the joint
staff of Ukraine’s military claiming that Hromadske had exposed the position of Ukrainian troops
was shared hundreds of times in the span of five minutes by accounts that abused Hromadske
journalists. Such a high level of engagement was unusual for the joint staff’s Facebook page, and
an investigation into the activity revealed that groups of progovernment trolls and a bot farm,
which can automate fake accounts to feign grassroots engagement, were reportedly involved.44
Hromadske journalists said they were targeted because they exposed poor conditions faced by
Ukrainian troops in the combat zone.
The Ukrainian online information landscape is also subject to manipulation by actors appearing
to represent Russian interests. Fabricated or intentionally misleading information presenting
Kremlin-friendly narratives is regularly circulated in online news articles targeting Russianspeaking audiences, including Ukrainians. StopFake, a local platform created to debunk fake news
and propaganda online, regularly identifies examples of Russian language fake news on topics
concerning Ukraine. The articles follow a similar pattern, presenting false information purporting to
highlight various failures attributed to the Ukrainian government,45 Ukraine’s failing relationship with
the European Union,46 as well as false information purporting to highlight Ukrainians’ and Crimeans’
acceptance of Russia’s annexation of Crimea.47 The articles often first appear on Russian outlets,
including state media outlets, and sometimes reappear on Ukrainian online news websites.48  
Kremlin-aligned trolls actively target Ukrainian audiences on social media. In a new tactic, trolls
were observed posing as enthusiastic Ukrainian patriots in the past year, attempting to sow distrust
within Ukrainian society. Observers noted that the troll accounts operate in intricate networks, and
are often highly active in Ukrainian patriot groups on social media, sometimes even acting as page
administrators. The trolls used symbolic Ukrainian images in profile pictures, and typically sought
to depict the Ukrainian government as failing their citizens, often calling for them to be violently
overthrown. Observers have noted that their target audience appears to be patriotic Ukrainians
engaged with political affairs.49   
More traditional forms of pro-Russian manipulation were also ongoing, including mass commenting
and paid posts on social media and fake websites.50 The Ukrainian Ministry of Information has
attempted to respond in kind to the organized Russian information manipulation efforts by creating
its own “internet army,” but its actions have not received much praise from Ukrainian internet users.51

Digital Activism
The Ukrainian social media sphere, which expanded dramatically following the Revolution of Dignity,
continued to thrive in 2017. Facebook and Twitter have become crucial platforms for debate about
44

Gorchinskaya, K. “The rise of Kremlin-style trolling in Ukraine must end,” Guardian, July 27, 2016, http://bit.ly/2at6nYA.

46

For example: http://www.stopfake.org/en/fake-most-ukrainians-not-interested-in-visa-free-travel-to-eu/.

45
47
48
49

For example: http://www.stopfake.org/en/fake-ukraine-to-introduce-food-ration-cards/

For example: http://www.stopfake.org/en/fake-crimea-benefits-economically-from-reunification-with-russia/.
For example: http://www.stopfake.org/en/fake-most-ukrainians-not-interested-in-visa-free-travel-to-eu/.
“The troll network,” Texty, October 4, 2016, http://texty.org.ua/d/fb-trolls/index_eng.html .

Aric Toler, “Inside the Kremlin Troll Army Machine: Templates, Guidelines, and Paid Posts,” Global Voices, March 14, 2015,
http://bit.ly/1j3kMNw.; Aric Toler, “Fake ‘Ukrainian’ News Websites Run by Russian ‘Troll Army’ Offshoots,” Global Voices,
November 19, 2014, http://bit.ly/1P7EkfB.

50
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Tetyana Lokot, “Ministry of Truth’ Recruits Ukrainians for ‘Internet Army,” Global Voices, Feb 25, 2015, http://bit.ly/1OJEyua.
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Ukrainian politics, reforms, and civil society. By the end of 2016, the Facebook audience in Ukraine
reached 7.2 million users.52 However, Russian social networks VKontakte and Odnoklassniki were
blocked in May 2017, inhibiting the potential for mobilization using these popular platforms (see
Blocking and Filtering).
Activists and volunteers mobilized during the 2014 Revolution of Dignity and found new uses for
online platforms,53 such as fundraising for military and volunteer battalions, providing information
and assistance to refugees, and crowdfunding Ukrainian book translations. 54 Citizen journalists
used open-source tools and data to track the presence of Russian troops and military equipment in
Ukraine in 2015.55 One online platform, LetMyPeopleGo, regularly updates a list of Ukrainian citizens
held captive by Russian forces and campaigns for their release.56 A separate social media campaign
in March 2017 advocated for the release of Ukrainian university professor Igor Kozlovsky, who was
imprisoned in Donetsk on charges of spying and weapons manufacture.57
Activists have launched several online initiatives advocating for people with disabilities,58 and
women’s rights. Povaha, an online platform launched in 2016, seeks to elevate professional women
through online advocacy campaigns and the creation of an online database of Ukrainian women
experts. The database is available to local and international media outlets seeking expert input for
media segments.59 Another online campaign, #яНебоюсьСказати (#IAmNotAfraidToSayIt), was
made popular in July 2016 by activist Anastasiya Melnychenko after she shared personal stories of
sexual harassment and abuse. Thousands of women from Ukraine and Russia mobilized to share
similar stories using the hashtag, with the aim of shifting cultural attitudes in countries which often
dismiss or blame women for inviting sexual violence.60
Many officials in the Ukrainian government use Facebook and Twitter heavily to report on their
actions and reforms. Officials regularly engage with comments in attempt to take into account
public opinion, helping to increase accountability.61    

52 Oleg Dmytrenko, “Українська аудиторія Facebook демонструє фантастичні темпи росту – збільшилась на третину
всього за 7 місяців,” (Ukrainian Facebook audience demonstrates fantastic speed of growth - it got bigger by third in just 7
months) Watcher, November 25, 2016, http://bit.ly/2kwFycn

Tetyana Bohdanova, “How #EuroMaidan and War with Russia Have Changed Ukraine’s Internet,” Global Voices, January 9, 2015, http://
bit.ly/1M49gI8; Tymur Vorona, “Украина — родина волонтеров, или как IT-добровольцы помогали стране в 2014 году,” [Ukraine—the
land of volunteers, or how IT-volunteers helped the country in 2014] AIN, Jaunary 8, 2015, http://ain.ua/2015/01/08/556357.
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http://komubook.com.ua/

56

LetMyPeopleGo, https://www.facebook.com/LetMyPeopleGoUkraine.en/. Accessed on August 1, 2016.

Tetyana Bohdanova, “Outing the Russian Military in Eastern Ukraine,” Global Voices, March 19, 2015, http://bit.ly/1O5Tp0r;
Aric Toler, “Fact Checking the Conflict in Eastern Ukraine,” Global Voices, March 3, 2015, http://bit.ly/1YRnKVo.
55

“#FreeKozlovskyу. У соцмережі флешмоб із закликом визволити вченого з полону “ДНР”,” (#FreeKozlovskyy. A
flashmob in social media to call for release of scholar from the captivity in “DPR”) Ukrayinska Pravda. Zhyttia, March 15, 2017,
http://bit.ly/2nrKmlC.; https://www.hrw.org/news/2016/07/21/they-do-exist
57

58 Dostupno.UA, https://www.facebook.com/ДоступноUA-1617803701799770/. Accessed on August 1, 2016; “Користувачі
соцмереж у різних шкарпетках підтримують людей із синдромом Дауна,” (Users of social networks support people with
Down syndrome by wearing different socks) Ukrayinska Pravda. Zhyttia, March 21, 2017, http://bit.ly/2nrILfL.

59 “Women and digital advocacy in post Euromaidan Ukraine,” Global Voices, January 1, 2016, https://rising.globalvoices.org/
exchange/2016/01/27/women-and-digital-advocacy-in-post-euromaidan-ukraine/.
60 Anastasiya Melnychenko, “The woman who wasn’t afraid to say it,” Meduza, July 8, 2016, https://meduza.io/en/
feature/2016/07/08/the-woman-who-wasn-t-afraid-to-say-it.

61 “Каких украинских министров можно читать в Facebook,” [Which Ukrainian Ministers You Can Follow on Facebook] AIN,
March 17, 2014, http://bit.ly/1OaG20h.
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Violations of User Rights
Authorities have cracked down on social media users in an attempt to curb anti-Ukrainian rhetoric
online, imprisoning users for so-called “separatist” or “extremist” expression. Physical violence remains
a concern, with the murder of renowned journalist Pavel Sheremet in Kyiv. Cyberattacks, predominantly
initiated by foreign agents, have targeted various state agencies, infrastructure, and state registries.

Legal Environment
The right to free speech is granted to all citizens of Ukraine under Article 34 of the constitution,
although the state may restrict this right in the interest of national security or public order, and in
practice it is frequently violated. Part 3 of Article 15 of the constitution forbids state censorship.
There is no specific law mandating criminal penalties or civil liability for ICT activities, but other laws,
such as those penalizing extremist activity, terrorism, or calls to separatism, apply to online activity.
Article 109(2)-(3) of the Ukraine Criminal Code outlines jail terms of three to five years for threats
to the territorial integrity and sovereignty of Ukraine.62 Article 110 of the Criminal Code criminalizes
public appeals for the infringement of Ukraine’s territorial integrity, including any made online, with
maximum penalties of up to five years in prison.
Ukraine’s law on State of Emergency contains broad provisions that allow for the introduction
of “special rules” concerning the connection and transmission of information through computer
networks during a state of emergency.63 It is unclear what this provision could mean in practice,
though it is likely to allow for some limitation in access to the internet
A cyberpolice unit within the Ministry of Interior was created in 2015 as part of a broader police
reform that was largely welcomed.64 The unit was tasked with battling internet crime, including
international money laundering schemes and digital piracy (see Blocking and Filtering).

Prosecutions and Detentions for Online Activities
Multiple internet users in Ukraine were fined, detained, or sentenced to prison for up to five years in
2016 and 2017.65  Separately, separatist administrations controlling territories in the east sentenced a
blogger to 14 years in prison, in part for his alleged cooperation with Ukrainian security forces.
The Ukrainian authorities punished activity on social media pages and accounts they considered to
contain “calls to extremism or separatism” or otherwise threaten the territorial integrity of Ukraine.
The security services stated in February 2017 that criminal proceedings had been initiated against
30 administrators of social media groups that “disseminated calls for the overthrow of Ukraine’s
constitutional order, mass upheavals, and other illegal actions.”66
62
63

Criminal Code of Ukraine (2001, Amended 2016), http://bit.ly/2fzpeqb.

Legislation of Ukraine, State of Emergency http://zakon3.rada.gov.ua/laws/show/1550-14.

Tetyana Lokot, “Watch Out, Internet! Ukraine Is Getting Its Own Cyberpolice,” Global Voices, October 12, 2015. https://
globalvoices.org/2015/10/12/watch-out-internet-ukraine-is-getting-its-own-cyberpolice/.
64

65 Isaac Webb, “Ukrainian Social Media Users Get Five Years in Prison For ‘Supporting Separatism’,” Global Voices, February 7,
2017, http://bit.ly/2oNREAt.

66 Security Service of Ukraine, “СБУ ефективно протидіє антиукраїнській пропаганді в Інтернеті (відео),” (Security Service
of Ukraine is effectively counteracting anti-Ukrainian propaganda on internet (video) February 13, 2007, http://bit.ly/2oQHG0M.
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•

In November 2016, a resident of Vinnytsia in western Ukraine was sentenced to three
years in prison under Part 1 of Article 110 of Ukraine’s Penal Code, which criminalizes
public appeals for the infringement of the territorial integrity of Ukraine. The man
allegedly posted calls on social media for a referendum to create an independent
“Vinnytsia People’s Republic.”67

•

In a separate November case, a court in Lviv sentenced a man to three years in prison
under Article 110 of the Penal Code for posting calls on VKontakte for citizens to seize
power in Kyiv and alter Ukraine’s borders. The man reportedly had only 22 followers.68

•

A resident of Kharkiv in Ukraine’s east was sentenced in January 2017 to three-anda-half years in prison for publishing social media posts in support of pro-Russian
separatists in eastern Ukraine. The SBU reported that the man had violated Article
110 of the Penal Code by writing posts designed to threaten Ukraine’s statehood and
advocating for the creation of a new state called Novorossiya within Ukraine’s borders.69

•

A Volyn resident was sentenced to five years in prison in February 2017 for posting
propaganda in support of de facto authorities in Donetsk and Luhansk on social
media.70

•

Zhytomyr-based freelance journalist Vasily Muravitsky was arrested in August 2017 on
charges of high treason, threatening Ukraine’s territorial integrity, supporting acts of
terrorist organizations, and inciting hatred. The SBU said that Muravitsky had published
“anti-Ukrainian materials” on six Russian news websites and that he was an “information
mercenary” working for Russian authorities.  Muravitsky, who faces a maximum
sentences of 15 years in prison, was apparently singled out on the basis of a contract
he had with the Russian state news agency Rossiya Segodnya. 71  

Authorities in the separatist controlled territories of Donetsk and Luhansk also punished online
journalists and bloggers. Ukrainian blogger Eduard Nedelyaev, who wrote about daily life in Luhansk,
was sentenced to 14 years in prison in November 2016. Nedelyaev was accused of defaming
residents of the region, inciting hatred of Russia, and endangering national security by cooperating
with Ukrainian security services.72  The rebel administration in Luhansk detained another blogger,
Gennadiy Benitsky, from November 2016 to March 2017 on charges of using social media to spread
extremist material that dishonored local residents, and disseminating offensive material about
Luhansk’s de facto authorities.73
67 “Вінничанина ув’язнено на три роки за антиукраїнські заклики в інтернеті,” (Resident of Vinnytsia sentenced to three
years for anti-Ukrainian calls online) Detector Media, November 24, 2016, http://bit.ly/2pi92tC.

68 “Жителя Львова осудили на 3 года за сепаратистские посты «ВКонтакте»” (Resident of Lviv convicted for three years in
prison for separatist posts in VKontakte) AIN, November 9, 2016, http://bit.ly/2pOTHE1.
69 “In Kharkiv, a distributor of separatist materials sentenced to 3.5 years,” Detector Media, January 11, 2017, http://detector.media/
infospace/article/122118/2017-01-11-na-kharkivshchini-rozpovsyudzhuvacha-separatistskikh-materialiv-zasudzheno-na-35-roki-sbu/.

“A resident of Volin convicted of spreading propaganda for DNR & LNR,” Detector Media, February 3, 2017, http://detector.
media/infospace/article/122819/2017-02-03-volinyanina-zasudzheno-umovno-za-propagandu-dnrlnr-u-sotsmerezhakh/.
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https://cpj.org/2017/08/ukrainian-journalist-in-custody-on-anti-state-char.php; https://rsf.org/en/news/two-more-victimsinformation-war-ukraine
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72 RSF “Two more victims in Ukraine’s information war,” https://rsf.org/en/news/two-more-victims-information-war-ukraine;
“В окупованому Луганську затримали блогера, який відкрито підтримував Україну,” (Blogger who openly supported Ukraine
was detained in occupied Luhansk) 112, November 30, 2016, http://bit.ly/2pfenld.

“В «ЛНР» взяли в полон ще одного блогера,” (Another blogger captured in “LPR) Hromadske Radio, December 27, 2016,
http://bit.ly/2okcuXb; http://khpg.org/en/index.php?id=1482873596.
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Surveillance, Privacy, and Anonymity
There is little information publicly available about surveillance or communication interception.
Generally, there is a lack of comprehensive legislative regulation to protect privacy and prevent
abuse. The security services can initiate criminal investigations and use wiretapping devices on
communications technology, but existing legislation, such as the Law on Operative Investigative
Activity,74 does not specify the circumstances that justify these measures or the timeframe or scope
of their implementation.
In December 2013 the NCCIR released a new edition of “Rules for Activities in the Sphere of
Telecommunications,” which included a problematic paragraph about ISPs and telecom providers
having to “install at their own cost in their telecommunications networks all technical means
necessary for performing operative and investigative activities by institutions with powers to do so.”75  
There is no information available on the extent to which these provisions have been implemented.76
From 2002 to 2006, mechanisms for internet monitoring were in place under the State Committee
on Communications’ Order No. 122, which required ISPs to install so-called “black-box” monitoring
systems. This was ostensibly done to monitor the unsanctioned transmission of state secrets. Caving
to pressure from public protests and complaints raised by the Internet Association of Ukraine and
the Ukrainian Helsinki Human Rights Union, the Ministry of Justice abolished this order in August
2006.
There is currently no obligatory registration for either internet users or prepaid mobile phone
subscribers, and users can purchase prepaid SIM-cards anonymously, as well as comment
anonymously on websites where the website owner does not require registration.

Intimidation and Violence
The ongoing conflict in eastern Ukraine continues to expose online activists and journalists to
threats, and a high profile murder was reported during the coverage period of this report.
On July 20, 2016, Pavel Sheremet, a veteran Belarusian journalist working for Ukraine’s Ukrayinska
Pravda website, was killed in a car bomb explosion in Kyiv.77 Sheremet covered state corruption and
the conflict in the east for the website, among other topics; he had endured state pressure and jail
time during a career that spanned Belarus, Russia, and Ukraine. Sheremet’s colleagues at Ukrayinska
Pravda believe he was murdered in retribution for his professional activity.78 The case remained
unsolved in mid-2017.
Other journalists faced violence for reporting on corruption online. In March 2017, security guards
outside the mansion of the head of the Zaporizhzhya regional government attacked journalists
who were filming for the online anti-corruption platform Nashi Groshi (Our Money), damaging their
74
75

Law of Ukraine on Operative Investigative Activity, http://zakon5.rada.gov.ua/laws/show/2135-12. Accessed Aug 1, 2016.
NCCI, Rules for Activities in the Sphere of Telecommunications.

Oleg Shynkarenko, Зашморг на інтернет [A Noose on the Internet], INSIDER, January 8, 2014, http://www.theinsider.ua/
business/52bac42dd8f4d/.
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Christopher Miller, “Prominent Belarusian-Born Journalist Pavel Sheremet Killed In Kyiv Car Blast,” Radio Liberty, July 20,
2016, http://www.rferl.org/a/ukraine-journalist-pavel-sheremet-killed-car-bomb/27868777.html.

77

Alec Luhn, “Car bomb kills pioneering journalist Pavel Sheremet in Kiev,” The Guardian, July 20, 2016, https://www.
theguardian.com/world/2016/jul/20/ukraine-journalist-pavel-sheremet-killed-kiev-car-bombing.
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equipment.79
Journalists reporting on the conflict face retaliation from both Ukrainian nationalist partisan forces
and Russian-backed separatists. Both sides used the tactic known as doxing, deliberately publishing
the target’s personal information to encourage harassment.
In August 2016, a group of Ukrainian nationalist activists calling themselves Myrotvorets
(Peacemaker) updated a public list containing the leaked contact details of thousands of journalists
who were accredited to report in the self-proclaimed Donetsk People’s Republic,80 labelling them
as “accomplices of terrorists.”81 Journalists on the list said the exposure obstructed their efforts to
report objectively on the conflict, and several received threats.82  The doxing caused widespread
consternation among the international media community,83 but met with little criticism from
Ukrainian officials. Some, including Minister of Internal Affairs Arsen Avakov, applauded the move.
Prosecutors in Kyiv investigated the leaks, though no progress was reported, and the list remained
available online in mid-2017.
Russian-backed separatists also published a list of journalists deemed “Ukrainian Propagandists” on
the separatist news website Tribunal in December 2016, including leaked copies of the journalists’
photos and press cards.84
Foreign correspondents were also harassed in the past year. In February 2017, a user-generated
section of the online Ukrainian news outlet Korrespondent published personal details about
foreign journalists, including their license plates and transportation routes in the conflict zone. The
information was subsequently reposted on Ukrayinskyy Vybir (Ukrainain Choice), a pro-Russian
online platform headed by Viktor Medvedchuk, a friend of Russian president Vladimir Putin. 85 The
information was removed from both platforms after media NGOs complained.
Other vulnerable groups have been subject to online abuse, sometimes because their own online
behavior or connections helped assailants to identify them as a target. LGBTI (lesbian, gay, bisexual,
transgender, or intersex) people have been baited on social media and lured to in-person meetings
where they were beaten. The attackers have been known to post video footage of the incidents
online, forcing victims to state their name, address, and other personal details. Entire groups on
social media platform VKontakte are devoted to “exposing” LGBTI people. Participants in the groups
tend to conflate LGBTI people and pedophiles, justifying the harm they inflict.86
“Охорона голови Запорізької ОДА напала на журналістів «Наших грошей”,” (Security guards of the head of
Zaporizhzhya oblast state administration attacked journalists from “Our groshi”), Institute of Mass Information, March 21, 2017,
http://bit.ly/2oVYWid.
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80 Миротворец” оприлюднив новий список журналістів,” (“Myrotvorets” published a new list of journalists), Detector
Media, August 20, 2016, http://bit.ly/2phJ7lF.

81 Aric Toler, Tetyana Lokot, “Ukrainian Activists Leak Personal Information of Thousands of War Reporters in the Donbas,”
Global Voices, May 11, 2016, https://globalvoices.org/2016/05/11/ukrainian-activists-leak-personal-information-of-thousandsof-war-reporters-in-the-donbas/.

82 Halya Coynash, “Ukrainian journalist who twice confronted Putin targeted by Myrotvorets Centre vigilantes,” Human Rights
in Ukraine, May 25, 2016, http://www.khpg.org/en/index.php?id=1464127138.

83 “Journalists fight back against Ukrainian activists who doxed thousands of war correspondents in the Donbas,” Meduza,
May 11, 2016, https://meduza.io/en/news/2016/05/11/open-letter-demands-ukrainian-action-over-publication-of-undercoverjournalists-information.

84 “Сайт донецьких сепаратистів продовжує публікувати персональні дані журналістів українських ЗМІ,” (The website of Donetsk
separatists continues publishing personal data of Ukrainian journalists), Detector Media, December 27, 2016, http://bit.ly/2ofoM2q.
85 Gala Skliarevskaya, “Кто и зачем опубликовал маршруты передвижения журналистов в зоне АТО?,” (Who and why
published routes of journalists’ transportation in the ATO area?), Detector Media, March 11, 2017, http://bit.ly/2nYhL3u.
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Technical Attacks
Ukrainian business, government websites, and national infrastructure are frequently subject to
cyberattack. Observers note that most of the attacks appear to originate in Russia. Hacker collectives
like the pro-Russian Cyber Berkut and the nationalist Ukrainian Cyber Forces defaced websites and
leaked information to discredit their perceived foes during the reporting period. In March 2017,
the Ukrainian Cyber Forces claimed that it had taken 173 separatist websites offline in three years,
though it remains unclear what methods the group used.87
Ukraine was significantly disrupted by a ransomware attack in June 2017. The malicious software,
dubbed Petya, encrypted entire hard drives and requested payment in order to restore access.88 The
virus spread across the country on June 27, the eve of the anniversary of the adoption of Ukraine’s
constitution, destabilizing telecommunications companies, government ministries, banks, and other
vital infrastructure. Radiation-measuring systems at the site of the Chernobyl nuclear disaster were
also temporarily inhibited before the attack was contained on June 28.89 Observers speculated that
the intention of the attack may have been political rather than financial. Ukrainian security services
said that the software lacked an effective mechanism for securing ransom funds, indicating that the
real purpose was to destroy data and disrupt institutions across Ukraine, a goal they attributed to
Russia.90
President Poroshenko had previously accused Russia of running a covert cyberwar against Ukraine.
In December 2016, Poroshenko claimed that Russia had launched at least six thousand cyberattacks
against Ukrainian state websites in the span of two months.91 The websites of the Ministry of Finance
and the state Treasury were reportedly among those affected. Ukrainian infrastructure has been
consistently targeted by cyberattacks in the past, including the railway service,92 the state aviation
service, 93 and state registries. 94 Poroshenko established a National Cybersecurity Coordination
Centre within the National Security and Defense Council to counter external threats in early 2016.95

87 “Українські кібер війська” за три роки заблокували 173 сайти терористів,” (Ukrainian cyber forces blocked 173
websites of terrorists over the course of three years), Detector Media, March 10, 2017, http://bit.ly/2ofBooQ.
88 “Cyber attack hits Ukraine then spreads internationally,” June 27, 20167, https://www.nytimes.com/2017/06/27/
technology/ransomware-hackers.html?mcubz=1&_r=0.

89 “Cyber attacks on Ukrainian government and corporate networks halter,” Ukrinform, June 28, 2017, https://www.ukrinform.
net/rubric-polytics/2255698-cyber-attack-on-ukrainian-government-and-corporate-networks-halted.html.

90 “Ukraine points finger at Russian security services in recent cyber attack,” Reuters, July 1, 2017, https://www.reuters.com/
article/us-cyber-attack-ukraine/ukraine-points-finger-at-russian-security-services-in-recent-cyber-attack-idUSKBN19M39P
91 “Росія розв’язала кібервійну проти України - Порошенко,” (Russia launched a cyberwar against Ukraine Poroshenko),TSN, December 29, 2016, http://bit.ly/2oW7UMJ.

92 Roman Hankevych, “Мінінфраструктури назвало організаторів хакерської атаки на інформаційну мережу
“Укрзалізниці”,” (Ministry of Infrastructure named organizers of hacking attack on information network of “Ukrzaliznytsia”),
Zaxid.net, December 15, 2016, http://bit.ly/2ofS5lA.
93 Yuliya Polikovska, “Сайти міністерства інфраструктури України і Державіаслужби не працюють,” (Websites of the
Ministry of Infrastructure and State Aviation Service do not work), Zaxid.net, December 16, 2016, http://bit.ly/2nvi4GI.

94 “Жодна DDoS-атака на держреєстри не була успішною і не призвела до зміни даних,” (None of the DDoS-attacks on
state registries was successful and didn’t affect the data), Interfax Ukraine, February 13, 2017, http://ua.interfax.com.ua/news/
general/402947.html.

95 Maya Yarovaya, “Порошенко утвердил стратегию кибербезопасности Украины и создание координационного
центра кибербезопасности при СНБО” [Poroshenko finalizes Ukraine’s cybersecurity strategy and creation of coordination
center for cybersecurity within NSDC], AIN, March 17, 2016, http://ain.ua/2016/03/17/638654.
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United Arab Emirates
2016

2017

Internet Freedom Status

Not
Free

Not
Free

Obstacles to Access (0-25)

14

13

Limits on Content (0-35)

22

23

Violations of User Rights (0-40)

32

33

TOTAL* ( 0-100 )

68

69

Population:

9.3 million

Internet Penetration 2016 (ITU):

90.6 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Following a diplomatic crisis with Qatar, authorities blocked several Qatari-owned news
sites that were deemed to promote the banned Muslim Brotherhood (see Blocking and
Filtering).

•

Academic Nasser Bin Ghaith received a 10-year prison sentence for several tweets
deemed to ridicule, criticize, or defame the government. A journalist was also
sentenced to three years for insulting state figures on Facebook (see Prosecutions and
Detentions for Online Activities).

•

Activist Ahmed Mansour was arrested in a raid for spreading sectarian hatred on social
media; he has been repeatedly targeted with sophisticated spyware (see Prosecutions
and Detentions for Online Activities and Technical Attacks).

•

The government banned the use of VPNs for “criminal” purposes, potentially exposing
users to jail time or fines of up to $540,000 for trying to evade censorship and
surveillance (see Surveillance, Privacy, and Anonymity).
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Introduction
Internet freedom declined in 2017 due to the passage of a new cybercrime law and the subsequent
imprisonment of users for political speech on social media, including a 10-year sentence for human
rights defender Nasser bin Ghaith.
The United Arab Emirates (UAE) is ranked second among Arab states in the UN ICT Development
Index, although its place in the global rankings fell slightly over the past year.1 The
telecommunications industry remains tightly controlled by the government, which holds large stakes
in the country’s two service providers. Close ties between the government and telecommunications
companies enable restrictions on Voice-over-IP (VoIP), rampant censorship, and pervasive
surveillance.
The state blocks access to political, social, or religious content, from pornography and gambling
to political discussion and LGBTI (lesbian, gay, bisexual, transgender, or intersex) content. Selfcensorship is pervasive on social media and state-run news sites generally refuse to cover
controversial issues. Ordinary people are often arrested for seemingly innocuous activities, such as
uploading a photo of a poorly parked car or livestreaming a fire in a skyscraper.
The digital media landscape is restricted by several laws with unnecessary or disproportionate
restrictions on freedom of expression online. An anti-hate speech law provides for jail terms of up
to 10 years for online speech deemed insulting to religious symbols or discriminatory to certain
identities. Calls to change the ruling system may result in life imprisonment under the cybercrime
law. The law was amended in August 2016 to criminalize use of a fraudulent IP address to “commit
a crime or prevent its discovery,” leading many to wonder if using a virtual private network (VPN)
to circumvent censorship could result in jail time. An antiterrorism law passed in 2014 provides
harsh penalties for, among other things, undermining national unity or “publicly declaring one’s
animosity… to the regime.” Together with a judiciary that lacks respect for international norms of
free speech, these laws lead to nonviolent opposition activists being targeted under laws designed
for terrorists and cybercriminals.
Despite the risk of heavy penalties, however, a few internet users continue to highlight human rights
abuses and advocate on behalf of jailed activists on social media.

Obstacles to Access
Emirati users enjoy a robust information and communication technology (ICT) infrastructure and high
connection speeds. However, the major telecom companies are either fully or partially owned by stateowned, resulting in high prices and weak competition. Popular VoIP services are subject to blocking.

Availability and Ease of Access
The UAE is one of the world’s most connected countries. According to the International
Telecommunication Union, internet penetration was at 91 percent by the end of 2016, up from 78
percent five years earlier. As of May 2017, there were 1,270,519 internet subscribers in the country,
1
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99 percent of whom had broadband connections.2 The UAE has one of the highest mobile phone
penetration rates in the region at 187 percent, representing over 19 million subscriptions.3 The
country ranked 35th in the 2016 UN ICT Development Index, behind only Bahrain among Arab
States.4
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International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Prices, however, are among the highest in the region, although relative to the country’s high gross
national income per capita, broadband is affordable for most users. 5 With the provider Etisalat, a
postpaid mobile plan with a 6 GB data allowance and 500 local minutes costs AED 150 (US$ 40),
while a prepaid plan with an allowance of 5 GB, plus 3 GB for over-the-top (OTT) services, costs
AED 200 (US$ 54). In April 2017, the regulator directed mobile operators to reduce rates for UAE
residents roaming within the Gulf region, resulting in an average 18 percent drop in prices for
consumers.6
In December 2016, the telecommunications provider Du conducted 40 Gbps speed tests using
advanced fiber-optic technology developed by Nokia.7 Du currently offers speeds of 1 Gbps.8 Etisalat
and Ericsson successfully tested 5G mobile technology in May 2017,9 in line with objectives to roll
out 5G nationwide by the time Dubai hosts the Expo 2020 world fair.10 Also in May, the regulator
signed an agreement with the main ISPs “to facilitate raising the country’s ranking into the top
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mobile-cellular subscriptions,” 2016, http://bit.ly/1cblxxY
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International Telecommunications Union, Measuring the Information Society Report 2014, http://bit.ly/1FlOBfF

“TRA directs mobile operators in UAE to reduce GCC roaming rates,” April 25, 2017. http://www.emirates247.com/news/
emirates/tra-directs-mobile-operators-in-uae-to-reduce-gcc-roaming-rates-2017-04-25-1.651947
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Ana Pesovic, “TWDM-PON unbundling for infrastructure sharing,” February 21, 2016, https://insight.nokia.com/twdm-ponunbundling-infrastructure-sharing

7

8 “du prepares for fastest fiber broadband in the UAE,” Global Newswire, December 13, 2016, https://globenewswire.com/
news-release/2016/12/13/897078/0/en/du-prepares-for-fastest-fiber-broadband-in-the-UAE-with-successful-test-of-Nokia-snext-generation-40-Gigabit-TWDM-PON-technology.html

9 Wam, “Etisalat and Ericsson test 5G,” Emirates 24/7, May 3, 2017, http://www.emirates247.com/business/etisalat-andericsson-test-5g-2017-05-03-1.652312

“UAE set to become world’s first nation to roll out 5G network,” Emirates 24/7, October 21, 2015, http://www.emirates247.
com/business/technology/uae-set-to-become-world-s-first-nation-to-roll-out-5g-network-2015-10-21-1.607562

10

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

UNITED ARAB EMIRATES
10 countries on the National Readiness Index (NRI) in the World Technology Report.” Increased
bandwidth and improved fixed-broadband services are expected to result.11
According to UNICEF, literacy in the Emirates was reported at 94 percent among males and 97
percent among females, and thus does not constitute a strong obstacle to internet use.12 Emirati
schools are among the top 25 worldwide for online connectivity. There are over 200 smart-learning
schools, compared with only 14 in 2012.13 The program currently benefits 34,513 students, who
are also equipped with tablets as part of the scheme.14 Principals are also enrolled in international
computer literacy training programs.15

Restrictions on Connectivity
Most popular Voice-over-Internet-Protocol (VoIP) services are restricted over mobile connections.
Etisalat and Du are the only operators licensed to provide paid VoIP services, while the free or lowcost over-the-top (OTT) voice calls services provided by WhatsApp, Skype, and others are only
accessible through fixed-line or Wi-Fi connections. WhatsApp’s voice feature was blocked shortly
after it was introduced in March 2015,16 as was a similar feature offered by Facebook.17 Viber has
been banned since 2013, along with FaceTime, a feature provided by Apple; 18 in fact, Apple agreed
to sell its iPhone products to UAE mobile phone companies without the Facetime application
preinstalled.19 Users in the UAE reported that Skype and Viber only work over Wi-Fi and Apple’s
Facetime video-calling feature can only be used if the iPhone was purchased outside of the country.20
Discord, a chatting app used by gamers, had its VoIP feature blocked in March 2016;21 Snapchat
voice servicers were blocked in April.22
Using banned VoIP services through VPNs could be punishable under a law that bars the use of
VPNs to commit a crime.23 Speaking in August 2016, the head of the Abu Dhabi Public Prosecution
stated, “If a person uses VPN [sic] to make calls that are not available for users, they will be punished
according to the cybercrime law rulings and telecommunications regulatory law.” Amendments to
the cybercrime law passed that month raised the punishment for such activities to a fine between
AED 500,000 and 2,000,000 (US$ 140,000 to 540,000), jail time, or both. 24
“TRA signs MoU with du and Etisalat,” Global Telecoms Business, May 10, 2017,
https://www.globaltelecomsbusiness.com/article/b12y26yc2kvp2b/tra-signs-mou-with-du-and-etisalat?copyrightInfo=true
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“UAE classrooms go from chalk board to smart board,” Khaleej Times, February 22, 2016, http://www.khaleejtimes.com/
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“2013 a banner year in UAE education,” The National, January 1, 2014, http://bit.ly/JBsX1i
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Vicky Kapur, “Still can’t get free WhatsApp voice calls in UAE? This is why,” Emirates 24/7, March 17, 2015, http://bit.ly/1VU9hUw
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Dow Jones, “Viber seeks to circumvent ban in Middle East,” The National, June 10, 2013, http://bit.ly/1LQ4unr
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Joseph George, “Facebook Messenger video calls blocked in UAE?” Emirates 24/7, May 21, 2015, http://bit.ly/1KbtMVG
Reporters Without Boarders, “Countries Under Surveillance: United Arab Emirates.”
Etisalat Care, Twitter Post, April 21, 2014, 11:58 PM, http://bit.ly/1LmpBIK

“UAE gamers voice anger as Discord chat app blocked by Etisalat,” The National, March 30, 2017, http://www.thenational.
ae/uae/technology/uae-gamers-voice-anger-as-discord-chat-app-blocked-by-etisalat
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22 Robert Anderson, “Snapchat Voice and Video Calling Blocked in UAE,” Gulf Business, April 10, 2016, http://gulfbusiness.
com/snapchat-voice-and-video-calling-blocked-in-uae/

Haneen Dajani, “Use of VPN in the UAE still confusing despite recent law change,” The National, August 9, 2016, http://
www.thenational.ae/uae/government/use-of-vpn-in-the-uae-still-confusing-despite-recent-law-change
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No orders to shut down ICT networks were reported over the coverage period. However, cuts to
undersea cables disrupted connectivity for users on several25 occasions.26 Internet service providers
(ISPs) in the UAE are either fully or partially owned by the state, allowing authorities to exert control
over the flow of information. Seeking to improve connectivity within the country, the Etisalat and
Du have launched their own carrier-neutral international internet exchange points, called Smarthub
and Datamena, respectively.27 Etisalat maintains its nationwide fiber-optic backbone. In 2015 the
company selected TeliaSonera International Carrier (TSIC) as its preferred global internet backbone
provider.28

ICT Market
Both Etisalat and Du are either directly or indirectly owned by the state. The UAE government
maintains a 60 percent stake in Etisalat through its ownership in the Emirates Investment Company,29
while a majority of Du is owned by various state companies.30 Du pays a percentage of its profits and
revenue as a dividend to the federal government, which owns 39.5 percent of the operator through
its sovereign wealth fund, the Emirates Investment Authority.31 In June 2015, the government
announced a decision to allow up to 20 percent of Etisalat shares to be held by foreign investors.32
The two companies are also the major mobile phone operators. In January 2017, Emirates Integrated
Telecommunications Company (EITC), the company behind Du, stated it will launch a new mobile
provider under the Virgin Mobile brand. Speaking to the media that month, the CEO of EITC clarified
that since Virgin Mobile would fall under “the full ownership of EITC,” it would not require a separate
license.33

Regulatory Bodies
Providers fall under the laws and regulations set by the Telecommunications Regulatory Authority
(TRA). The authority was established in 2003 and is responsible for the management of “every
aspect of the telecommunications and information technology industries in the UAE.” Its objectives
include ensuring quality of service and adherence to terms of licenses by licensees, encouraging
telecommunications and IT services within the UAE, resolving disputes between the licensed
operators, establishing and implementing a regulatory and policy framework, and promoting new
technologies.34
“Du network interrupted for several hours,” Gulf News, May 26, 2017, http://gulfnews.com/business/sectors/telecoms/dunetwork-interrupted-for-several-hours-1.1996397

25

26 “Du says may take longer to repair damaged submarine cable,” Emirates 24/7, January 26, 2016, http://www.emirates247.
com/business/technology/du-says-may-take-longer-to-repair-damaged-submarine-cable-2016-01-26-1.618802
27

“Etisalat launches internet exchange hub,” CommsMEA, November 19, 2012, http://bit.ly/1hfcJEE

“Etisalat selects TeliaSonera International Carrier as global internet backbone provider,” Telegeography, March 11, 2015,
http://bit.ly/1LOBrKN
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Maher Chmaytelli, “Etisalat Plans to Allow Foreigners ‘Soon,’ Khaleej Says,” Bloomberg Business, July 29, 2012, http://bloom.
bg/1NJ7wdM
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du, “Shareholders structure,” accessed June 7, 2013, http://www.du.ae/en/about/corporate-governance/shareholders

Alexander Cornwell, “Du says royalty payments to federal government unlikely to change,” Gulf News, February 9, 2016,
http://gulfnews.com/business/economy/du-says-royalty-payments-to-federal-government-unlikely-to-change-1.1669331
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32 Rory Jones, “UAE to Allow Foreign Ownership of Etisalat Shares,” Wall Street Journal, June 23, 2015, http://on.wsj.
com/1LvnOo0

“Du owner to bring Virgin Mobile brand to UAE,” The National, January 31, 2017, http://www.thenational.ae/business/
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Limits on Content
Authorities keep strict control over online media, blocking websites that criticize the government
or tackle social taboos. Self-censorship is pervasive on social media and state-run news sites refuse
to cover controversial issues. Families of political detainees highlight human rights abuses and
communicate on behalf of their loved ones on Twitter, though they have also come under increasing
pressure.

Blocking and Filtering
In May 2017, authorities blocked a number of Qatari media websites during a diplomatic crisis
between Qatar and several Middle Eastern countries. Hackers posted a story on the Qatar News
Agency website and related social media accounts that appeared to confirm a popular belief
that the emir of Qatar supports political and terrorist groups that pose a threat to neighboring
governments. Citing anonymous U.S. intelligence officials, the Washington Post said senior UAE
officials orchestrated the hack in order to destabilize Qatar and justify breaking off diplomatic
relations immediately after regional leaders were reported to have reached an accord at a landmark
counter-extremism conference in Saudi Arabia.35
The news sites were the latest of many linked to rival state and nonstate actors to be subject to
blocking. Authorities separately blocked the Arabic Huffington Post website for alleged links to the
banned Muslim Brotherhood in April.36 In 2015, authorities blocked the UK-based English-language
news site Middle East Eye after it published articles exposing the country’s harsh surveillance
practices and poor human rights record;37 the Arabic-language news site al-Araby al-Jadeed and
its English equivalent The New Arab, both based in the UK and funded by a Qatari businessman;38
and Arabic-language sites run by news agencies in Iran, such as Fars News and Al Alam TV, over
allegations they disseminated antigovernment propaganda, according to the Arabic Network for
Human Rights Information.39
In December 2016, Emirati authorities blocked the encrypted messaging app Signal.40 Other
blocked websites include the Beirut-based Gulf Center for Human Rights;41 an anonymous forum
for employees of Emirates Airlines;42 an LGBTI sports news website (Outsports);43 the Lebanese

Karen DeYoung and Ellen Nakashima, “UAE orchestrated hacking of Qatari government sites, sparking regional
upheaval, according to U.S. intelligence officials,” Washington Post, July 16, 2017, https://www.washingtonpost.com/
world/national-security/uae-hacked-qatari-government-sites-sparking-regional-upheaval-according-to-us-intelligenceofficials/2017/07/16/00c46e54-698f-11e7-8eb5-cbccc2e7bfbf_story.html?hpid=hp_hp-top-table-main_usqatar640pm%3Ahomepage%2Fstory&utm_term=.8acd82e51539
35
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net/?p=169056&lang=en
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com/2016/12/encryption-app-signal-fights-censorship-clever-workaround/

40

42

Blog no longer active: Emirati Illuminati (blog), http://www.emirates-illuminati.org/uae-blocks-emirates-illuminati/

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

UNITED ARAB EMIRATES
queer and feminist e-magazine Bekhsoos;44 the U.S.-based Arab Lesbian e-magazine Bint El Nas;45
several political blogs;46 an Arab-Christian forum;47 a number of atheist and secular websites;48 sites
disseminating news on Emirati political detainees and prison conditions ;49 a blog operated by the
stateless activist Ahmed Abdulkhaleq;50 and sites related to the Muslim Brotherhood and regional
NGOs.51 Users have reported the blocking of social media content relating to political detainees
in the past,52 as well as archive.today, a tool that keeps snapshots of URLs entered in case content
disappears or gets modified.53
The TRA officially instructs ISPs to block content related to terrorism, pornography, and gambling,
as well as websites that contain political speech threatening to the ruling order. In practice,
content on several other topics is restricted as well. The telecommunications company Du details
what criteria it uses to block websites in a document available on its website. Prohibited content
includes information related to circumvention tools, the promotion of criminal activities, the sale or
promotion of illegal drugs, dating networks, pornography, LGBTI content, gambling sites, unlicensed
VoIP services, terrorist content, and material that is offensive to religion. 54 No similar list has
been made available by Etisalat, although the company invites users to request that a website be
blocked or unblocked.55 Du also allows users to complete an unblocking request via online forms.
However, neither company provides information on whether bans have been lifted in response
to such requests.56 Twitter users sometimes monitor when sites are blocked to combat the lack of
transparency,57 but the TRA has also called on social media users to help report “suspicious” content
for blocking.
According to a report from Citizen Lab in January 2013, ISPs use advanced tools such as SmartFilter,
NetSweeper, and Blue Coat ProxySG to censor content.58 CitizenLab has also documented websites
that are blocked in the UAE because both SmartFilter (used by Etisalat) and NetSweeper (used by
Du) have miscategorized them as pornographic.59
44
45

Bekhsoos Magazine, http://www.bekhsoos.com/
Bin El Nas Magazine, http://www.bintelnas.org

Including Noonpost, Sasapost, Arabi21, and twsela.com. See: https://twitter.com/search?f=tweets&vertical=default&q=%23blocked_
sites_in_uae%20&src=typd
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Modern Discussion, http://www.ahewar.org/, Help us document blocked Internet Sites in UAE,” http://bit.ly/1e00dxW, 3almani.org,
secularkuwait.freeforums.org, nadyelfikr.net, alawan.org, “Modern Discussion,” ladeenyon.net, and ladeeni.net, “Ben Kreishan”.
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As part of a 2013 verdict in which five users were sentenced to 7 to 15 years on charges of violating the constitution and
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also, ANHRI, Facebook Post, April 18, 2013, https://www.facebook.com/AnhriHr/posts/506587829404624, OpenNet Initiative,
“United Arab Emirates,” August 7, 2009, https://opennet.net/research/profiles/united-arab-emirates.
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Emaraty Bedoon (blog), http://www.emaratybedoon.blogspot.com/.
Twitter, Hashtag, #Blocked_sites_in_UAE, http://bit.ly/1RK5Q2a.

Blocked social media content remains available for users with encrypted https connections unless the company or the
owner removes it. Salloh, Twitter Post [in Arabic], May 5, 2015, 7:01 AM, http://bit.ly/1hGrqYg.
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Reddit, “Archive.today blocked in UAE (United Arab Emirates,” November 21, 2014, http://bit.ly/1VU6LTA.
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Etisalat, “Blocking and Unblocking Internet Content,” accessed on April 28, 2013, http://bit.ly/1Lc6l2u.
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Du, “Prohibited Content Categories,” July 29, 2008, http://bit.ly/1LmaBKL.

See Etisalat_Care, Twitter Post, December 30, 2015, 5:52 AM, http://bit.ly/1LmlQD2; and https://twitter.com/dutweets/
status/414787641620430848Evans [offline].
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See https://twitter.com/MayraRahab/status/596619001272209408.

Greg Wiseman et. al., “Appendix A: Summary Analysis of Blue Coat ‘Countries of Interest’,” CitizenLab, January 15, 2013, http://bit.ly/1ZFRSna.

Bennett Haselton, “Smartfilter: Miscategorization and Filtering in Saudi Arabia and UAE,” CitizenLab, Novermber 28, 2013,
http://bit.ly/1P1PLas.
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Content Removal
Online content is often removed without transparency or judicial oversight. Under the cybercrime
law, intermediaries, such as domain hosts or administrators, are liable if their websites are used to
“prompt riot, hatred, racism, sectarianism, or damage the national unity or social peace or prejudice
the public order and public morals.”60 Website owners and employees may also be held liable for
defamatory material appearing on their sites.61 In 2015, a TRA official said the regulator tries to
“get the page or profile down or remove the violation as soon as possible” while criminal cases are
reported to police.62
Facebook occasionally receives government requests to remove content, but last did so in 2014. The
content related to “criticism of the government and the royal family.”63 Google received 10 requests
to remove 51 items in the second half of 2016, complying in around 80 percent of cases. The
majority of cases were categorized as “defamation.”64 Twitter reported 23 removal requests from the
UAE government from July 2016 to June 2017, but withheld no content.65

Media, Diversity, and Content Manipulation
Since the regional uprisings of 2011, a number of Emiratis have begun to tackle sensitive issues
more boldly over the internet, particularly on social media. However, most users remain anonymous
when criticizing state officials or religion out of fear of legal action or harassment.
There are some signs of possible content manipulation. In 2014, the government spent more than
$12 million on public relation firms, which some observers suspect have been deployed to counter
negative images of the country’s human rights abuses online.66 A large number of anonymously
operated Twitter accounts appear dedicated to harassing and intimidating political dissidents and
their families online.
Emirati authorities also use financial means to limit the ability of antigovernment websites to
produce content online. For example, the government reportedly pressured Dubai-based advertising
agency Echo to end its advertising contract with the U.S.-based news outlet Watan. A complaint was
also allegedly submitted to the FBI against the website, claiming it calls for the assassination of UAE
rulers.67 Nonetheless, users have access to a variety of local and international news outlets, even
though some UAE-related articles may be individually blocked.68
Local news websites, many of which are owned by the state, exercise self-censorship in accordance
with government regulations and unofficial red lines. The overall press freedom environment is poor,
60
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66 Akbar Shahid Ahmed. “How Wealthy Arab Gulf States Shape The Washington Influence Game,” Huffington Post, February 9,
2015, http://www.huffingtonpost.com/entry/arab-gulf-states-washington_us_55e62be5e4b0b7a9633ac659.
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and foreign journalists and scholars are often denied entry or deported for expressing their views on
political topics.69 In February 2016, the Federal National Council passed a bill regulating the National
Media Council, a new federal government body affiliated with the cabinet that “has a corporate
character and a mandate to undertake the responsibilities of overseeing and supervising media in
the UAE.” The council is responsible for proposing regulations and “accrediting media outlets and
their staff and activities including e-publishing.”70

Digital Activism
Some Emiratis push back against government repression through online activism. Activists have
used online tools to highlight human rights violations or call for political reform. Families of political
prisoners have in the past relied on Twitter to speak on behalf of detainees, document allegations
of torture, and call for their release. However, the practice has become less frequent in recent years
given escalating arrests and prosecutions. Osama al-Najjar was specifically detained for online
advocacy on behalf of his detained father Hossein al-Najjar and other political detainees.71

Violations of User Rights
Several laws, including the penal code, the anti-hate speech law, and the cybercrime law, are
commonly exploited to deter free expression and violate the rights of users. Several prominent online
activists were jailed over the coverage period, while both locals and foreigners were detained for social
media posts, often in absurd circumstances. UAE residents believe that online communications are
monitored and that surveillance is widely practiced with little judicial oversight.

Legal Environment
Article 30 of the constitution states that freedom of opinion “shall be guaranteed within the limits of
law.”72 Since a series of regional mass uprisings in 2011, the UAE has followed countries of the Gulf
Cooperation Council (GCC) in passing legislation to criminalize criticism of the authorities online.73
The cybercrime law criminalizes a wide range of legitimate online activities. Hefty fines and jail
sentences can be handed down for gambling online, disseminating pornographic material, or
sharing content that is perceived to violate another person’s privacy, whether or not the content
is verified.74 The cybercrime law also punishes offending the state and its rulers or symbols, and
insulting religion. Calls to change the ruling system are punishable by life imprisonment. Authorities
have repeatedly warned foreign nationals that they must also follow the country’s restrictive laws.75
69 See for example, “Egyptian journalist freed from UAE detention,” Aljazeera, August 4, 2013, http://bit.ly/1PjjQ4o; “Palestinian
journalist detained at a secret prison in the UAE,” Middle East Monitor, December 4, 2013, http://bit.ly/1QwYlL7, Hrag Vartanian,
“Artist Walid Raad Denied Entry into UAE, Becoming Third Gulf Labor Member Turned Away,” Hyperallergic, May 14, 2015, http://bit.
ly/1ME91Z3, and Migrant-Rights, “UAE Censors Author of Book Criticizing Migrant, Race Issues,” June 17, 2014, http://bit.ly/1Oxn2JH.

“UAE’s FNC passes bill on Media Council,” Emirates 24/7, February 17, 2016, http://www.emirates247.com/news/uae-s-fncpasses-bill-on-media-council-2016-02-17-1.621241.

70

“Authorities must release human rights defender Osama-Al-Najjar who remains in arbitrary detention despite serving his
sentence,” GC4HR, May 11, 2017. http://www.gc4hr.org/news/view/1588.

71
72

“Constitution of the United Arab Emirates,” Refworld, accessed August 1, 2013, http://bit.ly/1k7kUvC.

74

See Federal Decree-Law no. (5) of 2012 on Combating Cybercrimes, August 13, 2012, http://bit.ly/1gDnVCj.

73
75

Human Rights Watch, “GCC/US: Obama Should Press Gulf Rulers,” May 12, 2015, http://bit.ly/1IO8K2l.

“New UAE cyber crime laws: Jail for indecent posts,” Emirates 24/7, November 14, 2012, http://bit.ly/1EPrBtK.

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

UNITED ARAB EMIRATES
Citing the need to curb hateful rhetorical and promote tolerance in order to combat terrorism,
authorities passed Federal Decree Law No. 2/2015 (anti-hate speech law) in July 2015. However,
several provisions in the law go beyond the punishment of hate speech or incitement to violence.
By including insults to “God, his prophets or apostles or holy books or houses of worship or
graveyards,” the law paved the way for further punishment of individuals for expressing nonviolent
opinions on religion. Penalties under the law range from jail terms of 6 months to 10 years and fines
of AED 50,000 to 2,000,000 (approximately US$ 14,000 to 550,000).76 Furthermore, while the law
bans discrimination on the basis of “religion, caste, doctrine, race, color, or ethnic origin,” it does not
protect those persecuted on the basis of gender or sexuality.77 The law specifically includes speech
made over online media.
The Terrorism Law No. 7, passed in 2014, includes punishments such as life imprisonment, death, and
fines up to AED 100 million (US$27 million) for terrorism offenses.78 Under the law, citizens may be
charged with such broad crimes as undermining national unity, possessing materials counter to the
state’s notion of Islam, and “publicly declaring one’s animosity or lack of allegiance to the state or
the regime.”79
Articles 8 and 176 of the penal code are used to punish public “insults” against the country’s
top officials, and calls for political reform.80 Articles 70 and 71 of a 1980 publishing law prohibit
criticism of the head of the state and of Islam or any other religion.81 In February 2016, Dubai police
reiterated that posting pictures of others without permission can lead to six months in jail and a fine
between AED 150,000 and 500,000 (US$ 41,000 and 136,000).82
Several court decisions have negatively impacted internet freedom. In June 2015, the Federal
Supreme Court ordered the retrial of an individual for making insults over WhatsApp messages,
increasing the original fine of AED 3,000 (around US$ 800) to AED 250,000 (US$ 68,000); the
individual was also deported.83 In a separate December 2015 case, Dubai’s Court of Cassation
overturned a lower court’s acquittal in a defamation case over a Facebook posting.84

Prosecutions and Detentions for Online Activities
The UAE routinely jails individuals for posting political, social, or religious opinions online, and 2017
saw one of the highest prison sentences in recent years.
Dr. Nasser bin Ghaith was sentenced in March 2017 to 10 years in prison on a range of charges that
“UAE Anti-discriminatory Law bans hate speech, promotion of violence,” Emirates 24/7, July 22, 2015, http://
www.emirates247.com/news/government/uae-anti-discriminatory-law-bans-hate-speech-promotion-ofviolence-2015-07-22-1.597389.

76

See Human Rights Watch, “United Arab Emirates,” World Report 2016, https://www.hrw.org/world-report/2016/countrychapters/united-arab-emirates, and Amnesty International, “United Arab Emirates 2015/2016,” Annual Report, https://www.
amnesty.org/en/countries/middle-east-and-north-africa/united-arab-emirates/report-united-arab-emirates/.

77

78

AFP, “UAE toughens anti-terrorism laws,” Al Arabiya, August 21 2014, http://ara.tv/j8cc4.

80

Human Rights Watch, “UAE: Free Speech Under Attack,” January 25, 2012, http://bit.ly/1k7mjSI.

79

81
82

Human Rights Watch, “UAE: Terrorism Law Threatens Lives, Liberty,” December 3, 2014, http://bit.ly/1NdV6st.
Federal Law No. 15 of 1980 Governing Publications and Publishing, http://bit.ly/1VUyHGE.

“Fines and jail for posting pictures of others without permission,” al-Bawaba, February 25, 2016, http://bit.ly/2exHKJI.

“New UAE Online Law: Dh250,000 fine for swearing on WhatsApp,” Emirates 24/7, June 16, 2015, http://bit.ly/1MHqpJv
, and “UAE man faces $68,000 fine for swearing on WhatsApp,” BBC News, June 16, 2015, http://www.bbc.com/news/worldmiddle-east-33152898.
83

84 Ryan Stultz, “Dubai court rules even ‘private’ Facebook posts subject to prosecution,” Stepfeed.com, December 8, 2015, http://
stepfeed.com/more-categories/big-news/dubai-court-rules-even-private-facebook-posts-subject-prosecution/#.V7kYkZMrLBJ.
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primarily relate to nonviolent speech published online. Bin Ghaith is a human rights activist and
former lecturer at the Abu Dhabi branch of the Paris-Sorbonne University.85 He was arrested after
publishing comments on Twitter that criticized Egypt’s security forces on the second anniversary of
the August 2013 massacre of protestors at Cairo’s Raba’a Square, and arbitrarily detained for nine
months. In May 2016 he was formally charged with committing a “hostile act” against a foreign
country under Article 166 of the penal code.86 He was also charged under Articles 28 and 29 of the
cybercrime law for a sarcastic tweet about the state’s tolerance of diverse religions,87 and another
tweet saying he was “tortured and unjustly accused during a previous trial,” for which he was
charged with damaging the state’s reputation. His trial has been repeatedly adjourned.88 Bin Ghaith
was previously arrested in 2011 for signing an online petition demanding political reform.89
Jordanian journalist Taysir al-Najar was sentenced to three years in prison and an AED 500,000
(US$135,000) fine for “insulting state figures” in March 2017.90 She had published a 2014 Facebook
post that was critical of the authorities.
In March 2017, activist Ahmed Mansour was arrested for “spreading sectarianism and hatred
on social media.”91 Twelve security officers searched Mansour’s house for electronic devices,
confiscating laptops and cell phones belonging to him as well as his family members.92 Mansour had
written about censorship in the UAE on social media, among other topics.
Several foreigners were also sentenced to prison for social media posts under the country’s harsh
cybercrime laws:
•

In April 2017, two Bahrainis were sentenced to three years in prison and an AED 500,000
(US$ 136,000) fine for inciting sectarianism over a video they published on Instagram while
in Dubai. The men were stopped by Saudi authorities while crossing the bridge back to
Bahrain.93 In 2014, GCC governments signed an extradition pact as part of a wider security
agreement.94

•

In March 2017, Jordanian journalist Taysir al-Najjar was sentenced to three years in jail
and a 500,000 fine for “insulting state figures” in a 2014 Facebook post critical of Emirati
authorities.95

•

In March 2016, an Omani man was sentenced to three years in jail and fine of AED 50,000

85 Naser al Remeithi, “Former university lecturer appears in court accused of inciting hatred in UAE,” The National, May 2,
2016, http://www.thenational.ae/uae/courts/former-university-lecturer-appears-in-court-accused-of-inciting-hatred-in-uae.
86 “UAE: Speech Charges Violate Academic’s Rights,” Human Rights Watch, October 12, 2016, https://www.hrw.org/
news/2016/10/12/uae-speech-charges-violate-academics-rights.
87

See https://twitter.com/N_BinGhaith/status/633301477038030848.

“UAE: Human rights defender Dr. Nasser Bin Ghaith remains in prison as trial continues,” Gulf Center for Human Rights,
June 23, 2016, http://www.gc4hr.org/news/view/1295.
88
89

90

“Emirates arrests Nasser Bin Ghaith,” Al Bawaba, August 19, 2015, http://bit.ly/2ed2k7c.

“UAE: three years in prison and a 100k fine for Taylor al-Najjar,” al-Ghad newspaper, March 15, 2017, http://bit.ly/2imDfp3.

91 “Amnesty renews demand for release of UAE activist Mansour,” Middle East Monitor, May 12, 2017, https://www.
middleeastmonitor.com/20170512-amnesty-renews-demand-for-release-of-uae-activist-mansour/.
92 “Amnesty renews demand for release of UAE activist Mansour,” Middle East Monitor, May 12, 2017, https://www.
middleeastmonitor.com/20170512-amnesty-renews-demand-for-release-of-uae-activist-mansour/.

93 “UAE: Two Bahrainis sentenced to 3 years in prison and 500.000 Dirham,” ECHR, May 2, 2017, http://www.echr.org.uk/
news/uae-two-bahrainis-sentenced-3-years-prison-and-500000-dirham.

94 “GCC: Joint Security Agreement Imperils Rights,” HRW, April 26, 2017, https://www.hrw.org/news/2014/04/26/gcc-jointsecurity-agreement-imperils-rights.
95

“UAE: three years in prison and a 100k fine for Taylor al-Najjar,” al-Ghad, March 15, 2017, http://bit.ly/2imDfp3.
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(US$ 13,500) for describing UAE soldiers killed in Yemen as “cowards” on WhatsApp. He will
be deported after serving his sentence.96
•

In June 2016, the Abu Dhabi Court sentenced a foreign national to six months in jail and an
AED 50,000 (US $13,500) fine for sharing content on a file-sharing website. He will also be
deported after serving his sentence.97

Numerous Emirati users continue to serve long prison sentences for their online activities, mainly
as a result of the UAE94 trials involving alleged members of the banned opposition movement alIslah. 98 They include Marwan Mohamed Ateej,99 Khalifa Al-Nuaimi,100 Rashid al-Shamsi,101 Musabeh
al-Rumaithy,102 Abdullah al-Hajri,103 Omran al-Radhwan,104 Abdulrahman Bajubair, 105 Khalifa Rabeiah,
and Othman al-Shehhi.106
In November 2014, online activist Osama Al-Najjar was sentenced to three years in prison and fined
US$136,000 for tweets alleging that his father, who was imprisoned during the UAE94 trials, was
tortured by security forces. 107 He was found guilty of belonging to the banned political group alIslah, spreading lies, and instigating hatred against the state through Twitter.108 As of March 2017, alNajjar remained in detention despite having served out his three-year sentence.109

Surveillance, Privacy, and Anonymity
Surveillance is widespread and there are limited privacy protections or opportunities for anonymous
communication. Internet and mobile providers are not transparent about the procedures authorities
use to access users’ information. It’s not clear that there is any legal oversight involved.
Amendments to the cybercrime law were passed in July 2016 state that “whoever uses a fraudulent
“Man jailed for insulting UAE on WhatsApp,” Arabian Business, March 1, 2016,
http://www.arabianbusiness.com/man-jailed-for-insulting-uae-on-whatsapp-623405.html#.V7k0RJMrLBL.

96

97 “UAE court jails man for uploading torrents,” Emirates 24/7, June 28, 2016, http://www.emirates247.com/news/emirates/
uae-court-jails-man-for-uploading-torrents-2016-06-28-1.634340.
98 Emirates Centre for Human Rights (ECHR), “Current political prisoners,” accessed March 18, 2014, http://www.echr.org.
uk/?page_id=207.

99 Naser al Remeithi, “Man jailed for five years for supporting Muslim Brotherhood,” The National, March 27, 2016, http://
www.thenational.ae/uae/courts/man-jailed-for-five-years-for-supporting-muslim-brotherhood.

100 Al-Nuaimi had previously written about “the UAE 5” and had been consistently threatened prior to his arrest: “( د رغ ملا
 ) حب صموب..  لبق ميظنتلا نع فشكي35  ”!! مويKalnuaimi (blog), July 15, 2012, http://bit.ly/1jqEuCW.

Al-Shamsi had tweeted news of arrests and written blog posts related to politics and free speech. See Rashed Al Shamsi
(blog), http://bit.ly/1hGA88O.

101

al-Rumaithy was arrested for his online writings in which he expressed support for the Islamist Islah party. He had been
handed a travel ban one month before his arrest. See GC4HR, “UAE- Travel bans imposed against human rights activists as
restriction on freedom of movement increases,” July 1, 2012, http://www.gc4hr.org/news/view/187.

102

Al-Hajri was arrested over the contents of his blog, http://alhajria.wordpress.com, in which he called for more
government action to combat public immorality.

103

Al-Radhwan had tweeted about “the UAE 5” detainees and wrote several posts on his website, http://omran83.tumblr.
com, promoting Islah and criticizing state violations of Shariah law.

104
105
106

Reporters Without Borders, “United Arab Emirates: Tracking “cyber-criminals”,” March 11, 2014, http://bit.ly/1OF6kXh.

“Digital Citizen 1.5,” Global Voices, April 1, 2014, https://advocacy.globalvoicesonline.org/2014/04/01/digital-citizen-1-5/.

GC4HR, Hear their Voices: Alarming Times for Human Rights Defenders in the Gulf Region & Neighboring Countries,
February 2015, http://bit.ly/1GIwKkA.

107

Gulf Center for Human Rights, Torture and Abuse in Prisons in the United Arab Emirates, March 5, 2015, http://bit.
ly/1OF61f5; Human Rights Watch, “UAE: Terrorism Law Threatens Lives, Liberty,” December 3, 2014, http://bit.ly/1NdV6st.

108

“UAE Decision not to release Osama al-Najjar ‘indefensible’,” Amnesty International, March 18, 2017, https://www.
amnesty.org/en/latest/news/2017/03/uae-decision-not-to-release-osama-al-najjar-indefensible/.
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computer network protocol address (IP address) by using a false address or a third-party address
by any other means for the purpose of committing a crime or preventing its discovery, shall be
punished by temporary imprisonment and a fine of no less than AED 500,000 (US$ 136,000) and
not exceeding AED 2,000,000 (US$ 540,000),” or both.110 The clause may refer to VPNs used to
circumvent censorship, which help disguise the user’s location. A prison sentence was not specified;
however, considering that cyber violations will now be treated as crimes and not misdemeanours,
prison terms would likely be at least three years under the law.111 The TRA clarified that “companies,
banks and institutions are not prohibited from using VPNs,” adding that “the law can be breached
only when internet protocols are manipulated to commit crime or fraud.”112
Both Abu Dhabi113 and Dubai hosted international cybersecurity conferences over the past year. 114
In August 2016, a Danish newspaper revealed that a Danish subsidiary of British defense contractor
BAE Systems was selling surveillance equipment to UAE officials. The equipment was reportedly
capable of deep packet inspection, “IP monitoring and data analysis” for “serious crime” and
“national security” investigations.115
In February 2016, an official from Dubai police said authorities monitor users on 42 social media
platforms.116 A TRA official also stated, “We have started monitoring all the social media channels –
all websites and profiles are monitored.”117
In April 2014, the Ministry of Interior announced plans to link ID cards with internet services and
cell phones “to crackdown on child abusers.” An official stated “by linking ID cards with internet
service providers, people’s identities will be linked to the websites they visit.”118 Mobile phone users
were required to re-register personal information as part of a 2012 TRA campaign “My Number, My
Identity” to retain service.119 Cybercafe customers are also required to provide their ID and personal
information.120

“Dh500,000 fine if you use fraud IP in UAE,” Emirates 24/7, July 22, 2016, http://www.emirates247.com/news/emirates/
dh500-000-fine-if-you-use-fraud-ip-in-uae-2016-07-22-1.636441.

110

“A legislative amendment that increases cybercrimes from misdemeanour to felony,” Emarat al Youm, January 17, 2016,
http://www.emaratalyoum.com/local-section/other/2016-01-17-1.860078.

111

“Using VPNs: What UAE residents need to know,” Gulf News, August 2, 2016, http://gulfnews.com/news/uae/crime/usingvpns-what-uae-residents-need-to-know-1.1872123.

112

“International Conference for Criminalization of cyber-terrorism issues Abu Dhabi declaration,” Zawya, May 17, 2017, http://www.zawya.
com/mena/en/story/International_Conference_for_Criminalization_of_cyberterrorism_issues_Abu_Dhabi_declaration-WAM20170516184045071/.

113
114

“Largest cybersecurity event opens in Dubai,” Trade Arabia, May 22, 2017. https://www.tradearabia.com/news/IT_325228.html.

116

“Emirates operate online police to monitor users,” Cairo Portal, February 24, 2016, http://bit.ly/2ebBVlh.

“BAE Systems Sells Internet Surveillance Gear to United Arab Emirates,” The Intercept, August 26, 2016. https://
theintercept.com/2016/08/26/bae-systems-sells-internet-surveillance-gear-to-united-arab-emirates/.

115

117

“UAE in crackdown on social media abuse,” Arabian Business, March 10, 2015, http://bit.ly/1FKCiuW.

Caline Malek, “UAE ministry to link ID cards with the internet to crack down on child abusers,” The National, April 5, 2014,
http://bit.ly/1LPc4J0.

118

The TRA’s statement reads: “Your mobile phone number is an extension of your identity. Sharing or giving away your
SIM-Card to others can cause unwanted consequences, including being held accountable for any improper conduct or misuse
associated with the mobile phone subscription by the authorities as well as being liable for all charges by the licensees.”
Telecommunications Regulatory Authority, “My Number My Identity,” accessed April 28, 2013, http://bit.ly/1LPbs66; and Nadeem
Hanif, “Every mobile phone user in the UAE must re-register SIM card,” The National, June 28, 2012, http://bit.ly/1k7pFoY.
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Morgan Marquis-Boire, et. al., Planet Blue Coat: Mapping Global Censorship and Surveillance Tools, Citizen Lab, January 15,
2013, http://bit.ly/1d0bWVr.
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Intimidation and Violence
Online activists in the UAE face arbitrary detention, enforced disappearances, and torture.121 Nasser
bin Ghaith reports being detained in poor conditions and subject to torture while on trial for online
activities, including extended periods in solitary confinement.122 In April 2017, he announced he
would go on hunger strike to protest his mistreatment and unfair trial.123
Activist Ahmed Mansour, who was detained in 2017, has been harassed for years. Authorities have
frozen his bank accounts, put him under a travel ban, denied him a passport, and attempted to
hack into his email accounts. When arresting him, security forces searched Mansour’s house and
confiscated all electronic devices belonging to him and his family members.124

Technical Attacks
Emirati activists have faced repeated technical attacks designed to trick them into downloading
spyware. In May 2016, a report from the New York Times stated the UAE government paid the
cybersecurity firm “Hacking Team” more than US$ 634,500 to target 1,100 devices with spyware.125
Through a forensic investigation by cybersecurity expert Bill Marczak, Emirati human rights
activist Ahmed Mansour discovered he had been repeatedly targeted with sophisticated spyware
from FinFisher and Hacking Team. Mansour has since been arrested for his online speech (see
“Prosecutions and Detentions for Online Actiities”). A report by CitizenLab demonstrated five cases
where arrests or convictions of users followed malware attacks against their Twitter accounts from
2012 to 2015.126
According to a 2016 report by Symantec, the UAE was subject to the second highest number of
cyberattacks in the Middle East, and the 15th highest worldwide,127 attracting five percent of global
cyberattack traffic.128 In 2016, the TRA announced it had “successfully foiled 1,054 cyberattacks”
targeting private companies, as well as government entities.129 In April 2016, Dubai police arrested
foreign hackers accused of blackmailing five senior White House officials over emails.130

Human Rights Watch, “United Arab Emirates,” World Report 2016, https://www.hrw.org/world-report/2016/countrychapters/united-arab-emirates.
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“UAE Sentences Dr. Nasser bin Ghaith to 10 Years in Prison,” ADHRB, March 29, 2017. http://www.adhrb.org/2017/03/
uae-sentences-dr-nasser-bin-ghaith-10-years-prison/.

122

“Emirati Academic launches open hunger strike for freedom,” ECHR, April 18, 2017. http://www.echr.org.uk/news/emiratiacademic-launches-open-hunger-strike-freedom.
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“UAE: Surprise overnight raid leads to arrest of prominent human rights defender,” Amnesty International, March 20,
2017, https://www.amnesty.org/en/latest/news/2017/03/uae-surprise-overnight-raid-leads-to-arrest-of-prominent-humanrights-defender/.

124

Nicole Perlroth. “Governments Turn to Commercial Spyware to Intimidate Dissidents” New York Times, May 29, 2016, http://
www.nytimes.com/2016/05/30/technology/governments-turn-to-commercial-spyware-to-intimidate-dissidents.html?_r=0.
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Bill Marczak, John Scott-Railton, “Keep Calm and (Don’t) Enable Macros: A New Threat Actor Targets UAE Dissidents,”
Citizen Lab, May 29, 2016, https://citizenlab.org/2016/05/stealth-falcon/.
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“High incidence of ransomware cyber attacks in UAE,” Khaleej Times, May 4, 2017.

“UAE a target of 5 per cent of global cyber attacks,” Gulf News, May 12, 2016. http://gulfnews.com/news/uae/crime/uaea-target-of-5-per-cent-of-global-cyber-attacks-1.1826610.
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“TRA foiled more than 1000 cyber attacks last year,” Emirates 24/7, March 16, 2017. http://www.emirates247.com/crime/
local/tra-foiled-more-than-1000-cyber-attacks-last-year-2017-03-16-1.649766

129

“Dubai cops arrest hackers targeting White House staff,” The Detroit, April 3, 2017. http://www.detroitnews.com/story/
news/world/2017/04/03/dubai-us-hackers-arrest/99971678/.
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United Kingdom
2016

2017

Population:

Internet Freedom Status

Free

Free

Internet Penetration 2016 (ITU):

94.8 percent

Obstacles to Access (0-25)

2

2

Social Media/ICT Apps Blocked:

No

Limits on Content (0-35)

5

5

Political/Social Content Blocked:

No

Violations of User Rights (0-40)

16

17

Bloggers/ICT Users Arrested:

No

TOTAL* ( 0-100 )

23

24

65.6 million

Press Freedom 2017 Status:

Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

In November 2016, the controversial Investigatory Powers Act 2016 reformed the
legal framework governing the surveillance powers available to law enforcement and
intelligence agencies, significantly undermining privacy (see “Surveillance, Privacy, and
Anonymity”).

•

The WannaCry attack was one of the first major instances of a cyberattack affecting UK
public-facing health service infrastructure (see “Technical Attacks”).
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Introduction
Internet freedom declined in 2017 as the Investigatory Powers Act (IP Act) authorized a range
of surveillance powers, including some bulk surveillance of individuals who are not the targets
of criminal or national security investigations. The WannaCry ransomware attack also exploited
vulnerabilities in national public health infrastructure to impede care for patients.
The UK has consistently been an early adopter of new information and communication technologies
(ICTs). Internet coverage is almost universal, with competitive prices and generally fast speeds.
Mobile devices, especially smartphones, have become the most prevalent means of internet access.
However, strategies to combat extremist as well as offensive speech online periodically threaten to
curb legitimate expression.
The IP Act was given royal assent on November 29, 2016. The law was devised to clarify, update,
and define powers of surveillance available to intelligence, police, and security services. Though
it introduced some new oversight mechanisms, it was a step back for privacy in several respects.
The law authorized bulk surveillance measures that the United Nations special rapporteur on
privacy called “disproportionate” and “privacy-intrusive.” It also increased requirements for
internet companies to cooperate with investigations, including potentially “removing electronic
protection” from encrypted communications or data where possible.
The law was passed despite ongoing findings about UK surveillance overreach. The Investigatory
Powers Tribunal ruled that UK intelligence agencies had unlawfully conducted bulk data
collection for 17 years before the activity was publicly disclosed in 2015. Separately, an EU court
found that that data retention requirements for companies operating in the UK “cannot be
considered to be justified” in a democratic society. But the IP Act codified similar practices and
others that were even more concerning.

Obstacles to Access
ICT infrastructure is generally strong and policies and regulation tend to favor access. The
overwhelming majority of UK citizens use the internet frequently on a variety of devices, particularly
smartphones, and substantial investments led by the government have led to better levels of service.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)a

Mobile penetration (ITU)b
Average connection speeds (Akamai)c
a
b
c

2016

94.8%

2011

85.4%

2015

126%

2015

2016

2011

2017(Q1)

2016(Q1)

92.0%
122%
124%

16.9 Mbps
14.9 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.
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Access to the internet is considered to be a key element determining societal and democratic
participation in the UK. Broadband access is almost ubiquitous, and nearly 100 percent of all
households are within range of ADSL connections. All national mobile network operators offer 4G
mobile communication technology, with outdoor 4G coverage from at least one network accessible
in over 89 percent of UK premises.1
The UK provides a competitive market for internet access, and prices for communications services
compare favorably with those in other countries. Prices remain competitive as the scope of services
increases. A sample mobile data plan cost around GBP 10 (US$ 12) a month in 2017; the most
affordable fixed-line broadband packages were available for a little over GBP 30 (US$ 37) a month.2
The average monthly income was GBP 2,774 (US$ 3,480) in 2016.3
The Digital Economy Act 2017 provides that a minimum of 10 Mbps broadband access is effectively
a legal right.4 Progress continues towards the expansion of “superfast” broadband that has an
advertised speed of at least 30 Mbps.5 In 2015, 30 percent of all broadband connections were
superfast, compared to 0.2 percent in 2009,6 and more than 80 percent of all UK premises have
superfast broadband access availability.7 A voucher scheme covering up to GBP 3,000 (US$ 4,440) of
installation costs for small and medium enterprises has been in place in 50 British cities since 2015.8
Mobile telephone penetration is extensive. In 2016, 66 percent of adults reported a smartphone was
their primary device for accessing the internet,9 and reported valuing their smartphone over any
other communication or media device;10 the smartphone was identified as the primary device for
access in five out of nine online activities.11
People in the lowest income groups are significantly less likely to have home internet subscriptions,
with the gap between socioeconomic groups remaining the same for the past few years. However,
in 2016 it was found that internet use in the 65 to 74 age group has increased by nearly 70 percent
since 2011.12 Of the 15 percent of adults without household internet access, 12 percent reported

1

Ofcom, The Communications Market Report 2015, p.1.

Mobile SIM-only plan from BT. BT, SIM-Only deals, Value Starter Plan https://www.productsandservices.bt.com/mobile/simonly-deals. For fixed-lined service, see https://www.broadbandchoices.co.uk/news/broadband/bt-announces-price-increasesfrom-3-july-2016-01177; and https://www.productsandservices.bt.com/products/broadband-packages/. BT prices include line
rental, which was GBP 18.99 in 2017.
2

3 World Bank, “GDP per capita, PPP (current international $),” International Comparison Program Database, http://data.

worldbank.org/indicator/NY.GDP.PCAP.PP.CD.

s 1 Digitial Economy Act 2017; Jamie Rigg, How the Digital Economy Act will come between you and porn and everything
else you need to know about the new legislation, Engaget, 5 March 2017 https://www.engadget.com/2017/05/03/digitaleconomy-act-explainer/

4

5 For local area progress in broadband provision, see DCMS, Table of local broadband projects, October 2014, https://docs.
google.com/spreadsheet/ccc?key=0Ah3sVRjT82kKdEltX0lJNjNVWWhNbjBnNGwxeHhqMHc#gid=0.
6

Ofcom, The Communications Market Report 2015, p3.

8

DCMS, 2.5 million more UK homes and businesses can now go superfast note 12.

DCMS, 2.5 million more UK homes and businesses can now go superfast, https://www.gov.uk/government/news/25-millionmore-uk-homes-and-businesses-can-now-go-superfast .

7

Ofcom, Adults’ media usage and attitudes, April 2016 http://stakeholders.ofcom.org.uk/binaries/research/media-literacy/
adults-literacy-2016/2016-Adults-media-use-and-attitudes.pdf.
9

Ofcom, Adults’ media usage and attitudes, April 2016 http://stakeholders.ofcom.org.uk/binaries/research/media-literacy/
adults-literacy-2016/2016-Adults-media-use-and-attitudes.pdf.

10

Ofcom, Adults’ media usage and attitudes, April 2016 http://stakeholders.ofcom.org.uk/binaries/research/media-literacy/
adults-literacy-2016/2016-Adults-media-use-and-attitudes.pdf.

11

Office for National Statistics, “Internet users in the UK 2016,” May 20, 2016, https://www.ons.gov.uk/
businessindustryandtrade/itandinternetindustry/bulletins/internetusers/2016.
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having no intention to obtain it.13 There is a no general gender gap in internet use, though twothirds of women over 75 have never used the internet.14

Restrictions on Connectivity
The government does not place limits on the amount of bandwidth ISPs can supply, and the use of
internet infrastructure is not subject to direct government control. ISPs regularly engage in traffic
shaping or slowdowns of certain services (such as peer-to-peer file sharing and television streaming).
Mobile providers have cut back on previously unlimited access packages for smartphones,
reportedly because of concerns about network congestion.

ICT Market
The five major internet service providers (ISPs) are British Telecom (BT) with a 32 percent market
share, Sky (23 percent), Virgin Media (19 percent), TalkTalk (13 percent), EE (4 percent) and others
(8 percent).15 Through local loop unbundling—where communications providers offer services to
households using infrastructure provided mainly by BT and Virgin—a wider number of companies
provide internet access. Ninety-five percent of homes could receive unbundled telecommunications
services by 2015.16
ISPs are not subject to licensing but must comply with general conditions set by Ofcom, such as
having a recognized code of practice and being a member of a recognized alternative disputeresolution scheme.17
Among mobile operators, EE leads the market with 29 percent of subscribers, followed by O2
(27 percent), Vodafone (19 percent), Three (11 percent), and Tesco (8.5 percent).18 Mobile Virtual
Network Operators, including Tesco, provide service using the infrastructure of one of the other four.

Regulatory Bodies
Ofcom, an independent statutory body, is the primary telecommunications regulator under broad
definitions of responsibility for “citizens,” “consumers,” and “communications matters” granted
to it under the Communications Act 2003.19 It is responsible to Parliament and also regulates
the broadcasting and the postal sectors.20 Ofcom has some content regulatory functions with
implications for the internet, such as regulating video content in keeping with the European Union
(EU) AudioVisual Media Services Directive.21

13

Ofcom, The Communications Market Report 2015, p.352.

15

Ofcom, The Communications Market Report 2016, p.152.

14
16

Office for National Statistics, “Internet users in the UK 2016,” p. 2.

Ofcom, The Communications Market Report 2015, p. 282.

Ofcom, Consolidated Version of General Conditions of Entitlement (London: Ofcom), December 16, 2013, http://stakeholders.
ofcom.org.uk/binaries/telecoms/ga/GENERAL_CONDITIONS_AS_AT_26_DECEMBER_2013.pdf.

17
18

Ofcom, The Communications Market Report 2016, p.153.

20

https://www.ofcom.org.uk/about-ofcom/what-is-ofcom

19

Communications Act 2003, Part 1, Section 3, http://www.legislation.gov.uk/ukpga/2003/21/contents.

DigitalTV Europe, “Ofcom to take over VoD regulation from ATVOD” 14 October 2015, http://www.digitaltveurope.
net/443191/ofcom-to-take-over-vod-regulation-from-atvod/.
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Nominet, a nonprofit company operating in the public interest, manages access to the .uk, .wales,
and .cymru domains. In 2013, Nominet implemented a post-registration domain name screening to
suspend or remove domain names that encourage serious sexual offenses.22
Other groups regulate services and content through voluntary ethical codes or co-regulatory
rules under independent oversight. In 2012, major ISPs published a “Voluntary Code of Practice in
Support of the Open Internet.”23 The code commits ISPs to transparency and confirms that traffic
management practices will not be used to target and degrade the services of a competitor. The
code was amended in 2013 to clarify that signatories could deploy content filtering or provide such
tools where appropriate for public Wi-Fi access.24
Criminal online content is managed by the Internet Watch Foundation (IWF), an independent selfregulatory body funded by the EU and industry bodies (see “Blocking and Filtering”).25 The
Advertising Standards Authority and the Independent Press Standards Organization regulate
newspaper websites. With the exception of child abuse content, these bodies eschew prepublication censorship and operate post-publication notice and takedown procedures within the
E-Commerce Directive liability framework (see “Content Removal”).

Limits on Content
Various categories of criminal content such as depictions of child sexual abuse, promotion of extremism
and terrorism, and copyright infringing materials are blocked by UK ISPs. Parental controls over
content considered unsuitable for children are enabled by default on mobile networks, requiring
adults to opt out to access adult material. These measures can result in overblocking, and a lack of
transparency persists regarding the processes involved and the kind of content affected. Allegations of
online content manipulation were made during the reporting period.

Blocking and Filtering
The Digital Economy Act 2017, passed in April, introduces a number of requirements on ISPs and
content providers. Section 14(1) requires content providers to verify the age of users accessing
online pornography. The legislation envisions a regulator which will provide guidance on the
means and mechanisms for providers to achieve compliance. The regulator may issue fines of
up to GBP 250,000 (US$ 330,000) or 5 percent of the provider’s turnover, whichever is greater,
for noncompliance.26 In mid-2017, the British Board of Film Certification (BBFC) signed letters of
understanding with the government to take up the role.27 The legislation also generated controversy
by including provisions to allow blocking of “extreme” pornographic material under standards which

22 Nominet, “Nominet to update registration policy in light of Lord Macdonald review,” 15 January 2014, http://www.nominet.
org.uk/news/latest/nominet-update-registration-policy-light-lord-macdonald-review.
23 Broadband Stakeholder Group, “ISPs launch Open Internet Code of Practice,” July 25, 2012, http://www.broadbanduk.
org/2012/07/25/isps-launch-open-internet-code-of-practice/.

24 Broadband Stakeholder Group, “ISPs launch Open Internet Code of Practice,” May 2013, http://www.broadbanduk.org/wpcontent/uploads/2013/06/BSG-Open-Internet-Code-of-Practice-amended-May-2013.pdf.
25
26

The Internet Watch Foundation, https://www.iwf.org.uk/.
s 20(2) of the Digital Economy Act 2017

British Board of Film Classification. Digital Economy Bill Letters of Understanding http://www.bbfc.co.uk/media-centre/
digital-economy-bill-letters-of-understanding
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critics said were poorly defined and unevenly applied.28
Service providers already block and filter some illegal and some legal content in the UK, with varying
degrees of transparency. Illegal content falls into three categories. First, ISPs block illegal content
depicting child sexual abuse. Second, overseas-based URLs hosting content that has been reported
by police for violating the Terrorism Act 2006 —which prohibits the glorification or promotion of
terrorism—are included in the child filters supplied by many ISPs, and are inaccessible in schools,
libraries, and other facilities considered part of the “public estate.” The list of sites in these two
categories is kept from the public to prevent access to unlawful materials. Finally, ISPs are also
required to block domains and URLs found to be hosting material that infringes copyright when
ordered by the High Court. Those orders are not kept from the public, but can be hard to obtain.29
Separately, all mobile service providers and some ISPs providing home service filter legal content
considered unsuitable for children. Mobile service providers enable these filters by default, requiring
customers to prove they are over 18 to access the unfiltered internet. In 2013, the four largest ISPs
agreed with the government to present all customers with an “unavoidable choice” about whether
to enable parentally controlled filters.30 Civil society groups say those filters lack transparency and
affect too much legitimate content, making it hard for consumers to make informed choices, and for
content owners to appeal wrongful blocking.
ISPs block URLs using content filtering technology known as Cleanfeed, which was developed by
BT in 2004.31 In 2011, a judge described Cleanfeed as “a hybrid system of IP address blocking and
DPI-based URL blocking which operates as a two-stage mechanism to filter specific internet traffic.”
While the process involves deep packet inspection (DPI), a granular method of monitoring traffic
that enables ISPs to block individual URLs rather than entire domains, it does not enable “detailed,
invasive analysis of the contents of a data packet,” according to the judge’s description. Other,
similar systems adopted by ISPs besides BT are also “frequently referred to as Cleanfeed,” the judge
wrote.32
ISPs are notified about websites hosting content that has been determined to break, or potentially
break UK law under different procedures:
•

The Internet Watch Foundation (IWF) compiles a list of specific URLs containing
photographic or computer-generated depictions of child sexual abuse or criminally
obscene adult content to distribute to ISPs and other industry stakeholders who support
the foundation through membership fees.33 ISPs block those URLs in accordance with a
voluntary code of practice set forth by the Internet Services Providers’ Association (see
“Regulatory Bodies”). IWF analysts evaluate sites hosting material that potentially violate

Damien Gayle, “What, how and why? The UK’s new online porn restrictions explained” The Guardian 25 November 2016
https://www.theguardian.com/culture/2016/nov/25/what-how-and-why-the-uks-new-online-porn-restrictions-explained

28
29

451 Unavailable, “UK Blocking Orders,” https://www.451unavailable.org/uk-blocking-orders/.

Ofcom, “Ofcom report on internet safety measures,” December 16, 2015, http://stakeholders.ofcom.org.uk/binaries/
internet/fourth_internet_safety_report.pdf

30

Martin Bright, “BT puts block on child porn sites,” The Guardian, June 6, 2004, https://www.theguardian.com/
technology/2004/jun/06/childrensservices.childprotection; “TCP Reset is sent back to the customer instead of content,” The
Guardian, December 8, 2008, https://www.theguardian.com/technology/blog/2008/dec/08/internet-censorship-wikipediadiagram; Open Rights Group Wiki, “Cleanfeed,” https://wiki.openrightsgroup.org/wiki/Cleanfeed.
31

32
33

[2011] EWHC 1981 (Ch), accessible: http://news.bbc.co.uk/2/shared/bsp/hi/pdfs/28_07_11_bt_newzbin_ruling.pdf.
Internet Watch Foundation, “URL List Policy,” https://www.iwf.org.uk/members/member-policies/url-list.
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a range of UK laws,34 in accordance with a Sexual Offences Definitive Guideline published
by the Sentencing Council under the Ministry of Justice.35 The IWF recommends that ISPs
notify customers why the site is inaccessible,36 but some have returned error messages
instead.37 The IWF website allows site owners to appeal their inclusion on the list. Citizens
can also report criminal content via a hotline. In 2008, the IWF blacklisted a Wikipedia page
displaying an album cover depicting a naked girl based on a complaint. Other Wikipedia
users reported that the block affected their ability to edit the site’s user-generated content,38
and the IWF subsequently removed the page from the list.39 An independent judicial review
of the human rights implications of IWF’s operations conducted in 2014 said the body’s
work was consistent with human rights law.40 The IWF appointed a human rights expert in
accordance with one of the review’s recommendations, but deferred action on another to
restrict its remit to child sexual abuse.41

34

•

The police Counter Terrorism Internet Referral Unit compiles a list of URLs hosted overseas
containing material considered to glorify or incite terrorism under the Terrorism Act 2006,42
which are filtered on networks of the public estate, such as schools and libraries; they can
still be accessed on private computers.43 In 2014, the four largest ISPs, BT, Virgin, Sky, and
TalkTalk, said they would also include this content in parental filters.44

•

The UK High Court can order ISPs to block websites found to be infringing copyright under
the Copyright, Designs, and Patents Act 1988.45 The High Court has held that publishing
a link to copyright infringing material, rather than actually hosting it, does not amount to
an infringement;46 this approach was confirmed by the Court of Justice of the European
Union.47 In 2014, a new intellectual property framework included exceptions for making
personal copies of protected work for private use, as well as for “parody, caricature and

Internet Watch Foundation, “Laws Relating to the IWF’s Remit,” https://www.iwf.org.uk/hotline/the-laws.

Sentencing Council, Sexual Offences Definitive Guideline, https://www.sentencingcouncil.org.uk/wp-content/uploads/
Final_Sexual_Offences_Definitive_Guideline_content_web1.pdf.

35

Internet Watch Foundation, “Blocking: Good Practice,” https://www.iwf.org.uk/members/member-policies/url-list/blockinggood-practice.

36
37
38

Open Rights Group Wiki, “Cleanfeed,” https://wiki.openrightsgroup.org/wiki/Cleanfeed.

BBC News, “Wikipedia child image censored,” December 8, 2008, http://news.bbc.co.uk/2/hi/uk_news/7770456.stm.

ISP Review, “Internet Watch Foundation U-Turns on Wikipedia Block,” December 10, 2008, http://www.ispreview.co.uk/
news/EkkllAlVuVbKzPsVgN.html.

39

“IWF audited on human right,” January 27, 2014, https://www.iwf.org.uk/about-iwf/news/post/380-iwf-audited-on-humanrights.

40
41

https://www.iwf.org.uk/what-we-do/who-we-are/human-rights-audit

Open Net Initiative, “United Kingdom,” December 18, 2010, https://opennet.net/research/profiles/unitedkingdom#footnote47_syc8fbo; Terrorism Act 2006, http://www.legislation.gov.uk/ukpga/2006/11/pdfs/ukpga_20060011_en.pdf.

42

What do they Know, attachment to the Freedom of Information request “Current status of terrorist internet filtering,” June
28, 2013, https://www.whatdotheyknow.com/request/160774/response/404100/attach/html/3/attachment.pdf.html

43

Patrick Wintour, “UK ISPs to introduce jihadi and terror content reporting button,” The Guardian, November 13, 2014,
https://www.theguardian.com/technology/2014/nov/14/uk-isps-to-introduce-jihadi-and-terror-content-reporting-button

44

Sections 17 and 18 of the Digital Economy Act (DEA) of 2010 separately allowed for the courts to order websites
containing “substantial” violations of copyright to be blocked. In August 2011, the government announced that the DEA’s
blocking provisions would be dropped, in part because it was already authorized under another law. BBC News, “Government
drops website blocking,” August 3, 2011, http://www.bbc.com/news/technology-14372698.

45

Paramount Home Entertainment International Ltd v British Sky Broadcasting Ltd [2013] EWHC 3479 (Ch). For instances
where the individual is merely browsing the content, the Supreme Court has held that this does not amount to an infringement.
PRCA v The Newspaper Licensing Agency Limited [2013] UKSC 18.
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pastiche.”48 Copyright-related blocking has been criticized for its inefficiency and lack of
transparency.49 In 2014, after lobbying from the London-based Open Rights Group, BT, Sky,
and Virgin Media began informing visitors to sites blocked by court order that the order
can be appealed at the High Court.50
Mobile service providers also block URLs identified by the IWF as containing potentially illegal
content. However, Mobile UK, an industry group which consists of Vodafone, Three, EE, and O2,51
introduced additional filtering of content considered unsuitable for children in a code of practice
published in 2004 and updated in 2013.52 These child filters are enabled by default in mobile
internet browsers, though users can disable them by verifying they are over 18. Mobile Virtual
Network Operators are believed to “inherit the parent service’s filtering infrastructure, though they
can choose whether to make this available to their customers.”53 Transparency about what content
is affected depends on the provider. O2 allows its users to check how a particular site has been
classified.54
The filtering is based on a classification framework for mobile content published by the BBFC.55
Definitions of content the BBFC considers suitable for adults only include “the promotion,
glamorization or encouragement of the misuse of illegal drugs;” “sex education and advice which
is aimed at adults;” and “discriminatory language or behavior which is frequent and/or aggressive,
and/or accompanied by violence and not condemned,” among others. The BBFC adjudicates appeals
from content owners about overblocking and publishes the results quarterly.56
The four largest ISPs, BT, Sky, Virgin Media and TalkTalk, offer all customers the choice to activate
similar filters to protect children under categories that vary by provider, but can include social
networking, games, and sex education.57 Website owners can check whether their site is filtered
under one or more category, or report overblocking, by emailing the industry-backed nonprofit
group Internet Matters,58 though the process and timeframe for correcting mistakes varies by
provider.
These optional filters can affect a range of legitimate content about public health, homosexuality,
drug awareness, and even information published by civil society groups and political parties. In 2012,
O2 customers were temporarily unable to access the website of the right-wing nationalist British
“Major reform of intellectual property comes into force,” UK Department for Business, Innovation and Skills, September 30,
2014, https://www.gov.uk/government/news/major-reform-of-intellectual-property-comes-into-force.

48

Ofcom, “Site blocking” to reduce online copyright infringement,” May 27, 2010 http://stakeholders.ofcom.org.uk/binaries/
internet/site-blocking.pdf.

49

50 Jim Killock, “Website blocking orders made more transparent,” Open Rights Group, December 5, 2014, https://www.
openrightsgroup.org/blog/2014/website-blocking-orders-made-more-transparent.

51 Mobile UK was formerly the Mobile Broadband Group. Mobile UK, “Who we are,” http://www.mobilebroadbandgroup.com/
about-mobile-uk.html

Mobile Broadband Group, “UK Code of practice for the self-regulation of content on mobiles,” version 3, July 1, 2013,
http://www.mobilebroadbandgroup.com/documents/UKCodeofpractice_mobile_160515.pdf

52
53
54

Blocked! “Frequently Asked Questions,” https://www.blocked.org.uk/faq.
O2, “Site Checker,” http://urlchecker18plus.o2.co.uk/.

BBFC, “Mobile Content: Framework,” http://www.bbfc.co.uk/what-classification/mobile-content/framework. In 2013, the
British Board of Film Classification took over this function from the Independent Mobile Classification Body. See, BBFC, “BBFC
replaces the Independent Mobile Classification Board (IMCB) as the regulation framework provider for mobile internet content,”
July 1, 2013, http://www.bbfc.co.uk/about-bbfc/media-centre/bbfc-replaces-independent-mobile-classification-board-imcbregulation.
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BBFC, “Quarterly Report,” http://www.bbfc.co.uk/what-classification/mobile-content/quarterly-report.
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National Party.59 Civil society groups also have criticized the subjectivity of the content selected for
filtering. A 2014 magazine article noted that all ISPs had blocked dating sites with the exception of
Virgin Media, which operates one.60 During the coverage period of this report, an Ofcom report said
that ISPs include “proxy sites, whose primary purpose is to bypass filters or increase user anonymity,
as part of their standard blocking lists.”61 Transparency about the process remains lacking. In August
2015, when a watchmaking business complained to BT that their company website was blocked by
its Parental Control software, the provider responded that the process had been outsourced to “an
expert third party,” and that BT was “not involved.”62
Blocked!, a site operated by the Open Rights Group, allows users to test the accessibility of websites
and report overblocking of content by both home broadband and mobile internet providers.63 In
mid-2016, the website listed 11,715 sites blocked by default filters, meaning a user would have
to proactively disable the filter in order to view the content affected. A further 21,239 sites were
blocked by filters which users enable by choice. By early 2017, these figures have changed to 20,390
sites blocked by strict filters and 10,558 by default filters.

Content Removal
Content in different categories, including extremism and hate speech, may be subject to removal in
the UK, though authorities often struggle to enforce the relevant laws.
During the coverage period, the government accused social media platforms of not doing enough
to combat hate speech.64 In one example revealed during a trial for terrorism offenses committed
online, police said their attempts to remove content published by the defendant from Twitter and
YouTube had repeatedly failed, as the authorities had no powers to compel these platforms to
remove the content.65 The Home Office published guidance for tackling hate speech, which included
more efforts to monitor and regulate online activities.66 This should be viewed within the context of
the IP Act (see “Surveillance, Privacy, and Anonymity”), which empowers law enforcement agencies
to require telecommunication service providers to retain content data about users.
Different regulations affect content removal. Material blacklisted by the IWF because it constitutes
a criminal offense (see “Blocking and Filtering”) can also be subject to removal. When the
content in question is hosted on servers in the UK, the IWF coordinates with police and local
hosting companies to have it taken down. For content that is hosted on servers overseas, the IWF
coordinates with international hotlines and police to get the offending content taken down in the
host country. Similar processes are in place for the investigation of online materials inciting hatred

59 Thomas Brewster, O2 blocks BNP website as ‘hate site’, Tech Week Europe, May 18, 2012, http://www.techweekeurope.
co.uk/workspace/o2-blocks-bnp-website-as-hate-site-78653.

60 Steven Mackenzie, “Internet Access: Are You Being Subjected To ‘Private Sector Censorship?’” The Big Issue, September 10,
2014, http://www.bigissue.com/features/4323/internet-access-are-you-being-subjected-to-private-sector-censorship.
61

Ofcom, “Ofcom report on internet safety measures.”

63

Blocked! “Are you being blocked?” https://www.blocked.org.uk/.

62

Blocked! “The personal cost of filters,” https://www.blocked.org.uk/personal-stories.

Helen Warrell and Madhumita Murgia, ‘Social media groups accused of terror fight failings’ Financial Times, August 26,
2016 https://www.ft.com/content/5d608f40-6a16-11e6-ae5b-a7cc5dd5a28c
64

65 ‘Twitter and YouTube would not remove Anjem Choudary’s posts, court told’ The Guardian, August 16, 2016 https://www.
theguardian.com/media/2016/aug/16/twitter-youtube-anjem-choudary-social-media.
66

Home Office, Hate crime action plan 2016, https://www.gov.uk/government/publications/hate-crime-action-plan-2016
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under the oversight of TrueVision, a site that is managed by the police.67
The Terrorism Act calls for the removal of online material hosted in the UK if it “glorifies or praises”
terrorism, could be useful for terrorists, or incites people to carry out or support terrorism. A Counter
Terrorism Internet Referral Unit (CTIRU) was set up in 2010 to investigate internet materials and take
down instances of “jihadist propaganda.”68 The CTIRU compiles lists of URLs hosting such material
outside its jurisdictions, which are then passed on to service providers for voluntary filtering (see
“Blocking and Filtering”). In June 2015, then-Home Secretary Theresa May said the unit was taking
down “about 1,000 pieces of terrorist-related material per week.”69
Website owners and companies who knowingly host illicit material and fail to remove it may
held liable, even if the content was created by users, according to EU Directive 2000/31/EC (the
E-Commerce Directive).70 Subsequent updates to the Defamation Act effective since 2014 limited
companies’ liability for user-generated content that is considered defamatory. However, the
Defamation Act offers protection to website operators from private libel suits based on third-party
postings only if the victim alleging defamation can find the user responsible.71 The act does not
specify what sort of information the website operator must provide to plaintiffs, but raised concerns
that unauthenticated ID or anonymous internet use may prevent the operator from benefiting from
the act’s liability protections, thus encouraging website operators to register users to avoid civil
liability.72
In May 2014, the European Court of Justice gave search engines the task of removing links from their
search results at the request of individuals if the stories in question were deemed to be inadequate
or irrelevant. The so-called “right to be forgotten” ruling has had an impact on the way content
is handled in the UK. Google reported receiving 70,498 requests involving the UK, requesting the
removal of 272,570 URLs from its search results by July 2017, and complied in 39 percent of cases.73
The BBC publishes regular lists of its news stories which have been delisted by search engines.74 In
2016, Google expanded the right to be forgotten by removing links from all versions of its search

67

True Vision, “Internet Hate Crime,” http://www.report-it.org.uk/reporting_internet_hate_crime.

“2010 to 2015 government policy: counter-terrorism,” Gov.UK, May 8, 2015, https://www.gov.uk/government/
publications/2010-to-2015-government-policy-counter-terrorism/2010-to-2015-government-policy-counter-terrorism;
National Police Chiefs Council, “The Counter Terrorism Internet Referral Unit,” http://www.npcc.police.uk/NPCCBusinessAreas/
PREVENT/TheCounterTerrorismInternetReferralUnit.aspx.
68

69 They Work For You, House of Commons Debate, June 11, 2015, c1367, https://www.theyworkforyou.com/
debates/?id=2015-06-11c.1353.0#g1367.1.
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engine.75 Despite the UK ending its EU membership, the government and the data protection
regulator, the Information Commissioner’s Office (ICO), have committed to implementing EU
guidance on data protection, the General Data Protection Regulation,76 which comes into force in
May 2018. Under this guidance, the right to be forgotten will continue to apply in the UK.

Media, Diversity, and Content Manipulation
Self-censorship is difficult to measure in the UK, but not a grave concern. After the January 2015
attack on the French publication Charlie Hebdo some news outlets refrained from publishing
the magazine’s controversial cartoons of the prophet Muhammad,77 but the decision was not
government influenced or mandated.
Due to the UK’s extensive surveillance practices (see “Surveillance, Privacy and Anonymity”), it is
possible that certain online groups self-censor to avoid potential government interference. Media
and civil society groups filed legal challenges after former National Security Agency (NSA) Edward
Snowden made public the surveillance practices of the Government Communications Headquarters
(GCHQ), indicating heightened concern about the privacy of their communications. In September
2014, the London-based Bureau for Investigative Journalism filed an application with the European
Court of Human Rights to rule on whether UK legislation properly protects journalists’ sources and
communications from government scrutiny and mass surveillance.78 In January 2015, the European
Court of Human Rights prioritized the case,79 but in mid-2017 it remained pending.
There is no evidence of widespread government manipulation of online content, though a secretive
unit of GCHQ, the Joint Threat Research Intelligence Group, is reported to have pseudonymously
created content and social media accounts as part of an online propaganda strategy designed
to “discredit, promote distrust, dissuade, deter, delay, or disrupt” targets, among other goals. The
unit’s operations were publicized in a 2011 document leaked by Snowden, and apparently targeted
individuals or specific organizations “who pose criminal, security, and defense threats” rather than a
general readership. It’s not clear if the unit remains active.80
There were allegations that the quality of media made available of social networks was manipulated
around the 2016 referendum and the 2017 election, adding to the polarization of political discourse
online. The main beneficiary of such activities was not immediately clear.

It had previously removed them only on the local version in the country where the request originated, such as Google.
co.uk, leaving them accessible to UK-based users searching international versions like Google.com. The change applies only to
users with IP addresses indicating they are located within the jurisdiction of the removal request. The links remain available in
searches conducted outside that jurisdiction. ‘Google takes wider action on ‘right to be forgotten’ BBC News, February 11 2016,
http://www.bbc.co.uk/news/technology-35548532.

75

Max Metzger, “ICO sets out international vision and route to GDPR compliance”, SC Media, 5 July 2017 https://www.
scmagazineuk.com/ico-sets-out-international-vision-and-route-to-gdpr-compliance/article/672875/.

76

“News orgs censor Charlie Hebdo cartoons after attack,” Politico, January 7, 2015, http://www.politico.com/blogs/
media/2015/01/news-orgs-censor-charlie-hebdo-cartoons-after-attack-200709.html#.VK18tMDFVi5.twitter.

77

A summary of the Bureau’s application to the European Court of Human Rights: https://www.thebureauinvestigates.
com/2014/09/14/a-summary-of-the-bureaus-application-to-the-european-court-of-human-rights/.
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Melanie Newman, “Surveillance state Boost for press freedom campaign as European court prioritises Bureau’s
legal challenge to UK snooping laws,” Bureau of Investigative Journalism website, January 20, 2015, https://www.
thebureauinvestigates.com/2015/01/20/boost-press-freedom-european-court-bureau-case-snooping-laws/.
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80 “Invasion of the troll armies: from Russian Trump supporters to Turkish state stooges,” https://www.theguardian.com/
media/2016/nov/06/troll-armies-social-media-trump-russian; https://theintercept.com/2015/06/22/controversial-gchq-unitdomestic-law-enforcement-propaganda/; https://theintercept.com/document/2015/06/22/behavioural-science-support-jtrig/.
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In the lead up to the June 2016 referendum on UK membership of the European Union, the political
discourse was largely conducted online. Both sides of the referendum had their messages artificially
amplified by social media bots, or automated accounts.81 But hashtags associated with the leave
side dominated on Twitter, with research demonstrating that bots played a “small but strategic”
role.82 Quantitative analysis of other social media sites found more posts sympathetic to the leave
campaign;83 the same was found in independent research on Instagram users.84 Racially motivated
online abuse was also documented around the Brexit vote (see “Digital Activism” and “Intimidation
and Violence”).
In May 2017, Facebook reported it had removed tens of thousands of fake accounts to limit the
impact of deliberately misleading information disguised to look like news reports, which spread
online prior to the June election.85 It was not clear if actors circulating these fake reports had a
coherent agenda or how big their influence was. One group accused Facebook and Twitter of failing
to curb disinformation depicting Muslims and migrants in a bad light.86 The government initiated a
Parliamentary inquiry on fake news during the reporting period, but the inquiry was automatically
concluded by the general election before it had published any findings.87
Online media outlets face economic constraints that negatively impact their financial sustainability,
but these are due to market forces, not political intervention. Publications have struggled to find
a profitable system for digital platforms, though more than half the population report consuming
news online. Diverse views are present online, but may not be widely read. In 2014, 59 percent of
people said they obtain news from the BBC website or app, 18 percent through Google, and 17
percent on Facebook.88
The UK lacks explicit protections for net neutrality, the principle that ISPs should not throttle,
block or otherwise discriminate against internet traffic based on content. Ofcom called for a selfregulatory approach to the issue in 2011,89 describing the blocking of services and sites by ISPs
as “highly undesirable” but subject to self-correction based on market forces.90 Developments at
EU level could have an impact on net neutrality provisions in the UK, after agreement has been
reached to ban paid prioritization—content owners being able to pay to ISPs to push their content
81 Caitlin Dewey, ”How online bots conned Brexit voters,” Washington Post, June 27, 2016, https://www.washingtonpost.com/
news/the-intersect/wp/2016/06/27/how-online-bots-conned-brexit-voters/?utm_term=.b7142be5b2af.

82 Howard, Wooley, “Computational Propaganda Worldwide,” University of Oxford, working paper 2017, http://comprop.oii.
ox.ac.uk/wp-content/uploads/sites/89/2017/06/Casestudies-ExecutiveSummary.pdf

83 John Hermann, “‘Brexit’ Talk on Social Media Favored the ‘Leave’ Side,” New York Times, June 24, 2016, http://www.nytimes.
com/2016/06/25/business/brexit-talk-on-social-media-heavily-favored-the-leave-side.html?_r=0.
84 Vyacheslav Polonski, “Social media voices in the UK’s EU referendum,” Mashable, May 15, 2016 https://medium.com/@
slavacm/social-media-voices-in-the-uks-eu-referendum-brexit-or-bremain-what-does-the-internet-say-about-ebbd7b27cf0f#.
usbbg521g.
85 Mark Scott, “Facebook Aims to Tackle Fake News Ahead of U.K. Election,” New York Times, MAY 8, 2017, https://www.
nytimes.com/2017/05/08/technology/uk-election-facebook-fake-news.html

86 AOL, “Facebook and Twitter fail to remove misleading Britain First videos,” June 7, 2017,” http://www.aol.co.uk/
news/2017/06/07/facebook-and-twitter-fail-to-remove-misleading-britain-first-vid/

87 UK Parliament, Digital, Culture, Media and Sport Committee, Fake news inquiry, https://www.parliament.uk/business/
committees/committees-a-z/commons-select/culture-media-and-sport-committee/inquiries/parliament-2015/inquiry2/
88 Ofcom, “News Consumption in the UK,” June 2014, http://stakeholders.ofcom.org.uk/binaries/research/tv-research/
news/2014/News_Report_2014.pdf.

89 Ofcom, Ofcom’s approach to net neutrality, November 11, 2011, http://stakeholders.ofcom.org.uk/consultations/netneutrality/statement/.

European Commission, ‘Digital Single Market’, http://ec.europa.eu/digital-agenda/en/eu-actions; Andrus Ansip, “Making
the EU work for people: roaming and the open internet,” blog, European Commission, July 8, 2015, https://ec.europa.eu/
commission/2014-2019/ansip/blog/making-eu-work-people-roaming-and-open-internet_en.
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first—across the EU as part of the Digital Single Market policy package, which seeks to strengthen
the digital economy through increased support and access.91 As the United Kingdom is ending
its membership of the European Union, it remains to be seen whether the government will adopt
another position or maintain its current approach.

Digital Activism
Online political mobilization continues to grow both in terms of numbers of participants and
numbers of campaigns, and some groups used digital tools to document and combat racist abuse
during the reporting period, including TellMAMA (Measuring Anti-Muslim Attacks), a group which
tracked reports of attacks or abuse submitted by British Muslims online.92
Petition and advocacy platforms such as 38 Degrees and AVAAZ continue to grow, and civil society
organizations view online communication as an indispensable part of a wider campaign strategy,
though efficacy of online mobilization remains subject to debate and it is generally impossible to
explain success with reference to online campaigns alone.

Violations of User Rights
The government has placed significant emphasis on stopping the dissemination of terrorist and hate
speech online and on protecting individuals from targeted harassment on social media. User rights
are undermined by extensive surveillance measures used by the government to monitor the flow of
information for law enforcement and foreign intelligence purposes. These were expanded upon in
the Investigatory Powers Act that passed during the reporting period. Technical attacks also exposed
vulnerabilities in public infrastructure.

Legal Environment
The UK does not have a written constitution or other omnibus legislation detailing the scope of
governmental power and individual rights. Instead, these constitutional powers and individual
rights are encapsulated in various statutes and common law. The provisions of the European
Convention on Human Rights (ECHR) were adopted into law via the Human Rights Act 1998. In
2014, Conservative Party officials announced intentions to repeal the Human Rights Act in favor of
a UK Bill of Rights in order to give British courts more control over the application of human rights
principles.93 During the 2017 election campaign, Prime Minister Theresa May had initially scaled back
those ambitions.94 However, in June 2017, she reopened the possibility of significantly amending

91

European Commission, ‘Digital Single Market’, http://ec.europa.eu/priorities/digital-single-market_en

CBS/AP, “Worrying rise in racist abuse linked to Brexit?” June 29, 2016, http://www.cbsnews.com/news/brexit-increaseracist-anti-immigrant-muslim-abuse-attacks-britain-uk-police/
92

Oliver Wright, “David Cameron to ‘scrap’ Human Rights Act for new ‘British Bill of Rights,’” The Independent, Oct. 1, 2014,
http://www.independent.co.uk/news/uk/politics/conservative-party-conference-cameron-announces-plans-to-scrap-humanrights-act-9767435.html.
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Samuel Obsborne, http://www.independent.co.uk/news/uk/politics/conservative-manifesto-uk-echr-european-conventionhuman-rights-leave-eu-next-parliament-election-a7742436.html.
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human rights legislation in order to more aggressively target terrorists in light of high profile attacks
in Manchester and London.95
The UK has stringent hate speech offenses encapsulated in a number of laws (see Table 1). Some
rights groups say they are too broadly worded. Defining what constitutes an offense has been made
more difficult by the development of communications platforms, and prosecutions are becoming
more common (see “Prosecutions and Detentions for Online Activities”).
Table 1: List of Legislation Regarding Offensive Speech
Statute

Details

Maximum penalty

Public Order Act
1986

Section 5 penalizes “threatening, abusive or
insulting words or behavior.” In 2013, it was
amended to remove insults.1

Unlimited fine and/or up to
6 months imprisonment

Malicious
Communications Act
1988

Section 1 criminalizes targeting individuals with
abusive and offensive content online “with the
purpose of causing distress or anxiety.”2 In 2015,
it was amended to include ‘revenge porn,’ the
unwanted sharing of an individual’s private, sexual
media for the purposes of embarrassment and
humiliation.3

2 years in prison

Communications Act
2003

Section 127 punishes “grossly offensive”
communications sent through the internet.4

Unlimited fine and/or up to
6 months imprisonment

Terrorism Act 2006

Section 1 prohibits the publishing of statements
likely to encourage the commission, preparation,
or instigation of terrorism.

On indictment,
imprisonment for seven
years and/or unlimited fine.
On summary conviction,
imprisonment for 12
months and / or unlimited
fine.

The Crown Prosecution Service (CPS) publishes specific guidelines for the prosecution of crimes
“committed by the sending of a communication via social media.”96 Updates in 2014 put digital
harassment offenses committed with the intent to coerce the victims into sexual activity under
the Sexual Offences Act 2003, which carries a maximum of 14 years in prison.97 Revised guidelines
issued in March 2016 identified four categories of communications subject to possible prosecution:
credible threats; communications targeting specific individuals; breach of court orders; and grossly
offensive, false, obscene, or indecent communications.98 They also advised prosecutors to consider
95 BBC News, “Theresa May: Human rights laws could change for terror fight” BBC News, June 7, 2017, http://www.bbc.co.uk/
news/election-2017-40181444.

CPS, “Guidelines on prosecuting cases involving communications sent via social media,” http://www.cps.gov.uk/legal/a_
to_c/communications_sent_via_social_media/.

96

97 “Guidelines on prosecuting cases involving communications sent via social media,” Crown Prosecution Service, amended
October 2014, www.parliament.uk/documents/lords-committees/communications/socialmediaoffences/DPPLetter171014.pdf;
Owen Bowcott, “Revenge porn could lead to 14-year-sentence, new guidelines clarify,” The Guardian, October 7, 2014, www.
theguardian.com/law/2014/oct/07/revenge-porn-14-year-sentence-cps-guidelines.

98 CPS, “New guidelines published on the prosecution of those who abuse victims online,” March 3, 2016, http://www.cps.gov.
uk/news/latest_news/new_guidelines_published_on_the_prosecution_of_those_who_abuse_victims_online/.
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the age and maturity of the poster. Some observers said this could criminalize the creation of
pseudonymous accounts, although only in conjunction with activity considered abusive.99 In
October 2016, the CPS updated its guidelines to cover more abusive online behaviors, including
organized harassment campaigns or “mobbing,” and doxxing, the deliberate publication of personal
information online without permission to facilitate harassment.100
The Copyright, Designs, and Patents Act 1988 carries a maximum two-year prison sentence for
offenses committed online. In July 2015, the government held a public consultation regarding
a proposal to increase the sentence to 10 years. Of the 1,011 responses, only 21 supported the
proposal,101 but a 2016 government consultation paper announced plans to submit an amendment
to include the 10-year maximum sentence to parliament “at the earliest available legislative
opportunity,”102 and it was incorporated into law with the passage of the Digital Economy Act 2017.
Libel laws that tended to favor the plaintiff had previously led to a large number of libel suits with
only tenuous connection to the UK being brought in its courts, a phenomenon known as “libel
tourism.” This has had a chilling effect on free speech in the UK, which the Defamation Act 2013
intended to reduce. Sections which took effect in January 2014 require claimants to prove that
England and Wales is the most appropriate forum for the action, set a serious harm threshold
for claims, and codify certain defenses such as truth and honest opinion. The overall number of
defamation cases in the UK had fallen by 40 percent in 2015, according to the latest available data.103

Prosecutions and Detentions for Online Activities
Police frequently arrest individuals for posts promoting terrorism, issuing threats, or containing
racist abuse, and have been accused of overreaching in the past. However, jail sentences for speech
that is protected under international human rights norms remain rare. Criminal charges publicized in
the past year involved violent threats; some are included here for reference, not because free speech
advocates in the UK have challenged the prosecutions.
Guidelines clarifying the scope of offenses involving digital communications may be helping to
cut down on the more egregious speech-related prosecutions observed in the past (see “Legal
Environment”). But the scale of prosecutions remain a concern. According to a Freedom of
Information (FOI) request in October 2014,104 12,000 people were prosecuted for offensive speech
on social media between 2008 and 2013. Another FOI request made to the Metropolitan Police
in London revealed 3,669 arrests for online communications were made in the city between 2010
and 2015.105 There remains scope for local police departments to pursue complaints that many
democracies would view as civil cases. In early 2016, for example, police in Scotland detained
David Barrett, “Faking social media accounts could lead to criminal charges” The Telegraph, March 3, 2016 http://www.
telegraph.co.uk/news/uknews/crime/12180782/Faking-social-media-accounts-could-lead-to-criminal-charges.html.

99

Crown Prosecution Service, “CPS publishes new social media guidance and launches Hate Crime consultation,” 10 October
2016, www.cps.gov.uk/news/latest_news/cps_publishes_new_social_media_guidance_and_launches_hate_crime_consultation/

100
101

Intellectual Property Office, “Summary of responses: Consultation on changes to the penalties…,” http://bit.ly/2fzuCGw.

Intellectual Property Office, “Criminal Sanctions for Online Copyright Infringement: Government Consultation Response,”
http://bit.ly/1putial.

102

Judicial Statistics, 2015: Issued defamation claims down by 40%, the second lowest number since 1992, https://inforrm.
wordpress.com/2016/06/04/judicial-statistics-2015-issued-defamation-claims-down-by-40-the-second-lowest-numbersince-1992/.

103

What Do They Know, “Social Media Abuse,” https://www.whatdotheyknow.com/request/social_media_
abuse#incoming-579232.

104
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http://www.met.police.uk/foi/pdfs/disclosure_2016/may_2016/2016030001367.pdf
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28-year-old Markus Meechan overnight after he uploaded a video of himself teaching his girlfriend’s
dog to perform a Nazi salute on YouTube as a prank.106 The trial was set for the end of 2017.
Other cases involve terrorism offenses. In September 2016, for example, an extremist Muslim cleric
was sentenced to five and a half years out of a maximum ten years in prison for urging support of
the Islamic State militant group in YouTube videos and other social media posts. Addressing the
defendant, the judge said “you knowingly crossed the line between the legitimate expression of
your own views and the criminal act of inviting support for an organisation which was at the time
engaged in appalling acts of terrorism,” according to news reports.107
Other criminal cases publicized in the past year involved threats of violence:
•

In December 2016, police in East London arrested a man in relation to a post on Twitter
asking someone to “Jo Cox” Anna Soubry MP. Cox, also a member of Parliament, was
murdered in June 2016 while intervening in a fight during the Brexit campaign.108 The man
was given a suspended jail sentence of 10 weeks under section 127 of the Communications
Act in June 2017.109

•

In March 2017, police charged 50-year-old Rhodri Philipps on three counts of sending
racially aggravated malicious communications. He had been arrested in January and
released on bail. News reports said he was accused of publishing “menacing” Facebook
posts, including one offering anyone GBP 5,000 (US$ 6,560) to run over Gina Miller, the
principle claimant in a legal case which led to a Supreme Court ruling that the government
must seek approval from parliament before starting the process for the UK to leave the EU.
He pleaded not guilty in May, and the charges were pending at the end of the coverage
period. 110 Another man arrested in a separate case involving online threats against Miller
was released without charge in December 2016. Police also issued eight cease and desist
orders warning other individuals to stop threatening Miller or face police action.111 In the
wake of the Supreme Court’s ruling, some social media users called for Miller to be hung,
hunted, and shot.112

Personal slurs, on the other hand, were punished with community orders:
In the clip, Meecham states that “My girlfriend is always ranting and raving about how cute her dog is so I thought I
would turn her into the least cute thing you could think of which is a Nazi.” http://www.dailyrecord.co.uk/news/scottish-news/
police-arrest-nazi-dog-owner-7930401

106

Vikram Dodd, “Anjem Choudary jailed for five-and-a-half years for urging support of Isis,” The Guardian, September 6,
2016, https://www.theguardian.com/uk-news/2016/sep/06/anjem-choudary-jailed-for-five-years-and-six-months-for-urgingsupport-of-isis.

107

Press Association, “Man arrested over tweet urging someone to ‘Jo Cox’ MP Anna Soubry”, The Guardian, December 4,
2016, https://www.theguardian.com/uk-news/2016/dec/04/man-arrested-over-tweet-urging-someone-to-jo-cox-mp-annasoubry

108

“Anna Soubry: Man sentenced for Jo Cox tweet,” BBC News, June 7, 2017, http://www.bbc.com/news/uk-englandnottinghamshire-40171681; Isaac Ashe, “Man convicted for sending Twitter threat to Anna Soubry,” Nottingham Post, June
7, 2017, http://www.nottinghampost.com/man-convicted-for-sending-twitter-death-threat-to-anna-soubry/story-30376110detail/story.html#A1ajgK6ZvM09Teye.99.

109

Adam Lusher, “Aristocrat in court accused of threatening Gina Miller and calling her a ‘troublesome first generation
immigrant,’”The Independent, May 2, 2017, http://www.independent.co.uk/news/uk/home-news/aristocrat-viscount-st-davidsrhodri-colwyn-philipps-gina-miller-brexit-high-court-threat-a7713246.html.

110

Gordan Rayner, “Second man arrested over alleged racist abuse of Brexit court challenger Gina Miller,” The Telegraph,
January 25, 2017, http://www.telegraph.co.uk/news/2017/01/25/second-man-arrested-alleged-racist-abuse-brexit-courtchallenger/.

111

James Temperton, “Second arrest made in the online abuse case of Brexit campaigner Gina Miller,” Wired, January 25,
2017, http://www.wired.co.uk/article/gina-miller-abuse-twitter-facebook-arrests.
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•

A father in Essex county was required to complete unpaid community service under
a one-year community order for calling staff of his son’s school “child abusers” on
Facebook; he was barred from posting on the school’s Facebook page under a
restraining order in June 2016.113

•

In September 2016, a man in Sunderland was sentenced to an 18 month community
order, including hours of rehabilitation activities and supervision, for two offenses—
posting a “gross racial slur” about a nurse who was treating him in hospital on
Facebook, and an unrelated assault.114

Other arrests for online content are periodically reported:
•

In June 2017, just outside the coverage period of this report, a man and a woman were
arrested on suspicion of inciting racial hatred in connection with online videos depicting a
man burning a Koran.115

•

Also in June, police in London arrested a man on suspicion of sending malicious
communications and obstructing a coroner. News reports said he had posted pictures
of the body of one of the victims of a fatal fire in a west London tower block on social
media.116

A high profile libel verdict was issued during the reporting period. The case was the first high profile
case of defamation on Twitter, and the media personalities involved attracted intense media scrutiny.
Jack Monroe, a food blogger and social activist, successfully sued columnist Katie Hopkins for the
latter’s insinuation on Twitter that Monroe had defaced or condoned the defacement of a World War
II memorial during May 2015 protests in response to the Conservative Party general election victory.
Hopkins had confused Monroe with another commentator who defended the protesters’ actions,117
and Monroe filed suit after Hopkins refused her offer to accept a public apology along with a
GBP 5,000 (USD 6,600) donation to charity. The judge held that two tweets by Hopkins contained
“meanings with a defamatory tendency which were published to thousands,” causing Monroe
“substantial distress, but also harm to her reputation which was serious, albeit not “very serious” or
“grave.”” He ordered Hopkins to pay GBP 24,000 (USD 31,700) in damages and an estimated GBP
107,000 (USD 141,400) in costs. 118

Surveillance, Privacy, and Anonymity
The Investigatory Powers Act 2016 (IP Act) was signed into law during the reporting period, even
Will Lodge, “Dad who called Walton headteacher ‘child abuser’ on Facebook given a restraining order,” East Anglian Daily
Times, June 17, 2016, http://www.eadt.co.uk/news/dad-who-called-walton-headteacher-child-abuser-on-facebook-given-arestraining-order-1-4581516

113

Rob Kennedy, “Man in hospital posts racist Facebook messages about nurse treating him - during his stay,” Daily Mirror,
September 19, 2016, http://www.mirror.co.uk/news/uk-news/man-hospitalised-overdose-posts-racist-8871610.

114

Nick Enoch and Rachael Burford, “Two arrested over Facebook and YouTube video of Koran burning amid spate of
race attacks in wake of London and Manchester terror attacks,” Daily Mail, June 8, 2017, http://www.dailymail.co.uk/news/
article-4583850/Two-arrested-shocking-video-Koran-burning.html#ixzz4k5d3LMe1.

115

“Man arrested after posting pictures of Grenfell Tower ‘body’ on social media,” The Telegraph, June 15, 2017, http://www.
telegraph.co.uk/news/2017/06/15/man-arrested-posting-pictures-grenfell-tower-body-social-media/.
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Steekpike, Laurie Penny defends war memorial vandalism at anti-Tory march, The Spectator, https://blogs.spectator.
co.uk/2015/05/laurie-penny-defends-war-memorial-vandalism-at-anti-tory-march/
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while provisions it was based on were ruled unlawful. It attracted criticism from a wide range of
political perspectives.
The new law authorizes law enforcement and intelligence agencies’ surveillance powers in a single
omnibus act.119 Surveillance became a major point of contention in the UK following revelations
about the mass, or bulk surveillance activities of GCHQ and its international counterparts in
documents leaked by Edward Snowden and published in the Guardian and other outlets since June
2013. Bulk surveillance poses a challenge to maintaining the integrity of civil rights as it affects
individuals who are not considered of interest to intelligence and security services, without those
individuals being informed about it. Subsequent independent reviews of law enforcement and
intelligence agencies’ investigatory powers found surveillance regulation in need of reform. But
Guardian journalist Ewan MacAskill, who helped publish the Snowden leaks, said the IP Act had
introduced “the most sweeping surveillance powers in the western world.”120
The Investigatory Powers Act, which passed on November 29, 2016, covers interception, equipment
interference, and data retention, among other areas.121 Equipment interference ranges “from remote
access to computers, to downloading covertly the contents of a mobile phone during a search.”122
The act distinguishes between domestic and overseas targets. It specifically enables the bulk
interception and bulk acquisition of communications data sent or received by individuals outside
the British Isles, as well as bulk equipment interference involving “overseas-related” communications,
information, and equipment data defined under Section 176. Communications where both the
sender and the receiver are in the United Kingdom are subject to targeted warrants, though several
individuals, groups, or organizations may be covered under a single warrant in connection with a
single investigation.
However, the internet’s distributed architecture renders privacy protections based on the physical
location of the subject of interception highly porous. Communications exchanged within the UK
may be rerouted overseas, a fact that intelligence agencies have exploited in secret to conduct bulk
surveillance programs like Tempora (see below).
Part 7 of the IP Act introduces warrant requirements for intelligence agencies to retain or examine
“personal data relating to a number of individuals” where “the majority of the individuals are not,
and are unlikely to become, of interest to the intelligence service in the exercise of its functions.”123
Datasets may be “acquired using investigatory powers, from other public sector bodies or
commercially from the private sector.”124 Time limits for the initial examination of bulk datasets
are set at three months “where the set of information was created in the United Kingdom” and six
months otherwise (Section 220).
The IP Act establishes a new commissioner appointed by the prime minister to oversee investigatory
UK Home Office, “Investigatory Powers Bill,” March 1, 2016, https://www.gov.uk/government/collections/investigatorypowers-bill.

119

Ewan MacAskill, ‘Extreme surveillance’ becomes UK law with barely a whimper, The Guardian, November 19, 2016 https://
www.theguardian.com/world/2016/nov/19/extreme-surveillance-becomes-uk-law-with-barely-a-whimper
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Equipment Interference Factsheet, https://www.gov.uk/government/uploads/system/uploads/attachment_data/
file/530554/Equipment_Interference_Factsheet.pdf
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powers under Section 227. Lord Justice Fulford, an appeal court judge, was appointed to the role in
Mach 2017.125 The law also includes some other safeguards like “double-lock” interception warrants.
These require approval from the Secretary of State (meaning the Home Secretary in security and
terrorism investigations) or the Scottish Ministries in Scottish cases. The warrants must then be
independently approved by a judge, although the Secretary alone approves urgent warrants. Under
Section 32, urgent warrants last five days; others expire after six months unless renewed under the
same double-lock procedure. The act allows authorities to prohibit telecommunications providers
from disclosing the existence of a warrant.
Intercepting authorities authorized to apply for targeted warrants include police commissioners,
intelligence service heads, and revenue and customs commissioners.126 Applications for bulk
interception, bulk equipment interference, and bulk personal dataset warrants can only be made to
the Secretary of State “on behalf of the head of an intelligence service by a person holding office
under the Crown” and must be reviewed by a judge.
Provisions under Part 3 of the act allow the Secretary of State to issue data retention notices
requiring telecommunications providers to capture information about user activity, including
browser history, and retain it for up to 12 months. Providers of front-end communications platforms
and cybercafe operators could also be required to comply. DRIPA, the law this requirement is
modelled on, has been ruled unlawful in the UK and the EU (see below). The law defines the
telecommunications operators who comply with warrants and requests as anyone who “offers or
provides a telecommunications service to persons in the United Kingdom.”
These records or metadata reveal anything about a communication except the actual content,127 and
a range of bodies can access them. Any “relevant public authorities” may request communications
data with the approval of a designated senior official of a relevant public authority. This appears to
cover practically any public body, though Section 62 attaches conditions to requests for internetspecific connection records, like limiting them to investigations of crimes punishable by more than
one year in prison.128 Local authorities must also obtain a magistrate’s approval. Applications to view
data “for the purpose of identifying or confirming a source of journalistic information” are explicitly
allowed, with judicial review, under Section 77.
Public authorities already access communications data with some frequency. The 2012 Protection
of Freedoms Act also requires local authorities to obtain the approval of a magistrate to access
communications data.129 In 2015, 761,702 items of communications data were acquired by public
authorities, according to the Interception of Communications Commissioner, who acts as a reviewer
and ombudsman for surveillance and data collection. Of these data, about 94 percent were acquired
by police and a little over 5 percent by intelligence services. The remaining 0.5 percent of requests

Prime Minister’s Office, “Investigatory Powers Commissioner appointed: Lord Justice Fulford,” press release, https://www.
gov.uk/government/news/investigatory-powers-commissioner-appointed-lord-justice-fulford.
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Section 18, http://www.legislation.gov.uk/ukpga/2016/25/section/18/enacted.

Communications data is “attached to or logically associated with” a communication, “but does not include any content.”
See Section 261, http://www.legislation.gov.uk/ukpga/2016/25/section/261/enacted.
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The Act defines an “internet connection record” as communications data which “(a) may be used to identify, or assist in
identifying, a telecommunications service to which a communication is transmitted by means of a telecommunication system
for the purpose of obtaining access to, or running, a computer file or computer program, and (b)comprises data generated or
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were made by other public bodies such as local authorities.130 About half the data requested was
subscriber information.
But Sections 67-69 of the IP Act added a “request filter” maintained by the Home Office to the
existing process for accessing communications data, which the government characterized as a
safeguard to minimize access to “irrelevant data.”131 The Open Rights Group said the filter would
automate cross-referencing of complex data sets, pointing out that Parliament had described
a similar provision in an earlier bill as “essentially a federated database of all UK citizens’
communications data.”132
In one problematic provision, the IP Act enables the government to order companies to
decrypt content, though how far companies will be willing or able to comply remains unclear.133
Under Section 253, technical capability notices could be used to impose obligations on
telecommunications operators both inside and outside the country “relating to the removal…of
electronic protection applied by or on behalf of that operator to any communications or data,”
among other requirements. The approval process for issuing a technical capability notice is
similar to that of an interception warrant.134 Further regulations governing the notices were under
consultation in mid-2017.135
David Anderson, an independent expert appointed by the home secretary to evaluate the operation
of counterterrorism law,136 said the IP Act had “world-leading” oversight features, though he
characterized the double-lock procedure as cumbersome, and recommended that the government
publish its own interpretation of technical concepts within the act.137
In general, however, the IP Act has been subject to criticism from industry, civil rights groups, and
the wider public. Multiple stakeholders had taken issue when it was still a draft bill. Apple argued
that weakening encryption would weaken individual security.138 More than 200 lawyers called the
bill “not fit for purpose.”139 The United Nations’ Special Rapporteur for Privacy, Joseph Cannataci,
recommended that “disproportionate, privacy-intrusive measures such as bulk surveillance and
Rt Hon Sir Anthony May, 2014 Annual Report of the Interception of Communications Commissioner (London: House of
Commons), March 201,5 http://www.iocco-uk.info/docs/IOCCO%20Report%20March%202015%20%28Web%29.pdf.
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bulk hacking as contemplated in the Investigatory Powers Bill be outlawed.”140 Criticisms continued
to be reported in the media after the bill became law, particularly regarding the range of powers
authorized and the legalization of bulk surveillance.141
Bulk surveillance is a particular issue in the UK context because intelligence agencies developed
secret bulk programs under other laws that bypassed oversight mechanisms and means of redress
for affected individuals. These programs have affected an untold number of people within the UK,
even if they were meant to have only foreign targets.
Tempora, a secret surveillance project documented in the Snowden leaks, is one example. A number
of other legislative measures authorize surveillance,142 including the Regulation of Investigatory
Powers Act 2000 (RIPA).143 (RIPA was not repealed by the IP Act, though many of RIPA’s competences
are now transferred to the newer legislation.) A clause within Part I allowing the foreign or home
secretary to sign off on bulk surveillance of communications data arriving from or departing to
foreign soil provided the legal basis for Tempora.144 Since the UK’s fiber-optic network often routes
domestic traffic through international cables, this provision legitimized widespread surveillance
over UK citizens.145 Working with telecom companies, GCHQ installed intercept probes at the British
landing points of undersea fiber-optic cables, giving the agency direct access to data carried by
hundreds of cables, including private calls and messages.146 The arrangement allowed GCHQ to
pass on information to its US counterparts in the NSA regarding U.S. citizens, thereby bypassing
American restrictions on domestic surveillance.147 Documents leaked by Snowden and published by
The Intercept in 2015 revealed that systems set up to process that information in the UK included an
operation designed to record the website browsing habits of “every visible user on the internet.”148
A government tribunal has ruled that sharing of information intercepted from internet
communications between GCHQ and the NSA was lawful after some of the procedures were publicly
disclosed, but that the activity violated European human rights standards prior to that public
disclosure, between 2007 and 2014.149 The Investigatory Powers Tribunal was established under RIPA
to adjudicate issues regarding government surveillance. It also found procedural irregularities in the
retention of communications intercepted from Amnesty International and the South Africa-based
Joseph Cannataci, “Report of the Special Rapporteur on the right to privacy,” OHCHR, March 8, 2016, http://www.ohchr.
org/Documents/Issues/Privacy/A-HRC-31-64.doc at para. 39.
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Legal Resources Center, though it found that the interception itself was lawful.150 In early 2016, the
Tribunal ruled that computer network exploitation carried out by GCHQ was in principle lawful within
the limitations in the European Convention of Human Rights.151 The tribunal also noted that network
exploitation is legal if the warrant is as specific and narrow as possible.
Other issues relating to bulk surveillance were still being adjudicated during the reporting period.
In July 2016, the Investigatory Powers Tribunal gave a partial ruling that bulk data collection by
Britain’s three intelligence agencies GCHQ, MI5, and MI6, was unlawful from March 1998 until the
practice was avowed in November 2015.152 That practice had been authorized under Section 94
of the Telecommunications Act 1984, which the Interception of Communications Commissioner
described in June 2016 as lacking “any provision for independent oversight or any requirements for
the keeping of records.”153 The Tribunal also said that the use of bulk personal datasets by GCHQ
and MI5, commencing from 2006, were likewise unlawful until avowed in March 2015. The datasets
contained personal information that could include financial, health, and travel information as well as
communications details.154 A hearing on the legality of foreign access to such information was still
pending in mid-2017.
In December 2016, a European court separately ruled against one of the laws which preceded the
IP Act. The government passed the temporary UK Data Retention and Investigatory Powers Act
(DRIPA) in July 2014, requiring telecommunication companies to retain users’ metadata for up to 12
months.155 The legislation was a hurried response to a ruling by the Court of Justice of the European
Union (CJEU) which struck down a European data retention directive156 requiring providers to retain
user metadata for 18 months.157 Its scheduled expiration at the end of 2016 was part of the impetus
for the swift passage of the IP Act, which mirrors much of the powers encapsulated by DRIPA, and in
certain instances goes further than its predecessor.
Those powers have already been ruled as overreaching by the UK courts.158 In 2015, the High Court
found that Sections 1 and 2 of DRIPA are unlawful, as they fail to provide clear and concise rules for
ensuring that data is accessed for the purpose of serious offenses, and that access is not authorized
by a court or other independent body.159 The government appealed the ruling, and the Court of
Appeal referred to the CJEU for clarification.160
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On December 21, 2016,161 the CJEU held that DRIPA “exceeds the limit of what is strictly necessary
and cannot be considered to be justified, within a democratic society.“162 The court stated
unequivocally that indiscriminate mass surveillance contravenes EU law, especially the European
Charter of Fundamental Rights.163 It remains to be seen how the judiciary will use the judgement of
the CJEU as the UK negotiates its exit from the EU.

Intimidation and Violence
There were no reported incidences of violence against internet users for online activities over
the coverage period, though cyberbullying, particularly targeting women, is widespread.164 Many
reported threats in the past year, including some with political implications; some assailants were
prosecuted (see “Prosecutions and Detentions for Online Activities”).
One study reported an increase in abusive comments targeting politicians on Twitter, peaking on
the day of the EU referendum.165 News reports said hate crime against minorities increased after
the vote to leave, which was driven in part by campaigns which depicted immigration as a threat to
the British way of life. One analysis of cyberbullying in different parts of the UK found that regions
with high levels of online hate speech or racial intolerance did not necessarily vote with the Leave
campaign, and said other issues were also driving the trend.166

Technical Attacks
Nongovernmental organizations, media outlets, and activists are not generally targeted for technical
attacks by government or nonstate actors. Financially motivated fraud and hacking continue to
present a challenge to authorities and the private sector. Incidents of cyberattacks have increased
in recent years. Observers also question the security of devices connected to the network, known as
the Internet of Things.167
One technical attack affecting public infrastructure had a significant impact on citizens. In May
2017, the National Health Service suffered a ransomware attack in 40 organizations, effectively
barring workers from patient case files.168 The ransomware encrypts a device, making any files
that are not backed up unavailable, and demands payment to restore access. In this case, the
attackers demanded GBP 233 (USD 300) per infected machine, with the price doubling in three

Joined Cases C-203/15 and C-698/15 Tele2 Sverige AB v Post- och telestyrelsen and Secretary of State for the Home
Department v Tom Watson http://curia.europa.eu/juris/liste.jsf?num=C-203/15
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days, and all files being lost after seven.169 The ransomware did not target the NHS, but exploited a
vulnerability in Microsoft’s implementation of the Server Message Block protocol, which manages
communications through a network. The attack had severe consequences, with delays and
disruption to NHS services, denying essential services to vulnerable individuals.170
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hospitals-across-england-hit-by-large-scale-cyber-attack.

169

Shireen Khalil, WannaCrypt cyber-attack continues to impact NHS trusts Digital Health, May 19, 2917, https://www.
digitalhealth.net/2017/05/wannacry-impact-ongoing-one-week/.

170

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

United States
2016

2017

Population:

323.1 million

Internet Freedom Status

Free

Free

Internet Penetration 2016 (ITU):

76.2 percent

Obstacles to Access (0-25)

3

3

Social Media/ICT Apps Blocked:

No

Limits on Content (0-35)

2

4

Political/Social Content Blocked:

No

Violations of User Rights (0-40)

13

14

Bloggers/ICT Users Arrested:

No

TOTAL* ( 0-100 )

18

21

Press Freedom 2017 Status:

Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Social media were flooded with hyperpartisan and fake content during the 2016
presidential election campaign. Russian-operated social media accounts and state
media engaged in disinformation and influence campaigns to polarize the media
environment (see “Media, Diversity, and Content Manipulation”).

●

Americans witnessed several major cyberattacks in the latter half of 2016, including the
hacking and subsequent leaking of sensitive information from the Democratic National
Committee in the lead-up to the vote (see “Technical Attacks”).

●

Journalists writing about political or social topics faced an uptick in antisemitism,
death threats, and harassment on social media in the lead-up to the election (see
“Intimidation and Violence”).

●

In April 2017, the NSA announced that it would halt a practice known as “about
surveillance,” which is authorized under Section 702 of the FISA Amendments Act and
had resulted in the incidental collection of Americans’ communications that contained
references to a foreign surveillance target (see “Surveillance, Privacy, and Anonymity”).

●

Under new leadership, the Federal Communications Commission announced its
intention to roll back net neutrality protections contained in the Open Internet Order
passed in 2015 (see “Regulatory Bodies”).
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Introduction
Pervasive disinformation and hyperpartisan content had a significant impact on internet freedom in
the United States over the past year. In addition, journalists faced increased threats and harassment
on online platforms.
As the U.S. presidential election dominated mainstream media coverage and social media
conversations, groups seeking to sow doubt through disinformation, conspiracy theories, and
hyperpartisan messaging took advantage of the news media environment.1 While fake news existed
on all parts of the political spectrum, the most popular stories predominantly favored candidate
Donald Trump over Hillary Clinton. In January 2017, U.S. intelligence agencies concluded that
Russia had interfered in the election do “denigrate Secretary Clinton” and “undermine public faith
in the U.S. democratic process.”2 The agencies also assessed that Russian intelligence services
had hacked into the servers of prominent U.S. political organizations and subsequently released
leaked information to third parties. Testifying before Congress in October 2017, a representative
from Facebook estimated that accounts associated with the Internet Research Agency (IRA), a “troll
farm” based in Saint Petersburg, Russia, shared 80,000 posts on its platform between June 2015
and August 2017 that, when reposted by others, reached some 126 million American users. The IRA
spent around $100,000 to amplify the visibility of their posts, which consisted of “divisive social and
political messages across the ideological spectrum.”3 According to Twitter, over 36,000 Russia-linked
automated accounts posted 1.4 million election-related tweets, receiving 288 million views from
September 1 to November 15, 2016. The company noted these tweets represented less than one
percent of all election-related tweets on the platform during that period.4
In a heightened climate of hostility towards critical news reporting, journalists also received
threatening and antisemitic messages on social media.5 During the campaign and once in office, the
Trump administration continued to disparage journalists using derogatory or threatening language,
and has denied journalists from both traditional and online media outlets from covering certain
events or attending press briefings.
Following the U.S. presidential election, the leadership of the Federal Communications Commission
switched parties, and President Trump appointed Republican commissioner Ajit Pai as the new FCC
chairman. In the first few months of his leadership, Pai indicated his intention to deregulate the
telecommunications industry and potentially reverse net neutrality protections. On April 27, 2017,
the FCC issued a notice of proposed rulemaking (NPRM) seeking to remove the Title II classification
for broadband service providers that had allowed the FCC to regulate broadband as a utility.6 Pai
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has suggested that the industry should regulate itself instead.7 The FCC extended the deadline for
accepting public comments on the proposal through August 30.89
On a positive note, the NSA announced in April 2017 that it would stop the practice of collecting
U.S. citizens’ emails that contain references to foreign targets of surveillance.10 This practice, part
of what is known as “upstream” collection, had resulted in the collection of Americans’ emails for
simply mentioning a foreign surveillance target, as opposed to communications sent to or received
from a target. Privacy advocates welcomed the change in policy, but noted that the case highlights
the need for legislative reform of Section 702 of the FISA Amendments Act, which authorized the
“upstream” collection in the first place.

Obstacles to Access
Access to the internet in the United States is largely unregulated. It is provided and controlled in
practice by a small group of private cable television and telephone companies that own and manage
the network infrastructure. This model has been questioned by observers who warn that insufficient
competition in the ISP market could increase the cost of access. Under new leadership, the FCC has
signalled its intention to deregulate the telecommunications industry and potentially reverse the net
neutrality provisions the FCC enacted in 2015 with the Open Internet Order.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

a

76.2%

2011

69.7%

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

74.6%
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2015

118%

2017(Q1)

18.7 Mbps

2011
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94%

15.3 Mbps
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Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Although the United States is one of the most connected countries in the world, the speed,
affordability, and availability of its broadband networks has fallen behind several other developed
countries. According to the International Telecommunication Union, internet penetration in the
United States reached 76 percent by the end of 2016.11 Broadband adoption rates are high: nearly
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three quarters (73 percent) of Americans report having broadband access at home as of November
2016.12 While the broadband penetration rate is high by global standards, it lags significantly behind
countries such as Switzerland, the Netherlands, Denmark, and South Korea.13 Moreover, access, cost,
and usability remain barriers for some Americans, particularly senior citizens, people who live in rural
areas, and low-income households.14 However, internet access rates for those 65 years of age and
older has steadily increased over the past decade, with 64 percent of individuals in this age bracket
using the internet as of 2016, according to data from Pew Research.15
In January 2015, citing advances in technology, market offerings, and consumer demand, the Federal
Communications Commission (FCC) updated its benchmark speeds for broadband internet service
to 25 Megabits per second (Mbps) download and 3 Mbps upload, up from the 2010 standard of 4
Mbps download and 1 Mbps upload. Under the new definition, the FCC found that 10 percent of the
population lacks access to broadband service in its January 2016 report, compared to 17 percent in
2015.16
The cost of broadband internet access in the United States continues to be higher than many
countries in Europe with similar internet penetration rates.17 In March 2016, the FCC announced
plans to expand its Lifeline program, which allows companies to offer subsidized phone plans to
low income households, to include broadband internet access as a subsidized utility.18 However, the
current FCC administration delayed this expansion in February 2017, stating that it first needed to
address issues of fraud.19
Uptake rates for internet-enabled mobile devices have increased dramatically throughout the United
States in recent years. In 2016, 95 percent of adults reported that they owned a mobile phone, and
77 percent of adults owned a smartphone, up from 35 percent in 2011.20 A growing number of
people used their cell phones to view

streaming video services offered by companies such as Netflix
or Hulu (33 percent of smartphone owners in 2015, compared to 15 percent in 2012).21 Pew Research
reported in early 2015 that young adults, minorities, and those with lower household incomes are
more likely to be “smartphone-dependent,” with limited options for internet access other than their
phones.22

12 Aaron Smith, “Record shares of Americans now own smartphones, have home broadband,” Pew Research Center, January
12, 2017, http://www.pewresearch.org/fact-tank/2017/01/12/evolution-of-technology/

OECD Broadband Statistics, “OECD Fixed (Wired) Broadband Subscriptions per 100 Inhabitants, by Technology, June 2014,”
December 2014, http://bit.ly/1cP4RGV; “OECD Terrestrial Mobile Wireless Broadband Subscriptions per 100 Inhabitants, by
Technology, June 2014.”
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15

Federal Communications Commission, “2016 Broadband Progress Report,” Federal Communications Commission, January
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Restrictions on Connectivity
Internet users in the United States face few government-imposed restrictions on their ability
to access content online. The backbone infrastructure is owned and maintained by private
telecommunications companies, including AT&T and Verizon. In contrast to countries with only a
few connections to the backbone internet infrastructure, the United States has numerous connection
points, which would make it nearly impossible to disconnect the entire country from the internet.
At the same time, law enforcement agencies in the United States are known to have and occasionally
wield the power to inhibit wireless internet connectivity in emergency situations. The federal
government has a secret protocol for shutting down wireless internet connectivity in response
to particular events, some details of which came to light following a lawsuit brought under the
Freedom of Information Act.23 The protocol, known as Standard Operating Procedure (SOP) 303,
was established in 2006 on the heels of a 2005 cellular-activated subway bombing in London and
codifies the “shutdown and restoration process for use by commercial and private wireless networks
during national crises.” However, what constitutes a “national crisis,” and what safeguards exist
against abuse remain largely unknown, as the full SOP 303 documentation has never been released
to the public.24
State and local law enforcement also have tools to jam wireless internet.25 In December 2014, the
FCC issued an Enforcement Advisory clarifying that it is illegal to jam cell phone networks without a
federal authorization, even for state and local law enforcement agencies.26
On October 20, 2016, the ACLU of North Dakota and the National Lawyers Guild filed Freedom of
Information Act and North Dakota Open Records Act requests in an effort to determine whether
state or federal agencies had engaged in the disruption of mobile networks during protests near
the Standing Rock reservation in North Dakota.27 Protestors demonstrating against the construction
of the Dakota Access oil pipeline reported experiencing irregular behavior on their mobile phones,
including phones inexplicably crashing or rapidly running out of battery, and problems uploading
posts to Facebook or livestreaming.28 Cell-site simulators, such as Stingrays, are predominantly
used by law enforcement for surveillance purposes but have also been known to disrupt the mobile
phone activity of any individuals in the area where they are used.29 Without specific evidence of law
enforcement actions, however, it is unknown whether these disruptions were due to government
interference or other variables, such as an overloaded mobile network. The Electronic Frontier
Foundation has submitted public records requests to federal, state, and local agencies. Those that
The Electronic Privacy Information Center (EPIC) filed suit against the Department of Homeland Security (DHS) in 2013 for
information about the protocol. After winning an appeal in the DC Circuit, the DHS retained exemption from disclosing SOP
303, and in July of 2015 released a redacted version of the protocol. Electronic Privacy Information Center, EPIC v. DHS – SOP
303, http://bit.ly/1GscPWS; Electronic Privacy Information Center, SOP 303 Updated Release, http://bit.ly/1WI9hZV
23

24

Electronic Privacy Information Center, EPIC v. DHS – SOP 303.

26
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st/1GscX8T
25

National Lawyers Guild, “NLG and ACLU Submit FOIA and Open Records Requests to Investigate Unconstitutional
Surveillance of Water Protectors at Standing Rock,” Press release, October 20, 2016, https://www.nlg.org/nlg-and-aclu-submitfoia-and-open-records-requests-to-investigate-unconstitutional-surveillance-of-water-protectors-at-standing-rock/.
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Surveillance and ‘Jamming’ Linger,” NBC News, October 31, 2016, http://www.nbcnews.com/storyline/dakota-pipeline-protests/
dakota-pipeline-protesters-questions-surveillance-jamming-linger-n675866.
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had responded by mid-December have denied the use of cell-site simulators.30

ICT Market
While there are many broadband service providers operating in the United States, the industry has
trended toward consolidation. On May 6, 2016, the FCC announced that it had voted to approve
Charter Communications Inc.’s acquisition of Time Warner Cable and Bright House Networks, which
was subsequently approved by the California Public Utilities Commission.31 As of mid-2016, two
companies—Comcast and Charter Communications—controlled an estimated 70 percent of the
market for fixed-line broadband internet access, with approximately 24 million and 22 million
subscribers respectively.32 AT&T is the third largest broadband provider with 15.6 million subscribers,
followed by Verizon with 7 million and CenturyLink with 6 million.33 Although average broadband
speeds have increased over the past decade, the majority of American households have access to
only one broadband provider that offers download speeds of at least 25 Mbps.34
Further consolidation of the telecom sector threatens to limit consumer choice of ICT services. The
FCC has made some attempts to mitigate these threats in recent merger approvals. For example,
the FCC included provisions within the recent Charter-Time Warner Cable deal that required Charter
Communications to expand broadband availability in an effort to close the digital divide, including
establishing new cable lines in areas of California without access, and providing affordable internet
access to at least 525,000 low-income families.35 Other conditions prohibit the companies from
taking steps that would privilege cable services over online video competitors, such as imposing
data caps on online content that would discourage subscribers from streaming video.36 In 2015,
regulators had blocked a proposed merger between Time Warner Cable and Comcast, citing
concerns about Comcast’s ability to interfere with over-the-top services (such as Netflix), as well as
increased market concentration. 37
Americans increasingly access the internet via mobile technologies, as wireless carriers deploy
advanced Long-Term Evolution (LTE) networks. Following a decade of consolidation, the U.S. wireless
market is dominated by four national carriers — AT&T, Verizon, Sprint, and T-Mobile — which
accounted for 98 percent of the market share by the end of 2014. Verizon leads the wireless services
Stephanie LaCambra, “Investigating Law Enforcement’s Possible Use of Surveillance Technology at Standing Rock,”
Electronic Frontier Foundation, December 15, 2016, https://www.eff.org/deeplinks/2016/12/investigating-law-enforcementsuse-technology-surveil-and-disrupt-nodapl-water
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Meg Jones, “California regulators approve Charter’s takeover of Time Warner Cable,” Los Angeles Times, May 12, 2016,
http://www.latimes.com/entertainment/envelope/cotown/la-et-ct-charter-puc-20160512-snap-story.html

31
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2016, http://arstechnica.com/business/2016/01/comcast-and-charter-may-soon-control-70-of-25mbps-internet-subscriptions/
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33

Prepared Remarks of Federal Communications Commission Chairman (FCC) Tom Wheeler “The Facts and Future of
Broadband Competition”. September 4, 2014 https://apps.fcc.gov/edocs_public/attachmatch/DOC-329161A1.pdf
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market with 143 million subscribers, followed by AT&T with 132 million, T-Mobile with 67 million,
and Sprint with 58 million.38 The U.S. government has looked unfavorably on further consolidation
of mobile networks. Regulators blocked AT&T’s proposed merger with T-Mobile in 2011, and
separately signaled that they would block a rumored merger between Sprint and T-Mobile in 2014.39
Moreover, the government has promoted mobile broadband through a series of spectrum auctions.
In March 2016, the FCC began the process of buying back airwaves set aside for TV broadcasters
to increase the available spectrum for wireless broadband, as outlined in the government’s 2012
National Broadband Plan, which set a goal of establishing universal broadband by 2020.40
In January 2015, then-president Barack Obama announced an initiative to encourage the
development of community-based broadband services and asked the FCC to remove barriers to
local investment.41 One month later, the FCC “preempted,” or overturned, state laws in Tennessee
and North Carolina that restrict local broadband services, arguing that such laws create barriers
to broadband deployment.42 In August 2016, a federal court ruled that the FCC does not have
the authority to preempt these state laws,43 which are also on the books in many other states.
Critics contend that the ruling threatens to limit affordable broadband options for small remote
communities.

Regulatory Bodies
No single agency governs the internet in the United States. The Federal Communications
Commission (FCC), an independent agency, is charged with regulating radio and television
broadcasting, interstate communications, and international telecommunications that originate
or terminate in the United States. The FCC has jurisdiction over a number of internet-related
issues, especially since February 2015, when it issued a decision to legally classify broadband
as a telecommunications service under the Communications Act (although the current FCC is
reconsidering this authority). Other government agencies, such as the Commerce Department’s
National Telecommunications and Information Administration (NTIA), also play advisory or executive
roles with respect to telecommunications, economic and technological policies, and regulations. It
is the role of Congress to create laws that govern the internet and delegate regulatory authority.
Government agencies such as the FCC and the NTIA must act within the bounds of congressional
legislation.
Typically the FCC is led by five commissioners, nominated by the president and confirmed by the
Senate, with no more than three commissioners from one party. President Donald Trump nominated
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Republican commissioner Ajit Pai to serve as chair on January 23, 2017.44 The FCC had only three
commissioners for the first half of 2017, but returned to its five-member makeup when the U.S.
Senate voted on August 3 to confirm Democrat Jessica Rosenworcel and Republican Brendan Carr.45
Since assuming his role as chair of the Commission, Pai has taken a number of steps toward
deregulating the telecommunications industry. On March 1, the Commission voted to freeze the
broadband privacy guidelines that the FCC had passed the previous October.46 The guidelines would
have required broadband providers to obtain opt-in consent from consumers before they could
use and share information such as a user’s web browsing history and app usage data, and would
have given consumers the ability to opt-out of the use and sharing of other types of personally
identifiable information.47 In late March, Congress went a step further and voted to repeal the
broadband privacy guidelines under the Congressional Review Act,48 which effectively prevents the
FCC from enacting similar rules in the future.49
On April 27, 2017, the FCC issued a notice of proposed rulemaking (NPRM – a tool used by
independent government agencies to indicate a proposed change to a rule or law) that signaled
the FCC’s intention to deregulate the telecommunications industry and potentially reverse the
net neutrality provisions the FCC enacted in 2015 with the Open Internet Order.50 The Open
Internet Order reclassified broadband internet providers as common carriers under Title II of the
Communications Act, paving the way for the FCC to regulate ISPs as they do public utilities. The
Open Internet Order also stipulated that broadband providers refrain from blocking or throttling
lawful content, or from engaging in paid prioritization (referred to in the Order as “bright-line
rules”).51 The April NPRM seeks to “reinstate the information service classification of broadband
internet access service,” revoking the FCC’s ability to regulate these services as utilities (which are
more heavily regulated), and to “seek comment on whether to keep, modify, or eliminate the brightline rules set forth in the Title II Order.”52 The NPRM allows for the public to submit comments on
the proposed changes before the FCC makes a decision; the public consultation period continued
through August 30, after which the FCC is supposed to respond to the public’s comments.53
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Limits on Content
While the online environment in the United States continues to be vibrant and diverse, concerns over
the proliferation of “fake news”—particularly on social media—heightened in the run-up to and
aftermath of the November 2016 presidential election.

Blocking and Filtering
In general, the U.S. government does not block or filter online content. Some states require publicly
funded schools to install filtering software on their computers to block obscene, illegal, or harmful
content.54 The Children’s Internet Protection Act of 2000 (CIPA) requires public libraries that receive
certain federal government subsidies to install filtering software that prevents users from accessing
child pornography or visuals that are considered obscene or harmful to minors. Libraries that do not
receive the specified subsidies from the federal government are not obliged to comply with CIPA,
but more public libraries are seeking federal aid in order to mitigate budget shortfalls.55 Under the
U.S. Supreme Court’s interpretation of the law, adult users can request that the filtering be removed
without having to provide a justification. However, not all libraries allow this option, arguing that
decisions about filtering should be left to the discretion of individual libraries.56

Content Removal
The government does not censor any particular political or social viewpoints, although legal rules do
restrict certain types of content on the internet. Illegal online content, including child pornography
and content that infringes on copyright, is subject to removal through a court order or similar legal
process if it is hosted within the United States. Aside from these examples, government pressure
on ISPs or content hosts to remove content is not a widespread issue. Social media companies and
other content providers may remove content that violates their terms and conditions.
Content removal by private companies was brought into the spotlight in August 2016 when
Facebook complied with a request from Baltimore police to temporarily disable Facebook and
Instagram accounts operated by 23-year-old Korryn Gaines. Gaines was using her Facebook account
to broadcast live as she used a shotgun to resist police attempting to serve her with an arrest
warrant stemming from traffic violations. Later during the same encounter she was shot and killed,
and her five-year-old son wounded.57 Facebook subsequently restored her account, but restricted
two videos it said violated its terms of service. Critics of Facebook’s decision said the videos could
have revealed more information about the circumstances of Gaines’ death.58 Smartphone videos
of law enforcement shootings of African American citizens have drawn national media attention
to cases that might otherwise be underreported and can support criminal charges against police
54 National Conference of State Legislators, “Laws Relating to Filtering, Blocking, and Usage Policies in Schools and Libraries,”
June 12, 2015, http://bit.ly/1zvIfGT

American Library Association, “Public Library Funding Landscape,” 2011-2012, accessed June 4, 2015, 15, http://bit.
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officers if they provide evidence of misconduct.59 Individuals who have filmed shooting incidents
have reported harassment by police (see “Prosecutions and Detentions for Online Activity” and
“Intimidation and Violence”).
One of the most significant protections for online free expression in the United States is Section
230 of the Communications Decency Act of 1934 (CDA 230), amended by the Telecommunications
Act of 1996, which generally shields online sites and services from legal liability for the activities of
their users, allowing user-generated content to flourish on a variety of platforms.60 However, public
concern over intellectual property violations, child pornography, protection of minors from harmful
or indecent content, harassing or defamatory comments, publication of commercial trade secrets,
gambling, financial crime, and terrorist content have presented a strong impetus for aggressive
legislative and executive action, and some have threatened to undermine the broad protections of
CDA 230.61
Congress has passed several laws designed to restrict adult pornography and shield children from
harmful or indecent content online, such as the Child Online Protection Act of 1998 (COPA), but
these laws have been overturned by courts due to their ambiguity and potential infringements on
the First Amendment of the U.S. Constitution, which protects freedom of speech and the press.
Advertisement, production, distribution, and possession of child pornography—on the internet
and in all other media—is prohibited under federal law and can carry a sentence of up to 30 years
in prison. According to the Child Protection and Obscenity Enforcement Act of 1988, producers of
sexually explicit material must keep records proving that their models and actors are over 18 years
old. In addition to prosecuting individual offenders, the Department of Justice, the Department of
Homeland Security, and other law enforcement agencies have asserted their authority to seize the
domain name of a website allegedly hosting child abuse images after obtaining a court order.62
Intended to help protect against sex trafficking of children, the SAVE Act became law in May 2015.63
The final text of the legislation was changed to make it illegal to knowingly advertise content related
to sex trafficking, a higher requirement than an earlier draft that would have established liability
for “knowledge of” or “active disregard for the likelihood of” hosting such content.64 At the same
time, the law still establishes federal criminal liability for third-party content, which could lead to
companies choosing to over-censor rather than face criminal penalties, or to limit the practice of
monitoring content altogether so as to avoid “knowledge” of illegal content.65
For copyright infringement claims, the removal of online content is dictated by the safe harbor
provisions created in Section 512 of the Digital Millennium Copyright Act (DMCA).66 Operating
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through a “notice-and-takedown” mechanism, internet companies are shielded from liability if they
remove infringing content upon receipt of a DMCA notice. However, because companies have the
incentive to err on the side of caution and remove any hosted content subject to a DMCA notice,
there have been occasions where overly broad or fraudulent DMCA claims have resulted in the
removal of content that would otherwise be excused under free expression, fair-use, or educational
provisions.67 In some cases, the immediate removal of content through DMCA requests has been
used to target political campaign advertisements, since they are unlikely to be challenged in
court after the campaign ends and achieve the goal of making the content unavailable during the
campaign season.68
Major internet companies, including Google, Twitter, Facebook, Microsoft, AT&T and Yahoo, publish
information about removal requests from governments based on local laws. In its most recent report,
Twitter reported receiving two court orders and 100 U.S. government or law enforcement requests
to remove or withhold content between July and December of 2016, although it did not comply
with any of these requests.69 During the same period, Facebook reported that it did not receive any
U.S. government requests to remove content,70 while Yahoo reported receiving four U.S. government
removal requests and complied with 50 percent of them.71

Media, Diversity, and Content Manipulation
While the online environment in the United States continues to be vibrant and diverse, the
prevalence of disinformation and partisan media has had a significant impact on the online media
landscape. Concerns over the proliferation of “fake news”—particularly on social media—heightened
in the run-up to and aftermath of the November 2016 presidential election. Internet users continue
to exercise self-censorship due to concerns of government surveillance as well as online harassment
by other internet users.
Manipulation of social media and its role in influencing the election was a prominent topic in the
latter half of 2016. In May 2016, after Facebook received criticism for alleged anti-conservative bias
in how its employees edit the “trending topics” feature of its platform,72 the company reported that
it was removing human editors from the process and relying solely on its algorithm to populate
headlines, causing an immediate spike in fake news articles from all sides of the political spectrum.73
In some cases, the source of these articles—which often feature blatantly false information
and “click-bait” headlines—came from average internet users (rather than journalists) who were
67
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capitalizing on the resulting ad revenue: a Guardian report in August 2016 identified more than
150 pro-Trump fake news sites promulgated by internet users in a small town in Macedonia, for
example.74
Hyperpartisan media outlets and social media users continued to flourish online and affect the
visibility of and attention paid to more balanced sources of news and information. In March 2016,
several top executives and journalists of Breitbart News, a conservative political news website
founded in 2007, resigned following an incident with a Breitbart journalist who was harassed at a
Trump campaign rally, arguing that the company had failed to support the journalist and claiming
that Breitbart had become “a shill for the Trump campaign.”75 The allegation of an alliance between
Breitbart and the Trump campaign was bolstered when, on August 17, Trump named Breitbart
chairman Steve Bannon as chief executive of his campaign.76
A study of the online political media ecosystem by researchers at MIT Media Law, Harvard Law
School, and the Berkman-Klein Center for Internet and Society, found Breitbart at the center of a
hyperpartisan right-wing media network.77 By reviewing over 1.25 million stories published online
between April 1, 2015 and November 8, 2016, the researchers found that many of the most-shared
stories in this network centered around disinformation—“the purposeful construction of true or
partly true bits of information into a message that is, at its core, misleading”—and that this proTrump online network successfully set the agenda for the conservative media sphere, exerting an
outsized influence over more mainstream conservative news outlets as well as strongly influencing
the broader media agenda, including media coverage of Hillary Clinton’s campaign.78 A study
conducted by the Pew Research Center in December 2016 found that the majority of Americans—64
percent—felt that fabricated news stories caused “a great deal of confusion about the basic facts” of
current events.79
Disinformation propagated by Russian internet trolls also played a role in the media ecosystem
before and after the U.S. presidential election. Russian disinformation campaigns targeting U.S.
communities and local news outlets are not new—for example, in June 2015, journalist Adrian
Chen wrote a story for the New York Times about the Internet Research Agency, a “troll farm”
based in Saint Petersburg, Russia, which Russian investigative journalists claim is funded by a
local oligarch with close ties to President Vladimir Putin. Chen detailed examples of Russian trolls,
posing as American Twitter users, launching coordinated disinformation campaigns attempting to
trick observers into thinking that there had been an explosion at a chemical plant in Centerville,
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Louisiana, or that an Ebola outbreak had occurred in Atlanta.80 These troll networks continued to
churn out disinformation surrounding the U.S. presidential election. In several instances, Donald
Trump and members of his campaign staff propagated conspiracy theories or referenced fake
events which, separately, were also reported by Russian state media outlets.81 During his testimony
before the Senate in March 2017, Clinton Watts, a senior fellow at the Foreign Policy Research
Institute, argued that part of why Russian “active measures” were influential in the U.S. election was
because the themes of these disinformation campaigns were “parroted” by the Trump campaign.82
A representative from Facebook estimated that trolls associated with the Internet Research Agency
shared 80,000 posts on its platform between June 2015 and August 2017. The posts—characterized
by Facebook as “divisive social and political messages across the ideological spectrum”—ranged
from support for Black Lives Matter, Bernie Sanders, and the National Rifle Association, to memes
that were anti-Muslim or anti-immigrant.83 The IRA spent around $100,000 to amplify the visibility
of their posts, which reached some 126 million American users.84 According to Twitter, over 36,000
Russia-linked automated accounts posted 1.4 million election-related tweets, receiving 288 million
views from September 1 to November 15, 2016. The company noted these tweets represented less
than one percent of all election-related tweets on the platform during that period.85
An increasingly partisan media environment also negatively impacted the ability of journalists
from several online media outlets to cover the presidential campaigns and the Trump presidency.
During the 2016 presidential race, Donald Trump’s campaign refused to issue press credentials
for several media outlets whose coverage they deemed unfavorable. Reporters from the online
media outlets Buzzfeed, Politico, Huffington Post, and the Daily Beast, as well as from broadcast and
traditional media like the Washington Post, Univision, and the Des Moines Register, were periodically
prevented from attending Trump campaign press events and rallies.86 These restrictions—and
the threat of being banned or blacklisted for unfavorable coverage—risked inhibiting objective
reporting on his candidacy.87 On October 13, 2016, the board of the press freedom advocacy
organization Committee to Protect Journalists issued a statement declaring that Trump’s behavior as
a presidential candidate signaled a threat to press freedom in the United States and could embolden
authoritarian leaders abroad.88
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Trump continued to place restrictions on the press during the first few months of his presidency. On
February 24, the White House blocked journalists from several media outlets, including CNN, the
New York Times, Politico, and Buzzfeed, from attending a White House press briefing.89 In May 2017,
leaks about conversations between President Trump and James Comey, then-director of the FBI,
revealed that Trump had encouraged Comey to jail journalists who published classified information,
which journalists, editors, and press freedom groups spoke out against as an intimidation tactic.90
Reports of self-censorship among journalists, lawyers, and everyday internet users persist. Online
harassment is one of the driving forces behind self-censorship: a 2016 study by researchers at the
Data & Society Research Institute and the Center for Innovative Public Health Research found that
27 percent of Americans self-censor due to fear of online harassment.91 According to the research
findings, young women are more likely to report self-censoring than older women or men, and
“Black, LGB individuals, and people living in higher income households are also more likely than
White, non-LGB, and lower income individuals, respectively, to self-censor.”92
Journalists report that their ability to investigate and publish freely has been chilled in recent years
due to government pressure and threats to the security of their digital communications. Although
the U.S. Constitution includes core protections for freedom of the press, the U.S. government does
bring some enforcement actions against whistleblowers and journalists. Several recent studies have
concluded that the aggressiveness with which the Department of Justice investigates leaks — as
well as pervasive government surveillance programs such as those disclosed by Edward Snowden
— causes journalists and writers to self-censor and raises concerns about whether they are able to
protect the confidentiality of their sources.93 A grand jury investigation into WikiLeaks has been
ongoing since 2011.94 On March 17, 2017, Reuters reported that federal prosecutors were expanding
the investigation to include the trove of CIA documents posted on March 7.95
Ordinary American citizens have also changed their behavior in response to extensive government
surveillance. A study published in Journalism & Mass Communication Quarterly in February 2016
found that priming participants with subtle reminders about mass surveillance had a chilling effect
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on individuals’ willingness to publicly express minority opinions online.96
Diversity of content online is ensured in part through the protection of network neutrality—a
foundational principle of the internet that prohibits network operators from giving preferential
treatment to favored content or from blocking disfavored content. With the FCC‘s Republican
leadership signaling its intent to roll back net neutrality protections, it is unclear whether there
will be strong enough accountability mechanisms to ensure that ISPs treat all lawful internet
traffic equally, although as of May 2017 the net neutrality protections were still in effect (see
“Regulatory Bodies”). The FCC approved an Open Internet Order in 2015 that prohibits blocking
and unreasonable discrimination on both fixed and wireless networks, reflecting the growing
importance of mobile broadband in the United States. On June 14, 2016, the federal appeals court in
Washington, DC upheld the FCC’s authority to issue the Open Internet Order, further solidifying the
principle of net neutrality.97
In February 2017, the FCC announced it was cancelling its investigation into mobile providers’ zerorating practices,98 which allow unlimited streaming of video content from some services but not from
others.99 In March 2016, more than 50 advocacy groups had signed a letter to the FCC Chairman at
the time, Tom Wheeler, arguing that zero-rating practices violate net neutrality and the spirit of the
Open Internet Order, though it does not explicitly prohibit them.100

Digital Activism
Political activity in the United States has increasingly moved online in recent years.101 The Women’s
March on Washington, which took place on the Saturday immediately following President Trump’s
inauguration, was largely coordinated using social media platforms: details were spread via
Facebook, Twitter, and Instagram, encouraging anyone who supported the march’s platform to join
or start their own local march.102 In total, more than 4.2 million people participated in 600 cities
around the country, in what some researchers estimate was the largest protest in American history.103
The Black Lives Matter movement—which started in 2013 with the hashtag #blacklivesmatter—has

96 Elizabeth Stoycheff, “Under Surveillance: Examining Facebook’s Spiral of Silence Effects in the Wake of NSA
Internet Monitoring,” Journalism & Mass Communication Quarterly, 2016, http://m.jmq.sagepub.com/content/
early/2016/02/25/1077699016630255.full.pdf; Karen Turner, “Mass surveillance silences minority opinions, according to study,”
Washington Post, March 28, 2016, https://www.washingtonpost.com/news/the-switch/wp/2016/03/28/mass-surveillancesilences-minority-opinions-according-to-study/

Alina Selyukh, “U.S. Appeals Court Upholds Net Neutrality Rules in Full,” NPR, June 14, 2016, http://www.npr.org/sections/
thetwo-way/2016/06/14/471286113/u-s-appeals-court-holds-up-net-neutrality-rules-in-full

97

Aaron Pressman, “Trump’s FCC Moving to Kill Probes of Zero Rating by AT&T and Verizon,” Fortune, February 3, 2017,
http://fortune.com/2017/02/03/trump-fcc-zero-rating-att-verizon/

98

99 Cecilia Kang, “F.C.C. Asks Comcast, AT&T and T-Mobile About ‘Zero-Rating’ Services,” The New York Times, December 17,
2015, http://bits.blogs.nytimes.com/2015/12/17/f-c-c-asks-comcast-att-and-t-mobile-about-zero-rating-services/

Zero rating letter to FCC, March 28, 2016, https://www.eff.org/files/2016/04/07/finalzeroratingsign-onletter.
fa929bef59a5423089a496b4f909fb97.pdf

100

Karen Mossberger et al., “Digital Citizenship: Broadband, Mobile Use, and Activities Online,” (paper presented at
International Political Science Association conference, Montreal, Canada, July 2014), http://paperroom.ipsa.org/papers/
paper_36182.pdf

101

Paul Farhi, “How mainstream media missed the march that social media turned into a phenomenon,” Washington Post,
January 22, 2017.

102

Sarah Frostenson, “The Women’s Marches may have been the largest demonstration in US history,” Vox, January 31, 2017,
https://www.vox.com/2017/1/22/14350808/womens-marches-largest-demonstration-us-history-map

103

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

UNITED STATES
become a prominent example of a “decentralized but coordinated”104 social justice movement that
has strategically used social media to organize protests against police violence and shift national
conversations about race. Information released by Twitter revealed that the #blacklivesmatter
hashtag had been used over 12 million times since it started, making it the third most used hashtag
on the platform.105
An unprecedented number of Americans used online tools to mobilize in support network neutrality.
Nearly 4 million Americans contacted the FCC about its proposed net neutrality rules—a recordbreaking number that far exceeded the number of comments the agency had received on any topic
in its history.106 The FCC’s website crashed several times as a result of the influx of public comments,
notably after comedian John Oliver urged Americans to contact the agency in a televised rant that
went viral on social media.107 A broad coalition of grassroots organizations, advocacy groups, and
technology companies used online tools to mobilize supporters and pressure the FCC and elected
officials. In September 2014, members of this coalition staged an “Internet Slowdown Day” in which
dozens of high-profile websites displayed a spinning wheel to indicate what the internet could look
like in a world without net neutrality protections.108 When the FCC approved the strongest network
neutrality rules in its history in February 2015, policymakers credited the millions of Americans who
spoke out in online forums.109

Violations of User Rights
The United States has a robust legal framework that supports freedom of expression both online and
offline, and the government does not typically prosecute individuals for online speech or activities
unless a crime is committed. The broader picture of user rights in America, however, has become
increasingly complex. Government surveillance is a major concern, especially following revelations
about NSA practices, although several of these programs were reformed following the passage of the
USA FREEDOM Act in June 2015. In addition, the privacy of NGOs, companies, government agencies,
and individual users is threatened by a growing number of cyberattacks initiated by both domestic
and international actors. Threatening or antisemitic social media messages against journalists also
increased during the year.

Legal Environment
The First Amendment of the U.S. Constitution includes protections for free speech and freedom of
the press, and in 1997 the Supreme Court reaffirmed that online speech has the highest level of
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constitutional protection.110 Lower courts have consistently struck down attempts to regulate online
content.
Aggressive prosecution under the Computer Fraud and Abuse Act (CFAA) has fueled growing
criticism of the law’s scope and application. Under CFAA, it is illegal to access a computer without
authorization, but the law fails to define the term “without authorization,” leaving the provision open
to interpretation in the courts.111 In one prominent case from 2011, programmer and internet activist
Aaron Swartz secretly used Massachusetts Institute of Technology servers to download millions of
files from JSTOR, a service providing academic articles. Prosecutors sought harsh penalties for Swartz
under CFAA, which could have resulted in up to 35 years imprisonment.112 Swartz committed suicide
in 2013 before he was tried. After his death, a bipartisan group of lawmakers introduced “Aaron’s
Law,” a piece of legislation that would prevent the government from using CFAA to prosecute terms
of service violations and stop prosecutors from bringing multiple redundant charges for a single
crime.113 The bill was reintroduced in 2015, but did not garner enough support to move forward.114
Companies are shielded from liability for the activities of their users by Section 230 of the
Communications Decency Act (see “Content Removal”). The Digital Millennium Copyright Act
(DMCA) of 1998 provides a safe harbor to intermediaries that take down allegedly infringing
material after notice from the copyright owner.115 A number of U.S. laws also protect speech from
harmful corporate actions, including corporate surveillance that may lead users to self-censor, and
failure of private actors to sufficiently protect internet users’ personal information from unauthorized
access (see “Surveillance, Privacy, and Anonymity”).
There are no legal restrictions on user anonymity on the internet, and constitutional precedents
protect the right to anonymous speech in many contexts. There are also state laws that stipulate
journalists’ right to withhold the identities of anonymous sources, and at least one such law has
been found to apply to bloggers.116 The legal framework for government surveillance, however,
has been open to abuse. In June 2015, President Obama signed the USA FREEDOM Act into law,
introducing some restrictions on the way the NSA can access information about American citizens
from their phone records. Other laws used to authorize surveillance have yet to be reformed (see
“Surveillance, Privacy, and Anonymity”).
On April 3, 2017, President Trump signed S.J. Resolution 34, which nullified the FCC’s broadband
privacy guidelines (see “Regulatory Bodies”).117 The joint resolution rolled back regulations
introduced in October 2016 that would have given consumers more control over how their personal
information is collected and used by broadband internet service providers. On the other hand,
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several states, including California, Minnesota, and Illinois, were considering legislation to protect
internet users’ privacy rights.118 As of September 2017, the Illinois “right to know” bills (SB 1502
and HB 2774) were still being considered by the state legislature. The Minnesota bill had passed
the state senate with widespread support from Republicans and Democrats but was later taken
out of a larger spending bill during private negotiations.119 On September 15, the California state
legislature failed to pass AB 375, a broadband privacy bill aimed at addressing the rollback of the
FCC guidelines for operators within the state.120

Prosecutions and Detentions for Online Activities
Prosecutions or detentions for online activities, particularly for online speech, are relatively
infrequent given broad protections under the First Amendment. However, there have been
prosecutions related to threats posted on social media, arrests related to filming police interactions,
and problematic prosecutions under the Computer Fraud and Abuse Act. In addition, Customers and
Border Patrol agents at international airports are increasingly forcing travellers, including American
citizens, to turn over their cell phone passcodes or risk detention.
Americans can be detained if they refuse to hand over their cell phone or reveal their cell phone
passcode to border agents. Although they are not legally required to unlock their phones, the
threat of detention or confiscation of their electronic devices can pressure individuals to comply.
There has been a significant increase in warrantless searches of travellers’ cell phones by border
agents when travellers attempt to enter the United States, tripling from 857 searches in October
2015 to 2,560 searches in October 2016.121 In one case, an American NASA engineer who was flying
back from South America was detained and told to hand over the passcode for his phone, even
though it was the property of the NASA lab where he worked.122 On April 4, 2017, several senators
introduced legislation that would require border patrol agents to obtain a warrant before searching
the contents of a cell phone, and would prohibit agents from detaining people for more than four
hours while trying to get them to unlock their phones.123 The bill had not yet been voted on as of
mid-2017.
Police have periodically detained individuals who uploaded images or broadcast live video of police
activity with their phones, posing a threat to First Amendment protections.124 Most of the arrests
have been made on unrelated charges, such as obstruction or resisting arrest, since openly filming
police activity is a protected right. In July 2016, police in Louisiana detained store owner Abdullah
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Muflahi for six hours and confiscated his cellphone after he filmed the fatal shooting of Alton
Sterling by police.125 Chris LeDay, a Georgia-based musician who shared another video of the same
incident on Facebook, was arrested soon after for unpaid traffic fines.126
Several journalists were arrested or detained while covering protests on the day of President Trump’s
inauguration in January 2017. Evan Engel, an independent journalist who was a senior producer for
Vocativ at the time, was arrested along with several hundred protesters and detained for 27 hours
before release. He was charged with rioting, though the charges were later dropped.127 A producer
for the web series “Story of America” was also arrested, detained for 36 hours, and charged with a
felony, though his charges were also dropped several days later.128
Amid heightened tensions following the shooting of five

police officers in Dallas in July 2016, there
was an increase in the number of arrests of civilians who posted threatening language on social
media. The following week, four people were arrested in Detroit for posting threats to police on
Facebook and Twitter; three of the cases were dropped due to lack of evidence needed to support
criminal charges.129 In October 2016, felony terrorist charges were brought against Detroit resident
Nheru Gowan Littleton for posting messages on Facebook praising the shootings of the cops in
Dallas and allegedly posting comments like “Kill all white cops!”130 His trial began in March 2017; as
of mid-2017, his trial had not yet reached a verdict.
Previously, the government used the Computer Fraud and Abuse Act to prosecute Matthew Keys,
a former Tribune Company journalist and social media editor who had given log-in credentials to
the hacking group Anonymous. Keys was convicted in October 2015 and sentenced to two years’
imprisonment on April 13, 2016.131 Some critics of CFAA argued that Keys’ sentencing was overly
harsh, and that many of his crimes could be charged as misdemeanors.132 Many states also have
their own laws related to computer hacking or unauthorized access. Several smaller cases in the past
few years highlighted the shortcomings and lack of proportionality of these laws.133
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Surveillance, Privacy, and Anonymity
The passage of the USA FREEDOM Act in June 2015 marked the most significant legislative
reform to U.S. surveillance practices in recent decades. Despite this reform, however, a number
of problematic provisions remained in effect, such as programs authorized by Section 702 that
enabled the incidental collection of Americans’ communications and metadata. In April 2017, the
NSA announced that it would amend a practice known as “upstream” collection, authorized under
Section 702, to limit the incidental collection of American’s communications.
Under a set of complex statutes, U.S. law enforcement and intelligence agencies can monitor
communications content and communications records, or metadata, under varying degrees of
oversight as part of criminal or national security investigations. The government may request that
companies store such data for up to 180 days under the Stored Communications Act, but how they
otherwise collect and store communications content and records varies by company.134
Law enforcement access to metadata generally requires a subpoena issued by a prosecutor or
investigator without judicial approval;135 a warrant is only required in California under the California
Electronic Communications Privacy Act, which went into effect on January 1, 2016.136 In criminal
probes, law enforcement authorities can monitor the content of internet communications in real
time only if they have obtained an order issued by a judge, under a standard that is actually a little
higher than the one established by the Constitution for searches of physical places. The order must
reflect a finding that there is probable cause to believe that a crime has been, is being, or is about to
be committed.
The status of stored communications is more uncertain. One federal appeals court has ruled
that the Constitution applies to stored communications, so that a judicial warrant is required for
government access.137 However, the 1986 Electronic Communications Privacy Act (ECPA) states
that the government can obtain access to email or other documents stored in the cloud with a
subpoena.138 In April 2016, the House of Representatives passed the Email Privacy Act, which would
require the government to obtain a probable cause warrant before accessing email or other private
communications stored with cloud service providers.139 The bill was reintroduced in January 2017,
passed the House, and was awaiting review in the Senate.140
The USA PATRIOT Act, passed following the terrorist attacks of September 11, 2001, expanded
government surveillance and investigative powers in terrorism and criminal investigations.141 On
June 2, 2015, President Obama signed the USA FREEDOM Act into law, extending expiring provisions
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of the PATRIOT Act, including broad authority to conduct roving wiretaps of “John Doe” targets
and “lone wolf” surveillance.142 On the other hand, the law significantly reformed the bulk collection
of phone records under Section 215, a program detailed in documents leaked by former NSA
contractor Edward Snowden in 2013,143 and ruled illegal by the Second Circuit of Appeals in May
2015. 144
The USA FREEDOM Act replaced the bulk collection program with a system that allows the NSA to
access records held by phone companies with an order from the Foreign Intelligence Surveillance
Court (FISA court).145 Requests for that access require the use of a “specific selection term” (SST)
representing an “individual, account, or personal device,”146 which is intended to prohibit broad
requests for records based on zip code or other indicators, and can only be extended or renewed
in certain circumstances.147 The SST provision also applies when intelligence agents use FISA pen
registers and trap and trace devices, instruments that will capture a phone’s outgoing or incoming
records, and to national security letters, secret subpoenas to request call records issued by the FBI.148
The USA FREEDOM Act also required that the FISA court appoint an amicus curiae, an individual (or
several) qualified to provide legal arguments that “advance the protection of individual privacy and
civil liberties.”149 Six individuals have since been designated to serve as an amicus curiae.150
Despite these significant improvements, other surveillance programs revealed by the NSA leaks
were authorized under laws which, though partially reformed since they were exposed in 2013, still
contain scope for surveillance that lacks oversight, specificity, and transparency:
•

Section 702 of the Foreign Intelligence Surveillance Act (FISA) Amendments Act of 2008:
Section 702 was used to authorize PRISM and “Upstream” collection, the controversial
programs under which the NSA reportedly collects users’ communications data—including
the content—directly from U.S. tech companies and through the physical infrastructure of
undersea cables.151 Section 702 only authorizes the collection of information about foreign
citizens, yet the content of Americans’ communications swept up in this process is also
collected and stored in a searchable database.152 The USA FREEDOM Act made no changes
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to this practice or to the NSA’s access to the communications content collected. It limits
the use of information about U.S. citizens in court or in other government proceedings
if the NSA did not follow existing procedures to minimize the likelihood of collecting
that information. The FISA court will determine whether or not those procedures were
followed.153
•

In October 2016, during the FISA court’s annual review and reauthorization of surveillance
conducted under Section 702, the government notified the FISA court judge that it
had reported widespread violations of protocols intended to limit access to Americans’
communications by NSA analysts (these details were revealed when the information was
declassified in May 2017).154 “Upstream” collection, which captures any communications that
mention a foreign target, not just communications to and from a foreign target, is more
likely than other programs to incidentally collect communications sent between U.S. citizens,
which is outside the scope of lawful surveillance.155 The report showed analysts had failed to
take steps to ensure that they are not searching the upstream database when conducting
queries.

•

In response, the court delayed reauthorizing the program, and in April 2017 the NSA
director recommended that the agency halt its collection of Americans’ communications
that merely mentioned a surveillance target (referred to as “about collection”), and instead
only collect communications to and from the target.156 Privacy advocates welcomed the
decision by the NSA to halt this type of collection, and emphasized that the government’s
findings underscore the need for legislative reform of Section 702, which is set to expire in
December 2017.157 Advocates have argued that, in addition to codifying this ban on “about
collection,” reforms to Section 702 should include, among other things, limiting the degree
to which collected communications are used for domestic law enforcement,158 and closing
the “backdoor search loop” that currently permits intelligence agents to run warrantless
searches on data that has been collected under Section 702.159

•

Executive Order 12333: Originally issued in 1981, Executive Order 12333 outlines how
and when the NSA or other agencies may conduct surveillance on U.S. citizens and other
individuals within the United States,160 authorizing the collection of U.S. citizens’ metadata
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and the content of communications if that data is collected “incidentally.”161 The extent
of current NSA practices authorized under EO12333 is unclear, but documents from the
NSA leaks suggest that EO12333 was used to authorize the so-called “MYSTIC” program,
which was reportedly used to capture all of the incoming and outgoing phone calls of one
or more target countries on a rolling basis. The Intercept identified the Bahamas, Mexico,
Kenya, and the Philippines as targets in 2014.162 In December 2014, Congress passed a
law that included a requirement that the NSA develop “procedures for the retention of
incidentally acquired communications” collected pursuant to EO12333, and that such
communications may not be retained for more than five years except when subject to
certain broad exceptions.163 In January 2015, the president updated a 2014 policy directive
that put in place important new restrictions relevant to EO12333 on the use of information
collected in bulk for foreign intelligence purposes.164 Civil society groups continue to
campaign for its complete reform.165
The USA FREEDOM Act also changed the way private companies publicly report on government
requests they receive for user information. The U.S. Department of Justice (DOJ) limits the disclosure
of information about national security letters, including in the transparency reports voluntarily
published by some internet companies and service providers.166 In 2014, the DOJ reached a
settlement with Facebook, Google, LinkedIn, Microsoft, and Yahoo that would permit the companies
to disclose the number of government requests they receive, but only in aggregated bands of
0-249 or 0-999.167 Twitter, not a party to the settlement, filed suit against the DOJ in October 2014
on grounds that the rules amount to an unconstitutional prior restraint that violates the company’s
First Amendment rights.168 In May 2016, a judge partially dismissed Twitter’s case but gave them
the opportunity to refile.169 The USA FREEDOM Act allows companies the option of more granular
reporting, though reports containing more detail are still subject to time delays and their frequency
is limited.170
User data is otherwise protected under Section 5 of the Federal Trade Commission Act (FTCA),
which has been interpreted to prohibit entities operating over the internet from deceiving users
about what personal information is being collected and how it is being used, as well as from using
personal information in ways that harm users without offering countervailing benefits. In addition,
161
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the FTCA has been interpreted to require entities that collect users’ personal information to adopt
reasonable security measures to safeguard it from unauthorized access. State-level laws in 47 U.S.
states and the District of Columbia also require entities that collect personal information to notify
consumers—and, usually, consumer protection agencies—when they suffer a security breach
leading to unauthorized access of personal information. Section 222 of the Telecommunications
Act prohibits telecommunications carriers from sharing or using information about their customers’
use of the service for other purposes without customer consent. This provision has historically only
applied to phone companies’ records about phone customers, but following the FCC’s net neutrality
order, it also applied to ISPs’ records about broadband customers.171
While there are no legal restrictions on anonymous communication online, some social media
platforms require users to register using their real names through Terms of Service or other
contracts.172 Online anonymity has been challenged in cases involving hate speech, defamation, or
libel. In one recent example, a Virginia court tried to compel the crowdsourced review platform Yelp
to reveal the identities of anonymous users, before the Supreme Court of Virginia ruled that they did
not have the authority.173
Recent cases have also raised the question of the degree to which the courts can force technology
companies to comply with court orders, particularly those that would require the companies to
alter their products. Following a terrorist attack in San Bernardino in December 2015, the U.S.
government sought to compel Apple to unlock a passcode-protected iPhone belonging to one of
the perpetrators. Because some iPhones are programmed to permanently block access to all of the
phone’s encrypted data once an incorrect passcode is entered too many times, the government
issued a court order that would compel Apple to create new software enabling the FBI to access
the phone.174 Security experts argued that requiring companies to create “backdoors” for law
enforcement to access encrypted data would undermine security and public trust.175
Conversely, there have been efforts to codify rules that would bar the government from requiring
surveillance backdoors. In 2014, the U.S. House of Representatives approved an amendment to a
bill governing appropriations which would ban spending on government-mandated backdoors with
overwhelming bipartisan support, although later negotiations prevented it from being adopted into
the final bill.176 The House approved two similar amendments in 2015.177 Building on that support,
the Secure Data Act was introduced in Congress in December 2014, which would similarly prohibit
the government from requiring that companies weaken the security of their products or insert
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backdoors to facilitate access.178 As of mid-2017, no further action had been taken.
Despite vigorous debate, there have been no legislative changes regarding the use of encryption,
nor is there any indication that the government is currently planning to move forward with the
technical solutions it has proposed.179 While the Communications Assistance for Law Enforcement
Act (CALEA) currently requires telephone companies, broadband carriers, and interconnected Voice
over Internet Protocol (VoIP) providers to design their systems so that communications can be easily
intercepted when government agencies have the legal authority to do so, it does not cover online
communications tools such as Gmail, Skype, and Facebook.180 Calls to update CALEA to cover online
applications and communications have not been successful. In 2013, 20 technical experts published
a paper explaining why such a proposal (known as “CALEA II”) would create significant internet
security risks.181
Other legal implications of law enforcement access to devices have been debated in the courts. In
March 2016, a Maryland state appellate court issued a ruling stating that law enforcement must
obtain a warrant before using “covert cell phone tracking devices” known by the product name
Stingray.182 Stingray devices act like cell phone towers, causing nearby cell phones to send it
identifying information and thus allowing law enforcement to track targeted phones or determine
the phone numbers of people in a nearby area. In its decision, the court rejected the argument that
individuals are effectively “volunteering” their private information when they choose to turn on their
phones, since doing so allows third parties (the phone company’s cell towers) to send and receive
signals from the phone.183 This was the first court decision addressing whether a warrant is required
in the use of Stingray devices184
On May 18, 2017, The Detroit News obtained court documents showing that police had used
Stingray devices to find and arrest an undocumented immigrant.185 Privacy advocates argue that
because Stingray devices collect information from cell phones in the area surrounding the target,
and thus constitute mass surveillance, their use by law enforcement should be limited to serious
cases involving violent crimes, not immigration violations.186
In addition to surveilling private communications, law enforcement agencies have also monitored
websites and social media platforms for suspected criminal activity. In October 2016, the ACLU
reported that police were conducting social media surveillance using a tool called Geofeedia, which
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Alex Emmons, “Maryland Appellate Court Rebukes Police for Concealing Use of Stingrays,” The Intercept, March 31, 2016,
https://theintercept.com/2016/03/31/maryland-appellate-court-rebukes-police-for-concealing-use-of-stingrays/
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Robert Snell, “Feds use anti-terror tool to hunt the undocumented,”

Adam Schwartz, “No Hunting Undocumented Immigrants with Stingrays,” Electronic Frontier Foundation, May 19, 2017,
https://www.eff.org/deeplinks/2017/05/no-hunting-undocumented-immigrants-stingrays
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allows users to aggregate social media content by location (such as a protest site); the company
specifically marketed its service to law enforcement agencies.187 Following the ACLU’s report,
Facebook, Twitter, and Instagram shut off Geofeedia’s access to their data.188
On March 8, 2017, the ACLU announced that it was filing a motion to quash a warrant that a
local law enforcement office in Washington state had obtained to search the private and public
communications and location data related to users of a local Facebook group against the
construction of the Dakota Access Pipeline.189 The ACLU argued that the warrant was overbroad and
could have a chilling effect on political speech and civic participation. 190 On March 13, the county
withdrew the warrant request.191 Also in March, U.S. Customs and Border Protection agents asked
Twitter to reveal the owner of an account that objected to Trump’s immigration policy, and backed
off only after the company filed a lawsuit against the request.192

Intimidation and Violence
Journalists face increased levels of harassment and threats online. According to a report by the AntiDefamation League, antisemitic posts on Twitter increased significantly from January to July of 2016,
correlating with “intensifying” coverage of the presidential political campaigns. The report found
that at least 800 journalists had received anti-Semitic tweets between August 2015 and July 2016.193
Journalists also face threats for writing about political topics, particularly in the highly charged
and often vitriolic environment of online public discourse. Several journalists have reported being
doxxed—having their home addresses, phone numbers, and other personal details posted online—
and have received violent threats directed at themselves or their family members, causing them to
think twice before writing about potentially controversial topics.194
Bloggers and other ICT users generally are not subject to extralegal intimidation or violence from
state actors. However, police have used intimidation and threats to discourage bystanders from
filming or uploading footage, particularly surrounding protests related to police violence against
African Americans. Citizens have a legal right to film police interactions openly if they are not

Jonah Engel Bromwich, Daniel Victor, and Mike Isaac, “Police Use Surveillance Tool to Scan Social Media, A.C.L.U Says,”
New York Times, October 11, 2016, https://www.nytimes.com/2016/10/12/technology/aclu-facebook-twitter-instagramgeofeedia.html
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189

“Warrant served on Facebook is overbroad and violates first and fourth amendments, ACLU argues in court filing,”
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interfering with police activities. Covert filming may fall under illegal wiretapping regulations.195 In
July 2016, police briefly detained or harassed individuals who shared footage online of the fatal
shootings by police of Alton Sterling in Baton Rouge, Louisiana and Philando Castile in St. Anthony,
Minnesota.196

Technical Attacks
Americans witnessed several major cyberattacks on U.S. political organizations and commercial
websites in the latter half of 2016, including a hack into the network of the Democratic National
Committee (DNC) that played a significant role in media coverage of the 2016 presidential election.
In June 2016, the Washington Post reported that Russian hackers had gained access to the DNC
networks and had obtained opposition research on Donald Trump as well as DNC staffers’ email
communications.197 The Kremlin denied any involvement in the hacks.198 On July 22, days before the
Democratic National Convention, WikiLeaks released a trove of emails taken from the DNC server
that revealed potentially embarrassing and unfavorable information about the internal workings
of the Democratic Party, including DNC conversations about ways to weaken then-Democratic
candidate Bernie Sanders.199 As a result, DNC chairwoman Debbie Wasserman Schultz was forced to
resign on the eve of the convention.200
During the month of October, WikiLeaks released more documents and email communications
obtained from the email account of John Podesta, chairman of the Hillary Clinton campaign,
including transcripts of a speech Clinton had made to Goldman Sachs that she had previously
refused to make public.201 In December, President Obama blamed the Russian government for
attempting to interfere in the election and retaliated by imposing sanctions on two Russian
intelligence agencies.202 This hacking incident, which started in 2015 and was revealed in mid2016, was part of a broader set of allegations of Russian government interference in the 2016 U.S.
presidential election (see “Media, Diversity, and Content Manipulation”).
Commercial websites were also subjected to cyberattacks during the coverage period. A massive
DDoS attack against a DNS provider, Dyn, was launched on October 21, 2016 and disabled
numerous popular websites for users in the United States and parts of Europe. The DDoS attack
was orchestrated through the creation of a “botnet”—in this case, a network of unsecured Internet
Dia Kayyali, “Want to Record the Cops? Know Your Rights,” Electronic Frontier Foundation, April 16, 2015, https://www.eff.
org/deeplinks/2015/04/want-record-cops-know-your-rights
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of Things devices infected with malware and used to perpetrate an attack—to flood the Dyn server
with requests, causing it to fail.203 The attack affected websites such as Netflix, Twitter, Amazon, and
PayPal.204
Financial, commercial, and governmental agencies in the United States have been and continue to
be targets of significant cyberattacks. In June 2015, for example, government officials reported two
successive cyberattacks beginning in March 2014 which resulted in hackers breaching the Office of
Personal Management (OPM) and other executive agencies.205 The social security numbers of over
21.5 million individuals were stolen from government databases.206
In response to these incidents and others, the U.S. has taken a series of legal and policy measures
to address growing cyber threats. On May 11, 2017, President Trump issued an executive order
on “Strengthening the Cybersecurity of Federal Networks and Critical Infrastructure,” which holds
government agency heads accountable for securing the IT infrastructure of their department, and
promotes sharing IT resources across agencies in order to secure a “more resilient executive branch
IT architecture.”207
In December 2015, President Obama signed an omnibus bill that included a version of the
Cybersecurity Information Sharing Act (CISA) already passed in the Senate. The law requires the
Department of Homeland Security to share information about threats with private companies, and
allows companies to voluntarily disclose information to federal agencies without fear of being sued
for violating user privacy.208 Civil liberties advocates said that the final text of the bill did not include
strong enough privacy protections, and weakened requirements found in earlier drafts to remove
from disclosures any personal information not needed to identify cybersecurity threats. Critics
also said that allowing companies to voluntarily disclose data to any federal agency—including
the Department of Defense and the NSA—undermines civilian control of cybersecurity programs
and would blur the line between the use of this data for cybersecurity versus law enforcement
purposes.209
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Press Freedom 2017 Status:
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Key Developments: June 2016 – May 2017
•

The government introduced a new online portal allowing citizens to channel public
grievances and prompting greater citizen engagement (see Media, Diversity, and
Content Manipulation).

•

Following a change in Uzbekistan’s leadership, some online journalists serving lengthy
sentences were released from prison, though new arrests were also reported (See
Prosecutions and Detentions for Online Activities).

•

Many services offering free online calls, including Skype, WhatsApp, and Viber, remain
restricted (See Restrictions on Connectivity).
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Introduction
The internet freedom environment in Uzbekistan remains repressive, though it improved slightly
with the introduction of an online government portal allowing citizens to voice their grievances and
concerns.
Following the death of authoritarian President Islam Karimov in September 2016, Shavkat Mirziyoyev
took over the presidency in December 2016. Mirziyoyev promised to honor Karimov’s legacy, and
civil liberties remain severely restricted. However, there are some indications that the government
may be willing to promote citizen engagement using online tools. The establishment of the
government’s “virtual office” initiative, an online platform allowing citizens to voice criticism directly
to government bodies, launched hundreds of thousands of complaints, and many were successfully
resolved.
A number of independent online journalists serving lengthy sentences were released from prison
after Mirziyoyev came to power. Others, however, remain imprisoned, and internet users were newly
detained, supposedly for causing public disorder through communication apps.
Voice over Internet Protocol (VoIP) calls, including services offered by Skype, WhatsApp, and Viber,
remain largely unavailable, though both the government and service providers denied blocking
them. The websites of many international news outlets have been blocked for the past decade.

Obstacles to Access
Nearly half of the population had internet access in 2016, with growing mobile penetration playing
a critical role in improving access. However, expensive service, low broadband speeds, and limits on
data continue to curb internet use. The state controls the country’s international internet gateways
through the state-owned telecommunications operator Uztelecom. Some VoIP services such as Skype,
WhatsApp, and Viber remain inaccessible.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

a

46.8%

2011

18.6%

2015

73%

2017(Q1)

5.9 Mbps

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

2011

2016(Q1)

42.8%
77%

90%

3.3 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.
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Internet penetration continues to rise in Uzbekistan. Internet access is based primarily on ADSL
technology, which the government estimates is available to 68 percent of subscribers.1 The
remaining 32 percent use connections via fiber optic networks. Users increasingly access the internet
through their mobile devices, with the number of mobile internet users reaching 14.7 million in April
2017.2
Internet connection speeds remain relatively low. Subscribers experience poor connection quality
and frequent disconnections. “Unlimited” fixed-line subscriptions, advertised by all internet service
providers (ISPs), actually entail quotas on traffic. If the quota is exceeded, connection speeds
decrease to almost zero. Mobile providers continued to invest into 4G LTE broadband connectivity,
with speeds of up to 70 Mbps offered by provider UMS.3 In general, access to the internet remains
prohibitively expensive in comparison to the average household income in Uzbekistan.4
The capital Tashkent has the highest rates of internet penetration and of fiber-to-the-building
(FTTB) broadband connectivity compared to the country’s 12 regions (viloyati) and the autonomous
Republic of Karakalpakstan.5 Uztelecom’s FTTB broadband service reaches 4,500 buildings in
Tashkent, compared to just four in Termez city in the remote Surkhandariya region on the border of
Afghanistan, with a population of 136,000.6 The government plans to further develop broadband
infrastructure, aiming to construct over 277,000 km of fiber optic networks across the country
by 2021.7 ICT facilities also depend on a stable electricity supply to the telecommunications
infrastructure, which has been less reliable in rural areas.8
Uztelecom and at least two private mobile operators offer public Wi-Fi hotspots in limited locations.
In 2016, Uztelecom operated 67 hotpots across Samarkand, Bukhara, and four regions, including 14
in Tashkent.9 In February 2016, the government set a goal of extending public Wi-Fi coverage to the
remaining eight regions, and the Republic of Karakalpakstan. The private mobile operator Beeline
launched its first public Wi-Fi network in August 2015 and currently operates 27 Wi-Fi hotspots in 6
cities.10
Public access points such as internet cafes remain popular, particularly among young internet users.

1

ITU ICT Statistics, “Time Series by Country (until 2016),”http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx

“State, prospects, and problems of the development of the ICT industry discussed during the press-conference,”(Состояние,
перспективы и проблемы развития ИКТ обсудили на пресс-конференции) Uztelecom, May 18, 2017,http://www.brm.uz/site/
feed-item?alias=sostoyaniye-perspektivy-i-problemy-razvitiya-ikt-obsudili-na-press-konferentsii
2

3 “UMS mobile operator implements “smart offices””Uzreport, March 23, 2017, http://news.uzreport.uz/news_8_e_149802.html

As reported by ITU in 2016, internet access prices were prohibitively high in Uzbekistan and exceeded the monthly GNI per
capita level at the rate of approximately 188 percent. See ITU, “Measuring the Information Society: 2016.”

4

5

6

Uztelecom, “Зонапокрытия FTTB”, (Coverage zone of FTTB) accessed July 2016, http://uzonline.uz/ru/services/fttb/

Uztelecom, “Зонапокрытия FTTB”, (Coverage zone of FTTB) accessed July 2016, http://uzonline.uz/ru/services/fttb/

“State, prospects, and problems of the development of the ICT industry discussed during the press-conference,”(Состояние,
перспективы и проблемы развития ИКТ обсудили на пресс-конференции) Uztelecom, May 18, 2017,http://www.brm.uz/site/
feed-item?alias=sostoyaniye-perspektivy-i-problemy-razvitiya-ikt-obsudili-na-press-konferentsii

7

8 International Telecommunication Union, “Sustainable supply of electricity to telecommunication facilities in rural and
remote areas (Uzbekistan),” accessed February 10, 2014, http://bit.ly/1FV5uod

Uztelecom, ““Uzbektelecom JSC continues development of Wi-Fi network project on the territory of historical and cultural
heritage and tourist activity of Uzbekistan,” September 26, 2015, http://www.uztelecom.uz/en/press/news/2015/1936/

9

Beeline has Wi-Fi hotsports: 16 (Tashkent), 5 (Samarkand), 3 (Samarkand), 1 (Namangan), 1 (Fergana), and 2 (Djizak),
https://www.beeline.uz/uz/Catalog/Services/Wi-Fi/p/wi-fi.
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However, minors are officially prohibited from visiting internet cafes unsupervised between 10:00
p.m. and 6:00 a.m.11
Since September 2005, all public institutions such as educational institutions, youth organizations,
libraries, and museums, must connect to the wider internet exclusively via ZiyoNET,12 a nationwide
access and information network that enables the government to monitor all communications
traffic. Since July 2013, the state-owned Uztelecom has served as the exclusive provider of access to
ZiyoNet.13
The use of mobile technology is formally restricted in schools and universities, but the restriction
is enforced only during certain examinations.14 In a May 21, 2012 resolution, the government had
banned the use of mobile phones in educational institutions except in “justified and urgent” cases, in
order to prevent cheating and access to banned ideology.15

Restrictions on Connectivity
The government exercises significant control over ICT infrastructure. Some Voice-over-InternetProtocol (VoIP) services, including Skype, continued to be disrupted in the past year.
Internet access is routed via Uztelecom, a state-owned telecommunications and internet access
provider, and a TAS-IX peering center and content delivery network that effectively functions as a
government-backed intranet. Uztelecom is an upstream ISP and sells international internet traffic
to domestic ISPs at a wholesale price. Uztelecom runs the International Center for Packet Switching
to aggregate international internet traffic at a single node within its infrastructure. Private ISPs are
prohibited by law from bypassing Uztelecom’s infrastructure to connect to the internet, and from
installing and maintaining their own satellite stations in order to establish internet connectivity.
The TAS-IX peering center and content delivery network, established in February 2004, interconnects
the networks of private ISPs to enable traffic conveyance and exchange at no mutual charge and
without the need to establish international internet connections via Uztelecom.16 Private ISPs provide
no traffic limitations to websites hosted within the TAS-IX networks but filter and block other
websites to the same extent as Uztelecom.17
The authorities have been known to periodically impose temporary shutdowns. Most recently,
internet users in Tashkent reported an interruption in connectivity in January 2016, after Uztelecom
“O poriadkepredostavleniadostupa k seti Internet v obschestvennikhpunktakhpol’zovania” [On Adoption of the Terms
of Provision of Access to the Internet Network in Public Points of Use], promulgated by Order of the Communications and
Information Agency of Uzbekistan No. 216, July 23, 2004, SZRU (2004) No. 30, item 350, art. 17 (e).

11

Resolution of the President RU “О созданииобщественнойобразовательнойинформационнойсетиРеспубликиУзбекис
тан” [On the Establishment of the Public, Educational, and Information Network of the Republic of Uzbekistan], No. ПП- 191, 28
September 2005, SZRU (No. 40), item. 305, at Art. 4.

12

Resolution of the Cabinet of Ministers RU “О мерахподальнейшемуразвитиюобразовательнойсети “ZiyoNET”” [On the
Further Development of the Educational Network “ZiyoNET”], No. 198, July 10, 2013, SZRU (2013) No. 28 (580), item 362, Art. 4.

13

“Is it allowed to use a mobile phone in college?” [in Russian] Darakchi, July 13, 2016,http://ru.darakchi.uz/article/867mojno-li-polzovatsya-sotovim-v-kolledje

14

Resolution of the Cabinet of Ministers RU, “О мерах по упорядочению пользования мобильными телефонами в
образовательных учреждениях Республики Узбекистан” [On measures to streamline the use of mobile phones in educational
institutions of the Republic of Uzbekistan], No. 139, May 21, 2012, SZ RU (2013 No. 21 (521), item. 229.

15

16

TAS-IX, List of Members, http://tas-ix.uz/index.php?option=com_content&view=article&id=63:listofmembers

TAX-IS participating ISP maintain a service to find out whether a website is in the TAS-IX network. See, e.g., ISP TPS, http://
www.tps.uz/tasix/
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warned of disruptions for maintenance purposes; observers speculated the disturbance was related
to the installation of surveillance equipment.18 The authorities also periodically order mobile
operators to shut down internet and text message services nationwide to avoid cheating during
August university entrance exams.19
Some services offering free VoIP calls through the internet, including Skype, WhatsApp, and
Viber, have been unavailable to users in Uzbekistan since at least July 2015, with some reports of
disruptions from as early as October 2014; some users reported the apparent block was lifted briefly
in October 2015. As of May 2017, the Skype website remained inaccessible from within Uzbekistan
except by using a virtual private network (VPN). Experts linked the restrictions to the threat these
free services pose to Uztelecom’s revenue.20 Uztelecom and the Ministry for the Development of
Information Technologies and Communications, which regulates ICTs, both denied responsibility
for the block. In May 2016, in an official response to a user complaint posted on an e-government
website, a director of Uztelecom’s information security department said the company was “not
responsible for the due or proper operability of third-party resources.” The ministry said that that
“servers of multimedia services like Skype, WhatsApp, Viber, and others are located in foreign states.
National ISPs (operators and providers) in the Republic of Uzbekistan might be held responsible
by the law for the functioning and accessibility of segments of the internet network, however, they
cannot influence the quality of the aforesaid service.”

ICT Market
There are numerous legal, regulatory, and economic obstacles to competitive business in
the ICT sector. As of January 2017, there were 654 companies classified as providing data or
telecommunications services including the internet, down from 854 in 2016.21 This figure includes
internet cafes and does not indicate the number of private ISPs.
The state controls much of the telecommunications market. Five mobile phone operators
share the market in Uzbekistan, including Uzmobile, a brand of Uztelecom, and three privately
owned operators: Perfectum Mobile (owned by the Uzbek company Rubicon Wireless
Communication), Beeline (owned by the Amsterdam-based VimpelCom), and Ucell (under the partSwedish government owned Telia Company AB, formerly TeliaSonera). Beeline and Ucell operate
2G, 3G, and 4G mobile networks and currently lead in terms of subscribers. A fifth subscriber, UMS
(Universal Mobile Services), was controlled by Russian telecom giant Mobile TeleSystems OJSC (MTS)
until August 2016, when it sold that share to the Uzbek government. Telia is preparing to exit the
Uzbek market.22 However, competition is expected to increase following a May 2017 decision by the

“Uzbekistan: what to do with a problem called internet,” Eurasianet, January 8, 2016, http://www.eurasianet.org/
node/76741

18

“Отключение мобильногоинтернетаскажетсяна работетерминалов,” (Disconnection of mobile internet will affect
terminals) Gazeta, July 31, 2016, https://www.gazeta.uz/ru/2016/07/31/uzcard

19

“Why doesn’t Skype work?” UzMetronom, October 17, 2014, Uzmetronom.com,http://www.uzmetronom.com/2014/10/17/
pochemu_so_skype_snjali_skalp.html

20

Ministry of Development of IT and Communication, “Industry development indicators,” 2009-2017, http://www.mitc.uz/ru/
activities/indicators_industry_development/

21

“TeliaSonera to retreat from Central Asia,”Reuters, September 17, 2015, http://www.reuters.com/article/teliasonera-eurasiaidUSL5N11N0BU20150917
; “Telia sees lower cost for Uzbek settlement,” Reuters, April 26, 2017, http://www.reuters.com/article/telia-earningsidUSL8N1HY0OW.
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National Council for Radio Frequencies to implement a more equitable redistribution of frequencies
among the four remaining mobile providers.23
Service providers are required to have a license to operate, and in 2005, the Cabinet of Ministers
adopted Resolution No. 155, which stipulates that telecommunications providers must register as a
legal entity before being issued a license. Licensing is often encumbered by political interests.24
Other factors impeding telecommunications company operations include an unstable regulatory
environment, intricate customs procedures for the import of ICT equipment, and rules limiting
currency conversion. Local authorities have also required international telecommunications
companies to contribute to the cotton harvest, which watchdog groups say involves forced labor, as
a condition of doing business.25 Telia declined to comply in 2015.26

Regulatory Bodies
Regulation of the internet has never been independent. Since February 2015, the Ministry for
the Development of Information Technologies and Communications (MININFOCOM) regulates
telecommunications services related to the internet.
The Ministry combines the functions of a policy maker, regulator, and content provider, with no
separation of regulatory and commercial functions. It is responsible for licensing ISPs and mobile
phone operators, promoting technical standards for telecommunication technologies such as 4G
(LTE), and providing e-governance services.
The Computerization and Information Technologies Developing Center (Uzinfocom) under the
Ministry administers the “.uz” top-level domain. Thirteen private ISPs were authorized to provide
registry services in the “.uz” domain zone as of May 2017.27 Rules for the assignment, registration,
and use of the country’s top-level domain create an obstacle to internet access.28
The Ministry is responsible for internet content regulation in order to prevent, among other things,
the Internet’s “negative influence on the public consciousness of citizens, in particular of young
people.” To do so, the Ministry promotes development of the national segment of the internet (the
intranet), with “modern national websites on different issues, including information resources to
satisfy informational and intellectual needs of the population, particularly of the youth.”29 Uzinfocom
remains the largest provider of web hosting services, including for the e-government project,
government-backed intranet, national search engine, and social-networking sites.30
23 Узбекистан: Регуляторное перераспределение частот для 4G будет рассматриваться в суде, Digital Report, May 18,
2017, https://digital.report/uzbekistan-regulyatornoe-pererasperedelenie-chastot-dlya-4g-budet-rassmatrivatsya-v-sude/

IREX, “Europe & Eurasia Media Sustainability Index 2013,” http://www.irex.org/sites/default/files/u105/EE_MSI_2013_
Uzbekistan.pdf

24

Business-Human Rights, “Teliasonera/Telenor response,” September 8, 2015, https://business-humanrights.org/sites/
default/files/documents/CC_response_GM_Teliasonera_Telenor_rejoinder.pdf

25

Telia AB, “Annual + Sustainability Report,“ 2015 https://www.teliacompany.com/globalassets/telia-company/documents/
reports/2015/annual-report/teliasonera_annual-and-sustainability-report-2015-eng.pdf

26
27
28

Computerization and Information Technologies Developing Center, “Administrators,”http://cctld.uz/reg/
Law RU “On Telecommunications,” at Arts. 8, 11.

See Resolution of the Cabinet of Ministers RU „Об утверждении Положения о Министерстве по развитию
информационных технологий и коммуникаций Республики Узбекистан“ [On the Establishment of the Ministry for the
Development of Information Technologies and Communications of the Republic of Uzbekistan], No. 87, April 10, 2015, SZRU
(2015), NO 15 (671), item. 178.
29

30

Uzinfocom Data Centre, „Услугивеб-хостинга,“ [Web Hostimg Services] http://dc.uz/rus/hosting/
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Limits on Content
The government of Uzbekistan monitors and controls online communications, and engages in
pervasive and systematic blocking of independent news and any content that is critical of the regime,
particularly related to human rights abuses. The opaque system offers few details on how decisions are
made or what websites are blocked at any given time.

Blocking and Filtering
Significant blocking and filtering limits access to online content related to political and social topics,
particularly those related to human rights abuses in Uzbekistan. Other measures like a state-run
search engine have been introduced over the years to limit access to information.31 Decisions to
block content are non-transparent. State officials have denied that the government is involved in
blocking content online.32
The websites of the international broadcasters Deutsche Welle, Fergana News Agency, Radio
Free Europe/Radio Liberty, and the Uzbek services of the BBC and Voice of America have been
permanently inaccessible in Uzbekistan since 2005,33 following a violent government crackdown on
peaceful anti-government protests in Andijan.34 Websites of Uzbek human rights and opposition
groups in exile are also blocked. Websites of international human rights organizations, such as
Amnesty International, Freedom House, and Human Rights Watch, among others, are also blocked.
Many users access blocked websites using proxies or VPNs. In August 2015, the United Nations
Human Rights Committee expressed concern that websites with content on “controversial and
politically sensitive issues” are blocked in Uzbekistan.35
Several government-linked entities monitor and control online communications, though the opaque
system offers few details on how decisions are made or what websites are blocked at any given
time. The Center for the Monitoring of the Mass Communications Sphere takes various measures
to maintain compliance with national legislation that restricts free expression.36 Among its key
objectives are “to analyze the content of information disseminated online and ensure its consistency
with existing laws and regulations.”37 The center has contributed to the takedown of independent
websites.38 The Expert Commission on Information and Mass Communications, a secretive body
Resolution of the President RU “О дополнительных мерах по дальнейшему развитию информационных технологий”
[Program on the Establishment and Development of a National Information Search System], No.ПП-117, signed July 8, 2005,
Annex 3, SZRU (2005) No.27, 189.
31

32 Депутат парламента Узбекистана: Правительство не блокирует новости в интернете, ИА “Фергана”, 13 декабря 2016
года, http://www.fergananews.com/news/25733
33

Committee to Protect Journalists, „Attacks on the Press 2010: Uzbekistan,“ February 15, 2011, http://cpj.org/x/40d0

35

See UN Docs. CCPR/C/UZB/CO/4, at para. 23.

AloKhodjayev, “The Internet Media in Uzbekistan,” in OSCE Representative on Freedom of the Media (ed.), Pluralism in the
Media and the Internet (OSCE Representative on Freedom of the Media, Vienna, 2006), 143-148, at 144.

34

ZhannaHördegen, “The Future of Internet Media in Uzbekistan: Transformation from State Censorship to Monitoring of
Information Space since Independence,” in After the Czars and Commissars: Journalism in Authoritarian Post-Soviet Central
Asiaed. Eric Freedman and Richard Schafer, (East Lansing: Michigan State University Press, April 2011), 99-121.
36

37 Regulation No. 555, On the Measures of Improving the Organizational Structures in the Sphere of Mass
Telecommunications, adopted by the Cabinet of Ministers of Uzbekistan on November 24, 2004. SeeOpenNet Initiative,
“Country Profile: Uzbekistan,” December 21, 2010, http://opennet.net/research/profiles/uzbekistan

38 A news website Informator.uz was shut down in 2007. See, “Pochemuzakritonezavisimoe SMI Uzbekistana—Informator.Uz?”
[Why the independent mass media of Uzbekistan, Informator.Uz, is closed?]UZ Forum (blog), September 20, 2007, www.uforum.

uz/showthread.php?t=2565
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established in August 2011, oversees the monitoring center.39 The commission is not independent
and must submit quarterly reports to the Cabinet of Ministers.40 Its membership is not public,41
although it is reportedly comprised exclusively of government employees. The commission is
mandated to evaluate online publications for content with a “destructive and negative informationalpsychological influence on the public consciousness of citizens;” content which fails to “maintain and
ensure continuity of national and cultural traditions and heritage;” or aims to “destabilize the public
and political situation,” or commit other potential content violations.42
The commission also assesses publications referred to it by the monitoring center or other state
bodies, including the courts and law enforcement, drawing on a designated pool of governmentapproved experts.43 Commission members vote on whether or not a violation has been committed
based on reports from those experts. State bodies act on the commission’s decision, including
courts and “other organizations,” presumably private ISPs.44 There are no procedures in place to
notify those whose content is blocked, and no clear avenue for appeal.
It is not clear to what extent authorities filter text messages or other content transmitted via mobile
phones. In March 2011, some news reports said mobile phone operators were required to notify the
government of any attempts to circulate mass text messages with “suspicious content.”45

Content Removal
Intermediaries can be held liable for third-party content hosted on their platforms and can be forced
to remove such content. Under the 1999 Law on Telecommunications and several other government
resolutions, the licenses of lower-tier ISPs may be withheld or denied if the company fails to
take measures to prevent their computer networks from being used for exchanging information
deemed to violate national laws, including ones that restrict political speech. Under Order No. 216
passed in 2004, ISPs and operators “cannot disseminate information that, inter alia, calls for the
violent overthrow of the constitutional order of Uzbekistan, instigates war and violence, contains
pornography, or degrades and defames human dignity.”46 Given these broad restrictions, many
individuals and organizations prefer to host their websites outside the country.47
September 2014 amendments to the Law on Informatization brought bloggers and online news
providers, including freelance citizen journalists, under state regulation subject to content removal
requirements. By the law’s broad definition, any person may qualify as a blogger by disseminating
information “of socio-political, socio-economic and other character” to the public through a
39 Resolution of the Cabinet of Ministers, О дополнительныхмерахпосовершенствованиюсистемымониторинга в
сферемассовыхкоммуникаций,[On Supplementary Measures for the Improvement of the Monitoring System for the Sphere of
Mass Communications] No. 228, August 5, 2011, SZ RU (2011) No. 32-33, item 336.
40

Ibid, Annex II, art. 31.

42

Resolution of the Cabinet of Ministers RU, No. 228, at art. 1 and Annex II, art. 5. See note 50 above.

41
43
44

Ibid, Annex I, contains a list of the Commission’s members that is not made public.
Ibid, at art. 1 and Annex II, art. 14.
Ibid, at Annex II, art. 26 and 29.

Murat Sadykov, “Uzbekistan Tightens Control over Mobile Internet,” Eurasianet, March 15, 2011, http://www.eurasianet.org/
node/63076

45

46 Regulation, ОпорядкепредоставлениядоступаксетиИнтернетвобщественныхпунктахпользования, [On Adoption of the
Terms of Provision of Access to the Internet Network in Public Points of Use] promulgated by Order of the Communications and
Information Agency of Uzbekistan No. 216, July 23, 2004, SZRU (2004) No. 30, item 350.

According to government figures, only about 30 percent of websites with “.uz” domain names were hosted on servers
based in Uzbekistan as of December 2011. See Uzinfocom, “Толькоцифры,” [Only Numbers]http://bit.ly/1jRuwui

47
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website.48 The law requires bloggers to substantiate the credibility (‘dostovernost’) of “generally
accessible information” prior to publishing or even reposting it, and obliges them to “immediately
remove” information if it is not considered credible. The law entitles a special governmental body to
limit access to websites that do not comply.

Media, Diversity, and Content Manipulation
Though the online media environment remains severely restricted, citizens may now air their
grievances and make suggestions directly to government representatives through “virtual offices,” a
new online portal system introduced by the government in September 2016. Hundreds of thousands
of complaints have been registered through the portal, many of which have been addressed by
authorities, according to news reports.49 Observers have noted that the virtual offices are helping
to create a more permissive environment with respect to criticism of authorities, with some news
outlets even publishing select complaints submitted through the portal.50
Self-censorship nevertheless remains pervasive, given the government’s tight controls over the
media and harsh punishment of those who report on topics deemed “taboo,” including criticism of
the president, revelations about corruption, or health education.51 As a result of the government’s
history of harassing traditional journalists, as well as their families, many online writers are cautious
about what they post. The editorial direction of the online versions of state-run news outlets is often
determined by both official and unofficial guidelines from the government.
Under 2007 amendments to the 1997 law “On Mass Media,”52 any website engaged in the
dissemination of mass information periodically (at least once every six months) is considered “mass
media” and is This procedure is generally known to be content-based and arbitrary, and inhibits
editors and readers from exercising their freedom of expression and right to access information.53 As
of January 2017, 395 news-oriented websites, including online versions of traditional news media
outlets, were registered as mass media in Uzbekistan.54
Financial sustainability of independent online media outlets largely depends on diminishing foreign
funding that is subject to vigorous state control. The parliamentary “Public Fund for Support
and Development of Independent Print Media and News Agencies of Uzbekistan” allocates state
subsidies and grants primarily to the state-owned and progovernment mass media, which publish
state propaganda.
48

Law RU No. ЗРУ-373, SZRU (2014) No. 36, item 452.

“В Узбекистане уволены десятки чиновников, проигнорировавшие обращения граждан” (“Dozens of high officials
who haw ignored appeals of citizens were dismissed”), May 8, 2017, https://rus.ozodlik.org/a/28473138.html

49

50 Узбекистан: Виртуальная приёмная президента отреагировала на обращение подвергшейся нападкам матери
журналистов «Озодлика» (“Uzbekistan: The President’s virtual office responded to appeals of attacked mother of Ozodlik
journalist”) Ferghana News, April 25, 2017 http://www.fergananews.com/news/26319.

“В Узбекистанезакрываетсялучшиймедицинскийсайт” [The Best Medical Website is Going to be Shut Down in
Uzbekistan], Uznews, March 25, 2010, http://www.uznews.net/news_single.php?lng=ru&cid=30&sub=&nid=13072
; Catherine A. Fitzpatrick, “Uzbekistan: AIDS Activist Released, But Other Human Rights Defenders Harassed,” September 6, 2011,
http://www.eurasianet.org/node/64131

51

52 Law RU, Осредствахмассовойинформации, [On the Mass Media] No. 541-I, adopted December 26, 1997, as amended on
January 15, 2007, SZRU (2007) No. 3, item 20, at art. 4.
53 UN Human Rights Committee, “Mavlonov and Sa’di v. the Republic of Uzbekistan,” Communication No. 1334/2004, Views
adopted on April 29, 2009, UN Doc. CCPR/C/95/D/1334/2004, at par. 2.6, 2.11 and 8.3.

54 See Uzbek Agency for the Press and Information, “Состояние и динамика развития СМИ, издательств и
полиграфических предприятий Узбекистана (01.01.2015г.),” last accessed on 27 May 2015, http://www.api.uz/ru/#ru/content/
licence/statistics/
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Independent news websites have been subject to arbitrary closure or retroactively unregistered.55
Olam, once Uzbekistan’s second most-visited news site, was permanently closed in January 2013
after the authorities opened criminal proceedings against its editor-in-chief and the website owner.56
At the time of its closure, Olam was reporting on state appropriation in the telecommunications
sector. In May 2015, a court ordered the closure of the news media website Noviyvek, a weekly
newspaper established in January 1992 and known for its balanced news reporting. Independent
online media outlets are often forced to operate overseas to escape government repression,
including Centre1, which is based in Germany.
Facebook, YouTube, Twitter, and the Russian social networks Odnoklassniki and VKontakte are
available and widely used. Since 2014, Facebook has been the fourth most visited website in
the country, followed by Odnoklassniki, VKontakte, and YouTube. As social-networking sites and
blogging platforms have grown in popularity, the government attempts to influence the information
circulated on them by creating and promoting Uzbek alternatives to popular global or regional
brands. The most recent example is Davra launched in June 2016 by Uzinfocom (see Regulatory
Bodies). Davra resembles Facebook, and enables users to post photos, videos, and comments, but
requires users to register their personal information and national IDs, facilitating monitoring by the
authorities.57 The platform has gained little popularity, with less than 20,000 users registered in the
first year.

Digital Activism
The stringent ideological policies of the government regarding the use of the internet and social
media by Uzbek youth discourage digital activism as a significant form of political engagement.
However, a handful of political activists and regime critics actively use the internet and social media
as channels to reach supporters in and outside of Uzbekistan. Their efforts may raise awareness,
but their actual impact on social mobilization is limited, largely due to the repressive environment
for freedom of speech and assembly. Political Twitter and Facebook accounts are generally
administered by Uzbek dissidents living abroad, rather than activists on the ground. Nevertheless,
the #WithUzbeks hashtag gained traction on social media in 2015 to share opposition to the
government, which had promoted a #WithKarimov hashtag prior to elections.58 Additionally, a
popular Facebook group called “Qorgmaymiz” (We are not afraid) was launched by exiled Uzbek
activists in 2014, and continues to be a popular forum with more than 15,000 members. Hundreds of
members have posted photos of themselves holding an “I am not afraid” sign.

Violations of User Rights
State measures to silence dissent include persecution and criminal prosecution of regime critics and
independent journalists, often on fabricated charges. The government has broad powers to punish
See “Pochemuzakritonezavisimoe SMI Uzbekistana—Informator.Uz?” [“Why the independent mass media of Uzbekistan,
Informator.Uz, is closed?”], Uzinfocom blog U-FORUM (20 September 2007), http://www.uforum.uz/showthread.php?t=2565

55

„Uzbek olam.uz news site shut down, staff accused of high treason,“Uznews, January 29, 2013, http://bit.ly/19KDiic
; „Is olam.uz trying to hide its criminal charges?“Centre 1, February 1, 2013, http://bit.ly/18eYayZ
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Eugeniy Sklyarevskiy, “We will see us at Davra.uz!” InfoCom, May 17, 2016, in Russian, http://infocom.uz/2016/05/17/
vstrechaemsya-v-socseti-davra-uz/; “Uzbekistan launches state social networks” The Guardian, June 17, 2016 https://www.
theguardian.com/world/2016/jun/17/uzbekistan-launches-state-social-networks-facebook
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See Freedom House, Nations in Transition 2016: Uzbekistan, at 7-8, https://freedomhouse.org/report/nations-transit/2016/
uzbekistan
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expression online, and recently amended the criminal code to increase penalties for threatening
security and order through telecommunications networks or mass media. The security services
systematically eavesdrop on citizens’ communications over email, mobile phone and Skype, in online
forums, and social networks.

Legal Environment
Uzbekistan’s constitution protects the rights to freedom of expression and of the mass media, and
prohibits censorship. Article 29 of Uzbekistan’s constitution guarantees the right to gather and
disseminate information. However, the implementation of these protections remains minimal.
National courts have generally failed to protect individuals, including professional journalists, against
government retaliation for exercising their free speech rights. Rampant corruption, particularly
within law enforcement bodies, as well as weak legislative and judicial bodies, continue to have
a deleterious impact on freedom of speech. Courts and executive agencies also operate without
transparency, depriving the public of access to legal decisions and opportunities for appeal.
The Uzbek criminal code contains several provisions that have been used extensively to prosecute
reporters and internet users for threatening constitutional order (Article 159); the prohibition
of propaganda for national, racial, ethnic and religious hatred (Article 156); the production and
dissemination of materials containing a threat to public security and order with foreign financial help
(Article 244); slander (Article 139), insult (Article 140), and insult of the president (Article 158). Both
slander and insult are punishable with fines ranging from 50 to 100 times the minimum monthly
wage, correctional labor of two to three years, detention for up to six months, or prison sentences of
up to six years.59 Further restrictions typically placed on journalists and internet users are based on
vague information security rules.60
On April 25 2016, amendments to Article 244(1) of the criminal code increased the penalty for the
“manufacture, storage, distribution or display of materials containing a threat to public security
and public order” committed using mass media or telecommunication networks from 5 to 8 years
imprisonment.61 The vaguely formulated offense prohibits “any form of dissemination of information
and materials containing ideas of religious extremism, separatism and fundamentalism, calls for
pogroms or violent eviction, or aimed at spreading panic among the population, as well as the use
of religion to violate civil concord, dissemination of defamatory fabrications, and committing other
acts against the established rules of behavior in society and public safety, as well as dissemination or
demonstration of paraphernalia or symbols of religious-extremist, terrorist organizations.” Observers,
including the OSCE, regarded this as a further move to suppress freedom of expression online.62

Prosecutions and Detentions for Online Activities
The regime’s hostility towards its critics, including independent journalists, human rights activists,

59

60

Criminal Code of the Republic of Uzbekistan, art. 139 and 140, http://bit.ly/1aA516n

Kozhamberdiyeva, “Freedom of Expression on the Internet: A Case Study of Uzbekistan.”

MushfigBayram, Forum 18, “Uzbekistan: Harshened Criminal And Administrative Code punishments,” June 15, 2016, http://
www.forum18.org/archive.php?article_id=2189
61

62 OSCE Representative on Freedom of the Media, “Recent legislative amendments in Uzbekistan worrying, OSCE
Representative says,”April 29, 2016, http://www.osce.org/fom/237641
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and critically-minded internet users, is notorious.63 New arrests were reported under President
Shavkat Mirziyoyev, though some long-serving detainees were also released.
In the confusion surrounding initial reports of late President Islam Karimov’s death in August
2016, more than a dozen people were briefly detained and interrogated for commenting on the
unconfirmed news on Telegram and WhatsApp prior to any official announcement. Those detained
were held on charges of “disseminating information that threatens the public order and deliberately
spreading false information through communication networks.” It appears that those detained were
soon released, though authorities encouraged school administrators to instruct students to delete
Telegram and WhatsApp from their devices.64
Uzbek authorities continued targeting individuals found to have religious materials on their phones.
In May 2016, Zukhriddin Abduraimzhonov was detained at the Uzbekistan-Kyrgyzstan border for
having forbidden religious sermons stored on his phone. The sermon was reportedly delivered by
religious leader Abdulla Domla on the topic of child-rearing in Islam. Three months after his arrest,
Abduraimzhonov received a three year prison sentence.65 Separately, Kazakh citizen Akmal Rasulov
was handed a five year prison sentence in July 2016 for “smuggling forbidden materials” into
Uzbekistan. Akmal reportedly had several religious sermons saved on his phone.66
At least one online journalist remains in jail on criminal charges international observers say were
fabricated in retaliation for critical reporting. Dilmurod Saiid, a freelance journalist who reported
for independent outlet Uznews, is serving a 12.5 year sentence imposed in July 2009 on extortion
charges.67 Before his detention, he had reported on government corruption in Uzbekistan’s
agricultural sector for local media and independent news websites.68
In a positive development, several independent journalists were released from detention under the
Mirziyoyev administration, though many had already served long sentences, and the releases did
not appear to signal a change of policy regarding politically-motivated prosecutions. Independent
journalist Jamshid Karimov, who had written for online outlets Fergana, Uznews, and the Institute of
War and Peace Reporting, was released from forced detention in a psychiatric hospital in February
2017. Well-known as a fierce critic of Uzbek authorities, Karimov had been detained in the institution
since 2005, apart from a brief release in late 2011.69 In another case, Solidzhon Abdurakhmanov,
a journalist who had reported for Uznews, an independent news website forced to shut down in
December 2014, was released in October 2017. Abdurakhmanov, 67, had served nine years of a tenyear sentence for allegedly selling drugs, though he consistently maintained his innocence.70 Prior to
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Human Rights Watch,“The very end,“ September 26, 2014, http://bit.ly/1IXpa50

“People detained in Uzbekistan after commenting on the death of President Karimov” [in Russian] Radio Ozodlik,
September 9, 2016, https://rus.ozodlik.org/a/27975877.html
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65 “Relatives of a man from Osh sentenced to three years in prison hope for his release under an amnesty” [in Russian] Radio
Ozodlik, November 3, 2016, https://rus.ozodlik.org/a/28092515.html

“In Tashkent, a Kazakh man was convicted of storing banned sermons on his phone” Radio Ozodlik, December 12, 2016,
https://rus.ozodlik.org/a/28168795.html
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67 “OSCE Representative welcomes positive step releasing another journalist in Uzbekistan” OSCE, March 1, 2017http://www.
osce.org/fom/302371.

68 Committee to Protect Journalists, “Uzbek appeals court should overturn harsh sentence,” September 3, 2009, http://cpj.
org/x/34ea
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“Karimov’s nephew released from a psychiatric hospital” Radio Ozodlik, March 1, 2017, https://rus.ozodlik.org/a/28341844.

“Independent Uzbek journalist released after nine years in prison” RFE/RL, October 5, 2017 https://www.rferl.org/a/
uzbekistan-journalist-abdurahmonov-released/28775300.html
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his arrest, he had reported on human rights and economic and social issues, including corruption in
the Nukus traffic police office.71

Surveillance, Privacy, and Anonymity
Government surveillance of ICTs is extensive. Although Article 27 of the constitution guarantees
the privacy of “written communications and telephone conversations,” there is no data protection
legislation in Uzbekistan. Article 27 further guarantees respect for human rights and the rule of law,
though these are frequently violated in surveillance operations.
Since 2006, the national security service (SNB) has conducted electronic surveillance of the national
telecommunications network by employing the “system for operational investigative measures”
(SORM), supposedly for the purposes of preventing terrorism and extremism.72 ISPs and mobile
phone companies must install SORM and other surveillance equipment on their networks in order
to obtain a license.73 Telecommunications providers are prohibited by law from disclosing details on
surveillance methods and face possible financial sanctions or license revocation if they fail to design
their networks to accommodate electronic interception.74
Human rights defenders and online journalists frequently report attempts to compromise their
online accounts. Dmitry Tikhonov, an Uzbek human rights defender who had worked on a project
documenting forced labor during the cotton harvest, found that private information from his email
account and personal Google Drive had been published online. Authorities subsequently initiated
administrative proceedings against Tikhonov based on the leaked information, forcing him to flee
the country in early 2016.75
The Israeli branch of the U.S. Verint technology company, and the Israel-based NICE systems,
supply the Uzbeki security services with monitoring centers allowing them direct access to
citizens’ telephone calls and internet activity, according to UK-based Privacy International. Privacy
International reported that Verint Israel has also carried out tests on behalf of the SNB to gain access
to SSL-encrypted communications, such as those now offered by default by Gmail, Facebook, and
other service providers, by replacing security certificates with fake ones using technology supplied
by the U.S.-based company Netronome.76 In July 2015, documents leaked from the Milan-based
surveillance software company “Hacking Team” revealed that NICE systems was supplying Hacking
Team’s Remote Control System (RCS) spyware to Uzbekistan.77 RCS offers the ability to intercept user
communications, remotely activate a device’s microphone and camera, and access all of the phone’s
content including contacts and messages without the user’s knowledge.
Committee to Protect Journalists, “Government increases pressure on Uzbek journalists,” letter, February 17, 2010, http://
cpj.org/x/37de
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see Tax Code of RU, art. 208, 211, 230 part 2, and 269.
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See Law RU, “On Telecommunications”.

Amnesty International, “We will find you, anywhere: the global shadow of Uzbekistani surveillance” March 2017.
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There is no independent oversight to guard against abusive surveillance, leaving the security service
wide discretion in its activities.78 If surveillance is part of a civil or criminal investigation, content
intercepted on telecommunications networks is admissible as court evidence.79 Opposition activist
Kudratbek Rasulov was sentenced to 8 years in prison on charges of extremism in 2013, based
on intercepted digital communications with an exiled opposition group.80 The law requires a
prosecutor’s warrant for the interception of telecommunication traffic by law enforcement bodies;
however, in urgent cases, the authorities may initiate surveillance and subsequently inform the
prosecutor’s office within 24 hours.81
There is limited scope for anonymous digital communication, and the government strictly regulates
the use of encryption.82 Proxy servers and anonymizers are important tools for protecting privacy
and accessing blocked content, although they require computer skills beyond the capacity of many
ordinary users. In September 2012, Uztelecom started blocking websites offering proxy servers,
including websites listing free proxies that operate without a web interface.
There are few options for posting anonymous comments online, as individuals are increasingly
encouraged to register with their real names to participate in discussions forums such as Uforum,83
which is administered by the state-run Uzinfocom.84 Individuals must also provide passport
information to buy a SIM card.85
ISPs and mobile operators are required to store user data for three months. Since July 2004,
operators of internet cafes and other public internet access points are required to monitor their
users and cooperate with state bodies. Under regulatory amendments introduced in March 2014,
operators of internet cafes and public access points must install surveillance cameras on their
premises to “ensure [the] safety of visitors.” Additionally, they are required to retain a “registry of
internet web-resources (logfiles)” used by customers for three months.86

Intimidation and Violence

Resolution of the President RU, О мерахпоповышениюэффективностиорганизацииоперативно-розыскныхмеропр
иятийнасетяхтелекоммуникацийРеспубликиУзбекистан, [On Measures for Increasing the Effectiveness of Operational and
Investigative Actions on the Telecommunications Networks of the Republic of Uzbekistan] No. ПП-513, November 21, 2006, at
Preamble and art. 2-3; See, Criminal Procedural Code of RU, VedomostiOliyMazhlisa RU (1995) No. 12, item 12, at art. 339 part
2, “Tasks of Investigation,” and art. 382, “Competences of the Prosecutor.” Resolution of the President RU No. ПП-513, note 87
above, art. 4.

78

Law RU, Oбоперативно-розыскной деятельности, [On Operational and Investigative Activity] No. ЗРУ – 344, December
26, 2012, SZ RU (2012) No. 52 (552), item 585, art. 16, 19.

79

80 “Uzbekistan: Namangan Resident Faces 8 Years in Jail for Skype Call with Political Exiles,” Fergana News, December 23,
2015, http://enews.fergananews.com/news.php?id=2786

81 Resolution of the Cabinet of Ministers, “On the National Security Service of the Republic of Uzbekistan, “ November 2,
1991, No. 278, at Part IV (3).
82 Resolution of the President RU, О mерахпоорганизациикриптографическойзащитыинформации в
RеспубликеУзбекистан, [On Organizational Measures for Cryptographic Protection of Information in the Republic of
Uzbekistan] No. ПП-614, April 3, 2007, SZ RU (2007) No 14, item 140, at art. 1.
83

“Правилафорума,” [Terms of Use] UZ Forum (blog), http://uforum.uz/misc.php?do=cfrules

85

MTC Uzbekistan, “How to subscribe,” http://www.mts.uz/en/join/

84

U.S. Department of State, “Uzbekistan,” Counter Reports on Human Righst Practices for 2011,http://1.usa.gov/1L9qfsZ

See Resolution of the SCCITT RU, “О внесенииизменений и дополнений в Положение о
порядкепредоставлениядоступа к сетиИнтернет в общественныхпунктахпользования [On making amendments and
additions to the Regulations on the procedure for providing access to the Internet in the public areas of use],” March 19, 2014,
No. 79-мх, SZRU (2014) NO. 13, item 150.
86

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

UZBEKISTAN
Online journalists and bloggers continue to face violence and retaliation for their work.
Photojournalist Timur Karpov working for independent online agency Fergana News was
apprehended and detained by police in October 2016. Karpov was working in eastern Uzbekistan
when he was placed in custody for ten hours and beaten by police officers. Karpov said police
erased all photos and videos from his mobile phone.87
In April 2017, artist and blogger Alexander Barkovskii was beaten by unknown assailants as he
photographed a street artist in Tashkent. The attackers accused Barkovskii of publishing photos on
the internet and spying.88
In the past, SNB officers were reported confiscating electronic media devices at the airport, checking
browsing histories on travelers’ laptops, and interrogating individuals with a record of visiting
websites critical of the government.89 Law enforcement officials invite journalists and human rights
activists and ordinary citizens to “prophylactic talks” which often include warnings and threats.90

Technical Attacks
Distributed denial-of-service (DDoS) attacks on independent news media websites reporting on
Uzbekistan, including Centrasia, UzMentronom, the Fergana News agency, and Ozodlik, the Uzbek
service of Radio Free Europe/Radio Liberty, have been frequent in the past, though there were no
prominent examples in the past year.
The state-run Information Security Center, established in September 2013, ensures the security of
“the national segment of the internet” and state information networks, including the e-governance
infrastructure.91 The Center took over most of the functions of the Uzbekistan Computer Emergency
Readiness Team (UZ-CERT), established in 2005.92 The Center collects and analyzes information on
computer incidents, including DDoS attacks, and alerts internet users to security threats. Moreover,
the Center interacts with domestic ISPs, mobile phone operators, and state bodies—including law
enforcement agencies—on the prevention and investigation of “unsanctioned or destructive actions
in information space.”93

87 “OSCE condemns journalist’s detention in Uzbekistan” RFE/RL October 10, 2016 https://www.rferl.org/a/uzbekistan-oscecondemns-journalist-detention/28043960.html
88 International Partnership for Human Rights, “Uzbekistan: Harassment, detentions and mass surveillance restrict citizens’
rights” May 9 2017.
89 “Farg‘onaaeroportidayo‘lovchilarnoutbukitekshirilmoqda” [At Ferghana Airport, Laptop Computers of Passengers Are
Being Checked], Ozodlik.org, June 2, 2011, http://www.ozodlik.org/content/fargona_aeroportida_yolovchilar_noutbuki_
tekshirilmoqda/24212860.html.

“Около 150 тысяч человек взяты на учет в Узбекистане”, (Approximately 150,00 people were taken for registration in
Uzbekistan) March 25, 2016, Radio Ozodlik, http://rus.ozodlik.org/a/27634490.html

90

91 Resolution of the Cabinet of Ministers of RU “О мерах по организации деятельности Центра развития системы
Электорнное правительство и Ценра обеспечения информационной безопасности при Государственном комитетe связи,
информатизации и коммуникационных технологий Республики Узбекистан” [On Measures Establishing the Development
Centre on “E-governance” System and Cybersecurity Centre at the State Committee on the CITT], No. ПП-2058, September 16,
2013, SZRU (2013) No. 38, item 492, at Art. 3.
92

See Resolution of the President RU No. ПП-2058, note 39 above (check cross-reference), at Annex 3, Art. 1

See Criminal Code Article 278-1 “Violation of the Rules of Informatization”; Article 278-2 “Illegal (Unsanctioned) Access
to Computer Information”; Article 278-3 “Production and Dissemination of Special Tools for Illegal (Unsanctioned) Access to
Computer Information”; Article 278-4 “Modification of Computer Information”; and Article 278-5 “Computer Sabotage.”
93
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Venezuela
2016

2017

Internet Freedom Status

Partly
Free

Not
Free

Obstacles to Access (0-25)

18

19

Limits on Content (0-35)

17

18

Violations of User Rights (0-40)

25

26

TOTAL* ( 0-100 )

60

63

Population:

31.6 million

Internet Penetration 2016 (ITU):

60 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Strict foreign exchange controls and high inflation have hindered the country’s
telecommunications industry, inhibiting individuals’ abilities to get online (see
“Availability and Ease of Access”).

•

While independent digital media, journalists, and citizens continued to actively use
digital platforms to access and share critical information, arbitrary website blockings
continued to be reported, notably a handful of sites that provided live coverage of the
protests (see “Blocking and Filtering”).

•

Along with eroding civil and political freedoms, President Nicolas Maduro’s declaration
of a State of Exception and Economic Emergency, extended in May 2017, dictated
“strict regulations” to prevent “destabilization campaigns” on the internet (see “Legal
Environment”).

•

In the midst of heightened tensions and a series of antigovernment protests, online
journalists faced brutal attempts to thwart their coverage of events, including arbitrary
arrests, confiscation of equipment, threats and physical attacks by state security forces
and progovernment groups (see “Intimidation and Violence”).

•

A director of a news site was placed under house arrest after spending more than eight
months in jail since September 2016. While officially charged with money laundering,
Braulio Jatar’s detention was denounced as retaliation for online coverage about
a protest against President Maduro (see “Prosecutions and Detentions for Online
Activities”).

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

VENEZUELA

Introduction
Growing obstacles to access, arbitrary censorship, and deteriorating user rights resulted in
Venezuelan internet freedom declining to “Not Free” in 2017.
Venezuela’s failing economic situation has effectively limited internet access. Strict foreign
currency exchange controls, high inflation, and price regulations have hindered the country’s
telecommunication industry and the quality of internet access. Average connection speeds fell under
2 Mbps at the end of 2016. By all accounts, various estimates showed internet penetration either
remained static or declined over the past year.1
Restrictions on internet freedom have intensified with the country’s deepening political crisis and
unrest. In October 2016, the National Electoral Council blocked a proposed referendum to recall
President Nicolas Maduro and postponed regional elections scheduled for December 2016. Elections
held to form a constituent assembly in July and to elect state governors in October—both outside
of the coverage period of this report—were characterized as flawed.2 The “State of Exception and
Economic Emergency,” in place since May 2016, was extended by a presidential decree in May 2017.
The decree also mentions measures to censor and monitor the internet to prevent “destabilization
campaigns.” Deepening restrictions on content have in turn resulted in the blocking of a handful
of video-streaming websites providing coverage of antigovernment protests. Senior officials also
announced initiatives to regulate the use of social networks, arguing that they are dangerous and a
tool for unconventional warfare.3
Online reporters continued to face attacks, arbitrary detentions, and confiscation of equipment
while covering political events, protests, or even long lines to buy basic supplies.4 On September 3,
2016, police arrested Braulio Jatar, director of the independent news website Reporte Confidencial,
after he published photos and videos of a spontaneous demonstration against President Maduro in
Margarita Island. After more than eight months in prison, he was placed under house arrest in May
2017. Several media and nonprofit websites also reported a surge technical attacks aiming to take
them offline in early 2017.

1

Tendencias Digitales, “Penetración y Uso de Internet en Venezuela,” [Penetration and Internet Use in Venezuela], 2017

Anthony Faiola, “With low turnout, Venezuela’s election will create what opponents call ‘puppet congress’,” Washington Post,
July 31, 2017, https://www.washingtonpost.com/world/the_americas/defying-international-calls-venezuela-holds-contentiouselection/2017/07/30/be3cd614-7089-11e7-8c17-533c52b2f014_story.html, and “Venezuela elections neither ‘free nor fair’, says
US,” BBC, October 16, 2017, http://www.bbc.com/news/world-latin-america-41646488
2

Conatel Venezuela, Twitter post, 18 May 18, 2017, 4:01 AM, https://twitter.com/Conatel/status/865160455488245760;
Conatel, “En 2017 se discutirá el marco legal para regular uso de redes sociales,” [In 2017, the legal framework to regulate
the use of social networks will be discussed], November 28, 2016, http://www.conatel.gob.ve/en-2017-se-discutira-el-marcolegal-para-regular-uso-de-redes-sociales/; Nelson Algueida. Conatel regulará “con mayor eficacia” redes y medios electrónicos.
Ultimas Noticias, May 18, 2017. [Conatel will regulate “more effectively” networks and electronic media] http://www.
ultimasnoticias.com.ve/noticias/politica/conatel-regulara-mayor-eficacia-redes-medios-electronicos/

3

“Sntp exigió en todo el país el cese del hostigamiento y ataque a los comunicadores,” [Sntp demanded throughout the
country a stop to harassment and attacks on journalists], El Pitazo, May 19, 2017, https://elpitazo.com/ultimas-noticias/sntpexigio-en-todo-el-pais-el-cese-del-hostigamiento-y-ataque-a-los-comunicadores/; Ruth Lara Castillo, “Periodistas exigieron
sanciones para quienes ataquen a trabajadores de la prensa,” [Journalists demanded sanctions for those who attack press
workers] El Pitazo, May 16, 2017, https://elpitazo.com/ultimas-noticias/periodistas-exigieron-sanciones-quienes-ataquentrabajadores-la-prensa/
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Obstacles to Access
Internet and mobile subscriptions have declined with Venezuela’s economic crisis, impacted by foreign
currency controls and high inflation. Frequent internet service failures and poor quality connections
also continued to hinder reliable access to the internet. During the coverage period, users in different
states reported service breakdowns that lasted for several hours.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

a

60.0%

2011

40.2%

2015

93%

2017(Q1)

1.8 Mbps

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

2011

2016(Q1)

61.9%
87%

98%

1.9 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Venezuela’s economic crisis, marked by foreign currency controls and the highest inflation rate in
the world, has hindered the country’s telecommunication infrastructure and the quality of internet
access.
Civil society organizations continued to denounce connectivity problems and low connection
speeds, which negatively impacted the flow of information online in Venezuela.5 Following years of
improvements in internet penetration, for the first time in 2016 ITU figures showed a decline in the
percentage of individuals using the internet, down from almost 62 percent in 2015 to 60 percent in
2016. The country’s electricity crisis resulted in months of rationing imposed on most of the country
in the first half of 2016. Outages are common: while critics have denounced that they stem from a
lack of investment and poor planning, the government has blamed some of the blackouts on acts of
“sabotage” against the electrical system.6
Mobile penetration figures have also declined over the years, dropping from 102 percent in 2012
to 87 percent in 2016.7 Representatives of private mobile companies Digitel and Movistar noted
how strict currency exchange controls have negatively impacted them, by restricting investment

5 Elena Cazes, “La tragedia del acceso a internet en Venezuela” [The tragedy of internet access in Venezuela] Acceso libre
(web), September 30, 2016, http://accesolibre.org.ve/index.php/2016/09/30/la-tragedia-del-acceso-internet-venezuela/
; “15 ONG denuncian difícil acceso y lentitud de internet en Venezuela,” [15 NGOs denounce difficult access and slow internet
in Venezuela ] Runrun.es, August 17, 2016, http://runrun.es/nacional/275158/15-ong-denuncian-dificil-acceso-y-lentitud-deinternet-en-venezuela.html

6
MINCI, “Ministro Motta Domínguez denuncia nueve ataques al Sistema Eléctrico Nacional en 72 horas” [Minister Motta
Domínguez denounces nine attacks on the National Electric System in 72 hours] March 15, 2017, http://minci.gob.ve/2017/03/
ministro-motta-dominguez-denuncia-nueve-ataques-al-sistema-electrico-nacional-72-horas/

International Telecommunication Union, “Percentage of Individuals Using the internet,” http://www.itu.int/en/ITU-D/
Statistics/Pages/stat/default.aspx
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and improvements in the services they provide.8 Unable to meet financial obligations agreed with
suppliers in U.S. dollars, mobile operators eliminated long distance and roaming services in 2016.9
The telecommunications regulator CONATEL officially announced in April 2016 that difficulties
arising from the country’s economic situation had forced operators to suspend some services.10
In July 2016, the government suspended an increase in rates for telecommunications services.11 A
few months later, in November, CONATEL announced that it was working with companies to prepare
a new tariff plan to encourage access among Venezuelans, while at the same time boosting growth
of the sector.12 In February 2017, it was unofficially revealed that the government had agreed with
telecommunications companies to increase rates. Social network users complained that such a
measure was not openly announced by the government nor the companies.13 Users reported that
mobile and broadband rates rose sharply for new lines, in some cases by more than 1,000 percent,
although companies imposed more moderate increases for long-time customers.14 The increases are
sharp if looking at prices in Venezuelan Bolivars (VEF) compared to the minimum wage.15 Calculated
in dollars on the other hand, the figures are derisory, and companies continued to work at a loss.16
Figures from the main ISP, the state-owned CANTV, show that the average cost of an internet service
is VEF 272 per month.17 At the official floating SIMADI exchange rate calculated on May 2017,18 this
would represent US$ 0.37. Although the service is not available for new subscriptions, the main
mobile company, Movilnet, has a limited prepaid mobile data plan costing VEF 1,000 (or US$ 1.38 at
the SIMADI rate).19
Shortages of ICT devices prevail and the few products that end up on the market are priced
8 “Stalin González se reunió con empresas de telecomunicaciones por fallas en el servicio” [Stalin González met with
telecommunications companies regarding service failures] El Nacional, April 20, 2016, http://www.el-nacional.com/noticias/
politica/stalin-gonzalez-reunio-con-empresas-telecomunicaciones-por-fallas-servicio_31423

“Movistar suspende servicio de larga distancia,” [Movistar suspends long-distance service] El Universal, April 8, 2016, http://
bit.ly/2dzbyJs; “Telefonica subsidiary halts international calls from Venezuela,” Reuters,
April 9, 2016, http://reut.rs/2dqq7NK; “Digitel suspende servicios de roaming y larga distancia a partir del 9 de abril,” [Digitel
suspends roaming and long distance services from April 9], El Estímulo, April 7, 2016, http://bit.ly/2cNHOsM
9

“Venezuela se queda sin llamadas por celular al extranjero,” [Venezuela left without mobile calls abroad], La Nación, April 11,
2016, http://bit.ly/2dVoYQt

10

“Conatel suspende incremento de tarifas de los servicios de telecomunicación,” [Conatel suspends tariff increase for
telecommunication services] El Universal, July 29, 2016, http://www.eluniversal.com/noticias/economia/conatel-suspendeincremento-tarifas-los-servicios-telecomunicacion_429465

11

“CONATEL y operadores preparan propuesta de tarifas para servicios de telecomunicaciones,” [CONATEL and operators
prepare tariff proposal for telecommunications services] Finanzas Digital, November 28, 2016, http://www.finanzasdigital.
com/2016/11/conatel-operadores-preparan-propuesta-tarifas-servicios-telecomunicaciones/

12

Marianne Díaz , Twitter post, November 9, 2016, “Mi pago mensual de @InterCliente subió de 2000 a 11.000.
Por lo menos podían haber avisado. Y pasé media semana sin internet, por cierto,” https://twitter.com/mariannedh/
status/793588929534492672?s=03

13

Verónica Egui Brito, Twitter post, February 3, 2017, “Exhabrupto ajuste de pésimo @InterCliente
: noviembre 2016 pagaba 1.830Bs diciembre 2016 subieron 11.412Bs enero 2017 subieron 17.801,30Bs,” https://twitter.com/
VeroEgui/status/827520116342525953

14

As of May 2017 the monthly minimum wage was 65,000 Bs. Venezuelans do not have access to the SIMADI rate of 722
Bs/$1, but only to the black market dollar calculated at 5,200 Bs/$1, which would translate to a monthly minimum wage of less
than $20.

15

Julett Pineda, “Desmejorar el servicio y recortar personal, medidas que toman las operadoras para subsistir,” [Worsening
services and cutting staff, measures that operators take to survive] Efecto Cocuyo, July 31, 2016, http://efectococuyo.com/
principales/desmejorar-el-servicio-y-recortar-personal-medidas-que-toman-las-operadoras-para-subsitir

16

17

CANTV website: www.cantv.com.ve

19

Movilnet’s website: http://www.movilnet.com.ve/sitio/

In March 2016, the Central Bank implemented changes to Venezuela’s foreign currency exchange regime. DIPRO (VEF 10 /
US$) is limited to essential food and medicine needs. SIMADI/DICOM is a free-floating exchange rate used for most other items.
See: “Venezuela’s new dual forex rate to start on Thursday,” Reuters, March 9, 2016, http://reut.rs/2ewJ3sr
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at the free dollar rate, which was more than VEF 5,200 to US$ 1 in May 2017. While accurate
calculations are almost impossible to make in an economy with exchange controls and high inflation,
smartphones, laptops, PCs and other ICT devices are prohibitively expensive for the majority of the
population.20
Differences in internet access between the capital and rural areas have continued to evidence a
significant digital divide in Venezuela. Mobile broadband offers are concentrated in cities with
populations of more than 50,000 people and in high-income zones. In January 2017, state-owned
operator Movilnet began offering 4G technology, but only in the states of Aragua, Carabobo,
Anzoátegui, Zulia, Miranda, and the Capital District.21 Some ISPs such as IPNet also offer speeds
up to 25 Mbps in wealthy areas of Caracas. Among this elite minority with access to superior
connections, some small online TV initiatives, such as Vivo Play and VPITv, have also gained users.22
The National Transportation Network, which was supposed to take optical fiber to rural and
neglected areas of the country, was meant to be completed in 2012, but CONATEL’S website has
not released updated information regarding this project. Some reports have said that CANTV had
laid 5,700 new kilometers of optical fiber,23 but in April 2016, when the director of CONATEL met
with businesspeople to discuss progress of the National Transportation Network,24 some attendees
mentioned that “no figures were shown in detail.”
The government has said that the Simón Bolívar satellite has provided internet and mobile
connectivity to remote areas of the country, but independent sources could not yet verify these
claims.25 Meanwhile, a state-funded initiative for digital inclusion developed by the Infocentro
Foundation has created some 900 centers offering free computer and internet access, and has
progressively been handed over to the communities, although its sustainability is not guaranteed.26

Restrictions on Connectivity
Although exact figures are not available, the state owns most the national backbone infrastructure
through the state provider CANTV.27 The government discussed plans to establish an internet

César Mortagua, “Altos costos y escasa oferta limitan compras de celulares” [High costs and limited supply limit mobile
purchases] El Mundo, March 13, 2017, http://www.elmundo.com.ve/noticias/negocios/tecnologia/altos-costos-y-escasa-ofertalimitan-compras-de-ce.aspx; Abraham Salazar, “Para comprar un celular de gama alta se necesitan 227 salarios mínimos” [To
buy a high-end cell phone, 227 minimum wages are needed] Efecto Cocuyo, December 11, 2016, http://efectococuyo.com/
economia/para-comprar-un-celular-de-gama-alta-se-necesitan-227-salarios-minimos
20

21 “Usuarios de Movilnet ya disfrutan del servicio 4G-LTE,” [Movilnet users already enjoy 4G-LTE service], El Carabobeño,
January 23, 2017, https://www.el-carabobeno.com/usuarios-movilnet-ya-disfrutan-del-servicio-4g-lte/

Karla Franceschi, “La televisión en línea crece a pesar de las dificultades,” [Online TV grows despite difficulties] El Nacional,
September 21, 2014, http://goo.gl/BKFztm

22

“Cantv triplicó tendido de fibra óptica en Venezuela,” [Cantv tripled fiber optic cable in Venezuela] La Red, July 28, 2016.
http://lared.com.ve/noticias/cantv-triplico-tendido-de-fibra-optica-en-venezuela

23

William Castillo B, Twitter post, April 12, 2016, 6:57am, “Ayer, en el Motor Telecom e Informática se informó avance de la Red
Nacional de Transporte #AgendaDigitalVzla,” http://bit.ly/2cOmEWB

24

CONATEL,“Satélite Simón Bolívar conectó zonas más remotas de Venezuela,” [Simón Bolívar satellite connected most
remote zones in Venezuela] October 29, 2015, http://bit.ly/1JEwJFh; Jeanfreddy Gutiérrez, “Satélite Simón Bolívar solo usa 60%
de su capacidad tecnológica a 7 años de su puesta en órbita,” [Simón Bolívar satellite only uses 60 percent of its technological
capacity after 7 years in orbit] El Cambur, October 29, 2015, http://bit.ly/2drwiRf
25

26 “Infocentro celebra 15 años con más de 900 centros en Venezuela,” [Infocentro celebrates 15 years with more than 900
centers in Venezuela] La Red, November 3, 2015, http://bit.ly/2cYuKPz

Personal interviews with a variety of telecommunications experts, and information about the holdings of the state-owned
CANTV seem to indicate that the government may control roughly 60 percent of the national-level backbone infrastructure.
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exchange point (IXP) in 2015, but has not indicated whether it will move ahead with this plan in the
future.28
On June 28, 2017,29 users in several cities reported that social media and video streaming platforms
such as Twitter, Facebook, Instagram, Periscope, and YouTube were inaccessible for approximately
one hour. The organization Venezuela Inteligente noted that CANTV’s DNS servers were not
responding to DNS requests for these sites, and that Movistar also began to block Twitter briefly.30
The reason for the blocking was unknown.
Deliberate shutdowns and throttling may seem practically unnecessary given the state of the
country’s infrastructure, which does not guarantee a stable and quality connectivity.31 Impacted by
a lack of investment and maintenance, deteriorating services have heavily impacted connectivity.
In March 2017, the president of the Chamber of Telecommunications Companies (Casetel) warned
that if the government did not take the necessary corrective measures, telecommunication services
would continue to deteriorate.32 On the other hand, the president of CONATEL announced the
creation of awareness-raising campaigns to reduce data consumption in the country.33
Public networks, such as those of state universities, also faced a crisis because of the shortage of
foreign currency and budgetary cuts.34 In February 2017, a group of 12 universities risked a digital
blackout due to an almost insignificant debt between the National Information Technology Center
(CNTI) and LACNIC, the organization responsible for number resource allocation and registration
services. Two days before the deadline expired, the government honored its commitment.35
Internet service failures are common and often take a long time to fix.36 During the coverage period,
users in different states reported service breakdowns that lasted for several hours, particularly

28 Crisbel Villaroel, “Conatel idea plan para modernizar el Internet” [Conatel devises plan to modernize the internet] El Mundo,
August 13, 2015, http://bit.ly/2dmofcE
29

This event occurred outside the period of coverage of this report.

VESINFILTRO: Resumen preliminar del incidente de bloqueo del 28 de junio de 2017 [Preliminary summary of the blocking
incident of June 28, 2017], http://vesinfiltro.com/noticias/resumen_preliminar_2017-06-28/

30
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they make it difficult to connect or deny internet access. See: Digital discrimination: Political bias in Internet service provision
across ethnic groups. Science Vol. 353, Issue 6304, pp. 1151-1155 DOI: 10.1126/science.aaf5062
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Jorge Escobar, “Aseguran que servicios de telecomunicaciones en Venezuela podrían desmejorar” [Telecommunications
services could deteriorate in Venezuela] Fedecámaras Radio, March 2, 2017, http://acn.com.ve/aseguran-que-servicios-detelecomunicaciones-en-venezuela-podrian-desmejorar/
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33 Andrés Eloy Méndez, Twitter post, November 27, 2016, “Vamos a ir creando campañas de conciencia para disminuir el
consumo de megas en el país,” https://twitter.com/Conatel/status/803085170546851840

“ALERTA: Universidades nacionales podrían sufrir apagón digital en menos de 4 días” [ALERT: National universities could
suffer digital blackout in less than 4 days] Aula Abierta, March 2, 2017, http://aulaabiertavenezuela.org/index.php/2017/03/02/
alerta-universidades-nacionales-podrian-sufrir-apagon-digital-en-menos-de-4-dias/
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LACNIC, “LACNIC update on the status of the number resources assigned to Venezuelan organizations and currently
undergoing the revocation process,” http://www.lacnic.net/en/web/anuncios/2017-situacion-recursos-entidades-venezolanas
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Armando Díaz, “Internet en Venezuela sigue con fallas y sin soluciones,” [Internet in Venezuela continues with failures
and without solutions] El Carabobeño, January 20, 2017, https://www.el-carabobeno.com/internet-venezuela-sigue-fallas-sinsoluciones/
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affecting the largest internet provider (ABA, from the state-owned CANTV).37 Internet service
failures are particularly notorious in rural areas, where even the local media cannot, through public
requests, obtain official information from CANTV about the causes of the connection problems.38
A measurement by M-Lab39 showed a significant fall in connectivity in the month of August 2016,
coinciding with the announcement of a ban on tariff increases, and in the days leading up to the
citizens’ mobilizations in favor of the recall referendum.40 In March 2017, users from states in the
west of the country reported a massive failure that affected CANTV and Movilnet services and
lasted more than 12 hours. The presidents of both operators attributed the failure to several cuts
produced in the fiber-optic network. After calling it an act of sabotage, they said they would initiate
investigations.41
Companies have also frequently complained about robberies. In the first nine months of 2016,
506 cases were recorded in 306 transmission stations of Movistar;42 this figure increased in 2017.43
Sometimes whole towns were left without internet due to vandalism.44 In October 2016, a new
Telecommunications Security Directorate, attached to the Ministry of People’s Power for Internal
Relations, Justice and Peace, was created to deal with criminal incidents affecting operators in the
sector who are victims of theft and vandalism in their facilities. A dedicated phone line was also
launched to receive reports of failures or attacks to the telecommunications service. The Corps of
Scientific, Penal, and Criminal Investigations (CICPC) is in charge of carrying out investigations into
cases that affect telecommunications in the country.45

ICT Market
Although there are private providers, the state dominates the ICT market. One of the objectives of
“Falla del servicio ABA Cantv deja a Puerto Ordaz sin internet toda una mañana,” [Failure of ABA service leaves Puerto
Ordaz without internet all morning] Correo del Caroní, July 12, 2016; http://www.correodelcaroni.com/index.php/mas/
comunicacion/item/47171-falla-del-servicio-aba-cantv-deja-a-puerto-ordaz-sin-internet-toda-una-manana
; Melquíades Ávila, “Gran parte de Tucupita sin conexión de internet desde hace 6 días,” [Broad zones of Tucupita without
internet connection for 6 days] El Pitazo, July 18, 2016, https://elpitazo.com/ultimas-noticias/gran-parte-tucupita-sin-conexioninternet-desde-6-dias/; “Reportan fallas del servicio Aba de Cantv en varias regiones del país,” [Failures of Aba in several regions
of the country] El Pitazo, August 23, 2016. https://elpitazo.com/ultimas-noticias/reportan-fallas-del-servicio-aba-cantv-variasregiones-del-pais/; “Mérida: Usuarios reportan severas fallas de conectividad en todas las plataformas de telecomunicaciones,”
[Merida: Users report severe connectivity failures on all telecommunications platforms] Aporrea, September 4, 2016, https://
www.aporrea.org/tecno/n296548.html; “Tres municipios quedaron sin internet por falla de ABA de Cantv,” [Three municipalities
were without Internet due to failure of ABA de Cantv] El Carabobeño, February 4, 2017, https://www.el-carabobeno.com/tresmunicipios-quedaron-sin-internet-falla-aba-cantv/
37

“Correo del Caroní envía petición de información a Cantv Puerto Ordaz,” [Correo del Caroní sends information request
to Cantv Puerto Ordaz] Correo del Caroní, February 23, 2017, http://www.correodelcaroni.com/index.php/cdad/item/53912correo-del-caroni-envia-peticion-de-informacion-a-cantv-puerto-ordaz
38
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https://viz.measurementlab.net/location/save?aggr=month&isps=AS8048_AS21826_AS10753x_AS6306_AS22313

Cantv, “Cantv y Movilnet denuncian sabotaje a la fibra óptica nacional” [Cantv and Movilnet denounce sabotage against
the national optical fiber], March 14, 2017, http://www.cantv.com.ve/seccion.asp?pid=1&sid=144&NotID=8298

41

Edecio Brito, “Ladrones hurtaron parte de la torre de transmisión de Movistar en una zona de Guarenas,” [Thieves stole
part of the Movistar transmission tower in an area of Guarenas] El Pitazo, October 20, 2016, https://elpitazo.com/ultimasnoticias/ladrones-hurtaron-parte-la-torre-transmision-movistar-una-zona-guarenas/

42

“Afectados servicios de Movistar en Mérida y San Cristóbal por vandalismo,” [Affected Movistar services in Merida and
San Cristóbal due to vandalism] El Pitazo, March 14, 2017, https://elpitazo.com/ultimas-noticias/afectados-servicios-movistarmerida-san-cristobal-vandalismo/

43

“Hurto de “gran magnitud” deja a siete ciudades sin señal de Movistar,” [“Large magnitude” theft leaves seven cities
without Movistar signal] El Nacional, March 21, 2017, http://www.el-nacional.com/noticias/sucesos/hurto-gran-magnitud-dejasiete-ciudades-sin-senal-movistar_86446

44

45 CONATEL, “Plan de seguridad para sector telecomunicaciones,” [Security plan for the telecommunications sector] October
4, 2016, http://www.conatel.gob.ve/ejecutivo-activa-plan-de-seguridad-para-sector-telecomunicaciones/
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the Second Socialist Plan for the Economic and Social Development of the Nation (2013-2019) is for
Venezuela to reach “non-vital levels” of connections with communication and information networks
“dominated by neo-colonial powers.”46
Foreign currency controls have prevented private companies from repatriating their earnings and
accessing the foreign currency necessary for investment, which has led to a deterioration of their
services. It also created a substantial barrier to new firms who might seek to enter the market. The
shortage of equipment is also rampant due to the lack of dollars to pay for imports.
According to CONATEL’s figures for the first quarter of 2017, almost 70 percent of users access the
internet through CANTV’s ABA (Broadband Access).47 The rest of the population accesses the internet
through one of several private telecommunications providers.48 Representing almost 9 percent of the
market, Inter is the second most widely used ISP, though it offers services only in major cities. Three
major players dominate the country’s mobile market: state-owned Movilnet, Telefonica’s Movistar,
and locally owned Digitel.49 Digitel is the leading LTE network operator, a technology that has not
been fully utilized due the shortage of smartphones.50

Regulatory Bodies
CONATEL is the entity responsible for regulating and licensing of the telecommunications sector and
is administratively dependent on the Ministry of Information and Communication. The Law on Social
Responsibility on Radio, Television, and Digital Media (Resorte-ME) grants the regulatory body the
power to make decisions on the blocking or deletion of content, and to sanction service providers—
an ability it has exercised without granting due process to the affected parties (see Blocking and
Filtering).51
During the report’s coverage period, President Maduro appointed a new director of CONATEL,
Andrés Eloy Méndez,52 former director of the National Superintendence for the Defense of Socio
Economic Rights (SUNDDE) and, like the previous head William Castillo, a member of the governing
party.53
While Article 35 of the Organic Law of Telecommunications provides for CONATEL’s operational and
administrative autonomy, Article 40 states that the president has the power to appoint and remove
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Homeland Plan, 4.4.2.3, http://bit.ly/1MpSdlZ

CONATEL (2016), Cifras del sector telecomunicaciones. [Figures of the telecommunications sector] http://www.conatel.gob.
ve/estadisticas-anuales-y-trimestrales/
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“Venezuela - Telecoms Infrastructure, Operators, Regulations - Statistics and Analyses,” Budde.com.au, http://bit.
ly/2dnMTqV
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“Seis estados del país cuentan con cobertura plena 4G de Movilnet,” AVN, February 16, 2016, http://globovision.com/
article/seis-estados-del-pais-cuentan-con-cobertura-plena-4g-de-movilnet
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Heberto Alvarado, “Internet venezolana: desigual, lenta y arcaica ¿Cómo se sale del sótano sudamericano?” [Venezuelan
Internet: unequal, slow and archaic: how does one exit the South American basement?] Runrun.es, December 2, 2015, http://bit.
ly/2dNy66N
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51 Ley de Responsabilidad Social en Radio, Televisión y Medios Electrónicos, 2012, [Law on Social Responsibility in Radio,
Television and Electronic Media] http://bit.ly/1LK14B4
52 Gabriela Rojas, “Andrés Eloy Méndez, el baja santamarías de Conatel,” [Andrés Eloy Méndez, the “baja sanatamarías”of
Conatel] El Estímulo, May 24, 2017, http://elestimulo.com/climax/andres-eloy-mendez-el-baja-santamarias-de-conatel-2/

Andres Eloy Mendez G, Twitter post, October 24, 2016, 2:46 PM, “Gracias al presidente .@NicolasMaduro
y a la Dirección Nacional del @PartidoPSUV
por otorgarme su confianza ¡Lealtad Chavista!” https://twitter.com/andreseloypsuv/status/790670878069620737
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the agency’s director and the other four members of its board,54 pointing to CONATEL’s lack of
independence from the executive. Although the National Assembly approved in September 2016
a reform of the Telecommunications Law, which stipulated that the appointment of the director
of CONATEL was to be submitted to the legislative body, it was declared unconstitutional by the
Supreme Court of Justice.55
Venezuela’s political and regulatory environment was ranked last out of 143 countries in the World
Economic Forum’s Networked Readiness Index, which measures the capacity of countries to leverage
ICTs for increased competitiveness and well-being.56

Limits on Content
Extended in May 2017, the state of emergency deepened concerns about increasing restrictions on
online content in the midst of political turmoil. Under opaque orders from the regulator, in April 2017
ISPs blocked three online TV sites that provided live coverage of antigovernment protests. Blocking
procedures lack transparency and avenues for appeal, and digital rights groups suspect many more
sites are blocked.

Blocking and Filtering
Blocking of political, social, and economic content continued to occur during this report’s coverage
period. CONATEL’s new director, Andrés Eloy Méndez, has justified blocking certain digital media
for “instigating war” based on unspecified judicial decisions.57 Digital rights organizations have
increasingly denounced the lack of transparency of blocking orders that are not made public
and provide no avenues for appeal.58 In a joint press release in April 2017, freedom of expression
experts of the United Nations and the Inter-American Commission on Human Rights condemned
blockings and stressed that: “Even under a state of emergency, the regulation as well as limitation or
restrictions on websites and television signals transmitted over the internet are disproportionate and
incompatible with international standards.”59
On April 7 2017, a day after a violent antigovernment protest, major ISPs started blocking the online
TV and streaming sites Vivo Play, El Capitolio TV, and Venezolanos por la información, in apparent
retaliation for providing live coverage of protests.60 Venezuela Inteligente technically documented
54

Ley Orgánica de Telecomunicaciones [Organic Law on Telecommunications] art. 35-48, http://bit.ly/1GcpLA4

Sala constitucional, Magistrado ponente: Luis Fernando Damiani Bustillos. Expediente Nº 16-1027, November 4, 2016.
http://historico.tsj.gob.ve/decisiones/scon/noviembre/191896-938-41116-2016-2016-1027.HTML
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The ranking took into consideration judicial independence, effectiveness of law-making bodies, efficiency of legal framework
in settling disputes, efficiency of legal framework in challenging regulations and Intellectual property protection. See: World
Economic Forum, The Global Information Technology Report 2015, accessed October 3, 2016, http://bit.ly/1FT9apa

56

57 Ipys Venezuela, “Presidente de Conatel justificó bloqueo y censura contra medios digitales y televisoras,” [President of
Conatel justified blockade and censorship against digital and television media] May 5, 2017, http://ipysvenezuela.org/alerta/
presidente-conatel-justifico-bloqueo-censura-medios-digitales-televisoras/

Andrés Azpúrua. Solicitamos transparencia en los bloqueos en #internetVE. [We request transparency #internetVE] https://
medium.com/@andresAzp/solicitamos-transparencia-en-los-bloqueos-en-internetve-cb622bac87fd
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“UN and IACHR Rapporteurs condemn censorship, arrests and attacks on journalists,” OAS Press Release, April 26, 2017,
http://www.oas.org/en/iachr/expression/showarticle.asp?artID=1062&lID=1

59

60 “Conatel ordena bloquear a VivoPlay y VPI TV, únicos medios que transmitieron en vivo protesta del 6Abril,” [Conatel
orders to block VivoPlay and VPI TV, the only means that broadcast live protest of 6April] RunRunes, April 7, 2017, http://runrun.
es/nacional/304278/conatel-ordena-bloquear-a-vivoplay-y-vpi-tv-unicos-medios-que-transmitieron-en-vivo-protesta-del-6abr.
html
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those blockings, noting that they started between 6am and 10am on April 7, mainly through DNS
blocking.61 A group of NGOs requested a formal response from CONATEL about the reasons that
led to the blocking, but as of May they had received no response.62 On the other hand, blocked
platforms such as Vivo Play were able to evade censorship and multiply viewers by sharing their
channel through other news websites, as well as their app.63
Rights groups supporting people living with HIV/AIDS also reported that in August 2016 CONATEL
issued an order to block four of their websites without notification or known justification.64 In
February 2017, news aggregators such as Maduradas reported being blocked by all operators in the
country.65 Technical tests by Venezuela Inteligente corroborated DNS blocking by CANTV, Movistar
and Digitel.66 As on May 2017, Maduradas remained inaccessible.
More recently, on June 28, users from various cities in Venezuela reported that several social
media platforms — including Facebook, Twitter, YouTube, and Periscope — were inaccessible for
approximately one hour. Tests by IPYS Venezuela and Venezuela Inteligente confirmed DNS blocking
affecting both CANTV and Movistar users.67 The motives behind the move remained unknown.
In January 2017, the Attorney General asked a court in Caracas to formally block the website
DolarToday, which publishes daily black market exchange rates, on the grounds that it caused a
serious distortion in the foreign exchange market.68 The site had already been blocked in 2013
without a judicial order. International news sites such as Infobae69 and NTN 2470 were also blocked. In
February 2017, Méndez also announced plans to block the “CNN en Español” channel on YouTube
after the outlet took its programming online in response to the Venezuelan government cutting its
signal.71 However, the YouTube channel remained accessible to Venezuelans. Websites of various
advocacy and human rights organizations were freely accessible.72
Ve Sin Filtro, “Bloqueos de internet en abril de 2017,” [Internet blocking in April 2017] http://vesinfiltro.com/noticias/
bloqueos_abril_2017/

61

62 Venezuela Inteligente, Twitter post, May 17, 2017, “El #diaDeInternet seguimos sin saber: ¿Quién decide qué bloquear, por
qué motivos, con qué autoridad, qué han bloqueado?” https://twitter.com/VeInteligente/status/864885400451649536
63 Karla Franceschi, “Al tratar de bajarnos el volumen lo que hicieron fue amplificarlo,” [When trying to lower the volume
what they did was amplify it] El Nacional, April 17, 2017, http://www.el-nacional.com/noticias/entretenimiento/tratar-bajarnosvolumen-que-hicieron-fue-amplificarlo_177440
64

AMAVIDA, Press release, August 24, 2016, http://www.amavida.org.ve/admin/images/pdf/comuni.pdf

“¡ARRECIA LA CENSURA! Operadoras en Venezuela bloquean el acceso a Maduradas.com,” [Operators in Venezuela block
access to Maduradas.com] Maduradas, February 8, 2017, http://www.maduradas.com/arrecia-la-censura-operadoras-envenezuela-bloquean-el-acceso-a-maduradas-com/
65

VeSinFiltro, Twitter post, February 8, 2017, “Confirmamos técnicamente que http://maduradas.com @maduradascom
ha sido bloqueada por DNS en #InternetVE - #CANTV, #MovistarVE y #Digitel,” https://twitter.com/vesinfiltro/
status/829376747019837440
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Ipys Venezuela, “Bloquearon redes sociales durante una hora,” [Social networks were blocked for one hour] June 19, 2017,
http://ipysvenezuela.org/alerta/venezuela-bloquearon-redes-sociales-una-hora/
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68 “Fiscalía venezolana solicita bloquear página web Dólar Today,” [Venezuelan public prosecutor requests to block website
Dollar Today] TeleSUR, January 26, 2017, http://www.telesurtv.net/news/Fiscalia-venezolana-solicita-bloquear-pagina-webDolar-Today-20170126-0075.html

69 “El régimen de Maduro volvió a bloquear Infobae en Venezuela,” [Maduro regime blocked Infobae in Venezuela again]
Infobae, July 20, 2015, http://bit.ly/2cQx3RH; “La Fundación LED repudió el bloqueo de Infobae en Venezuela,” [LED foundation
condemned blocking of Infobae in Venezuela] Infobae, July 21, 2015, http://bit.ly/2dG6Upd

“NTN24 censurado en Venezuela, ahora en Internet,” [NTN24 censored in Venezuela, now on the Internet ] NTN24,
September 18, 2014, http://www.ntn24.com/noticia/comunicado-ntn24-censurado-en-venezuela-ahora-en-internet-25964
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“Gobierno de Venezuela planea bloquear CNN en español en internet,” [Government of Venezuela plans to block CNN in
Spanish on the internet] Clases de periodismo, February 16, 2017. http://www.clasesdeperiodismo.com/2017/02/16/gobiernode-venezuela-planea-bloquear-cnn-en-espanol-en-internet/ https://youtu.be/HagQQm70f4g
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Ipys-Venezuela, “Principales hallazgos de la navegación en Venezuela,” [Main findings on surfing in Venezuela], March 29,
2016, http://bit.ly/2aOk7jS
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Content Removal
Content related to economic issues or political criticism were targeted for removal during the
coverage period.
The Law on Social Responsibility on Radio, Television, and Electronic Media (the Resorte-ME law)
establishes that intermediary websites can be held liable for content posted by third parties, and
grants CONATEL the discretional capacity to impose severe penalties for violations. Its provisions
notably forbid messages that promote anxiety among the population, alter public order, disregard
legal authorities, or promote the violation of existing laws. This legal framework has resulted in selfcensorship and preemptive censorship, as webmasters and editors may avoid publishing information
that contradicts the government (See “Media, Diversity and Content Manipulation”).
Although transparency reports produced by Twitter and Google do not show significant numbers
of requests for withdrawal of content by Venezuelan entities, reports have documented several
requests to various digital media to remove news items or erase URLs. According to the investigative
journalist Lissette Boon, from RunRunes, a company called Eliminalia was tasked with “cleaning up
the reputation” of Venezuelan politicians and businesspeople on the web. According to the reporter,
in less than 9 months, at least 5 news sites received such requests, under the justification that the
right to privacy and reputation were being damaged. Those requests were rejected as a form of
censorship.73
In June 2016, two court decisions also restricted certain content prior to publication. In one case, a
court in the state of Carabobo ruled in favor of Carlos Osorio, a former food minister, for alleged
moral damages caused by opposition deputies who accused him of acts of corruption. The deputies
were prohibited from publishing by any means—especially through Cuentas Claras, a website
specialized in organized crime information—any indications that violate the honor, decorum and
reputation of Osorio.74 In another decision, the Constitutional Chamber of the Supreme Court of
Justice (TSJ) banned all online media from publishing videos of lynchings because they created
“anxiety and uncertainty.”75 Civil society organizations such as Espacio Público criticized such a
decision for imposing “prior censorship that affects the necessary dissemination of issues of public
interest (…) to expose problems, generate debate and discuss solutions.”76

Lisett Boon, “Limpieza de reputación en Internet: una nueva forma de censurar medios digitales. [Internet reputation
cleaning: a new way to censor digital media] RunRunes, February 9, 2017, http://runrun.es/nacional/295776/limpieza-dereputacion-en-internet-una-nueva-forma-de-censurar-medios-digitales.html
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Cuentas Claras (website) Expediente No.23923: Nos prohíben hablar del General Carlos Osorio, ex ministro de
alimentación. [File No.23923: We are prohibited from talking about General Carlos Osorio, former minister of food.] http://www.
cuentasclarasdigital.org/expediente-no-23923-nos-prohiben-hablar-del-general-carlos-osorio-ex-ministro-de-alimentacion/;
“Juez censura información sobre denuncias de corrupción contra Carlos Osorio,” [Judge censors information about corruption
allegations against Carlos Osorio] Espacio Público, July 2, 2016, https://espaciopublico.ong/juez-censura-informacion-sobredenuncias-contra-carlos-osorio/
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Ipys Venezuela, “TSJ prohíbe a medios digitales difundir videos de linchamientos” [TSJ prohibits digital media from
broadcasting videos of lynchings] August 19, 2016, http://ipysvenezuela.org/alerta/tsj-prohibe-a-medios-digitales-difundirvideos-de-linchamientos/
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Espacio Público, “Espacio Público rechaza censura previa ordenada por el TSJ sobre linchamientos,” [Espacio Público
rejects prior censorship ordered by the TSJ] June 9, 2016, https://espaciopublico.ong/espacio-publico-rechaza-censura-previaordenada-tsj/
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Media, Diversity, and Content Manipulation
Compared to traditional media, the digital sphere presents a more vibrant space for political and
social expression and is a popular way to access information. Despite economic constraints and
a climate of censorship, the emergence of new digital ventures over the past few years has been
remarkable.77 Print media have migrated to the web due to restrictions on newsprint,78 while
broadcast media have also forged an online presence. Especially given government pressure on
television stations to limit critical coverage of the protests, online outlets and platforms such as
Instagram, Snapchat, Facebook and Twitter, have gained prominence as a means of accessing and
sharing live footage and information.79
The government has in turn sought to expand its influence online, using state-controlled media,
“armies of trolls,” and encouraging progovernment social media users to harass those with opposing
views. The NGO Ipys Venezuela shared a May 2017 leak of a presentation from the Ministry
for Interior, Justice, and Peace presenting government strategies of military organization and
intelligence to inhibit users from debating on social networks.80 In March 2017, President Maduro
announced the creation of the “Robinson Digital Grand Movement” aiming to “win the war” on
social networks by producing content, developing communication strategies, and training people in
the use of digital tools.81 In April, on the seventh anniversary of the opening of President Chávez’s
Twitter account, the government also announced that it would create “digital militias” by setting
up hundreds of points throughout the country to help sign up citizens to social media accounts.
According to analysts, the objective of the “militias” would be to increase counter-information and
disseminate progovernment messages.82
Progovernment media have also published false information to discredit independent digital
media as well as NGOs that defend freedom of expression.83 With a high number of politicized
users, Twitter has been frequently used to spread disinformation. On the government side, for
example, footage has been used to make false claims and undermine opposition protests.84 On the
other hand, false information kept people on edge after fake news circulated claiming that political
John Otis, “In Venezuela, online news helps journalists get their voices back,” Committee to Protect Journalists (blog), June 1,
2015, http://bit.ly/2duKSHA
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In Venezuela the sale of paper for printing is an activity reserved to the government. The restriction on the distribution of
this input is used as a mechanism to punish critical media.
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“The Revolution in Venezuela Won’t be Televised, Except on the Internet,” Bloomberg, May 3, 2017, https://www.
bloomberg.com/news/articles/2017-05-03/the-revolution-in-venezuela-won-t-be-televised-except-on-the-internet; “Under
state pressure, Venezuela TV limits live coverage of protests,” Reuters, May 26, 2017, https://www.reuters.com/article/usvenezuela-politics-media/under-state-pressure-venezuela-tv-limits-live-coverage-of-protests-idUSKBN18M2DP
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80 Ipys-Venezuela, “Gobierno impulsa la vigilancia en redes sociales y la difusión de noticias falsas,” [Government promotes
surveillance and dissemination of fake news in social networks] June 7, 2017, http://ipysvenezuela.org/alerta/gobiernoincentiva-la-vigilancia-redes-sociales-la-difusion-noticias-falsas/

81 “Maduro fundó el Movimiento Robinson Venezuela,” [Maduro founded the Robinson Movement] El Nacional, March 31,
2017, http://www.el-nacional.com/noticias/gobierno/maduro-fundo-movimiento-robinson-venezuela_88366

82 Daniel Klie, ”Milicias Digitales pueden constituir el próximo paso para cercar las comunicaciones digitales,” [Digital Militias
can be the next step to close digital communications] Provea, May 6, 2017, https://www.derechos.org.ve/actualidad/especialmilicias-digitales-pueden-constituir-el-proximo-paso-para-cercar-las-comunicaciones-digitales
83 For an example of such coverage, see: El Departamento de Estado financia las noticias falsas en Venezuela (investigación).
[The State Department funds the false news in Venezuela (Research)] Misión Verdad, May 3, 2017, http://misionverdad.com/
COLUMNISTAS/el-departamento-de-estado-financia-las-noticias-falsas-en-venezuela-investigacion

84 Rafael Sulbarán, “Zurda Konducta usa video guatemalteco para decir que opositores atacaron a chavistas en Táchira”
[Zurda Konducta uses Guatemalan video to say that opponents attacked Chavistas in Táchira] Runrunes, May 21, 2017, http://
runrun.es/nacional/venezuela-2/310341/zurda-konducta-usa-video-guatemalteco-para-decir-que-opositores-atacaron-achavistas-en-tachira.html
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prisoner Leopoldo López had died on May 3.85 During the height of the protests, anonymous
recordings also began circulating via WhatsApp with false information. In response, a group of
journalists started recording audio notes with verified information to distribute via WhatsApp and
Twitter with the hashtag #serviceofpublicinformation.86
Venezuela’s legal framework, notably the Resorte-ME law, has encouraged self-censorship
and preemptive censorship, as webmasters and editors may avoid publishing information that
contradicts the government. Observers have also commented on the disappearance of politically
sensitive information from some media websites and platforms. On May 24, when Venezuela’s chief
prosecutor confirmed that the National Guard had fired a tear gas canister that killed a student
during protests,87 human rights organization Provea documented how progovernment media sought
to erase a previous version that alleged that the young man had been killed by a bolt-gun used by
protesters.88
On the other hand, economic constraints have impacted the ability of online media outlets to remain
financially sustainable. Rodolfo Rico, editor of El Cambur, explained in an interview that payments to
journalists and developers are difficult because of the economic crisis. Costs for updating equipment,
search engine optimization,89 and replacing cellphones—frequently stolen while covering local
events—have become insurmountable.90
The restrictive economic environment may also deter advertisers from taking risks. According to
Yelitza Linares of El Pitazo,91 financial challenges experienced by Venezuelan digital media are related
to the lack of training in content marketing, as well as the fact that audiences are unwilling to pay for
content.92 Some media, such as Runrunes, El Pitazo, and Tal Cual have established alliances to make
more attractive offers to advertisers and achieve financial sustainability.93

85 Leopoldo Castillo, Twitter post, May 3, 2017, “Información, traslado de Leopoldo Lopez desde Ramo Verde al Hospital
Militar, sin signos vitales. Régimen maneja hipótesis de intoxicación,” https://twitter.com/elcitizen/status/859920917765525506
; Andrés Cañizalez, “Violencia, mentiras y video (a propósito de Leopoldo López)” [Violence, lies and video (about Leopoldo
López)] El Estímulo, May 5, 2017, http://elestimulo.com/blog/violencia-mentiras-y-video-a-proposito-de-leopoldo-lopez/

86 Gloria Rodríguez-Valdés, “Los Periodistas llevan la radio a Whatsapp,” [Journalists take radio to Whatsapp] Te digo que
(website). April 24, 2017, http://tedigoque.com/2017/04/7441/

87 Julett Pineda, “Lo que no se vio en cámara de la rueda de prensa de la Fiscal General,” [What was not seen in the press
conference of the Attorney General] Efecto Cocuyo, May 24, 2017, http://efectococuyo.com/politica/lo-que-no-se-vio-encamara-de-la-rueda-de-prensa-de-la-fiscal-general

88 Rafael Uzcátegui, Twitter post, May 24, 2017, “Así funciona la operación “blanqueo de mentiras” de @teleSURtv” https://
twitter.com/fanzinero/status/867462826398552065
; “Fiscal General desmiente al gobierno, y sus voceros, sobre asesinato manifestante Juan Pernalete,” [Attorney General
denies the government, and its spokesmen, regarding the assassination of Juan Pernalete] El Libertario, May 24, 2017, http://
periodicoellibertario.blogspot.com/2017/05/fiscal-general-desmiente-al-gobierno.html
89

Interview conducted by email on March 13, 2017.
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Interview via email on March 16, 2017.

César López, “Sitio de noticias venezolano triunfa con video en vivo en Periscope mientras muchos se mudan a Facebook
Live,” [Venezuelan news site triumphs with live video in Periscope while many move to Facebook Live] Knight Center, April 12,
2017, https://knightcenter.utexas.edu/es/blog/00-18221-sitio-de-noticias-venezolano-triunfa-con-video-en-vivo-en-periscopemientras-muchos-se
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Interview via Facebook Messenger on May 28, 2017.

Yorki Reyes, “Alianza Rebelde permitirá anunciar en tres portales al mismo tiempo,” [Rebel Alliance will allow to advertise
in three portals at the same time] El Pitazo, December 3, 2016, https://elpitazo.com/otras-noticias/alianza-rebelde-permitiraanunciar-tres-portales-al-tiempo/
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Digital Activism
Venezuelans are avid internet and social media users, despite connectivity limitations.94 In the midst
of the economic crisis, citizens have used the internet to find scarce goods, consult prices, as well
as to exchange and sell used goods.95 As cooking oil, cancer medication, and other basic goods and
medicines becoming increasingly hard to come by, people have turned to a black market on social
media.96 Neighborhood watch groups have also formed on WhatsApp to protect themselves against
criminal attacks.97
Civil society organizations have maintained efforts to raise awareness online and create apps with
civic uses. For example, the organization Transparencia Venezuela has developed strategies to collect
citizen complaints, through a web platform, the app “Dilo Aqui,” and email.98 New digital media, such
as El Pitazo, have developed alliances with community organizations to train citizen reporters so that
they can improve their coverage of local issues.99
In March 2016, the website Revocalo.com was launched to collect signatures and mobilize citizens
in favor of a referendum to revoke the mandate of President Maduro, an attempt later suspended
by Venezuela’s electoral council.100 In the midst of a wave of antigovernment demonstrations in
2017, citizens also mobilized online as a way to defeat information censorship via digital media and
social networks, and to share security tips and train people about the best ways to document the
protests.101

Violations of User Rights
In the midst of social and political turmoil, President Maduro’s declaration of a State of Exception and
Economic Emergency, extended in May 2017, dictated “strict regulations” to prevent “destabilization
campaigns” on the internet. Online reporters were arbitrarily arrested, intimidated, and injured while
covering antigovernment protests. In an unprecedented case of extended detention, Braulio Jatar, the
editor of the digital media outlet Reporte Confidencial, was imprisoned for more than eight months
94

Tendencias Digitales (2017), “Penetración y Uso de Internet en Venezuela” [Penetration and Internet Use in Venezuela]

“Cambio harina por toallas sanitarias: el trueque online en Venezuela,” [Change flour for sanitary napkins: online bartering
in Venezuela] La Prensa, June 13, 2016, http://www.laprensa.hn/mundo/969662-410/cambio-harina-por-toallas-sanitarias-eltrueque-online-en-venezuela; “El trueque de alimentos y medicinas por internet gana terreno en Venezuela,” [Bartering food
and medicine online gains ground in Venezuela] El Carabobeño, March 18, 2017, https://www.el-carabobeno.com/truequealimentos-medicinas-internet-gana-terreno-venezuela/; See websites such as “akizta.com,” applications such as “Redes Ayuda”
and Twitter accounts such as “SeBuscaSeDona.”
95

96 Rachelle Krygier, “Venezuela’s Life-Saving Social Networks,” Americas Quarterly, August 23, 2016, http://americasquarterly.
org/content/venezuelas-life-saving-social-networks
97 Diego Torrealba, “Vecinos organizados usan grupos de WhatsApp para protegerse de la delincuencia,” [Organized
residents use WhatsApp groups to protect themselves from crime] El Pitazo, December 16, 2016, https://elpitazo.com/mipitazo/vecinos-organizados-usan-grupos-whatsapp-protegerse-la-delincuencia/

98 Transparencia Venezuela, “Dilo aquí” dispuesto para la denuncia de irregularidades en entrega de pasaportes. [“Say it here”
ready to report irregularities in the delivery of passports], https://transparencia.org.ve/dilo-aqui-dispuesto-para-la-denunciade-irregularidades-en-entrega-de-pasaportes/
99 “Inscríbete en el taller de periodismo y fotografía que dictará El Pitazo a líderes sociales” [Enroll in the journalism and
photography workshop that El Pitazo will impart to social leaders] El Pitazo, March 19, 2017, https://elpitazo.com/mi-pitazo/
inscribete-taller-periodismo-fotografia-dictara-pitazo-lideres-sociales/

“Venezuela electoral body suspends referendum drive, opposition fumes,” Reuters, October 20, 2016,
https://www.reuters.com/article/us-venezuela-politics/venezuela-electoral-body-suspends-referendum-drive-oppositionfumes-idUSKCN12K2US?il=0
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Laura Vidal, “In Venezuela, Activists Document Protests and Share Protection Tactics,” Global Voices, April 7, 2017, https://
globalvoices.org/2017/04/07/in-venezuela-activists-document-protests-and-share-protection-tactics/
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after posting footage of a spontaneous protest against President Maduro. Cyberattacks also targeted
several media and nonprofit websites.

Legal Environment
Although the Constitution guarantees freedom of expression,102 the government has passed a
number of laws and regulations that curtail this right online.
The government has notably responded to the country’s deteriorating economic crisis and growing
discontent by declaring a “state of exception,” sparking concerns about deepening restrictions
on the right to freedom of association and expression.103 The most recent decree issued on May
13, 2017 renewed the state of exception by including specific references to cyber threats and
authorizing further measures to counter them.104 Article 2, paragraph 7 of decree 6.298 authorizes
“dictating strict, transitory and exceptional regulations to prevent destabilization campaigns and the
distortion of the economy, propelled by national and foreign factors through technology systems
and cyberspace.”
In May 2017, the director of CONATEL also warned that the regulator will apply the Law on Social
Responsibility in Radio, Television and Electronic Media (Resorte-ME) “more efficiently” against
electronic media.105 In November 2016, he had announced a public consultation to establish a legal
framework to regulate the use of social networks in Venezuela.106 Senior leaders of the ruling party
have stated their view that social networks are used to undermine the stability and peace of the
nation.107
Resorte-ME law was amended by the National Assembly in 2010 to include vague prohibitions
and severe sanctions that grant authorities sweeping discretion to restrict speech.108 Article 27, for
example, forbids messages that promote anxiety among the population, alter public order, disregard
legal authorities, or promote the violation of existing laws. The law also establishes intermediary
liability for content posted by a third-party and requires online media to establish mechanisms to
restrict prohibited content. Websites found in violation of these provisions may be heavily fined, and
service providers who do not comply risk temporary suspension of operations.109
Activists and journalists also face charges of defamation under the penal code, which sets out prison
102

Constitution of the Bolivarian Republic of Venezuela, art. 56 and 57, http://bit.ly/1ZlAgdc

“IACHR Expresses its Concern Regarding the Declaration of a “State of Exception and Economic Emergency” in Venezuela,”
IACHR, June 1, 2016, http://www.oas.org/en/iachr/media_center/PReleases/2016/071.asp
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Ipys Venezuela, “Nuevo estado de excepción contempla “regulaciones contundentes” a los contenidos en Internet,” [New
state of exception contemplates “forceful regulations” for internet content] May 17, 2017, http://ipysvenezuela.org/alerta/
nuevo-estado-excepcion-contempla-regulaciones-contundentes-los-contenidos-internet/
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Karla Franceschi, “Conatel pondrá la lupa en los medios electrónicos,” [Conatel will put the magnifying glass in electronic
media] El Nacional, May 19, 2017, http://www.el-nacional.com/noticias/entretenimiento/conatel-pondra-lupa-los-medioselectronicos_183053
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Conatel, “En 2017 se discutirá el marco legal para regular uso de redes sociales,” [In 2017, the legal framework to
regulate the use of social networks will be discussed ] November 28, 2016, http://www.conatel.gob.ve/en-2017-se-discutira-elmarco-legal-para-regular-uso-de-redes-sociales/
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“Analizan uso del internet y redes sociales como estrategias de manipulación social,” [Analyze the use of the internet and
social networks as strategies for social manipulation] AVN, February 2017, http://m.avn.info.ve/contenido/analizan-uso-delinternet-y-redes-sociales-como-estrategias-manipulaci%C3%B3n-social
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Espacio Público,“Ley Resorte restringe la libertad de expresión en internet y medios electrónicos” [The Resorte Law restricts
liberty and expression on the internet and electronic media] December 10, 2010, http://espaciopublico.ong/ley-resorte-restringela-libertad-de-expresion-en-internet-y-medios-electrocnicos-2/
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sentences for defamation against public officials and the publication of false information.110 Other
laws provide additional avenues for limiting speech: for example, the Law of National Security, which
was passed in January 2015, outlines prison sentences for individuals who “compromise the security
and defense of the nation.”111
The opposition alliance had won a majority of seats in the National Assembly in December 2015,
paving the way for possible reforms of two crucial laws: the Law of Telecommunications and ResorteME.112 However, the Constitutional Chamber of the Supreme Court, whose members were selected
by the outgoing progovernment National Assembly, was able to rule against new legislation
promoted by the opposition as unconstitutional.113 In March 2017, the powers of the National
Assembly were further undermined when the Supreme Court took over its functions, after ruling it
was “in contempt” of court for swearing in three lawmakers who had been suspended over votebuying accusations.114 In August 2017, an illegitimate pro-Maduro Constituent Assembly announced
that it was taking over all legislative powers of the National Assembly.115

Prosecutions and Detentions for Online Activities
Digital reporters covering protests, political events, and queues to buy food or medicine continued
to be arbitrarily arrested and have their cellphones confiscated. Civil society organizations such as
Espacio Público and IPYS Venezuela, as well as the journalists’ guild and union, have kept a detailed
record of arrests during protests, including those targeting digital outlets.116
Journalists were detained for several hours or even days for covering protests during the past
year. One emblematic case was that of Elvis Flores, a cameraman working for the online channel
Venezolanos por la Información (VPITV). Flores was providing live coverage of a clash between
police and protesters in Caracas at the time of his arrest on April 6, when police took his equipment
and stopped his broadcasting. He was held in police custody for nine hours, accused of recording
in a security zone.117 On April 10, Yonnathan Guedez, a journalist for the digital site Las Peras, was
arrested while covering an antigovernment protest and detained in one of the headquarters of
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Código Penal de Venezuela, [Penal Code of Venezuela], art. 444, October 20, 2000, http://bit.ly/1hBfNfy

Espacio Público, “Presidente Nicolás Maduro usó ley habilitante para legislar contra la libertad de expresión,” [President
Nicolas Maduro used enabling law to legislate against freedom of expression] January 22, 2015, http://bit.ly/1MUKnEN

111

“AN aprueba Proyecto de Reforma de la Ley de Telecomunicaciones,” [National Assembly approves bill to reform the
Telecommunications Law] El Universal, April 28, 2016, http://bit.ly/2dzDkFK
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“En los primeros 100 días la AN aprobó cinco leyes, negadas luego por Maduro y el TSJ” [National Assembly approved five
laws in first 100 days, later rejected by Madoro and Supreme Court] Efecto Cocuyo, April 14, 2016, http://bit.ly/2dFadCE
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“Venezuela’s pro-government assembly moves to take power from elected congress,” The Washington Post, August 18,
2016, http://wapo.st/2zzGST1
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“Periodistas exigen respeto a su trabajo en comandos de la GNB de todo el país” [Journalists demand respect for
their work in GNB commands throughout the country] La Patilla, May 19, 2017, https://www.lapatilla.com/site/2017/05/19/
periodistas-exigen-respeto-a-su-trabajo-en-comandos-de-la-gnb-de-todo-el-pais-19may-carta/
; IpysVenezuela “Cobertura bajo riesgo,” [Coverage under risk] May 22, 2017, http://ipysvenezuela.org/2017/05/22/coberturariesgo-protestas-2017/
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Marianne Díaz, “News Website Cameraman Arrested While Broadcasting Protests in Venezuela,” Global Voices, April 7,
2017, https://globalvoices.org/2017/04/07/news-website-cameraman-arrested-while-broadcasting-protests-in-venezuela/
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the Bolivarian National Guard. He was released on parole after 16 days and charged with crimes of
resistance to authority, possession of incendiary objects, and incitement to disturb public order.118
The most serious case of extended detention was that of Braulio Jatar, the editor of the digital media
outlet Reporte Confidencial, who was imprisoned for more than eight months and then placed under
house arrest.119 He was arrested on September 3, 2016, a day after posting footage of a spontaneous
protest during President Maduro’s visit to Villa Rosa, an impoverished area in Margarita Island.
According to family members and lawyers, the reason for the arrest was linked to the publication of
these videos on Jatar’s site. Jatar was officially charged with money laundering, which provides for a
sentence of up to 15 years in prison.120
Users sharing critical content on social media were also targeted during this report’s coverage
period. On April 28, user Dan Zambrano, who was retweeting several accounts that criticized
government and state security agencies, was arrested by officials of the General Military Intelligence
Division (DGIM) in Aragua state.121 After three months, he received a parole measure that requires
him to appear in court every 15 days.122 In another case, three producers who made a video for
the Primero Justicia party were arrested in September 2016 on charges of “inciting rebellion,” after
the video went viral on social media. They were released after two months, but ordered to present
themselves before a military court every 30 days as a precautionary measures, pending a court
decision.123
Other users targeted for ICT-related activities remained in detention:
•

In August 2016, the appeals court of the Supreme Court of Justice upheld the 13-year
sentence against jailed political leader Leopoldo López. As evidence in his trial, prosecutors
analyzed hundreds of tweets and a YouTube video.124 In July 2017, López was granted house
arrest after spending three years in a military prison.125 In early August 2017, however, he

Paola Nalvarte, “Venezuelan journalist detained for 16 days after covering protests against the government is freed,”
Knight Center (blog), May 1, 2017, https://knightcenter.utexas.edu/blog/00-18349-venezuelan-journalist-detained-16-daysafter-covering-protests-against-government-free
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119
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Johny Pérez, “Detuvieron a tuitero en Aragua por expresar su opinión contra el Gobierno,” [Twitter user was arrested
in Aragua for expressing his opinion against the government] Caraota Digital, April 29, 2017, http://www.caraotadigital.
net/carrusel/detuvieron-tuitero-en-aragua-por-expresar-su-opinion-contra-el-gobierno/; Belkys M., Twitter Post, May 28,
2017, 5:52 AM, “Un mes! Hoy mi esposo @DanZambrano cumple un mes detenido arbitrariamente por DGCIM. ¿El motivo?
¡Tweetear! #LiberenADan ¡No me dejan verlo!” https://twitter.com/Bellebelk/status/868812286894501888
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dan-zambrano-libertad-regimen-presentacion/
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“Gobierno venezolano encarcela a productores de vídeo por cargos de “Incitación a la rebelión”,” [Venezuelan
government jails video producers on charges of “Incitement to rebellion”] Global Voices, October 5, 2016, https://
es.globalvoices.org/2016/10/05/gobierno-venezolano-encarcela-a-productores-de-video-por-cargos-de-incitacion-a-larebelion/
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Priselen Martínez Haullier, “Así fue el análisis a los tuits de Leopoldo López” [This is how the analysis of tweets from
Leopoldo Lopez went] Panorama, March 17, 2015m http://bit.ly/2dNOp4O; Daniel Lozano, “Leopoldo López seguirá en prisión
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was removed in a night-time raid and detained for four days. In late July, he had shared a
YouTube video from his home, urging Venezuelans to continue protesting.126
•

Two of the nine users arrested for ICT-related activities in 2014 also remained in detention,
while one user, Skarlyn Duarte, was released in December 2016.127 Victor Ugas had been
arrested on October 13, 2014 after publishing photos of the corpse of Robert Serra. He was
charged with improper disclosure of data or personal information and digital espionage.128
Despite having a release order, he remained arbitrarily detained. Leonel Sánchez Camero,
detained on August 22, 2014, had been accused of promoting hatred, conspiring,
defamation, and unlawful access to electronic channels. He remained detained at the
headquarters of the Bolivarian Intelligence Service (SEBIN).129

Surveillance, Privacy, and Anonymity
Government surveillance and counterintelligence activities have increased since 2013, when the
government released its 2013-2019 Plan for the Homeland, which emphasized strengthening
national defense among its priorities.130 Digital activists have expressed alarm regarding the
government’s growing appetite to invest in intelligence systems and operations.131 Although it is
difficult to confirm and determine the full scale of surveillance, activists have denounced targeted
tracking and spying by the government. The lack of independent oversight has raised concerns
about the ease with which systematic content filtering and surveillance could be implemented.
A decree issued in October 2013 created the Strategic Center for the Security and Protection of
the Fatherland (CESPPA), a special body charged with monitoring and tracking of social media
and other online information.132 Agents of the National Guard have also reportedly been trained
by the Ministry of Information and Communication in the management of social networks for the
“implementation of early warnings” that can “keep the Venezuelan people truthfully informed, and

“Leopoldo López sale de la cárcel y pasa a arresto domiciliario” [Leopoldo López gets out of jail and goes to house arrest],
La Vanguardia, July 8, 2017; “Leopoldo López y Antonio Ledezma vuelven a la cárcel de Ramo Verde” [Leopoldo López and
Antonio Ledezma go back to Ramo Verde prison] RCN, August 1, 2017.
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Juan Alonso, “Gobierno gastará casi 14 millardos de bolívares en inteligencia en 2017,” [Government will spend almost 14
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detect any threat in order to defend our national sovereignty.”133
Complaints about the government’s purchase and use of surveillance software have progressively
surfaced. Leaked emails posted on Wikileaks in July 2015 revealed that the Ministry of Interior,
Justice, and Peace had shown interest in buying spyware from the company Hacking Team,134 a
transaction that was allegedly never completed.135 However, Citizen Lab reported that it had
detected the existence of a server of the spyware FinFisher in Lithuania, which apparently served as
an “intermediary” for another master server in Venezuela.136
A group of anonymous users operating under the name of “patriotas cooperantes” (cooperating
patriots) is allegedly responsible for providing illegally collected private information from citizens
and activists to authorities. The “cooperating patriots” were recently included as part of a security
plan (Plan Carabobo 2021) presented by President Maduro in January 2017.137 Public attacks against
dissenting voices have used information collected by “cooperating patriots,” notably during the
televised show hosted by the former President of the National Assembly, Diosdado Cabello.
Government officials have frequently used recordings of private conversations involving political
foes, without indicating how the recordings were obtained. Such was the case in January 2017, when
the former president of the National Assembly Diosdado Cabello presented a supposed recording
between Lilian Tintori, the wife of jailed opposition leader Leopoldo Lopez, and the parliamentarian
Gilber Caro, who was detained by the intelligence services and later imprisoned under the charge of
possession of war weapons.138
There are no known government restrictions on encryption technologies or other digital privacy
tools. Furthermore, Venezuelan laws, such as the Law against Cybercrime and the Law to Protect
Communication Privacy, guarantee the privacy of communications.139 In practice, however,
authorities have failed to apply these laws evenly in cases where activists have sued for protection
under the law.140
The constitution expressly prohibits anonymity. In order to buy a cellphone, a SIM card, or a USB
modem to access mobile broadband, Venezuelan law requires customers to register their personal
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133

Jeanfreddy Gutiérrez, “Funcionario del Ministerio de Interior y Justicia solicitó oferta a fabricante de software espía,”
[Ministry of Interior official requested offer to spyware manufacturer] El Cambur, July 13, 2015, http://bit.ly/2dJDiNM

134

Katherine Pennacchio, “Hacking Team casi corona en Venezuela” [Hacking Team almost “crowns” in Venezuela] Armando.
Info, July 18, 2015, http://bit.ly/2dZnfGQ

135

CitizenLab, “Pay No Attention to the Server Behind the Proxy: Mapping FinFisher’s Continuing Proliferation,” October 15,
2015, http://bit.ly/1GfcZ9n; “Gobierno venezolano sospechoso de usar el software espía FinFisher,” [Venezuelan government
suspected of using the FinFisher spyware] La Patilla, November 7, 2015, http://bit.ly/2dOopq6

136

Yohana Marra, “Patriotas cooperantes vuelven al ruedo con el Plan Carabobo 2021,” [Cooperating Patriots return to the
ring with the Carabobo 2021 Plan] Crónica Uno, January 18, 2017, http://cronica.uno/patriotas-cooperantes-vuelven-al-ruedocon-el-plan-carabobo-2021/; Provea, “Plan Carabobo 2021,” February 7, 2017, https://www.derechos.org.ve/opinion/plancarabobo-2021

137

Luisa Salomón, “Lilian Tintori: Fiscalía debe responder por difusión de audio con Gilber Caro,” [Prosecutor must answer for
audio broadcast with Gilber Caro] Contrapunto, http://contrapunto.com/mobile/noticia/lilian-tintori-fiscalia-debe-responderpor-difusion-de-audio-con-gilber-caro-116472/

138

Ley contra los Delitos Informáticos [Law Against Cybercrime] http://bit.ly/2daEjI9; Ley Sobre Protección a la Privacidad de
las Comunicaciones [Law on Protection of Communications Privacy] http://bit.ly/2d5EqJV

139

Internet Society Venezuela, “Libro blanco sobre libertad en Internet” [The white paper on internet freedom], June 2014,
http://bit.ly/1O4ZL1m; EsLaRed, “Venezuela,” in Global Information Society Watch 2014: Communication surveillance in the
digital age, APC and HIVOS, 2014, http://bit.ly/1sjkimX

140

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

VENEZUELA
ID number, address, signature, and fingerprints.141 The Law against Kidnapping and Extortion also
contains a provision that requires telecommunications companies and banking entities to provide
the Public Ministry with information it requests.142
Several government initiatives seek to collect personal information from citizens, with no guarantees
regarding the privacy and treatment of this data. Activists have increasingly expressed concerns
about the government’s ability to misuse data collected through the Biometric System for Food
Security,143 as well as personal data collected through social welfare programs.144 In the midst of
demands for a referendum to recall President Maduro, senior officials threatened to retaliate against
petition signers, warning that “there is no private data.”145 In addition to demanding fingerprints
for the purchase of scarce products and regulated purchases, a new “Carné de la Patria” (homeland
card) was introduced in February 2017: a biometric document that, in addition to basic data,
compiles other information such as membership of a particular party.146 Opposition political leaders
have denounced the card as a way to collect information without legal bases with the sole purpose
of limiting political and civic activism.147

Intimidation and Violence
Intimidation and physical attacks against online reporters intensified especially in the midst of
violent protests. Press freedom organizations have documented numerous cases of aggressions
against journalists, ranging from direct attacks on reporters by armed gangs to the confiscation of
equipment by military intelligence personnel.148
In April 2017, the Inter-American Commission on Human Rights (IACHR) issued a statement urging
the Venezuelan government to respect and guarantee the necessary conditions for the exercise
of freedom of expression in the country, noting particular concerns regarding alleged attacks and
confiscation of equipment of media workers by security officials and armed gangs.149
Assaults against digital media workers were frequently reported during the period of coverage:
Gaceta Oficial No. 38.157. April 1, 2005, Providencia Administrativa Contentiva de las normas Relativas al Requerimiento de
Información en el Servicio de Telefonía Móvil, [Administrative ruling on norms relating to information requirements for mobile
services], http://bit.ly/1MBmTBx

141

Asamblea Nacional de Venezuela, June 5, 2009. Ley contra el secuestro y la extorsión [Law against kidnapping and extortion],
http://bit.ly/1RbJINP

142

Marianne Díaz, “Tu huella digital por un kilo de harina: biométrica y privacidad en Venezuela” [Your fingerprint for a kilo of
flour: biometrics and privacy in Venezuela], Digital Rights, December 16, 2015, http://bit.ly/1PL5Sa1

143

Venezuela does not have a Data Protection Act and there is not clarity regarding the use that could give the government to
the increasing and more accurate information obtained from citizens through the use of biometric devices.

144

“Si Jorge Rodríguez mostró planillas con firmas fue porque se las robó,” [If Jorge Rodriguez showed forms with signatures
is it is because he stole them] El periódico venezolano, May 13, 2016, http://bit.ly/2e7leZG

145

Marianne Díaz, “El “carnet de la patria” y la insaciable sed de datos del gobierno venezolano,” [The “Homeland Card” and
the insatiable thirst for data of the Venezuelan government] Acceso Libre (website), March 3, 2017, http://accesolibre.org.ve/
index.php/2017/03/03/carnet-la-patria-la-insaciable-sed-datos-del-gobierno-venezolano/

146

Yoerli Viloria Diario de Los Andes, “El Carnet de la Patria pone en peligro la privacidad” [The Homeland Card endangers
privacy] January 29, 2017, http://diariodelosandes.com/index.php?r=site/noticiasecundaria&id=39065#titulo

147

Espacio Público, “Informe enero-abril 2017: Situación del derecho a la libertad de expresión en Venezuela” [Report
January-April 2017: Situation of the right to freedom of expression in Venezuela], http://espaciopublico.ong/informe-eneroabril-2017-situacion-derecho-libertad-expresion-venezuela/; Committtee to Protect Journalists, “Journalists covering Venezuela
protests harassed, attacked, and news websites blocked,” April 12, 2017, https://cpj.org/2017/04/journalists-coveringvenezuela-protests-harassed-a.php

148

IACHR, “CIDH urge a la protección al derecho a protestas en Venezuela y el respeto a la libertad de expresión,” [IACHR
Urges the Protection of the Right to Protests in Venezuela and Respect for Freedom of Expression] April 11, 2017, http://www.
oas.org/es/cidh/prensa/Comunicados/2017/044.asp
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•

On June 2, 2016, at least 19 media workers, including reporters for digital outlets such as
VivoPlay, suffered attacks by armed civilians while covering a protest against food shortages
in downtown Caracas. Journalists also denounced that security forces ignored their calls
for help, or acted in complicity with armed civilians who intimidated, attacked, and robbed
them.150

•

During nationwide protests on October 26, 2016, several digital media reporters were
injured and intimidated by progovernment supporters. One reporter for the news site El
Pitazo was hit in the face with a stone.151

•

On March 31, the National Guard briefly detained and beat Andry Rincón, a cameraman for
VivoPlay, and seized his equipment.152 On April 6, police also detained another cameraman
for VivoPlay, Elvis Flores, and beat him.153

Robberies have also targeted digital news outlets. In August, thieves took all of the IT equipment
from the offices of digital outlet Crónica.Uno in Caracas. This outlet is an initiative of the NGO
Espacio Público, which on several occasions has also been the object of the same type of
vandalism.154 In November, a massive robbery targeted El Estímulo, another digital outlet based in
Caracas. Its director, Omar Lugo, did not rule out that the purpose was to intimidate.155
Threats continued to happen online. After publishing the results of a corruption investigation on the
portal Armando.Info, journalist Maolis Castro received a direct message via Twitter by a high military
authority seeking to intimidate her.156 The website of the former president of the National Assembly,
Diosdado Cabello, also continued to be used to discredit and attack both new digital media and
human rights defenders.157

Technical Attacks
A surge in technical attacks targeted media outlets and human rights organizations in the first
part of 2017. IPYS Venezuela recorded 10 cyberattacks, including six Distributed denial-of-service

Paola Nalvarte y Yenibel Ruiz, “Attacks on the press and restrictions to access of information increase as Venezuelan crisis
worsens,” Knight Center (blog), June 8, 2016, https://knightcenter.utexas.edu/blog/00-17196-attacks-press-and-restrictionsaccess-information-increase-venezuelan-crisis-worsens

150

Espacio Público, “Reporte: diez víctimas fue el saldo de la Toma de Venezuela para la prensa,” [Report: ten victims was
the balance of the Toma de Venezuela for the press] October 26, 2016, http://espaciopublico.ong/reporte-diez-victimas-fue-elsaldo-de-la-toma-de-venezuela-para-la-prensa/

151

Kevin Morán, “Venezuela: Camarógrafo Andry Rincón fue golpeado por miembros de la Guardia Nacional,” [Venezuela:
Cameraman Andry Rincon was beaten by members of the National Guard] Clases de Periodismo (website), March 21, 2017,
http://www.clasesdeperiodismo.com/2017/03/31/venezuela-camarografo-andry-rincon-fue-golpeado-por-miembros-de-laguardia-nacional/

152

SNTP, Twitter post, April 7, 2017, “El camarógrafo de @VPITV, Elvis Flores, fue liberado a la medianoche de este jueves.
Fue golpeado y estuvo 9 horas detenido ilegalmente” https://twitter.com/i/web/status/850315935491776515

153

“Sujetos armados roban equipos de oficina de Crónica.Uno” [Armed people steal Crónica.Uno office equipment] Crónica.
Uno, August 22, 2016, http://cronica.uno/dos-sujetos-armados-roban-oficina-cronica-uno/

154

Omar Lugo, Twitter post, November 17, 2016, “Robo en sede de El Estímulo parcial. 2 hombres con rostros descubiertos,
pistolas 38, huyen en moto. Parece intento de amedrentar” https://twitter.com/omarlugo/status/799254932738150400?s=03

155

Espacio Público, “Periodista es intimidada tras publicar trabajo de investigación,” [Journalist is intimidated after publishing
research work] September 14, 2016, http://espaciopublico.ong/periodista-intimidada-tras-publicar-trabajo-investigacion/
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“El brazo mediático de las bandas armadas,” [The media arm of the armed gangs] Con el mazo dando, May 4, 2016,
http://bit.ly/1NWF49h

157

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

VENEZUELA
(DDoS) attacks, between January and March 2017.158 Targets included digital media outlets such as El
Cambur and Caraota Digital,159 newspapers with web portals such as Correo del Caroní,160 as well as
human rights organizations such as Provea and Acción Solidaria.161 Even media claiming to maintain
a neutral position, such as Aporrea, were attacked.162 The media outlet El Pitazo was notably targeted
with a DDoS attack in March 2017 and forced to go offline to contain the damage. In a statement, El
Pitazo said that a diagnosis by the outlet’s digital security team found the attack required expensive
infrastructure outside of the realm of capabilities of an ordinary hacker.163
Hacking and falsification of social media profiles belonging to journalists, writers, and TV figures
remains common. In early 2017, Miguel Pizarro and journalist Milagros Socorro, who was one of
the first victims of this type of action in 2011, were hacked through a method described by the
NGO Access Now as a “Doubleswitch” attack, whereby hackers change the account information
and usernames to make recovery of the original social media account much harder. Hackers took
advantage of the hijacked accounts to spread false information and delete old tweets.164
Venezuela’s telecom sector also reported a cyberattack in 2016. In early December 2016, the
president of state-owned internet provider CANTV reported a denial-of-service attack against its
platform, which briefly affected internet service.165 He said this attack was unrelated to simultaneous
failures in Venezuela’s credit card and cash machine system, which President Maduro denounced
was a deliberate “coup d’état” against Venezuela’s financial system.166 The following day, President
Maduro confirmed the arrest of several senior executives of the CrediCard consortium, accusing
them of deliberate sabotage.167 The facts were not sufficiently clarified, and digital activists lamented
the absence of an independent investigation.168

Ipys Venezuela, “Noticias en cautiverio” [News in captivity] July 6, 2017, http://ipysvenezuela.org/2017/07/06/noticias-encautiverio/

158

Ipys Venezuela, “Medio digital El Cambur sufrió ataque cibernético” [El Cambur suffered a cyber attack] February 25,
2017, http://ipysvenezuela.org/alerta/medio-digital-cambur-sufrio-ataque-cibernetico/; Franklin Delgado, “Ataque con virus
informático fue la causa del colapso de Caraota Digital,” [Attack with computer virus was the cause of the collapse of Caraota
Digital] Caraota Digital, March 9, 2017, http://www.caraotadigital.net/nacionales/caraota-digital-frenamos-los-ataques-yseguimos-informando/

159

“Le tocó el turno al Correo del Caroní en los ataques cibernéticos,” [It was the turn of the Correo del Caroní in the cyber
attacks] El Pitazo, March 11, 2017, https://elpitazo.com/ultimas-noticias/le-toco-el-turno-al-correo-del-caroni-en-los-ataquesciberneticos/

160

Pedro Pablo Peñaloza, “Medios y organizaciones críticas a Maduro sufren ataques cibernéticos en Venezuela” [NGO and
digital media outlets critical of Maduro suffer cyber attacks in Venezuela] Univisión, March 10, 2017, http://www.ntn24america.
com/noticia/segundo-dia-de-ciberataques-a-medios-en-venezuela-el-pitazo-y-ong-provea-presentan-fallas-en-sus-134771

161

“¿Por qué Aporrea estuvo fuera de servicio durante casi una semana?” [Why was Aporrea out of service for almost a
week?] Aporrea, February 22, 2017, https://www.aporrea.org/medios/n304485.html

162

“El Pitazo contuvo ataque cibernético - Comunicado de El Pitazo en Facebook” [El Pitazo contained a cyber attack. Press
release from El Pitazo on Facebook] March 9, 2017, https://www.facebook.com/notes/el-pitazo/el-pitazo-contuvo-ataque-ciber
n%C3%A9tico/1931636427123625

163

Access Now, ““Doubleswitch” social media attack: a threat to advocates in Venezuela and worldwide,” June 9, 2017,
https://www.accessnow.org/doubleswitch-attack/

164

D. Bracho, “Manuel Fernández, presidente de Cantv: Estamos prestando un servicio normal de internet tras ataque,”
[Manuel Fernández, president of Cantv: We are providing a normal Internet service after attack] Panorama, December 5, 2016,
http://bit.ly/2AviMWu

165

“Maduro denuncia golpe de Estado financiero contra Venezuela,” [Maduro denounces financial coup against Venezuela]
Telesur, December 5, 2016, http://www.telesurtv.net/news/Nicolas-Maduro-denuncia-golpe-de-Estado-financiero-contraVenezuela-20161202-0047.html
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“Ejecutivos del consorcio Credicard detenidos por presunto sabotaje de la plataforma de pago electrónico,” [Executives
of the Credicard consortium arrested for alleged sabotage of the electronic payment platform] Correo del Orinoco, December 6,
2016, http://bit.ly/2ABDJjN
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Luis Carlos Díaz, “Venezuela: puntos de venta sin ventas” [Venezuela: points of sale without sales] Medium, December 2,
2016, https://medium.com/@luiscarlos/venezuela-puntos-de-venta-sin-ventas-190d38699647#.cqnsiemai
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Vietnam
2016

2017

Internet Freedom Status

Not
Free

Not
Free

Obstacles to Access (0-25)

14

14

Limits on Content (0-35)

28

28

Violations of User Rights (0-40)

34

34

TOTAL* ( 0-100 )

76

76

Population:

92.7 million

Internet Penetration 2016 (ITU):

46.5 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

Yes

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Blogger prosecutions intensified in 2017, culminating in a 10-year prison sentence
for the activist using the penname Mother Mushroom in June (see “Prosecutions and
Detentions for Online Activities”).

•

Civilian groups attacked bloggers and police obstructed protests organized using
digital tools (see “Intimidation and Violence”).

•

Legal measures which could undermine encryption came into effect in July 2016,
and a draft cybersecurity law threatened further restrictions on internet freedom (see
“Surveillance, Privacy, and Anonymity” and “Legal Environment”).
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Introduction
Internet freedom was undermined in 2017 as arrests and intimidation intensified, although there was
no repeat of the Facebook disruptions documented in 2016.
The coverage period was dominated by the May 2016 environmental disaster and fish kill attributed
to pollution from the Formosa Steel Factory located in Ha Tinh province. The disaster destroyed the
livelihood of hundreds of thousands of people in four central provinces, sending the region’s fishing
and tourism industries into decline and the whole country into crisis. Intimidation and arrests of
activists went hand in hand with enduring online and offline protests, which continued into 2017.
The new government under Prime Minister Nguyen Xuan Phuc, in power since mid-2016, has made
no attempt to improve the environment for internet freedom. After the release of some bloggers as
Vietnam negotiated the TPP agreement, arrests ramped up in the second half of 2016. By April 2017,
at least 19 individuals were in detention for online activities, according to Reporters Without Borders,
and a fresh crackdown was reported in summer 2017.

Obstacles to Access
Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)

Mobile penetration (ITU)

a

46.5%

2011

35.1%

2015

131%

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

2011

2017(Q1)

2016(Q1)

52.7%
128%
142%

9.5 Mbps

5.0 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Internet penetration continued to grow in early 2017, according to an International
Telecommunication Union estimate, and Akamai reported that the average connection speed
improved significantly (see “Key Access Indicators”).
Mobile broadband has played a significant role in increasing access to faster internet service. One
source estimated smartphone penetration at nearly 30 percent in 2017.1 Fixed broadband remains
a relatively small market segment. Fixed broadband services have been largely based on DSL
technology; more recently, faster fiber-based broadband services are starting to replace it, with

Statistica Digital Market Outlook, “Smartphone penetration rate as share of the population in Vietnam from 2015 to 2022,”
Statistica 2017, https://www.statista.com/statistics/625458/smartphone-user-penetration-in-vietnam/

1
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FTTH subscriptions overtaking DSL subscriptions for the first time in 2015.2 The cost of service is not
prohibitive for the majority; a sample monthly mobile data plan cost around US$10 in 2017, while
the average monthly income was US$500.3
The 3G network operating since 2009 is growing fast. As of July 2016, Vietnam had 38 million 3G
users, up from 15.7 million in 2012.4 In late 2016, The Ministry of Information and Communication
has provided 4G licenses for all mobile service providers. In the first quarter of 2017, VinaPhone
became the first provider to roll out a 4G network in Hanoi, Ho Chi Minh City and 11 other
provinces.5

Restrictions on Connectivity
While several companies have licenses to build infrastructure, the state-owned Viet Nam Post
and Telecommunications Corporation (VNPT) and military-owned Viettel dominate the country’s
telecommunications sector. Three out of four providers servicing Internet Exchange Points (IXP),
which allocate bandwidth to service providers, are state- or military-owned (VNPT, Viettel, and SPT;
the fourth, FPT, is private).6
Authorities may employ periodic throttling or restrict access to the internet for political or security
reasons. During the coverage period of this report, 3G signal was restricted locally to prevent
the use of SMS and social media in at least one case. Around April 19, 3G and phone signal was
unavailable for several hours in Dong Tam commune, Ha Noi, where villagers held 30 police officials
and district government officials hostage over several days in a violent conflict over land.7
In early 2017, the Inter-Asia (IA) and Asia-America Gateway (AAG) submarine cables, which carry
international traffic, were damaged, significantly impairing the speed and quality of access for
several weeks.8

ICT Market
The three biggest internet service providers (ISPs) are VNPT, which controls 41 percent of the
market; Viettel (40 percent); and the private FPT (10 percent).9 Though any firm is allowed to operate
an ISP, informal barriers prevent new companies without political ties or economic clout from
“Telecom agency: still room for new FTTH service providers,” Vietnam Breaking News, October 20, 2016, https://www.
vietnambreakingnews.com/2016/10/telecom-agency-still-room-for-new-ftth-service-providers/.

2

3G plan from Vinaphon: http://3gvinaphone.vn/cac-goi-cuoc-3g-vinaphone-khong-gioi-han-luu-luong-mien-phi/; World
Bank, “GDP per capita, PPP (current international $),” International Comparison Program Database, http://data.worldbank.org/
indicator/NY.GDP.PCAP.PP.CD

3

“Vietnam 3G subscriptions soar to 38 million: data”, Thanh Nien News, July 13, 2016, http://www.thanhniennews.com/tech/
vietnam-3g-subscriptions-soar-to-38-million-data-64133.html

4

5 “Cuộc đua 3G đang nóng tại Việtnam” <The 3G race is heating up in Vietnam>, Zing, March 21, 2017, http://news.zing.vn/
cuoc-dua-4g-dang-nong-tai-viet-nam-post730022.html
6

Website of the Ministry of Information and Commnunication, http://bit.ly/1oVnHuy

Personal accounts from activists reporting on the outskirts of Hanoi, 2017; “Vụ Đồng Tâm có thêm diễn biễn phức tạp”
<Complications in the Dong Tam case>, BBC Vietnamese, April 20, 2017, http://www.bbc.com/vietnamese/vietnam-39646209
7

8 “Cáp quang Liên Á lại lỗi, Internet ra nước ngoài vẫn chậm” <InterAsia cable damaged again; connection to abroad still
slow>, VNExpress, March 3, 2017, http://sohoa.vnexpress.net/tin-tuc/doi-song-so/cap-quang-lien-a-lai-loi-internet-ra-nuocngoai-van-cham-3549675.html

9 “So kè giành thị phần cáp quang” <Fighting for optic cable market share>, Đầu Tư, February 7, 2017, http://baodautu.vn/
so-ke-gianh-thi-phan-internet-cap-quang-d58454.html
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disrupting the market.
In the mobile sector, Viettel commands 49.5 percent of mobile subscriptions; MobiFone and
Vinaphone rank second and third with 25 percent and 16 percent, respectively. Smaller players
which lack infrastructure to provide quality service and coverage, like Vietnamobile and Gmobile,
struggle to compete.10

Regulatory Bodies
The Vietnam Internet Network Information Center (VNNIC), an affiliate of the Ministry of Information
and Communications, is responsible for managing, allocating, supervising, and promoting the
use of internet domain names, IP addresses, and autonomous system numbers (ASN). Three
additional ministries—information and culture (MIC), public security (MPS), and culture, sport,
and tourism (MCST)—manage the provision and usage of internet services. On paper, the MCST
regulates sexually explicit and violent content, while the MPS oversees political censorship. In
practice, however, guidelines are issued by the Vietnamese Communist Party (VCP) in a largely nontransparent manner.

Limits on Content
Blocking and Filtering
With fewer resources devoted to online content control than in China, the Vietnamese
authorities have nevertheless established an effective content filtering system. Social media and
communications apps are periodically blocked, but Facebook and Instagram, which were blocked
during protests in May 2016, were otherwise available during the coverage period.
Access to Facebook and Instagram appears to have been interrupted as hundreds of people
protested against an environmental disaster in Hanoi and Ho Chi Minh City in May 2016.
Demonstrators criticized Formosa, a Taiwanese steel plant they held responsible for millions of fish
washing up dead along the central coast, and the government for failing to respond to the crisis.
The mainstream media failed to cover the rallies, adding to Facebook’s importance as a means of
sharing information and organizing public events (see “Digital Activism”). Operators of at least three
tools used to circumvent blocking reported a dramatic spike in the number of their Vietnamese
users on May 15, coinciding with reports that social media platforms were inaccessible and
indicating that the platforms had been blocked.11 Some mobile users also reported that they were
unable to send SMS messages about the rallies.
Censorship is implemented by ISPs rather than at the backbone or international gateway level.
Specific URLs are generally identified for censorship and placed on blacklists. Censorship targets
high-profile blogs or websites with many followers, as well as content considered threatening to
Communist Party rule, including political dissent, human rights and democracy, as well as websites
“Việt Nam hiện có hơn 128,3 triệu thuê bao điện thoại di động” <Vietnam curently has over 128,3 mio mobilphone
subscribers>, ICT News, September 6, 2016, http://ictnews.vn/vien-thong/viet-nam-hien-co-hon-128-3-trieu-thue-bao-dienthoai-di-dong-142931.ict

10

11

Sarah Perez, “Facebook blocked in Vietnam over the weekend due to citizen protests,” TechCrunch, May 17, 2016 http://tcrn.ch/28KKrG2
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criticizing the government’s reaction to border and sea disputes with China. Content promoting
organized religion such as Buddhism, Roman Catholicism, and the Cao Dai group, which the state
considers a potential threat, is blocked to a lesser but still significant degree. Websites critical of
the government are generally inaccessible, whether they are hosted overseas, such as Talawas, Dan
Luan and Dan Chim Viet, or domestically, like Dan Lam Bao, Dien Dan Xa Hoi Dan Su, or Bauxite
Vietnam. Access to international sites such as Human Rights Watch, U.S.-funded Radio Free Asia’s
Vietnamese-language site, or Vietnamese BBC, has been unstable and unpredictable.
ISPs use different techniques to inform customers of their compliance with blocking orders. While
some notify users when an inaccessible site has been deliberately blocked, others post an apparently
benign error message.

Content Removal
The Party’s Department for Culture and Ideology and the Ministry of Information and Culture
(MIC) regularly instruct online outlets to remove content they perceive as problematic, through
nontransparent, often verbal orders.
In February 2017, the government tightened pressure on international companies to remove content
the authorities categorized as “toxic.” The Vietnam-based operations of several multinational
companies withdrew advertising from popular social media platforms Facebook and YouTube at
the request of Vietnamese government ministries.12 Vietnamese companies also pulled advertising
after government representatives said the advertising appeared next to content violating local laws,
including some uploaded by dissidents that criticized the government.13 The impact of the measure
on content was not immediately clear. State media said officials had asked YouTube to remove
thousands of clips, but Google, which owns YouTube, was quoted as saying it had received fewer
than 50 official takedown requests, and reported only 5 total government removal requests between
2009 and December 2016 in its transparency report.14
Other entities with financial and political influence may exert control over online content or
discourage free expression. In 2016, online reports of inadequate animal welfare at a safari on
Phu Quoc island in southern Vietnam, led to a Facebook campaign questioning the importation
and treatment of wild animals. The Vinpearl safari is operated by Vingroup, one of the country’s
biggest conglomerates. Shortly afterward, Facebook users who had previously discussed the issue
temporarily deactivated their accounts, and a Facebook page administrator posted that they had to
stop reporting on the case “for security reasons,” according to the BBC Vietnamese service, leading
observers to believe that they feared reprisals from Vingroup or its supporters.15 Vingroup denied
reports that thousands of animals had died at the park and workers had quit in protest.16 In 2017,
Michael Peel, “Vietnam targets multinationals in social media censorship drive,” Financial Times, March 17, 2017, https://
www.ft.com/content/853db6f2-0ae1-11e7-97d1-5e720a26771b

12

Ma Nguyen, “Vietnam leverages Google, YouTube hate speech failings,” Asia Times, March 27, 2017, http://www.atimes.
com/article/vietnam-leverages-google-youtube-hate-speech-failings/

13

Google Transparency Report, “Government requests to remove content: Vietnam,” July 2016 to December 2016, https://
transparencyreport.google.com/government-removals/by-country/VN

14

“Safari Phú Quốc ‘chưa nhập tê giác’” <Phu Quoc Safari “not imported rhinos yet”>, BBC Vietnamese, February 27, 2016,
http://bbc.in/1Tkwnaw; “Safari Phú Quốc ‘nên minh bạch’” <Phu Quoc Safari ‘should be transparent”> BBC Vietnamese
February 26, 2016, http://bbc.in/1LL7koS

15

“Reports of mass animal deaths at Vietnam safari zoo are false: authorities,” Tuoi Tre News, February 24, 2016, http://
tuoitrenews.vn/society/33384/reports-of-mass-animal-deaths-at-vietnam-safari-zoo-are-false-authorities.
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other activists who posted on Facebook about Vingroup’s real estate projects in Hanoi removed
content in similar circumstances.
Content removal instructions cover social as well as political content. In 2015, for example, MIC
officials ordered local media production company Monday Morning Ltd. Co. to stop producing
episodes of the YouTube celebrity gossip series “Bitches in Town,” for using offensive language and
causing public outrage.17
Intermediary liability was formalized in 2013 with Decree 72 on the Management, Provision, Use
of Internet Services and Internet Content Online. It requires intermediaries—including those based
overseas—to regulate third-party contributors in cooperation with the state, and to “eliminate
or prevent information” prohibited under Article 5. It holds cybercafe owners responsible if their
customers are caught surfing “bad” websites. This process was articulated in Circular 09/2014/
TT-BTTTT, issued in October 2014, which requires website owners to eliminate “incorrect” content
“within three hours” of its detection or receipt of a request from a competent authority in the form
of email, text message, or phone call. The circular also tightened procedures for registering and
licensing new social media sites. Among other requirements, the person responsible for the platform
should have a university or higher degree. It also requires Vietnamese companies who operate
general websites and social networks, including blogging platforms, to locate a server system in
Vietnam and to store posted information for 90 days and certain metadata for up to two years.18
It is not clear how much service providers removed content for fear of possible reprisals before
the decree was introduced, so its immediate impact was not possible to gauge. Further, it did not
outline clear penalties for non-compliance.

Media, Diversity, and Content Manipulation
Internet content producers face a range of pressures that affect the quality of online information. All
content needs to pass through in-house censorship before publication. In weekly meetings, detailed
instructions handed out by a Party Committee to editors dictate areas and themes to report on or
suppress, as well as the allowed depth of coverage. In 2017, President Tran Dai Quang called for new
measures “to prevent news sites and blogs with bad and dangerous content,” but none had been
introduced in mid-year.19
Editors and journalists also risk post-publication sanctions including imprisonment, fines, disciplinary
warnings, and job loss. On June 20, 2016, an announcement on the MIC website said the ministry
had revoked press credentials for Mai Phan Loi, head of the Hanoi bureau of the HCMC Law
Newspaper, based on the online publication of a single word deemed “not respectful to the military.”
Loi had discussed the crash of a Vietnamese maritime patrol aircraft in a journalists’ group on
Facebook the previous week. The post asked why the plane had “exploded into pieces.”20 On June 21,

“‘Những kẻ lắm lời’ bị yêu cầu tạm ngừng vì xúc phạm người khác” <“Bitches in Town” was required to stop for offending
others>, Tuoi Tre, November 25, 2015 http://bit.ly/1MhXdgL

17

Mong Palatino, “Corporate Critics Say Vietnam’s New Tech Regulations Are Bad for Business,” Global Voice Advocacy,
November 3, 2014, http://bit.ly/1LtKLK4

18

Reuters, “Vietnam’s president calls for tougher internet controls,” August 20, 2017, https://www.reuters.com/article/usvietnam-internet/vietnams-president-calls-for-tougher-internet-controls-idUSKCN1B00JW

19

20

“Vietnam reporter’s press card revoked for insulting military,” AP June 20, 2016 http://apne.ws/28OXZRg
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Minister of Information and Communications Truong Minh Tuan warned that journalists should be
considerate when using social networks. 21
Decree 174, effective since January 2014, introduced administrative fines of up to VND 100 million
(US$4,700) for anyone who “criticizes the government, the Party or national heroes” or “spreads
propaganda and reactionary ideology against the state” on social media. These fines can be applied
for offenses not serious enough to merit criminal prosecution. The decree outlined additional fines
for violations related to online commerce. In 2015, the Ministry of Information and Communications
reported imposing VND 777 million ($38,000) in 18 cases involving violations of rules governing the
provision and use of information on the internet.22 The local government in southwestern An Giang
province was forced to withdraw one sanction that attracted national attention in 2015. A secondary
school teacher was fined VND 5 million ($220) for describing the provincial chairman as “arrogant”
on Facebook. Two other individuals were fined and received disciplinary warnings from the Party
for “liking” and sharing the post. The incident attracted dozens of media representatives to press
conferences before the fines were withdrawn.23
These economic and social penalties, in addition to the risk of criminal prosecution, foster selfcensorship. The unpredictable and nontransparent ways in which topics become prohibited make it
difficult for users to know what might be off-limits, and bloggers and forum administrators routinely
disable commenting functions to prevent controversial discussions.
The government has also taken steps to manipulate public opinion online. In 2013, Hanoi’s head
of propaganda Ho Quang Loi revealed the city has a 900-strong team of “internet polemicists”
or “public opinion shapers” who are tasked with spreading the party line. The “teams of experts”
had set up some 18 websites and 400 online accounts to monitor and direct online discussions
on everything from foreign policy to land rights, he said at the time.24 There were no official
statements regarding this matter in 2017, but internet users continued to observe signs of possible
manipulation in online forums.
In October 2015, the government opened an official Facebook page to provide timely information
about the government and the prime minister.25 Other government agencies, such as the Ministry
of Health or the Hanoi People’s Committee have also started to reach out to citizens on Facebook,
apparently signaling a shift away from the perception of such platforms as oppositional, towards
more digital engagement for propaganda purposes and improving governance.
Although government-run media continue to dominate, new domestic online outlets and social
media sites are expanding the traditional media landscape. Young educated Vietnamese are
increasingly turning to blogs, social media, and other online news sources over state TV and radio.26
While some important alternative blogs have stopped operating following the prosecution of their
owners, like Que Choa in 2014, new Facebook pages and other sites continue to emerge. In 2015,
independent broadcaster Conscience TV began producing YouTube videos on human rights issues
21 Nhà báo phải cân nhắc khi sử dụng mạng xã hội < Journalists should consider when using social networks>, Vietnamnet,
June 21, 2016, http://bit.ly/28KtOKa
22

“VND1.5 billion fines imposed on press agencies in 2015”, VietnamNet, December 31, 2015, http://bit.ly/1Tk2JCf

24

“Vietnam’s propaganda agents battle bloggers online”, Bangkok Post, January 19, 2013, http://bit.ly/1L21XH8

“Chê Chủ tịch tỉnh ‘kênh kiệu’ trên Facebook: ‘Chúng tôi xử phạt không sai” <Criticising Provincial Chairman “cocky” on
Facebook: ‘Our fine was not wrong,” Thanh Nien online, http://bit.ly/1MtVdwN

23

25

“Vietnam sets up its own Facebook page to reach its young,” AP, October 22, 2015, http://apne.ws/1Tkz6AH

Paul Rothman, “Media Use in Vietnam: Findings from BBG and GALLUP”, Cima June 10, 2015,
http://www.cima.ned.org/blog/media-use-vietnam/
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in Vietnam.27 Tools for circumventing censorship are well known among younger, technology-savvy
internet users in Vietnam, and many can be found with a simple Google search.28
Activists continued to use social media during the reporting period, some with tens of thousands
of followers, even in the face of intensifying pressure (see “Content Removal” and “Prosecutions
and Detentions for Online Activities”).29 In mid-2016, Mai Khoi, a singer who ran for the National
Assembly as an independent member, described social media as the only platform where she
could speak freely, though she also said her Facebook account had been disabled twice during her
campaign. She suspected that individuals aligned with the security forces reported her account to
Facebook in order to silence her.30

Digital Activism
Digital mobilization is local rather than national in scale, compared to some other countries in Asia.
In 2016, the mass deaths of fish in central coastal provinces sparked a wave of protest on Facebook,
which led to street rallies in Hanoi and Ho Chi Minh City demanding more transparency from the
government.31 The protests continued through October 2016 and proved to be a challenge to the
government on how to deal with crisis.32 Facebook was restricted when the protests were at their
peak (see “Blocking and Filtering”).
In March 2015, a Hanoi government plan to remove thousands of trees lining the city’s
thoroughfares spawned outrage on Facebook in a campaign which gathered 20,000 supporters in 24
hours, some of whom speculated that officials were motivated by the chance of selling the valuable
timber. Authorities reversed the plan later that month, after a rare protest where residents took to
the streets following several online campaigns by different social groups.33 The previous year, a
plan to build a cable car near the UN-recognized world-heritage site Phong Nha-Ke Bang was also
stalled by Facebook critics whose page amassed over 33,000 likes, and a petition of over 71,000
signatures.34

Bita Eghbali and Lakshna Mehta, “Vietnam Police Detain Six Over Web Videos,” Global Journalist, September 29, 2015, http://
globaljournalist.org/2015/09/vietnam-police-detain-six-over-web-videos/; Reporters Without Borders, “Citizen-journalist Nguyen
Van Dai badly beaten,” via IFEX, December 11, 2015, https://www.ifex.org/vietnam/2015/12/11/citizen_journalist_attacked/; Radio
Free Asia, “Authorities in Vietnam Crack Down on New Independent Broadcast Service,” September 25, 2015, http://www.rfa.org/
english/news/vietnam/authorities-in-vietnam-crack-down-on-new-independent-broadcast-service-09252015152145.html
27

28 The Sec Dev Foundation, “Circum-what? Circumvention Widely Employed, Poorly Understood in Vietnam,” February 1,
2016, https://secdev-foundation.org/circum-what-circumvention-widely-employed-poorly-understood-in-vietnam/

Matthew Tostevin, “Vietnam’s Facebook dissidents test the limits of Communist state,” Reuters, August 29, 2017, https://www.
reuters.com/article/us-vietnam-internet/vietnams-facebook-dissidents-test-the-limits-of-communist-state-idUSKCN1B92UQ

29

Matthew Clayfield, “Vietnam’s National Assembly elections plagued by biased vetting, intimidation,” ABC News, May 20,
2016, http://www.abc.net.au/news/2016-05-20/vietnam-national-assembly-elections-plagued-by-bias/7430010

30
31

“Rare rallies in Vietnam over mysterious mass fish deaths,” Reuters May 1, 2016, http://reut.rs/23gFOI7

33

“If a tree falls… online, will the Communist Party hear anything?” The Economist, April 18, 2015, http://econ.st/1DqEUy2

“Outrage Over Fish Kill in Vietnam Simmers 6 Months Later,” New York Times, October 3, 2016,
https://www.nytimes.com/2016/10/04/world/asia/formosa-vietnam-fish.html?_r=1

32

34

“Son Doong Saved From Cable Car: No Development Until 2030,” Caving News, February 13, 2015, http://bit.ly/1OLzzDY
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Violations of User Rights
Legal Environment
The Constitution, amended in 2013, affirms the right to freedom of expression, but in practice the
VCP has strict control over the media. Legislation, including internet-related decrees, the penal code,
the Publishing Law, and the State Secrets Protection Ordinance, can be used to fine and imprison
journalists and netizens. The judiciary is not independent, and trials related to free expression are
often brief, and apparently predetermined. Police routinely flout due process, arresting bloggers and
online activists without a warrant or retaining them in custody beyond the maximum period allowed
by law.
Articles 79, 88, and 258 of the penal code are commonly used to prosecute and imprison
bloggers and online activists for subversion, antistate propaganda, and abusing democratic
freedoms. Vietnam’s National Assembly amended the penal code on November 27, 2015.35
The amendments were supposed to become effective on July 1, 2016 but were postponed for further
revision, with no developments as of mid-2017.36 Under the amended law, Article 79, “carrying out
activities aimed at overthrowing the people’s administration,” would become Article 109, and Article
88, “making, storing, disseminating or propagandizing materials and products that aim to oppose
the State of the Socialist Republic of Vietnam,” would become Article 117.37 The amendments newly
criminalized preparing to commit those crimes with penalties of one to five years in prison. Article
258, which punishes “abuse of democratic rights to infringe upon the interests of the State, the
legitimate rights and interests of organizations and citizens,” would become Article 330.
Since 2008, a series of regulations have extended controls on traditional media content to the
online sphere. Decree 97 ordered blogs to refrain from political or social commentary and barred
them from disseminating press articles, literary works, or other publications prohibited by the Press
Law. In 2011, Decree 02 gave authorities power to penalize journalists and bloggers for a series of
infractions, including publishing under a pseudonym.38 Decree 72 on the Management, Provision,
Use of Internet Services and Internet Content Online replaced Decree 97 in 2013, expanding
regulation from blogs to all social media networks. Article 5 prohibits broad categories of online
activity including “opposing the Socialist Republic of Vietnam,” inciting violence, revealing state
secrets, and providing false information.
An information security law passed in November 2015 and came into effect on July 1, 2016 (see

35

“HRW Submission to EU on Bilateral Dialogue with Vietnam,” Human Rights Watch, December 13, 2015 http://bit.ly/1WTky8Q.

“Vietnam legislature to postpone revised penal code as implementation day nears,” Tuoi Tre News, June 28, 2016, http://
tuoitrenews.vn/society/35591/legislature-to-postpone-revised-penal-code-as-implementation-day-nears.

36

37 Human Rights Watch, “Vietnam’s Proposed Revisions to National Security Laws,” November 19, 2015, https://www.hrw.
org/news/2015/11/19/vietnams-proposed-revisions-national-security-laws.

OpenNet Initiative, “Vietnam,” August 7, 2012, http://bit.ly/1Z4zX9m; The Ministry of Information and Communication,
Decree No 97/2008/ND-CP of August 28, 2008, Official Gazette,  August 11-12, 2008, http://bit.ly/1j9Ejf5; Ministry of
Information and Communications, Circular No. 07/2008/TT-BTTTT of December 18, 2008, Official Gazette, January 6-7,
2009,http://bit.ly/1FSWgs7; Article 19, “Comment on the Decree No. 02 of 2011 on Administrative Responsibility for Press
and Publication Activities of the Prime Minister of the Socialist Republic of Vietnam,” June 2011, http://bit.ly/1JPbb1x; Decree
02/2011/ND-CP, [in Vietnamese] January 6, 2011, available at Committee to Protect Journalists, http://cpj.org/Vietnam%20
media%20decree.pdf
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“Surveillance, Privacy and Anonymity”).39 A separate draft cybersecurity law was presented in mid2017.40

Prosecutions and Detentions for Online Activities
Reporters Without Borders documented 19 individuals detained for online activity in Vietnam as
of April 2017.41 Vietnam released 14 bloggers and activists under pressure from the US in 2014 and
2015, in the midst of negotiations over the Trans-Pacific Partnership (TPP),42 though those released
were not pardoned.43 44 Several new arrests were reported in 2016, and 2017 saw an intensifying
crackdown on government critics,45 exemplified by the harsh 10-year sentenced handed to the
blogger known as “Mother Mushroom” in June.46
Mother Mushroom, or Nguyen Ngoc Nhu Quynh, was one of several bloggers and activists jailed
in late 2016 under Articles 70, 88, or 258 of the penal code (see “Legal Environment”). Other
examples include Nguyen Danh Dung, who was arrested in Thanh Hoa in December for his alleged
involvement with Thien An TV, a YouTube channel critical of the government; and blogger Ho Hai in
Ho Chi Minh City for his online criticisms of the government.47
More cases were reported in January. Tran Thi Nga (pen name Thuy Nga), 40, was arrested on
January 21, and charged with accessing the internet “to post a number of video clips and articles to
propagandize against the Socialist Republic of Vietnam” under article 88 of the Penal Code.48 Former
political prisoner and citizen journalist Nguyen Van Oai was arrested the same month for allegedly
violating his probation. In 2011 he was sentenced to four years in prison for alleged involvement
with the overseas political organization Viet Tan and was placed on probation for another four
years.49 On January 11, Nguyen Van Hoa, a human right activist, was arrested by police in Ha Tinh
province and charged with “abusing the rights to freedom and democracy to infringe upon the

Tilleke and Gibbons, “Legal Update: New Regulations in the ICT Sector in Vietnam, March 2016, http://www.tilleke.com/
sites/default/files/2016_Mar_New_Regulations_ICT_Sector_Vietnam.pdf; Rouse, “New Law On Cyber Information Security And Its
Impact On Data Privacy In Vietnam,” March 30, 2016, http://www.rouse.com/magazine/news/new-law-on-cyber-informationsecurity-and-its-impact-on-data-privacy-in-vietnam/.

39

Baker McKenzie, “New Draft Cybersecurity Law 2017,” July 31, 2017, https://www.lexology.com/library/detail.
aspx?g=b3fd124e-e230-4859-84a4-e7fe623e57df.

40
41
42

Reporters Without Borders, “Violations of press freedom barometer,” accessed April 2017, https://rsf.org/en/barometer
“Vietnam: Widespread ‘National Security’ Arrests”, Human Rights Watch, November 19, 2015, http://bit.ly/1OVc8y0

Article 19, “Interview: Activist Le Quoc Quan, one day after his release from prison,” via IFEX, June 30, 2015, https://www.
ifex.org/vietnam/2015/06/30/interview_le_quoc_quan/.
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Human Rights Watch, “Vietnam: Events of 2015,” World Report, https://www.hrw.org/world-report/2016/country-chapters/
vietnam; Reuters, “Vietnam frees anti-state blogger, U.S. calls for more releases,” September 20, 2015, http://www.reuters.com/
article/us-vietnam-dissident-idUSKCN0RK0D320150920
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Bennett Murray, “Vietnam’s harsh summer: state launches largest crackdown on dissidents in years,” The Guardian,
September 25, 2017, https://www.theguardian.com/world/2017/sep/26/vietnams-state-largest-crackdown-on-dissidents-years
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Associated Press, “Vietnamese blogger jailed for 10 years for ‘defaming’ regime,” The Guardian, June 29, 2017, https://
www.theguardian.com/world/2017/jun/29/vietnamese-blogger-jailed-for-10-years-for-defaming-regime
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“Vietnam: New Wave of Arrest of Critics”, Human Rights Watch, January 27, 2017, https://www.hrw.org/news/2017/01/27/
vietnam-new-wave-arrests-critics

47

“Vietnam: New Wave of Arrest of Critics”, Human Rights Watch, January 27, 2017, https://www.hrw.org/news/2017/01/27/
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interests of the State,” under Article 258 of the Penal Code. He had campaigned against the Formosa
Steel Company for their role in the mass death of fish in April 2016 (see “Digital Activism”).50

Surveillance, Privacy, and Anonymity
Limited information is available about the surveillance technology available to Vietnamese
authorities, but the legal framework enables officials to undermine privacy.
Decree 72 requires providers like social networks to “provide personal information of the users
related to terrorism, crimes, and violations of law” to “competent authorities” on request, but
lacks procedures or oversight to discourage intrusive registration or data collection. It also
mandates that companies maintain at least one domestic server “serving the inspection, storage,
and provision of information at the request of competent authorities,” and store certain data for
specified periods (see “Content Removal”). The decree gave users themselves the ambiguous right
to “have their personal information kept confidential in accordance with law.” Implementation
is at the discretion of ministers, heads of ministerial agencies and governmental agencies, the
provincial People’s Committees, and “relevant organizations and individuals,” leaving anonymous
and private communication subject to invasion from almost any authority in Vietnam. In mid-2016,
“correspondence from the Saigon Post and Telecommunications Service Corporation” was the basis
of Nguyen Dinh Ngoc’s indictment for disseminating antigovernment propaganda; he was charged
under Article 88 of the penal code.51
The Law on Information Security passed in November 2015 and came into effect on July 1, 2016,
introducing some cybersecurity protections.52 In more troubling provisions, the law allows the
sharing of users’ personal information without consent at the request of competent state agencies
(Article 17.1.c), mandates that authorities be given decryption keys on request, and introduces
licensing requirements for tools that offer encryption as a primary function, threatening anonymity.53
Real-name registration is not required to blog or post online comments, and many Vietnamese do
so anonymously. However, Vietnamese authorities do monitor online communication and dissident
activity. Cybercafe owners are required to install software to track and store information about their
clients’ online activities, and citizens must also provide ISPs with government-issued documents
when purchasing a home internet connection.54 In late 2009, the MIC requested all prepaid mobile
phone subscribers to register their ID details with the operator and limited each to three numbers
per carrier. As of 2017, however, the registration process is not linked to any central database and
could be circumvented using a fake ID. Pay-per-use, SIM cards, can be easily purchased without IDs.
In 2013, Citizen Lab, a research group based in Canada, identified FinFisher software on servers in
“Vietnam Seeks to Calm Waters One Year after Environmental Disaster”, Vietnam Human Right Defenders, April 11, 2017,
http://www.vietnamhumanrightsdefenders.net/2017/04/12/vietnam-seeks-to-calm-waters-one-year-after-environmental-disaster/.
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51 Human Rights Watch, “Vietnam: 7 Convicted in One Week,” April 4, 2016, https://www.hrw.org/news/2016/04/04/vietnam7-convicted-one-week.

52 Tilleke and Gibbons, “Legal Update: New Regulations in the ICT Sector in Vietnam, March 2016, http://www.tilleke.com/
sites/default/files/2016_Mar_New_Regulations_ICT_Sector_Vietnam.pdf; Rouse, “New Law On Cyber Information Security And Its
Impact On Data Privacy In Vietnam,” March 30, 2016, http://www.rouse.com/magazine/news/new-law-on-cyber-informationsecurity-and-its-impact-on-data-privacy-in-vietnam/

53 Michael L. Gray, “The Trouble with Vietnam’s Cyber Security Law,” The Diplomat, October 21, 2016, http://thediplomat.
com/2016/10/the-trouble-with-vietnams-cyber-security-law/; “Vietnamese Cyber Security Law Threatens Privacy Rights and Encryption,”
September 8, 2016, https://www.tiasangvietnam.org/vietnams-cyber-security-law-threatens-privacy-rights-and-encryption/.
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25 countries worldwide, including Vietnam. Promoted by United Kingdom-based distributor Gamma
International as a suite for lawful intrusion and surveillance, FinFisher offers the power to monitor
communications and extract information from other computers without permission, such as contacts,
text messages, and emails. Citizen Lab noted that the presence of such a server did not prove who
was running it, though it is marketed to governments.

Intimidation and Violence
Bloggers and online activists have been subjected to physical attacks, job loss, severed internet
access, travel restrictions, and other rights violations. In June 2017, Human Rights Watch reported
36 attacks targeting activists between January 2015 and April 2017, sometimes in police stations
or in view of police who did not intervene.55 Examples include Nguyen Trung Ton, a Protestant
pastor and blogger who was beaten by a group of men armed with iron rods in February 2017, and
prodemocracy blogger To Oanh, who in July 2016 was intercepted while driving a motorcycle by a
man who forced him to crash.
Police also responded violently to protests that were organized using digital tools (see “Digital
Activism”). In February 2017, police stopped hundreds of protesters from undertaking a 180 km
march north from Ha Tinh province to Nghe An province, to present compensation claims against
Formosa Steel Factory over the 2016 fish kill. Several protesters were beaten or arrested.56 Police
broke up a related protest in Ho Chi Minh City in March, dispersing about 200 people and arresting
several participants. In Hanoi, police prevented activists to assemble after a call for protest was
posted on social media.57
Other prominent activists and bloggers such as Pham Doan Trang or Nguyen Quang A were
put under house arrest so they could not attend a specific event, such as a meeting with foreign
diplomats or a protest.58

Technical Attacks
Activists in Vietnam and abroad have been the target of systematic cyberattacks. Research published
in 2017 revealed that hackers conducting coordinated cyberespionage campaigns targeted two
Vietnamese media organizations in 2015 and 2016 and the Vietnamese diaspora in Australia in 2017,
among other targets, largely corporations with interests in Vietnam.59
When the activity was first documented in 2009, the attackers used Vietnamese-language programs
to infect computers with malicious software to carry out distributed denial-of-service (DDoS) attacks
on blogs and websites perceived as critical of the government. Google estimated that “potentially
Human Rights Watch, “No Country for Human Rights Activists,” June 18, 2017, https://www.hrw.org/report/2017/06/18/
no-country-human-rights-activists/assaults-bloggers-and-democracy-campaigners

55

56 “Vietnam police stop fishermen marching to make claims at steel firm,” Reuters, February 14, 2017, http://uk.reuters.com/
article/us-vietnam-protest-formosa-plastics-idUKKBN15T1MK; “VietNam: Police violently attacked priest and faithful during
Formosa protest,” VietCatholic News, February 18, 2017, http://www.vietcatholic.net/News/Html/214343.htm

“Formosa protesters defy police threats,” Vietnam Right Now, March 5, 2017, http://vietnamrightnow.com/2017/03/
formosa-protesters-defy-police-threats/
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“Vietnam: End Crackdown on Bloggers and Activists,” Human Right Watch, January 12, 2017, https://www.hrw.org/
news/2017/01/12/vietnam-end-crackdown-bloggers-and-activists.
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tens of thousands of computers” were affected, but Vietnamese authorities took no steps to find or
punish the attackers.
Activists have since been subject to account takeovers, where spear-phishing emails disguised
as legitimate content carry malware which can breach the recipient’s digital security to access
private account information. Starting in 2013, attacks using malware to spy on journalists, activists
and dissidents became more personal. California-based Electronic Frontier Foundation (EFF) and
Associated Press journalists reported receiving infected emails inviting them to human rights
conferences or offering academic papers on the topic, indicating that the senders are familiar with
the activities and interests of the recipients.
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Zambia
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

11

12

Limits on Content (0-35)

10

12

Violations of User Rights (0-40)

17

17

TOTAL* ( 0-100 )

38

41

Population:

16.6 million

Internet Penetration 2016 (ITU):

25.5 percent

Social Media/ICT Apps Blocked:

No

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

Following disputed presidential and national assembly elections in August 2016, mobile
broadband networks were reportedly disrupted for up to 72 hours in parts of the
country with strong opposition support (see Restrictions on Connectivity).

•

Some online news outlets went offline after accusing the government of election fraud
(see Content Removal).

•

Social media and communications platforms played an important role in mobilizing
political opposition and getting out the vote (see Digital Activism).

•

Several individuals were arrested for critical comments made on Facebook, including
an opposition politician, a university student, and an independence activist from the
minority Barotseland region, marking an increase from years past (see Prosecutions
and Detentions for Online Activities).
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Introduction
Internet freedom in Zambia declined during the coverage period due to contentious general
elections in August 2016, which resulted in an array of restrictions. The government censored
independent online news outlets, arrested people who criticized officials on social media, and
may have interfered with mobile network connectivity to prevent the opposition from effectively
challenging the official result of the vote.
President Edgar Lungu claimed victory, but his re-election was contested by opposition parties,
whose supporters accused the ruling Patriotic Front party and the Electoral Commission of voter
fraud. Amid protests, mobile broadband networks were reportedly disrupted in regions of the
country with strong opposition support, leading to strong suspicions of deliberate government
interference.
Critical online news outlets were also censored. In September 2016, the Zambian Watchdog and its
Facebook page became temporarily inaccessible. The authorities had reportedly raided the offices
of the outlet’s hosting company. Another website, Zambian Accurate and Balanced News was also
reportedly shut down after it accused the ruling party of rigging the elections and bribing judges.
Zambian government officials repeatedly warned against the “misuse” of social media tools in the
past year and arrested more individuals for online speech than ever before. In April 2017, Chilufya
Tayali, the leader of a newly formed Economic Equity Party (EEP), was arrested and detained for
five days for comments he made on Facebook about the Inspector General of Police, Kakoma
Kaganja, which the authorities deemed as libellous. Munyinda Munukayumbwa, an activist from the
contentious Barotseland region, was separately arrested on charges of sedition for a Facebook post
criticizing the government for marginalizing the region.
The political situation became more unstable when the authorities arrested the main opposition
leader Hakainde Hichilema in April and charged him with treason because his convoy allegedly
refused to make way for President Lungu’s motorcade. A 90-day state of emergency was imposed
in July to quell rising tensions. Supporters of Hichilema were harassed, including Larry Mweetwa, a
leading social media activist for the opposition UPND, who was discredited by a fake social media
profile operating in his name. Observers increasingly suspect that the government may be paying
trolls to disseminate progovernment propaganda and sow misinformation about the opposition.
Despite the decline, the internet continues to be a vibrant platform for sharing critical information.
Social media and communications platforms played a particularly important role in mobilizing
Zambian citizens and civil society during the election season.
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Obstacles to Access
Mobile broadband networks were reportedly disrupted for 48 to 72 hours in opposition-leaning
regions of the country after the disputed elections in August 2016, leading to strong suspicions that
the government had deliberately shut them down. In April 2017, President Lungu asked the regulator
ZICTA to monitor social media, especially Facebook, which he said was being abused by some
Zambians.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)a

Mobile penetration (ITU)

25.5%

2011

11.5%

2015

74%

2015

2016
b

Average connection speeds (Akamai)c
a
b
c

2016

2011

2017(Q1)

2016(Q1)

21.0%
75%

60%

2.3 Mbps
2.1 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Zambia was among the early adopters of the internet in sub-Saharan Africa with the installation of
dial-up and satellite technology at the University of Zambia in the early 1990s, though access has
grown slowly ever since. Internet penetration increased incrementally in the past year, growing from
a rate of 21 percent in 2015 to 26 percent in 2016, according to the latest data from the International
Telecommunication Union (ITU). The mobile phone penetration rate also grew incrementally,
reaching nearly 75 percent in 2016, up from 74 percent the previous year. Despite increasing access,
internet connection speeds are still slow, averaging 2.3 Mbps compared to a global average of 7.2
Mbps, according to Akamai’s State of the Internet report.
The costs involved in information and communication technology (ICT) ownership and access to
internet services are a major barrier to access for the majority of Zambian citizens, especially in rural
areas.1 According to a recent survey by the regulator ZICTA,2 only 13.5 percent of mobile phones
users have smartphones, though the same survey noted that the number of people who know how
to use the internet is increasing.
Many mobile companies offer promotional data plans. For example, Airtel offers a social bundle,
which allows users to access social media for an unlimited time over a daily, weekly or monthly
period. Internet freedom advocates have challenged the practice of charging internet users different
rates to access different content and services for violating the principle of net neutrality, though the
promotions also encourage internet use and help expand access in low income areas. Bundles were
priced at US$ 0.10 per day for Facebook and US$ 0.20 per day for WhatsApp, Facebook, and Twitter
in 2017. Airtel also offers Facebook Free Basics, which allows users to access a simplified version of
1

2

“Zambia Human Development Report 2016,” United Nations Development Program, http://bit.ly/2vfFDGg

“63% of Zambians online spend their times on Social Networking sites – ZICTA survey,” Lusaka Times, http://bit.ly/2ucidNU
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Facebook for free. Free Basics also enables free access to a few other websites such as Wikipedia, Go
Zambia Jobs, Mobile Alliance for Maternal Action, and a women’s rights app. Zambia was the first
African country where Facebook launched this free service in mid-2014. In May 2017, MTN Zambia
launched Facebook Flex, a service that allows subscribers on the MTN network to access the full
version of Facebook for free.
While access to ICTs is steadily increasing, access in rural areas has lagged behind due to the high
costs of hardware and software, poor network coverage, and high levels of illiteracy. The government
and service providers have invested few resources into expanding ICT infrastructure in rural areas.
Erratic and expensive electricity represents an additional obstacle to access in rural areas, where less
than 6 percent of residents have access to electricity.3 Consequently, there is a significant urban-rural
divide, with mobile network coverage reaching 99 percent of individuals in urban areas compared to
84 percent of individuals in rural areas.

Restrictions on Connectivity
After disputed presidential elections in August 2016, mobile broadband networks were reportedly
disrupted for 48 to 72 hours in regions of the country which challenged the result such as Southern
province (the stronghold of the main opposition UPND), leading to strong suspicions of deliberate
government interference.4 The outage followed protests that erupted among opposition supporters
who accused the electoral commission of voter fraud. Two mobile providers—MTN and Airtel—
confirmed the disruptions but did not provide a reason, leaving it unclear whether the outage was
ordered by the government.5 Nonetheless, the subsequent banning of independent broadcast and
radio outlets further strengthened suspicions that the disruptions were part of an overall strategy
to crack down on press freedom and freedom of expression in order to consolidate the president’s
power.6
Partial state ownership of the country’s fiber backbone and control over connections to the
international internet may enable the government to restrict connectivity at will.7 As a landlocked
country, Zambia’s national fiber backbone is provided by three operators: state-owned Zambia
Telecommunications Ltd (Zamtel), state-owned Zambia Electricity Supply Corporation Ltd (ZESCO),8
and privately-owned Copperbelt Energy Corporation (CEC). Zamtel operates the fiber-optic
connection to two international submarine cables: the WACS and Sat-3.9 MTN and Airtel lease access
to the undersea cables from Zamtel, while MTN also connects directly to the EASSy.10 There are
three internet exchange points (IXPs) in the country owned by Hai Corporation, CEC Liquid Telecom
3

ZICTA, “ICT survey report 2015 – Households and individuals.”

5

Moses Karanja, Twitter post, August 19, 2016, https://twitter.com/Mose_Karanja/status/766684089613185025

Nigel Gambanga, “Zambian government suspected of causing internet shutdown following outage in opposition
strongholds,” TechZim, August 18, 2016, http://www.techzim.co.zw/2016/08/zambian-government-suspected-causing-internetslowdown-shutdown-following-outage-opposition-strongholds/

4

Conor Gaffey, “Zambia: Three broadcasters shut down as opposition alleges media crackdown,” Newsweek, August 23,
2016, http://www.newsweek.com/zambia-three-independent-broadcasters-shut-down-opposition-alleges-media-492764
6

According to the ITU, the gateway to the international internet in Zambia is fully liberalized and competitive. See,
International Telecommunication Union, “Zambia Profile (Latest data available: 2013),” ICT-Eye, accessed August 1, 2016, http://
bit.ly/1NEnLHk.

7

Michael Malakata, “ZESCO begins leasing fiber communication backbone,” Network World, September 24, 2008, http://bit.
ly/1LcyRkN.

8

Michael Malakata, “Zambia’s Zamtel connects to WACS, Sat-3 undersea cables,” PC Advisor, July 26, 2012, http://bit.
ly/1OxJLFC.

9

10

“MTN Zambia to invest USD3 million on connection to EASSy,” Tele Geography, March 29, 2012, http://bit.ly/1k89kjF.
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and ZESCO. According to a July 2013 Zambian Watchdog report, the location of one of them, which
is reportedly housed in the same building as Zamtel in the capital city, Lusaka, may further enable
government influence over domestic internet traffic.11

ICT Market
Zambia’s ICT sector is one of the fastest growing sectors in the country, registering 40 percent
growth in 2016.12 The Zambian market for (internet service providers) ISPs is competitive without a
dominant player.13 There are 23 registered ISPs, three of which are also the country’s mobile phone
providers: MTN, Airtel, and state-owned Zamtel.14 Vodafone is the latest entrant to the mobile
market. In April 2017, Transportation and Communication Minister Brian Mushimba announced
a new licensing framework for the telecommunication industry, which paved the way for the new
operator.15
All internet and mobile service providers are privately owned, with the exception of Zamtel, which
was renationalized in January 2012 under the late President Michael Sata.16 Sata’s predecessor,
President Rupiah Banda, had privatized the company.17 While Zamtel has the smallest share in the
mobile phone market,18 it commands the largest share of internet subscriptions, with over 60 percent
of the market.19 It is also the only mobile operator which also offers landline telephone service.

Regulatory Bodies
The Zambia Information and Communications Technology Authority (ZICTA) is the regulatory body
for the ICT sector. Established under the Information and Communication Technologies Act of 2009,
ZICTA is known to be generally autonomous in its decision-making, although the government has
some ability to influence ZICTA’s activities.20 In April 2017, President Lungu asked ZICTA to monitor
social media, especially Facebook, which he said was being abused by some Zambians.
The Minister of Information and Broadcasting Services is mandated to oversee ZICTA’s activities and
appoint the members and chairperson of the ZICTA board.21 The minister is also entitled to issue
general directives, which the regulator is obligated to carry out.22

“In bid to spy on citizens, Sata gives Chinese complete access to Zambia’s military, OP files,” Zambian Watchdog, “July 23,
2013, http://bit.ly/1LczMlf.

11
12

Zambia’s ICT sector grew by 40.02% in 2016,” IT Web Africa, http://bit.ly/2hPD5UR

14

ZICTA “Internet Service Provider,” accessed February 10, 2015, http://bit.ly/1MsuzmW.

ShullerHabeenzu, “Zambia ICT Sector Performance Review 2009/2010,” (policy paper, Research ICT Africa, 2010) http://bit.
ly/1NK9LgU.

13

15

“Fourth Mobile Operator Finally Coming to Zambia,” Zambia Reports, http://bit.ly/2ot9l4r

Sata “deemed it desirable to acquire back the 75 percent shareholding of Libya’s Lap Green Network in Zamtel.” George
Chellah “Press Statement: ZAMTEL Nationalization,” press release, January 24, 2012, http://on.fb.me/1OxKlmP.

16

Matthew Saltmarsh, “Privatization of Zambian Phone Company Degenerates into a Feud,” New York Times, October 3, 2010,
http://nyti.ms/1VURg8z.

17
18

“MTN Zambia is the country’s largest mobile operator – ZICA,” Lusaka Voice, March 2, 2015, http://bit.ly/1KbWlT2.

20

International Telecommunication Union, “Zambia Profile (Latest data available: 2013).”

19

21

Deloitte, Doing Business in Zambia – A unique flavour, March 2013, http://bit.ly/1NeSJUU.

First Schedule (Section 4), The Information and Communication Technologies, Act [No. 15 of 2009], http://bit.ly/1KbWEx7.

The Information and Communication Technologies Act, No. 15 of 2009, Part XI, art 91, http://bit.ly/1KbWEx7; See also,
Shuller Habeenzu, “Zambia ICT Sector Performance Review 2009/2010,” (policy paper, Research ICT Africa, 2010) http://bit.
ly/1NK9LgU.

22
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Some internet content is also regulated by the Independent Broadcasting Authority, which
oversees the enforcement and compliance of regulations in broadcast programming. This includes
programming that TV and radio stations make available online.23

Limits on Content
Critical online news outlets and their associated Facebook pages were taken offline following
the disputed general elections in August 2016. The elections period also saw the proliferation of
progovernment commentators and disinformation.

Blocking and Filtering
Political and social content is not systematically blocked, though some websites were unavailable
during the reporting period and may have been restricted. Social media and communications
platforms such as YouTube, Twitter, Facebook, WhatsApp, and international blog hosting services
were freely available in 2017.
Tests conducted by the Open Observatory of Network Interference (OONI) and Strathmore
University’s Centre for Intellectual Property and Information Technology Law (CIPIT) during the
August 2016 election period found that 10 different websites were consistently inaccessible,
though the tests were inconclusive regarding whether the websites were blocked.24 The sites
affected included a forum on drugs, a pornography hub, and a dating website for LGBTI (lesbian,
gay, bisexual, transgender, or intersex) individuals, which may be linked to the prohibition of
homosexuality under Zambia’s Penal Code.25
Zambia was the first country in sub-Saharan Africa to censor online content in 1996, when the
government demanded the removal of a banned edition of The Post from the newspaper’s website
by threatening to hold the ISP, Zamnet, criminally liable for the content. There were no other
reported incidents of internet censorship until July 2013, when four independent online news
outlets—Zambia Watchdog, Zambia Reports, Barotse Post, and Radio Barotse—were blocked until
April 2014, apparently for their critical coverage of the Patriotic Front ruling party under President
Michael Sata.26

Content Removal
Intermediaries are not held liable for content under the 2009 Electronic Communications and
Transactions Act,27 though the government has been known to censor content by directing online
media editors to remove material considered problematic or offensive upon request.

23

Independent Broadcasting Authority, “About Us,” accessed August 1, 2016, http://www.iba.org.zm/about-us.html

25

Sections 155 through 157, http://www.parliament.gov.zm/sites/default/files/documents/acts/Penal%20Code%20Act.pdf.

Maria Xynou et al., “Zambia. Internet censorship during the 2016 general elections?” October 11, 2016, https://ooni.
torproject.org/post/zambia-election-monitoring/#findings

24

Peter Adamu, “Zambia Reports, Watchdog ‘Unblocked’,” Zambia Reports, April 4, 2014, http://bit.ly/1KbWYfu; “The
Watchdog has been released,” Zambia Weekly, March 27, 2014, http://bit.ly/1X7wVPP; “Zambia blocks third website: Barotse
Post,” Zambian Watchdog, September 10, 2013, http://bit.ly/1MFdqLs.

26

Electronic Communications and Transaction Act No. 21 of 2009, Part X, Limitation of Liability of Service Providers, http://
bit.ly/1Pk92TO.

27
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In September 2016, the critical online news outlet Zambian Watchdog and its Facebook page
became completely inaccessible even outside Zambia, indicating that they were taken down rather
than blocked. The authorities had reportedly raided the offices of a local web hosting company in
search of Zambian Watchdog’s servers.28 Though the government did not make an official statement
about the issue, the shutdown followed weeks of post-election criticism by the news outlet, which
the government tried to ban in 2012, and which was temporarily blocked in 2013 (see “Blocking
and Filtering”). It is not clear whether the outlet’s Facebook page was taken down by the company
because it was reported for violating user guidelines, or whether the page administrators removed it
themselves. Both the website and the Facebook page were back online as of mid-2017. The Zambian
Accurate and Balanced News was also reportedly shut down in August 2016 after it published articles
accusing the ruling party of rigging the elections and bribing constitutional judges.29
The authorities also accessed users’ social media pages extralegally to remove content. In July 2017,
police reportedly deleted a Facebook page run by the news outlet Zambia Accurate News Services,
after they arrested the page administrator and physically forced her to hand over her log-in details
(see Prosecutions and Detentions for Online Activities, and Intimidation and Violence).30
There has only been one removal request from Zambian government to Google since the company
began publishing its Transparency Report. The request was in December 2015 for impersonation.31
Zambia does not feature in other transparency reports produced by Facebook and Twitter.

Media, Diversity, and Content Manipulation
Online content producers face considerably less government pressure than their traditional media
counterparts, possibly because some web platforms allow them to publish anonymously. As a result,
social media platforms and citizen journalists have emerged as important sources of information,
and Zambians now recognize the parallel existence of official media and alternative voices from
online sources. The Zambian blogosphere and social media are vibrant, representing diverse
viewpoints and opposition voices, and many mainstream journalists have turned to social media to
express themselves more freely. Local content from mainstream media is now available online but
the country still lags behind in terms of diverse local content, particularly for groups in rural areas.
According to “The Inclusive Internet: Mapping Progress 2017” report, Zambia ranks 69 out of 75
countries in the category of content which has local relevance or is available in local languages .32
While blogs hosted on international platforms such as Wordpress have proliferated in recent years,
online publications face economic constraints that compromise their ability to remain financially
sustainable. The government is the largest source of advertising revenue for traditional media
outlets and has been known to withhold advertisements from critical outlets.33 Moreover, private
28 “The Plight of the Zambian Watchdog: Embattled Opposition News Site Goes Down,” Global Voices (blog), October 11,
2016, https://advox.globalvoices.org/2016/10/11/the-plight-of-the-zambian-watchdog-embattled-opposition-news-site-goesdown/

29 “Message From The Zambian Watchdog 2.0 : Be Aware Of Imitators And Fake Pages,” The Zambian Observer, September
23, 2016, http://www.zambianobserver.com/message-from-the-zambian-watchdog-2-0-be-aware-of-imitators-and-fake-pages/

“State of emergency: police delete critical facebook page after arresting, torturing owner,” Zambian Watchdog, July 15,
2016, https://www.zambiawatchdog.com/state-of-emergency-police-delete-critical-facebook-page-after-arresting-torturingowner/
30

31

“Google Transparency Report,” Google, http://bit.ly/2uNu6xy

33

Freedom House, “Zambia,” Freedom of the Press 2017, http://www.freedomhouse.org/report/freedom-press/2017/zambia

32

“The Inclusive Internet: Mapping Progress 2017,” http://bit.ly/2vayCXC

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

ZAMBIA
companies often do not advertise in news outlets that seem antagonistic to government policies out
of fear of the potential repercussions.34 These trends are likely mirrored online, though in general,
online news platforms are much less developed than print and broadcast media. Some online news
outlets are hosted abroad and receive advertising revenue from international sources.
Growing government pressure on the media in recent years has created a climate of self-censorship
among journalists, both on and offline. This intensified following the August 2016 presidential
elections, which saw a concerted crackdown on independent media,35 and a growing number of
arrests for online expression (see Prosecutions and Detentions for Online Activities). The state of
emergency invoked in July 2017 exacerbated the tensions and fears underlying self-censorship.
Online journalists and bloggers increasingly write anonymously to avoid harassment or the threat
of legal action,36 particularly on issues regarding politics and corruption involving government
officials. More social media users also restrict their communications to a private circle instead of
sharing information publicly. Many commentators on news sites use pseudonyms to speak freely.
With the exception of News Diggers, a newer outlet, most sites do not share publicly their addresses,
ownership, management, or actual names of their reporters.
A survey by Afrobarometer—an African-led series of national public attitude surveys on democracy
and governance in Africa—published in July 2017 found that many Zambians believe freedom of
speech is being eroded, while the percentage of people who watch what they say about politics
online rose from 62 percent to 72 percent between 2012 and 2017.37 The survey also found that only
one in three Zambians feel comfortable criticizing the president.
Meanwhile, pro-government trolls are becoming increasingly common on social media platforms
such as Facebook, typically responding to posts that are critical of the government with a flood of
insults or comments on unrelated issues.38 Observers suspect that the government may be paying
the trolls to disseminate propaganda.39 Some progovernment trolls have been accused of opening
fake Facebook accounts to smear opposition supporters. In one high profile example, a fake
Facebook profile impersonating Larry Mweetwa, a leading social media activist for the opposition
UPND, posted comments that made Mweeta appear to celebrate a fire that devastated a popular
market in Lusaka.40
Fake news reports disguised to look like the real thing and fake “official” statements have become
a dominant feature of the online information landscape, particularly following the disputed general
elections in August 2016 and the arrest of the main opposition leader Hakainde Hichilema for

34

“Zambia 2013,” African Media Barometer (Friedrich-Ebert-Stiftung: fesmedia Africa, 2013).

36

“Zambia 2013,” African Media Barometer (Friedrich-Ebert-Stiftung: fesmedia Africa, 2013).

38

Zambian Economist, Facebook Post, July 12, 2014, http://on.fb.me/1GIYKED.

For example, in August 2016, immediately after the elections, the Independent Broadcasting Authourity (IBA) suspended
the licences for independent Komboni Radio, ItheziTezhi Radio and MUVI TV for allegedly posing a risk to national security.
Shortly before the elections, the largest independent daily newspaper, The Post, known for its criticism against the government,
had their offices locked up and printing equipment seized for not paying taxed (which the paper disputes). After the election
the authorities liquidated the paper.

35

Afrobarometer, “Zambia at a crossroads: Will citizens defend democracy?” 2017 http://afrobarometer.org/sites/default/
files/publications/Dispatches/ab_r7_dispatchno157_zambia_democracy_at_a_crossroads.pdf
37

39

Evans Mulenga, “Zambia’s Growing Censorship Problem,” Zambia Reports, May 6, 2014, http://bit.ly/1jriYOu.

“Fake Post Being Circulated On Social Media By PF Carders On Burning Of Soweto Market – Larry Mweetwa,” The Zambian
Observer, July 4, 2017, http://www.zambianobserver.com/fake-post-being-circulated-on-social-media-by-pf-carders-onburning-of-soweto-market-larry-mweetwa/

40

www.freedomonthenet.org

FREEDOM
ON THE NET
2017

ZAMBIA
treason in April 2017. Political parties have reportedly formed “rapid response teams” to counter
misinformation.

Digital Activism
Social media and communications platforms played an important role in mobilizing Zambian
citizens and civil society during the 2016 elections. The hashtag #ZambiaDecides was used by many
observers to follow, monitor, report, and share election related news and information. The Zambia
Elections Information Centre (ZEIC), a multistakeholder platform, allowed citizens to monitor the
vote and report any suspicious incidents via SMS or WhatsApp. The center also solicited reports of
election-related wrongdoing on Facebook and Twitter. The Electoral Commission of Zambia used
Facebook and Twitter to communicate with voters while its press conferences were live-streamed
on social media. Citizens set up two election-related social media platforms, “Know Your Candidate,”
which introduced candidates to voters, and “Scorpion,” which provided details on the candidates’
platforms and campaign promises. Voters were also able to verify their registration status by SMS.
Communications platforms have been crucial for advancing social justice. In June 2016, WhatsApp
and social media helped publicize the assault of a woman by a group of men. A video of the incident
captured filmed on a mobile phone was widely circulated on WhatsApp and social media, helping
police hold the perpetrators accountable.41 Another video which went viral on social media in March
2017 documented a drunk police officer threatening to shoot a member of parliament and his wife.
The video ignited a nationwide debate about professionalism in the police force and forced police to
commit to raising standards.42

Violations of User Rights
Several individuals were arrested for their online activities in the past year, marking an increase from
years past. Online journalists and users faced increasing harassment and intimidation for their online
activities amid repeated warnings by Zambian government officials against the “misuse” of social
media tools.

Legal Environment
President Lungu enacted the Constitution of Zambia (Amendment) Act of 2016 in January 2016,
implementing a new constitution that had been in the works for several years.43 The amendments
stemmed from a process that started in 2011 under then-President Michael Sata. While many drafts
emerged from local conferences that sought multistakeholder engagement from citizens and civil

The video of the incident was circulated on WhatsApp and shared on social media platforms. See: “Brutal assault, sexual
abuse video goes viral,” Lusaka Times, July 2, 2016, http://lusakavoice.com/2016/07/02/brutal-assault-sexual-abuse-videogoes-viral/; YouTube video: https://www.youtube.com/watch?v=lDYRjgdudBs

41

“Video: Watch drunk police officer trying to shoot Mazabuka MP,” Tumweko, https://tumfweko.com/2017/03/27/videodrunk-zambia-policeman-with-a-fire-arm/

42

“President Lungu ushers news constitution, calls for new approach to politics,” Lusaka Times, January 5, 2016, https://www.
lusakatimes.com/2016/01/05/president-lungu-ushers-in-a-new-constitution-calls-for-a-new-approach-to-politics/

43
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society organizations, the amendments lacked many of the provisions sought by citizens, including
the protection of fundamental rights and freedoms.44
A constitutional referendum was held in August 2016 alongside general elections to seek voter
approval of new amendments to the constitution’s “Bill of Rights,” which provides specific
protections for print, broadcast, and electronic media freedom, and explicitly prohibits the
government from exercising control or interfering with media activities.45 Though approved by
71 percent of voters, the referendum failed to garner the minimum voter turnout threshold of 50
percent required to validate the results.46
Without constitutional protections, freedom of expression and the media are limited by clauses
in the penal code that criminalize defamation of the president47 and give the president “absolute
discretion” to ban publications regarded as “contrary to the public interest.”48
Compared to specific restrictions on the traditional media, there are no restrictive laws related to
the regulation of ICTs and online activities, though government officials often state their intentions
to introduce legislation regulating online media, citing the problems of “internet abuse” and
cybercrime. In April 2017, Minister of Transport and Communication Brian Mushimba announced
plans to introduce a Cybercrime Bill, a Cyber Security Bill, and a Data Protection Bill. The Cyber
Security Bill will penalize abuse of social media, the minister said.49
Judicial independence is guaranteed in the constitution but is not respected in practice; it is also
undermined by other laws that allow for executive interference in Zambia’s justice system. Notably,
the Service Commissions Act, which establishes a Judicial Service Commission to advise the
president on judicial appointments, provides the president with the power to give the commission
“general directions as the President may consider necessary” and obliges the commission to comply
with the directions.
Following protests, arson incidents around the country, and the refusal by the main opposition party,
UPND, to recognise the presidential results, President Edgar Lungu declared a state of emergency
on July 5, 2017, after first threatening to do so in April 2017.50 The 90-day period of emergency rule
prohibited public meetings, closed roads, imposed curfews, and restricted movements.51 Though no
specific limits were placed on online activities, critics believe the move was an effort by the president
to tighten his grip on power.

Prosecutions and Detentions for Online Activities
Several individuals were arrested for their online activities in the past year, marking an increase over
the numbers of cases documented in past years:
“Zambia constitutional amendments do not protect basic rights,” Freedom House, press release, January 6, 2016, https://
freedomhouse.org/article/zambia-constitutional-amendments-do-not-protect-basic-rights

44
45

Constitution of Zambia Amendment Bill of Rights, June 2016, http://bit.ly/2eAonTu

47

The Penal Code Act, Chapter 7, art. 69, http://bit.ly/2fcA9ln

46
48
49

50

“Referendum vote flops, fails to meet threshold,” Lusaka Times, August 19, 2016, http://bit.ly/2fGW1K1
The Penal Code Act, Chapter 7, art. 53.

“Bills to regulate social media on the cards - Mushimba,” Daily Nation,http://bit.ly/2vYiy9h

Mukosha Funga, “Lungu declares Threatened State of Emergency,” News Diggers!, July 5, 2017, http://bit.ly/2u93hjv

“Zambia parliament approves ‘enhanced security measures,’” Al Jazeera, July 14, 2017, http://www.aljazeera.com/
news/2017/07/zambia-parliament-approves-90-day-state-emergency-170711200535989.html
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•

In April 2017, Chilufya Tayali, the leader of a newly formed Economic Equity Party (EEP), was
detained for five days for comments he made on Facebook about the Inspector General of
Police, Kakoma Kaganja, which the authorities deemed as libellous under section 191 of the
Penal Code.52

•

Also in April, Munyinda Munukayumbwa, an activist from the contentious Barotseland
region, was arrested on charges of sedition for a Facebook post in which he allegedly
cursed the state house in a reference to the national government.53 Activists in Barotseland
advocate for the region’s self-determination. As of June 2017, Munyinda remained in pretrial detention and had been denied bail.

•

In May 2017, the Inspector General of Police threatened to arrest social media users who
have “ill intentions of causing confusion” and said police had already arrested several
people who had been using social media to encourage others to engage in violence. He did
not give details of those who were arrested.54

•

WhatsApp messages sent by Asher Hakantu in a group called “We need a better Zambia” in
May 2017 led to defamation charges following a complaint from Mumbi Phiri, the deputy
secretary general of the ruling party.55 The messages contained allegations about politician’s
personal life.

•

In July 2017, police arrested university student Edward Makayi for allegedly insulting
President Lungu and other government and party officials in Facebooks posts published
between April and July.56 He faces three counts of defamation in total.

•

Also in July, police arrested and reportedly tortured Mutinta Lushoma Haabasune, an
administrator/editor of the Zambia Accurate News Services Facebook page (see Content
Removal and Intimidation and Violence).57

Surveillance, Privacy, and Anonymity
Zambia currently lacks an effective data protection framework, and little is known about the
Zambian government’s surveillance practices and capabilities, though investigative journalism has
revealed problematic practices in recent years. In July 2017, Thomas Allan Zgambo and Clayson
Hamasaka, Lusaka-based journalists affiliated with the critical website Zambian Watchdog, sued the
mobile phone company Airtel for intercepting a total of 225 phone conversations between 2013 and
2014 and diverting the calls to a number belonging to state intelligence.58
In July 2015, email leaks from the Italian surveillance firm Hacking Team revealed that the company
may have sold sophisticated spyware known as Remote Control System (RCS) to the Zambian

52
53

“Chilufya Tayali Arrested and charged with criminal libel,” Lusaka Times, http://bit.ly/2pfJfFE
“Father of Munyinda Munukayumbwa,” Barotseland Post, http://bit.ly/2ucsN7P

Mukosha Funga “There’s no tension in Zambia: Police threaten to arrest social media users” News Diggers! May 20, 2017,
http://bit.ly/2v8xqUQ.

54
55

Mukosha Funga, “Lusaka man denies defaming Mumbi Phiri in a Whatsapp group,” News Diggers! http://bit.ly/2ueDF4Y

57

“State of emergency: police delete critical facebook page after arresting, torturing owner,” Zambia Watchdog, July 15, 2017.

56
58

“Police arrest engineering student for ‘insulting’ President Lungu on Facebook,” July 25, 2017, http://bit.ly/2tOhoLG

“Here are some of the ministers whose phone calls Airtel has been diverting,” Zambian Watchdog, http://bit.ly/2vYfmtU.
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authorities.59 While the leaked emails did not confirm that a sale took place, they point to the
government’s intent to acquire technologies that can monitor and intercept user communications.
The Electronic Communications and Transaction Act of 2009 provides for the protection of personal
information and details conditions for the lawful interception of communications,60 though several
provisions give the government sweeping surveillance powers with little to no oversight. Article
79 requires service providers to enable interception and store call-related information. Article 77
requires service providers to install both hardware and software that enable communications to
be intercepted in “real-time” and “full-time” upon request by law enforcement agencies “or” under
a court order. Service providers are also required to transmit all intercepted communications to a
Central Monitoring and Coordination Centre managed by the communications ministry.61 Service
providers that fail to comply with the requirements could be held liable to a fine, imprisonment of
up to five years, or both.
The ability for Zambians to communicate anonymously through digital media is compromised by
SIM card registration requirements instituted in September 2012 in accordance with the Information
and Communication Technologies (ICT) Act No.15 of 2009 and the Statutory Instrument on the
Registration of Electronic Communication Apparatus No. 65 of 2011.62 Registration requires an
original and valid identity card such as a national registration card to be presented in person to
the mobile service provider.63 While the government stated that the registration requirements were
for the purposes of combatting crime,64 investigative reports from 2012 said that subscriber details
may be passed directly to the secret service for the creation of a mobile phone user database.65
Cybercafes do not require user registration.
Registration for the .zm country code top-level domain (ccTLD) is managed by ZICTA as provided
for under the 2009 Electronic Communications and Transaction Act, which may compromise the
anonymity of .zm website owners given the murky independence of the regulatory authority.66 This
may be the reason why almost all independent online news sites use the .com domain. The act also
provides a government minister the authority to create statutory agreements governing domain
name registration and “the circumstances and manner in which registrations may be assigned,
registered, renewed, refused, or revoked.”67 Such direct oversight of local web domains may allow
the government to access user data belonging to local content creators and hosts.

Intimidation and Violence
Online journalists and internet users faced increasing harassment and intimidation for their online
59

Ryan Gallagher, Twitter Post, July 6, 2015, 1:10 PM, http://bit.ly/1OGeQoW

61

Articles 7, Electronic Communications and Transaction Act No. 21 of 2009, Part XI, Interception of Communication.

63

MTN Zambia, “SIM Registration,” accessed September 25, 2014, http://bit.ly/1NKgCXx.

Electronic Communications and Transaction Act No. 21 of 2009, Part XI, Interception of Communication, http://www.zicta.
zm/Downloads/The%20Acts%20and%20SIs/ect_act_2009.pdf
60

62

“Zambia switches off 2.4 million unregistered SIMs,” Lusaka Voice, February 6, 2014, http://bit.ly/1k8g15g.

Gershom Ndhlovu, “Zambia: SIM Registration is For Security Reasons,” Global Voices (blog), November 30, 2012, http://bit.
ly/1ZGFOC9.

64

“OP compiling Database from simcard registration exercise,” Zambian Watchdog, November 13, 2012, http://bit.
ly/1VUY9GZ. An official from ZICTA also publicly stated in November 2012 that registration would “enable law enforcement
agencies [to] create a database to help identify the mobile SIM card owners,” according to a news report in Lusaka Times. See,
“SIM card registration is not a political issue-ZICTA,” Lusaka Times, November 25, 2012, http://bit.ly/1LcFfZ8.
65

66
67

Electronic Communications and Transaction Act No. 21 of 2009, Part IX, Domain Name Regulation.

Electronic Communications and Transaction Act No. 21 of 2009, Part IX, Domain Name Regulation, art. 52.
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activities amid repeated warnings by Zambian government officials against the “misuse” of social
media tools. On June 2, 2017, the Inspector General of Police Kakoma Kaganja told a journalist that
it was unacceptable for people to abuse others on social media.68 In October 2016, Minister of Home
Affairs, Steven Kampyongo, and the former Minister of Information and Broadcasting, Chishimba
Kambwili, appeared on national television to warn citizens that the Zambia Police and regulator
ZICTA will deal with people who are using social media to criticize the government.
In April 2017, police and officers from the regulator ZICTA reportedly raided the offices of CEC Liquid
Telecom in search of phone tapping equipment. The raid occurred two days after the high profile
leak of a recorded telephone conversation that appeared to reveal presidential spokesperson Amos
Chanda urging Inspector General of Police Kakoma Kanganja to use force against the opposition.69
The government claimed that the raid was a routine inspection. ZICTA later claimed that CEC Liquid
Telecom had allowed seven unregistered companies to use its infrastructure without paying taxes.
CEC Liquid Telecom denied both claims.
One citizen, Mutinta Lushoma Haabasune, an administrator and editor of the Zambia Accurate News
Services Facebook page, was reportedly tortured while in custody in July 2017 (see also: Prosecutions
and Detentions for Online Activities). According to news reports, police forced Haabasune to give up
her passwords which they later used to delete the page.70

Technical Attacks
Technical attacks against opposition activists, internet users, or journalists are not common in
Zambia and no examples were widely reported during the coverage period. Some cases have been
documented in the past: Zambian Watchdog suffered a DDoS attach in May 2012 that brought the
site down for about eight hours.71
Attacks on institutions are periodically reported. In April 2014, the website of the Media Institute for
Southern Africa (MISA) was affected during a campaign by hackers reportedly based in the Middle
East, who also targeted a number of government websites.72

68 Lilian Zulu, “I don’t hate HH – IG,” News Diggers! June 2, 2017, http://bit.ly/2veLRWW; He said, “It’s too much, that’s why as
police we want to bring this to an end. We will not allow people to abuse others and we sit there, that’s why we want to lead by
example.”
69

70
71

“Police and ZICTA Raid CEC Liquid Telecom,” Zambia Watchdog, http://bit.ly/2tXe7OB

“State of emergency: police delete critical facebook page after arresting, torturing owner,” Zambia Watchdog, July 15, 2017.
Gershom Ndhlovu, “Zambia: Citizen News Website Hacked,” Global Voices, May 13, 2012, http://bit.ly/1VUYw45.

Limbikani Makani, “100+ Zambian websites hacked & defaced: Spar, Postdotnet, SEC, Home Affairs, Ministry of Finance,”
Tech Trends, April 15, 2014, http://bit.ly/1MFmY9c.
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Zimbabwe
2016

2017

Internet Freedom Status

Partly
Free

Partly
Free

Obstacles to Access (0-25)

15

16

Limits on Content (0-35)

16

15

Violations of User Rights (0-40)

25

25

TOTAL* ( 0-100 )

56

56

Population:

16.2 million

Internet Penetration 2016 (ITU):

23.1 percent

Social Media/ICT Apps Blocked:

Yes

Political/Social Content Blocked:

No

Bloggers/ICT Users Arrested:

Yes

Press Freedom 2017 Status:

Not Free

* 0=most free, 100=least free

Key Developments: June 2016 – May 2017
•

The government increased its share of the ICT market and control over the
international gateways in its acquisition of mobile provider Telecel; it was also
accused of actively undermining the operations of privately-owned telecom, Econet
(see Availability and Ease of Access).

•

A former director in the intelligence services was appointed director-general of
the regulator POTRAZ in October 2016, which observers believe is part of the
government’s plans to monitor and restrict online activities (see Regulatory Bodies).

•

WhatsApp was inaccessible for several hours in July 2016 during antigovernment
protests. Shortly after, mobile data prices reportedly increased by 500 percent
overnight in an apparent effort to curtail access by making it unaffordable (see
Restrictions on Connectivity and Blocking and Filtering).

•

Digital activism grew in momentum on a host of political and social issues (see
Digital Activism).

•

Observers worry that draft Computer Crime and Cybercrime Bill introduced in
August 2016 will be used to curtail critical online speech as the country prepares for
elections in 2018 (see Legal Environment).

•

Pastor Evan Mawawire, whose social media posts launched the #ThisFlag protests in
July 2016, was arrested several times and faces up to 20 years in prison on charges of
subversion (see Prosecutions and Detentions for Online Activities).
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Introduction
Internet freedom in Zimbabwe remained tenuous over the past year, beset by government
efforts to exert greater control over the country’s ICT market and internet infrastructure,
restrictions on WhatsApp during antigovernment protests, and several arrests for online
activities.
As the country geared up for elections in 2018 amid persistent political infighting, economic
instability, and uncertainty over who will succeed President Robert Mugabe—the 93-year old
authoritarian in power since 1980—Zimbabweans increasingly flocked to social media and
communications apps to share critical news and information and to express discontent with
the government’s failing policies. Digital activism grew in momentum on a host of political and
social issues. In July 2016, #ThisFlag social media movement launched by Pastor Evan Mawarire’s
online commentary criticizing the government led to unprecedented antigovernment protests.
Mawawire was arrested several times throughout the year for his calls for protest and faces up to
20 years in prison on charges of subversion.
During the protests, WhatsApp became inaccessible for several hours on July 6, 2016, which
observers believe was a deliberate move to cut off access to the popular mobile messaging
app used by protestors to mobilize. Later in August, mobile data prices reportedly increased by
500 percent overnight after the regulator directed mobile operators to suspend data bundles,
leading to suspicions that the government was deliberately curtailing access to mobile internet
by making it unaffordable. The minister of ICT later reversed the directive.
Meanwhile, the government took concrete steps to increase its control over telecommunications
in the past year. In one move, the government grew its share of the ICT market and control over
the international gateways in its acquisition of mobile provider Telecel. In another move, a former
director in the intelligence services was appointed director-general of the regulator POTRAZ in
October 2016, which observers believe is part of the government’s plans to monitor and restrict
online activities. A new Computer Crime and Cybercrime Bill was introduced in August 2016
and includes provisions that threaten to penalize social media criticism. In October 2017, the
government announced the creation of a new Ministry of Cybersecurity, Threat Detection and
Mitigation, which observers widely believe is aimed at curbing freedom of expression online in
the lead up to the 2018 elections.
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Obstacles to Access
The government increased its share of the ICT market and control over the international gateways in
its acquisition of mobile provider Telecel; it was also accused of actively undermining the operations
of privately-owned telecom, Econet. WhatsApp was inaccessible for several hours in July 2016 during
antigovernment protests. Shortly after, mobile data prices increased by 500 percent overnight in
an apparent effort to curtail access by making it unaffordable. A former director in the intelligence
services was appointed director-general of the regulator POTRAZ in October 2016, which observers
believe is part of the government’s plans to monitor and restrict online activities.

Availability and Ease of Access
Key Access Indicators
Internet penetration (ITU)a

Mobile penetration (ITU)

b

Average connection speeds (Akamai)c
a
b
c

2016

23.1%

2015

16.4%

2016

83%

2011

2015

2011

2017(Q1)

2016(Q1)

8.4%
85%

69%

3.7 Mbps

4.7 Mbps

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2016,” http://bit.ly/1cblxxY.
International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2016,” http://bit.ly/1cblxxY.
Akamai, “State of the Internet - Connectivity Report, Q1 2017,” https://goo.gl/TQH7L7.

Access to the internet in Zimbabwe stood at 50 percent as of March 2017 according to official
government data from the telecoms regulator POTRAZ, which incorporates mobile broadband
access.1 By contrast, the International Telecommunications Union (ITU) reported a much lower rate of
23 percent, up from 16 percent in 2015.2 Mobile phone penetration was much higher at 83 percent
as of per ITU’s 2016 data,3 or 98 percent as of March 2017 per official government data, though
millions of Zimbabweans remain virtually disconnected due to poor network coverage in remote
areas or the lack of affordable services.
A significant urban-rural divide exists among Zimbabwean internet users due to fewer deployments
of 3G and LTE in rural areas. According to the regulator, rural regions have only 4 of the 758 LTE base
stations in the country.4 As a result, rural citizens are largely cut off from the internet.
Costs to access the internet can fluctuate wildly. With the rising popularity of free over-the-top (OTT)
communications apps such as WhatsApp and Viber over the past few years, mobile operators in
Zimbabwe have reportedly lost US$ 26 million in revenues, leading to calls on the regulator to either
ban or increase the cost to access OTT platforms in a bid to force consumers to use voice calls.5 In
POTRAZ 4TH Quarterly Report, 2016. See http://www.potraz.gov.zw/images/documents/QReports2016/4th_Quarter_Sector_
Performance_Report_Final.pdf

1

2

3

4

International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2015,” http://bit.ly/1cblxxY

International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2015,” http://bit.ly/1cblxxY
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Mpofu, B. “Zim mobile networks plot WhatsApp ban”. In. Zimbabwe Independent, 20 January 2017, https://www.
theindependent.co.zw/2017/01/20/zim-mobile-networks-plot-whatsapp-ban/
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January 2017, the regulator approved a 50 percent increase in data prices, sparking online protests
under the hashtag #Datamustfall (see “Digital Activism”).6 The public outcry on social media led the
minister of ICTs, Supa Mandiwanzira, to intervene and reverse the price increase a week later.7
The reversal subsequently set in motion fierce competition among telecom providers, with each
operator offering relatively affordable data packages to undercut competitors. As of mid-2017,
Econet offered access to the social media apps Facebook, WhatsApp, and Twitter for US$ 1 for up to
250 MB of use and daily social media access at US$ 0.30. State-owned NetOne offered social media
data access of 40 MB daily for US$ 0.27 and 250 MB for US$ 2.80 per month. Home fiber access the
ISP Liquid Telecom (owned by Econet) cost US$ 29 for 25 GB/month, a notable reduction from the
previous year when start-up prices for home fiber was US$ 39 for 15 GB/month. Meanwhile, TelOne
offered fiber broadband packages for US$ 23 for 20 GB and speeds of up to 5 Mbps, compared to
TelOne ADSL packages of US$ 25 for 30GB at 3 Mbps and US$ 42 for 60GB at 4 Mbps.
Laptops have maintained a steady average price of US$ 300, while refurbished desktops and laptops
can cost US$ 50 and $150, respectively. Internet cafes remain popular especially among youths for
playing video games and downloading music.

Restrictions on Connectivity
The government made apparent efforts to place restrictions on connectivity in the past year. During
antigovernment protests in July 2016, WhatsApp was inaccessible for several hours, which observers
believe was a deliberate move to cut off access to the popular mobile messaging app used by
protestors to mobilize (see “Blocking and Filtering”). Later in August, mobile data prices reportedly
increased by 500 percent overnight after the regulator directed mobile operators to suspend data
bundles, leading to suspicions that the government was deliberately curtailing access to mobile
internet by making it unaffordable.8 The minister of ICT later reversed the directive. Separately, the
internet research firm Renesys documented outages on 31 percent of the country’s networks on the
same day.9
Zimbabwe has five international gateways for internet and voice traffic, three of which are operated
by state-owned network TelOne, Telecel, and NetOne; the other two are owned by private operators,
Econet and Africom. The balance of state control over the country’s gateways was tipped in the
government’s favor when it acquired full ownership of Telecel in October 2016 (see “ICT Market”),
increasing the government’s ability to restrict access to internet and mobile networks on three
gateways, if desired.
A draft National Policy for Information and Communications Technology (ICT) introduced in
late 2015 put forth an ambitious set of policies that, if implemented, would dramatically change
6

Enca, “Zim hikes voice data tariffs,” 12 January, 2017, http://www.enca.com/africa/zimbabwe-hikes-data-voice-tariffs

Sunday News, “Mandiwanzira attacks Econet,”January 15, 2017, http://www.sundaynews.co.zw/mandiwanzira-attackseconet/; Financial Gazette, “Government suspends data tariff increases,” 13 January, 2017. http://www.financialgazette.co.zw/
government-reverses-data-tariff-hike/

7

8 Lungelo Shezi, “Zimbabwe data prices hiked by up to 500% to curb social media activism and dissent,” Mail & Guardian,
August 5, 2016,
https://mg.co.za/article/2016-08-05-zimbabwe-data-price-hiked-up-by-up-to-500-to-curb-social-media-activism-and-dissent;
https://www.newsday.co.zw/2016/08/mobile-operators-suspend-data-bundles-promotions/

“60 networks out in Zimbabwe,” Dyn Events, July 6, 2016, http://b2b.renesys.com/eventsbulletin/2016/07/ZW-1467783360.
html#more
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Zimbabwean’s internet freedom landscape through centralized control over the country’s internet.
Section 5 of the document on “ICT Infrastructure” details plans to establish a single national ICT
backbone to be owned by various public and private shareholders but ultimately controlled by the
government.10 The section also mandates infrastructure sharing among telecoms, which private
telecoms who have invested heavily in their own infrastructure have decried as a form of “backdoor
nationalization.”11 Most troublingly, Section 21.3 creates “The National Backbone Company,” defined
by the document as “one Super Gateway which shall be the entry and exit point for all international
traffic.”12 The policy had not been implemented as of October 2017.

ICT Market
The ICT market in Zimbabwe is diverse, with 12 licensed internet access providers (IAPs) and 27
internet service providers (ISPs) registered with the Zimbabwe Internet Service Providers Association
(ZISPA) in 2017.13 As set by the regulator, license fees for ISPs range from US$2-4 million, depending
on the type of service, and must be vetted and approved by the regulator prior to installation.14
Providers must also pay 3.5 percent of their annual gross income to the regulator.
There are five mobile service providers in the country: privately-owned Econet and Africom, and
state-owned TelOne, NetOne, and Telecel. Telecel had partial state-ownership until November
2016, when the government reportedly paid US$ 21 million for its acquisition from Dutch company
VimpelCom.15 The Telecel acquisition was seen as a move to consolidate the government’s control
of the telecommunications sector. Meanwhile, license fees for operating mobile phone services in
Zimbabwe are steep at $137.5 million,16 hindering new players from entering the market. By contrast,
neighboring South Africa charges a telecom license fee of 100 million RAND (approximately US$7
million).17 According to privately-owned Econet, the only operator to have paid the fee in full, license
fee requirements have been used to undermine the private players and push business toward the
state-owned operators, NetOne, TelOne, and Telecel, who have not been forced to pay the full fees.18
Econet also accused the government of damaging its business during the January 2017 price hike
controversy (see “Availability and Ease of Access”). As the only provider to implement the 50 percent
increase in data prices approved by the regulator, Econet saw nearly 300,000 subscribers switch
Zimbabwe National Policy for Information and Communications Technology (ICT), 2015, Section 5.1, http://www.techzim.
co.zw/wp-content/uploads/2015/12/Zimbabwe-Draft-National-ICT-Policy-2015-.pdf?x97092

10

POTRAZ, “POTRAZ Embarks on Infrastructure Sharing Drive,” accessed October 1, 2016, http://www.potraz.gov.zw/index.
php/categorylinks/103-potraz-embarks-on-an-infrastructure-sharing-drive

11
12
13

Zimbabwe National Policy for Information and Communications Technology (ICT), 2015, Section 21.3.

Zimbabwe Internet Service Providers Association membership list, http://www.zispa.org.zw/members.html.

L.S.M Kabweza, “Zimbabwe Raises Telecoms License Fees, Migrates to Converged Licensing,” TechZim, March 12, 2013,
http://www.techzim.co.zw/2013/03/zimbabwe-raises-telecoms-licence-fees-migrates-to-converged-licencing/.

14

Moyo, A. “Govt Pays US$21m for Telecel,” The Sunday Mail, 6 November, 2016, http://www.sundaymail.co.zw/govt-paysus21m-for-Telecel/

15

Karombo, T “Zimbabwe sets telecom license fees at $137.5mn,” IT Web Africa, June 3, 2013, http://www.itwebafrica.com/
telecommunications/154-zimbabwe/231106-zimbabwe-sets-telecom-license-fees-at-1375mn.

16

James Hodge, “Administered Prices, TELECOMMUNICATIONS, A Report for National Treasury,” accessed October 30, 2017,
www.treasury.gov.za/publications/other/epir/telecomm.pdf

17

“Econet dismisses Supa’s “ludicrous” claims and accuses Netone and Telecel of fraudulent practices,” Pindula, 12 February,
2017, http://www.pindula.co.zw/news/2017/02/12/econet-dismisses-supas-ludicrous-claims-accuses-netone-Telecel-fraudulentpractices/#.WONDb8mxVc8; “Econet Wards into political fray,” The Sunday Mail, 15 January 2017, http://www.sundaymail.co.zw/
econet-wades-into-political-fray/; Chitemba, B. “Econet-Zimra bosses in US300 M scandal,” The Sunday Mail, 5 February, 2017,
http://www.sundaymail.co.zw/econet-zimra-bosses-in-us300m-scandal/; “Seething Econet Pulls no punches,” The Sunday Mail,
12 February 2017.
18
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over to state-owned NetOne, which along with Telecel did not increase its prices and instead waited
to negotiate with the ICT ministry and regulator. The increase was reversed a week later. Econet
accused the government of coordinating a scheme to undermine its place as a private player in the
ICT market.

Regulatory Bodies
ISPs and mobile phone companies are regulated by the Postal and Telecommunications Regulatory
Authority of Zimbabwe (POTRAZ), whose leaders are appointed by the president in consultation
with the minister of information communication technologies and courier services. POTRAZ is
expected to operate independently, but in practice, its independence has eroded over the years,
becoming increasingly subsumed by security organs of the state. Most recently in October 2016, a
former director within the intelligence agency, Gift Machengete, was appointed as director-general
of POTRAZ, which observers believe is part of the government’s plans to monitor and restrict online
activities.19 IAPs and ISPs are also subject to security screenings by Zimbabwe’s military, according to
local sources.
The regulator has also become increasingly political. At the height of antigovernment protests
inspired by social media in July 2016 (see “Digital Activism”), POTRAZ threatened social media users
with arrests for posting messages that it deemed offensive and inciting violence.20

Limits on Content
WhatsApp was inaccessible for several hours during antigovernment protests in July 2016, which were
inspired by the #ThisFlag social media movement led by Pastor Evan Mawawire. Digital activism grew
in momentum on a host of political and social issues.

Blocking and Filtering
On July 6, 2016 during largescale antigovernment protests, WhatsApp was reportedly inaccessible
for nearly five hours, which activists believe was a deliberate effort to curtail the dissemination of
protest messages about bad governance in Zimbabwe.21 While the government denied that it had
blocked the service, sources in the telecoms sector confirmed that they had received instructions
from the government to shut down WhatsApp.22 The WhatsApp outage followed months of threats
made by government officials to restrict social media and may bode further restrictions to come.

Chidza, R. “Top CIO Officer takes Charge of POTRAZ,” Newsday, 20 October, 2016, https://www.newsday.co.zw/2016/10/20/
top-cio-officer-takes-charge-potraz/

19

The POTRAZ statement read: “All SIM cards in Zimbabwe are registered in the name of the user. Perpetrators can easily be
identified. We are therefore warning members of the public that from the date of this notice, any person caught in possession
of, generating, sharing or passing on abusive, threatening, subversive or offensive communication messages, including
WhatsApp or any other social media messages that may deemed to cause despondency, incite violence, threaten citizens
and cause unrest, will be arrested and dealt with accordingly in the national interest.” See: The Financial Gazette, July 6, 2016.
“POTRAZ threatens subscribers over social media,” http://www.financialgazette.co.zw/potraz-threatens-subscribers-over-socialmedia/
20

“Totalitarian Regime blocks WhatsApp,” New Zimbabwe.com, 6 July 2016, http://www.newzimbabwe.com/news-30060-Tot
alitarian+regime+blocks+WhatsApp/news.aspx

21
22

Freedom House consultant interviews, May 2016.
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Aside from the brief block on WhatsApp, no websites were reported blocked or filtered in Zimbabwe
and access to social media platforms such as Facebook, Twitter, and YouTube and international bloghosting platforms were all freely available during this report’s coverage period.

Content Removal
There were no reported incidents of forced content removal of online content during the coverage
period, though Zimbabwean government authorities have been known to pressure users and
content producers to delete content from social media platforms. Most notably, the government
is suspected of being behind the removal of the anonymous whistleblower Baba Jukwa’s Facebook
page in July 2014, but the manner in which it was removed remains shrouded in mystery.23

Media, Diversity, and Content Manipulation
Zimbabwe’s online landscape is growing in vibrancy, with Facebook, Google, Yahoo, and YouTube
among the most popular websites among Zimbabwean internet users. Increasing access to ICTs has
spawned numerous citizen initiatives, such as the @OpenParlyZw Twitter account owned by the
youth ICT network Magamba that actively monitors parliamentary activities.24 Magamba also runs
a weekly Facebook comic analysis of key national issues titled, “This Week,” and carries interviews
on key national issues.25 Other citizen journalism efforts on Facebook and Twitter, such as @263
on Twitter, have morphed into full-fledged online news outlets that engage in debates on citizen
issues.26
Nonetheless, a lot of critical news and information typically stems from independent news websites
and other digital media outlets based outside Zimbabwe. Local media outlets reporting on
controversial issues are often met with threats of arrest from state officials. Locally based online
news sites such as Newzimbabwe.com and NehandaRadio.com typically report on sensitive issues
under the cover of pseudonyms.
Self-censorship both online and off among Zimbabweans remains high. In a 2016 survey by
Afrobarometer on perceptions of citizen engagement with leaders, 86 percent of respondents
indicated they do not engage with leaders out of fear of violent reprisals, despite the finding that
75 percent of respondents believed engagement was important.27 The arrest of digital activists
like Evan Mawarire (see “Prosecutions and Detentions for Online Activities”), as well as the
government’s threatening statements about posting critical content have palpably increased fear
and self-censorship, according to local observers. For example, in its July 6, 2016 statement to social
media users mobilizing for the #ThisFlag protests, POTRAZ warned: “All SIM cards in Zimbabwe
are registered in the name of the user. Perpetrators can easily be identified.”28 On July 10, the ICT
minister publicly warned citizens that the government was watching “all those who abuse social

23 “Baba Jukwa effect: Anonymous Zim social media pages pulling down,” Bulawayo 24, 3 January 2014, http://bulawayo24.
com/index-id-news-sc-national-byo-48438.html
24

See: https://twitter.com/OpenParlyZw
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See: https://twitter.com/263Chat
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See: https://www.facebook.com/MagambaTV/videos/1384161648302489/
Afrobarometer. “Citizen Engagement in Zimbabwe at lowest level in a decade.” Dispatch No. 70 | 27 January 2016.

“POTRAZ threatens subscribers over social media,” The Financial Gazette, July 6, 2017, http://www.financialgazette.co.zw/
potraz-threatens-subscribers-over-social-media/
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media to provoke trouble in the country…. anyone sharing ‘subversive’ material would be arrested.”29
In March 2017, an anonymous message circulated via WhatsApp warning the public to refrain from
commenting on President Mugabe’s age and health and the associated succession politics due to
suspicions of police surveillance of WhatsApp messages.
Content manipulation was not an evident issue in Zimbabwe during the coverage period,
though it may become prevalent as the country gears up for elections slated for 2018. The draft
National Policy for Information and Communications Technology (ICT) introduced in late 2015, if
implemented, seeks to expand the government’s social media reach and may enable it to manipulate
the online information landscape. In particular, section 18 of the draft on social networks includes
a policy to “ensure availability of local capacity to snuff out undesirable social content.”30 Speaking
to ZANU PF youth in January 2017, President Mugabe said that social media was being abused
and urged the party youths to prepare for a social media battle in the lead-up to elections in 2018.
Though vague, the “battle” may result in the proliferation of various online propaganda manipulation
strategies seen during recent elections in other countries around the world.31

Digital Activism
Citizens have increasingly turned to digital tools to engage in activism and mobilize for political
and social issues in the past few years. WhatsApp has become particularly popular for organizing
and sharing information, especially during the #ShutDownZim protests beginning in July 2016,
which urged citizens to stay at home from work for two days in protest of the government’s
alleged negligence and mismanagement of the country.32 During the protests, WhatsApp became
inaccessible for several hours, leading to strong suspicions of deliberate government interference,
particularly given various threats that had been made by public officials against social media (see
“Restrictions on Mobile Connectivity” and “Blocking and Filtering”). The protests were inspired
by the #ThisFlag social media movement launched by Pastor Evan Mawarire through his spoken
word commentary that criticized Zimbabwe’s state of affairs in a YouTube video that went viral in
April 2016.33 Throughout 2016 and 2017, Mawarire continued to post critical commentary on his
social media pages, including via livestream, to call attention to the ongoing governance issues in
Zimbabwe, leading to his arrest on several occasions (see “Prosecutions and Detentions for Online
Activities”).34
Many other social and political activists turned to social media to livestream or report on public
events such marches and civic meetings. In one successful campaign, online mobilization and digital
activism was credited with saving the creative community space and tech hub, Moto Republik, from
the Harare City Council’s plans to demolish the building in March 2017. The council claimed that the

“‘ThisFlag’ opposition leader, Pastor Evan Mawarire, arrested in Zimbabwe,” DW, July 12, 2016, http://www.dw.com/en/
thisflag-opposition-leader-pastor-evan-mawarire-arrested-in-zimbabwe/a-19396073
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Zimbabwe National Policy for Information and Communications Technology (ICT), 2015, Section 18.1.
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“Zimbabwe shutdown: What is behind the protests?,” BBC, July 13, 2016, http://www.bbc.com/news/world-africa-36776401
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#ThisFlag Evan Mawarire Twitter page, https://twitter.com/PastorEvanLive

Ncube, X. “Mugabe plots 2018 social media onslaught,” Newsday, January 21, 2017, https://www.newsday.
co.zw/2017/01/21/mugabe-plots-2018-social-media-onslaught/
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Dominic Mhiripiri, “Joining #ThisFlag? Use this App to Overlay Your FB Profile Picture,” TechZim, May 13, 2016,
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building had been constructed without council authorization,35 even though the hub was able to
provide proof of the building’s authorization. An innovative structure built out of scrap containers,
the tech hub had been the nerve center of recent online activism, including the @OpenPartyZim,
#ThisWeek, Zambezi News, as well as other youth online media platforms. Activists rallied behind
the extensive #SaveMotoRepublik campaign, which was ultimately credited for the council’s decision
to allow the hub to stay standing.36

Violations of User Rights
Observers worry that draft Computer Crime and Cybercrime Bill introduced in August 2016 will
be used to curtail critical online speech as the country gears up for elections in 2018. Pastor Evan
Mawawire was arrested several times for calling for protests on social media and faces up to 20 years
in prison on charges of subversion.

Legal Environment
Zimbabwe’s new constitution enacted in 2013 provides for press freedom, freedom of expression,
and access to information but is contradicted by laws that may curtail these rights.37 Most notably,
the Criminal Law Codification and Reform Act (CODE) places restrictions on certain types of speech
that apply equally online and off. Section 33 of the CODE characterizes “undermining [the] authority
of or insulting [the] President” in any printed or electronic medium as a crime against the state
and prescribes penalties of fines, up to one year in prison, or both.38 In a positive step, a landmark
constitutional ruling in February 2016 annulled Section 96 of the CODE, which had criminalized
defamation,39 though “criminal insult,” vaguely defined, remains an offense under Section 95.
A draft Computer Crime and Cybercrime Bill introduced in August 2016 has raised alarms
about potential new restrictions on Zimbabwe’s internet freedom, particularly given its timing
following widespread antigovernment protests that were largely mobilized via social media and
communications platforms in July. In addition to potentially curtailing social media inspired activism,
observers believe the new restrictions are aimed at curbing free speech in the lead-up to general
elections slated for 2018.
Among the problematic provisions of the bill, Section 23 penalizes the dissemination of “electronic
communication, with intent to coerce, intimidate, harass, threaten bully or cause substantial
emotional distress” (sic) with a fine, prison of up to ten years, or both,40 which observers believe

35 LSM Kabweza, “Breaking: City of Harare attempts to demolish Moto Republik, a tech & arts hub in Harare, because it’s an
‘illegal structure,’” TechZim, March 9, 207, http://www.techzim.co.zw/2017/03/breaking-city-harare-breaks-tech-arts-hub-harareapparently-illegal-structure/

William Chui, “Moto Republik Saved The Noose…” TechZim, March 22, 2017, http://www.techzim.co.zw/2017/03/city-ofhave-not-to-demolish-moto-republik/; http://kalabashmedia.com/2017/03/24/5-things-saved-moto-republik/
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Sections 61 and 62, https://www.constituteproject.org/constitution/Zimbabwe_2013.pdf

Criminal Law (Codification and Reform) Act [Chapter 4:33], https://www.unodc.org/res/cld/document/zwe/2006/criminal_
law_codification_and_reform_act_html/criminal_law_codification_and_reform_act.pdf
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will be used to penalize government criticism on social media.41 The provision would be an update
to current penalties of up to six months in prison for “offensive or false telephone messages”
disseminated “for the purpose of causing annoyance, inconvenience or needless anxiety to any other
person” under the Postal and Telecommunications Act, Section 88.42
As of mid-2017, the ICT ministry had carried out public hearings and consultations on the
cybercrime bill, which officials note had been informed by model laws from the ITU and Southern
Africa Development Community. Other proposed bills that may impact internet freedom include the
Data Protection Bill and the Electronic Transaction and Electronic Commerce Bill. According to local
sources, the passage of these bills have been delayed for parliamentary review in part because of
interagency power struggles between the ICT ministry and various security arms. The ICT ministry
argues that telecommunications and the internet in particular are under its purview, while the
military views the internet as a security matter.
In October 2017, the government announced the creation of a new Ministry of Cybersecurity, Threat
Detection and Mitigation, which observers widely believe is aimed at curbing freedom of expression
online as the country gears up for elections in 2018.43 A government spokesperson stated that the
new cybersecurity minister would learn from countries like China and Russia, applauding the two
restrictive countries for doing well “in ensuring some kind of order and lawfulness” in cyberspace.44

Prosecutions and Detentions for Online Activities
Several individuals were arrested for legitimate online activities during the coverage period,
reflecting the government’s ongoing intolerance for critical online commentary and activism.
During antigovernment protests in July 2016, police arrested Pastor Evan Mawarire, whose
#ThisFlag social media movement had inspired the widespread protests, on allegations of inciting
public violence and later, subversion.45 The courts dismissed his case shortly after his arrest over
a technicality, though widespread international attention and the popular #FreePastorEvan social
media campaign may have played a role.46 He subsequently left the country in self-imposed exile
after an agitated Mugabe himself had urged him to leave. 47 While in exile, Mawarire remained
vocally critical of the government through social media, often posting videos and livestreams of his
commentary, 48 and organizing protests at events such as the UN General Assembly in September
2016.49
Paul Kaseke, “Zim’s cyber laws – Going nowhere quickly,” Newsday, August 25, 2016, https://www.newsday.
co.zw/2016/08/25/zims-cyber-laws-going-nowhere-quickly/
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Mawarire returned to Zimbabwe in February 2017 after six months in exile and was immediately
arrested upon his arrival.50 He was detained for a week before being granted bail.51 Later in
September 2017, the pastor was arrested yet again, this time for a video he posted on social media
that called for protests against fuel shortages and commodity price hikes.52 If convicted, he faces up
to 20 years in prison on multiple counts of subversion.53
In August 2016, Jealous Mawarire, a former spokesperson for former Vice President Joyce Mujuru’s
opposition party (and no relation to Evan Mawarire), was arrested for a Twitter post that accused
higher education minister Jonathan Moyo of stealing from a government administered education
fund. Mawarire was charged under Section 88(b) of the Postal and Telecommunications Act, which
penalizes false messages that cause “annoyance, inconvenience or needless anxiety to any other
person.”54 The case was still before the court as of mid-2017.55
Also in August 2016, police in Hwange summoned Praise Moyo to court on charges of inciting
public violence through a WhatsApp group. Moyo had allegedly sent messages criticizing the failure
of traditional leaders to compel the authorities at Hwange Colliery Company (HCC), the country’s
largest coal producer, to remunerate its employees. Armed with legal representation from the
Zimbabwe Lawyers for Human Rights, Moyo’s charges were dropped a week later.56
Following the creation of a new cybersecurity ministry in October 2017, the authorities arrested an
American citizen, Martha O’Donovan, for a tweet deemed insulting to President Mugabe.57

Surveillance, Privacy, and Anonymity
Unchecked government surveillance is a persistent concern in Zimbabwe, and several legal
provisions may allow the government to conduct surveillance without sufficient oversight.
The Post and Telecommunications Act of 2000 allows the government to intercept suspicious
communications and requires a telecommunications licensee, such as an ISP, to supply information
to government officials upon request.58 Section 88 of the act also obligates telecoms to report any
communications with “offensive” or “threatening” content.
The Interception of Communications Act of 2007 provided for the establishment of a Monitoring of
50 Mavhunga, C. “Zimbabwe police arrest anti Mugabe pastor Evan Mawarire.” CNN, 2 February, 2017, http://edition.cnn.
com/2017/02/02/africa/zimbabwe-pastor-arrest/
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Interception of Communications Center with the power to oversee traffic in all telecommunications
services and to intercept phone calls, emails, and faxes under the pretext of national security, though
it is unclear whether the Center is in operation.59 Section 9 of the act requires telecommunications
operators and ISPs to install necessary surveillance technology at their own expense and to intercept
information on the state’s behalf.60 Failure to comply is punishable with a fine and sentence of up
to three years in prison. Warrants allowing the monitoring and interception of communications
are issued by the minister of information at his/her discretion; consequently, there is no adequate
judicial oversight or other independent safeguard against abuse,61 and the extent and frequency of
monitoring remains unknown.
The draft National Policy for Information and Communications Technology (ICT) introduced in late
2015 put forth an ambitious set of policies that, if implemented, would provide the government with
the ability to shut down networks or block websites as well as strengthen its surveillance capabilities
through centralized control over the country’s internet (see “Restrictions on Connectivity”). In
October 2015, Portnet Software—an IT company that provides security solutions for various sectors
and in which the government has a 51 percent share—reportedly upgraded its capacity to help the
government intercept and analyze ICT communications.62 IT experts saw the move as part of efforts
to facilitate the implementation of the draft National Policy.63 Provisions in the draft cybercrime
bill introduced in August 2016 also potentially intrude on citizens’ right to privacy by authorizing
interception, search, and seizure of electronic gadgets without sufficient oversight to prevent abuse,
which would further strengthen the government’s surveillance capabilities.
Anonymous communication and user data are compromised by SIM card registration regulations
implemented in 2011, which require mobile phone users to submit personal identity details to
mobile operators, ostensibly to combat crime and curtail threatening or obscene communications.64
Under the 2013 Postal and Telecommunications (Subscriber Registration) Regulations (Statutory
Instrument 142/2013), subscribers are required to register with all telecommunications service
providers with details including a full name, permanent residential address, nationality, gender,
subscriber ID number, and national ID or passport number.65 Network operators are then required
to retain such personal information for five years after either the subscriber or operator has
discontinued service.
In addition, the regulations require ISPs to provide POTRAZ with copies of their subscriber registers
to be stored in a Central Subscriber Information Database to enable POTRAZ to “assist law
enforcement agencies on safeguarding national security,” among other aims.66 An amendment to the
regulations in 2014 requires law enforcement agents to obtain a court order or a warrant to request
59 The law is available at http://www.vertic.org/media/National%20Legislation/Zimbabwe/ZW_Interception_of_
Communications_Act.pdf
60
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information from the central database,67 which some analysts worry falls short of judicial oversight
since a warrant “can be issued by police officers who have been designated as justices of the peace.”68

Intimidation and Violence
Online journalists and ICT users faced regular harassment, intimidation, and violence for their online
activities in the past year.
During the July 2016 antigovernment protests, journalists were reportedly arrested and forced to
delete images covering the demonstrations as part of an effort to suppress reporting and sharing
of information via social media.69 Before arresting Evan Mawarire, the pastor who had inspired
the protests, police raided his home, reportedly in search of subversive materials. The raid and
Mawarire’s subsequent arrest were seen as an attempt to disrupt the pastor’s calls for protest on
social media.70
In January 2017, the offices of the Media Centre, an NGO that promotes the use of social media
and offers space for internet access to journalists and civil society groups, were broken into and
ransacked. Though the suspects remain unknown, the attacks followed numerous police visits to the
Centre during which police questioned employees about the Centre’s activities.71
University students were subject to disproportionate repercussions for their social media posts. In
August 2016, one student, Anele Dube of Lupane State University, was suspended and summoned
for a hearing for allegedly disrupting university activities by sending a message on social media
calling for a class boycott. Three other students from Midlands State University had been suspended
in April 2016 for using social media to mobilize protests against the university’s decision to open a
satellite campus.72 In a positive demonstration of judicial oversight, a Bulawayo High Court judge
ordered the university to reinstate the three students in October 2016, defending the principles of
academic freedom and freedom of expression in his order.

Technical Attacks
There were no technical attacks against government critics, online news outlets, or human rights
organizations reported during the coverage period, though government websites were the targets
of hacks. During the #ThisFlag protests in July 2016, a group calling itself Anonymous Africa hacked
into the website of ruling party, ZANU PF, as well as the state-owned Zimbabwe Broadcasting
Corporation (ZBC), apparently in retribution for restrictions on WhatsApp on the same day.73
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