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'The same rights that people
have offline, must also be
protected online.'
- UNHRC Resolu�on 2012

ABOUT THIS REPORT
In the year 2016, a regressive law to regulate cybercrime �tled Preven�on
of Electronic Crimes Act 2016, PECA 2016 was passed by the parliament of
Pakistan. In addi�on to this Act, the Ministry of Informa�on Technology,
MoIT, has also repeate dly men�oned working on cyber terrorism and
cyber security legisla�ons. At another level, Pakistan also signed onto
the Open Government Partnership, OGP, and in doing so has priori�zed
an area‘use of digital’, under which protocols for e governance and other
related services are to be designed. On the ground level, 2016 and the ﬁrst
half of 2017 have brought forth cases of serious digital and internet rights
viola�ons at the hands of both state and non state actors.
With the context of these developments it is essen�al that the media in
Pakistan is able to understand and report on internet governance and
internet rights issues. This ﬁeld guide is designed as a simple, introductory
manual for reporters who are working the Informa�on Technology,
IT beat and aims to introduce them to the global internet governance
debates and processes, the realm of internet rights and their intersec�on
with other human rights and to present them with a brief overview of how
Pakistan’s laws, regula�ons, policy and prac�ces are situated within these
standards.
The ﬁeld guide has been designed as a basic introductory thema�c guide
for reporters and journalists. It is to be used as an introductory reference
point for developing a basic understanding of the thema�c area. Reporters
interested in further developing their understanding of internet governance
and related rights issues can use the addi�onal resources iden�ﬁed within
this guide.
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CHAPTER ONE
THE INTERNET: HOW DOES IT WORK?

WE all have a generic understanding of what the internet is. We generally

see the internet as a facility that allows us to gain access to unprecedented
amounts of informa�on. We see it as an enabler of informa�on. We see its
applica�ons in all walks of life – from e governance and provision of public
services to easy commu�ng and transport op�ons. But to really understand
the internet and the policy and rights based issues related to it, you ﬁrst need
to have a basic idea about the diﬀerent components that make the internet
work. This Chapter gives an overview of how the Internet works and why
understanding that is relevant to repor�ng the ICT beat,
And so it begins…
How many �mes have you talked about downloading things ‘oﬀ the internet’
or ‘going to the internet for research’? Even though in our daily lives, we talk
about the internet as if it were a single en�ty, the internet in fact consists of
millions of computers across the world, connected in a network to one
another, allowing you and others to host, search, store, access and download
informa�on. The internet isn’t a single en�ty, it is a network, that works on
and through mul�ple layers – connec�ng the laptops, mobiles and other
machines you are using to corporate servers and other networks that all
connect together to create this fantas�c en�ty. Unlike previous
communica�on technologies, the internet is an extremely ﬂexible en�ty – it
has not been designed to be limited to any par�cular type of communica�on,
it is scalable, it is adaptable and that is the quality that has made is so
essen�al to the lives of people in today’s world.
The world internet itself is driven from inter-networking or joining diﬀerent
communica�ons networks together. So, the internet can be seen as a network
of other networks through which informa�on can be passed, collected,
archived and sought. t
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The internet originated in the United States in 1960s, with the support of
United States Department of Defense, that originally sought to create a
resilient communica�ons infrastructure that could be run through computers
and was ini�ally used by academic ins�tu�ons. In the 1990s, the internet
became more public and the adop�on by general populace took pace.
According to the Interna�onal Telecommunica�ons Union, ITU, today, 47%
of the world’s popula�on is using the internet .
1

What makes the internet?

To understand the human rights implica�ons of diﬀerent ICT related policies,
it is important that journalists have a basic understanding of how exactly
the internet operates. The internet as we know it has been designed to be
adaptable, scalable and ﬂexible. This means that the internet can run on
diﬀerent kinds of physical infrastructures. Which is why you can use the
same wiﬁ network to connect to your laptop, your desktop, your mobile, your
tablet and any other devices that allow internet access. This is achieved
through the layer model design. In the technical circles you will hear about
seven dis�nct layers of the internet, but for the sake of simplicity we will only
discuss four layers that deﬁne our internet experience.
I.
The Physical Layer - The physical layer of the internet is
what we generally understand as the hardware. The physical layer
includes your computers, mobile phones, servers, routers or other
networking hardware like switches etc. The diﬀerent components of
the physical layer operate as network nodes or network connections.
The physical layer of the internet is controlled by a host of diﬀerent
stakeholders including governments who might be involved in
se�ng up internet exchange points, internet service providers, who
lay the network for the transmission of your informa�on and
communica�on and corporates who design the actual machines
and devices you are using to access the internet. For example, in
the simple process of wri�ng and sending a message through
Facebook messenger through your laptop, you are using the
physical layer components provided by a) Microso� or Apple
1

ITU. (2017). ICT Facts and Figures 2016. International Telecommunications Union.
Retrieved from http://www.itu.int/en/ITU-D/Statistics/Documents/facts/
ICTFactsFigures2016.pdf
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(whose devices you must be using to compose and send this
message) b) Facebook [through whose server your message will be
relayed], c] Your internet service provider like Nayatel, or PTCL
[through whose cables/wiﬁ/routers you are rou�ng your message] d]
the government of Pakistan [through whose IXP your message
would be transmi�ed. Depending on the nature of your connec�on
or your loca�on other stakeholders may or may not be involved. For
example the undersea cables used to connect the networks across
countries and con�nents might be owned and operated by other
stakeholder groups. So, while we usually tend to think of the internet
as something that operates in an invisible manner, there are huge
physical components a�ached to it, whose control lies with a host
of diﬀerent powerful en��es.
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II.
The Code Layer - The second layer of the internet’s layer
model is the code layer. The code layer is also called the protocol
layer. Protocols are technical standards that are designed and more
importantly standardized to enable communica�ons between
diﬀerent kinds of networks. The most commonly used and most
easily recognizable protocol of these is the Internet Protocol, IP. The
protocols that make up the code layer are essen�ally technical
standards – for example – the Morse code is a standard that is the
same across the universe and anyone communica�ng via Morse
code can be understood by anyone with an ability to translate /
decrypt that code. Similarly, the code layer protocols are designed
to ensure that communica�on across networks is possible. The code
layer is largely controlled and developed by an experts associa�on
called the Internet Engineering Taskforce, IETF. The IETF is a
mul�stakeholder body that works through specialize working
groups, selected through open invita�ons for experts to par�cipate.
You must have heard about IP addresses, which are a key component
of the internet protocol. The maintenance of IP addresses, that are an
important part of this layer, is done through Internet Corpora�on for
Assigned Names and Numbers, ICANN. The ICANN is a non proﬁt private
organiza�on and is also responsible to managing the domain name
system. The important thing to keep in mind is that both bodies that
essen�ally determine the technical standards on which internet is run
i.e the ICANN and IETF, have their headquarters in the US. This has
created quite a bit of anxiety in
digital rights circles
about the
dominance of
US over internet
protocols.
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III.
The Applica�on Layer - The applica�on layer is the ﬁrst
layer that general internet users interact with without any
addi�onal exper�se. It consists of the so�ware that allows users to
connect and interact over the internet. Your internet browser for
example, the search engines you are using, the mobile applica�ons
you have downloaded, diﬀerent pla�orms like facebook, twi�er,
quora, voice and video messengers like Skype all are created over
the applica�on layer. The applica�on layer can be created by anyone
who has the exper�se. For example if you wanted to write a code to
create a new social media pla�orm the only thing you would need
is technical exper�se. This openness of the applica�on layer is largely
responsible for the rapid development and adap�on of the internet.
However, this also poses some challenges as the same openness also
allows users to write and execute malicious code / applica�ons like
viruses and spyware. In prac�ce, we can see a dominance of huge
corpora�ons like Google on the applica�on layer. Since most so�ware
giants including Google, Facebook, Microso� etc. are based in the
US, this compounds concerns about possible US dominance in how
the internet is shaped and run globally. These concerns are
compounded by leaked Na�onal Security Agency, NSA documents
about the Prism Program, that show that internet giants like
Google, Facebook, Apple and Microso� etc. were partners in the
NSA’s global surveillance program . In addi�on to corporate giants
like Google, the free/libre open source so�ware, FLOSS also exists,
largely supported by ac�vist community. This movement is focused
on development of alternate, free and open source so�ware , that
has been designed and is operated outside corporate control.
So�ware and applica�ons designed to circumvent state controls and
surveillance (like TOR) are usually build by FLOSS community.
2

3

IV.
The Content Layer - As it name demonstrates, the content
layer consists of all the content that has been placed on the internet.
2
3

Greenwald, G., & MacAskill, E. (2017). NSA Prism program taps in to user data of
Apple, Google and others. the Guardian. Retrieved 23 July 2017, from https://
www.theguardian.com/world/2013/jun/06/us-tech-giants-nsa-data
Open source software and applications make their source code available to publicily
for review, edits, modification and redistribution without any financial cost.
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Emails that you and I write and send, messages that we send through
facebook, videos we host and share through Youtube, Photos, links,
blogs simply everything we share, post, store either privately or
publicly become a part of the content layer of the internet. The
technology through which we are all adding and sharing content to
the global digital space allows us to share all kinds of content in
various diﬀerent kinds of formats. This layer is shaped by all
stakeholders, including governments who add data and informa�on,
by corpora�ons who put forward standards, guidelines, manuals,
and promo�onal material in addi�on to a lot of other content, by
organisa�ons both public and private and by each individual internet
user. Since this layer is shaped by so many diﬀerent en��es, it
presents a huge challenge in terms of governance and regula�on.
Governments across the world have struggled with ﬁnding a
governance model that is both conducive to prac�ce of rights like
freedom of expression and equips the states with necessary tools to
deal with issues like child pornography, terrorism recruitment via
online pla�orms etc. Na�onal laws including defama�on laws, libel
and slander laws, copyright laws, an� terrorism laws etc. are being
increasingly applied to online content. In addi�on to laws, the
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content on diﬀerent web pla�orms is also regulated by corporates
through their community rules or user engagement policies, some
might restrict sharing copyrighted items or hate speech etc. Users
who violate rules set by corpora�ons / pla�orms can be banned or
denied access.
Together these four layers deﬁne your internet experience. When
repor�ng on internet and ICT related policies, it is important to keep
in mind that policies that can have an impact on how any of these
four layers are operated / managed can in turn have possible
internet rights implica�ons.
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CHAPTER TWO
HOW IS THE INTERNET GOVERNED?

IT is fairly straigh�orward to govern something like local infrastructure

development. One has to make fair policies and regula�ons for related processes
like procurement of material, quality of material, human resource engagement,
quality standards, checks, balances etc. and put up a mechanism for eﬃcient
opera�on and accountability. However, governing the internet is a diﬀerent
ballgame. As you saw in Chapter I, the internet operates at diﬀerent levels,
through diﬀerent layers. The complexity only increases when you think about
the outreach and impact of the internet. Then comes the ques�on of
jurisdic�on. And most importantly, the ques�on of governing it while ensuring
that internet rights are not compromised. This chapter outlines the key
processes involved with internet governance.

The challenge of internet governance

The challenges in internet governance can be well demonstrated by the
YouTube Ban issue in Pakistan. The ban on Youtube case about as a reac�on
of a video �tled Innocence of Muslims that had been posted by a private user
on the video pla�orm. The video was clearly blasphemous and violated the law
in Pakistan. To understand the challenge of internet governance, consider the
following factors;
1.

The video violated the law in Pakistan and in various Muslim
majority countries, however, it did not violate the law in
the United States from where it was produced and hosted.

2.

The video was hosted on Youtube, a pla�orm owned by Google.
Google’s headquarters are also in the US and it operates under
the American law. Thus, the corpora�on itself cannot be held
guilty of viola�ng the law in its licensing country.

3.

Since corpora�ons like Google operate across the world, they do
have some obliga�ons towards the country’s within which they
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4.

are opera�ng. These obliga�ons however, cannot be legally
enforced due to jurisdic�on issues.
And then there is the ques�on of how exactly does one deal with
the video itself. The internet isn’t a medium through which
anyone can be forced to watch a certain clip. In case of the video
Innocence of Muslims, a user would have to ﬁnd the link to
that video, click it and play the viedo in order to watch it. Thus,
there are mul�ple ways of dealing with content like this. In
Pakistan, the whole pla�orm i.e. Youtube was banned. In other
countries like Kingdom of Saudi Arabia, the government decided
to display a warning that informed the viewer about the nature
of the content he/she was about to view and then le� it up to
them to decide whether they were willing to access and be
exposed to blasphemous content.

As this case demonstrates, the cross
boundary, networked nature of the
internet makes its governance a huge
challenge. In this par�cular case, the
challenges were as varied as deciding if
any kind of criminal liabili�es were
applicable to either the producer
or the host of the video, to deciding
how to deal with the availability of the
video while ensuring that restric�ng access to it doesn’t lead to a larger
restric�on on any other rights [like access to informa�on] and ﬁnally
deciding who will take what ac�on.
Similar challenges arise when governments and states try to come up
with a governance model that allows states to crackdown against
criminals [and terrorists] who are using the internet for propaga�on
or implementa�on of their criminal ac�vi�es while also ensuring that
the rights of ci�zens are protected.
In addi�on to principles and rights concerns, the technical aspect of
internet governance is just as complicated. The layered nature of
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internet’s design and opera�on makes it impossible for any singular state or
en�ty to have control over to even access to all parts of the internet’s design.

Internet Governance at State Level

In the famous, declara�on of the independence of cyberspace,
John Perry Barlow one of the world’s earliest cyber ac�vists called out to the
governments of the states sta�ng “Cyberspace does not lie within your borders.
Do not think that you can build it, as though it were a public construction
project. You cannot. It is an act of nature and it grows itself through our
collective actions”.
4

Barlow’s radical declara�on has been challenged by state’s eﬀorts to regulate
this space by introducing diﬀerent kinds of laws to govern the opera�on of
internet service providers and internet intermediaries . Other laws deal with
criminaliza�on of expression, restric�ons on the type of content that can be
legally distributed [like copyright laws]. States are strengthening their cyber
crime laws and some, more regressive and dictatorial regimes like China have
introduced strict censorship policies and simultaneously set up monitoring and
surveillance mechanisms to ensure that these rules are enforced. Other laws
have been enacted and enforced to protect ci�zen’s informa�on, for example
data protec�on laws, regula�ons around big data collec�on and sharing etc.
Collec�vely all these laws, rules and regula�ons come to deﬁne the internet
experience of users in any par�cular country.
5

However, circumven�on tools remain easily available and pose a challenge to
the states in terms of eﬀec�ve implementa�on of the laws.
More of concern is the fact that states, recognizing the poten�al of the internet
to support poli�cal movements and dissent, have o�en acted to abuse and
misuse internet regula�ons to crackdown against their own people. Censorship
remains a common challenge in countries as varied as China and Turkey. State
4

A Declaration of the Independence of Cyberspace. (1996). Electronic Frontier
Foundation. Retrieved 23 July 2017, from https://www.eff.org/cyberspace-independence

5

Internet intermediary refers to a company that facilitates the use of the Internet.
Such companies include internet service providers (ISPs), search engines and social
media platforms.
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sponsored surveillance through social media monitoring and real �me both have
remain a challenge. In other instances, states and corpora�ons work together
to each other’s beneﬁt without considering the human rights implica�ons on
the general public.

Internet Governance at Global Level

The global and interconnected nature of the internet has given rise to debates
about global internet governance at various interna�onal forums. As the
internet develops and becomes more and more essen�al to the development,
progress and economy of states, there is an urgent need to ﬁnd a workable
governance model that supports governments in regula�ng the criminal
elements using the internet and also creates a support structure for ci�zens
whose rights are threatened by regressive and dictatorial state policies. To
work towards an eﬀec�ve global internet governance model various diﬀerent
stakeholders including the United Na�ons, UN, IETF, ICANN, ITU and others
have come together to discuss and strategies around this challenge. However,
the discussion on how to best govern the internet is s�ll on going. One of the
key reasons that this process has been challenging is the pace with which
technology develops and changes.
However, there is consensus around the key principle of mul�stakholedrism
that has to be incorporated.
Mul�stakeholderism – The principle of mul�stakeholdersim
says that when it comes to internet governance,governments
alone cannot be tasked or trusted with se�ng the terms. Other
stakeholders who have a direct stake in policies governing the
internet also have to be involved. These stakeholders include
civil society, technical community, corpora�ons and industry,
academia, mul�laterals like the UN etc. Mul�stakeholderism is
already prac�ced at the technical level, with the IETF
encouraging and allowing input from any technical experts
around the world, regardless of their na�onality, career, poli�cs
or such.
But what is easy at a technical level is more complex at a policy
level. One key challenge is ensuring that civil society, working to
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protect human rights and internet rights have the same
weightable as states or corpora�ons who have more inﬂuence
and resources and have to work towards protec�ng
commercial and business interests. Thus, while there is larger
consensus that internet governance requires
mul�stakeholderism, there is no deﬁned model of how this
mul�stakeholdersim translates into prac�ce.

Key players in internet governance

In addi�on to the na�onal governments, the following key players are involved
in internet governance debates at the global level
1.
i.

ii.

The United Na�ons – The UN is engaged in internet governance
discussions at mul�ple levels.
The United Na�ons Educa�onal, Scien�ﬁc and Cultural Organiza�on,
UNESCO has taken the lead in crea�ng some key processes [outlined
further in this chapter] and is focused on promo�ng access to
informa�on and freedom of expression on the internet.
United Na�ons Human Rights Council. UNHRC, has set out interna�onal
standards for the prac�ce of internet rights by passing resolu�ons star�ng
that “the same rights that people have oﬄine must also be protected
online” .
United Na�ons Special Rapporteurs, UNSR on Freedom of Expression
have also taken a keen interest in FoE related issues online and have
published mul�ple reports deﬁning internet rights and recommending
human rights standards to be followed by states. UNSR on Privacy has
also produced material and standards relevant to internet governance.
The Interna�onal Telecommunica�ons Union, ITU, a specialized UN
agency that promotes interna�onal coopera�on on radio and satellite
communica�on usage is also involved in the internet governance
processes.
The World Intellectual Property Organiza�on, WIPO and groups like
Commission on Science and Technology Development, CSTD are also
involved in giving inputs to the internet governance processes and
making recommenda�ons rela�ng to their mandate.
6

iii.

iv.

v.

6

HRC Affirms that Human Rights Must Also Be Protected on the Internet (2012).
Geneva.usmission.gov. Retrieved 15 July 2017, from https://geneva.usmission.gov/
2012/07/05/internet-resolution/
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2.

The Internet Engineering Taskforce, IETF – The IETF is a mul�stakeholder
associa�on that comprises of technical experts from around the world.
The IETF is responsible for se�ng up the technical communica�ons
protocols on which the whole internet opera�on is based. The
taskforce thus has the most signiﬁcant impact on the technical shape
of the internet and remains a key stakeholder in technical governance
of the internet. The work of the taskforce is carried out via email lists.
Specialized working groups send out proposals and a�er discussions
come to decisions about the standards based on rough consensus.
The IETF sets standards for the internet and works as a non proﬁt,
volunteer body. In 1992, a group of experts with long with associa�on
with the IETF came together to create Internet Society, ISOC, “to
provide an institutional home for and ﬁnancial support for the Internet
Standards process” . Since then the IETF has had ﬁnancial support
through ISOC, which works with corporates and other stakeholders to
generate resources for the process of se�ng standards for the internet.
7

3.

The Internet Corpora�on for Assigned Names and Numbers,
ICANN – ICANN is the second main technical stakeholder. The body
assigns IP addresses to all computers that connect to the internet and
is also responsible for the management of domain names. ICANN has
been working since 1998. Before 1998, the domain name and IP
addresses management was done through Internet Assigned Numbers
Authority, IANA. IANA worked directly under the control of the US
government. While ICANN doesn’t technically work under the US
government, but it is s�ll based in the US and poten�ally can be
controlled by the US. This has been a source of conten�on in the larger
IG community.

4.

Corpora�ons – Corpora�ons who are largely responsible for shaping
the applica�on layer of the internet also remain key players in the IG
processes. Corpora�ons include technical giants like Google, Facebook,
Apple etc. These corpora�ons are very important stakeholders from a
human rights perspec�ve. Their rela�onship with the government and

7

IETF and the Internet Society | Internet Society. (2000). Internetsociety.org.
Retrieved 23 July 2017, from http://www.internetsociety.org/internet/what-internet/
history-internet/ietf-and-internet-society
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their regulatory policies have a direct impact on the prac�ce of internet
related human rights. At the same �me, corporate giants work primarily
to protect commercial interests and thus governments in big markets
have a certain inﬂuence in how these corpora�ons behave within their
country context. For example, Facebook has been accused of developing
a censorship tool for Chinese government despite its stated policy of
suppor�ng freedom of expression. At the same �me, corporate en��es
have also accommodated some pressure from civil society and
responded by publishing transparency reports and giving users more
control over their informa�on and data.
5.

Civil Society – Finally, the civil society comprising of ac�vists, academia,
media and other users are represented as key stakeholders. The civil
society works primarily to ensure that regula�ons are not challenging
human rights. The civil society engages with the IG processes through
organiza�onal par�cipa�on and networks like EFF and APC, dedicated
to promo�ng and protec�ng internet rights.

Key internet governance processes

At the global level, there are two key internet governance processes;
The World Summit on Informa�on Society, WSIS – The ﬁrst WSIS was
held in Geneva in 2003, bringing together almost 50 heads of states
who agreed to a ﬁrst ac�on plan towards a global eﬀort for internet
governance. In 2005, the Summit was held again in Tunis and set up
the IGF process for 10 years through the Tunis Agenda , that also set
the larger goals for internet governance. For 10 years highlevel WSIS
forums were held in Geneva. In 2015, on the comple�on of 10 years of
the Tunis Agenda, the WSIS+10 process was ini�ated by UN General
Assembly. The WSIS+10 process was a consulta�ve process held in six
diﬀerent phases held over two years. The process sought to “address
the progress made in the implementa�on of the WSIS outcomes related
to the WSIS Ac�on Lines under mandates of the par�cipa�ng agencies,
while providing a pla�orm for mul�stakeholder coordina�on of the
8

8

WSIS: Tunis Agenda for the Information Society. (2010). Itu.int. Retrieved
23 July 2017, from http://www.itu.int/net/wsis/docs2/tunis/off/6rev1.html
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implementa�on of the WSIS outcomes” .
9

Internet Governance Forum, IGF – The IGF was set up by the UN as a
result of the WSIS process. The IGF is a ‘mul�-stakeholder dialogue on public
policy issues related to key elements of Internet governance issues, such as the
Internet's sustainability, robustness, security, stability and development.
The United Na�ons Secretary-General formally announced the establishment
of the IGF in July 2006’ . The ﬁrst IGF was held in 2006 and since then, the
forum has con�nued to host mee�ngs every year, ini�a�ng debates on internet
related issues ranging from child protec�on to digital divide. The IGF also hosts
10

9

Open Consultation Process | WSIS+10 High Level Event. (2016). Itu.int. Retrieved
23 July 2017, from http://www.itu.int/net/wsis/review/mpp/
10 About IGF FAQs. (2011). Internet Governance Forum. Retrieved 23 July 2017,
from https://www.intgovforum.org/multilingual/content/about-igf-faqs

26

a number of dynamic coali�ons, that are “informal, issue-speciﬁc groups
comprising members from various stakeholder communities” . The dynamics
coali�ons work through out the year to produce reports and deﬁne strategies
to move towards their issue speciﬁc goals.
11

11 Dynamic Coalitions. (2015). Internet Governance Forum. Retrieved 23 July 2017,
from https://www.intgovforum.org/multilingual/content/dynamic-coalitions-4
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This section has been adapted from APC’s
Internet Rights are Human Rights module
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Sec�on 2

INTERNET AND HUMAN RIGHTS
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CHAPTER THREE
WHAT ARE INTERNET RIGHTS

INTERNET and other ICTs have had a profound impact all aspects of poli�cal,
social and cultural life. The far-reaching uses and impact of ICTs have now
made them essen�al to the prac�ce of various fundamental rights. In this
chapter we will look at the concept of internet rights and how they are being
deﬁned in the interna�onal rights regime.

The interna�onal rights regime
Before understanding the concept of Internet rights, one has to start with a bit
of context about interna�onal rights regime. Human rights, as we understand
today, generally refer to the rights framework that was enshrined through the
Universal Declara�on of Human Rights, UDHR. The UDHR was enacted at the
United Na�ons in the year 1948 and sets the standards for the prac�ce of
fundamental human right. The UDHR includes two kinds of rights and
freedoms including;
i.

Civil and poli�cal rights that include fundamental rights of an
individual like right of like, liberty, fair trail, privacy, freedom of
expression and freedom of associa�on and assembly

ii.

Economic, social and cultural rights that include rights like access to
health, educa�on, rights to work and par�cipate in cultural life etc.
Rights enshrined in the UDHR have been further deconstructed
through the Interna�onal Covenant on Civil and Poli�cal Rights, the
ICCPR, one of the key trea�es signed by UN member states. The
member states have an obliga�on to ensure that their local and
domes�c laws do not violate the principles in UDHR and ICCPR. These
rights have been further implementable through regional trea�es like
European Conven�on on Human Rights, ECHR and the African Charter
on Human and People’s Right, AfCHPR. However, there is currently no
opera�onal regional human rights treaty in Asia. In addi�on to the
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ICCPR, there are also a number of other human rights trea�es like
the Conven�on on the Rights of Child, CRC and the Conven�on of
Elimina�on of All Forms of Discrimina�on Against Women, CEDAW.
All these conven�ons then inform the local laws. Government’s of
UN member states, who have signed on to these trea�es have an
obliga�on yo ensure that local laws enable the prac�ce of these
rights. It is important to note that rights deﬁned through
interna�onal human rights instruments are seen as
•
•
•

Universal i.e. applicable to all without discrimina�on
Inalienable i.e they cannot be legally withdrawn or suspended
Indivisable which means that all of them are equally important and
do not have priority over one another.

Here is what the whole interna�onal rights regime looks like;
Interna�onal Covenant On Civil and
Poli�cal Rights
Interna�onal Bill Of Human Rights
Universal
Declara�on of
Human Rights

Interna�onal Covenant on Economic,
Social and Cultural Rights
Regional rights
conven�ons

CEDAW, CRC & other
rights agreements

Na�onal Law
The interna�onal human rights regime and its connec�on to
na�onal laws Image adapted from APC’s IRHR
curriculum by David Souter
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ICTs and their impact on rights
Informa�on and Communica�on Technologies, ITCs, including the internet
have been one of the most transforma�ve forces in the last three decades.
The rapid pace of their development and their revolu�onary poten�al to
transform the very nature of economic and poli�cal life have made these
developments integral to the fabric of modern society. Today governments
are increasingly moving towards digi�za�on, e governance is seen as an
inegtral part of both eﬀec�ve and transparent governance systems. Both
public and private ins�tu�ons are inves�ng in digital solu�ons and services
to serve the public and the impact of these ICTs on economy is so transforma�ve that the tradi�onal industrial/material based economy is now being
transformed into knowledge based economies.
While the interna�onal human rights instruments were formulated before
the ICTs became a transforma�ve force, there is no denying that the
internet has become one of enabling factors to the enjoyment of fundamental, poli�cal and cultural rights. Not only does it have the poten�al to
foster a rights based environment, it also brings with itself the poten�al of
viola�on of righs. Thus, the applica�on of the interna�onal human rights
instruments on ICT related changes in society have to be interpreted, so as
to inform the local and na�onal legisla�on on these issues. UN’s Human
Rights Council, UNHRC and Special Rapporteurs on diﬀerent rights have
since passed resolu�ons and prepared recommenda�ons on the governance and policymaking around internet and rights. One of the key resolu�ons in this regard is a 2012 resolu�on from UNHRC that holds that “the
same rights that people have oﬄine must also be protected online” .
12

The Right of Access
Given its importance in today’s world and economy, access to internet is
now being seen as an important element of environments that are
enabling to the general prac�ce of human rights. Worldwide sta�s�cs by
the ITU es�mate that around 3.9 billion people are s�ll unable to access

12 HRC Affirms that Human Rights Must Also Be Protected on the Internet
(2012). Geneva.usmission.gov. Retrieved 15 July 2017, from https://gene
va.usmission.gov/2012/07/05/internet-resolution/
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the internet. According to ITU “developing countries now account for the
vast majority of Internet users, with 2.5 billion users compared with one
billion in developed countries But Internet penetra�on rates tell a diﬀerent
story, with 81% in developed countries, compared with 40% in developing
countries and 15% in the Least Developed Countries” .
13

Given this state of aﬀairs, connec�ng the next billion remains of the key
agendas of the IGF and diﬀerent civil society stakeholders have come
together to create a framework for possible strategies of achieving this
goal.
A report by former UN Special Rapporteur on Freedom of Expression, Frank
La Rue states that access to the internet is “not yet a human right” but that
governments have an obliga�on to make it “widely available, accessible and
aﬀordable to all”.
ICTS and Women’s Rights
As the internet was ini�ally developing, it was largely seen as a technology
that would empower all segments of the society and serve as an equalizing
force for the marginalized. Over �me, some of the promised poten�al has
materialized. Using the internet women rights movements across the globe
have been able to strengthen, network and create a bigger impact. Access
to internet itself enabled more and more women to par�cipate in public
life, even those women who were previously unable to join the public
discourse due to social or cultural boundaries. The internet has also given
women easier access to informa�on and opportuni�es. Today, we see the
emergence of strong women groups who band together both of poli�cal
and social purposes. Internet has also been used by women to pursue
economic opportunity. This is specially relevant in cultures where women
are unable to leave their homes for work.
On a diﬀerent level however, internet and technology has been used to
perpetuate violence against women. Mobile phones and social media
13

Press Release: ITU releases 2016 ICT figures .... (2017). ITU. Retrieved 15 July
2017, from http://www.itu.int/en/mediacentre/Pages/2016-PR30.aspx
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networks are increasingly used as tools to in�midate and harass women.
Online violence including cyber stalking, hate speech, blackmail, abuse are
common place. Revenge porn is an increasingly serious threat to women
and the threat of uploading in�mate pictures and messages has been used
as an eﬀec�ve blackmailing tool by abusers to coerce their vic�ms into
submi�ng to their demands which might include physical violence like
rape.
For women to be able to enjoy the full poten�al of ICTs for the exercise of
their rights, APC’s feminist principles of the internet hold that “universal,
acceptable, aﬀordable, uncondi�onal, open, meaningful and equal access
to the internet” is a core principle of a feminist internet” .
14

14

Feminist Principles of the Internet - Version 2.0. (2016). Apc.org. Retrieved
23 July 2017, from https://www.apc.org/en/pubs/feminist-principlesinternet-version-20
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CHAPTER FOUR
SPECIFIC INTERNET RIGHTS

THE internet has a poten�al to have an impact on the prac�ce of all funda-

mental, civil, poli�cal and cultural rights. However, its impact on rights to
freedom of expression, FoE, freedom of associa�on and assembly, FoAA and
right to privacy is profound. The internet by making available all sorts of data
and informa�on at an unprecedented scale, enabling interac�ve communica�on between people, groups and communi�es, allowing individuals to reach a
mass audience and its ability to publish informa�on, enable data collec�on,
gathering sor�ng and analysis in universal, usable formals and the inbuilt ability
to store both private and public informa�on has contributed to the internet’s
impact on these three rights. This chapter looks at internet’s connec�on with
FoE, FoAA and Right to Privacy,
Internet and Freedom of Expression
The right to freedom of expression is deﬁned in the Ar�cle 19 of the ICCPR that
states, “Everyone has the right to freedom of opinion and expression; this right
includes freedom to hold opinions without interference and to seek, receive
and impart informa�on and ideas through any media and regardless of
fron�ers”. In Pakistan’s cons�tu�on, the right is granted through Ar�cle 19 of
the cons�tu�on that states that “every ci�zen shall have the right to freedom
of speech and expression, and there shall be freedom of the press, subject to
any reasonable restric�ons imposed by law in the interest of the glory of Islam
or the integrity, security or defence of Pakistan or any part thereof, friendly
rela�ons with foreign States, public order, decency or morality, or in rela�on to
contempt of court, or incitement to an oﬀence”.
Closely connected to the right to freedom of expression is the right of access to
informa�on or freedom of informa�on. The internet has provided eﬀec�ve
means to enhance the prac�ce of both these rights. Access to informa�on was
never possible at this scale before and for expression, there hasn’t been any
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other technology that could allow all of its users to publish informa�on
through diﬀerent pla�orms, at a very low cost and connect to a global
audience. Innova�ons star�ng from the email, blogs, instant messaging to
social media pla�orms like Facebook, Twi�er and Instagram etc. have given
internet users new and varied means of reaching out, connec�ng and
expressing themselves both privately and publicily. The internet has in eﬀect
made it possible for anyone with access to publish informa�on for a global
audience without requiring heavy ﬁnancial or technical resources. Subsequently, it has also enabled access to informa�on from publishers from
around the globe.
Souter in APC’s IRHR curriculum points towards three major implica�ons
that the internet has had on FoE including;
i.

Plurality – The internet has enabled people with very diﬀerent
backgrounds and perspec�ves to come together in a public sphere
of sorts and have a discussion with each other.

ii.

Globality – The internet is a medium that operates across. Thus
boundaries governments seeking to control access to certain
informa�on are now ﬁnding it increasingly diﬃcult to place eﬀec�ve
blocks on a space that largely operates outside their jurisdic�on.
This is also a challenge in cases where content that cons�tutes
legi�mate expression in one jurisdic�on, cons�tutes a serious crime
in others; the example of Innocence of Muslims, a blasphemous
video uploaded on YouTube and subsequent reac�on from Muslim
majority countries is an example of how these challenges can
materialize.

iii.

Valida�on of expression – There is so much informa�on available
on the internet that it becomes diﬃcult for internet users to
diﬀeren�ate between real and fake informa�on. We have seen the
phenomena of fake news becoming a subject of both journalis�c
and poli�cal discussions in the last few years. This also has the
impact of crea�ng a distrust amongst people who then tend to
conﬁne themselves to their trusted group of sources, thus giving up

36

on the opportunity of plurality.
The enabling environment for freedom of expression internet has also posed
some challenges. First, the poten�al for anonymity has both enabled and
challenged FoE. Anonymous accounts and iden��es enable certain elements
to spread hate speech, stalk, harass and even recruit people to criminal or
terrorist circles. Other challenges have arisen around copyrights and intellectual property rights as sharing of pirated copies of commercially produced
material is both common and very diﬃcult to eliminate.
Right to Associa�on and Assembly
Ar�cle 20 of the UDHR states that “everyone has the right to freedom of
peaceful assembly and associa�on”. The right to associa�on grants an individual the right to be a part of any group, big or small, poli�cal or apoli�cal, created
through formal or informal means. In 2012 UNSR on FOAA deﬁned associa�ons
as “any groups of individuals or any legal en��es brought together in order to
collec�vely act, express, promote, pursue or defend a ﬁeld of common interests”. On the other hand an assembly has been deﬁned as ““an inten�onal and
temporary gathering in a private or public space for a speciﬁc purpose”. UN
member states are obligated the ensure the protec�on of these rights as they
are included in the ICCPR Ar�cle 21 and 22.
The UN Human Rights Council agreed in September 2012 that ICTs had
become important in protec�ng the rights of associa�on and assembly, and
called on states to “respect and fully protect the rights of all individuals to
assemble peacefully and associate freely, online as well as oﬄine” ,
15

Souter describes three major impacts of the internet on the prac�ce of right of
FOAA;
i.

15

Impact on individual associa�on – The internet enables
communica�on and network building across geographical or physical
Souter, D. (2013). Internet rights are human rights. APC. Retrieved from http://i
trainonline.org/itrainonline/mmtk/APC_IRHRCurriculum_FOA_Handout.pdf
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boundaries, transforming the nature of personal and social
interac�ons and thus creates an enabling environment for the
forma�on of individual associa�ons. The ability to remain anonymous
also changes the nature of these associa�ons.
ii.

Online associa�ons – In addi�on to facilita�ng the crea�on of oﬄine
associa�ons, the internet has also enabled the forma�on of associa
�ons housed and operated online. These online associa�ons can have
an important role to play in states where oﬄine associa�ons and
assemblies are heavily regulated, par�cularly in cases where a
minority or persecuted group is coming together. At the same �me,
this enabling factor has been misused by terrorist and criminal
elements and it has been a challenge to stop groups like Al Qaida or
ISIS forming associa�ons of their own for the purposes of mobiliza�on
or even recruitment.

iii.

Enabling Assemblies - The internet has enabled two major changes in
the nature of assemblies. First, it has transformed the way people
mobilise for oﬄine assemblies by providing more eﬀec�ve means of
communica�on and organisa�on. Whether internet users of today are
mobilizing for a protest or gathering for a concert, it is common to use
WHatsApp groups, Facebook event pages and hashtags to coordinate
movements and logis�cal details. Another impact has been the
prac�ce f exclusively online assemblies – for example, people
twee�ng together for a cause can decide a �me and a hashtag and
come together to raise their voice. Online pe��ons through which
groups of people come together to demand the same thing can also
be seen as examples of online assemblies.

Due to these factors the internet has made it possible for groups of people to
organize in more eﬀec�ve protests. An example is the Arab Spring where ICTs
have been seen as one of the key factors that enabled poli�cal uprising.
Anonymity in this case has again been both an enabling and challenging
factor; while it allows people to take part in debates and discussions without
endangering themselves, it also allows other elements to inﬁltrate for monitoring or disrup�on purposes.
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The right of privacy
Ar�cle 12 of the UDHR states that “No one shall be subjected to arbitrary
interference with his privacy, family, home or correspondence, nor to a�acks
upon his honour and reputa�on. Everyone has the right to the protec�on of
the law against such interference or a�acks”. This right is not an absolute right
and there can be limita�ons on this right, provided that they are in accordance
with the law, pursue and legi�mate aim and necessary in a democra�c society
for example to for protec�on from disorder or crime .
16

The ICTs have posed new challenges to the prac�ce of right to privacy. First,
the ICTs have led to data collec�on and archiving at a mass level. In addi�on to
the data collected when individuals use diﬀerent ICT based services, states
themselves are now engaged in gathering personal data in the form of
biometric and other databses linked to ci�zen’s iden��es. Data collec�on in
this case is o�en necessary for prac�cal purposes, for example in Pakistan
Na�onal Database Regulatory Authority, NADRA’s biometric database is now
linked to the mobile phone SIMS issues to each ci�zen. While this is invasive
ad challenging towards privacy rights, it has been jus�ﬁed by the state as a
necessary step to ensure na�onal security.
In addi�on to the declared collec�on of data state agencies are also involved
in digital and communica�on surveillance both of their own ci�zens and at
�mes across boundaries. At �mes this surveillance is declared and accepted
by the ci�zens, for example the prevalence of CCTV cameras in public spaces.
At �mes this surveillance is carried out without the knowledge of ci�zens and
without appropriate legal checks and balances; the NSA revela�ons are a case
in point.
There are other complex impacts of ICTs on privacy – the use of social media
for example has transformed ci�zen’s view of public and private informa�on.
Users on Snapchat, Instagram, Facebook and twi�er o�en share informa�on,
pictures and videos that would previously be seen as private. The data shared
16

These requirements can be found in the ECHR definition and UNSR on the
promotion and protection of human rights and fundamental freedoms while
countering terrorism, Martin Scheinin, confirmed that the permissible limitations
test applies when interpreting of the right to privacy under the UDHR and ICCPR
(A/HRC/13/37).
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online allows corporates to proﬁle their consumers and use that data to
generate targeted adver�sements or sell big data for commercial gain
without the user’s consent. At �mes the sharing of personal informa�on also
enables criminal elements to stalk and blackmail and otherwise harass social
media users.
Given these challenges, the digital age requires special focus on privacy
related legisla�on at na�onal level. In order to protect ci�zen’s privacy
governments have to work towards strong data protec�on laws, crea�on of
privacy commissions and stringent policies related to data gathered by
corporates or public bodies oﬀering e-governance services. An open and fair
policy regarding interna�onal data sharing by states is also an important
need of the day.

Sec�on 3

THE PAKISTAN CONTEXT
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CHAPTER FIVE
THE DIGITAL REALM IN PAKISTAN

TO understand the importance of internet rights in Pakistan, it is essen�al
to have a clear understanding of how ICTs are made available and used in
the country. Under the current government, the IT ministry, has won
mul�ple interna�onal awards and recogni�ons by growing economically
and infrastructural. However, grave human rights concerns have risen due
to legisla�ve eﬀorts that challenge freedom of expression, freedom of
associa�on and assembly and privacy of users. This chapter looks at
access, usage, laws and policies that deﬁne the internet user’s experience
in Pakistan.
Internet Usage in Pakistan
According to Pakistan Telecommunica�ons Authority, PTA, there has been
a growth of 67.59% in total teledensity between 2005-06 and 2015-16.
With the growth in teledensity the number of broadband subscribers has
also increased. Here is a look at how the broadband subscrip�on in
Pakistan has increased over the last decade.

Broadband Subscribers
in Pakistan

2014-15

2013-14

2012-13

2011-12

2010-11

2009-10

2008-09

2007-08

2006-07

2005-06
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While the increase in access to internet and its usage is well documented,
there are no credible es�mates about literacy and digital literacy that would
be needed to enable people to use technology to its full poten�al.However,
the ﬁrst census since 1998 is under process and the data collected
would shed some light on both the extent of internet usage
and updated literacy sta�s�cs would enable us to
understand ci�zen’s ability to use the
internet.
41,452,262
40,759,521
40,095,786
39,023,370
38,057,966
36,947,793
35,362,578
34,472,659
32,295,286
16,885,518
3,795,923
2,721,659
2,101,315
1,491,491
900,648
413,809
168,082
45,153
Feb-17

Jan-17

Dec-16

Nov-16

Oct-16

Sep-16

Aug-16

July-16

2015-16

26,611

45

ICTs and industry
Over the last ﬁve to ten years, tech ini�a�ves and industry segments like mobile
money and ecommerce have grown at an unprecedented scale. Banks are
becoming friendlier towards eCommerce as well. And a number of them now
oﬀer Online Banking solu�ons for retail, payment of bills and money transfers.
There is a host of new ICT based services coming up in the market, oﬀering
services ranging from local commu�ng solu�ons to food delivery services. To
accommodate the demand, tech incubators and accelerators, funded by both
public and private en��es have been established in various ci�es. The
government is also oﬀering seed support for tech start-ups looking to tackle key.
As ICTs become more and more important to quality of life and are increasingly
adapted, it also becomes even more important for media to keep a vigilant
eye on policy related developments to ensure that the consumer interests are
not sacriﬁced for commercial interests.
ICTs and Poli�cal Engagement
Social media was extensively used for poli�cal campaigning during the 2013
electoral campaign. A formerly weak poli�cal force, Pakistan Tehreek-e-Insaaf,
ini�ated its social media team aggressively and managed to create an online
buzz that was both unprecedented and unmatched at that �me. The party
currently works with a “team of 150+ volunteers from all over the World who
update party’s oﬃcial social media accounts (Facebook, Twitter, Instagram, etc.)
24 hours a day” .
17

Even though PTI dominated the digital space in 2013 elec�ons, in 2018 they
will likely face tough compe��on online as well. Pakistan Muslim League – Nawaz,
PML-N, the party currently in power, has created and ac�vated its social media
cell, led by the Prime Minister’s daughter Maryam Nawaz Sharif. As per news
reports the “social media cell not only deals with the image building of the
party on popular social media forums like Facebook and Twitter, but it also
draw the media policy on day to day political developments taking place in
the country and then in the light of party’s line vocal party leaders especially
young Parliamentarians are directed to propagate and project it on private
17

Pakistan Tehreek-e-Insaf | Social Media Team. (2017). Socialmedia.insaf.pk. Retrieved
4 April 2017, from http://socialmedia.insaf.pk
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electronic and other available media sources” . Other poli�cal par�es have
also strengthen their online presence.
18

In would not be wrong to say that since the last general elec�ons, social media,
especially twi�er and Facebook have been iden�ﬁed by poli�cal par�es as
legi�mate grounds for poli�cal showdown and each one of them has prepared
to take full advantage of its possibili�es. At the same �me, this digital ba�le
ground is o�en used as a place for playing dirty poli�cs and poli�cal workers
have been guilty of using it to defame and/or to spread fake news and
informa�on to serve their own poli�cal interests.
ICTs and Civic Engagement
ICTs have become an important tool for civil society engaged in awareness
raising, lobbying advocacy and even protests. Social media has now been
recognized as a medium of force and we have seen consequent eﬀorts
towards more regressive legisla�on in to monitor users and to exert some
control the social media The government’s sudden interest in social media
pla�orms is a direct result of its use for management, correspondence and
mobiliza�on for protests, resources, demonstra�ons and other forms of civic
resistance movements. The eﬀec�veness of this medium as a medium of
protest and resistance has also triggered a wave of violence against those
who have used it against powerful forced. In early 2016, four bloggers went
missing and enforced disappearance was suspected. Even as there was state
crackdown against people using social media for dissent, a number of ac�vists
again turned to social media, using Facebook and twi�er eﬀec�vely under the
banner #RecoverAllAc�vists to mobilize protestors and coordinate protests
logis�cs.
19

20

21

18
19
20

Maryam-led PML-N social media cell active on all fronts. (2016). The Nation. Retrieved
4 April 2017, from http://nation.com.pk/islamabad/02-Jul-2015/maryam-led-pml-n-socialmedia-cell-active-on-all-fronts
19 Ashraf, G. (2015). Facebook user data: Requests from Pakistan at an all time high The Express Tribune. The Express Tribune. Retrieved 4 April 2017, from
https://tribune.com.pk/story/992765/facebook-user-data-requests-from-pakistan-at-an-all-time-high/
20 Desk, N. (2017). Pakistani Govt's War against "Social Media"? - Global Village
Space. Global Village Space. Retrieved 4 April 2017, from
https://www.globalvillagespace.com/pakistani-govts-war-social-media/
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21

Rumi, R. (2017). Bring Pakistan’s Missing Bloggers Home. Nytimes.com. Retrieved
4 April 2017, from https://www.nytimes.com/2017/01/20/opinion/bring-pakistansmissing-bloggers-home.html?_r=0
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CHAPTER SIX
ICT RELATED LAWS AND POLICIES

THE on ground situa�on for the prac�ce of rights in any country are deﬁned

largely by its laws and their implementa�on. As discussed in sec�on one of
this guide, internet is an extremely tricky area to govern. ICT related laws have
to deal with a varied ﬁeld ranging from licensing and regula�on of the
telecommunica�ons industry, principled issues like net neutrality , to issues
of intermediary liability and content regula�on online. This chapter maps
some of the key laws and regula�ons that have a direct impact on the func�on
ICTs and the prac�ce of internet rights.
22

Telecom Regula�on
The Authority responsible for licensing and regula�on of the
telecommunica�ons industry is Pakistan Telecommunica�ons Authority, PTA.
PTA works to regulate the establishment, opera�on and maintenance of
telecommunica�on systems and provision of telecommunica�on services,
receive and expedi�ously dispose of applica�ons for the use of
radio-frequency spectrum, promote and protect the interests of users of
telecommunica�on services, promote the availability of a wide range of high
quality, eﬃcient, cost eﬀec�ve and compe��ve telecommunica�on services,
promote rapid moderniza�on of telecommunica�on systems and
telecommunica�on services, inves�gate and adjudicate on complaints and
other claims made against licensees arising out of alleged contraven�ons of
the provisions of this Act, the rules made and licenses issued there under
and take ac�on accordingly. And to make recommenda�ons to the Federal
Government on policies with respect to interna�onal telecommunica�ons,
provision of support for par�cipa�on in interna�onal mee�ngs and
22

Net Neutrality is the principle that Internet service providers should enable access
to all content and applications regardless of the source, and without favoring or
blocking particular products or websites.
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agreements to be executed in rela�on to the rou�ng of interna�onal traﬃc
and accoun�ng se�lements .
23

Cybercrime Legisla�on
PECA, commonly known as the Cybercrime Bill, has been a subject of controversy
since its incep�on. In April 2015 a leaked dra� of the Bill demonstrated that the
proposed legisla�on had the poten�al to seriously hamper the exercise of
fundamental rights, par�cularly the right to freedom of expression, informa�on,
privacy and fair trail. From April 2015 to August 2016, mul�ple dra�s of
ybercrime legisla�on have stood and failed public scru�ny. PECA, as it is now is
much improved from the original leaked dra� of the bill, however, key concerns
about its impacts on fundamental rights remain intact.
Media’s freedom of expression or journalism is the prac�ce of bringing
informa�on to people and inves�ga�ve journalism relies on reporter’s ability to
access informa�on that is usually hidden from the public domain. PECB2016
includes mul�ple sec�ons including Sec�on 3, 4 and 10 that can have a direct
impact on reporter’s ability to secure such informa�on and would poten�ally
criminalize inves�ga�ve journalism endeavors.
A number of sec�ons in the Act deal with criminaliza�on of expression of
diﬀerent kinds. Sec�on 9 on gloriﬁca�on of an oﬀence, sec�on 11 on hate
speech, sec�on 20 and 21 dealing with dignity and modesty of natural persons
have all been framed loosely and can be poten�ally abused. Sec�on 21, that
technically deals with protec�ng modesty of natural persons and criminalizes
content where sexually explicit imagery is being misused, has been used to
charge people engaged in pos�ng material cri�cal of the Army.
One of the most concerning elements of PECA is the broad scope it provides
for internet censorship. The parameters for censorship are deﬁned in Sec�on
37, Unlawful on-line content, which directly borrows the language from
Ar�cle 19 of the Cons�tu�on of Pakistan. Currently, the authority to interpret
cons�tu�onal ar�cles lies only with the Supreme Court, of Pakistan. Through
this sec�on, the government has eﬀec�vely given the Supreme Court’s authority
to an execu�ve body that reports directly to the Ministry of Informa�on and
23

Functions & Responsibilities. (2015). Pta.gov.pk. Retrieved 4 April 2017, from
http://www.pta.gov.pk/index.php?option=com_content&view=article&id=359&Itemid
=325
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Technology. This is a blatant viola�on of ci�zen’s rights and can have a direct
impact on both access and expression by journalists.
There are also privacy related concerns in the Act. Sec�on 39 of PECA on
real-�me collec�on and recording of informa�on legi�mizes real �me
surveillance on the basis of reasonable grounds and on obtaining permission
from a trail court. This process is contradictory to the process deﬁned in the
Inves�ga�on for Fair Trail Act which allows only a High Court to issue warrant
for ini�a�on of real �me surveillance and also creates a more strict regiment
for scru�ny of cases where such surveillance is requested. This clause also
enables the inves�ga�ve oﬃcers to present raw data collected during
surveillance as evidence in courts, which is again against fair trail prac�ces.
Other Laws
There are various other laws that can be used to criminalize speech and
other ac�vity in the digital spaces. It is important to men�on two of these;
Sec�on 295 A and C of the Pakistan Penal Code, PPC has been applied online
to bring charges of blasphemy. Sec�on 295 A deals with Deliberate and
malicious acts intended to outrage religious feelings of any class by insul�ng
its religion or religious beliefs and states :Whoever, with deliberate and
malicious inten�on of outraging the religious feelings of any class of
2[the ci�zens of Pakistan], by words, either spoken or wri�en, or by visible
representa�ons insults or a�empts to insult the religion or the religious beliefs
of that class, shall be punished with imprisonment of either descrip�on for a
term which may extend to [ten years], or with ﬁne, or with both.]”
Sec�on 295 C is about the use of derogatory remarks, etc., in respect of the
Holy Prophet and states “Whoever by words, either spoken or wri�en, or by
visible representa�on, or by any imputa�on, innuendo, or insinua�on, directly
or indirectly, deﬁles the sacred name of the Holy Prophet Muhammad
(peace be upon him) shall be punished with death, or imprisonment for life,
and shall also be liable to ﬁne”. People who have been charged with conduc�ng
blasphemy online have been convicted, including a recent convic�on in which
the convict was given the death sentence .
24
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Rasmussen, S. (2017). Pakistan: man sentenced to death for blasphemy on Facebook.
the Guardian. Retrieved 6 July 2017, from https://www.theguardian.com/world/2017/
jun/11/pakistan-man-sentenced-to-death-for-blasphemy-on-facebook
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Sec�on 11W of the An� Terrorism Act has also been used to bring charges
against people engaged in criminalized forms of speech online. The sec�on
states that, “A person commits an oﬀence if he prints, publishes or disseminates
any material, whether by audio or video-cassettes or by written, photographic,
electronic, digital, wall chalking or any method which incites religious, sectarian
or ethnic hatred or gives projection to any person convicted for a terrorist act,
or any person or organization concerned in terrorism or any person organization
or an organization placed under observation: Provided that a factual news
report, made in good faith, shall not be construed to mean ”projection” for the
purposes of this section”.
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CHAPTER SEVEN
INTERNET RIGHTS – THE PRACTICE IN PAKISTAN

pAKISTAN has a loaded history; a postcolonial country, with its own history

rife with military dictatorships that have challenged democra�c progress and
development. As a result, even poli�cal, democra�cally elected governments
have o�en brought with remnants of dictatorial approaches and the public
itself is more a�uned to dictatorial a�tudes than democra�c ones. This
burden along with the weight colonial laws and regula�ons and a ever
con�nuing ‘security situa�on’ have all combined to create a situa�on where
rights, par�cularly those related to freedom of expression, freedom of
associa�on and assembly and privacy are constantly challenged. On
22 May 2017, Ch. Nisar Ahmed, Pakistan’s Federal Minister for Interior stated
that “our ins�tu�ons and the values of our country are under a�ack by a
sec�on of social media” . Nisar’s approach reﬂects the state’s rela�onship
with social media. The statement was issued a�er the ini�a�on of a crackdown
on social media users, par�cularly those engaged in cri�cism of the
Armed Forces.
25

This chapter takes a brief look at the internet and rights related situa�on in
Pakistan and outlines recent causes of concern.
PECA implementa�on and human rights viola�ons
During the advocacy campaign on PECA, ac�vists and journalists involved in
the lobbying eﬀorts repeatedly raised concerns about the iden�ﬁed sec�ons
[and others] and held that the Act has serious poten�al for misuse. Since,
the Act has been enforce, there has been a growing tendency of crackdown
against journalists, ac�vists, poli�cal workers and other social media users
who are using digital tools to express themselves. Something that was not
originally an�cipated is the fact that in various cases, PECA is not used as a
legal tool. In cases where formal charges are brought forward, sec�ons from
An� Terrorism Act and other laws have been more frequently used. However,
25

Interior minister says wants to track each social media user's activities online.
(2017). DAWN.COM. Retrieved 23 July 2017, from https://www.dawn.com/news/
1334930/interior-minister-says-wants-to-track-each-social-media-users-activities-online
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in poli�cal statements, the government and FIA has referred back to
cybercrime law as the legisla�on that gives them power for this crackdown.
Thus, it appears that the law itself has been used as a trigger to ini�ate a
crackdown against poli�cal dissidents. This is an unfortunate situa�on as a free
press and an environment conducive to public debate is one of the best means
for poli�cians to understand the weaknesses of the systems and improve
accordingly. Free poli�cal debate is the only means to strengthen democra�c
thought and society. In the ﬁrst half of 2017, there has been an unprecedented
increase in direct crackdown against dissen�ng voices. Some cases of
importance are noted below:
A.
The case of missing bloggers
According to Global Voices, “Ahmad Waqass Goraya and Asim Saeed — both of
whom were visi�ng Pakistan from abroad — were reportedly abducted on
January 4 from the city of Lahore, according to Goraya's wife who spoke with
Global Voices from the Netherlands. Goraya, a medical anthropologist and
resident of Netherlands, was picked up along with his cousin
Abdur Rahman Cheema. Two days a�er Saeed and Goraya's disappearances,
Salman Haider, a social media ac�vist, renowned poet, lecturer of
Fa�ma Jinnah University and editor of independent magazine Tanqeed was
abducted on January 6 in Islamabad”.
26

The missing bloggers were not charged under PECA or any other law for that
ma�er. However, online there was a very structured narra�ve pushed out to
remind the public about the presence of the cybercrime law and blasphemy
laws. As the pressure on the government grew, the blasphemy narra�ve was
strengthened. In a Muslim majority country like Pakistan, the mere accusa�on
of blasphemy presents a mortal threat to the accused.
The bloggers were released eventually, most of them ﬂeeing Pakistan for safety.
One of the missing bloggers Ahmed Goraya, has since talked at the
UN headquarters in Geneva, accusing state authori�es of abduc�ng and
torturing him.
26

26 Digital Activists Are Disappearing in Pakistan · Global Voices. (2017). Global
Voices. Retrieved 23 July 2017, from https://globalvoices.org/2017/01/12/digital-activistsare-disappearing-in-pakistan/
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B.
Arrests of poli�cal party workers
On May 21st, 2017 Pakistan Tehreek-i-Insaf claimed that another member of
the party's social media team was reportedly taken into custody by Federal
Inves�ga�on Agency (FIA) over alleged viola�on of the cyber crime law. PTI
leader Imran Ismail, while talking to Dawn.com, conﬁrmed that "Owais Khan, a
member of PTI's social media team was taken into custody [by FIA] on
Saturday." In response to the arrest of Owais Khan, PTI Chairman Imran Khan
took to twi�er and warned the government of agita�on.
27

This was not an isolated incident. Twi�er has become a place of poli�cal
controversy in Pakistan. The crackdown against social media ac�vists seems
to have been triggered a�er a harsh tweet was published and withdrawn by
DG ISPR, Maj Gen Asif Ghafroor, regarding the Dawn Leaks issue. A�erwards,
mul�ple cabinet members from the ruling party gave public statements
condemning the use of social media. General twi�er users in Pakistan,
par�cularly those aﬃliated with poli�cal par�es are ac�vely engaged in
cri�cizing and at �mes mocking for poli�cal and security leadership.
28

On 14th May 2017, amidst an increase in online cri�cism against Army,
Interior Minister Chaudhry Nisar issued orders to FIA’s cyber crime wing to
take ac�on against those who had begun an an�-army campaign through
social media pla�orms. He was quoted as saying that “Under cons�tu�onal
guidelines on freedom of expression, unwarranted cri�cism of security
forces and other ins�tu�ons responsible for the defence of the realm is
not allowed. No ci�zen can be involved in a campaign that tarnishes the
reputa�on and respect of the armed forces. Disrespec�ng the Pakistan
Army and its oﬃcials under the guise of freedom of expression will not be
tolerated.”
29
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Another member of PTI's social media team taken into custody by govt. (2017).
DAWN.COM. Retrieved 23 July 2017, from https://www.dawn.com/news/1334518
28 28 Dawn leaks refers to a story published in Dawn Newspaper that disclosed details
of a high level meeting between government and Army officers. Following the
publication of the story, then Information Minister Pervez Rashid was removed
from his post and high level investigations were initiated. The story was termed a
national security threat.
29 Junaidi, I. (2017). Nisar orders crackdown on anti-army material online.
DAWN.COM. Retrieved 23 July 2017, from https://www.dawn.com/news/1333245
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Since then, mul�ple crackdowns and arrests have seen people detained,
ques�oned and arrested for cri�cizing Army online. These include poli�cal
party workers from diﬀerent par�es, including the ruling PML-N itself.
Amongst poli�cal party workers arrested are Dr. Faisal Ranjha from
PML-N, PTI leader Imran Ismail .
30

C.
FIA and the interroga�on spree
On May 18th, journalist Taha Siddiqui received a call from counter terrorism
department of the FIA, asking him to appear in person at the FIA
headquarters for interroga�on, in rela�on to his journalis�c work. Feeling
threatened and harassed, Siddiqui imitated a pe��on at the
Islamabad High Court against the FIA. Siddiqui’s case is just one of the various
cases that have been ini�ated following interior ministry no�ﬁca�on to FIA
men�oned in the previous sec�on. Following Nisar’s orders FIA had ini�ally
iden�ﬁed 27 people involved in running An� Army Campaigns on social media
pla�orms. According to media reports, at least six amongst these were
arrested and then released without any formal charges being brought against
them. Soon reports of a much larger list – of around 200 people who are to
be ques�oned in connec�on with pos�ng an� Army material online - started
circula�ng.
31
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Senator Farhatullah Babar, spokesperson of Peoples Party, in a statement at
the parliament men�oned that within “a short span of �me nearly 1,000 cases
had been registered against social media pla�orms. In addi�on, provisions of
the cybercrime legisla�on have been arbitrarily interpreted to impose new
restric�ons on the right to freedom of expression in the name of na�onal
security” .
33
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30 Another member of PTI's social media team taken into custody by govt. (2017).
DAWN.COM. Retrieved 23 July 2017, from https://www.dawn.com/news/1334518
FIA identifies 27 people in anti-army campaign - The Express Tribune. (2017).
The Express Tribune. Retrieved 23 July 2017, from https://tribune.com.pk/story/
1427417/fia-identifies-27-people-anti-army-campaign/
FIA to quiz 200 social media activists over anti-army posts | SAMAA TV. (2017).
Samaa TV. Retrieved 23 July 2017, from https://www.samaa.tv/pakistan/2017/05/
fia-to-question-200-social-media-activists-over-anti-army-posts/
Tahir, A. (2017). FIA launches crackdown on ‘anti-army campaigners’.
DAWN.COM. Retrieved 23 July 2017, from https://www.dawn.com/news/1334626
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However, despite Babar’s statement of concern and request for submission
of a detailed report on PECA’s implementa�on, the crackdown against
ac�vists and journalists has con�nued. On 25 June 2016, a journalist
Zafarullah Achackzai was arrested by FIA, as a part of their crackdown
against An� Army campaigners. The journalist has since been granted bail .
34

Pakistan’s corporate transparency record
One of the key methods through which states a�empt to curb internet rights
is through engagement with corporates. An example can be seen in
neighboring India where Facebook censored dozens of posts and user
accounts a�er the death of Burhan Wani , demonstra�ng its partnership
withthe Indian government. Like the Indian government, Pakistan’s government also ini�ates contact with facebook, Google and other corpora�ons in
a�empts to either remove informa�on or gain access to user data for their
own purposes. Almost all big corpora�ons extend support to states in cases
where law enforcement agencies of the states are involved in the case and
can demonstrate that the request of blockage or access to informa�on is
related to an oﬀence under the local laws. Google, Facebook and Twi�er all
release annual reports sharing basic details of blocking and informa�on
requests they have received from diﬀerent states and their responses to
them.
35

Google, Facebook and Twi�er all note requests for legal processes and
emergency disclosure responses. These requests might be for content
blocking, acquisi�on of user data or preserva�on for criminal inves�ga�on.
Here is a look at Pakistan’s statsi�cs in 2016 for Google, Facebook and
Twi�er.
In 2016 Google complied to all of the government’s requests about user
data sharing when the reason was emergency disclosure, however, they did
not provide informa�on in any of the 16 requests for user informa�on
disclosure ﬁled on other legal grounds.
34 Shah, S. (2017). Quetta court grants bail to journalist arrested by FIA over
'anti-state' social media posts. DAWN.COM. Retrieved 23 July 2017, from
https://www.dawn.com/news/1343411
35 Doshi, V. (2017). Facebook under fire for 'censoring' Kashmir-related posts and
accounts. the Guardian. Retrieved 23 July 2017, from https://www.theguardian.com/
technology/2016/jul/19/facebook-under-fire-censoring-kashmir-posts-accounts
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Period Ending

Legal Process

User Data
Requests

Percentage of
requests
where some
data produced

Users/
Accounts
Speciﬁed

06/30/2016

Emergency
Disclosure
Request

1

100%

1

06/30/2016

Legal Request

7

0

12/31/2016

Legal Request

9

0

9
1
1

Chart showing Pakistan Government request to Google for disclosure
of user informa�on in 2016
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Here are basic details about government requests for blocking access to
content that show that a total of 667 items were removed from YouTube on
basis of religious oﬀenses.
Period
Ending

Product

Reason

Court
Orders

06/30/2016

Blogger

Defama�on

0

06/30/2016

Youtube

Defama�on

0

1

06/30/2016

Youtube

Na�onal
Security

0

1

36

Execu�ve, Execu�ve,
Items
Police,
Police,
Requested
etc.
etc.
To Be
Removed
1
1
1
1
9
12
1

Google Transparency Report - Infromation Disclosure. (2016). google.com.
Retrieved 23 July 2017, from https://docs.google.com/spreadsheets/d/1GZRSAe0i5dpHDZ
kJ70uUTOWSBjrrXPlbN8gssOBPW3s/edit#gid=118961139
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06/30/2016

Youtube

Privacy and
Security

0

1

2

06/30/2016

Youtube

Religious
Oﬀense

1

25

667

Chart showing Pakistan Government’s requests to Google for blocking
content in 2016
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Facebook transparency report for 2016 state that the pla�orm has
catered legal requests from PTA and FIA and subsequently restricted items
that allegedly violated local laws on blasphemy, condemna�on of Pakistan’s
independent and desecra�on of n a�onal ﬂag.
38

Total
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11
Produced
0
1
1721

1040
9
Facebook discloses informa�on and content restric�on requests
1
1
from Government of Pakistan in 2016

37
38

2,460

66%

31

722

Google Transparency Report - Content Blocking. (2016). google.com. Retrieved
23 July 2017, from https://docs.google.com/spreadsheets/d/1Ajw8oylbZbj2lm1cXIdERs
5P19X2xPDdxJwsGTaRQqQ/edit#gid=575980918
Government Requests Pakistan. (2017). Govtrequests.facebook.com. Retrieved
23 July 2017, from https://govtrequests.facebook.com/country/Pakistan/2016-H1/
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Twi�er also releases basic data about government’s requests for informa�on
and blocking access to content.
Tweets
Removal Removal Percent- Accounts Accounts Execu�ve,
Items
withheld
Requests Requests age where speciﬁed withheld Police,
etc.
Requested
on Court from Gov.
some
To Be
Orders Agencies content
Removed
was
1
withheld
1
Jan-June
2016

1

8

0%

32

0

July-Dec
2016

1

22

0%

51

0

01
9
12
10

As the data shows , Twi�er did not comply with any of the requests
made by Government of Pakistan for withholding content.
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6

0%

22
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4

0%

38

Chart showing Government of Pakistan’s requests to
Twi�er about accessing user data.
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Twitter ( 2017) Removal requests | Pakistan.Transparency.twitter.com. Retrieved
23 July 2017, from https://transparency.twitter.com/en/removal-requests.html#removalrequests-jan-jun-2016
Twitter. (2017). Information requests |Pakistan. Transparency.twitter.com. Retrieved
23 July 2017, from https://transparency.twitter.com/en/information-requests.html#informationrequests-jan-jun-2016
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For reporters working on the ICT beat, it is important to keep track of
the transparency reports and analyze any changes in trends in requests
and responses. At �mes governments also try to come to diﬀerent
arrangements for their own reasons. Recently, Pakistan’s government
a�empted to get Facebook to link each account to biometrically veriﬁed
mobile numbers, but Facebook refused to comply with this requests. If
you are par�cularly repor�ng from rights based angle, ﬁnding more
details about these sta�s�cs through other sources can also add depth
to your repor�ng.
41

Surveillance and Privacy Concerns
There have been reports of phone lines being tapped and real �me
surveillance at a mass scale. In 2015, the Intelligence Bureau, IB, one of
the country’s prime intelligence agencies, told the Supreme Court that it
was tapping 5,594 phone numbers across the country . This surveillance
is beyond any legal bounds.
42

A 2015 report by Privacy Interna�onal claimed that Pakistan had par�cipated in interna�onal intelligence opera�ons by the US Na�onal Security
Agency, NSA and the UK Government Communica�ons Headquarters,
GCHQ . The phenomena of phone tapping for intelligence gathering is so
common that recently, a joint inves�ga�on team, JIT, cons�tuted by the
Supreme Court to inves�gate money laundering charges against the
si�ng Prime Minister Mian Muhammad Nawaz Sharif was also accused
of tapping phones of its witnesses and the PM House and counter
43
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41

42
43
44

The Express Tribune Tech Desk. (2017). Facebook turns down Pakistan’s request to
link accounts with mobile numbers - The Express Tribune. The Express Tribune.
Retrieved 23 July 2017, from https://tribune.com.pk/story/1458725/facebook-declinespakistans-request-link-accounts-mobile-numbers/
The Express Tribune. (2017). Over 5,000 phones being tapped by IB, SC told. The
Express Tribune. Retrieved 23 July 2017, from https://tribune.com.pk/story/890674/
over-5000-phones-being-taped-by-ib-sc-told/
Privacy International. (2016). Tipping the scales: security and surveillance in Pakistan.
Retrieved from https://www.privacyinternational.org/sites/default/files/PAKISTAN%
20REPORT%20HIGH%20RES%2020150721_0.pdf
Iqbal, N. (2017). JIT accused of tapping phones of witnesses. DAWN.COM. Retrieved
23 July 2017, from https://www.dawn.com/news/1340055
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allega�ons of the government tapping judges phones .
45

The privacy concerns do not end at the tapping of the phones. The government is also involved in social media monitoring at an unprecedented scale. In
May 2017, the interior ministry vowed to step up “eﬀorts to track internet
users' ac�vi�es online and hunt down undesirable elements” .
46

In addi�on, the FIA has been accused of going through data and devices of
people it detains or calls for interroga�on without following the due process
of obtaining a warrant for such search and seizure. Without the warrant or an
oﬃcial record, the FIA oﬃcers can have free access to private informa�on of
users and can abuse this informa�on without consequence. A lack of privacy
and data protec�on laws also adds to the problem.
The privacy concerns do not end at the tapping of the phones. The government is also involved in social media monitoring at an unprecedented scale. In
May 2017, the interior ministry vowed to step up “eﬀorts to track internet
users' ac�vi�es online and hunt down undesirable elements” .
In addi�on, the FIA has been accused of going through data and devices of
people it detains or calls for interroga�on without following the due process
of obtaining a warrant for such search and seizure. Without the warrant or an
oﬃcial record, the FIA oﬃcers can have free access to private informa�on of
users and can abuse this informa�on without consequence. A lack of privacy
and data protec�on laws also adds to the problem.
Network Shutdowns
Network shutdowns or network disconnec�ons occur when mobile and
internet networks are shut down temporarily on government orders. Due to
the disrup�on in services, people are unable to communicate through calls,
texts or other internet based applica�ons like WhatsApp. Network disconnec45

Dunya TV(2017). Fawad Chaudhry accuses government of tapping judges phones.
Retrived 23 July 2017, from http://dunyanews.tv/en/Pakistan/391151-Fawad-Chaudhryaccuses-govt-of-tapping-judges-pho
46 Dawn(2017.) Interior Minister says he wants to track all social media users. Retrived
22 July 2017, from https://www.dawn.com/news/1334930/interior-minister-says-wants-totrack-each-social-media-users-activities-online
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expression implica�ons as well. Pakistan does not have a good track
record in terms of network shutdowns and these shutdowns are o�en
ini�ated on orders from interior ministry typically during �mes of security
concerns and poli�cal unrest. The government has jus�ﬁed these shutdowns by quo�ng examples of mobile phones being used to trigger IEDs
and enabling communica�on between terrorist elements. However, this
argument fails to respond to the fact that it is within these �mes of
insecurity and unrest that people most need to connect, par�cularly in
cases of emergency. These shut downs also restrict access to emergency
services.

Sec�on 4

REPORTER’S TOOLBOX
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CHAPTER EIGHT
REPORTING INTERNET RIGHTS

rEPORTING on internet rights in Pakistan is no diﬀerent from repor�ng any

other beat; one needs to know the key sources of informa�on, have the
capacity to understand the implica�ons of related developments and have
the opportunity to raise the right ques�ons. This ﬁeld guide has so far focused
on introducing the key concepts around internet rights and governance and
contextualizing the situa�on in Pakistan. In this chapter, we will look at the
sources and resources reporters can access to report eﬀec�vely on internet
rights and related issues.

Reporters working to develop their exper�se on internet rights can follow
and cover the following organiza�ons and bodies.
Government Bodies
i.
The Na�onal Assembly Standing Commi�ee on IT – laws tabled in
the assembly and related issues are discussed in this commi�ee.
The schedule of the commi�ee can be found at
ii.
The Senate Standing Commi�ee on IT - related laws tabled in
senate and related developments and issues are discussed in from
of this commi�ee.
iii.
Ministry of IT – The ministry of IT is obviously the most relevant
government stakeholder. The ministry’s website also hosts dra�
laws and policies for public reviews and consulta�on and in
addi�on to covering the ministry’s ac�vi�es, it is also important to
keep track on the open consulta�ons on its website.
iv.
PTA – The telecom authority now has a direct link to one of the
basic cons�tu�onal rights and its policy, procedures and decisions
have to be followed and scru�nized from a rights based
perspec�ve.
v.
FIA Cybercrime Wing – The FIA’s cybercrime wing is the law agency
responsible for inves�ga�ons under PECA. For the purposes of this
law, the agency works like the police to register and inves�gate
cases.
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It is important to follow the agency’s engagement with public, policies and
procedures both to understand the state of cybercrime and to keep an eye
on possible instances of abuse of power.
vi.
Courts No�ﬁed under PECA – These courts are being made opera�onal in all provinces. Covering court cases and following the development
of case law with regards to PECA can help media demonstrate the human
rights impacts of this legisla�on.
Private Stakeholders
1.
Telecommunica�on Companies and Internet Service Providers –
The corporate sector both local and global have a direct impact on
how internet rights are experienced. It is thus important to cover
policy, procedure and ini�a�ves of telcos and ISPs so as to ensure
that ci�zen’s rights are not being compromised for commercial gain.
This stakeholder group also include networks like Internet Service
Providers Associa�on of Pakistan, ISPAK.
2.
Interna�onal Corpora�ons – Corporates like Google, Facebook,
Twi�er and others o�en put out updates and reports that demon
strate their approach towards internet rights and are also good
resource material to understand the emerging global challenges with
regards to privacy and other ma�ers.
3.
Digital Rights Advocates – Interna�onally the following
organiza�ons/networks directly engaged in research and advocacy
on internet rights and should be followed by reporters;
i.
Associa�on of progressive communica�ons, APC – h�ps://ww
w.apc.org/
ii.
Privacy Interna�onal – h�ps://www.privacyinterna�onal.org/
iii.
Ar�cle 19 - h�ps://www.ar�cle19.org
iv.
Electronic Fron�er Founda�on, EFF - h�ps://www.eﬀ.org/
v.
Internet Society - www.internetsociety.org/
vi.
Global Partners Digital - h�ps://www.gp-digital.org/
vii.
Access Now – h�ps://www.accessnow.org
You can also subscribe to Best Bits - h�ps://bestbits.net/, an email lists run
by mul�stakeholder networks to keep yourself updated about the global
trends and discussions in internet rights and governance;
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Mul�laterals
1.

UNESCO – UNESCO is the key UN agency involved in developing
research and standards on digital and internet rights. You can also
follow UNESCO’s Internet Freedom series at h�p://en.unesco.org/u
esco-series-on-internet-freedom for publica�ons dealing with
diﬀerent internet rights and freedom. UNESCO is also the lead agency
from the UN that works on internet governance related themes.

2.

IGF – The internet governance forum as indicated in sec�on I is a UN
mechanism to facilitate mul�satkeholder engagement in internet
governance discussions. The IGF is held every year between
September and December. Being a part of the event itself would
enable journalists to broaden their understanding of various levels of
discussion and allow them to understand issues from various diﬀerent
and o�en opposing perspec�ves. In addi�on to a�ending the IGF and
following its website [h�ps://www.intgovforum.org/] , you can also
engage further with the process by joining Best Prac�ce Forums
hosted by the IGF and joining Dynamic Coali�on’s mailing lists.

3.

UNSR on FoE and Privacy – The United Na�ons Special Rapporteurs
on Freedom of Expression and Privacy both rou�nely publish reports
and recommenda�ons about the internet/digital rights related
concerns and recommended best prac�ces. Following these oﬃces
online will enable reporters to understand the UN’s recommenda�ons
on standards and best prac�ces.

4.

UNHRC – While UNHRC works on a much wider level, internet rights
o�en become a part of the civil society submissions to instruments
like UPR and UN Human Rights Commi�ee. Subsequently state
responses and submissions also demonstrate the posi�ons that
governments take on these issues within the UN. Thus, it is beneﬁcial
to follow these instruments to iden�fy related and relevant
submissions from both state and other stakeholders.
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Addi�onal Resources
There are various other online resources that you can u�lize to expand your
knowledge base further. Some of the recommended resources include;
Publica�ons
1.
Principles for Governing the Internet by UNESCO - h�p://unesdoc.un
esco.org/images/0023/002344/234435e.pdf
2.
Fostering Freedom Online: The role of intermediaries by UNESCO h�p://unesdoc.unesco.org/images/0023/002311/231162e.pdf
3.
Global Informa�on Society Watch 2016: Economic, Social and
Cultural Rights and the internet by Associa�on for Progressive
Communica�ons, APC - h�ps://www.apc.org/en/pubs/global-infor
ma�on-society-watch-2016-economic-soc
4.
Internet Governance Acronym Glossary by Diplo Founda�onh�ps://www.diplomacy.edu/sites/default/ﬁles/IG%20Acro
nym%20Glossary%20(2014).pdf
Capacity Development Courses
1.
Internet Rights are Human Rights, IRHR Mul�media Toolkit by APC
-h�p://www.itrainonline.org/itrainonline/mmtk/irhr.shtml
2.
Pakistan School on Internet Governance - h�p://www.pksig.pk/
3.
Asia Paciﬁc School on Internet Governance - h�ps://sites.goo
gle.com/site/apsigasia/
4.
Online Courses oﬀered by Diplo Founda�on for capacity building in
Internet Governance - h�ps://www.diplomacy.edu/courses/IGcours
es
Finally, as you go towards your journey to report on internet rights and
internet governance issues, it is also important to be mindful of your own
digital security. To develop your understanding and capacity of behaving in a
digitally secure manner you can refer to various online resources including
Tac�cal Tech’s Securiry in a Box or for a simpler version refer to APC’s Digital
Security First Aid Kit here - h�ps://www.apc.org/en/irhr/digital-security-ﬁrst-aid-kit.

The internet has completely transformed the way we experience social,
cultural and poli�cal life. The development in ICTs have triggered
the crea�on of knowledge based economies and completely
changed the concepts of economic, social and poli�cal par�cipa�on.
As these technologies become more and more important, the discussion
on rights based issues related to the development and regula�on
of ICTs becomes essen�al. The ﬁeld guide aims to serve as a basic
thema�c guide for reporters and journalists who are interested in
repor�ng on ICTs and related rights issues. It touches upon the very
basics of internet design, impact of ICTs on diﬀerent rights as seen in the
interna�onal rights regime and the related situa�on in Pakistan.

